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Foreword

Robert A. Destro*

Educing Information is a profoundly important book because it offers both
professionals and ordinary citizens a primer on the “science and art” of both
interrogation and intelligence gathering. Because this is a book written by and
for intelligence professionals, it starts exactly where one might expect it to start
— with Dr. Robert Coulam’s superb discussion of the costs and benefits of various
approaches to interrogation. For those who are (like me) unschooled in the art
and science of intelligence gathering, careful study of the table of contents is
perhaps the best way to decide which of the papers would provide the most
convenient portal through which to enter a realm that is, by the admission of
the authors themselves, both largely unexplored and enormously important to
our national security. Steven M. Kleinman’s excellent paper on the “KUBARK
Counterintelligence Interrogation Review” provided just the historical and
theoretical background I needed to feel comfortable with the other papers. This
book “works” either way.

Wherever one starts or ends this book, certain conclusions are inescapable.
The first is that there is ample room for inter- and multi-disciplinary research and
collaboration. Each of the papers included in Educing Information provides at
least one, if not many, important “Foundations for the Future.” I look forward to
participating in that process.

The second conclusion is that it is going to take a lot of hard work to convince
other disciplines that the Intelligence Community is not making the case for
interdisciplinary clean-up of what Dr. Robert Fein’s “Prologue” calls “traditional
police-state methods of extracting information from their prisoners.” Even a
cursory reading of the papers in this book points to the enormous opportunities
for research and human rights protection that will flow from a systematic, and
entirely legitimate, set of inquiries into the realm of information gathering.

I fear, however, that the authors and editors may have compounded the problem
when they decided to characterize “interrogation” as “educing information.”
Though “educing information” may sound a bit more benign than the far more
robust-sounding image created by the concept of “interrogation,” it is not nearly
benign enough to overcome the public relations problem that led to the choice
of the phrase in the first place.! We lawyers call this process “characterization”

“"Professor of Law and Director, Interdisciplinary Program in Law & Religion, Columbus School of
Law, The Catholic University of America, Washington, D.C. B.A. 1972, Miami University, Oxford,
Ohio; J.D., 1975, Boalt Hall School of Law, The University of California, Berkeley. Commissioner,
United States Commission on Civil Rights, 1983-1989.

! Editor’s Note: As pointed out by Robert Fein in the Introduction to this book, the term “Educing
Information,” although not yet in common usage, encompasses information “elicitation” and “strategic
debriefing” as well as interrogation. Robert Destro’s comments highlight the swift undercurrents that
attend the topic at hand, and that can easily enlist adversarial stratagems. Professor Destro is not
associated with the Intelligence Science Board.
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in some contexts, and either “categorization” or ‘“‘classification” in others. The
advocate selects the characterization that seems to serve immediate purpose and
constructs the argument from there. The problem is that others will be doing
precisely the same thing — and, in this case, those “others” are likely to be the
lawyers and human rights advocates that advise the legislators who in turn control
intelligence research budgets.

Professor Kathleen Sullivan, Dean of Stanford University Law School, has
observed that, in constitutional law:

Categorization is the taxonomist’s style — a job of classification and label-
ing. When categorical formulas operate, all the important work in litigation
is done at the outset. Once the relevant right and mode of infringement have
been described, the outcome follows, without any explicit judicial balancing
of the claimed right against the government’s justification for the infringe-
ment. Balancing is more like grocer’s work (or Justice’s) — the judge’s job
is to place competing rights and interests on a scale and weigh them against
each other. Here the outcome is not determined at the outset, but depends on
the relative strength of a multitude of factors. These two styles have com-
peted endlessly in contemporary constitutional law; neither has ever entirely
eclipsed the other.?

Thus, it is not enough simply to choose a benign-sounding term like
“educing.” Any lawyer or human rights advocate will understand both how and
why the re-characterization was selected, and force the original discussion of
how one “balances” the “need to know” against human rights concerns. There
is no point in hiding the fact that we are talking about “interrogation,” and, to be
honest, reasonable minds might differ on whether the term “educing” sounds all
that “benign” in the first place.

All who are interested in the work product and ethics of the Intelligence
Community should understand that the road ahead is going to be a long one. Like
many, if not most, Americans I learned what I “know” about the “interrogation of
bad guys” (both male and female) by watching prime-time television. Law school
was (and remains) even less informative with respect to such questions. Most
lawyers and judges learn the “art” (but not the “science”) of cross-examination
of a hostile witness from either a mentor or a supervisor after embarking on the
practice of law, and supplement that “training” by watching courtroom dramas
recommended by their peers. Itis going to take a sustained period of intensive inter-
disciplinary cooperation to clean up the rather sordid images of “interrogation”
that have become the stuff of movies and prime-time television.

There is a real need for “outreach” and professional collaboration here.
Lawyers, judges, legislators, and human rights advocates know little to nothing
about either the “science or art” of intelligence gathering, but all of them know

2 Kathleen M. Sullivan, “Post-Liberal Judging: The Roles of Categorization and Balancing,” 63 U.
Colo. L. Rev. 293, 293-294 (1992).
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that the interrogation of adverse parties in litigation is essential to the litigation or
Congressional hearing process. We freely admit (among ourselves) that “discovery”
(our term for “educing information”) is often a grueling, time-consuming, and
expensive process, but many see absolutely nothing wrong with hiding the costs
— and the results — from the general public. We teach our law students quite a lot
about the law governing the custodial interrogation of criminal suspects, but not
too much about the theory and practice discussed in Ariel Neuman and Daniel
Salinas-Serrano’s fine paper on custodial interrogation in the law enforcement
context. We pride ourselves on our commitment to both human rights and the
preservation of rule of law, but work in a profession that decries the loss of civility
brought about by the hard-hitting (and sometimes unethical), adversarial litigators
we see every night on television.

These are your critics. They are a tough audience with quite a lot to learn
from you. Human rights advocates and civil rights litigators view themselves as
“private attorneys general” whose role is to litigate in defense of individual rights,
and they view the courts as the only branch of government capable of striking what
now-retired Justice Sandra Day O’Connor called “sensible balances” between the
rights of the individual and the needs of organized society. Courts and legislatures
cannot strike those “sensible balances” without first acquiring a thorough
grounding in the “science and art” of your profession. Educing Information is a
welcome “first installment” on that effort.

And what are we to make of “public opinion”? Unfortunately, that is a
relatively easy question. Prime-time television increasingly offers up plot lines
involving the incineration of metropolitan Los Angeles by an atomic weapon or
its depopulation by an aerosol nerve toxin. The characters do not have the time to
reflect upon, much less to utilize, what real professionals know to be the “science
and art” of “educing information.” They want results. Now. The public thinks the
same way. They want, and rightly expect, precisely the kind of “protection” that
only a skilled intelligence professional can provide. Unfortunately, they have no
idea how such a person is supposed to act “in real life.”

Is there a theme here? Yes, a simple one. Prime time television is not just
entertainment. It is “adult education.” We should not be surprised when the public
(and many otherwise law-abiding lawyers) applaud when an actor threatens the
“hostile du jour” with pain or mayhem unless he or she answers a few, pointed
questions before the end of the episode. The writers craft the script using “extreme”
measures because they assume, as our own government has, that police-state
tactics studied for defensive purposes can be “reverse engineered” and morphed
into cost-effective, “offensive” measures.

Though eminently understandable, such reactions are incredibly short-sighted
and profoundly unethical. We don’t need just any answers, we need good answers.
Our health and safety, and our posterity, depend on it.

Don’t expect Educing Information to become required reading among the
Hollywood screen writer set anytime soon, but it certainly should be. All of us
could learn quite a lot.







Prologue

U.S. Experience and Research in
Educing Information:
A Brief History

Robert A. Fein, Ph.D.
MIS-Y Program

In World War II, the United States military developed a secret “offensive”
program, called MIS-Y, designed to obtain intelligence from captured adversaries.
This “educing information” program (though it was not described as such at the
time) was designed to obtain intelligence from senior German officials, officers,
and scientists in U.S. custody. The prisoners were taken to a facility at Fort Hunt,
VA, specially developed for educing information. Each internee was carefully
screened to ensure that he was likely to have information critical to national
security before being sent to Fort Hunt.

Each Fort Hunt internee was paired with a trained interrogator, selected
because of his language ability, knowledge of subject matter, and perceived ability
to relate to the source. Rooms where detainees ate, slept, washed, recreated, and
talked were wired for sound. In addition, collaborators were placed in the prison
population. The German officers, scientists, and officials were monitored on
a 24-hour basis; information was also collected from them while they were in
formal interrogation sessions, while they conversed with their roommates and
“colleagues,” and at other times. The information was analyzed on an ongoing
basis, with dossiers of the internees updated regularly. Intelligence was developed
and disseminated to military commands and organizations. The MIS-Y program
ended with the conclusion of WWII.

Research on Interrogation Techniques

World events in the post-war period shifted U.S. government attention to the
techniques that other countries might apply against U.S. personnel. The rise of the
Soviet Union as a world power and the birth of the People’s Republic of China led
to widespread concern about Soviet and Chinese interrogation capacities. These
concerns were highlighted by a number of Communist show trials and the public
confessions of a few captured U.S. servicemen during the Korean War.

A national debate ensued at the conclusion of hostilities in Korea. How could
one understand U.S. servicemen who “confessed” to dropping bombs filled with
germs on civilian populations (events that did not occur)? Were these men traitors
or had they been “brainwashed” (a term popularized by Edward Hunter in 1951)?
The general U.S. public and researchers alike wondered whether the Russians
and/or the Chinese (possibly building on behavioral conditioning techniques
developed by scientists such as Ivan Pavlov) had developed scientific technologies
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for interrogation. What kinds of “mind control” techniques were being employed
behind the Iron and Bamboo Curtains?

Concerns about communist interrogation methods led to substantial U.S.
government research programs in the 1950s into the nature of practices utilized by
the Soviets and the Chinese. These studies were essentially “defensive” in nature.
Their goal was to learn about the interrogation behaviors of adversaries in order
to equip U.S. servicemen with needed defensive capacities.

Noted social scientists and physicians who were affiliated with the military
and the intelligence community (including Arthur Biderman, Robert J. Lifton,
Edgar Schein, Lawrence Hinkle, Jr., and Harold Wolff) conducted studies of
servicemen who had been prisoners of the Communist Chinese and examined the
experience of persons subjected to Soviet interrogations. Respected professional
organizations such as the Group for the Advancement of Psychiatry sponsored
scientific meetings at which topics relating to interrogation were explored and
discussed. Articles in distinguished professional journals (such as the American
Medical Association’s Archives of Neurology and Psychiatry) described Soviet and
Chinese interrogation methods and techniques in detail. Several scholarly books
were published on interrogation, such as The Manipulation of Human Behavior
(a series of essays that explored scientific knowledge about interrogation) and
Coercive Persuasion (a study of servicemen captured by the Chinese).

The overwhelming conclusion of these studies was that the Soviets and the
Chinese were using traditional police-state methods of extracting information
from their prisoners. Hinkle and Wolff noted in 1957:

in no case is there reliable evidence that neurologists,
psychiatrists, psychologists or other scientifically trained
personnel have designed or participated in these police
procedures. There is no evidence that drugs, hypnosis or
other devices play any significant role in them. The effects
produced are understandable in terms of the methods used.
There is no reason to dignify these methods by surrounding
them with an aura of scientific mystery, or to denote them
by terms such as “menticide” or “brain washing” which
imply that they are scientifically organized techniques of
predictable effectiveness.’

3 Lawrence E. Hinkle, Jr. and Harold G. Wolff, “The Methods of Interrogation and Indoctrination
Used by the Communist State Police,” Bulletin of the NY Academy of Medicine, 33 (9): 609-610.
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Efforts to Improve Interrogation Practices

At the same time as researchers and scientists were studying interrogation
from a defensive perspective, officials in the Central Intelligence Agency (CIA)
began a series of explorations about “offensive” interrogation. Throughout the
1950s and into the 1960s, the CIA sponsored studies designed to explore how
drugs (LSD, for example), sensory deprivation, and hypnosis might be used as
techniques to elicit information. Some of this work was used in developing the
KUBARK Counterintelligence Interrogation Manual, written in 1963 and publicly
released in the late 1990s. The CIA research, much of it conducted through
the MKULTRA program, became the subject of concern within the CIA, the
Intelligence Community, the Congress, and the public. Although most documents
concerning the program’s work reportedly were destroyed in 1972, Congressional
hearings in 1977 put a spotlight on the research and led to widespread criticism.

Publicity and concerns about the MKULTRA program cast a pall on efforts
to conduct systematic inquiry in areas of human intelligence gathering, including
interrogation, during the 1970s, 1980s, and 1990s. Most interrogation training in
that period, including that provided by the military, was designed to equip soldiers
(primarily young enlisted men) with a rudimentary set of skills and techniques
that would permit them to gather basic tactical information from captured Soviet
soldiers on and about the battlefield. The techniques for interrogation were
promulgated in Army Field Manuals, such as FM 34-52. The seventeen or so
authorized techniques in the Army manuals are believed to have been developed
in the period immediately following World War II.

Although the U.S. government later engaged in interrogation activities to a
limited extent in the first Gulf War and in Bosnia, there was little government-
supported research in these areas. Additionally, there was little opportunity for
U.S. interrogators to practice and hone their skills. For example, soldiers who
were trained and certified as interrogators might complete their military service
without ever conducting an interrogation.

With the attacks of 11 September 2001, and the initiation of the Global War on
Terrorism, the Intelligence Community plunged into activities that, of necessity,
involved efforts to obtain information from persons in U.S. custody who at least
initially appeared uncooperative. At holding facilities in Afghanistan, Cuba, Iraq,
and perhaps other sites, active duty military personnel, reservists, intelligence
officers, law enforcement agents, contracted interrogators, and others worked to
glean information and create intelligence that might help prevent terrorist attacks
and contribute to national security. Since there had been little or no development
of sustained capacity for interrogation practice, training, or research within
intelligence or military communities in the post-Soviet period, many interrogators
were forced to “make it up” on the fly. This shortfall in advanced, research-based
interrogation methods at a time of intense pressure from operational commanders
to produce actionable intelligence from high-value targets may have contributed
significantly to the unfortunate cases of abuse that have recently come to light.
Perhaps in the future, EI professionals and researchers can develop knowledge
that will inform and improve both practice and policy in these critical areas of
national security.
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Commentaries

Educing Information: The Right Initiative at
the Right Time by the Right People

Pauletta Otis, Ph.D.*

Revelations surrounding the interrogation and treatment of Muslim males
at Abu Ghraib in Iraq and at Guantanamo Bay in Cuba shocked the public and
provoked the collective conscience. How could this happen? What are the rules
in this “time of terror?” Do rules always apply? Whose rules? How should
the “potential and suspected” terrorist be treated? What if,... just what if, he
had information that would save lives? International terrorists, propelled by
unreasonable religious motives, and inflicting mass causalities on the innocent,
are not unprecedented in human history.

Although politicians, scholars, and theologians have been quick to condemn
harsh methods, the Intelligence Community has a need to know whether any
particular method of obtaining information actually works. Yet the scholarly
and scientific community has not systematically studied eduction for 45 years.
The present study is a good beginning toward redressing that oversight, and is
remarkable for its honesty, clarity, and objectivity.

This publication does not specifically address ethical, moral, religious, or
legal questions, but instead focuses on “What works?”” Dr. Robert Coulam clearly
enumerates incentives for “getting it right”: upholding ethical concerns and the
rule of law, increasing international support, reducing the danger to troops and
others at risk of capture, avoiding legal problems for U.S. troops and officials,
maintaining U.S. leadership on human rights, avoiding the creation of more
enemies, and maintaining the integrity of the military. The research reported in
the book comes across as focused and disciplined. It concentrates on the problem
of educing information from human sources held in prison or other confined
situations. It does not address “field interrogation.” Field interrogations that
depend on swift movement of both military units and prisoners are not well
documented. The evidence we do have about field interrogation is anecdotal and
not subject to scientific investigation and validation.

“"Pauletta Otis, Ph.D. has been a Faculty Member at the National Defense Intelligence College and
now works with the U.S. Marine Corps’ Center for Advanced Operational Cultural Learning. As both
scholar and citizen, Dr. Otis has focused on the use of military force to prevent systematic violations
of human rights during wartime, including the treatment of prisoners of war, or detainees, under jus ad
bellum and jus en bello conditions. Editors Note: Dr. Otis’s remarks review the historical use of torture
and the infliction of pain by the politically powerful to gain information from the weak, putting into
greater eduction the value of principles and procedures that now guide U.S. practices in information
“eduction,” and reinforcing the need for systematic research in the field. Dr. Otis is not associated with
the Intelligence Science Board.
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Previous literature reflects three historical ways in which individuals
and populations with little power are made to interact with those who are in
power, where those in power have as their purpose the control or acquisition of
information. The common element has been “pain”: (1) pain used as punishment,
(2) pain used for religious or ideological confession, and (3) pain used to elicit
“truthful” information and/or intelligence.

Pain administered publicly as punishment has been used for its demonstration
effect: Itis designed to deter opposition, control populations, and display the power
of the government, or of rulers. Individuals have been punished to deter others from
proscribed acts; entire groups have been executed in painful, public ways in order
to maintain control over empires. Of course, the effect of such a public spectacle
has depended on the character of the viewing audience. The public might find it
simply fascinating. Some well-known examples include Aztec flaying, Roman
circuses, group beheadings by Genghis Khan, and public tortures known to the
Hindu dynasties in early India. It is said that Nero enjoyed watching people being
thrown off the city walls; the Nazis took pictures of their victims for later viewing;
and drawing and quartering as well as hanging in medieval England were accepted
public spectacle. Most recently and instructively, the number of people who tried
to access pictures of Abu Ghraib prisoner mistreatment numbered in the millions
within 48 hours after they were posted.* Evidently, public fascination with the
infliction of pain on others is not merely an historical phenomenon.

The second focus of literature is on the use of pain to elicit confession.
Between the 12th and 14th centuries, punishment was given a religious quality by
associating it with purification before a Supreme Being, or God.’ The individuals
inflicting pain were only instruments in the hands of the Almighty, performing a
service for the targeted individual. It was reasoned that if the tortured individual
suffered sufficiently on this earth, he would not have to undergo the sufferings
of eternal damnation. The purification of each individual helped society in turn
by exorcising the evil from within it — the cancer could not spread. Infliction of
physical pain was rationalized, justified, and blessed by the more powerful in a
society and even by God Himself.

The use of pain to elicit truth in these centuries and those to follow was
focused on truth as an ideological belief system congruent with church and
political authority. The church was considered to have failed if the heretic refused
to confess and recant. Only after the religious confession and ruling might the
accused be turned over to the political/secular government for punishment and
public execution, called “releasing” the prisoner to (non-ecclesiastical) authority.
The secular authorities then applied punishment — ranging from public humiliation

4 Luc Boltanski, Distant Suffering, trans. Graham Burchell (Cambridge, UK: Cambridge University
Press, 1999) provides insight into why people choose to watch the sufferings of others.

5 Purification through self-flagellation, fasting, and denial of bodily needs has been accepted
practice in the Middle East for time immemorial. The concept was known from India to Spain, and
was manifested in traditional, indigenous religions as well as in Islam, Christianity, and Judaism
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to public execution. This saved the poor soul from eternal damnation and only
incidentally reinforced the power of religious and secular authorities.®

The 13th century saw the proliferation of “how to” manuals for religious
persons to help illuminate motives and circumstances, and to aid in evaluating the
magnitude of an offense, as well as how to overcome the obstacles of fear, shame,
presumption, despair, and denial in order to elicit a good confession. The earliest
manual, Processus inquisitionis (1248-49), was relatively simple, but the manuals
grew in size, complexity and sophistication. Nicholas Eymerich, Inquisitor
General of Aragon (1350s), enumerates various ruses the inquisitor can use to
elicit the truth. These approaches reappear in the KUBARK Manual (1963).

In addition, specific guidance regarding “evasive discourse” or how to tell
when suspects are not telling the truth, is found in the 13th-century manuals.
Nicholas Eymerich wrote of “ten ways in which heretics seek to hide their errors.”
They are: equivocation, adding a condition to the original question, redirecting
questions, feigned astonishment, twisting the meaning of words, changing the
subject, self-justification, feigned illness, feigning stupidity or madness, and
the use of sanctity or the “holier than thou” method.” Eymerich addresses the
nature of intimidation and of foot-dragging, of tool-breaking and petty sabotage,
of playing one off against another; the differences between men and women,
social connections, and occupations, as well as how to overcome “evasion and
deception.”

Although these three approaches to the control or acquisition of information
have developed sequentially, they are often overlapping, and frequently congruent.
To some extent, the U.S. Intelligence Community is “stuck” with this history.

PURPOSE AUTHORITY | VENUE | TECHNIQUE RESULT EDUCTOR
PUNISHMENT| Group Empire Public | Physical Fear to Autocrat
repression brutality elicit obedience
CONFESSION| Cleanse;define | Church Private,| Mental Promote loyalty| Zealot
in-group and | and secret, | and and group
out-group | state then | physical cohesion
public
TRUTH Information, | State Secret | Mental Useful and Professional
Intelligence timely interrogator
to prevent information
further
violence

Evolution of Information Elicitation by Authorities in the Common Era
Source: Compiled by author.

® Maureen Flynn, “Mimesis of the Last Judgment: the Spanish auto de fe,” Sixteenth Century
Journal 22 (2), (Summer 1991): 281-297

7 Found in James V. Given, Inquisition and Medieval Society: Power; Discipline and Resistance in
Languedoc (Ithaca, NY: Cornell University Press, 1997).
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The pre-history of the United States includes well-known instances of the use
of pain by officialdom against those less powerful. The Salem witchcraft trials
used water and burning to elicit confession. The trials ended only when they were
deemed ineffective and counterproductive. The documents that brought the U.S.
into being were conceived with awareness of the European history noted above,
and were a product of learning from it. The Founders’ clear purpose was to protect
human dignity by restraining government from the abuse of power.

As public support for church-related governance diminished in the 19th and
20th centuries in favor of codified public law, the rules about use of pain to elicit
information were consistently tightened to protect individual rights and liberties
within the domestic law enforcement community. However, the needs of the U.S.
military and Intelligence Community have been different from those of domestic
law enforcement, and the history of the use of pain to elicit information and
intelligence is yet to be written. Suffice to say, manuals and laws have suggested
ways of educing information and have also provided information to teach how to
resist mental and physical pressure.

If there was any case whereby harsh interrogation practices would seem
justified, it may have been World War II. The world was aware of the atrocities
of the Nazi regime and “eye for an eye” seemed to be the rule of the day. The
actual record is somewhat surprising: The Western world was so repulsed by
the Nazi spectacle that the “high ground” seemed the safest. In fact, the most
successful British interrogator was reputedly “Old Tin Eye,” Lieutenant Colonel
Robert Stephens at Camp 020, Latchmere House at Ham, on the edge of London.
According to his biographer, Alan Judd, his success was a result of thorough
preparation by the interrogators, linguistic fluency, and the right mixture of firmness
in questioning and sympathy in handling. Violence of any sort was forbidden. The
interrogators who worked at Camp 020 knew the difference between “talking”
and “truth.” 3

After World War II, the domestic law enforcement community and the U.S.
military community took slightly differing views on educing information. FBI and
state and local officials were pressured to abide by the rule of law and encouraged
to apply two principles: (1) that an individual is innocent until proven guilty and
(2) that civil rights are inherent in Constitutional Law. The “enemy within” was to
be interrogated as a citizen and therefore had certain rights. The “enemy without”—
the Communist threat — presented a different picture. The political turbulence of
the 1950s produced new efforts at finding out about the Communists, discovering
how to resist brainwashing, and investigating technological and chemical
shortcuts in interrogation. The FBI and the CIA handled these issues and produced
a good number of reports, among which was the KUBARK Manual. However,
for the Department of Defense it was still something of a puzzle as to whether
“foreigners,” especially those found in combat areas, were to be accorded legal
rights and due process. The international community and DOD developed a set

8 Oliver Hoare, Camp 020: MI5 and the Nazi Spies: The Official History of MI5’s Wartime
Interrogation Centre (Richmond, Surrey, UK: Public Record Office, 2000).
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of principles and rules to guide the treatment of enemies that were quite specific.
The bottom line was that domestic law enforcement developed one set of rules
and guidelines; those who dealt with military security were left with only the Law
of Armed Combat, which is based on rules pertaining to conventional warfare and
therefore difficult to apply to genocide, international crime, and/or terrorism.

Chris Mackey and Greg Miller, in The Interrogators: Inside the Secret War
Against Al Queda, discuss the development of U.S. intelligence and interrogation
capabilities during and after World War II. “In July 1940, a month after German
troops entered Paris, the army issued its first field manual on interrogation, or more
specifically, on the “examination of enemy personnel, repatriates, documents and
material.” The 28-page manual described and warned interrogators to observe
the Geneva Conventions’ ban on coercion. There was no mention of anything
resembling the distinct approaches outlined in today’s interrogation manuals.
Indeed, about the only guidance it offered on method was that “a cigarette or a
cup of coffee will frequently elicit more accurate and important information than
threats.”® In 1942, the U.S. Army opened its first centralized intelligence training
center at Camp Ritchie, Maryland; its first priority was to train interrogators and
the students learned personality analysis, ways of influencing people and making
friends (the Dale Carnegie approach applied to war prisoners.)

Since the early 1950s, the U.S. military has trained professional interrogators
and taught specific ways of “educing” information from unwilling sources. It
was assumed that the information needed was of a military-engagement type
— assuming “‘conventional warfare” (although realizing that Vietnam clearly falls
out of this category). The methods used were a combination of those developed
from the oral histories of professional interrogators from World War II, the Korean
Conflict, and Vietnam. The other component was the list of ways of conducting
interrogation as described in KUBARK and mostly Army training documents
such as Field Manual 34-52 (1992). Some of the training, especially at SERE
(Survival, Evasion, Resistance and Escape) schools, was highly creative and
designed to help soldiers resist interrogation and torture. The infamous “dog on
a leash” tactic was ostensibly created to show that “nothing can take away your
dignity.”

This background brings us to the present work on Educing Information,
Interrogation: Science and Art, which has four chapters devoted to an overview
and analysis of U.S. interrogators, techniques, and procedures since World War II.
The authors review what we think we know, yet wonder about what we really do
not know. Further, the authors note that although some interrogators are formally
trained in the techniques, there is no evidence that those techniques actually do
what they are supposed to do.

Chapters 5 and 6 of this book describe how current eduction is conducted
and note that although there is no valid scientific research to back the conclusion,

° Chris Mackey and Greg Miller, The Interrogators: Inside the Secret War Against Al Queda (New
York: Little, Brown and Company, 2004), 27.
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most professionals believe that pain, coercion, and threats are counterproductive
to the elicitation of good information. The authors cite a number of psychological
and behavioral studies to buttress the argument, but are forced to return to the
statement: “more research is necessary.”

Chapter 6 addresses “Custodial Interrogations: What We Know, What We
Do, and What We Can Learn from Law Enforcement Experiences.” It is well
written but disillusioning. If the Intelligence Community expects to learn what
law enforcement officials do actually know and have scientific evidence for, they
are in for disappointment. The interrogation processes as depicted on the TV
program Law and Order and the like, and that there work clearly and cleanly,
are a fantasy. The authors clearly state, as do others, that there is no particular
evidence that supports current interrogation (eduction) techniques and that “more
research is necessary.”

Chapters 7 through 10 provide a number of good suggestions about how to
go about doing research and finding out “what works.” A promising suggestion
is to study eduction as a negotiation process with wins, losses, and tradeoffs for
each party. This model may prove fruitful — but the authors of this report also
repeatedly point out that more research is necessary.

The importance of this book and its topic are hard to overstate: Our interests
in Iraq and Afghanistan will be enhanced by its spurring us on to better ways
of educing information; developments following from this baseline document
can give us hope that relationships with allies and friends will be stabilized; the
American public will be satisfied that its core values are supported internationally;
the concerns of the U.S. Congress will be assuaged; and bureaucratic infighting
will be dampened by reliable research. Just as important is the certification by the
authors of this volume that eduction of information aims for truth and justice; we
do not intend to exert arbitrary power over others. The United States will be able
to do the “right thing for the right reason at the right time.”

Notably, things are already in motion to discover “better ways of doing
business.” The U.S. Army has a new field manual (FM 2-22.3) to guide the full
range of human intelligence collection operations. The Army also recently stood
up the 201st Military Intelligence Battalion at Fort Sam Houston, Texas. It is the
first of four interrogation battalions to be created and will specialize in detainee
screening and interrogation. It is to be hoped that the Army will make Educing
Information required reading.

The topic of educing information has significant historical baggage, but it also
continues to carry national and global importance. The Intelligence Community is
well served by this report. When the Intelligence Community, acting through its
individual practitioners who know and understand ground truth, who appreciate the
consequences of getting it wrong, and who have respect for the American public,
notes and internalizes a document like this, it deserves respect and admiration.
Some interrogators may take the message of this book as personal criticism and
bastions of bureaucracy may be threatened, but the realm of global security will
be better for the clear thinking and courageous writing.
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Educing Information: Interrogation—
Science and Art

John A. Wahlquist*

“The goal of the interrogation process is to develop the truth.”'® This simple
statement captures the spirit that animates Educing Information: Interrogation:
Science and Art. The “truth” awaiting development in this case is what we think we
know and what we really know about educing information (EI), a politically neutral
term that encompasses often highly controversial human intelligence collection
activities such as interrogation, strategic debriefing, and elicitation. In his article,
“Approaching Truth: Behavioral Science Lessons on Educing Information from
Human Sources,” Dr. Randy Borum explains: “Almost no empirical studies in the
social and behavioral sciences directly address the effectiveness of interrogation
in general practice, or of specific techniques in generating accurate and useful
information from otherwise uncooperative persons (emphasis in the original).”

As a practitioner and student of educing information, I share Dr. Borum’s
surprise and concern over the lack of rigorous scientific examination of educing
information fundamentals. What this means is that the effectiveness of existing
interrogation techniques has been accepted without sufficient scrutiny. Under these
circumstances, any resulting ineffectiveness is attributed to improper execution of
the techniques rather than inherent flaws in the techniques themselves. Similarly,
detecting deception, a key ingredient in evaluating the usefulness of information
obtained through interrogation, is popularly and even professionally considered
simply the natural result of properly applying the “right” techniques. While many
such techniques apparently have an anecdotal basis, most have not been subjected
to recent and thorough scientific analysis. In the worst case some actually may
be counterproductive to uncovering the truth. It is to highlight these issues, at a
time when information obtained from human sources is increasingly important
to protecting vital national security interests, that the Intelligence Science Board
sponsored its educing information study.

Despite a dearth of recent systematic studies on the theory and practice of
interrogation, historical accounts, primarily anecdotal, have dealt with this issue
in considerable detail. Some of the best documented are “how-to” interrogation

“Mr. John A. Wahlquist is a Faculty Member at the National Defense Intelligence College and a
member of the Government Experts Committee for the Intelligence Science Board Study on Educing
Information. As a member of the Iraq Survey Group in Baghdad (2004-2005), he headed Team
Huwaysh, consisting of interrogator-debriefers and subject matter experts, dedicated to debriefing
Iraqi detainee ‘Abd-al-Tawab Al Mullah Huwaysh, Saddam Husayn’s former fourth-ranking Deputy
Prime Minister and Minister of Military Industrialization. Previously Mr. Wahlquist served as Defense
Attaché to Oman and Deputy Director of Intelligence at U.S. Central Command. Editor’s Note: Mr.
Wahlquist’s comments are not necessarily those of the Intelligence Science Board which he supported
as a member of the Government Experts Committee.

10 John E. Reid and Associates, “Critics Corner: Defending the Reid Technique of Interrogation,” at
http://www.reid.com/educational_info/critictechniquedefend.html, accessed 18 August 2006.
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manuals compiled by 13th- century Franciscan and Dominican friars and designed
to assist parish priests in obtaining truthful and complete confessions from lay
church members. These confession handbooks “explained how to guide the
penitent through his or her examination of conscience, how to illuminate motives
and circumstances, and thus how to evaluate the magnitude of an offense, and
how to overcome obstacles...to a good confession.”!!

The methods promoted in the handbooks, when refined by Roman Catholic
inquisitors, evolved into more complicated and sophisticated techniques for
interrogating suspected heretics. For example, the Practica inquisitionis heretice
pravitatis, written in 1323 by Bernard Gui, inquisitor of Toulouse, explains that
interrogation methods used must be linked to the types of heresy encountered
and then “offers suggestions on the best strategy to pursue in interrogating”
members of six specific heretical sects.'? A later inquisitor, Nicholas Eymerich of
Aragon, likely drawing on Gui’s account, “describes [in his treatise Directorium
inquisitorum] ten ways in which heretics try to hide their beliefs” followed by
a detailed set of interrogation “ruses the inquisitor can use to elicit the truth.”
Anticipating modern-day interrogation guides such as CIA’'s “KUBARK
Counterintelligence Interrogation” manual and U.S. Army Field Manual 34-52,
Eymerich suggests the interrogator use “manipulative and deceptive behavior”
to obtain a confession.!* Another text, De inquisitione hereticorum, takes a more
direct approach, recommending that “reluctant witnesses might be persuaded to
confess by threatening them with death or telling them that other witnesses had
already implicated them.” 1

Not surprisingly, the inquisitors also believed that imprisonment, often for
long periods under cruel conditions including solitary confinement, was likely
their most effective interrogation technique, surpassing the utility of torture.
Bernard Gui described “imprisonment as an integral component of the inquisitor’s
interrogation strategy.... [Cloupled if necessary, with hunger, shackles, and
torture...[it] could...loosen the tongues of even the most obdurate.”'* In practice,
such methods may have posed a dilemma for Gui and his fellow inquisitors, who
zealously sought truthful confessions not only to root out heresy itself but also
to save the immortal souls of the heretics — a dilemma over how to ensure the
veracity of forced confessions. An account of the conditions in one notorious 13th
century inquisitorial prison and their impact on the “truth” paints a grim picture:

Some of these cells are dark and airless, so that those lodged
there cannot tell if it is day or night.... In other cells there are
kept miserable wretches laden with shackles.... These cannot

' Quotation from Jean Delumeau, Sin and Fear: The Emergence of a Western Guilt Culture,
13th-18th Centuries, translated by Eric Nicholson (New York: St. Martin’s Press, 1990), 199-200, as
presented in James B. Given, Inquisition and Medieval Society: Power, Discipline, & Resistance in
Languedoc (Ithaca, NY: Cornell University Press, 1997), 45.

12 Given, 46.

13 Given, 47.

4 Given, 45.

15 Given, 54.
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move, but defecate and urinate on themselves. Nor can they
lie down except on the frigid ground.... And thus coerced they
say that what is false is true, choosing to die once rather than
to endure more torture. As a result of these false and coerced
confessions not only do those making confessions perish, but
so do the innocent people named by them.... [M]any of those
who are newly cited to appear [before the inquisitors], hearing
of the torments and trials of those who are detained...assert that
what is false is true; in which assertions they accuse not only
themselves but other innocent people, that they may avoid the
above mentioned pains.... Those who thus confess afterward
reveal to their close friends that those things that they said to the
inquisitors are not true, but rather false, and they confessed out
of imminent danger. ¢

Sadly, the conditions described above, although 800 years in the past, are
direct antecedents of conditions experienced by Iraqi prisoners confined in Abu
Ghraib prison during 2003 and 2004, and perhaps by other prisoners in U.S.
custody. The results of interrogations conducted under these conditions were just
as unreliable as those in the 13th century. Why, in the 21st century, with all our
accumulated knowledge about how human beings think and interact and function,
are we still repeating costly medieval mistakes? “The problem,” according to Dr.
Robert Coulam, “is that...there is little systematic knowledge available to tell
us ‘what works’ in interrogation. We do not know what methods or processes
of interrogation best protect the nation’s security (emphasis in the original).” In
essence, this is why Educing Information: Interrogation: Science and Art in is so
important and timely. Its conclusions demonstrate that the entire field of educing
information needs critical reexamination; there are no easy answers or generic
solutions when it comes to understanding these highly complex behaviors.

Especially pertinent, since it confounds conventional wisdom and much of
historical practice, is Dr. Borum’s finding that “There is little or no research to
indicate whether [coercive] techniques succeed.... [B]ut the preponderance of
reports seems to weigh against their effectiveness.... Psychological theory...and
related research suggest that coercion or pressure can actually increase a source’s
resistance and determination not to comply (emphasis in the original).” Regarding
behavioral indicators of veracity, Dr. Gary Hazlett concludes “We do not really
know what we think we know. Overall, knowledge of behavioral indicators that
might assist in the detection of deception is very limited (emphasis in the original).”
Wide-ranging mechanical and chemical approaches to educing information, once
thought to be a promising panacea, have not lived up to earlier expectations. Over
seventy years after the introduction of the so-called “lie-detector,” Drs. Kristin
Heckman and Mark Happel contend that “despite the polygraph’s shortcomings,
there is currently no viable technical alternative to polygraphy.”

' Given, 64, extracted from Jean-Marie Vidal, Un Inquisiteur jugé par ses “victimes”: Jean Galand
et les Carcassonnais (1285-1286) (Paris, 1903).
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Study of historical documents, such as CIA’s infamous “KUBARK”
manual, written in 1963 and declassified in 1997, provides examples of both
the pitfalls of past thinking and practices, as well as important insights into the
relationship between interrogator and subject. Drawing on his detailed review of
the “KUBARK” manual and his extensive experience as an interrogator, Steven
Kleinman explains that “interrogation is defined both by its intensely interpersonal
nature and intractably shaped by the unique personalities of the interrogator and
the source.... [E]ach interrogation is unique and therefore one must be cautious
in trying to apply a strategic template that would prove effective in each case.”
Likewise, the lengthy comparative study of interrogation in law enforcement,
conducted by Ariel Neuman and Daniel Salinas-Serrano, notes that “all agencies
underscored the general caution that no single interrogation technique works
with every suspect, and indeed that every suspect is different.” In practice,
however, Neuman and Salinas-Serrano found that law enforcement interrogation
techniques and training “takes a ‘one-size-fits-all’ approach and fails...to adapt
the techniques to differences in age, ethnicity, or culture of the suspect.” Similarly,
law enforcement interrogators are not necessarily specially selected and trained
for that role. Rather, interrogation is viewed as one of several general skills in
which every police investigator is expected to be competent. Lastly, although law
enforcement personnel “heavily emphasize rapport-building as the main tool for
interrogators, it appears,” Neuman and Salinas-Serrano assert, “‘that without some
underlying fear interrogations will rarely succeed (emphasis added).”

According to Dr. Paul Lehner, “Experience and lessons learned offer a
necessary, but insufficient, basis for determining the effectiveness of eduction
practices. A program of scientific research on eduction practices is both
necessary and highly feasible.” The Educing Information anthology offers some
provocative alternatives for rethinking the art and science of educing information
and subjecting eduction practices to systematic evaluation. In separate articles,
Drs. Daniel Shapiro and M.P. Rowe recommend the use of negotiation theory
to tailor alternative interrogation strategies and guide empirical research on the
relationship between interrogators and sources. The goal, Dr. Rowe suggests,
“would be not just to evaluate tactics ‘today,” or in a single time period, but for
continuous improvement of EI (emphasis added).”

A key consideration in moving to what Steven Kleinman calls the “third
generation of doctrine and practice for educing information (emphasis in the
original),” is overcoming three barriers to success —linguistic and cultural, scientific
and technical, and interpersonal and intrapersonal. History, Kleinman argues, is an
appropriate guide to developing a future strategy. In the latter years of World War
1L, first generation approaches to educing information that depended primarily on
physical force (but were of marginal value in supplying useful information) gave
way among Allied and Axis interrogators alike to a more sophisticated second
generation strategy, “a systematic, outcome-oriented approach to interrogation
that relied far more on finesse than on force.” However, with the onset of the Cold
War, the focus in the United States changed to developing defensive strategies
to help service members counteract coercive interrogation methods encountered
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in Korea and Vietnam. Important lessons learned about the usefulness of non-
coercive, “strategic interrogation” techniques were forgotten. Today, Kleinman
maintains, “a considerable portion of ‘what we know’ about interrogation—
including approach methodology, the detection of deception, and reading
body language — is...largely unsubstantiated....adulterated by the principles of
coercive interrogation drawn from studies of Communist methodologies.” As a
result, “evidence of the employment of coercive methods by U.S. interrogators
has appeared with alarming frequency.”

The challenge is to make constructive use of both the positive and negative
aspects of our historical and practical legacy and to supplement it with meticulous
analysis of educing information data using a variety of scientific disciplines and
conceptual frameworks. As Dr. Lehner explains, “Information gleaned from field
experience constitutes a critical source of knowledge, and without question many
of the lessons learned from such experiences are valid. But, equally without
question, many are invalid. Which is which? Only objective, scientific research
can help to distinguish between them.” Pursuing and discovering “truth” is the
central message of Educing Information: Interrogation: Science and Art. It is
obvious from the hugely damaging, worldwide impact of the images from Abu
Ghraib, and widespread allegations about abuses elsewhere, that U.S. educing
information practices are ripe for review. Failure to act now risks not just the
lives of prisoners and detainees, the success of coalition operations in Iraq and
Afghanistan and the war on terror, or even our country’s broader national security
interests. Hanging in the balance is our very identity as a nation — the heart and
soul of the United States and the values of life, liberty, and justice that American
service members are daily fighting and dying to preserve. Clearly, we must
persevere in this endeavor to find the truth.
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Study Background

Concerns about recent U.S. interrogation activities, subsequent investigations,
and the efficacy of contemporary tactics, techniques, and procedures have led
the Intelligence Science Board (ISB) to explore the current state of scientific
knowledge regarding interrogation and related forms of human intelligence
gathering. In September 2004 the ISB initiated a study on Educing Information
(EI) to address these questions and to take the first steps toward developing the
next generation of EI. The study is sponsored by the Defense Intelligence Agency
(DIA), the Intelligence Technology Innovation Center (ITIC), and the Defense
Department’s Counterintelligence Field Activity (CIFA).

The study on Educing Information began with several premises:

1. For the foreseeable future, the U.S. government will need to obtain
information from sources under U.S. control who are thought to possess
information critical to national security and who present varying degrees
of cooperativeness;

2. U.S. efforts to procure information from uncooperative sources will
be most effective if they are based on sound knowledge of social and
behavioral science; and

3. There are major overt and hidden costs to getting EI efforts “wrong” and
tangible benefits to national security to getting them “right.”

Terminology

The study deliberately chose to use the term “educing information,” rather than
“interrogation,” to describe the focus of its activities. The term “educe,” which
means “to draw out or bring out,” seems more accurate and useful in this context




than “interrogate,” which increasingly means different things to different people
and has highly negative connotations for the general public.'

From a technical perspective, the study team’s definition of EI encompasses
“elicitation” (engaging with a source in such a manner that he or she reveals
information without being aware of giving away anything of value), “strategic
debriefing” (systematically covering topics and areas with a voluntary source who
consents to a formal interview), and “interrogation” (interaction and conversation
with a source who appears initially unwilling to provide information). EI implies
a “system” of gathering information about and from a source and a spectrum of
approaches, tools, activities, and techniques. This may involve investigative efforts,
development of scenarios, and involvement of others (teams of interviewers and
analysts, willing sources, and collaborators). Effective practice of EI usually
extends beyond one-to-one interactions with a source.

While the term “eduction” describes the scope of the study team’s investigations
and recommendations, it has not yet come into widespread use. From a practical
perspective, therefore, many of the team’s research efforts have focused on
functions and activities that are described as “interrogation,” primarily because
the source documents or the persons interviewed used that terminology. Moreover,
the processes described often had the adversarial character that the term calls
to mind. “Educing information,” by contrast, encompasses the full range of
approaches that, in the opinion of the study team, the Intelligence Community
should explore as it seeks to obtain useful information from sources in the future.

Activities
Literature Review

Since September 2004 the EI study team has conducted extensive reviews of
the behavioral and social science literature that deals directly or indirectly with
interrogation, interviewing, and other El-related activities. We have also examined
military, intelligence, law enforcement, and investigative accounts pertaining to
interviewing, interrogation, and other areas related to EI. The historical accounts
spanned interrogations conducted by the United States and its allies and those
conducted by adversaries. The Prologue above summarizes some of the more
important programs and indicates why the United States abandoned this area of
research. As a result of our reviews, we have compiled a collection of open source
information on EI and a lengthy bibliography — the first of their kind. We have
also studied Intelligence Community (IC) training manuals and learned from
the experience of those involved with the military’s SERE (Survival, Evasion,
Resistance, and Escape) programs.

In parallel, the study team has followed public discussions about interrogation
programs and practices that have received attention in the past several years,

' One public image of the word “interrogation” is illustrated in a quote profiling Newsweek

investigative reporter Michael Isikoff: “Mike will pull your fingernails out over coffee discussing
lawn care. He is just a born interrogator.” (New York Times, 17 May 2005).
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especially those used at Bagram Air Force Base in Afghanistan, Guantanamo Bay
in Cuba, and various sites in Irag. We have read media reports of “extraordinary
renditions”: transfers of persons under U.S. control to other countries in order to
facilitate their interrogation. We have also taken note of legislative and judicial
discourse and debate about the most appropriate interrogation “techniques” to
use in particular settings for detainees deemed to fit into a given category, for
example, those in the custody of the U.S. military.

Interviews and Consultations

We have consulted with U.S. experts, both within and outside of government,
who possess considerable knowledge about EI. Study team members visited law
enforcement and military training sites, attended training sessions, and talked
with instructors and students. In the course of these visits, we interviewed persons
with a wide range of experience in interviewing and interrogation, including
practitioners, trainers, supervisors, and senior managers. We also sought
guidance and advice from a group of government experts from IC, military, and
law enforcement organizations. We have collaborated with staff of the National
Defense Intelligence College (NDIC) on educational activities related to EI. We
have obtained continuing counsel from senior members of the ISB, including
experts in military intelligence, engineering, history, intelligence analysis, law
and public policy, medicine, and the workings of the Intelligence Community.

Specifically, the study team has:

e  Examined some of the costs of getting EI “wrong” and the benefits of
getting EI “right”;

e Reviewed behavioral science studies to glean what has been learned
during the past fifty years about interviewing, interrogation, and other
areas related to EI;

e Reviewed studies concerning both the “mechanical” and “non-
mechanical” detection of deception. This task has included examination
of fledgling research efforts to use neuroimaging technologies to
determine if a person is being deceptive;

e  Studied the development and operation of the World War II MIS-Y
program;

o Reviewed the KUBARK Counterintelligence Interrogation Manual to
ascertain how approaches to interrogation have and have not changed
since the manual was written in 1963;

e  Analyzed studies of law enforcement interviewing and interrogation
practices as well as law enforcement teaching and training materials in
these areas;

e Identified the primary “barriers to success” that must be addressed in
the course of organizing, managing, and employing an effective U.S.
EI capability in the context of current and anticipated future conflict
scenarios;




e  Begun to map the relevance of negotiation theory and practice to
educing information and to further research in this area;

e  Started to construct an EI research agenda that identifies promising
areas for study that may improve EI practices;

e  Gathered and organized a working bibliography and a computerized
library of scientific and analytic articles related to EI; and

e Worked with the NDIC to make EI a subject of professional intelligence
education.

Products of the Study

Attached to this report are ten papers commissioned by the Study on EI and an
annotated bibliography of key work in English on EI from World War II to the
present. Because they report on current or historical research and practice, most
of them of necessity address aspects of “interrogation”: the standard term used to
date in intelligence, military, and law enforcement contexts to describe methods
of obtaining information from sources.

To our knowledge, none of these papers duplicates the existing literature, classified
or unclassified. However, the papers do not cover the full spectrum of EI or of the
study’s investigations, nor do they collectively constitute the justification for the
study team’s recommendations. Instead, they report on selected aspects of current
research and practice that the U.S. government may wish to take into account as
it moves toward a new model of EI for the twenty-first century. The study team
offers these papers to stimulate better thinking, practice, research, teaching, and
training. They are intended as the “first word” in next-generation discussions of
EI, rather than as definitive statements.

The papers are:

1. ‘“‘Approaches to Interrogation in the Struggle against Terrorism:
Considerations of Cost and Benefit”

This paper explores areas of cost and benefit when interrogation choices are
made. The discussion points out the complexity of our choices and the need for
additional research to inform and to discipline how we think about these choices.

2. ‘“Approaching Truth: Behavioral Science Lessons on Educing
Information from Human Sources”

This paper reviews a wide range of material from the social and behavioral sciences
on educing information. Few empirical studies directly address the effectiveness
of interrogation in general, or of specific techniques, in generating accurate and
useful information. The paper concludes that virtually none of the interrogation
techniques used by U.S. personnel over the past half-century have been subjected
to scientific or systematic inquiry or evaluation, and that the accuracy of educed
information can be compromised by the way itis obtained. By contrast, a promising
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body of social science research on persuasion and interpersonal influence could
provide a foundation for a more effective approach to educing information in
intelligence-gathering contexts.

3. ‘“Research on Detection of Deception: What We Know vs. What We
Think We Know”

This review examines the scientific literature regarding our current capacity to
detect deception by observing behavioral indicators and identifies additional
research that might improve that capacity. The findings indicate that common
beliefs about reliable cues to deception are frequently incorrect, and that the
research in this area to date may be largely irrelevant to national security needs.

4. “Mechanical Detection of Deception: A Short Review”

This paper briefly reviews the mechanical methods created over the past century
to detect deception. The development of a more effective means for detecting
deception is predicated on research to build a sound theoretical basis for such a
system. The study concludes that, despite the polygraph’s shortcomings, there
is currently no viable technical alternative. While some neuroscience-based
alternatives have been proposed, these techniques pose significant problems and
far more research is needed if they are to become sufficiently reliable for use in
operational settings.

5. “KUBARK Counterintelligence Interrogation Review:
Observations of an Interrogator. Lessons Learned and Avenues for
Further Research”

This paper examines the KUBARK Counterintelligence Interrogation Manual,
produced by the Central Intelligence Agency in 1963 (and declassified in 1997).
The writer, an experienced interrogator, considers how current approaches to
interrogation compare to approaches put forward forty years ago.

6. ‘““Custodial Interrogations: What We Know, What We Do, and
What We Can Learn from Law Enforcement Experiences”

This report explores both the literature and practice related to interrogation of
criminal suspects in custody, focusing almost exclusively — as the literature and
practice do — on eliciting confessions to crimes. The theoretical literature lays the
groundwork for interrogation practice by identifying the reasons why suspects do
or do not confess to crimes, while empirical findings pinpoint factors associated
with admissions and denials. A comparison of theory and technique reveals that
the interrogation techniques advocated in the literature take little account of the
factors that the empirical research shows might affect a suspect’s willingness to confess,
and provide little or no guidance to varying approaches for different types of suspects.




The effectiveness of standard interrogation techniques has never been validated
by empirical research. Moreover, techniques designed to obtain confessions to
crimes may have only limited relevance to preventive investigations of terrorist-
related activities.

7. “Barriers to Success: Critical Challenges in Developing a New Educing
Information Paradigm”
This paper analyzes three fundamental barriers to successfully educing information
from uncooperative sources: (1) linguistic/cultural barriers; (2) scientific/technical/
subject matter barriers; and (3) interpersonal/intrapersonal barriers.

8. “Negotiation Theory and Practice: Exploring Ideas to Aid Information
Eduction”

Information eduction can be viewed as a complex set of negotiations. Government
officials have information needs, and sources have information they can disclose.
The challenge is to determine how the government can negotiate most effectively
for that information. This report therefore seeks to describe negotiation concepts
that might assist the information educer.

9. “Negotiation Theory and Educing Information: Practical Concepts and
Tools”
This paper offers basic tools from negotiation theory for possible discussion by
those concerned with EI. The paper presents brief discussions of different possible
strategies for El, a brief discussion of the sources of power available to educers
and sources, and then suggestions about preparation for EI.

10. ““Options for Scientific Research on Eduction Practices”

Surprisingly, the last forty years have seen almost no scientific research examining
eduction practices. The “interrogation approaches” taught in standard interrogation
training (e.g., Army Field Manual 34-52) have remained largely unchanged since
World War 11, yet no scientific research substantiates the effectiveness of these
approaches. Our current knowledge about eduction practices is based on feedback
and lessons learned from field experience.

This paper argues two points: first, that scientific investigation of eduction practices is
needed to supplement lessons learned from field experience, and second, that various
research venues are available to examine these practices. Research approaches could
include both retrospective analyses of data about past interrogations (including those
that used harsh methods) and new studies that relate different eduction practices to the
value of the information obtained.

11. Educing Information Bibliography
This selected, annotated bibliography includes the most useful items in English

covering the theory, research, and pragmatics of interrogation over the past fifty
years.
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Approaches to Interrogation in the Struggle
against Terrorism: Considerations of Cost and
Benefit

Robert Coulam, Ph.D., J.D.
Simmons College School for Health Studies
June 2006

Abstract

The interrogation of suspects, witnesses, and others is an essential source of
information in the struggle against terrorism. It is accordingly important for
the United States to perform this function well. This paper considers how we
might think about the costs and benefits of different approaches to interroga-
tion and how we might balance costs and benefits to support decisions affect-
ing U.S. interrogation efforts. As will become clear, any weighing of costs
and benefits faces key uncertainties and areas of ignorance — most important,
little rigorous information exists about the relative effectiveness of different
techniques for educing information, and difficulties appear in identifying and
weighing many qualitative benefits and costs. This discussion underscores
the need for a stronger empirical foundation to support the choices of all
kinds that we must make to perform this function well.

Introduction

Interrogation is a promising source of information to support the United States’
struggle against terrorists. But there are difficult, competing values at stake in
interrogation, and the tradeoffs among these values are at times discounted. One
way to improve the choices that we make on interrogation is to understand the
values at stake; that is, to be careful to identify all of the areas of cost and benefit
that matter to us when interrogation choices are made. The discussion that follows
explores areas of cost and benefit that have been the focus of contemporary
decisions and debates. As a rule, for each of these objectives, “benefits” come
from more effective performance in areas we care about, while “costs” generally
reflect lesser performance.

The discussion is admittedly general in order to cover a relatively complete
array of costs and benefits in a brief paper. These generalities necessarily mask
many critical subtleties. Yet even this rudimentary summary suggests the




complexity of our choices and the need for additional research to inform and to
discipline how we think about these choices.

National Security

Obviously, the principal benefit of interrogation is to obtain information from
suspects and others that will increase our understanding of terrorist adversaries,>
thereby helping to protect our own population, support our allies, maintain civic
order and stability, and preserve important institutions.

Given the character of terrorist operations and the capacities of the United
States, human intelligence — information gained from people rather than from
technical means, documents, and other non-human sources — is especially
important in the struggle against terrorism. The U.S. government needs detailed
information about its adversaries, as well as strategic and cultural understanding
of how the information fits together. This information can help to forestall further
attacks and weaken terrorist organizations. But U.S. intelligence networks are
weak precisely in the regions where Al Qaeda and other terrorist cells play
significant roles. Interrogation thus becomes an especially important way to find
and elicit information.

The benefits of interrogation can be enormous (e.g., the prevention of a nuclear
explosion), quite small (e.g., filling in a minor part of a much larger picture of
terrorist activity, or merely showing that a suspect knows nothing of value), or
somewhere in between those extremes. Poor performance in the interrogation
function results in the loss of these benefits (a cost that with poor performance,
we may not always recognize — we typically will be unaware of the information
we fail to collect). Poor performance can also impose other costs, as described
later in this paper.

Interrogation efforts might yield greater benefits if the United States used
different ways to select, train, and organize interrogators, established different
rules and leadership to govern interrogations, or used other approaches that
might improve individual and organizational performance. The problem in
understanding the benefits of effective interrogations is that — unless the U.S.
government has rigorous information we do not know about — there is little
systematic knowledge available to tell us “what works” in interrogation. We do
not know what systems, methods, or processes of interrogation best protect the
nation’s security. For example, we lack systematic information to guide us as to
who should perform interrogations. We do not know what benefits would result if
we changed the way we recruit, train, and manage our interrogators.

2 We focus on the process of obtaining information from suspects, but it should be understood that

“interrogation” includes issues of how others — e.g., reluctant witnesses and intelligence sources — are

treated. We also leave aside large questions of how information might be analyzed or synthesized to
produce useful intelligence.




Coercion and Knowledge

Of particular concern, we do not fully understand a complex of issues
surrounding the use of coercion. Coercion is an important issue in all types of
interrogations — from local police precincts and petty crimes to distant centers
of detention and serious terrorist threats. The costs of coercion in human, ethical,
political, and other terms vary, but can be enormous. Even when these costs are
acknowledged, contemporary discussions often assume that torture, physical
coercion, and psychological coercion are effective ways to obtain information,
especially in emergencies (e.g., when there is little time, as with “ticking bombs”).
Torture and many forms of physical and psychological coercion have been used
for centuries. Whether we like it or not, coercion might be more “effective” than
other methods in some circumstances. Unfortunately, much of the current debate
in this area proceeds as if we actually knew what those circumstances were. In
fact, we do not, beyond anecdotal evidence adduced ad hoc.

This lack of understanding presents a troubling difficulty. Coercion may
be the “lesser evil”® when it can prevent imminent assaults on national security
that are substantially out of proportion to the costs of using coercion. But if
other interrogation approaches are available that would more effectively obtain
needed information — e.g., more informed or skillful methods — then we are
descending into an ethical and security abyss if we use coercion in ignorance of
all its implications. While our understanding will never be so complete as to make
any of these choices easy or simple, we face a compelling security imperative
to expand our knowledge about interrogation approaches. We should not simply
assume that greater use of coercion will make interrogations more effective.

We can imagine at least four sources of information that might give us firmer
empirical guidance:

e History — To inform current choices, we might look to the benefits and
costs of interrogation methods used in past conflicts. As of 11 September
2001, the United States had not mounted “strategic” interrogation efforts
in decades, so the relevant U.S. history is old — arguably going back to
World War I1.#

e Comparative practices — We also might look to the experience of other
democratic countries that have a much longer history of conducting
interrogations in the context of substantial and often imminent threats
to their internal security. This source of knowledge includes the

3 For a careful consideration of coercion in these terms, see Michael Ignatieff, The Lesser Evil:
Political Ethics in an Age of Terror (Princeton: Princeton University Press, 2004).

4 “Strategic interrogation” is commonly distinguished from “tactical interrogation.” The latter is the
kind of real-time interrogation that occurs in the midst of a conflict or battlefield. U.S. forces have long
been familiar with tactical interrogation. Strategic interrogation concerns broader knowledge about
enemy forces — in the present context, knowledge about the membership, organization, communication,
finances, and plans of terrorist organizations. For an excellent study of strategic interrogation methods
in World War II, see Steven M. Kleinman, “The History of MIS-Y: U.S. Strategic Interrogation During
‘World War IL,” unpublished master’s thesis, Joint Military Intelligence College, August 2002.
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contemporary experience of other countries as well as their historical
experience.

e Social science — The tools of social science have not been applied to
the problems of interrogation in any substantial way,’ yet such an effort
could obviously be undertaken and might produce substantial benefits.
This is especially true as the United States accumulates experience in
interrogating suspected terrorists, and producing data that could be
systematically analyzed. It is also clear that ongoing interrogation efforts
present opportunities to evaluate methods with unprecedented rigor.® For
example, what kinds of interrogation systems, approaches, or methods
might yield accurate and useful information with which sources in which
contexts?

e  Casual empiricism and experience — Fourth, we might inform current
policy choices on interrogation by drawing upon casual empiricism
and the kind of expertise gained diffusely from experience. This type
of information often guides policy choices in areas where there is little
rigorous information — a situation that has long characterized the debate
over methods and processes of interrogation.

The fourth source of instruction has been our primary guide to date (again,
allowing for the possibility that more rigorous classified information exists, but
has not been revealed to the public). That is an unnecessarily weak foundation to
support the choices that we must make. In essence, we do not know enough to be
able to calibrate the costs and benefits of different methods or processes.

The best we can do now is to recognize categories of benefits and costs
at relatively general levels and subjectively weigh the results. We might also
undertake some kind of effort to verify empirical relationships that are being
casually inferred.

Intimidation of Terrorists and Their Supporters

To judge from the ways governments have used interrogation, there is a
pervasive belief that coercive interrogation can intimidate terrorists and their
supporters in ways that enhance the effectiveness of interrogations and perhaps
even reduce the underlying terrorist threat. For example, a country that insists it
will observe no limits on interrogation methods — that it will “take the gloves
off — may believe that this communicates resolve and will deter potential
adversaries.

> For a review, see Randy Borum, “Approaching Truth: Behavioral Science Lessons on Educing
Information from Human Sources,” in Intelligence Science Board Study Phase 1 Report, Educing
Information (Washington, DC: NDIC Press, 2006).

¢ The point here is not that ethically improper experiments should be performed, but rather that
social science could help us to learn from data we already have or could reasonably and ethically
collect. Note the discussion of research opportunities in Paul Lehner, Options for Scientific Research
on Eduction Practices in Phase 1 Report (Intelligence Science Board Study Phase 1 Report, Educing
Information (Washington, DC: NDIC Press, 2006).
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Itis difficult to evaluate whether and how much coercive interrogation actually
affects terrorists and their support. Moreover, decisionmakers must be careful
about assuming that tough interrogation techniques impress our adversaries. For
example, would terrorists respect coercive interrogation more than they would
respect less coercive, but more effective, interrogation? Or would they respect
any other approach that more substantially undermined terrorist networks? While
it may well be useful to intimidate terrorists, “intimidation” can mean far more
than “being tough” and simply asserting physical dominance in interrogations.
Indeed, some of the most critical actions that might truly intimidate terrorists
are “boringly bureaucratic, achingly administrative” and have nothing to do
with coercion. A skilled interrogation — which encompasses far more than an
exchange of questions and answers — might well elicit more information by
using other methods.

Nevertheless, many believe that at a strictly operational level a general
reputation for ruthlessness might make suspects more responsive in an interrogation
setting, even if brutality in fact is never used. To our knowledge this belief rests
on casual empiricism and has never been rigorously tested. The absence of such
tests is one reason for the continuing debate over whether suspects (a) give
useful information when they fear coercion, (b) to avoid coercion, simply tell
interrogators what they think the interrogators want to hear, or (c) exhibit a mix
of responses, depending on a variety of factors (e.g., personality, context, training,
skill of the interrogator, and others). Examination of historical data might provide
some indications of how suspects actually behave.

Ethical Concerns and the Rule of Law

Given the compelling need to protect the nation’s security, governments
experience considerable pressure to place the interrogation of suspected terrorists
in “the twilight shadows of the law”® — especially given terrorists’ propensities,
much demonstrated, to exploit the laws and sensitivities of others but to observe
few limits on their own behavior. The United States must consider the nuances of
the Geneva Conventions as applied to suspected terrorists; terrorists demonstrate
few such concerns.

In a democracy the legitimacy of government action is important to maintain
support for what the government does in this struggle. Ethical concerns and
the rule of law are cornerstones of that legitimacy, and the primary reason for
conducting interrogations according to a high standard of ethics may be simply

7 The phrase comes from Richard Cohen, discussing a very different problem, in “Deterring

Common Sense,” Washington Post, 24 January 2006, A17.
8 H.C. 5100/94, Public Committee against Torture in Israel v. The State of Israel, 53 (4) P.D. 817
(1999), paragraph 40.
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that it is widely believed to be the right thing to do.’ These are important benefits
to address in making choices about interrogation policy. As summarized by
Israel’s High Court of Justice in its ruling against the interrogation practices of
that country’s internal security service:

This is the destiny of a democracy—it does not see all means
as acceptable, and the ways of its enemies are not always open
before it. A democracy must sometimes fight with one hand tied
behind its back. Even so, a democracy has the upper hand. The
rule of law and the liberty of an individual constitute important
components in its understanding of security. At the end of the
day, they strengthen its spirit and this strength allows it to
overcome its difficulties.'

Thus, it is not enough to know whether “coercion works” in interrogation.
Interrogation practices that offend ethical concerns and skirt the rule of law may
indeed have narrow utilitarian value: It is possible that methods that “shock the
conscience” and/or violate international or domestic law are effective in educing
information in some situations.!! But costs must be recognized: such practices may
undermine the legitimacy of government action, weaken domestic support for the
long struggle against terrorism, and eventually limit the government’s ability to act.
Of course, decisionmakers may believe that they can avoid this cost by keeping
coercive interrogation practices secret. However, at least in the U.S. context, that
strategy is questionable: Much of the secret effort (although we cannot know how
much) will in due course become publicly known. More indirectly, such practices
run the risk of undermining the democratic institutions that the struggle against
terrorism is meant to defend. It is therefore costly if interrogation practices appear
to violate our treaty obligations and domestic laws or offend ethical concerns, and
instead follow selective policy imperatives or beliefs.

It is again difficult to evaluate how costly such behavior is. If interrogation
practices undermine legitimacy, the effects will influence the behavior and beliefs
of the populace in diffuse, and often indirect, ways. Obviously, behavior and
beliefs are subject to many influences, not only the effects of our interrogation
methods. But beliefs about ethical behavior and the rule of law are powerful.
For example, overwhelming majorities of both parties in Congress supported the

By discussing ethics and law together, we do not mean to imply that they are the same. Among
other things, interrogation practices that offend ethical beliefs may not violate the law, and practices
that are believed to be ethical may not be legal. Moreover, violations of law and ethics likely will have
different impacts or consequences in particular circumstances. Notwithstanding these differences and
others, law and ethics are treated together here for convenience — at the level of generality of this
discussion, the effects of undermining the rule of law are similar to the effects of offending widely held
ethical concerns. A more extensive discussion would recognize these similarities, but would address
these two categories separately.

1 H.C. 5100/94, Public Committee against Torture in Israel v. The State of Israel, paragraph 39.

" Note that ethics and law are linked in this context, because a “shock the conscience” standard is
one test of the constitutionality of U.S. government action involving coercion. For example, see Seth F.
Kreimer’s discussion in “Too Close to the Rack and the Screw: Constitutional Constraints on Torture
in the War on Terror,” 6 U. Pa. J. Const. L. 278, 288-294 (November 2003).
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McCain Amendment. This vote demonstrated the firm belief that U.S. interrogation
methods should respect the law, avoid gross abuses, and adhere to a general sense
of decency. It represents a collective resolve to assert the standard of law and
humane behavior against pressures to use coercion and abuse.

International Support to Wage the Struggle against Terrorism

Domestic concerns about ethics and upholding the rule of law have an
important international corollary. Interrogation methods that preserve the
country’s position as a moral leader in the struggle against terrorism enhance
the ability of the United States to enlist international cooperation. This is not a
unilateral struggle. The United States requires allied support for much of what
needs to be done, including:

e Intelligence.— The vital role of strategic intelligence in combating
terrorism demands unprecedented levels of cooperation between the
intelligence agencies of the United States and other countries. We must
encourage other countries to intensify their efforts to obtain intelligence
that prevents attacks, share intelligence data that in the past might have
been closely held, gather and share more comprehensive information on
the movement of suspect funds and people, and act together against the
common enemy.

e Diplomacy.— All of these added intelligence requirements — along with
law enforcement, military, and other needs — translate into a much
larger agenda for diplomacy, including expanded diplomatic cooperation
in law enforcement, telecommunications, commerce (e.g., banking and
financial information), and other areas.

It is more difficult to make progress in needed areas of diplomacy and
intelligence if U.S. interrogation methods provoke strong international reactions.

Danger to Troops and Others at Risk of Capture

One key benefit that interrogation policy must address is the protection of our
troops (and others, such as aid workers and contractors). This benefit derives from
notions of reciprocity: specifically, the expectation that if our troops are captured
they will receive more humane treatment if the United States treats its captives
humanely. This concern over reciprocity has long been an important factor in
international agreements on the treatment of detainees. '

Concern about reciprocity is based on the empirical assumption that terrorists
will observe fewer rules if we observe fewer rules. This assumption may not be
true. In a world where terrorist (and insurgent) adversaries behead captives, it is
at least arguable that terrorists assume they will receive harsh treatment no matter
what we do, within some range at least.!* But it is also arguable that more humane

12 See Michael Walzer, Just and Unjust Wars: A Moral Argument with Historical Illustrations
(New York: Basic Books, 1977), Part Three.

13 See Sabrina Tavernise, “Iragis Found in Torture House Tell of Brutality of Insurgents,” New York
Times, 19 June 2005.
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treatment would have some positive effect on our adversaries. This is another area
where it would be useful, where possible, to test widely held assumptions against
available evidence.

In the absence of real evidence, we can say only that a cost of more coercive
interrogations might be the harsher treatment of our troops and others. Also, to
the degree that international law on the treatment of detainees rests on widespread
reciprocity over time, we undermine that fabric for this and future conflicts if we
fail to observe certain limits in how we interrogate others.

Legal Problems for U.S. Troops and Officials

If other countries suspect the United States of using unacceptably coercive
methods in interrogations, the U.S. may encounter legal problems in efforts to
capture or extradite terrorists. For example, given obligations under the 1987
Convention Against Torture, allied countries might be unwilling to extradite
suspected terrorists — even Bin Laden himself — if they believe there is a
substantial likelihood that these suspects will be tortured in U.S. hands.'* More
ominously, foreign prosecutors could bring charges against U.S. officials and
troops before international tribunals (e.g., charges of war crimes for U.S. conduct
in third countries) or before their domestic tribunals (for U.S. behavior within those
countries — for example, if U.S. agents break local laws by seizing or detaining
terrorist suspects on foreign soil and subject them to abuse or maltreatment').
Conversely, if the United States has a record of treating captives — even suspected
terrorists — humanely, other nations might be more willing to accede to U.S.
requests for extradition, and U.S. troops might run less risk of being prosecuted
for practices that, to their knowledge, are acceptable.

U.S. Leadership on Human Rights

The proper place of human rights among overall foreign policy objectives
is a matter of debate. But there is little debate that the United States has been a
leader in the human rights movement internationally for decades, and that this
leadership has had some effect on the behavior of other countries. Upholding
high standards even in its interrogation practices would further strengthen the
U.S. reputation for respecting human dignity. By contrast, if the United States is
seen as a country that tortures prisoners, it loses the moral standing that would
allow it to press others to observe a higher standard of behavior. For example,
when a recent State Department annual report on human rights criticized China
and other countries for human rights violations, China peremptorily dismissed

14 A foretaste of this difficulty occurred shortly after 11 September 2001, a time when allies were
giving the United States enormous latitude to respond to the attacks. At this time, Britain was closely
allied to the United States in all of the U.S. responses. But Britain put the United States on notice
that— if British soldiers captured bin Laden — Britain would not extradite him to the United States
unless the United States waived the death penalty. Germany declined to turn over an alleged top aide
to bin Laden until the United States waived the death penalty.

15 For example, see “Italy Prosecutor Seeks Arrest Warrants,” Associated Press, 20 July 2005;

“U.S. Faces Questions over ‘Kidnappings’ in Europe,” Reuters, 20 May 2005; and Craig Whitlock,
“Europeans Investigate CIA Role in Abductions,” Washington Post, 13 March 2005, A1.
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the criticisms, taking the United States to task for using a “double standard” in
judging other countries’ behavior.'s

Creation of More Enemies

We do not fully understand the social, political, religious, and other dynamics
that give rise to terrorist activities. We also do not know the extent to which
specific actions by the United States and its allies actually change perceptions
of the United States in Muslim and other countries. It is possible, for example,
that America’s culture, economy, and foreign policy (e.g., enduring support of
Israel) already place the country beyond the pale for much of the radical Muslim
audience. But an accumulation of specific actions that appear to show contempt
for Muslim people might well affect how we are viewed,!” especially among
moderate Muslims whose opinion we seek to influence as part of our longer term
struggle against terrorism.

Integrity of the Military

The U.S. military has a long tradition of adhering to the laws of war, including
observance of conventions about the treatment of detainees. Part of this stems
from self-interest (based on beliefs about how our troops will be treated in turn, as
described earlier). Quite apart from concerns for reciprocity are questions about
the integrity of military units and the values of military ethics. Interrogation
that treats fighters from other countries in the same way U.S. troops hope to be
treated might strengthen a sense of pride in the military profession. By contrast,
interrogation that is unbounded by rules or becomes a form of sadism, for example,
can erode military discipline and undermine the integrity and higher purposes of
military units.

Resources

The last area of concern to note is perhaps the most conspicuous and
quantifiable: financial and other resources. We will not discuss this aspect of costs
and benefits at length, but it should at least be noted that different approaches
to interrogation have different implications for scarce resources (money, skilled
personnel, language capacity) and will not fit the existing capacities of all
organizations equally well. In some contexts, those differences are important.

Conclusion

Given a continuing terrorist threat, the United States must obtain information
through interrogations, but it must do so without undermining the purposes of the
very effort that interrogations are supposed to serve. The country thus needs to
understand the relative costs and benefits of alternative interrogation strategies and
programs. While it is relatively easy to imagine the costs and benefits of alternative

' Edward Cody, “China, Others Criticize U.S. Report on Rights: Double Standard at State Dept.
Alleged,” Washington Post, 4 March 2005, A14.

7" For example, see Somini Sengupta and Salman Masood, “Guantanamo Comes to Define U.S. to
Muslims,” The New York Times, 21 May 2005.
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programs and strategies in the most general terms, it is not easy to estimate the
magnitude of these costs and benefits or to weigh them carefully against each
other, primarily because we have little systematic empirical knowledge about the
most important relationships at stake.

Moreover, there is a trap in thinking in isolation about benefits and costs
of any interrogation approach. The critical issue is always: “compared to what?”’
Decisions might be improved simply by paying explicit attention to the full range
of costs and benefits at stake in decisions on interrogation and attempting to
weigh them against each other, however imperfectly. Better results will require
improved understanding, so that we can have greater confidence in making the
difficult tradeoffs that are, in any event, certain to be required.

16



2
Approaching Truth:
Behavioral Science Lessons on Educing
Information from Human Sources

Randy Borum, Psy.D.
University of South Florida
November 2005

[W]e insist, and have insisted for generations, that truth is to be
approached, if not attained, through research guided by a systematic
method. In the social sciences ... there is such a method.

— Sherman Kent (1949), Strategic Intelligence for American World Policy

Abstract

Few empirical studies in the social and behavioral sciences directly address the
effectiveness of interrogation in general, or of specific techniques, in producing
accurate and useful information. This paper summarizes existing theoretical and
empirical findings and analyzes them in the framework of five topics: models for
educing information, strategies to increase the willingness to provide information,
strategies to overcome resistance, factors affecting the accuracy of educed infor-
mation, and the effect of “stress and duress” techniques on obtaining information.
Essentially none of the interrogation techniques used by U.S. personnel over the
past half-century has been subjected to scientific or systematic inquiry or evalu-
ation, and the accuracy of educed information can be compromised by the way it
is obtained. By contrast, a promising body of social science research on persua-
sion and interpersonal influence could provide a foundation for a more effective
approach to educing information in intelligence-gathering contexts. Research on
persuasion, influence, compliance, and resistance has focused primarily on per-
sons from Western cultures, and the results and insights may not apply equally or
evenly across all cultures.

Introduction

In most cases, and for most types of threats to U.S. national security, one
or more people — human sources — possess the most complete and timely
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information on our adversaries’ preparations, planning, and intentions. Particularly
in the contemporary threat environment, where the likelihood of local terrorist
attacks greatly exceeds that of invasion by a foreign state, it would be difficult to
overstate the importance of human source intelligence. Both policymakers and
practitioners therefore need reliable information about effective and appropriate
strategies and techniques to educe accurate information from human sources who
may possess information vital to our national security and who appear unwilling
to provide it.

The need to understand what approaches, techniques, and strategies are
likely to produce accurate, useful information from an uncooperative human
source seems self-evident. Surprisingly, however, these questions have received
scant scientific attention in the last 50 years. Almost no empirical studies in the
social and behavioral sciences directly address the effectiveness of interrogation
in general practice, or of specific techniques in generating accurate and useful
information from otherwise uncooperative persons.

Policies that govern how U.S. personnel obtain information must take
into consideration issues of legality, ethics, morality, and national values. Yet,
effectiveness remains the paramount issue. This paper and the larger study from
which itis drawn seek to address these issues as part of an ongoing effort to improve
human intelligence collection, and thereby protect U.S. national security.

Background

Most of the scientific articles dealing with interrogation-related topics apply
to, and are derived from, a law enforcement (LE) context. However, the nature
and objectives of police interrogations differ significantly from those in military
or intelligence contexts. In essence, most LE interrogations seek to obtain a
confession from a suspect, rather than to gather accurate, useful information from
a possibly — but not necessarily — cognizant source. These are very different
tasks. Moreover, there are remarkably few studies of actual interrogations
in either criminal or intelligence contexts. Training manuals, materials, and
anecdotes contain information about common and recommended practices and
the behavioral assumptions on which they are based, but virtually none of those
documents cites or relies upon any original research. It even appears that some of
the conventional wisdom that has guided training and policy for half a century is
at odds with existing scientific knowledge.

Without a scientific literature or systematic analysis — at least one available in
open-source information — practitioners (i.e., “boots-on-the-ground” assets) and
policymakers must make decisions on the basis of other sources and considerations.
Primary among them are the iconic 17 techniques described in U.S. Army Field
Manual 34-52, Intelligence Interrogation, which serves as the model or guide to
intelligence interrogations for all the armed forces. These exact techniques have
been included in successive editions for more than 50 years, yet even people
intimately familiar with 34-52 are unaware of any studies or systematic analyses
that support their effectiveness, or of any clear historical record about how the
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techniques were initially selected for inclusion. Instead, they continue to be used
because they have “always” (as long as memory serves) been used.

The effort to re-evaluate, and perhaps even improve, policies and practices
in this area would benefit greatly from systematic, scientific knowledge regarding
the effectiveness of various techniques for educing information. To establish a
baseline for greater understanding, this review examines theoretical and empirical
findings in the social and behavioral sciences that might help policymakers and
practitioners to understand the process of deriving accurate, useful information
from human sources. The review draws from multiple areas within psychology,
sociology, criminology, criminal justice, cognitive science, medicine, anthropology,
cultic studies, communications theory, marketing, public health, and psycho-
and socio-linguistics. While the study reviewed materials from many countries,
analysis was limited to those published in English.

The findings are presented and analyzed within the functional framework of
five guiding questions:

1. What models exist for educing information from uncooperative
sources?

2. What strategies might increase or decrease a source’s willingness to
provide information?

3.  What is resistance and what strategies exist for getting past it?
4. What key factors affect the accuracy of educed information?

5. What is known about the effect of “stress and duress” techniques for
educing accurate, useful information?

Educing Information from Uncooperative Sources

Educing information is most productively envisioned as a process, rather than
as an applied set of techniques. Moreover, the context of that process should be
viewed broadly, not solely (or even primarily) as an across-the-table interaction
between an educer and a source.

Many broad fields of study — including psychology, anthropology, linguistics,
and communications — offer theories, concepts, methods, and research findings
that may inform and further our understanding of the process of educing
information from uncooperative sources. A model for understanding and studying
the process of educing information could provide a platform and language for
identifying actors, elements, actions, dynamics, and effects.!® Major conceptual
models from at least four areas of social science literature fulfill these functions:

18 According to the American Heritage Dictionary, a model is “‘a schematic description of a system,
theory, or phenomenon that accounts for its known or inferred properties and may be used for further
study of its characteristics.” As the term is used here, a model is distinguished from specific techniques
or general themes, such as power, coercion, fear, or pain, which are discussed later.
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communications, discourse analysis, persuasive message production/analysis,
and negotiation theory.

Communications Models

Educing and providing information, at the most basic level, involve a process
of communication. Since the 1940s researchers have been working to develop
a comprehensive model of the communication process. While communications
models cannot fully capture all key elements of information eduction, they offer
some useful concepts and frameworks. First, they both identify and label the
key components in a communication encounter (e.g., sender, message, medium,
receiver). Second, they array these components in the framework of a dynamic
process in which they interact with one another. Third, the transactive model in
particular emphasizes the centrality of “fields of experience” that both source
and receiver bring to the encounter and that surround the overarching process. In
educing information, cultural factors and differences in experiences are critical
to understanding how to bridge the gap between the intended and received
message.

Discourse Analysis

Discourse analysis, a subdiscipline of linguistics, offers a narrower analytic
framework. Its focus is strictly on discourse; that is, patterns of verbal or textual
exchange. Stubbs (1983), one of the early and leading scholars of discourse
analysis, defines the discipline as:

the linguistic analysis of naturally occurring connected speech
or written discourse. Roughly speaking, it refers to attempts to
study the organisation of language above the sentence or above
the clause, and therefore to study larger linguistic units, such
as conversational exchanges or written texts. It follows that
discourse analysis is also concerned with language use in social
contexts, and in particular with interaction or dialogue between
speakers. (Stubbs, 1983, 1; for this and other references, see
bibliography at the end of this essay)

Persuasive Message Production/Analysis

Stephen Wilson coined the term “persuasive message production’ to describe
a subdiscipline of study that integrates research on gaining compliance with
theories of message production. He poses as its central question: “When we want
to convince another person to do something, why do we say what we do?”

Negotiation Theory

Theories and models of negotiation offer some useful concepts and
terminology to describe the process by which people with apparently divergent
“positions” interact. Two of its most important aspects are the explicit emphasis
on understanding strategy rather than just tactics, and the distinction between
negotiation or influence interactions based on “positions” versus those based
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on “interests.” In the parlance of modern negotiation theory, a position is what
negotiators say they want, while an interest is what they really want.

Negotiation theory centers on how people arrive at a solution rather than
which solution they choose. It identifies three overarching stances or strategies.
The first is a distributive strategy in which the negotiator’s objective is to get all
he/she can, regardless of equity or the perceptions of the other party(ies). Using
the common “pie” metaphor, the goal is to get the whole pie or at least most of it.
A second approach uses an integrative strategy, where the goal is to identify and
implement solutions that meet the needs of all parties in the negotiation, often
by not quibbling over the distribution of a particular limited resource but instead
finding ways beyond that resource to meet each party’s needs. This is referred
to as “creating value,” or, metaphorically, “expanding the pie.” The third is a
mixed-motive strategy. As its name implies, it blends the objectives of the other
two approaches: It seeks solutions that serve the needs of as many parties to the
negotiation as possible, but places equally high priority on getting one’s own “fair
share.”

In a position-based negotiation, each party stakes out its objective (or position)
and tries not to retreat from it. The negotiation operates within a distributive
strategy, creating a competitive or adversarial dynamic, with the guiding ethos of
seeking justice. By contrast, interest-based negotiations operate in an integrative
or mixed-motive strategy, creating a collaborative dynamic, with the guiding
ethos of problem solving.

Implications

Among these four theories, persuasive message production seems to provide
unique methodological insights for studying the element of educing information
that involves transactive exchanges of communication between an educer and
source. Negotiation theory, however, seems better suited to identifying principles
and overarching strategies — particularly interest-based stances — that might
frame the overall information gathering process, and to providing language and
perspectives that are not overtly adversarial.

Strategies Affecting Willingness to Provide
Information

Educers of information must be skilled in understanding and applying a
broad range of strategies, approaches, and techniques of persuasion and influence
to gather information from people determined not to give it. Considerable social
science literature on persuasion and influence may be relevant to the development
of processes for educing information. Literally hundreds of researchers have
contributed to the thousands of studies that comprise this body of work. For
example, in the PsycINFO database of psychology publications (which is neither
comprehensive nor exhaustive) between 1967 and mid-2005, the subject heading
for “Persuasive Communication” contains 3,258 entries, the heading for “Attitude
Change” contains 5,559, and the heading for “Interpersonal Influences” contains
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4,405 published entries. Not surprisingly, however, virtually none of these studies
replicate the context of an intelligence interrogation or use samples similar to the
populations of interest. Nevertheless, these findings and concepts may help point
the way toward a more specialized body of scientific or systematic inquiry.

Influence Strategies

Knowles and Linn (2004) drew one of the most fundamental distinctions
among types of influence strategies, and one of the most useful for thinking
about applications to educing information. They assume that most attitudes and
judgments emerge from an “approach-avoidance” model of conflict (Knowles,
Butler and Linn, 2001). Basically, this model rests on the premise that whenever
we contemplate an act or objective, our decisions result from an internal struggle
between forces that push or draw us toward the action (called approach motives)
and those that inhibit or pull us away from it (called avoidance motives) (Dollard
and Miller, 1950, Lewin, 1958, Miller, 1959). Knowles and Linn suggest that one
major implication of this model is that:

there are two fundamentally different ways to create change,
two different strategies for promoting movement toward
some goal. Alpha strategies promote change by activating the
approach forces, thereby increasing the motivation to move
toward the goal. By contrast, Omega strategies promote change
by minimizing the avoidance forces, thereby reducing the
motivation to move away from the goal (Knowles and Linn,
2004, 119, emphasis added).

Increasing a Source’s Motivation to Share Information

Rapport

Most training materials and guides on law enforcement interrogation
emphasize the need for one or more interrogators to develop a rapport with the
subject. Indeed, rapport is widely regarded as an essential foundation for most
successful LE interrogations. For example, a survey of 100 British detectives
(Walkley, 1987) found that nearly half (42%) believed that a previous interviewer’s
failure to establish satisfactory rapport with a suspect had contributed to the
suspect’s denial. Once good rapport had been established with another detective
the suspects typically confessed.

Rapport usually begins to develop during conversation — maybe even “small
talk” — and serves at least two functions. First, research studies say, it helps to
‘induce” or facilitate compliance with subsequent requests — and gets the source
talking. Second, it allows the educer to identify and assess potential motivations,
interests, and vulnerabilities. The way the target perceives the agent (and their
relationship) — and this may be important for educing information — becomes
especially critical under conditions in which the target is unmotivated or unable
to devote mental energy to thinking about the agent’s arguments and analyzing
them.

3
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Persuasion

Since the early 1980s, Robert Cialdini (2001), a professor of psychology at
Arizona State University, has attempted to distill, explain, and apply the plethora
of existing research studies on interpersonal influence to make the general
population more discerning about, and aware of, the persuasive attempts that
constantly (and sometimes subtly) bombard them. Cialdini has concisely classified
the six major strategies of persuasion that have been studied. All of them have
proven remarkably effective over time with a range of tasks and different kinds
of people.

Even though the research on these factors is voluminous and robust, none has
been systematically studied in conditions similar to those of an interrogation. Thus,
it is unknown how their effects might change in that context or how those effects
might differ for persons from non-Western cultures. Nevertheless, they offer some
promising guidance. The following summary does not do justice to the breadth
and depth of the scholarly contributions made by Cialdini and other researchers,
but it does identify the major “tried and true” strategies of interpersonal influence
described in the social science literature.

Likeability

One significant factor (again, stronger in some situations than others) is how
much we like the other person. Social scientists have examined what factors
affect one’s “likeability,” and some of them are within an individual’s control.
Specifically, research — conducted primarily on Westerners — shows that we
tend to like others who:

e  Are physically attractive;

e  Appear to like us (directly and indirectly communicated);
e Behave in a friendly and positive manner;

e  Are similar to us;

e  Are familiar to us;

e  Cooperate with us or generally behave consistently with our own interests;
and

e  Appeartopossess positivetraits suchasintelligence, competence, kindness,
honesty, etc.

Authority

Anagent’s perceived authority is another major relationship-based determinant
of influence. Social science research suggests that people are more likely to be
influenced by the arguments of a person whom they perceive as an authority or an
expert, especially on the topic of the discussion. Similarly, they are more likely
to comply with requests made by someone who has status or authority or even
someone with relevant expertise.
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Reciprocity

There is a powerful — often unspoken — social norm of reciprocity, variously
known as “give and take,” a “two-way street,” and “you scratch my back and I'll
scratch yours.” People are more likely to give to those from whom they have
already received or expect to receive something. This applies not only to material
goods, but also to social commodities such as favors and information. Research
suggests that people are more likely to respond positively (affirmatively) to
suggestions or requests for compliance from someone who has first provided a
benefit to them than from someone who has not. Perhaps sources would be more
willing to “give” to an educer if the educer has first given something (e.g., special
rations, reading material) to them.

Commitment/Consistency

People want to see themselves — and be seen by others — as fulfilling their
promises and commitments, possessing a coherent set of beliefs and values, and
always acting in consonance with those beliefs. The implication is that people are
more likely to cooperate or be influenced in a particular direction if a request is
consistent with a previously declared commitment or statement of principle, or
at least is not inconsistent with it. If an educer can persuade a source to commit
to doing something, he or she can use that as leverage to get the source to follow
through. Conversely, an educer could use the language of prior commitments—
such as the Code of Conduct and argue that a particular request does not violate
its provisions and that, perhaps, responding to the request would serve a “greater
good” related to some other personality trait that the source valued highly.

Social Validation

One force that inclines people to action is whether others have performed the
action before, and how many have done so. This works most powerfully when
the “others” are similar in various ways (e.g., age, race, interests, socioeconomic
status, etc.) to the target of the influence. For example, an intelligence source
might be more likely to provide information if he believes others in his captured
cohort have already done so.

Scarcity

Something that is abundant or easily attainable is not nearly as desirable
as something scarce or rare. Studies have shown that people are more drawn
to particular choices if their option to exercise them is limited. In an educing
information context, an educer might offer an incentive for information that
is only available to the source if he decides immediately (or within one hour),
after which “all deals are off.” The diminishing availability of the incentive will
probably increase its potency.

Fear and Coercion

Fear

Some traditional notions of interrogation suggest that fear can be a powerful
motivator, and that fear of an aversive consequence often affects behavior even
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more than actually delivering the consequence. Research — not conducted in
interrogation contexts — seems to suggest that under certain conditions fear
can facilitate compliance; however, it does not adequately address whether fear
leads to more accurate and useful information (in, for example, an intelligence
interrogation situation). That is, fear may motivate an enemy source to “talk,” but
not necessarily to provide accurate intelligence.

Research in social science, particularly in marketing and health education,
suggests that the effectiveness of a threat appears to be determined largely by the
perceived magnitude of the threat, the recipient’s perceived vulnerability, and
the perceived effectiveness of the proposed alternative to the feared outcome.
Compliance seems most likely when the appeal to fear is high and the recommended
behavior is perceived to be highly effective (Witte and Allen, 2000). This means
the source must consider the threat credible and must believe that the educer will
withdraw it if the source complies. For example, some experienced interrogators
have suggested that threatening a source with death is not particularly effective
because the source may believe that an educer who is willing to kill him might
be willing — even likely — to kill him whether he complies or not. The source’s
motivation to comply therefore diminishes.

Coercion

Little social science literature speaks directly to the effectiveness of coercive
tactics in educing accurate, useful information, but there is literature on how
coercive influence strategies, such as inducing fear, affects relationships. The
induction of fear or pain appears to be a critical element. If a source views the
educer as the cause of his aversive situation, he may react against it by increasing
his resistance and determination not to comply (see the next section). Research
has shown consistently that recipients of punishment or aversive stimuli do
distinguish between unpleasant sensations that are self-inflicted or naturally
occurring and those intentionally caused by another person. One implication for
educing information seems to be that the source should not view the primary
educer as the cause of any negative consequences; someone else should wear
the black hat if necessary. Ideally, the source should perceive that he alone is
responsible for his situation.

More generally, social science research indicates that a perception of coercion
can negatively affect the tenor of the relationship between the educer and the source
and decrease the likelihood that the source will comply or cooperate. Research
both in North America and in Asia (China) has shown that using coercive influence
strategies causes targets (or sources, in the context of educing information) to
feel disrespected, whereas persuasion strategies communicate respect. Thus,
importantly, coercion creates a competitive dynamic that facilitates rejection of
the other party’s position where persuasion creates a cooperative dynamic that
facilitates greater openness to the other party’s position and productive conflict
resolution (Tjosvold and Sun, 2001). A similar line of research has shown that
rational persuasion — and avoidance of “pressure” — increases the likelihood
of target commitment in influence interactions (Yukl et al., 1996). Interestingly,
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using coercive strategies also has an effect on agents — typically instilling in
them a more negative evaluation of the target, including his or her ability to think.
This effect is not found among agents who use strategies of rational persuasion
(O’Neal et al, 1994).

Under conditions that simulate an intelligence interrogation, indirect
strategies for eliciting information (i.e., acquiring information through interaction
by means other than asking for it directly) may be more effective than direct, high-
pressure techniques. In one of the few open-source studies on the effectiveness
of military “resistance training,” 58 cadets at the Royal Norwegian Naval
Academy were subjected to a simulated prisoner-of-war exercise. Some had
received a pre-training experiential exercise in resisting interrogation, others
were given only a pre-training lecture. Perhaps of greatest interest is that the use
of indirect interrogation techniques significantly reduced the amount of “prisoner’
communication confined to name, rank, military number, and date of birth (from
24% to 0% in the lecture group and from 61% to 5% in the experiential pre-
training group). More importantly, the indirect strategy (as opposed to a direct
one) also increased the percentage of compromising statements revealed by the
‘prisoners” from 22% to 37% in the lecture group and from 0% to 15% in the
experiential pre-training group (Laberg, Eid, Johnsen, Eriksen, and Zachariassen,
2000).

[l

3

New-Age Technologies

Although the social sciences provide a rich menu of proven or promising
influence strategies, researchers always look for ways to achieve results more
quickly, more efficiently, or more covertly. Two influence strategies in the genre
of “new-age technologies” have attracted the interest of some persons involved
in interrogation training: neurolinguistic programming (NLP) and subliminal
persuasion.

NLP

A blend of linguistics and psychology, NLP is more of a system of
communication than a psychological theory. NLP has many facets, but the claims
that have garnered the most attention from interrogators are the claimed ability
to unconsciously develop a powerful rapport with another person that would
virtually bring that person under a hypnotic spell, and the ability to understand
and read people’s internal mental processes by listening to the sensory words they
use and by observing their eye movements.

Since NLP was first introduced in the 1970s, many research studies in the
United States and Europe have sought to prove or disprove some of NLP’s claims. '
Almost none of the studies examining the effects of unconscious (covert) NLP
rapport-building techniques such as pacing and mirroring have found that NLP
techniques carry significant advantages. In studies where NLP strategies had a

9 A large database of abstracts from NLP articles and studies can be retrieved at:

http://www.nlp.de/cgi-bin/research/nlp-rdb.cgi?action=res_entries.

E—
26



positive effect on rapport, they tended to be no more effective than traditional
listening skills taught to beginning counselors. In essence, research has failed to
substantiate claims that NLP creates nearly magical powers of influence.

Other work has examined NLP’s theory that people possess mental capabilities
and perform mental operations according to a “primary representational system’
(i.e., visual, auditory, or kinesthetic) that is reflected in their language and eye
movements. NLP posits that observations of a person’s eye movements can reveal
how the person is mentally accessing or representing the experience of their
response. Some interrogation trainers have applied these principles as though
they might also be useful indicators of deception. The preponderance of empirical
research, however (even by “believers” in NLP) has failed to produce strong
evidence for the existence of primary representational systems or for the claimed
associations between eye movement patterns and internal mental processing. A
1987 National Research Council panel concluded that: “The committee finds no
scientific evidence to support the claim that neurolinguistic programming is an
effective strategy for exerting influence.”? No credible scientific studies since
that time would substantially modify that conclusion.

b}

Subliminal Persuasion

Subliminal persuasion has also been of interest to those concerned with
strategies for interpersonal influence. Subliminal messages are defined as
those delivered “beneath the threshold of conscious awareness.” Particularly
since the Korean War, theories have emerged that people may be receptive to
messages that they barely notice (or do not notice) and that these messages can
shape behavior. If, in fact, persuasive messages can be perceived and can affect
behavior without the subject’s awareness, this approach could have application
to managing uncooperative sources without coercion (albeit, with its own set of
ethical dilemmas).

For more than 30 years marketing researchers have studied the ability of
various subliminal advertising (persuasive) stimuli to affect the behavior of
potential consumers. However, Nick Epley of Cornell University, a leading
researcher in the area of subliminal persuasion, concludes simply that “the resulting
body of work...has produced far from impressive results....” Similarly, research
evaluations of audio material with subliminally embedded messages (such as those
promoting self-esteem or weight loss) have shown that they produce no effects
beyond what people expect to experience (Greenwald, Spangenberg, Pratkanis,
and Eskenazi, 1991; Pratkanis, 1992). Eight years later, another review (Moore
and Pratkanis, 2000) reported that “recent scientific evidence continues to support
our original appraisal that actions, motives, and beliefs are NOT susceptible to
manipulation through the use of briefly (i.e., subliminally) presented messages or

2 Enhancing Human Performance: Issues, Theories and Techniques, Report of the Commission
on Behavioral and Social Sciences and Education (Washington, DC: The National Academies Press,
1988), 21.
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directives. If anything the case against subliminal manipulation is stronger now
than ever...” (2nd paragraph).

Overcoming Resistance

One of the central features of educing information in intelligence-gathering
contexts is that the human source, at least initially, may be uncooperative or
unwilling to provide what is requested. That unwillingness is generally regarded
as “resistance,” although the term has a variety of specific meanings.

The previous section noted that resistance may actually increase if a source
feels coerced. Research (Brehm 1966; Brehm and Brehm, 1981) suggests that
two factors determine the strength of resistance: (1) the number and importance
of the freedoms that are threatened and (2) the nature of that threat. Threats that
are perceived to lack legitimacy (arbitrary), and are more blatant (rather than
subtle), direct (rather than indirect), and demanding (rather than delicate) tend
to evoke more resistance. For example, anecdotal case analyses of actual police
interrogations have shown psychologic reactance-like effects where subjects
respond to pressure and negative feedback by becoming less suggestible and less
compliant (Gudjonsson, 1995).

Most persuasion researchers focus on inducements and Alpha strategies
for interpersonal influence (see the discussion under “Influence Strategies”).
Knowles and Linn have produced some of the most relevant results and
potentially important road markers for the next generation of knowledge on
how to manage resistance to social influence. Their findings (Knowles and Linn,
2004) suggest that it is possible to minimize a person’s motivation to resist being
influenced. These findings have direct implications for persons involved in
educing information from uncooperative sources. They recently proposed seven
categories of Omega Persuasion Strategies, noting that the list is likely neither
inclusive nor exhaustive.

I. Sidestep Resistance

The best way to handle resistance is not to raise it. To accomplish that in
an interrogation context, however, is almost impossible. Nevertheless, there may
be ways to minimize or reduce its intensity or natural escalation. One possible
strategy is to redefine the relationship between agent and target. For example,
salespeople have reframed their roles as consultants engaged in a long-term
(beyond the sale), collaborative relationship with the buyer (client). People may
feel less need to be wary of a consultant than a salesman (Knowles, Butler, and
Linn, 2001; Knowles and Linn, 2004).

A second approach is to depersonalize the interaction. Rather than offering
directives, suggestions, or persuasive arguments, an agent might talk about a
parallel situation or may even develop a metaphor. Other suggested strategies
to sidestep resistance are to minimize the request (Freedman and Fraser, 1966)
by beginning with small and less-threatening requests; propose a less desirable
alternative (which accounts for the dynamic underlying the good cop/bad cop
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technique; Rafaeli and Sutton, 1991); or push the choice into the future, because
distant prospects are more optimistic and less driven by “avoidance” forces
(Knowles and Linn, 2004).

I1. Address Resistance Directly

Another category of approaches seeks to reduce resistance by addressing or
assuaging its causes directly. This might be done either by offering some guarantee
that the most feared outcome will not occur or by arguing against the reasons for
the target’s resistance.

III. Address Resistance Indirectly

Alternatively, one could choose to address resistance in a more indirect way
by removing the “need” for resistance. One strategy is to bolster the target’s sense
of competence and self-esteem (Jacks and O’Brien, 2004); another is to focus
the resistance by casting the target in a different social role, such as that of the
expert.

IV. Distract Resistance

Distraction can also reduce resistance. Resistance requires some attention
to be optimally effective. Petty and Cacioppo (1986) have proposed a model
of attitude change called the Elaboration Likelihood Model (ELM). The basic
premise is that when people have both motivation and ability, they prefer to
process a persuasive message through a “central route” in which the response
derives from a careful analysis of the message quality. A mild distraction can
occupy the target’s attention, thereby diminishing his/her resources available to
counter-argue or otherwise critically analyze the quality of the message (Haaland
and Venkatesan, 1968; Petty and Brock, 1981; Knowles and Linn, 2004).

V. Disrupt Resistance

One of the most fascinating — and potentially promising — categories
of counter-resistance strategies involves disruption. As with the distraction
strategies, the goal of disruption is to occupy the resistance process so that the
persuasive message is delivered without hindrance. Disruption — as the term
is used here — differs from an external distraction such as a loud noise. Instead,
the disruption is delivered as part of the message, but is designed to create mild
and momentary confusion (for example, by transposing “Code of Conduct” into

“Conduct of Code”). According to the research, confusion reduces resistance, and
can be a particularly effective tool of influence when combined with a follow-up
persuasive message (reframe). Some studies have determined that the disruption
must be mild and must occur before the reframing to get the desired effect.
Obviously, it could be nearly impossible to implement such a subtle strategy
when communicating through a translator, but the effects of the technique shown
to date mark it as worthy of further consideration.
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VI. Consume Resistance

A longstanding maxim of interrogation training is that “every man has his
breaking point.” In the social science literature, the concept that comes closest to
that of breaking is regulatory depletion, which postulates that the human capacity
to control one’s own responses (self-regulation) draws on a finite and limited
resource. Regulation requires effort and that effort uses up some of a person’s
regulatory energy, so that less is available for subsequent responses (Muraven,
Tice and Baumeister, 1998, 775).

Existing research suggests that one common and modestly sized store of
energy fuels any and all forms of regulatory activity. Theoretically, then, one’s
regulatory capacity could be entirely depleted. However, repeated cycles of
exertion and restoration may serve to strengthen regulatory capacity and perhaps
make subjects more resilient (Baumeister, Muraven, and Tice, 2000; Strayhorn,
2002); thus, overwhelming or depleting a person’s resistance in the short term
may be theoretically possible, but may impose a cost in the longer term.

VII. Use Resistance to Promote Change

Never try to teach a pig to sing. It wastes your time, and it
annoys the pig.

One of the most intriguing approaches to getting past resistance is to use it.
The theory and concepts behind the idea of using resistance draw from several
sources, including the work of psychotherapists Victor Frankl and Milton Erickson,
who used unconventional strategies (for example, telling an insomniac to try to
stay awake) to bypass their patients’ resistance and effect therapeutic change
(Weeks and L’ Abate, 1982). Examples include what is popularly called “reverse
psychology”; the professional term commonly ascribed to this technique is

“paradoxical intention.” Other studies suggest that acknowledging (or preempting)
resistance can help to reduce it, for example, by preceding a persuasive message
by saying something like: “I know you’re determined not to listen to anything I say,
but...” When this works, it appears that the target resists the acknowledgement or
suggestion of resistance (Linn and Knowles, 2002).

Although Hans Gerz (Frankl, 1967) is said to have claimed that paradoxical
intention is successful in 80-90% of cases, many of the documented successes
are anecdotal and are ascribed to a small cadre of “master” therapists. Findings
garnered over the last 15 years suggest that these techniques may only work for
people who are inclined to resist direct suggestions.

Implications

Research findings support the idea that different strategies may be required
for different sources (and maybe even under different conditions). In a context in
which information is being educed, different sources will have different degrees
of, and strategies for, resisting. An educer must constantly assess and monitor
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the source to develop insight that can inform plans and strategies for educing
information.

Factors Affecting Accuracy

Educing information from a human source requires some understanding
of how people in general acquire, process, store, and retrieve information.
Without this knowledge, it is possible to misinterpret or even contaminate stored
information so that not even the source can any longer discern the “real truth.”

There is a common misconception that the human mind acts like a video
recorder, capturing all experiences exactly as they occur and storing them in a
cortical archive until they need to be retrieved. To put it charitably, such a model
over-estimates and mischaracterizes both the nature and capacity of human
information processing. Perceiving, storing, and retrieving information are active
mental processes. A multitude of factors at any of these three levels can affect a
person’s ability to acquire information, and to retrieve and represent it accurately
(e.g., Neisser and Winograd, 1988; Roediger, 1996; Schacter, 1995).

Perception

Humans do not passively record events as they occur in the environment.
Rather, they are active gatherers and processors of sensory information. They
selectively attend to certain elements while filtering out others, all the while
actively interpreting their possible meanings and interrelationships.

Perceptions become the assumed reality on which people operate. This
has a number of important implications for educing information. First, the
educer can control many facets of the source’s detention and confinement in
a way that “constructs” the source’s perception and construal of his situation.
These constructions can facilitate or inhibit the source’s motivation to provide
information. Second, however, the educer must recognize that the desired
information, as stored in the source’s mind, is a product of his or her construction
of it, not necessarily of how it existed in its original form.

Memory

The “modal model” of memory is one of the most widely used contemporary
frameworks for understanding the elements of human memory processing. The
model posits three stages of memory. The first is sensory memory, in which
stimuli are only momentarily registered to facilitate perception. The second is
short-term memory (STM) or what some call “working memory.” The function of
STM is simply to hold information while it is being processed (to be eliminated
or transferred to long-term memory). The third stage is long-term memory (LTM).
Scholars debate whether information in LTM is permanent or not.

Just as human perceptions are constructed, rather than recorded, memories
themselves are “reconstructions” (Bartlett, 1932). A substantial body of research
shows that event memories can be altered by information inserted or suggested in
attempts to retrieve them (Loftus, Miller, Burns, 1978; Loftus, 1979; Loftus and
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Ketcham, 1994; Roediger and McDermott 1995). One proposed cause of these
errors is difficulty in distinguishing the “source” of a given unit of information;
an inconsistent distinction separates information acquired internally (in one’s
head) from externally (actual experience). Moreover, stress, even at moderate
levels, has been found to impair memory recall (de Quervain et al., 2000; Henson,
Shallice, and Dolan, 1999; Lupien et al., 1998; Nadel and Jacobs, 1998; Payne,
Nadel, Allen, Thomas, and Jacobs, 2002).

Accuracy of Educed Information

A variety of factors such as stress, fatigue, distraction, and intoxication
can impair the capacity to retrieve and perceive memories accurately. At the
extreme, for example, there is a significant social science literature addressing
the apparently rare, but disturbing, issue of people confessing to crimes they did
not commit. The most critical implications for intelligence are that interrogation
tactics can lead the source to provide information that is inaccurate (intentionally
or unintentionally) even though the information may seem to conform to the
interrogator’s expectations, and also that the process of interrogation itself can
affect a source’s ability to recall known information accurately.

One distinction between interrogations conducted in LE and intelligence
contexts is that the primary objective in most U.S. law enforcement interrogations
is to obtain a confession rather than to educe information. The presumption or
expectation of guilt at the outset of an interrogation has been shown to influence
interrogators’ questioning strategy and cause them to exert more pressure to
confess. It also affects the interrogator’s inferences and judgments about the
suspect’s guilt.

This body of research underscores the importance of obtaining not merely
information through education, but specifically accurate and useful information.
It also provides a sobering reminder that some eduction methods — such as
inducing stress, fatigue, distraction, and intoxication — have the potential to
affect not only a source’s motivation to provide accurate, useful information, but
also his capacity to do so.

“Stress and Duress”

Determining what constitutes a “stress and duress” technique is a matter of
some debate. Social science research, however, has studied the effects of certain
techniques that have been used in the past (some quite widely), particularly
those commonly alleged by various groups to produce undue stress and duress
in detainees. True interrogative confession has been modeled as “a complicated
and demanding decision-making process” (Gudjonsson, 1992, 64). Of particular
interest, then, is how those effects might alter an uncooperative individual’s
motivation or capacity to provide accurate, useful information.

Research describes the psychological and emotional effects of strategies
sometimes used to diminish resistance, specifically physical discomfort, sleep
deprivation, and sensory deprivation. None of the studies, however, addresses
definitively whether these tactics indeed diminish resistance to persuasion and
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influence or promote compliance in populations relevant to this inquiry. One
notable research program (MKULTRA), which ultimately was shut down by the
U.S. government because of ethical concerns, suggested that these techniques
led to changes in behavior, making at least some persons more passive and
pliable. However, although it was designed to inform interrogations, most of the
research was not conducted in the context of interrogation. The 1963 “KUBARK
Counterintelligence Interrogation” Manual reflects some of the perceived
implications of this line of research. Strikingly, since that time very little empirical
research has been conducted on these techniques and the ways in which they may
or may not affect relevant interrogation outcomes.

Torture

Much of the social science research on the issue of torture may not apply to
the process of educing information. The term “torture” is used with very little
consistency in the literature. One basic distinction is between torture used for
punishment and torture used for leverage (to facilitate compliance or to elicit
information). The tactics, effects, and resistance strategies may be quite different
from one type to the next. Research does exist on the social and psychological
consequences of torture (e.g., Somnier et al, 1992) but not on the applicability of
those effects to educing information.

Evidence from social science suggests that there are similarities in the
psychological effects of torture and of internment as a Prisoner of War. Among
the common features are enforced captivity, fear and terror, pain and suffering,
and shame and humiliation. A feeling of powerlessness has been posited as the
central component of humiliation. It is possible that future research about the
experiences of POWs who have been tortured while in captivity in past wars may
help to inform some questions about torture that relate to educing information.

Pain and Physical Discomfort

Although pain is commonly regarded as a facilitator of compliance or
diminisher of resistance, there appears to have been little or no empirical research
addressing these questions. The PsycINFO database contains embedded topic
headings for terms such as “Resistance,” “Aversive Stimuli,” “Pain,” “Attitude
Change,” and Compliance,” yet, there are virtually no “hits” and definitely no
relevant hits for any given pair of these predictor and outcome terms. For example,
among thousands of articles on each topic individually, there are no articles at the
intersection of “aversive stimuli” and “resistance.”

Reports about the treatment of POWs and foreign prisoners in China
documented the use of physical abuse, but studies of the role of assault in
promoting attitude change and in eliciting false confessions (even from U.S.
servicemen) revealed that it was ineffective. Belief change and compliance was
more likely when physical abuse was minimal or absent (Biderman 1960).

Sleep Loss/Deprivation

Sleep loss/deprivation is associated with:
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*  General cognitive slowing (Dinges and Kribbs, 1991)
J Impaired attention (Hockey, 1970; Norton, 1970)
. Diminished concentration (Williams, Lubin, and Goodnow, 1959)

e Impairment in cognitive functions associated with right anterior
hemisphere or subcortical areas such as motor, rhythm, receptive and
expressive speech, memory, and complex verbal arithmetic functions
(Kim et al., 2001)

*  Impaired decisionmaking involving the unexpected, innovation,
revising plans, competing distractions, and effective communication
(Harrison and Horne, 2000)

e Reduced capacity for logical and sequential thought (Blagrove,
Alexander, and Horne, 1995; Horne, 1988b; Williams and Lubin, 1967)

. Decreased accuracy in time estimation, and both immediate and
delayed recall (Taylor and McFatter, 2003)

J Negative effects on mood (Lieberman et al., 2002)
*  Alteration of the body’s immune system (Everson, 1997)

*  Increased perception of physical pain (hyperalgesia) (Kundermann et
al., 2004)

J Decreased motivation (Wilkinson, 1961, 1964; Horne and Pettitt, 1985;
Meddis, 1977)

. Increased suggestibility (Blagrove, Cole-Morgan, and Lambe, 1994;
Blagrove, 1996).

On this last point it is worth noting that suggestibility increases specifically
under conditions simulating an interrogation. At least one study has found that
“the effect on suggestibility of one or two night’s sleep loss is comparable to the
difference in suggestibility between true and false confessors.” (Blagrove, 1996,
p-57)

Sensory Deprivation

Sensory deprivation is associated with:

e Impairment in higher mental functions and complex intellectual tasks
(Myers, Murphy, Smith, and Goffard, 1966; Kitamura, 1967)

. Increased susceptibility to influence (under some conditions) (Myers et
al., 1966)

*  Heightened hypnotic susceptibility (Sanders and Reyher, 1969)

*  Diminished EEG activity correlated with apathetic, lethargic behavior,
and a reduction in stimulation seeking behavior (Scott and Gendreau,
1969)

*  Behaving in a way that is more boring and unlikable (Zuckerman et al.,
1970)
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e  Increased anxiety and depression (Zuckerman et al., 1970)

. Greater instability of beliefs and of both peripheral and central attitudes
(Tetlock and Seudfeld, 1976; Seudfeld and Borrie, 1978)

*  Cognitive disorganization (Seudfeld and Borrie, 1978)
e Increased persuadability (Seudfeld and Borrie, 1978)

*  Increased compliance behavior (beyond usual social influence
conditions) (Moscovici and Doms, 1982)

Key Findings

The review presented above is mainly descriptive. This section highlights
some of the more important findings and their potential implications.

e From the perspectives of both research and practice, educing
information is most productively viewed as a dynamic and reciprocal
process rather than as a discrete event, task, or series of face-to-face
encounters.

e U.S. personnel have used a limited number of interrogation
techniques over the past half-century, but virtually none of them — or
their underlying assumptions — are based on scientific research or have
even been subjected to scientific or systematic inquiry or evaluation.

e The potential mechanisms and effects of using coercive
techniques or torture for gaining accurate, useful information from
an uncooperative source are much more complex than is commonly
assumed. There is little or no research to indicate whether such techniques
succeed in the manner and contexts in which they are applied. Anecdotal
accounts and opinions based on personal experiences are mixed, but the
preponderance of reports seems to weigh against their effectiveness.

e  The accuracy of educed information can be compromised by
the manner in which it is obtained. The effects of many common stress
and duress techniques are known to impair various aspects of a person’s
cognitive functioning, including those functions necessary to retrieve
and produce accurate, useful information.

e Psychological theory and some (indirectly) related research
suggest that coercion or pressure can actually increase a source’s
resistance and determination not to comply. Although pain is commonly
assumed to facilitate compliance, there is no available scientific or
systematic research to suggest that coercion can, will, or has provided
accurate useful information from otherwise uncooperative sources.

e Research studies on important related issues such as persuasion,
influence, compliance, and resistance have mainly (although not
exclusively) focused on persons from Western cultures. Findings from the
fields of intercultural psychology and anthropology suggest that patterns,
meanings and modes of interpersonal interaction may be different
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in non-Western cultures, so there is not yet a clear scientific basis to
anticipate that results and insights will apply equally or evenly across
cultures. Moreover, many encounters involving information eduction
in intelligence-gathering contexts occur through translators. While
there is good reason to suspect that the effects and/or implementation
of interpersonal strategies may be different when using a translator as a
conduit for communication, the exact nature and extent of that impact on
educing information has not been scientifically determined.

e A moderately strong body of social science research provides
a potential road map to a new generation of strategies and approaches
for overcoming resistance without the use of high-pressure, coercive
techniques.

e Social science research on persuasion and interpersonal
influence could provide a foundation for creating an elegant, elaborate,
and powerful U.S. approach for educing information in intelligence-
gathering contexts.

Summary Highlights

What models exist for educing information from uncooperative sources?

Constructing a conceptual model of “U.S.” information eduction could
provide a platform to label and identify actors, elements, actions, dynamics, and
effects to describe and conceptualize the process. The field of persuasive message
production offers some relevant research methods, while negotiation theory
offers principles and provides a language and interest-based perspective that are
not overtly adversarial.

What strategies might increase or decrease a source’s willingness to provide
information?

Considerable social science literature on persuasion and influence may be
relevant to the development of processes for educing information. The six most
consistent factors affecting interpersonal influence are reciprocity, scarcity, liking,
authority, commitment/consistency, and social validation. Fear can sometimes
be a motivator when apprehension is high and the recommended behavior is
believed to be highly effective. People who believe they are being coerced are
likely to feel disrespected and become less likely to comply or cooperate. Neither
neurolinguistic programming nor subliminal suggestion appears to be an effective
or promising agent of influence.

What is resistance and what strategies exist for getting past it?

Resistance is a common reaction to influence or compliance attempts. The
social science literature identifies numerous strategies to help overcome it. They
include sidestepping it, addressing it directly, addressing it indirectly, distracting
it, disrupting it, consuming it, or using it.
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What key factors affect the accuracy of educed information?

The mind does not operate like a video camera. Perceiving, storing, and
retrieving information are active mental processes. A multitude of factors at any
of these three levels — including questioning strategies — can affect a person’s
ability (not just willingness) to acquire information and to retrieve and represent
it accurately.

What is known about the effect of ““stress and duress” techniques for
educing accurate, useful information?

Social science research describes the psychological and emotional effects of
strategies sometimes used to diminish resistance, specifically physical discomfort,
sleep deprivation, and sensory deprivation. Generally speaking, the stress and
fatigue produced under these conditions can impair the capacity to accurately
retrieve and perceive memories. None of the studies, however, addresses
definitively the issue of whether these tactics do indeed diminish resistance to
persuasion or influence, or promote compliance in relevant populations. Although
pain is commonly expected to facilitate compliance or diminish resistance, little
or no empirical research has addressed this topic.
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Abstract

This review examines the scientific literature regarding our current capac-
ity to detect deception by observing behavioral indicators and identifies ad-
ditional research that might improve that capacity. It focuses on methods
that can be used in person-to-person communication without extensive tech-
nological support. The findings indicate that common beliefs about reliable
cues to deception are frequently incorrect, and that research in this area to
date may be largely irrelevant to national security needs. The study recom-
mends that the United States adopt an aggressive, focused plan to support
research and development of enhanced capabilities to validate information
and the veracity of sources. Such a plan should concentrate on understand-
ing actual behavior and should prioritize projects on the basis of operational
needs, operational realities, cost, and potential return on investment.

Introduction

The capacity of the United States to engage in effective intelligence
collection and counterterrorism operations has historically been handicapped by
the relatively low quantity and quality of human source intelligence available to
inform planning and decision-making.

In response, the U.S. government has decided to increase significantly the
number of human intelligence collectors operating in the field. However, more
collectors will not by themselves produce real improvements in performance. New,
more effective tactics, techniques, and procedures, along with better training, are
also necessary. Specifically, the Intelligence Community must improve its abilities
to develop information from human sources through debriefing, elicitation, and
interrogation efforts. Despite the best efforts of dedicated human intelligence
collectors, the Intelligence Community has become highly dependent upon
technical means for breakthroughs in intelligence collection.
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Background

Our adversaries are often more sophisticated now than in the past and the U.S.
advantage in high-tech surveillance capabilities has diminished over the years.
Both practical and political considerations account for past trends away from
development and use of human sources for intelligence collection and toward
substantial reliance upon imagery and communications interception technology.
First and foremost, this approach worked; in fact, for many years, it worked
extremely well. It leveraged the huge technological and financial advantages of
the United States over most of the rest of the world, providing data collection
capabilities that allowed the Intelligence Community access almost anywhere it
cared to look. Unfortunately (in this context), the technological disparity between
countries has grown narrower. As a result, our competitors and adversaries better
understand our capabilities, which allows them to develop countermeasures that
have diminished the return on our technology-based collection methods.

Our adversaries are different than in the past. While it still remains almost
impossible for another nation to move an armored division without being
seen, high-tech surveillance systems offer relatively little capacity to track the
movements of individuals belonging to a terrorist organization.

Given the dispersed nature and small size of terrorist organizations, direct
interaction with people is required to develop the kinds of information needed
to inform and direct intelligence operations. The challenge is to identify when
information and sources developed through human contact are valid.

Determining Veracity

Methods of detecting when an individual is attempting to deceive a listener
constitute a primary basis for assessing the potential utility and validity of
information obtained from human sources. A significant amount of scientific
study has focused on this topic. Overall, data to this point suggest that for all
groups, novice to professional, accuracy in determining when someone is being
deceptive is only marginally better than chance.'**

Thetwoprimary approachestodetectingdeceptionrely onpsychophysiological
and behavioral indicators. Psychophysiological methods involve monitoring and
assessing physiological reactions to events; for instance, through use of heart rate
and function monitors®?, skin conductance sensors,””*® thermal photography,
voice frequency analysis®, and brain activation patterns measured via electronic
wave patterns **** or via magnetic resonance imaging, etc. Detailed examinations
of these and other methods appear elsewhere in the literature'®*** or within papers
sponsored through the current study on educing information, such as the study by
Heckman and Happel in this document.

The present review covers scientific findings regarding our current capacity
to detect deception by using behavioral indicators: all actions, statements, or
responses that another person can reasonably monitor through observation. It
focuses only on those methods that can be used in person-to-person communication,
without the aid of extensive technological support. While technologically based
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methods are potentially valuable tools in some settings, the human collector
remains the most deployable and adaptable tool that can be put in the field.
Moreover, pragmatic considerations frequently make application of more complex
or elaborate technologies impractical or impossible. The review also suggests
additional research to enhance the ability to detect deception.

Cues to Deception

Beliefs vs. Reality

People who adopt the belief that there are reliable cues to deception are
frequently incorrect. Significant research has studied people’s beliefs about
indicators that someone is being deceptive and their own attitudes and confidence
about their personal ability to be deceptive. A summary of 57 studies examining
beliefs about nonverbal cues to deception indicated that many people do not
actually know what they think they know: in other words, their beliefs are
just as often wrong as they are right.® These patterns of erroneous beliefs are
widespread and are found equally among professional interrogators/investigators
and novices.”?74

Research into beliefs and attitudes about deception may have value for
predicting how people might try to conceal deception on the basis of their own
beliefs about cues to deception. This research may also facilitate the identification
of erroneous beliefs that intelligence collectors may hold and that should be
corrected in training. However, the study of attitudes and beliefs does not in
itself provide information on which cues to deception actually work. Therefore,
this line of research may at best provide indirect support to the development of
effective and reliable methods for detecting deception.

Most behavioral research discusses indicators of deception in terms of
nonverbal, paralinguistic, and verbal behaviors. The literature also contains global
judgments of behavior that may potentially have some utility.

Nonverbal Behavioral Cues

Most nonverbal cues to deception do not appear useful. To succeed at
deception, individuals must control the information that they provide. People can
generally exercise control over what they say; therefore, verbal output is subject
to considerable crafting on the part of the individual attempting to be deceptive.
The literature assumes that nonverbal behavior is more likely to fall outside a
subject’s full awareness and thus may provide a better source of cues for detecting
deception. (Yet, as noted below, verbal cues may actually offer some insight.) For
the purposes of this review, nonverbal behaviors encompass all those observable
behaviors that may or may not accompany language, such as body movements,
gestures, posture, eye gaze, etc.

A recent extensive review of the literature compiled the results from 116
research reports involving 120 independent subject samples.*’ This analysis
identified 158 cues to deception, but indicated that most of the nonverbal
behaviors studied proved ineffective and unreliable as indicators. Popularly held
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beliefs as to what might be effective cues to deception included behaviors such
as gaze aversion or level of eye contact; movements of the legs, feet, head and
trunk; shifting body positions; and “covering gestures” such as placing a hand
over the mouth while talking, ear tugging, etc. None of these was rigorously
substantiated by the research, although a small subset demonstrated reasonable
power. They included fewer hand and finger movements while talking, fewer
illustrating gestures accompanying speech, dilation of the pupils,** and some
elements of a system developed by Ekman and associates “*# for evaluating
subtle, small, and short-lived shifts in facial expression. However, analysis
of microfacial expressions and pupillary dilation generally requires the use of
recording equipment and represents methods that may not be practicable for field
operatives.

Verbal Cues

We should listen closely to what people say. Verbal cues to deception
involve what people actually say, i.e., the content of their communication.
Researchers have attempted to develop methods for evaluating verbal behaviors
more systematically.*® Two approaches frequently cited are Statement Validity
Assessment and Reality Monitoring, both of which have been extensively
reviewed by Vrij.’¢ Overall, these methods seek to validate statements on
the assumption that true statements differ from fabricated ones in a variety of
significant dimensions.*6

Statement Validity Assessment involves the use of criteria-based content
analysis,*”* which attempts to provide some common methodology for evaluating
the content of verbal communications. These criteria include analyses of the logic
and structure of verbal reports along with the presence or absence of various
types of details, context, and spontaneous, qualitative evaluations by the speaker
of his or her own recall. Reality Monitoring attempts to determine the validity of
statements by assessing the clarity and realism of a story, along with contextual
information that indicates the presence or absence of details that link elements
of time, space, and sensory perceptions with the primary content of a subject’s
story.* These techniques were originally developed to gauge whether allegations
by children represented true statements, but laboratory studies using college
students indicated that they could also be used with adults. Over time they were
used to assess the likely truthfulness of statements made by criminal defendants
vs. victims. The most recent analysis of their effectiveness, conducted by Vrij,
was restricted to field studies involving real-world criminal cases.

The results of studies on verbal behavioral cues appear rather positive.
Generally, they indicate that deceptive narratives contained less content (e.g., fewer
overall details, fewer unusual details, less contextual and sensory information,
fewer quotations or descriptions of interactions), more logic problems (e.g.,
unstructured reproductions, less logical structure, less plausible relations), and
differences in the subjects’ expressed evaluations of their own stories (e.g., less
expressed self-doubt, fewer tentatively phrased statements, more absolutely
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negative statements or complaints, fewer spontaneous corrections to the story,
and lower frequencies of admitting to lack of clear recall). 34146

The same set of reviews, involving analysis of over 150 studies, suggested
that several criteria used in both the Statement Validity Assessment and Reality
Monitoring failed to differentiate true from false statements. These criteria
included the degree of apparent complexity in statements, the presence of
unexpected complications, self references, reports of subjective mental states,
superfluous details, and descriptions of verbal and nonverbal interactions. Taken
as a whole, neither the criteria set from the Statement Validity Assessment nor
the Reality Monitoring approach appears sufficiently reliable and valid to serve
as a unitary technique for evaluating the veracity of subject statements.3:46-48:50-53
However, some of the component elements show promise.

Paralinguistic Cues

Most paralinguistic cues do not appear to be effective; however, voice stress
analysis may merit further investigation. Paralinguistic cues encompass all those
behaviors associated with the production of speech but separate from the actual
content. As with nonverbal cues, the results appear rather disappointing. The rate at
which subjects speak, the presence of various disturbances suggesting uncertainty
(e.g., “ums” and “ahs”), the length of verbal response, various kinds of pauses,
response latency, and loudness do not appear to be reasonable cues to deception.*!
However, the amount of time spent talking in a response, higher voice pitch, or
other indications of voice tension appear to be potentially useful cues. Again, the
changes in pitch or indications of voice tension have generally been sufficiently
small that the unaided ear cannot discriminate them reliably. Previous reviews of
voice stress technologies soundly criticized their reliability and validity.? Despite
this, recurrent positive findings in this area’#5*% may suggest that voice stress
analysis may have been dismissed prematurely.

Global Judgments

Focusing on specific cues to deception may actually narrow an observer’s
focus to the point of neglecting data that could be important for validating the
source or the information itself. Instead of relying on the presence or absence
of a specific cue to deception, some research has recorded global judgments
of observers who are asked to synthesize their observations and assess subject
behavior. These synthesized assessments show some promise in differentiating true
vs. fabricated statements.*’ Specifically, people who were accurately identified
as being deceptive were more likely to have been assessed by observers as less
cooperative, more uncertain, more nervous, more ambivalent, more inconsistent
in content presentation, less friendly or pleasant, and more expressive facially.

Moderator Variables

Many other variables may have an impact on our capacity to detect
deception effectively. Examples of relevant research include studies on the impact
of interviewer and interviewee personality characteristics,5%60616263 expectancy
effects,'>** social biases,”®” and interviewer and interviewee confidence,’® to
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name a few. These studies highlight the very complex nature of this problem and
the need for substantially more research on these moderator variables.

Promising Avenues

Alternative methods are emerging and merit study. Some research efforts
have started to explore new methods for validating information. They include the
use of probability theory to assess choice patterns, covert physiological sensor
systems to assist observers in real time, challenges to story construction based
on memory research,*” and intentional distortion methodology to assess report
stability vs. malleability.

Limitations of Current Research Findings

To this point, this review might suggest that some practical means are
available to assist intelligence personnel in validating sources and information.
Unfortunately, shortcomings in the research designs that tested these indicators
dictate caution in relying upon these means at this point.

Motivational/Stress Problem

Most research subjects are relatively calm and undermotivated and do not
represent the populations of interest. In real life, any interrogation situation
is likely to cause high levels of physiological arousal and distress in innocent
and guilty parties alike. Individuals who attempt to conceal information in real
situations probably have a high level of motivation to deceive successfully. It is
almost impossible to obtain the same levels of motivation and arousal in volunteer
subjects. With the exception of field studies developed from real-world situations,
most of the research conducted to date entails little or no stress or true incentive
to deceive effectively: of 120 samples in the DePaulo analysis,* 68 samples were
classified as using subjects who were under no stress. Researchers are acutely
aware of this problem and have sought to develop laboratory situations that entail
some degree of distress or arousal in subjects, but for the most part they have been
unable to sample behavior involving moderate to higher ranges of motivation
and arousal. It is not known whether these higher levels would result in different
patterns of response, although that assumption seems logical.”!

In most studies, individuals serving as observers/judges are asked to make
assessments that have little personal significance. This situation is unlike that
facing an intelligence collector, who would generally be highly motivated to
obtain information.

Sampling Problems

Subject Sampling

Research has not looked at enough of the right kind of people. Most studies
(over 80 percent) have used college students, while those in applied settings
generally involve incarcerated criminals. The resultant problem is obvious. College
students tend to be drawn from the upper end of the intellectual range, are more
likely to come from relatively affluent socioeconomic backgrounds, and are much
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younger and more limited in life experience than the populations of interest in the
national security context. While criminal populations may make generalization of
findings more reasonable for law enforcement personnel, they present limitations
for the intelligence collector. The population of criminals in the United States
consists disproportionately of individuals in the low average range of intelligence
or worse. In addition, criminals as a group are likely to have substantially more
experience in interrogation/questioning situations than the rest of the population.
Law enforcement may be at the point of developing real capabilities to work with
below-average intelligence criminals and academic researchers may have a good
understanding of above-average intelligence college students, but these results
may have only limited relevance to intelligence collection.

Most studies also used a relatively small sample size, with an average of 40
subjects per study.*! Such small samples may allow validation of only the most
powerful cues and may discount many moderately effective ones.

Behavior Sampling

Most studies typically use very short snippets of data — commonly less
than 1 minute — whereas in a real-world situation an interviewer may observe
a subject over a much longer time frame, with the option of repeated contacts.
Therefore, results to date may only reflect those variables that have efficacy in
that short time frame.

Most studies involve people in an observer role who watch a tape of someone
being questioned. In real-world applications, the people responsible for detecting
deception are likely to be participating in the exchange and to be working by
themselves. Research suggests that in the participant mode detection success is
likely to be below 50%, or at the level of chance.”>”

Finally, much of the research uses a 50/50 paradigm, wherein the base rate of
true vs. false reports is equal. The likelihood that this reflects reality seems small.
Our results to date may thus represent a skewed construction of the real-world
problem.

Cross-Cultural Representation

We know almost nothing about how our current methods work with various
Asian, Middle Eastern, Central and South American, or African populations.
Research to date has focused primarily on samples drawn from modern, Western
countries (primarily the United States and Europe), with a few studies involving
Jordanian,” " Saudi,” Chinese,’®”” and Japanese’®” subjects. Of all the limitations
in the existing body of research literature, this is the most troubling. In the DePaulo
review of studies involving 120 samples, 101 were drawn from the United States
or the United Kingdom and only 4 came from non-Western cultural groups.* Thus,
from the standpoint of intelligence gathering, they do not address the populations
of interest and utility. Although Ekman and his associates hold that microfacial
expression changes represent a fairly universal phenomenon.®%8!%2 there is little
evidence to suggest the existence of universals in nonverbal and paralinguistic
behaviors across cultures. This absence of universals may also hold true even for
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speech content analysis.”” Until a technique can be reasonably evaluated with a
specific cultural group, it would be unwise to assume that technique has utility
with that group.

Summary of Findings

We do not really know what we think we know. Overall, knowledge of
behavioral indicators that might assist in the detection of deception is very limited
and provides little reliable information that could assist intelligence collectors
operating anywhere outside the United States or Europe. Despite some progress
in the ability to assess common criminals, results gleaned from the domestic
population of criminals and college undergraduates may help us little in dealing
with uncooperative detained soldiers or committed and possibly resistance-trained
followers of radical movements.

Very little is actually known about current populations of interest. In addition,
this review failed to locate a single study examining the impact on deception
detection of using interpreters/translators in questioning subjects. There is little
reason to assume that data generalize across cultures, particularly Third World
populations.

The severe methodological shortcomings in research to date should lead us to
question whether what we think works really does, or what we think doesn’t work
indeed does not. Existing research results, drawn from non-stressful situations,
may have prompted the premature abandonment of potentially useful methods.

Suggested Approaches

The U.S. government needs to implement an aggressive, focused strategic
plan for supporting behavioral research and developing enhanced capabilities to
validate information and sources. Such a plan should focus on understanding actual
behavior and prioritize projects on the basis of operational needs, operational
realities, cost, and potential return on investment.

Operational Needs

The Intelligence Community should work with field operatives to identify
and prioritize their most important and urgent operational needs and associated
research goals. Examples mightinclude screening public transportation passengers,
improving interrogation techniques and results, validating embassy walk-ins as
legitimate sources, or improving field operatives’ capacity to elicit and validate
information from sources in the field and rebuild a viable human intelligence
capability. The length of time needed to develop and field a method should be one
consideration.

Operational Realities

The primary tool in human intelligence collection is the operative on the
ground. This role necessitates moving within the society of potential sources and
talking to individuals who may or may not be motivated to assist the United States
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in obtaining information. The practical reality is that this individual cannot carry
around a polygraph machine, an electroencephalogram, or any other elaborate,
bulky equipment. High technology-assisted methods may be appropriate at ports
of entry, where it is possible to control movement and contact with subjects
within a fixed facility, but such technology would be of limited use for most
collection tasks. Moreover, electroencephalograms and magnetic resonance
imaging are often relatively easy to defeat.>**%335 The Intelligence Community
needs to provide operatives the necessary tools and training to work effectively
with contacts on the ground. It is in this environment that behavioral techniques
may have the most potential value.

Cost

High-technology programs naturally cost more to research and field than
behavioral methods.

Return on Investment

The Intelligence Community should consider the research and development
costs, the time it takes to push the results of the investment into the field, and
the potential impact on mission accomplishment. In this light, development of
behavioral methods may have an advantage, given that the near-term cost is low,
the payoffs can be high, and the techniques can be rapidly moved into the field.

Recommendations

The Intelligence Community should follow certain guidelines when
considering how to proceed:

1. Study actual behavior that may indicate deception, rather than cultural
myths about such indicators. The two are not the same.

2. Avoid simple replication of the research already conducted. At this point,
we may know as much as we can and need to know about college students
in the United States and Europe. New research should overcome at least
some of the limitations of previous studies outlined earlier.

3. Insist on targeted populations of interest. The absence of research using
subjects who represent the cultural groups of interest to the Intelligence
Community is the most significant problem with research to date.

4. Focus on techniques that can be readily taught to the current generation
of field operatives. Even more important, focus on developing techniques
that are practical in terms of the real-world parameters where they will
be applied.

5. Emphasize field testing to allow rapid assessment, revision, and
adaptation of methods.

6. Integrate field operations personnel in prioritizing, developing, and
refining new tools. This will ensure a reality check before time, money,
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and personnel are wasted on concepts that sound good in the laboratory
but often are impractical in the field.

Stay ahead of the competition. The center of mass for research in this
area should not be China,’® Japan>>3178858 or even Israel.>?* Every
technique has its limitations, and aggressive discovery will also allow
the United States to stay ahead of competitors and provide training and
countermeasures to ensure U.S. personnel retain a field advantage.

Make and maintain a commitment. When the next major terrorist attack
occurs, the government should honestly be able to say, “We did the best
we could.”
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Abstract

This paper presents a short review of the mechanical methods developed to
detect deception over the past century. The paper is divided into two main
sections, psychophysiological mechanisms and neurological mechanisms,
based on the two primary means of mechanically acquiring the metrics used
to detect deception. Within these two sections, each mechanism and its po-
tential for deployment is described.

The development of a more effective means for detecting deception is predi-
cated on research to build a sound theoretical basis on which to design such
a system. The study finds that, despite the polygraph’s shortcomings, there is
currently no viable technical alternative to polygraphy. While some neurosci-
ence-based alternatives have been proposed, there are significant problems
with these techniques and far more research is needed if they are to become
sufficiently reliable for use in operational settings.

Introduction

Society has long wished to combat corruption, crime, and dishonesty by
using scientific techniques and technologies. The notion that honesty can be
found and identified scientifically has led to the development of a variety of
deception detection mechanisms throughout the last century. The value of some of
these mechanisms is limited, either because the mechanism’s validity has drawn
recurrent rejection (e.g., truth serums) or for policy reasons (e.g., the polygraph).

The need for accurate and reliable means of detecting attempts by individuals
to deceive others, particularly intelligence and law enforcement professionals,
is compelling. Yet it is all too readily apparent that the current technical and
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methodological means for detecting intentional deception by individuals are
inadequate.

Given this need and a century of effort, why has no effective solution been
found to the problem of detecting deception? Myriad opinions have been put forth
to answer this question, but it is clear that this is an exceedingly difficult problem,
in part because of the difficulty of defining the general concept of deception
(Happel, 2005).

Psychophysiological Mechanisms

Psychophysiology is a branch of science that studies subtle physiological
changes (such as respiration and skin surface temperature) that are not readily
evident to either an outside observer or the individual. Researchers study these
changes in autonomic (involuntary) and somatic (somewhat more controllable)
responses to understand the psychological processes of the organism as a whole.
These physiological changes are then used to indicate and differentiate among
these psychological processes.

Needless to say, there is much debate in the scientific community as to the
validity of the assumption that autonomic and somatic responses reflect cognitive
and/or emotional processing. Some evidence supports the link between specific
emotional states and certain physiological responses, such as startle/surprise and
increased periorbital temperature (Pavlidis and Levine, 2002). However, there
is no evidence supporting the assumption that autonomic and somatic responses
reflect intentional deception. Although some of these measurements have been
correlated, to varying degrees, with intentional deception (or, at least, with the
emotional response that generally accompanies such deceptive strategies), there
is no widely accepted scientific theory that demonstrates a causal link between
the cognitive processes involved in deception and the autonomic and somatic
responses measured by mechanisms such as the polygraph. Unanswered questions
remain with regard to individual differences in deception that result from the
impact of individual life experiences on underlying emotional, cognitive, and
social processes. These unanswered questions extend to differences in cultural
and ethnic-based beliefs, attitudes, and practices regarding truth and deception.
These questions must be addressed before significant progress can be made in
using psychophysiological means to detect deception by individuals.

This section discusses several technologies that measure autonomic
and somatic responses to detect deception. These include the polygraph,
electrogastrogram, radar vital signs monitor, facial expressions, eye blinks,
saccades, and fixations, voice stress analysis, thermal imaging, and truth serums/
narcoanalysis. It should be noted that the Department of Defense Polygraph
Institute (DoDPI) is researching several emerging technologies, including laser
Doppler vibrometry (LDV) and Eye Movement Memory Assessment (EMMA).
LDV is a method of remotely measuring and assessing individual physiological
responses to emotional stress. Changes in respiration, cardiovascular activity,
muscle contraction, and body tremor can be measured from a distance of hundreds
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of feet when there is a direct line of sight. EMMA is an eye tracking system that
follows the pattern of a subject’s visual attention to a scene, specifically how the
subject’s eye scans a familiar object versus an unfamiliar object. The DoDPI has
published no review studies to date. These methods may hold promise, but are not
currently ready for deployment.

Polygraph

Subtle bodily changes such as heart rate, blood pressure, and skin resistance
are amplified and recorded onto a multichannel writing instrument known as the
polygraph. The polygraph is typically used in conjunction with one or more of a set
of related tests: the Guilty Knowledge Test (GKT), also known as the Concealed
Information Test (CIT) (Ben-Shakhar and Elaad, 2002); the Comparison Question
Test or Control Question Test (CQT) (Raskin and Honts, 2002); or the Relevant/
Irrelevant Test (RIT) (Iacono, 2000). It should be noted that although the CQT
is the most widely used test in North America, its scientific validity has been
criticized (Gronau et al., 2005; Ben-Shakhar et al., 2002). In contrast, the GKT/
CIT, widely used only in Japan, has been supported as an objective test (Gronau
et al., 2005; Ben-Shakhar et al., 2002).

The typical method of scoring the physiological records is for the polygrapher
to look globally at the charts for a “lie response”: an assumed specific response
pattern uniquely associated with lying. Another, more objective, method of scoring
the charts is to measure the relative magnitude of the responses (Backster, 1962);
that is, when the difference between the relevant and control question response
levels reaches a certain quantitative point, the decision is made to classify the
examinee as deceptive.

The polygraph is the most widely employed technical means for detecting
deception. It is also perhaps the most controversial. Almost since its introduction,
polygraphy and its direct technological ancestors have been the subjects of legal
proceedings and Supreme Court decisions, including the Frye case (Frye v. United
States, 54 App. D.C. 46,293 F. 1013 [1923, D.C. Cir.], in which the testimony of
polygraph pioneer William Marsten was excluded) and the more recent Scheffer
case (United States v. Scheffer, 523 U.S. 303 [1998]). Ironically, the federal
government relies extensively on the polygraph for forensic investigations and
personnel security, yet the results of polygraph tests are generally inadmissible in
federal courts (Greeley, 2004).

Potential

The accuracy of the polygraph is a matter of controversy. Some researchers
believe that the current system with the CQT is no better than chance (c.f. Ben-
Shakhar, 1991; Furedy, 1996; Saxe, 1991). Other researchers estimate the accuracy
at 75% to 80% (i.e., one error, on average, in four to five trials): Elaad and others
(1992) with the GKT/CIT, MacLaren (2001) with the GKT/CIT, and Patrick and
Tacono (1991) with the CQT. Supreme Court Justice John P. Stevens found “a host
of studies that place the reliability of polygraph tests at 85 to 90 percent” (United
States v. Scheffer, 523 U.S. 303, 333, quoted in Greeley, 2004, p. 129).
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The use of the polygraph for security screening or prescreening has been
particularly controversial. There is little research into the screening application
compared to polygraphy focused on single-issue criminal cases (Iacono, 2000;
Krapohl, 2002). In 1983, the U.S. Congress’s Office of Technology Assessment
concluded that “the available research evidence does not establish the scientific
validity of the polygraph test for personnel security screening” (Office of
Technology Assessment, 1983). Recently, the National Academy of Sciences
published a critical review of the state of the art in polygraphy, in which it
concluded that:

Polygraph testing yields an unacceptable choice for [Department
of Energy] DOE employee security screening between too many
loyal employees falsely judged deceptive and too many major
security threats left undetected. Its accuracy in distinguishing
actual or potential security violators from innocent test takers
is insufficient to justify reliance on its use in employee security
screening in federal agencies (Committee to Review the
Scientific Evidence on the Polygraph, 2002, 6-8).

These findings, particularly those related to error rates (especially the rate
of false positives for innocent subjects) and the lack of basic theoretical support,
lead to the conclusion that polygraphy, as currently implemented in the United
States, is insufficient for meeting the needs of national security via employee/
individual screening. The process and application of polygraph testing can be
further improved, although it cannot currently be determined whether these
improvements will meet national security requirements. However, the use of the
GKT/CIT in conjunction with other psychophysiological measures (such as skin
conductance response, respiration line length, eye blink rate, and finger-pulse
volume) has shown promise in distinguishing between informed and uninformed
subjects (Ben-Shakhar and Dolev, 1996; Ben-Shakhar et al., 1999; Elaad and
Ben-Shakhar, 1997; Timm, 1982; Cutrow et al., 1972). Use of the GKT/CIT for
employee/individual screening would require pre-examination work to acquire
known factual data for the development of relevant item sets to test the subject’s
veracity.

Electrogastrogram

The electrogastrogram (EGG) is a device used to diagnose the improper
functioning of stomach muscles or of the nerves controlling those muscles.
Electrodes placed on the stomach surface measure the electrical waves, or pulses,
as they progress downward from the top of the stomach. The stomach typically
pulses three times per minute.

Two researchers (Hutson, 2005) conducted an experiment to test their
hypothesis that the gastrointestinal tract is uniquely sensitive to mental stress
because of the communication between the central nervous system and the enteric
nervous system. Sixteen subjects were given a set of playing cards and told not
to reveal them. Simultaneous EGG and electrocardiogram (EKG) recordings
were taken as the subjects viewed pictures of playing cards on a computer, and
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responded to questions as to whether the viewed cards matched any of those
in their set of cards. Subjects were instructed to lie only if one of the viewed
cards matched one of the cards in their hand. Subjects were offered $20 for lying
successfully. The result showed that both lying and truth-telling affected cardiac
symptoms; however, only lying was associated with gastric symptoms. The EGG
showed a significant decrease in the percentage of normal gastric slow waves when
the subject was lying that corresponded to a significant increase in the average
heart rate.

Potential

EGG is a non-invasive procedure that usually takes approximately three
hours in a clinical, diagnostic setting. As with the polygraph, EGG recordings
would be subject to artifacts from anxiety and stress that may not result from
intentional deception. EGG measurements are also subject to motion artifacts
(such as respiration, cardiac signals, and possible myoelectrical activity from
other organs) that can spoil the results (Liang et al., 1997). These artifacts can be
removed manually with much subjectivity, or via commercially available signal
processing software run on a personal computer.

The results of the EGG are analyzed by waveform and spectral analysis
methods, thereby requiring a powerful personal computer. It is likely that this
technique would have to be combined with another to increase its accuracy and
reliability in detecting deception. Given that only one study has been conducted
to date using this technique in a deception detection task, more research is needed
to determine the accuracy and reliability of this method.

Radar Vital Signs Monitor

The radar vital signs monitor (RVSM) remotely measures psychophysiological
motion processes such as heartbeat, respiration, and eye blinks using
electromagnetic waves in the gigahertz frequency range. For example, the RSVM
does not sense the actual heartbeat but the motion of the chest and body during
cardiac and respiration cycles (Geisheimer and Greneker, 2000; Geisheimer and
Greneker, 2001).

This technology is the product of several research projects conducted over
the past ten years at the Georgia Tech Research Institute (GTRI). Experiments
conducted at GTRI have shown that respiration and heartbeat data can be sensed
from nearly any portion or orientation of the thorax. The RVSM had to be slightly
modified to detect eye blinks. Although the researchers believe other eye motions
may be present in the signals, they produce smaller amplitudes than the eye blinks
(Geisheimer and Greneker, 2000; Geisheimer and Greneker, 2001).

Potential

RVSM technology is non-invasive, portable, and remote. RVSM can
be placed out of the subject’s sight; such covert use of this technology could
diminish the use of countermeasures. However, because of RVSM’s sensitivity in
detecting motion, any stray motions within the sensor’s beam will be measured
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and potentially could interfere with the desired signal. Body movements such
as rocking or swaying could be potential countermeasures to this technology.
Sophisticated signal processing is required to extract the desired signal from
the noise. Potential solutions to these movement countermeasures are being
researched (Geisheimer and Greneker, 2000; Geisheimer and Greneker, 2001).

RVSM transmits at a frequency of 24.1 GHz, where skin reflects
approximately 73% of the wave; the rest of the energy is quickly dissipated in the
first several millimeters of the body. Given radiation safety concerns, the Federal
Communications Commission (FCC) radio frequency exposure regulations have
set a maximum permissible exposure level of 1 mW/cm? averaged over thirty
minutes for a transmission frequency of 24.1 GHz. These exposure limits can
be met at a distance of 12.85 cm from the RVSM transmitter (Geisheimer and
Greneker, 2000; Geisheimer and Greneker, 2001).

Because RVSM technology measures some of the same psychophysiological
responses as the polygraph, it is subject to the same criticisms (see Section 2.1).
Due to the lack of published results in the literature, it appears that researchers
have not yet explored this technology in the context of detecting deception. Given
this lack of scientific validation, RVSM is probably not ready to be deployed.

Facial Expressions

Human emotional responses can be recognized through facial expressions
(Ekman, 1994; Izard, 1994). According to Ekman (1972), a specific set of facial
expressions appears to be generated by the emotions of anger, disgust, fear,
happiness, sadness, surprise, and to a lesser degree contempt, embarrassment,
interest, pain, and shame. Ekman (1972) further states that these emotions are
universally generated and recognized across all cultures. Ekman and Friesen
(1978) developed the Facial Action Coding System (FACS) to measure all visible
facial muscle movements, not just those presumed to be related to emotion, as well
as head and eye movements. In approximately 100 to 300 hours, an individual
can learn to code facial expressions based on the characteristic pattern of bulges,
wrinkles, and movements for each facial Action Unit (AU), as well as to code the
intensity of each AU. Ekman and Friesen (1978) identified forty-four AUs that
can occur singly or in complex combinations.

A review of the literature shows that research into automatic recognition of
FACS AUs is limited (Tian et al., 2003). Deception detection experiments have
only coded FACS AUs manually (Ekman, 1985; Ekman et al., 1991; Frank and
Ekman, 1997). Despite this, the current state of the art is briefly reviewed here. In
2001, two teams (Carnegie Mellon University and the University of Pittsburgh —
referred to as CMUY/Pitt, and the University of California, San Diego, and the
Salk Institute — referred to as UCSD/Salk) were tasked to quantitatively analyze
spontaneous facial expressions to estimate AUs (Cohen et al., 2001; Bartlett et
al., 2001). Both teams independently developed a non-intrusive automatic facial
expression recognition system capable of handling non-frontal pose, moderate
out-of-plane head motion, and moderate occlusion from head motion, eyeglasses,
gestures, talking, subtle facial actions, and rapid facial motion. It should be noted
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that neither system was fully automated; each involved some degree of manual
preprocessing. The CMU/Pitt team (Cohen et al., 2001) required less manual
preprocessing than the UCSD/Salk team (Bartlett et al., 2001). Both systems
were tested with spontaneous facial behavior video recorded from a prior study
of deception (Frank and Ekman, 1997). However, no analysis was made of
AUs based on deception/truth-telling conditions. Only two AU categories were
recognized: eye blinks (see the section on “Eye Blinks, Saccades and Fixations”
below) and brow region movement. The CMU/Pitt team recognized AUs in the
brow region with 57% accuracy, and the UCSD/Salk team recognized brow raises
with 91% accuracy and discriminated between brow raises and brow lowering
with 94% accuracy. All of these accuracies were based on agreement with human
coders.

Since these first efforts in 2001, two real-time, fully automated systems have
been developed to recognize facial expressions (Tian et al., 2003; Littlewort et
al., 2004). Both systems classify facial expressions according to the following
emotion categories: happiness, sadness, surprise, disgust, fear, anger, and neutral.
One significant difference in the testing of these two systems is that Littlewort
et al. (2004) tested their system on a group of subjects instructed to generate
a specific series of facial expressions, whereas Tian et al. (2003) tested their
system on subjects looking at other subjects who displayed spontaneous facial
expressions. This difference is relevant for real-world applications because it has
been shown that spontaneous facial expressions differ from posed expressions in
several ways (Ekman, 1991).

Potential

Spontaneous facial expression measures can be recorded non-intrusively,
and without the subject’s awareness, provided there is direct line of sight. The
measures can be made in real time via portable technology (a video camera and
computer system capable of high-speed image processing). However, to date
there has been no research into an automated means of measuring deception on
the basis of facial expressions. Measurements of facial expressions and deception
have been limited to manual coding by trained humans, which is labor intensive,
human-observer dependent, and difficult to standardize. Significant research
efforts are required to determine whether FACS measurements are sufficient for
an automated system to distinguish between truth and deception; that is, whether
measures of additional factors, such as body posture and tone of voice, might be
necessary.

Eye Blinks, Saccades, and Fixations

An eye blink occurs when one or both eyes are closed and opened rapidly.
Ocular movements are typically divided into fixations and saccades. A saccade is
a rapid, intermittent eye movement that occurs when the eyes look quickly from
one thing to another. The human eye saccades because only the central part of the
retina has a high concentration of color-sensitive nerve endings that are capable
of formulating a high-resolution mental map of the scene being viewed. The eye
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fixates when it pauses in a particular position. The resulting series of fixations and
saccades is called a scanpath.

The literature has explored eye blinks and their relationship to cognitive
processes, particularly attention and vigilance; however, only one study of their
relationship to deception has been found. Fukuda (2001) measured subject eye
blinks while performing a guilty knowledge card test using an automatic eye
blink analysis system developed by Matsuo and Fukuda (1996). With this head-
mounted video recording system, it is possible to identify blinks and their timing
with respect to stimuli, and to analyze the eye blink waveform. Ten subjects were
presented with eight sets of five playing cards, and instructed to select one of the
five cards in each of the eight sets to be the “lie” card. Subjects were then serially
presented with the five cards on a computer display, and pressed a “no” key to
indicate that none of the five cards presented was the card they had selected. The
results showed that subject blink rate pattern discriminated between relevant and
irrelevant stimuli.

The CMU/Pitt team (Cohn et al., 2001; Moriyama et al., 2002) measured and
classified eye blinks with their automated facial expression analysis system. Their
system achieved an overall accuracy of 98%, with 100% accuracy between blinks
and non-blinks, in an analysis of 335 single and multiple blinks and non-blinks.
These accuracies were based on agreement with human coders. The UCSD/Salk
team (see the previous section, ‘“Facial Expressions”) also achieved an overall
accuracy of 98% for detecting blinks (Bartlett et al., 2001). Both of these studies
used spontaneous facial behavior video recorded from a prior study of deception
(Frank and Ekman, 1997) for testing. However, no analysis was made of eye
blinks based on deception/truth-telling conditions.

The literature on saccadic eye movement is similar to the eye blink literature
in that much attention is paid to inferences about cognitive activity, but only
one study of saccadic eye movement and deception has been found. Baker et
al. (1992) studied the horizontal eye movements of ten subjects responding to
autobiographical questions presented via a computer display. The subjects
initially answered all questions truthfully, then were told to lie in response to a
subset of the questions. The authors partitioned subject reaction time into three
components. The first was the time spent reading the questions. This component
did not distinguish between the deception and truth conditions. The second was
the time spent thinking of an answer (i.e., think time). This component identified
lying in five of the ten subjects. The third was the time spent fixating during think
time. The measure of this component was significantly longer for nine subjects
in the deception condition. These results suggest that saccadic eye movements
during response generation are irrelevant to deception. Instead, the amount of
fixation time during think time, when it is assumed that subjects are generating
responses, is more indicative of deception.

Baker and others (Baker et al., 1992) also studied saccadic and fixation
activity during the five-second inter-trial interval (ITI); that is, during the period
of time after which one question has been removed from the computer screen
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and the subject has indicated readiness for the next question, and before the next
question appears on screen. The authors hypothesized that during the ITI, subjects
may be reviewing their answers. Based on their results, the authors rejected this
hypothesis and concluded that the effects of a trial ended with the subject’s
indication of readiness for the next trial.

Potential

Eye blink measurements can be recorded non-intrusively and without the
subject’s awareness, provided there is direct line of sight. The measurements
can then be automatically post-processed, with some minimal amount of manual
preprocessing required. Although this processing (both pre and post) cannot be
conducted in real time, the technology (a video camera and computer system
capable of high-speed image processing) is portable. To date, no research results
suggest any characteristic pattern(s) of eye blinks, saccades, or fixations that
correlate with deceptive behavior. Much more research must be conducted to
determine, first, whether eye behavior is indicative of underlying deception, and
second, the accuracy of systems measuring this behavior in real-world situations
with ethnically diverse individuals.

Voice Stress Analysis

Voice stress analysis (VSA), sometimes called psychological stress
evaluation (PSE), is based on the use of a machine developed in 1964 by Charles
R. McQuiston. Presumably, this machine detects laryngeal micro-tremors in the
voice. When people speak, air is pushed upward from the lungs to the vocal cords.
This causes the vocal cords to vibrate as the air continues to flow upward to the
mouth, through the tongue, teeth, and lips to form speech. According to McQuiston,
the amount of blood in the vocal cords drops as a result of stress and the micro-
tremors disappear. The voice stress analyzer searches for the disappearance of
this normal tremor when the individual speaks (Van Damme, 2001).

VSA was developed because the U.S. Army wanted “a remote lie detector”
as an alternative to the polygraph (i.e., one that did not require physical contact
with the subject’s body). Given that the transmission of these micro-tremors
and the stress occur simultaneously, VSA could be used to analyze a narrative
conversation, not just “yes” or “no” responses (this was considered an additional
advantage over the polygraph). The first VSAs appeared on the market in 1970,
a product of Dektor Counterintelligence and Security, Inc. (McQuiston was one
of its founders). Approximately twelve years later, the Verimetrics system (also
invented by McQuiston) appeared. This system allowed personal computers to
produce charts. The Computer Voice Stress Analyzer (CVSA) appeared on the
market shortly thereafter. The CVSA allowed real-time analysis by eliminating
the need to record on magnetic tape. There have been additional adaptations of
the VSA, such as the Diogenes Voice Stress Analysis System in 1996, Truster in
1997, and Truster Pro/Vericator in 1998.

71



Potential

Research has not yet established a consistent relationship between micro-
tremors and deception. Scientific evidence has shown that VSAs are not effective
in detecting deception, and that none of the VSAs has yielded detection rates
above chance levels in controlled situations (Horvath, 1982; Hollien et al., 1987).
A 2002 final report on the investigation and evaluation of VSA technology, funded
by the U.S. Department of Justice, concluded that

It is clearly unlikely that a single measure such as that based
on the CVSA, could be universally successful in assessing
stress (such as that which might be experienced during the
act of deception). However, it is not inconceivable that under
extreme levels of stress, that muscle control throughout the
speaker will be affected, including muscles associated with
speech production. The level and degree to which this change
in muscle control imparts less/more fluctuations in the speech
signal cannot be conclusively determined, since even if these
tremors exist, their influence will most certainly be speaker
dependent (Haddad et al., 2002).

The preliminary results from a comparative analysis of the CVSA, the
Vericator, and the polygraph showed that the CVSA and the Vericator performed
no better than the polygraph in correctly classifying subjects as deceptive. The
Vericator, however, was more accurate than the polygraph in correctly identifying
truthful subjects (Palmatier, 1996). Although VSAs are field deployable, the
results to date suggest that the reliability of VSA technology does not exceed that
of the polygraph.

Thermal Imaging

Microcirculation and changes in underlying muscle activity have an impact
on skin surface temperature (SST). A variety of additional factors, such as
embarrassment and sweating, also effect changes in facial SST. Radiant energy
or natural heat (infrared) emissions from the human body can be measured via a
technique known as thermography. Infrared radiometry can be used to measure
body surface heat non-invasively, that is, via a camera, with no skin contact. The
camera is typically connected to and controlled by a personal computer running
software designed for thermal imaging. This technology allows for real-time,
highly automated data analysis.

Two studies have been published on the use of thermal imaging to measure
facial SST during deception detection tasks. One of these studies was conducted
by the DoDPI in conjunction with a group from Honeywell Laboratories led by
Toannis Pavlidis. These two groups have produced a series of publications (Ryan
and Pollina, 2002; Pavlidis and Levine, 2001; Pavlidis et al., 2002; Pavlidis, 2004),
all of which appear to be based on the same study originally conducted at DoDPI.
The study used a mock crime scenario in which participants stabbed a mannequin
and stole its money. The papers report different results in regard to the percentage
of correctly identified guilty subjects (subjects who lied about their innocence):
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DoDPI reports 70% (Ryan and Pollina, 2002), Pavlidis (2004) and Pavlidis and
Levine (2001) report 78%, and Pavlidis et al. (2002) report 75% (this is probably
because the papers report a variety of cohort sizes).

This thermal imaging study was conducted in conjunction with a polygraph
examination. According to the DoDPI report, thermal imaging of the eye and nose
facial region, combined with the polygraph, resulted in the highest accuracy rates:
83% for polygraph and SST of the eye and nose regions, compared to 67% for the
polygraph alone. It should be noted that DARPA has funded research conducted by
Pavlidis and others (Murthy et al., 2004; Murthy and Pavlidis, 2005) to measure
breathing function remotely via thermal imaging.

The second study was conducted by Barron Associates, Inc. (BAI) and
researchers from the University of Virginia (Burkholder and Parker, 2005).
However, the results of this study are proprietary, and distribution is limited to
U.S. government agencies only.

Potential

Thermal imaging allows rapid, automated analysis of changes in regional
facial blood flow. It can be conducted non-invasively, covertly, and in real time. A
thorough review of the literature revealed that only two investigations of thermal
imaging and deception have been conducted to date. This suggests that thermal
imaging is an emerging technology requiring more investigation and more peer
review from the scientific community before it is ready for deployment.

Truth Serums/Narcoanalysis

A variety of drugs have been referred to as truth serums: scopolamine, sodium
amytal, and sodium pentothal. All of these drugs inhibit control of the nervous
system and reduce inhibitions. Currently, sodium amytal and sodium pentothal
are used most commonly as anesthetics, and less commonly to recover repressed
memories (Odesho, 2004). However, the three substances are best known as a
result of being administered as “truth drugs” during police interrogations. Their
use in all of these settings is sometimes referred to as narcoanalysis. When
these serums are used, it is assumed that the subject will respond to questions
by providing truthful answers, or at least what the subject believes to be truthful
answers, because the drug makes it difficult for the subject to provide false
information.

Dr. Robert House initiated the use of “truth serum” in the 1920s when
he interrogated two suspected criminals injected with scopolamine (Winter,
2005). During the 1930s the Scientific Crime Detection Laboratory (SCDL) at
Northwestern University conducted experiments with scopolamine, both in the
laboratory and in criminal investigations. This highly visible work lent support
for scopolamine and other drugs in extracting truthful information (Winter, 2005).
Although a number of studies were conducted in the 1940s and 1950s to assess
both the accuracy and veracity of truth serum-derived information, their results
varied significantly (Odesho, 2004). In the decades to follow, truth serums were
used by the U.S. military and intelligence agencies during the Cold War and
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the Korean War to release repressed memories, detect soldier malingering, and
conduct prisoner of war (POW) interrogations (Odesho, 2004). During the 1950s
and 1960s, a U.S. intelligence agency had active programs of developing and
testing drugs with truth serum properties, such as LSD (Select Committee on
Intelligence, 1977).

Potential

Truth serums do not force the subject to tell the truth. Instead, they typically
cause the subject to become more talkative. Thus, although a subject’s inhibitions
have been lowered, there is no guarantee that any of the information elicited will
be accurate. Given that none of these substances has been shown to be 100%
effective in obtaining truthful information, there has been much dispute regarding
the legality and ethical implications of their use. State v. Pitts was a precedent-
setting case on the admissibility of sodium amytal interview evidence. The New
Jersey Supreme Court concluded in 1989 that:

This evidence [sodium amytal] was excluded by the trial court.
The Court now predicates its approval of the trial court’s
exclusion of this evidence on two factors: the use of the
sodium amytal interview as a means to ascertain the “truth” of
defendant’s belief or motive for killing the victim...

The experts further concurred that the results of a sodium
amytal interview are not considered scientifically reliable for
the purpose of ascertaining truth as such. Nevertheless, the
results of sodium amytal are useful (Supreme Court of New
Jersey, 1989).

Although other jurisdictions reject the admissibility of truth serum interview
evidence for the purpose of establishing truth in a legal setting, the use of these
drugs for interrogation purposes has been reconsidered in the wake of recent
terrorist activities (Odesho, 2004; Keller, 2005). The Department of Justice’s
Office of Legal Counsel sent a memorandum to the President in 2002, suggesting
that such use might be permissible (Bybee, 2002).

Throughout history, truth serums have been correlated with abusive
interrogations and involuntary confessions (Winter, 2005). Article 17 of the
1949 Geneva Convention Relative to the Treatment of Prisoners of War places
restrictions on the detainment powers that may be used to interrogate POWs;
however, the language does not outlaw the use of truth serums (Geneva
Convention, 1949). Given that this international law applies only to prisoners of
war, the interpretation of POW status will likely further cloud the legal and ethical
debate surrounding the resurgence of truth serums.

Neurological Mechanisms

Dissatisfaction with the lack of a clear causal chain from the psychological
decision to deceive, to the autonomic functions (e.g., skin conductance,
respiration) currently measured by the polygraph, has led some researchers to
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seek measurements that are closer to the biophysical seat of decision making.
The field of neuroscience has long sought to “understand the biological basis of
consciousness and the mental processes by which we perceive, act, learn, and
remember” (Kandel, 2000, p. 5). Revolutionary improvements in neuroscientific
techniques, combined with the sophisticated signal processing techniques made
practical by advances in information processing technology over the past few
decades, have made it possible to observe the neurophysiological processes of the
brain itself with increasingly greater resolution in time and space.

This section reviews these advanced techniques for studying the relationship
between cognitive and neural processes. These include electroencephalography,
magnetoencephalography, positron emission tomography, functional magnetic
resonance imaging, near infrared spectroscopy, and transcranial magnetic
stimulation. Empowered by these techniques, some neuroscience researchers
have chosen to forgo the measurement of autonomic responses and seek instead
to correlate deception and brain neurophysiology.

Electroencephalography (EEG)

EEG measures the changes in the electrical field potentials produced by the
sum of the neural postsynaptic potentials in the brain by means of electrodes
placed on the surface of the skin covering the head and face. The changes
directly related to specific perceptual or cognitive events are called event-related
potentials (ERPs). EEG/ERP studies require sophisticated signal processing to
separate the ERP components from the ongoing baseline electrical waves and
consequently require substantial computing power. EEG laboratories in the early
1980s typically relied upon cumbersome, room-sized computers, while advances
in information processing technology have made EEG using desktop computers
a practical reality.

Investigations of EEG/ERP as a means for detecting deception date back to
the late 1980s. Rosenfeld et al. (1987) and Donchin and Farwell (1991) reported
success using EEG techniques to identify specific ERPs that were correlated to
the recognition of guilty knowledge. In 1991 the Central Intelligence Agency
(CIA) funded Farwell to further develop his technique, but chose not to continue
the funding after an independent panel reported in 1993 that the developer was
unwilling to release details of his approach, viewing them as proprietary. Further,
the CIA, Secret Service, and FBI considered the technique to be of limited value
because it was based on a guilty knowledge paradigm and was therefore useless
for screening applications (United States Government Accounting Office, 2001).
EEG-based deception detection research is ongoing (e.g., Rosenfeld et al., 2004;
Vendemia et al., 2003).

Potential

EEG-based approaches have the advantages of good temporal resolution,
equipment that is relatively portable (at least in comparison to some of the other
alternative technologies), and present few safety concerns. On the negative side,
the higher density electrode arrays used in some approaches are tricky and time-
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consuming to emplace properly, and the experience of wearing the electrode array
while being questioned may be onerous for some (although children undergoing
EEG examinations in clinical situations seem to tolerate the experience reasonably
well). Rosenfeld et al. (2004) have found these techniques to be vulnerable to
certain kinds of countermeasures by the subject. Simple countermeasures such as
facial movement may create artifacts. In addition, because the P300 component
of the ERP represents cognitive activity occurring within 300-500 milliseconds
after stimulus onset, stimulus presentations must be repeated for the data to be
based on summation waveforms (Donchin and Farwell, 1991).

Magnetoencephalography (MEG)

Neuronal activation results in a flow of electrical currents, which produces
a weak magnetic field. The magnetic field can be measured by a magnetometer
placed outside the skull. This method of recording brain activity is called
magnetoencephalography (MEG). The area in the brain that has been activated by
a stimulus can be localized by detecting the magnetic fields measured by a series
of MEG recordings.

A thorough review of the literature revealed no studies dealing with MEG and
deception, though there is active research on a closely related topic: MEG and
memory. Temporal resolution is one reason MEG is used in studies of memory
as opposed to other neuroimaging technologies. That is, MEG allows a detailed
analysis of the timing of changes in activation associated with recognition.
Gonsalves et al. (2005) conducted a prototypical study using MEG and the
“remember” versus “know” recognition memory paradigm. This paradigm can be
generally described as follows. Subjects are presented with previously viewed
stimuli and novel stimuli. The subjects are instructed to respond based on the
type of memory they have for the stimulus: that is, if they can recollect the exact
episode in which they saw the stimulus, they would give a “remember” response;
if they have a “feeling of knowing” the stimulus, they would give a “know”
response. Finally, if the subjects believe they have never seen the stimulus before,
they would give a “new” response.

The results of the Gonsalves study suggest that the medial temporal cortex
rapidly signals memory strength by way of reduced activations. The authors
conclude that this may provide a basis for the subjective perception of whether
a stimulus is familiar (“remember” or “know”) or novel (“new”). The ability
to establish “ground truth” relevant to an individual’s memory would clearly
assist the process of detecting deception. It should be noted that this method is
comparable to the GKT/CIT when it is used in conjunction with skin conductance,
heart period variability, and respiratory sinus arrhythmia.

Potential

MEG is a noninvasive technique. However, it is typically performed with a
large, expensive piece of instrumentation that must be contained in an expensive,
magnetically shielded room to reduce external magnetic disturbances. MEG is
therefore not portable. MEG recordings are subject to artifacts from eye blinks,
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eye movements, and mechanical movements of the body that occur in conjunction
with heartbeat and breathing. Subjects must remove all magnetic material, such as
watches, jewelry, and eyeglasses, to prevent these types of movement artifacts.

The results of the study discussed in this section suggest that further MEG
studies may assist in understanding the role of memory within the evolving
set of candidate neural subsystems (discussed elsewhere in the Neurological
Mechanisms subsections) involved in the generation of deception. However,
given the apparent lack of published studies on MEG and deception, it is clear
that MEG is not yet ready for deployment.

Positron Emission Tomography (PET)

Positron emission tomography (PET) is a nuclear medicine medical
imaging technique. The first human PET scanner was developed in 1973. A PET
scanner produces a three-dimensional image of functional brain activity. First,
a radiolabeled positron emitting tracer is injected into a subject’s bloodstream.
This tracer stays in the bloodstream and moves via circulation. Blood flows at
different rates in the brain depending on the level and location of neural activity.
Areas of higher blood flow will contain a larger amount of radioactive tracer,
and will therefore emit a stronger signal. This signal is measured by the PET
scanner, which scans slices of the brain. The images of these slices are then used
to compare the distribution of radioactivity, thus allowing a nuclear medicine
physician or radiologist to map the changes in regional cerebral blood flow (rCBF)
that accompany changes in neuronal activity.

To date, only one study has been conducted using PET to measure brain
activity during deception (Abe et al., 2005). In this study, subjects viewed
photographs related to experienced and unexperienced events. In one deception
condition, subjects were instructed to lie in response to the photos of experienced
events: that is, they were to pretend not to know the experienced event. In the
other deception condition, subjects were instructed to lie in response to the photos
of unexperienced events: that is, they were to pretend to know the unexperienced
event. During both types of deception, the dorsolateral, ventrolateral, and medial
prefrontal cortices were active. The anterior cingulate cortex was active only
during the deception condition in which subjects were pretending not to know.

Activation of the dorsolateral and ventrolateral cortices and the anterior
cingulate cortex support the findings of several functional magnetic resonance
imaging (fMRI—see section below) studies of deception (Langleben et al., 2002;
Ganis et al., 2003; Kozel et al., 2004a,b). However, there is some conflict between
this PET study and previous fMRI studies in regard to the laterality of dorsolateral
prefrontal cortex activation. The PET study showed significant activation in the
left hemisphere, whereas Kozel et al. (2004a) reported activation in the right
hemisphere, Lee et al. (2002) in the bilateral hemisphere, Kozel et al. (2004b)
in the more anterior part of the prefrontal cortex with right dominance, and
Ganis et al. (2003) reported bilateral activation. It is possible that this conflict is
due to the different experimental designs used in these studies; however, these
conflicts clearly indicate the need for more neuroimaging studies of deception.
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The differences in experimental design may also explain the activation of the
anterior cingulate cortex only during the pretending not to know condition, versus
the consistent anterior cingulate activation reported by Langleben et al. (2002),
Ganis et al. (2003), and Kozel et al. (2004a,b).

Potential

PET scanning is invasive and non-portable. Scientific PET investigations
require clearance by an ethics committee because of the injection of radioactive
material, and because multiple scans of a subject should be limited. Only a few
hospitals and universities can perform PET scans because of the high costs of
producing the radioisotopes used in the process. Given these limitations, and that
the laboratory results of one PET study conflicted with the results of several fMRI
studies of deception, this technology is not ready to be deployed.

Functional Magnetic Resonance Imaging (fMRI)

fMRI is a relatively recent technique (circa early 1990s) that uses a powerful
static magnetic field, usually 1.5 to 5 tesla (T) or more, to align the nuclear spins
of protons in the sample under study (e.g., the subject’s brain). If the equilibrium
spin alignment is perturbed with a transmitted radiofrequency pulse, the sample
will emit a corresponding transmission as it returns to equilibrium. Because the
magnetic properties of oxygenated hemoglobin differ from those of deoxygenated
hemoglobin, the emitted signal is differentiable. Consequently, the fMRI system
can form a sequence of images of the brain indicating those areas in which the
oxidative brain metabolism — and, by inference, the neural activity — is higher
during the performance of one task than in another (e.g., lying compared to telling
the truth). fMRI relies on large superconducting magnets, cooled with cryogens
to within a few degrees of absolute zero, to produce the intense static magnetic
field required.

The last five years have seen the publication of several research papers
describing the use of fMRI as a means of detecting deception.

e  Spence et al. (2001) investigated subjects who saw or heard statements
about their own activities that day and signaled whether they concurred
with the statement by pressing the appropriate button (yes or no).
However, if the display used a particular color, the subject was to “lie”
by pressing the incorrect button.

e Langleben et al. (2002) used images of playing cards to implement a
modified version of the polygraph GKT/CIT paradigm. Participants were
given a playing card and instructed to attempt to fool a computer that was
evaluating their responses by denying that they had that particular card
when queried, but to respond truthfully otherwise. The subjects were
promised a modest reward ($20) if they succeeded.

e Lee etal. (2002) investigated a malingering paradigm in which subjects
pretended to have a memory impairment by making intentional errors, at
their own discretion, during a forced-choice memory task using numbers
and autobiographical information.
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e  Ganis et al. (2003) examined the differences between truthful responses
and memorized lies that fit into a plausible but fictitious autobiographical
story, and spontaneous lies that were not part of a coherent story. Subjects
responded to visually presented questions using button presses or verbal
responses, received auditory cues instructing them whether or not to lie,
and were told that a human judge would review their responses to try to
tell if they were lying.

e Kozel et al. (2004a) had the subjects visit a room that contained six
objects, of which two were resting on $50 bills. During the subsequent
testing, the subjects were instructed to report accurately the association
of one of the objects with the bill (subject’s choice), and to report that
the remaining bill had been located under a different object than in fact
was the case. The subjects were promised they could keep the bills if they
were able to fool a human research assistant as to the actual location of
the bills.

While each of the above studies reported the ability to distinguish deceptive
and truthful responses on the basis of the fMRI spatial images, there were also
significant differences among the results. This is hardly surprising, given the
differences between the study designs. Some of the key differences include
whether the subject can choose to lie or is told to do so, the stimulus and response
modalities, the subjects’ motivation and emotional involvement, the specific kind
of lie being probed, and the subject’s degree of involvement with a human judge
of deceit (the deceived or target individual described above).

Potential

As a device for detecting deception, fMRI has some significant disadvantages.
It is not portable; the typical fMRI facility usually consists of the fMRI device
itself (including a superconducting magnet weighing 20,000 Ibs or so) located in
a magnetically shielded room, a separate control room, and an equipment room
filled with amplifiers, power supplies, computers, and data storage devices. These
facilities require a significant capital investment. The noise level during scanning
is uncomfortably high (necessitating protective ear coverings), and even relatively
minor head motion during the scan can spoil the results. Such movements could
be effective countermeasures for resistant subjects. There are also some safety
hazards associated with MRI. Some injuries, including at least one fatality, have
occurred when metallic objects were brought into the scanning room (against
established safety policies) and were hurled by the intense magnetic field into the
magnet’s bore (where the unfortunate subject was located). Because the magnetic
field can also dislodge surgically implanted ferromagnetic materials, such as
pins or aneurysm clips, not everyone can be safely scanned by MRI. In addition,
pregnant women and people with claustrophobia are generally not scanned for
research purposes (Huettel, Song, and McCarthy, 2004).

Some researchers are attempting to commercialize the results of early
neuroscience-based research efforts. Farwell formed the firm Brain Fingerprinting
Laboratories to promote his EEG-based technique following the termination of
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his government funding. Langleben has applied for a patent for an fMRI-based
approach, and No Lie MRI, Inc. (www.noliemri.com) is working to commercialize
it. Likewise, Kozel and George have applied for a patent for another fMRI-based
approach and are, in conjunction with Cephos Corp., working to develop and
market it. Despite these start-up efforts, and the attention fMRI has attracted from
the press, its use in detecting deception is clearly still in its infancy. No current
brain imaging test has been shown to diagnose common psychiatric disorders
such as schizophrenia (Williamson, 2002). It therefore is unlikely that a behavior
as complex as deception can currently be “diagnosed” with any of the existing
brain imaging techniques.

Functional Near-Infrared-Spectroscopy (fNIRS)

Functional near-infrared spectroscopy (fNIRS) is a functional optical
imaging modality that measures changes in the concentration of deoxygenated
and oxygenated hemoglobin during functional brain activation. Brain activation
increases rCBF, which, in turn, increases regional cerebral blood oxygenation.
Oxygenated and deoxygenated hemoglobin exhibit characteristic optical properties
in the visible and near-infrared light range. Because of this, concentration changes
in regional oxygenated and deoxygenated hemoglobin during brain activation
(e.g., while a subject is engaged in a task such as lying) can be measured optically.
This is done by introducing specific wavelengths of light at the scalp. The depth
at which this light can be accurately measured is approximately two centimeters
below the scalp (Villringer and Chance, 1997). The ability to monitor brain
function with fNIRS was demonstrated in 1993 (Hoshi and Tamura, 1993; Kato
et al., 1993).

Two studies have been conducted to date using fNIRS with the GKT/CIT
(Bunce et al., 2005; Izzetoglu et al., 2002). Izzetoglu et al. (2002) found that
the level of hemoglobin oxygenation during the “lie” task was higher than the
level during the “truth” task. Bunce et al. (2005) found that inferior and middle
prefrontal cortical areas were associated with some forms of deliberate deception.
These results corroborate the findings of several fMRI studies of deception (Ganis
etal., 2003; Lee et al., 2002; Loughead et al., 2004; Spence et al., 2001). It should
be noted that there were several limitations to the Bunce et al. fNIRS study. First,
only a small area of the cortex was imaged; thus, the potential activity of other
brain areas is unknown. Second, some precision in measuring rCBF was lost due
to the placement of the optodes.

Potential

fNIRS is a minimally intrusive, portable, affordable system. However, it can
only image cortex, and this is a limitation because fMRI studies have indicated
that areas of the brain below two centimeters from the scalp (such as anterior
cingulate cortex and superior frontal cortex) are active during deception (Ganis
et al., 2003; Lee et al., 2002; Loughead et al., 2004; Spence et al., 2001). Whole-
head fNIRS systems that would allow a greater area of the cortical surface to
be imaged are being developed; however, they are not portable. Given these
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limitations and the few laboratory studies of fNIRS and deception conducted to
date, this technology is not ready to be deployed.

Transcranial Magnetic Stimulation (TMS)

Transcranial magnetic stimulation (TMS) was introduced in 1985. It
involves placing an electromagnetic coil on the scalp. A high-intensity current
is then rapidly turned on and off in the coil. This produces a powerful magnetic
field, with a strength of about 2T, that lasts for about 100 to 200 microseconds.
The magnetic field passes through the skin, soft tissue, and skull, and induces
an electrical current in neurons. This, in turn, causes a neuronal depolarization
that can have observable behavioral effects, such as body movement and speech
production difficulties, as well as unobservable effects, such as producing
temporary scotomas (blind spots) and phosphenes (perceptual flashes of light).
The area of depolarization is limited to a depth of about two centimeters below the
brain’s surface, because the magnetic field declines logarithmically with distance
from the electromagnetic coil.

TMS has primarily been studied in conjunction with mood disorders,
neurological disorders, and a variety of cognitive processes (such as language,
memory, and emotion). To date there appears to have been only one study using
TMS in a deception paradigm (Lo et al., 2003). In this study, subjects were to
respond in their imagination (i.e., not verbally) to four sets of questions during
TMS. These four sets of questions were divided into two types of response
conditions: “Yes” or “No” (to questions such as “Are you a man?”) and short,
free-form responses (to questions such as “How old are you?”). The subjects were
asked to respond truthfully to two sets of questions and untruthfully to the other
two sets. Motor-evoked potentials (i.e., contractions of contralateral muscles)
were also recorded. The results showed increased cortical excitability when
subjects were generating deceptive responses. This was found in both types of
response conditions (i.e., Yes/No and free-form). These results support the results
of previous fMRI studies on deception (Spence et al., 2001; Lee et al., 2002;
Langleben et al., 2002), which showed increased cortical activity, commonly in
the premotor areas.

Potential

TMS is a non-invasive, portable technique. There are usually no adverse
effects from TMS, though some subjects have reported mild headaches and
discomfort at the site of the stimulation. This pain is most likely due to the
repetitive stimulation of peripheral facial and scalp muscles, and responds well to
treatment with aspirin or acetaminophen. Another known adverse effect is a high-
frequency noise artifact that can cause short-term changes in hearing threshold.
This can be avoided with the use of ear plugs. The most serious adverse effect
has been seizure. Although the number of individuals who have received TMS is
unknown, it is likely in the thousands. Seizures during TMS are known to have
occurred in seven individuals, including six normal subjects (Wasserman et al.,
1996a; Pascual-Leone et al., 1993; Wasserman et al., 1996b). The risk of seizure
is related to the parameters of stimulation (magnetic intensity, pulse frequency,
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training duration, and inter-training intervals). No seizures have been reported
with single-pulse TMS or repetitive TMS (rTMS, that is, repeated, rhythmic
TMS) delivered at a slow frequency (< 1 Hz, that is, once per second). Although
there is a growing understanding of the rTMS parameter combinations that result
in a spreading, excitatory neural response signaling an impending seizure, this
risk may limit loosely supervised use of rTMS.

TMS will most likely be a valuable technique to the neuroscience community
because it provides the capacity to excite or inhibit focal cortical areas, thereby
elucidating causal relationships between neural structures and behavior. However,
its effectiveness in detecting or inhibiting deceptive responses or thoughts has not
been sufficiently explored. Additional studies and an established record of proper
safety precautions are needed before TMS is ready for deployment.

Discussion

The review presented above clearly shows that every mechanical device that
has been used to detect deception has both positive and negative aspects. VSAs,
thermal imaging, and facial expression analysis are the only techniques that allow
rapid, real-time analysis that is highly automated. However, the performance of
VSAs in detecting deception has not been shown to exceed that of the polygraph;
it does not even approach the accuracy of the polygraph used in conjunction with
the GKT/CIT. The performance of thermal imaging has been demonstrated in only
one peer-reviewed study. Systems for automatic analysis of facial expressions
have not yet been tested in a deception detection experiment.

In terms of the invasiveness of the techniques, RVSM, facial expression
analysis, eye blinks, saccades, and fixations, voice stress analysis, and TMS are
non-invasive; the polygraph, EGG, EEG, MEG, fMRI, and fNIRS are invasive
because they require physical contact; and truth serums/narcoanalysis and PET
are the most invasive. In terms of portability, RVSM, facial expression analysis,
eye blinks, saccades, and fixations, VSAs, truth serums/narcoanalysis, and TMS
are the most portable; the polygraph, EGG, thermal imaging, EEG, and fNIRS are
portable, but require more equipment; MEG, PET, and fMRI are not portable. To
some extent, portability is highly correlated with cost because of the equipment
required. However, the cost of technical expertise (such as that associated with
the highly portable TMS) must also be considered.

Some of these mechanisms have proven useful for diagnostic purposes (e.g.,
EGG, EEG, MEG, PET, fNIRS, and fMRI) or treatment purposes (e.g., truth
serums/narcoanalysis and TMS) in a clinical setting. However, these techniques
are not devoid of potential physical side effects (e.g., TMS headaches). It should
be noted that there may be accompanying psychological side effects as a result
of undergoing a medical procedure (such as in individuals with “white coat
syndrome”), or receiving medical treatment via truth serums/narcoanalysis (such
as in individuals who recover unpleasant, repressed memories). The costs and
benefits of using truth serums/narcoanalysis must especially be weighed given
that there is currently no drug that produces “truth.” In conjunction with these
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issues, ethical and legal issues must be taken into consideration before employing
these types of techniques for non-clinical purposes such as detecting deception.

Conflicting Approaches

The most significant problem is that none of these mechanical devices has
been scientifically shown to be capable of accurately and reliably detecting
deception. Of the tests used in conjunction with these mechanical devices, only
the GKT/CIT has been shown to be reliable and based on objective methods.

There are two schools of thought on the approach to solving this problem.
One, referred to as “theory first,” states that there must first be a sound theoretical
basis on which to design such a system. The second, referred to as “system first,”
asserts that such a system can be developed in the absence of a theory.

Those who subscribe to the “theory first” school of thought believe that
additional research is needed to assert and test hypotheses that explain why
lying causes measurable changes (somatic, autonomic, or neurological), and
not simply to establish a correlation between the act of lying and particular
values of, or changes in, the observed features. They state that observation of a
correlation, without knowledge of an underlying causal theory, requires several
key assumptions before the results of the research can be used for operational
purposes.

e  According to the “accuracy assumption,” the pattern of features correlated
with deception will be present if deception is taking place. It also assumes
that the test will in fact detect any of the possible types of deception the
subject may choose to use and that the test is designed to detect (e.g.,
memorized scenarios).

e According to the “specificity assumption,” the pattern of features
correlated with deception will be observed on/y if deception is actually
taking place. In other words, it will not be affected by one or more of the
many other psychological or physiological processes that may also have
been occurring during the research study (e.g., indigestion), but that may
be mistaken for deception. Note that the use of a correlation with a theory
provides no guidance as to what impact, if any, a countermeasure might
have on the accuracy or specificity of the test.

e According to the “sample generalization assumption,” the results of
a research study based on the specific sample of subjects tested can
be applied to any other sample drawn from the larger population of
those requiring a polygraph test. The operational sample may include
individuals who are significantly different in some respect from the
sample used to determine the original correlation (e.g., subjects with
psychopathological syndromes, subjects from other cultures, etc.).

2

Bashore and Rapp (1993) and Iacono (2000) recommended that research
efforts directed toward the further development of polygraphy be abandoned in
favor of basic research aimed toward the development of “a science of deception
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detection [emphasis in original]” (Iacono, 2000). Cacioppo and his colleagues
have stated that:

Little is gained, for instance, by simply generating an increasingly
lengthy list of correlates between specific psychological variables
and additional psychophysiological measures. A scientific theory
is a description of causal interrelations. Psychophysiological
correlations are not causal. Thus, in scientific theories,
psychophysiological correlations are monstrosities. (Cacioppo,
Tassinary, and Berntson, 2000, p. 20)

Unfortunately, without an underlying theory on which to base logical
inferences, observation of a pattern correlated with deception for a given sample
of the population gives little guidance as to when the above assumptions are valid.
The only recourse is exhaustive testing of all of the possible combinations of
factors, which is clearly an impractical undertaking.

Those who subscribe to the “system first” school of thought believe that
it is possible to develop a functional and useful system without waiting for the
development of an underlying theory that is universally accepted by the scientific
community. They reason it is not likely that such a theory will be developed in the
short term or that it will receive rapid peer review and acceptance by the scientific
community. Rather than wait for this to come to fruition, the deception detection
community would be better served by continuing to attempt to develop a device
that works, and then later determining why the device works.

The logic behind this school of thought comes from the process of scientific
understanding, that is, the cyclic process of developing hypotheses, making
observations, testing the hypotheses, drawing conclusions, and modifying the
hypotheses accordingly when they no longer support the dominant paradigm.
Methods that work have been developed throughout history in medicine and other
sciences in the absence of a correct theory, or with only a marginal understanding
of how and why they work. For example, when aspirin was first used a century
ago it was believed to have no effect on the heart, but it is now known that aspirin
benefits the heart, and why (Nordenberg, 1999).

Current Status

In its study of polygraphy, the National Research Council
concluded that:

One cannot have strong confidence in polygraph testing or any
other technique for the physiological detection of deception
without an adequate theoretical and scientific base. A solid
theoretical and scientific base can give confidence about the
robustness of a test across examinees and settings and against
the threat of countermeasures and can lead to its improvement
over time. (Committee to Review the Scientific Evidence on the
Polygraph, 2002, p. 3-27)
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It is apparent that the “adequate theoretical and scientific base” must include a
causal explanation of how the psychological processes involved in deception can
result in the physiological or neurological processes observed during deception.
Unfortunately, such an explanation will not be easy to develop and is unlikely
to be available in the short term. The psychology of deception is not a mature
field, and the neural mechanisms that underlie the ability to intentionally suppress,
distort, or fabricate information are not yet well understood. Consequently, if the
National Research Council is correct in stating that confidence in a given technique
will require a solid theoretical base, then a significant research investment into the
underlying neuropsychological mechanisms of deception must be made before
any practical system for detecting deception can be developed and employed.

Even if the National Research Council is wrong, and the “system first” school
of thought is correct, other problems may need to be solved before any practical
system for deception detection can be developed, tested, and operationally
deployed in the field. These problems are characteristic of experimentation in
an artificial laboratory setting. Such research does not typically result in subjects’
experiencing the same level of threat, motivation, stress, or fear that is likely to be
experienced by a subject in a real-world situation involving detection of deception.
The demographics of the cohorts used in these, usually university, experiments
are likely to differ greatly from those of individuals of interest in the field. These
problems make it difficult to use the findings of laboratory research as a basis on
which to develop a practical deception detection system.

Thus, despite the polygraph’s shortcomings, there is currently no viable
technical alternative to polygraphy. After reviewing the EEG and fMRI deception
detection efforts, as well as some other psychophysiological candidate techniques
(e.g., VSA), the National Research Council concluded that “some of the potential
alternatives show promise, but none has yet been shown to outperform the
polygraph. None shows any promise of supplanting the polygraph for screening
purposes in the near term” (Committee to Review the Scientific Evidence on the
Polygraph, 2002, p. 6-15). This does not imply that these efforts have no value.
On the contrary, the results to date show that these approaches have promise,
and may even be viable in some situations where their level of accuracy is
acceptable. However, much more research is needed if these techniques are to
become operationally useful and reliable in situations that require a higher level
of accuracy.
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