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Tenets of Network Centric Wartare
...The New Value Chain

Office of Force Transformation

* A robustly networked force improves information sharing

* Information sharing and collaboration enhances the quality of information
and shared situational awareness

« Shared situational awareness enables collaboration and self synchronization.
and enhances sustainability and speed of command

« These in turn dramatically increase mission effectiveness
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 The DCODE objectives are to:

— improve the ability of both individual and
distributed group decision makers to
evaluate, share, and integrate decision-

relevant information items and

— to improve decision time by reducing the
time and effort devoted to conflict
resolution and consensus building in
reaching an overall group decision
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DeC|S|on Making Application Areas

an Diego

« Information Fusion, Analysis and Situation
Assessment

« Option Generation/Selection

« Course of Action (COA)
Recommendations

 Consensus Building

Multiple Options, Multiple Information ltems About Each Option
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The most important, high impact items H#2 HO\;V- d; we form an

aggregate opinion

#1 How do we improve the process from conflicting inputs.

of getting to here...

Illlllllllllll>

1000’s of possible decision relevant information items....
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= Sample Decision Making Task ==

* We have spent a lot of money over the last
two years on improving airport security.

« Has Airport Security significantly improved?
— Review reports and assign an overall
effect/impact score to the results:

NO! YES!

Definitelyn & * e _ Definitely

Not improved has improved
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You search and retain 10 reports ...

Vulnerabilities an
Improvements for

What GAO Found

Numerous government and indus
the air cargo system. These vulne
of some air carriers and freight fi
freight at various handoffs that o
shipper to the point when it is lo;
weaknesses in this program coul

Airport Security Gets Another 'F’

LOS ANGELES, Sept. 3, 2002

i 2
(HD> Screeners Flunk CBS Test

{CBS) In January and February, C
went undercover fo test security ¢
American airports. Ye took lead-
hags, which block X-rays, througl
checkpaints

Stewe Elson, who used to test ch
security for the Federal Aviation
Administration, helped us with o1

“ywhen the bag goes through the
there's a big black blob," says EI:

(Phota: CBSIAP) They'te impassible to miss and

AIRPORT PASSENGER SCREENING
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just continually Ietit go”

SCUCTENS
— Screenets could not clearly seet

ey

Screeners in Atlanta and
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didn’t check
bags six mc
again they n
this time.

FAA or the Transportation Secur
responsibility for ensuring air ca
key recommendations and mand
since 1990 by numerous governn
the air caran industre develoned

Security on US domestic flights i

By BBC MNews Online's St
Matthews

s airline security has suff
breach in histary.

At least four separate tea
boarded planes and hijack
hours of each other.

BuUt security experts say
the terrorists had been
presented with virtually
an open goal,

Security on US domestic
flights is so relaxed that

in our carr-ons and should have
gton US airport security under fire

Unle agh the marketplace to strengthen airport security. The
zocialistic solution of federaliving atport-security wotkers will deny
us the creativity we need to fight terrorists. Only by wilizing the
constant competition that the free market provides can we protect
Ametica's shkies.

Computer networks have to endure incessant attacks from hackers.
Network providers have to continually strengthen their defenses to
ward off new types of agsaults. Hackers have consequently
ittcreased computer secutity and have made the U5, more resistant to
terrorist cybet-attacks. Computer secutity is not provided by the
government, but rather bir a marketplace that punishes any firm that
can't protect its electrondc assets. America's aitplanes should be
protected by a similar free market approach.
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rport Security Issues

of 11 September 2001 has made security an exitemely high priority
ound the world. Alihough there has been an inerease in the level
the advice on this page should provide an averview of what lo
g through many of the world's aiports

SPECIAL REPORT

THE STERILE AIRPORT

Mear-total airport security is possible,
Technologies are in sight o seal the laaks; spot
tha bad guys, find the bombs.

by Dan Tynan

1lzl2l2
AIRPORT SECURITY FOR THE 9/11 AGE
Recent dummy-weapon tests at airports show it's

still possible to gst guns through security, here's
how 3 super-secure sirpart would work,

we asked Isotec Inc, & Denver-based security
systerns design firm, to help us engineer an
airpart that would target terrarists withaut
gumming up passenger traffic. We alsa sought
input from Campubyne Carp., Viisage
Technology, General Defense Systerns, and other
companies that make and install security
equipment, In this exercise, money was no
object; safety was our anly cancern,

We set s target date of five years fram now. But
much of the technology i= svailsble, or will be
viry soon, The gesl: Every person, suery bag,
=nd all suppliss and squipmant in an sirport will
b tagged, tracked, and instantly locstabls,

V/A\N

savethis | emalthis  print this | mest popular H
1. CHECK-IN AND SECURE 1D

Initisl safeguards sppear s mils outsids the
airport. Scanners at tollbooth-like structures
alnnn arress rnads aim their [acer cranners at
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Background:

 Research has shown that in a group decision
making environment, members usually discount
any uniquely held information that gets shared
with the group.*

* This shared, uniquely held information typically

does not impact the final decision.

— “You can lead a group to information, but you can't
make it think.”

 Why is this true?

*Stasser et al



Hypothesis R

* (1) A group member already has a high
cognitive burden in processing the information
he has found.

* (2) Shared information from other members
usually arrives in an unprocessed form:
— "Here’s a relevant report you should read”

* (3) The new information is not integrated into the

decision process because it causes too great of
a cognitive burden.



Challenges h

* Improve the quality of group decision making by

— (1) enhancing the ability of each participant to
assess/evaluate their pool of disparate information
findings

— (2) simplifying the process by which participants
share uniquely held information

— (3) improving the process for integrating this shared
information into the on-going decision process and

— (4) developing information “drill down” capabilities so
that participants can quickly focus on the differing
subjective assessments that are causing lack of
decision consensus.



Approach o

* Exchange processed, subjective
assessment information:

— “Read this report” vs.

— “The originator of this report has high
credibility, the information is timely, backed up
by facts, is of high importance and has a
strong negative effect on use of option C”

 How do we encapsulate these subjective
assessments?
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Subjective conclusions from
each of the reports o
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=== need to be Abstracted from an Information Iltem?°*"

- Where does it|Fit?|

— i.e. which decision criteria/factor (e.g. cost, risk, etc.)?

» How good is the information|Qualityf?
— What is the Credibility of the source?
— How Timely is this information?
— How much Confidence do | have in the information?

 Whatis the‘ Effect/impactl of the information on the
criterion?
— Positive or Negative?

— Strong or Weak?

« Whatis thellmgortance |of this item relative to
other items?
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DCODE Solution: Convert IMPLICIT \ 4
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g subjective estimates into EXPLICIT estimates. ™%

SPECIAL REPORT

THE STERILE AIRPORT Credibility?
S:de‘?u‘?iiTiJ”t:;gL‘iffbi.ea'"‘e ELERGE) “ r I o I I n
Effect/Impact?
o HNESINEE + |
Importance?
o HNESINEE + |
Timeliness?
v NGNS + |

Encapsulate the scores into an icon (called an Information Object,
I0OB) that displays information quality, impact and importance

Effect/Impact: |sn_f0rmfatioln Irgpo(r1ta2ce:
S IRPORT 1Zz€e OT COoIlOor par (1, < Oor
/ 3 sections filled)

Qualitylof information ———ewwe—p

#68 CRED TIME CONF

I0OB
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DCODE Approach

* Improve the ability of both individual
and group decision makers to:

— Abstract
— Encapsulate

— Assess
— Share

...all decision relevant information items.



Information Tagging = —-

The EWall program is a highly efficient method of
displaying, organizing and sorting diverse information.

! E ft i pami e Ml w
1

i_'.'L'!E‘.“.",E"..‘!'_!'!'!. FH = '!.':-_'_-.".'_'."'.'.'."!".:...!:."'l fndlarr Sadw '-._.""":.."
5

Critical concept is translating each information item into
an EWall card, also called an Information Object (10B)
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DCODE enhances EWall capabilities by adding the
ability to:

assess, store and display a user’s

cognitive interpretation of the information,

specifically, the impact, importance and
quality of any decision-relevant information
item
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EWall & DCODE KA

*EWall: Architecture for the Abstraction, Encapsulation and Sharing of information.

Original Document EWall Icon

llllllll > O P o o lllllllll’ [ F s Fo

1] + hiannes
““‘ Typhoon 200 mi. o Typhoon 200 mi.
= o’ NE of Guam o NE of Guam
* o
“‘ Iy .
(1.5 x 2.0 in.) # Information
“ - = [ N .
s Object (I0B)

DCODE: Process for capturing and displaying the,(‘:ognitive assessments of
each infgrmation item (“what does this mean?”) .

L4
* L4

— The DCODE assessment “bar”

.............




“@2® DCODE/EWALL Example k4

Scenario: Rescue 3 Red Cross workers
from the Island of Drapo (insurrections)

Options: Use SEALs, Marines or the Army
Analysts: Baker, Jones, Smith

This is Jones, looking at the viability of the Seals option
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». Information Abstraction, v
Encapsulation and Assessment ~

San Diego

- Perform DCODE assmt. on
i | “Typhoon has IOBs that are retained
; ! ? | serious and 5 P @ for use/sharing in final
. | very negative mﬂn'";ﬂﬂm \ decision making. (Assessment)
- : effect on using NE of Guam  \
the Seals” \
\
\ Convert candidates

from original format
into EWall IOBs
W owE > P& e p— (Abstraction,
GreenPeace Taiwan bhacks off Typhoon 200 mi. En c ap su I atl On)

/7 demos in Haweaii island claim ME of Guam




DCODE Assessment
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Aug-17-04 1:59PM PST
Jones

Seadhank helo

Criteria

Catagony

Impact

Importance

onfidence Credilility

Timellness

Impactws Impotance
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Cognitive Assessment ==

The subjective assessments of each IOB are
converted into size and color coded icons.

Critaria Categony

| ]
Impact Importance

Impact vs Impotance

feglerce L SN S
(s A; P

&) £
| EonEe e
~ CEL
Rebels have land
3 Slider-bar mines
adjustments for
Information Quality Very negative

impact on SEALs,
High Importance

Impact ona COA

. Very Negative

Megative

Meutral

Positive

. Very Positive

Importance
Average

High

Very High
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|IOB Designs A

IOB design can be tailored to meet specific decision making requirements.

Picture/text

o Fo

Information Bar LA

pssessment N SEALS
Date Pug-17-04 2:23PMW PST
Author Jdones
S H-50

Keyword



GroupedlSorted DCODE IO%A“’“R

Optlon C

E|— Evaluated (DCODE) I0OBs

f Analyst(s)

The local police “swift and harse Several Unconfirmed In an unexpected

farce in Manila is punishment' was newspapers reports say that move, a leading

staying loyaltothe  theterm used by repm Iarge scale several Arrmy cleric for the

gu\rl despite President Malaga i P ﬁ, E‘l I}‘ F ﬁ, El I}‘ F"'?E? =

|3 ra @[z F F & &0 I Pl e I Pl e CT TPl evas

i i CT TPl evac Manila residents Repaorts ufnrmy Church comes

Local pollce stay President vows furious over loss defectors to out in support of
loyal to gowt to crush rebhels of water Rebels rebels

10’s ‘...retainfuse these items..”

%’l Data Collector(s) &J—}Create EWall IOBs
4 100s

Agents, Bots, Search Engines
f “...may be of interest..”

Pree oreEn Press @rweEs
e & rwes ok rosidents 7 F W £ Chwrch comes Japanwmns  Reports of day
3l pokct Presiion Nwious pe s Rebles by pass mumnm tmivts of danger  defeciors to
FRaadts Closed Vorpal 10 enet o crash e el U5 hase bt Rty

1000’s of possible relevant information sources




|OB Sorting

SPAWAR
A/

Systems Center
San Diego

EWall Workspace Yiew - Jones

Modules Help

=l

‘Wark Space
7 & o [F & e 7 & o 7 & o
I GEALs I L I SELs I GEALs
Coral reefs Rebels have trained as medics. | minimize contact
passible only at Stinger missiles. with enemy
high tide 5 mirange
7 & o 7 & Eo
o % &= o = [ S EALs [ ] Slf-’*ls
I SEALs ] SEALs SEALS are very morning of
Rebels have land 2 workers are cavert January 15
mines injured heawy foy
7 & E 7 & o
[F & o [F & [0 -:ISEAIS EI:DSENJ
I SEALs [T 13EALs 45 min from Night vision
High tide between || SEALS Need local shore to church capability
7-9 am or 8-10 pm translator
[F & o 7 & o
SEAls T JSEALs
[F & o F & =o
T T I15EALs [T 18EALs Navy Seahawk rebels have no
Enterprise 200 mi zodiac all w_laether night vision capah
east of church 7 man night
15 mph I @ Eo F @ B
SEALs I I 1%EALs
USS Enterprise DRAPO
has full medical topography
facilities
7 & o F & Eo
[ SEALs o 1 =T
Sunrise 6 am located on the
sunset 7 pm USS Enterprise.
[F & o
CTTIsEALs
West side of
Island in friendhy

hands

Sorting/organizing of completed IOBs are used to evaluate each COA



SPAWAR
A/

IOB Exchange

Group participants can exchange, incorporate or modify each other’s IOBs
(drag & drop)

Hile Moiiles  Help

SESE]
EIED 7 & = @ & IEEIED
[===L20 [ =28 (=== =T | o— e
helo can be heard 2 workers are DRAPO | High tide hetween
=L R for 5 Injuree! topograpiy || 7.8 am or 610 pm
Stnger s
& il range O & B (=[] rh ] & &
ETTsEAs & S=r=1 IR | o— e
T & -~ e Westshle of || SEALS Moed focal || located ontle || traimed as medics.
J:LW&-« ::ggzuw m&u AL sk i iy transkator VIS Endee s,
West sideof || SEALS Needlocal || located onine || rained as medics. hands:
Fsdand in friendly tramslator USS Enterprise.
e E
= G [ET W @ W
SR — | — s s | == (===
=T [ErT=] [FT- ] =T Caral teefs Rishetks haa: A5 min from Hight vision
e ISR i TEEESL=1 pPRE passible onbvat || Stinger missiles. | shore 10 church capability
Coral reefs Higgh T Detwirsten. A vl fra Hight wision Hilgh tidde 5 mid range
passibin onky s || 7.9 am or 840 pm | | shoreto charch capability
L il
- : - fais ST
Gw [F1 ) W oW e
== = (== =17 " Cstae [Ea=rt | Entarprise 200 mi || Rebels have land
Ertespitse 200 mi DRAPO el can be heard || Novy Seahewk RASLEL COS L
e of chachy Lopoqr apty Tor & mi all wand hey
night
[FET=T [cET=] DeEe [FEE=T]
Cess [S == I EEA [ =m0
Seatowk 184 bl hawn no e e contact Toiiac
mgih, range 325 || night vision capal wth ey 7 man
1, fuel i gir 15 mph

7.0 m or 840 pm

FEE [E A=
[===rh CIeas
DRAPO ks Can b hiard

Topirapty. Tor Gl
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Consensus Building o

Exchange/evaluation of the IOB pool permits focused discussion on
differing COA selections and results in quicker/better group decisions.

Lwall Workspace Yiew - Jnes =100 x| (= |
| 7 & B = & E IEEIED
= ST Easras s
s helo can be heard || 2workers are DRAPCH High tide between
& o . for 5 Injuree! topograpiy || 7.8 am or 610 pm
Primary 2 Ll
Infarmatian injurid
Source (TR =] (e =] O B (==
CTI%Es CrTseas EEEAL I
Fwon [T Westshle of || SEALS Moed focal || located ontle || traimed as medics.
Crrew [===pn Istand in ficndly transkator VIS Endee s,
West sida of || SEALS Newd local hands
Fsdand in friendly tramslator USS Enterprise,
i 7 = 510 \ # W G0 7w 2 W [0
& 11 SEAS SEMLs
=T [ErT=] [FT- ] =] Caral tiefs Rishetks haa: A5 min fram Hight vision
N EA LA LT isRas =R \\nassitée onhyat /| Stinger missiles. | shore to church capabiiity
Coral reefs Higgh e et A% ol frem Mgt wision High tide 5 md range
passitin ondy st || 7.0 am or 40 pm | | shore to chanch capabiliy
high tida
[FE1=0 [F=]]
. A -
FwEe [r) @ wE (]
TN LW oL L. ECmsas Enterprise 200 mi || Rebets have land
Ertespitse 200 mi DRAPO el can be heard || Novy Seahewk RASLEL COS L
wasl of chasch Lopoqr apty Tor & mi all wathey
TN night
[EE =] [FX = [FE=]) =]
Criess Crsems - [===p20 | T T S =101 x|
Seahawk 184 rehals hawm no alnimdz w contact Toiac
mgh, range rilght vision capab || wah anany 7 man Die pasitas < Hels
\_ i fuetin 15mph :ﬁf* = “SEAI s,,
BE D
L
Primary
Information
Source
[E=
» "
“Marines” S
"m
iy o
D&
L_____Es =
Coral reefs High tide between A5 min from.
pasaibin cebyat | | 7.0.8mor 840 pm | | shoe tn ctareh
o “SEALS”
[ 1= (=1 ] [EA=]
[===1LH [= =18 [S=artH
Ftprprtes 700 nd DRAPO ks Can b hiard
cast of charch topo gty Tad Sl
OEm GEm <23
(= == [===[ L=
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mph, rangn 05 with pnanmy
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CSU Experiment -

36 Subjects at Colorado State

Rank Order 3 companies in terms of a good
stock investment

— Standardized test used in other studies

Compare decision performance of subjects
who used |IOB subjective assessment color bar
(Effect and Importance) vs. those that did not.

. High and stabls
;;’;J:-Slwerneﬂ - D|d nOt use -..;.:'L.-.;;_. of Salés
Used Subjective Subjective

assessment assessment
F Fr & Ee

P 1T

&F walipg

@ P & &0
e
b
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Select the best company to invest in out of a
group of three.

Read a report about each company
— Profits, work force, CEO, new markets, etc.

Create |IOBs about each company

— Watched AVI videos on how to create and use I0OBs
and the DCODE options.

— Creation, layout, contents, DCODE options totally
under subjects control.

Make a final Rank Ordering of the 3 companies.
$ incentive for best performance



. T
Overview A

« 36 subjects participated

— 14 Females
— 22 Males

* 15 of the subjects used the DCODE color
bar option
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Use of Subjective Assessments —

Percent

60
50
40
30
20
10

12% over next 5
years

@ F ¥ &0
ST =]

/ &3 MINGQs

Ested Assmt
B No Assmt

wolume of Sales

Best Middle Worst
Used Assmt. N=15
Option Selection No Assmt. N=21

Experiment at Colorado State
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Concept of Operations: e

DCODE works with MIT’s Electronic Card Wall (Ewall) Program, which
provides a strong framework for the abstraction, encapsulation and

sharing of of decision relevant information items.

DCODE expands/enhances this capability by capturing, displaying and
sharing the subjective assessments a team member attaches to each
item. An Ewall card, with the attached DCODE assessments is referred to
as an Information Object (I0B)

|OBs compactly display physical data (reference link, originator, abstract,
time tag, etc.) as well as meta data (credibility of source, importance,
option impacted, timeliness, etc). This combination of information helps
individuals and teams consider the full range of pooled assessments
available on a topic, and to balance the diversity of viewpoints.

The critical feature of DCODE is its ability to capture, display and
share these subjective assessments.



