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OCTAVE-SV1.0 About This Document

About This Document

This document is Volume 3 of the OCTAVE-S Implementation Guide, a 10-volume handbook
supporting the OCTAV E-S methodology. This volume provides the detailed guidelines for
conducting an OCTAVE-S evaluation.

The volumes in this handbook are

e Volume 1. Introduction to OCTAVE-S— This volume provides a basic description of
OCTAVE-S and advice on how to use the guide.

e Volume 2: Preparation Guidelines— This volume contains background and guidance for
preparing to conduct an OCTAV E-S evaluation.

e Volume 3: Method Guidelines — This volume includes detailed guidance for each
OCTAVE-S activity.

e Volume 4: Organizational Information Workbook — This volume provides worksheets for
all organizational-level information gathered and analyzed during OCTAVE-S.

e Volume5: Critical Asset Workbook for |nformation — This volume provides worksheets
to document data related to critical assets that are categorized as information.

e Volume 6: Critical Asset Workbook for Systems — This volume provides worksheets to
document data related to critical assets that are categorized as systems.

e Volume 7: Critical Asset Workbook for Applications — This volume provides worksheets
to document data related to critical assets that are categorized as applications.

e Volume 8: Critical Asset Workbook for People — This volume provides worksheets to
document data related to critical assets that are categorized as people.

e Volume 9: Srategy and Plan Workbook — This volume provides worksheets to record the
current and desired protection strategy and the risk mitigation plans.

e Volume 10: Example Scenario — This volume includes a detailed scenario illustrating a
completed set of worksheets.
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OCTAVE-SV1.0 Abstract

Abstract

The Operationally Critical Threat, Asset, and Vulnerability Evaluation®™ (OCTAVE®)
approach defines a risk-based strategic assessment and planning technique for security.
OCTAVE is a self-directed approach, meaning that people from an organization assume
responsibility for setting the organization’s security strategy. OCTAVE-Sis avariation of the
approach tailored to the limited means and unique constraints typically found in small
organizations (less than 100 people). OCTAVE-Sisled by asmall, interdisciplinary team
(threeto five people) of an organization's personnel who gather and analyze information,
producing a protection strategy and mitigation plans based on the organization’s unique
operational security risks. To conduct OCTAV E-S effectively, the team must have broad
knowledge of the organization’s business and security processes, so it will be able to conduct
all activities by itself.

CMU/SEI-2003-HB-003 Volume 3 Vii



Abstract OCTAVE-SV1.0

viii CMU/SEI-2003-HB-003 Volume 3



OCTAVE-SV1.0 Introduction

Introduction

This document contains the Operationally Critical Threat, Asset, and Vulnerability Evaluation®
(OCTAVE®)-S method guidance. This volume provides detailed guidelines and some specific
examples for each activity in OCTAVE-S. A complete example showing the key worksheets and
resultsis provided in Volume 10 and can be used as an aid in understanding the method guidance.

The worksheets referred to in the guidance are all contained in Volumes 4 through 9 of this
handbook.

Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie Mellon
University.

OCTAVE isregistered in the United States Patent and Trademark Office by Carnegie Mellon
University.
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OCTAVE-SV1.0 Genera Activities

Activities Applicable to All Phases and
Processes

The following activities can occur during any phase or process of OCTAVE-S:

e Develop action list

. Document notes and recommendations

CMU/SEI-2003-HB-003 Volume 3 3
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OCTAVE-SV1.0 Develop Action List

Develop Action List

Develop Action List All Phases, All Processes, All Steps
Activity Worksheets Reference Worksheets
e Adction List (Vol. 9) * none

Background/Definitions

Action list —alist of near-term action items identified during OCTAVE-S activities

An action item is something that an organization intends to complete in the near term. Action items
generally don't require

e gpecialized training
e policy changes

e changesto roles and responsibilities

Instructions

During the evaluation, you will likely identify near-term actions that need to be completed. Asyou
identify an action item, document that action on the Action List Worksheet (Val. 9). Include the
following information for each action item:

e adescription of the action
e responsibility for completing the action
e adatefor completing the action

e any management actions that could help facilitate completion of the action

CMU/SEI-2003-HB-003 Volume 3
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OCTAVE-SV1.0 Document Notes and Recommendations

Document Notes and Recommendations

Document Notes and Recommendations All Phases, All Processes, All Steps
Activity Worksheets Reference Worksheets
*  Notes and Recommendations (Vol. 9) e none

Background/Definitions

Notes — background information that you believeis relevant to record (i.e., information that you
might want to refer to during a later activity)

Recommendations — ideas that you want to consider when you create mitigation plans or update
your protection strategy during Process 5

Instructions

1. During the evaluation, you will likely think of notes or recommendations that you want to
consider at alater time. Document each note or recommendation on the Notes and
Recommendations Worksheet (Vol. 9).

2. Before you begin each process, review the notes and recommendations to reset context.
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OCTAVE-SV1.0 Phase 1

Phase 1: Build Asset-Based Threat Profiles

Phase 1 isan evaluation of organizational aspects. During this phase, the analysis team defines
impact evaluation criteriathat will be used later to evaluate risks. It also identifies important
organizational assets and evaluates the current security practice of the organization. The team
completes all tasks by itself, collecting additional information only when needed. It then selects
three to five critical assets to analyze in depth based on relative importance to the organization.
Finally, the team defines security requirements and a threat profile for each critical asset. Table 1
illustrates the processes and activities of Phase 1.

Table 1: Processes and Activities of Phase 1

Phase Process Activity

Phase 1: Build Asset- Process S1: Identify Organizational S1.1 Establish Impact Evaluation Criteria
Based Threat Profiles Information

S1.2 Identify Organizational Assets

S1.3 Evaluate Organizational Security
Practices

Process S2: Create Threat Profiles S2.1 Select Critical Assets

S2.2 |dentify Security Requirements for
Critical Assets

S2.3 Identify Threats to Critical Assets

CMU/SEI-2003-HB-003 Volume 3 9
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Process S1: Identify Organizational Information

This process focuses on developing criteria for evaluating the impact of risks for the organization,
identifying the organization’s assets, and evaluating the organization’s security practices.
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OCTAVE-SV1.0

S1.1: Establish Impact Evaluation Criteria

S1.1 Establish Impact Evaluation Criteria

Activity S1.1: Establish Impact Evaluation Criteria Phase 1, Process S1, Step 1
Activity Worksheets Reference Worksheets
*  Impact Evaluation Criteria (Vol. 4) * none

Background/Definitions

I mpact — the effect of athreat on an organization’s mission and business objectives

Impact value — a qualitative measure of a specific risk’simpact to the organization (high, medium,

or low)

Impact evaluation criteria—a set of qualitative measures against which each risk’s effect on an
organization's mission and business objectivesis evaluated. Impact eval uation criteria define ranges
of high, medium, and low impacts for an organization.

Instructions

Step 1

1. Define aqualitative set of measures (impact evaluation criteria) against which you will be able
to evaluate arisk’s effect on your organization’s mission and business objectives. Document
your criteria on the Impact Evaluation Criteria Worksheet (Vol. 4). At a minimum, consider the
following impact areas:

reputati on/customer confidence
life/health of customers
fines/legal penalties

financial

productivity

other (e.g. Administrative actions such as audits and downsizing)

Fill in any blanksin the criteriato make them meaningful to your organization. Y ou can also
change the words provided or add additional words as necessary.

Note: Within each impact area, there is an option entitled “other” to insert a unique set of

criteria.

Thereisaso an impact area entitled “other” available for new or unique impact areas.

2. Cross out any impact areas that do not apply to your organization on the Impact Evaluation
Criteria Worksheet (Vol. 4).

CMU/SEI-2003-HB-003 Volume 3 11
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OCTAVE-SV1.0 S1.2: Identify Organizational Assets

S1.2 Identify Organizational Assets

Activity S1.2: | dentify Organizational Assets Phase 1, Process S1, Step 2
Activity Worksheets Reference Worksheets
e Asset Identification (Vol. 4) * none

Background/Definitions

Asset — something of value to the enterprise. Information technology assets are the combination of
logical and physical assets and are grouped into specific classes (information, systems, services and
applications, people).

Asset categories

» information — documented (paper or electronic) data or intellectual property used to meet
the mission of an organization

* systems— acombination of information, software, and hardware assets that process and
store information. Any host, client, or server can be considered a system.

»  services and applications — software applications and services (operating systems, database
applications, networking software, office applications, custom applications, etc.) that
process, store, or transmit information

* people— the peoplein an organization who possess unique skills, knowledge, and
experience that are difficult to replace

In an information security risk evaluation, assets should be linked to information in some way.

Instructions

Step 2

1. Thefirst page of the Asset | dentification Worksheet (Vol. 4) focuses on systems, information,
and services and applications. Consider the following questions:

*  What systems do people in your organization need to perform their jobs?
*  What information do people in your organization need to perform their jobs?

*  What applications and services do people in your organization need to perform their
jobs?

e What other assets are closely related to these assets?
Identify assets in your organization, and document them on the first page of the worksheet.

Note: Each row in the worksheet contains assets that are related. In addition, you may record
an asset in more than one row.

(continued on next page)
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Guidelines
Activity S1.2: | dentify Organizational Assets (cont.) Phase 1, Process S1, Step 2
Activity Worksheets Reference Worksheets
e Asset Identification (Vol. 4) * none
Instructions
Step 2 (cont.)

2. Thethird page of the Asset |dentification Worksheet (Vol. 4) focuses on people. Consider the
following questions:

e Which people have a specia skill or knowledge that is vital to your organization and
would be difficult to replace?

e What aretheir specia skills or knowledge?
e Which systems do these people use?
e Which other assets do these people use (i.e., information, services, or applications)?

Identify people assets in your organization, and document them on the third page of the
worksheet.

Note: Y ou might find yourself iterating between these pages. Make sure that you are as
compl ete as possible and that you document all relevant relationships among assets.

14 CMU/SEI-2003-HB-003 Volume 3




OCTAVE-SV1.0 S1.3: Evaluate Organizational Security Practices

S1.3 Evaluate Organizational Security Practices

Activity S1.3: Evaluate Organizational Security Practices Phase 1, Process S1, Steps 3-4
Activity Worksheets Reference Worksheets
*  Security Practices (Vol. 4) * none

Background/Definitions

A security practice survey enables an analysis team to eval uate the extent to which security practices
are reflected in the way its organization manages security.

Security practices — actions that help initiate, implement, and maintain security within an enterprise

Organizational vulnerabilities — weaknesses in organizational policy or practice that can result in
unauthorized actions

Catalog of practices— acollection of good strategic and operational security practices that an
organization can use to manage its security

Strategic practices — security practices that focus on organizational issues at the policy level. They
include business-related issues as well as issues that require organization-wide plans and
participation.

Operational practices— security practices that focus on technology-related issues. They include
issues related to how people use, interact with, and protect technology on a day-to-day basis.

Stoplight status— how well an organization is performing in a security practice area. The following
colors are assigned to an area based on perceived performance in that area:

e Green—Theorganization is performing the security practicesin the areavery well; thereis
no real need for improvement.

e Yellow —The organization is performing the security practices to some extent; thereis
room for improvement.

* Red-—-Theorganization is not performing the security practicesin the area; thereis
significant room for improvement.

The following security practice areas are evaluated in OCTAVE-S.

Strategic Practice Areas Operational Practice Areas
1. Security Awareness and Training 7. Physical Access Control
2. Security Strategy 8. Monitoring and Auditing Physical
3. Security Management Security
4. Security Policies and Regulations 9. System and Network Management
5. Collaborative Security Management 10. Monitoring and Auditing IT Security
6. Contingency Planning/Disaster Recovery | 11. Authentication and Authorization
12. Vulnerability Management
13. Encryption
14. Security Architecture and Design
15. Incident Management

(continued on next page)
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S1.3: Evaluate Organizational Security Practices OCTAVE-SV1.0

Activity S1.3: Evaluate Organizational Security Practices (cont.) Phase 1, Process S1, Steps 3-4
Activity Worksheets Reference Worksheets
e Security Practices (Vol. 4) * none
Instructions
Step 3a

Review the statements in each security practice area on the Security Practices Worksheet (Vol. 4)
and answer the following question:

*  Towhat extent isthis statement reflected in your organization?
Circle the best response from the following options:
«  Very much — The statement represents the current practice in the organization.

«  Somewhat — The statement partially represents the current practice in the organization.
Some aspects of the statement do not represent current practice in the organization.

« Not at all — The statement does not represent the current practice in the organization at all.

If you do not know whether a statement reflects security practice in your organization, do not circle
any of the responses.

Step 3b

As you complete the survey questions, consider the following questions:
e What isyour organization currently doing well in this area?
e What isyour organization currently not doing well in this area?

The first question focuses on current security practices used by your organization, while the second
centers on organizational vulnerabilities present in your organization.

Record examples of security practices and organizational vulnerabilities relevant to each security
practice area.

Step 4

After completing Steps 3a and 3b, assign a stoplight status to each security practice area. The
stoplight status should reflect how well you believe your organization is performing in each area.
Use the following stoplight definitions as a guide:

e Green— The organization is performing the security practicesin the areavery well; thereis
no real need for improvement.

e Yellow—The organization is performing the security practices to some extent; there is room
for improvement.

e Red-Theorganization is not performing the security practicesin the areg; there is
significant room for improvement.

(continued on next page)
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OCTAVE-SV1.0 S1.3: Evaluate Organizational Security Practices

Activity S1.3: Evaluate Organizational Security Practices (cont.) Phase 1, Process S1, Steps 3-4
Activity Worksheets Reference Worksheets
e Security Practices (Vol. 4) * none

Instructions (cont.)

Action Items, Notes, and Recommendations

1. Document all action items you identified during Process S1 on the Action List Worksheet (Vol.
9).

Include the following information for each action item:
e adescription of the action
« responsibility for completing the action
e adatefor completing the action
e any management actions that could help facilitate completion of the action

2.  Document notes relevant to the activities in Process S1 on the Notes and Recommendations
Worksheet (Val. 9).

3. Document all recommendations from Process S1 that you want to consider during Process S5 on
the Notes and Recommendations Worksheet (Vol. 9).

CMU/SEI-2003-HB-003 Volume 3 17
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OCTAVE-SV1.0

Process S2: Create Threat Profiles

Process S2

This process focuses on sdlecting critical assets from those previoudly identified, identifying

security requirements for those assets, and identifying threats to those critical assets.

CMU/SEI-2003-HB-003 Volume 3

19



Process S2

OCTAVE-SV1.0

20

CMU/SEI-2003-HB-003 Volume 3



OCTAVE-SV1.0

S2.1 Select Critical Assets

Activity S2.1: Select Critical Assets

S2.1: Select Critical Assets

Phase 1, Process S2, Steps 5-9

Activity Worksheets

Critical Asset Selection (Vol. 4)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Reference Worksheets

o Asset Identification (Vol. 4)

Background/Definitions

Critical assets—the most important assets to an organization. The organization will suffer alarge
adverse impact if

» acritical asset is disclosed to unauthorized people
* acritical asset is modified without authorization
e acritical asset islost or destroyed

* accessto acritical asset isinterrupted

Instructions

Note: Before you begin Process S2, review any notes and recommendations that you recorded on the
Notes and Recommendations Worksheets (Vol. 4) during Process S1. These notes and
recommendations could be relevant to the activities that you will conduct during Process S2.

Step 5

Review the assets that you recorded on the Asset |dentification Worksheet (Vol. 4) and consider the
following questions:

»  Which assets would have alarge adverse impact on the organization if one or more of the
following occurred:

— Theasset or assets were disclosed to unauthorized people.
— Theasset or assets were modified without authorization.
— The asset or assets were lost or destroyed.

— Accessto the asset or assets was interrupted.

Asyou consider the questions, think about the few information-related assets that are most essential
to meeting the organization's mission or achieving its goals and objectives.

Record up to five critical assets on the Critical Asset Selection Worksheet (Vol. 4). Also record any
relevant notes about each asset.

Note: Completing the “Notes’ column is optional. Also, the numbers on the worksheet are not meant
to indicate priority order.

(continued on next page)
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S2.1: Select Critical Assets

Activity S2.1 Select Critical Assets (cont.)

OCTAVE-SV1.0

Phase 1, Process S2, Steps 5-9

Activity Worksheets
e Critical Asset Selection (Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Reference Wor ksheets

e Asset Identification (Vol. 4)

Instructions (cont.)

Step 6
Start a Critical Asset Workbook (Vol. 5-8) for each critical asset.

Note: Each category of critical asset (systems, information, applications, peopl€e) has a unique
Critical Asset Workbook (Vol. 5-8). The contents are similar for each Critical Asset Workbook, but
the questions are worded slightly differently depending on asset category. Make sure that you select
the appropriate volume for each critical asset.

Record the name of each critical asset on its Critical Asset |nformation Worksheet located in the
appropriate Critical Asset Workbook (Val. 5-8).

Step 7

Document your rationale for selecting each critical asset on that asset’s Critical Asset Information
Worksheet (Vol. 5-8).

Consider the following question:
e Why isthisasset critical to the organization?

Step 8

Record a description for each critical asset on that asset’s Critical Asset Information Worksheet
(Val. 5-8).

Consider the following questions:
*  Who usesthe asset?
* Whoisresponsible for the asset?

Step 9

Record assets that are related to each critical asset on that asset’s Critical Asset Information
Worksheet (Vol. 5-8). Refer to the Asset I dentification Worksheet (Vol. 4) to determine which assets
are related to each critical asset.

Consider the following question:

*  Which assets are related to this asset?

22
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OCTAVE-SV1.0 S2.2: |dentify Security Requirements for Critical Assets

S2.2 Identify Security Requirements for Critical Assets

Activity S2.2: | dentify Security Requirementsfor Critical Assets Phase 1, Process S2, Steps 10-11

Activity Worksheets Reference Worksheets

*  Critical Asset Information in appropriate Critical | «  none
Asset Workbook (Vol. 5-8)

Background/Definitions

Security requirements — statements describing the qualities of information-related assets that are
important to an organization. Typical security requirements are confidentiality, integrity, and
availability.

Confidentiality — the need to keep proprietary, sensitive, or personal information private and
inaccessible to anyone who is not authorized to see it

I ntegrity — the authenticity, accuracy, and completeness of an asset
Availability —when or how often an asset must be present or ready for use

Note: Security reguirements within OCTAVE-S focus on what the requirements should be for an
asset, not what they currently are.

Instructions

Step 10

1. Record the security requirements for each critical asset on that asset’s Critical Asset Information
Worksheet (Vol. 5-8).

Note: Security requirements focus on what the requirements should be for an asset, not what
they currently are.

Consider the following question:
. What are the security requirements for this asset?

A statement for each category of security requirements is presented on the Critical Asset
Information Worksheset (Vol. 5-8). |If acategory is applicable for acritical asset, mark an ‘X’ in
the box next to that category.

2. Complete the security requirement for each applicable category for acritical asset. At a
minimum, fill in the blanks provided.

Y ou can change the words provided or add additional words as necessary.

Note: A category entitled “other” is provided for additional security requirements that do not fall
into the categories of confidentiality, integrity, and availability.

Step 11

For each critical asset, record the most important security requirement on that asset’s Critical Asset
Information Worksheet (Vol. 5-8) by marking an ‘X’ in the box next to the category of security
requirements that is most important for that asset.

Consider the following question:

. Which security requirement is most important for this asset?
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OCTAVE-SV1.0 S2.3: Identify Threatsto Critical Assets

S2.3 Identify Threats to Critical Assets

Activity S2.3: Identify Threatsto Critical Assets Phase 1, Process S2, Steps 12-16

Activity Worksheets Reference Worksheets

* Risk Profilein appropriate Critical Asset *  Threat Trandation Guide in appropriate Critical
Workbook (Vol. 5-8) Asset Workbook (Vol. 5-8)

Background/Definitions

Threat — an indication of a potential undesirable event. A threat refersto a situation in which a
person could do something undesirable (an attacker initiating a denial-of-service attack against an
organization's email server) or anatural occurrence could cause an undesirable outcome (afire
damaging an organization’'s information technology hardware).

Threat profile—astructured way of presenting arange of threatsto acritical asset. Threatsin the
profile are grouped according to the source of the threat.

Generic threat profile —acatalog of threats that contains a range of all potential threats under
consideration. The generic threat profile is a starting point for creating a unique threat profile for
each critical asset.

Threats are represented using the following properties:
e Asset — something of value to the enterprise

« Access—how the asset is accessed by an actor (network access, physical access). Access
applies only to human actors.

e Actor —who or what may violate the security requirements (confidentiality, integrity,
availability) of an asset

* Motive—theintent of an actor (e.g., deliberate or accidental). Motive applies only to human
actors.

e Outcome —the immediate result (disclosure, modification, destruction, loss, interruption) of
violating the security requirements of an asset

In OCTAVE-S, threats are represented visually in atree structure, often referred to as a threat tree.
Thereisone threat tree for each of the following categories of threat source:

Category Definition

Human actors The threatsin this category are network-based threats to an organization’s
using network critical assets. They require direct action by a person and can be deliberate
access or accidental in nature.

Human actors Thethreatsin this category are physical threats to an organization’s critical
using physical assets. They require direct action by a person and can be deliberate or
access accidental in nature.

System problems | The threats in this category are problems with an organization’ s information
technology systems. Examples include hardware defects, software defects,
malicious code (e.g., viruses), and other system-related problems.

Other problems Thethreatsin this category are problems or situations that are outside the
control of an organization. This category of threatsincludes natural disasters
(e.0., floods, earthquakes) and interdependency risks. Interdependency risks
include the unavailability of critical infrastructures (e.g., power supply).

(continued on next page)
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Activity S2.3: Identify Threatsto Critical Assets (cont.) Phase 1, Process S2, Steps 12-16
Activity Worksheets Reference Worksheets
e Risk Profilein appropriate Critical Asset e Threat Trandation Guide in appropriate Critical
Workbook (Vol. 5-8) Asset Workbook (Val. 5-8)
Instructions

Note: Each category of critical asset (systems, information, applications, people) has a unique Risk
Profile Worksheet. Y ou will find it in the Critical Asset Workbook (Vol. 5-8) for that asset category.

Note: Y ou will complete only selected parts of the Risk Profile Worksheet (Steps 12-16) during this
activity. You will complete the remaining parts (Steps 22, 24, 26, and 27) later in the evaluation.

Step 12

Note: If you have difficulty interpreting athreat on any threat tree, review the description and
examples of that threat in the Threat Translation Guide (Vol. 5-8).

1. Select the appropriate worksheet for each critical asset.
Note: The following four trees apply to systems, information, and services and applications:
e human actors using network access
«  human actors using physical access
e system problems
e other problems
Note: Only one tree applies to people: other problems.

2. Complete all appropriate threat trees for each critical asset. When marking a threat tree, consider
the following questions:

«  For which branchesis there a non-negligible possibility of athreat to the asset? Mark
these branches on the tree.

«  For which of the remaining branchesis there a negligible possibility or no possibility
of athreat to the asset? Do not mark these branches.

Note: Make sure to mark athreat if thereis even aremote possibility that a threat could occur.
Y ou will have the opportunity to accept the threat later in the evaluation. Right now, you should
look at the widest range of possible threats.

(continued on next page)
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Activity S2.3: Identify Threatsto Critical Assets (cont.) Phase 1, Process S2, Steps 12-16

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset e Threat Trandation Guide in appropriate Critical
Workbook (Vol. 5-8) Asset Workbook (Val. 5-8)

Instructions (cont.)

Step 13
Note: Y ou complete this step only for the following categories of threat:

*  human actors using network access
«  human actors using physical access
In this step, you provide additional details about the following actor-motive combinations:
e insdersacting accidentally
e insdersacting deliberately
e outsiders acting accidentally
e outsiders acting deliberately

1. Asyou complete threat trees for human actors using network access, consider the following
question:

*  Which actors pose the biggest threats to this asset via the network?

Record specific examples of threat actors on the Risk Profile Worksheet (Vol. 5-8) for each
applicabl e actor-motive combination.

2. Asyou complete threat trees for human actors using physical access, consider the following
question:

e Which actors pose the biggest threats to this asset via physical means?

Record specific examples of threat actors on the Risk Profile Worksheet (Vol. 5-8) for each
applicable actor-motive combination.

(continued on next page)
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Activity S2.3: Identify Threatsto Critical Assets (cont.)

Phase 1, Process S2, Steps 12-16

Activity Worksheets

e Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Reference Wor ksheets

Threat Trand ation Guide in appropriate Critical
Asset Workbook (Val. 5-8)

Instructions (cont.)

Step 14

Note: Y ou complete this step only for the following categories of threat:

*  human actors using network access

«  human actors using physical access

In this step, you provide additional details about the following actor-motive combinations:

e insdersacting deliberately

e outsiders acting deliberately

1. Consider the following question for both actor-motive combinations:

How strong is the actor’s motive?

Y ou are estimating highest motive strength based on the specific actors you identified during

Step 13.
Mark an

‘X’ in the box next to the best response from the following options:

High — The actor is focused on attacking your organization, has very defined goals, is
specifically targeting the critical asset, will apply extraordinary means to attack the
critical asset, and will go to extraordinary lengths to ensure success.

Medium- The actor is focused on attacking your organization, has general goals, is
targeting arange of assetsin your organization, has limits on the means that will be
applied to attack the critical asset, and has an explicit or implicit exit strategy defining
when to abandon the attack.

Low— The actor isfocused on attacking an organization (not necessarily yours), does
not have specific goals, is targeting any asset that can be attacked easily, will apply
limited means to the attack, and will quickly abandon the attack if success doesn’t
proveto be easy.

(continued on next page)
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Activity S2.3: Identify Threatsto Critical Assets (cont.) Phase 1, Process S2, Steps 12-16

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset e Threat Trandation Guide in appropriate Critical
Workbook (Vol. 5-8) Asset Workbook (Val. 5-8)

Instructions (cont.)

Step 14 (cont.)

2. Consider the following question for each estimate of motive strength:

* How confident are you in this estimate?
Mark an ‘X’ in the box next to the best response from the following options:

e Very-—You have a considerable amount of objective datarelated to your estimate. Any
reasonable person reviewing the objective data would reach the same conclusion.

e Somewhat — Y ou have alimited amount of objective datarelated to your estimate. A
reasonable person would need to make key inferences and assumptions to reach the
same conclusion. However it islikely that a reasonable person would arrive at the same
conclusion.

* Not at all —You havelittle or no objective datarelated to your estimate. A reasonable
person could arrive at a different conclusion because there are little or no objective data
upon which to base the estimate.

Step 15

Note: Complete this step for al categories of threat.

1. Consider the following question for each active threat:
«  How often hasthis threat occurred in the past?

Review any objective data that you might have (e.g., logs, incident data) as well as subjective
data (what people on the analysis team or people in your organization recall). Fill in the blanks
in the following statement for each threat:

. timesin years

(continued on next page)
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Activity S2.3: Identify Threatsto Critical Assets (cont.)

Phase 1, Process S2, Steps 12-16

Activity Worksheets

e Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Reference Wor ksheets

Threat Trand ation Guide in appropriate Critical
Asset Workbook (Val. 5-8)

Instructions (cont.)

Step 15 (cont.)
2. Consider the following question for each estimate of threat history:

Step 16

This step provides additional context where appropriate. Give examples, or scenarios, of how
specific threats could affect the critical asset. Record additional context and areas of concern for
each source of threat.

How accurate are the data?

Mark an ‘X’ in the box next to the best response from the following options:

Very — Y ou have a considerable amount of objective datarelated to your estimate. Any
reasonable person reviewing the objective data would reach the same conclusion.

Somewhat — Y ou have a limited amount of objective datarelated to your estimate. A
reasonable person would need to make key inferences and assumptions to reach the
same conclusion. However it islikely that a reasonable person would arrive at the same
conclusion.

Not at all — Y ou have little or no objective data related to your estimate. A reasonable
person could arrive at a different conclusion because there are little or no objective data
upon which to base the estimate.

Action Items, Notes, and Recommendations

Document all action items that you identified during Process S2 on the Action List Worksheet

Document notes relevant to the activities in Process S2 on the Notes and Recommendations

1
(Vol. 9).
Include the following information for each action item;
e adescription of the action
» responsibility for completing the action
» adate for completing the action
* any management actions that could help facilitate completion of the action
2.
Worksheet (Val. 9).
3.

Document all recommendations from Process S2 that you want to consider during Process S5 on
the Notes and Recommendations Worksheet (Vol. 9).
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Phase 2: Identify Infrastructure
Vulnerabilities

During this phase, the analysis team conducts a high-level review of the organization’s computing
infrastructure, focusing on the extent to which security is considered by maintainers of the
infrastructure. The analysis team first analyzes how people use the computing infrastructure to
access critical assets, yielding key classes of components as well aswho is responsible for
configuring and maintaining those components.

The team then examines the extent to which each responsible party includes security inits
information technology practices and processes. The processes and activities of Phase 2 are
shown in Table 2.

Table 2: Processes and Activities of Phase 2

Phase Process Activity

Phase 2: Identify Process S3: Examine Computing | S3.1 Examine Access Paths

Inf rastrucftL'Jr'e I nf-r?structure in Relation to S3.2 Analyze Technol ogy-Rel ated
Vulnerabilities Critical Assets Processes
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Process S3: Examine the Computing Infrastructure in
Relation to Critical Assets

This process focuses on examining access paths in the infrastructure for the critical assets and
then analyzing the technol ogy-related processes associated with the infrastructure.
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S3.1 Examine Access Paths

Activity S3.1: Examine Access Paths

S3.1: Examine Access Paths

Phase 2, Process S3, Steps 17-18

Activity Worksheets

*  Network Access Pathsin appropriate Critical
Asset Workbook (Vol. 5-8)

Reference Worksheets

o Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Background/Definitions

Networ k access paths —ways in which systems, devices, information, or services can be accessed

viaan organization’s network

System of interest — the system or systems that are most closely linked to a critical asset, for

example:
* the system where the asset “lives’

» the system where you would go to get an “official” copy of the asset

* the system that gives legitimate users access to a critical asset

« thesystemthat gives athreat actor accessto acritical asset

K ey classes of components — categories of devices and networks used to access a system of interest.
These devices and networks are either part of or related to a system of interest. When legitimate
users access a critical asset, they access components from these classes. Threat actors also access
components from these classes when the actors deliberately target a critical asset.

Access points— interfaces that directly or indirectly allow accessto a system of interest. These
interfaces are grouped according to the following categories:

»  components of the system of interest

e system access by people

e intermediate access points

«  other interfaces and data storage locations

e other systems

System access by people — types of components that people (e.g., users, attackers) use to access a
system of interest. These components constitute access points that can originate internally or
externally to an organization’s systems and networks.

I nter mediate access points — networks used to transmit information and applications from the

system of interest to people

Data stor age locations — additional types of components used to store critical information or
provide data support services related to a system of interest (e.g., storage devices used to back up

information stored on a system of interest)

Other systems and components — systems that access critical information or services from a
system of interest; also, other classes of components that can be used to access critical information

or applications from the system of interest

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.) Phase 2, Process S3, Steps 17-18

Activity Worksheets Reference Wor ksheets

*  Network Access Pathsin appropriate Critical e Critica Asset Information in appropriate
Asset Workbook (Vol. 5-8) Critical Asset Workbook (Vol. 5-8)

Background/Definitions (cont.)

The standard classes of components considered in OCTAVE-S are described in the table below:

Component Class Description

Servers hosts within your information technology infrastructure that
provide information technology services to your organization

Internal networks interconnectivity that links computers and systems. Internal
networks are maintained by people within your organization

On-site workstations hosts on your networks that staff members use to conduct
business
Laptops portable PCs that staff members use to access information

remotely via your organization's networks

PDA/wireless Devices (such as PDAS, cell phones, and wireless access points)
components that staff members may use to accessinformation (e.g., email)
Other systems systems, processes, and/or applications that access critical

information or services from a system of interest. Itemsin this
category link to or use content from the system of interest in

some manner.
Storage devices devices where information is stored, often for backup purposes
External networks interconnectivity that links computers and systems. External

networks are not part of your organization’s networks (e.g., the
Internet) or are managed for your organization by an external

organization.
Home/external devicesthat staff members and individual s outside of your
workstations organization use to access information remotely via your

organization’s networks

Others any other type of device that could be part of your threat
scenarios, but does not fall into the above classes

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.)

S3.1: Examine Access Paths

Phase 2, Process S3, Steps 17-18

Activity Worksheets

*  Network Access Pathsin appropriate Critical
Asset Workbook (Vol. 5-8)

Reference Wor ksheets

e Critica Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Instructions

Note: Before you begin Process S3, review any notes and recommendations that you recorded on the
Notes and Recommendations Worksheet (Vol. 9) during previous processes. These notes and
recommendations could be relevant to the activities that you will conduct during Process S3.

Complete the stepsin this activity for each critical asset that is subject to network-based threats.

OCTAVE-S requires you to perform a cursory examination of how you access critical assetsvia
your organization’s networks as well as the extent to which security is considered when configuring
and maintaining your organization’s computers and networks. If you find that your analysisteamis
unable to perform Activity S3.1, the members of the team might not possess the necessary skills for
the activity and you may need to augment the team’s skill set for Activity S3.1. If you do not have
anyone within your organization with the appropriate skills for the activity, record a note indicating
that the organization lacks people with a basic understanding of computer networking on the Notes
and Recommendations Worksheet (Vol. 9). If appropriate, you can also record a recommendation for
addressing the situation.

Step 17

First, you need to establish the system(s) that is most closely linked to acritical asset. Y ou should
think about where the asset “lives,” where you would go to get an “official” copy of the asset, the
system that gives legitimate users accessto a critical asset, and the systems that a threat actor would
target to access a critical asset.

Consider the following question:

e  Which system or systems are most closely linked to the critical asset? On which
system(s) is the critical asset stored and processed?

Y ou could identify multiple systems of interest for acritical asset. Try to narrow the list to the
“official” source for the asset.

Record the name(s) of the system(s) of interest on the Network Access Paths Worksheet (Vol. 5-8).
Note: If you are analyzing a systems asset, the system of interest is the system itself.

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.) Phase 2, Process S3, Steps 17-18

Activity Worksheets Reference Wor ksheets

*  Network Access Pathsin appropriate Critical e Critica Asset Information in appropriate
Asset Workbook (Vol. 5-8) Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 18a

1. When you examine access paths, you first establish which components are part of the system of
interest. Consider the following question:

e Which of the following classes of componentsis part of the system of interest?

After considering the question, mark an ‘X’ in each box next to each appropriate response in the
“System of Interest” area on the Network Access Paths Worksheet (Vol. 5-8). Y ou are presented
with the following options:

e sErvers
e internal networks
e oOn-site workstations
e Others
If you select “others,” be sureto list specific classes of components.

2. When you select akey class of components, document any relevant subclasses or cite specific
examples when appropriate. For example, if you select “on-site workstations,” you might find it
necessary to further refine the designation based on classes of users. Thus, if workstations are
configured differently based on how they are used, you could determine that “on-site
workstations” includes two subclasses of workstations: staff and management.

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.) Phase 2, Process S3, Steps 17-18

Activity Worksheets Reference Wor ksheets

*  Network Access Pathsin appropriate Critical e Critica Asset Information in appropriate
Asset Workbook (Vol. 5-8) Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 18b
1. Determine how information and applications from the system of interest is transmitted to people

who access that system. Consider the following question:

e  Which types of components are used to transmit information and applications from the
system of interest to people?

Note: Y ou might decide that you need to first review the types of components used by people to
access the system of interest (Step 18c) before compl eting this step.

After considering the questions, mark an ‘X’ in each box next to each appropriate response in
the “Intermediate Access Points’ area on the Network Access Paths Worksheet (Vol. 5-8). You
are presented with the following options:

e internal networks
e external networks
e oOthers
If you select “others,” be sureto list specific classes of components.

When you select a key class of components, document any relevant subclasses or cite specific
examples when appropriate. For example, if you select “internal networks,” you might find it
necessary to further refine the designation if your organization maintains multiple networks.
Thus, you could determine that you need to account for two subclasses of internal networks:
network A and network B.

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.)

OCTAVE-SV1.0

Phase 2, Process S3, Steps 17-18

Activity Worksheets

*  Network Access Pathsin appropriate Critical
Asset Workbook (Vol. 5-8)

Reference Wor ksheets

e Critica Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 18c

1. Examine which components people use to access the system of interest. Consider the following

question:

e From which types of components can people (e.g., users, attackers) access the system

of interest?

Asyou review how people can access the system of interest, think about access points both
internal and external to your organization’s networks.

After considering the question, mark an ‘X’ in each box next to each appropriate response in the
“System Access by People” column area on the Network Access Paths Worksheet (Vol. 5-8).
Y ou are presented with the following options:

e oOn-siteworkstations

e laptops

e PDASg/wireless components
e home/external workstations

e oOthers

If you select “others,” be sureto list specific classes of components.

2. When you select akey class of components, document any relevant subclasses or cite specific
examples when appropriate. For example, if you select “on-site workstations,” you might find it
necessary to further refine the designation based on classes of users. Thus, if workstations are
configured differently based on how they are used, you could determine that “on-site
workstations” includes two subclasses of workstations: staff and management.

(continued on next page)
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Activity S3.1: Examine Access Paths (cont.) Phase 2, Process S3, Steps 17-18
Activity Worksheets Reference Worksheets
e Network Access Path in appropriate Critical e Critica Asset Information in appropriate

Asset Workbook (Vol. 5-8) Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 18d

1. Determineif any data storage locations are linked to information on the system of interest.
Consider the following question:

e Onwhich classes of components isinformation from the system of interest stored for
backup purposes?

After considering the questions, mark an ‘X’ in each box next to each appropriate response in
the “Data Storage Locations’ area on the Network Access Paths Worksheet (Vol. 5-8). You are
presented with the following options:

e storage devices
e others
If you select “others,” be sureto list specific classes of components.

2. When you select akey class of components, document any relevant subclasses or cite specific
examples when appropriate. For example, if you select “ storage devices,” you might find it
necessary to further refine the designation based on where different types of information are
backed up. Thus, you could determine that “storage devices’ includes two subclasses of
workstations. accounting backups and personnel information backups.

Step 18e

Finally, examine other systems and components that access information, services, or applications
from the system of interest. Consider the following questions:

e Which other systems access information or applications from the system of interest?

e  Which other classes of components can be used to access critical information or
applications from the system of interest?

After considering the question, record the names of applicable systems or components in the blanks
provided in the “ Other Systems and Components’ area on the Network Access Paths Worksheet
(Voal. 5-8). Mark an ‘X’ in each box next to afilled-in blank.
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S3.2 Analyze Technology-Related Processes

Activity S3.2: Analyze Technology-Related Processes Phase 2, Process S3, Steps 19-21

Activity Worksheets Reference Worksheets

* Infrastructure Review (Vol. 4) *  Network Access Path in Critical Asset
Workbook (Vol. 5-8)

Background/Definitions

The analysis focus shifts during Activity S3.2. During Activity S2.3, you performed analysis
activities from an asset perspective when you identified threats to critical assets. Likewise, during
Activity S3.1, you performed analysis activities from an asset perspective when you examined
access paths in relation to critical assets.

However, during Activity S3.2, rather than performing analysis activities from an asset perspective,
you now assume an infrastructure perspective. During this activity, you analyze the technol ogy-
related processes used when configuring and maintaining the computing infrastructure.

During Activity S3.2, you compile information for each class of component that you identified
during the previous activity. The information for each class includes

the critical assetsthat are related to each class
the party (or parties) responsible for maintaining and securing each class of components

the extent to which security is considered when configuring and maintaining each class of
components (very much, somewhat, not at all, don’t know)

how you determined the extent to which security is considered when configuring and
maintai ning each class of components (formal techniques, informal means, other)

any additional information, notes, and issues you want to record for each class

(continued on next page)
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Activity S3.2: Analyze Technology-Related Processes (cont.) Phase 2, Process S3, Steps 19-21
Activity Worksheets Reference Worksheets
e Infrastructure Review (Voal. 4) e Network Access Path in Critical Asset
Workbook (Vol. 5-8)
Instructions
Step 19a
1. Review the classes of components you identified for each critical asset during Activity S3.1 on

that asset’s Network Access Paths Worksheet (Vol. 5-8). In this step, you simply mark the path
to each class you selected in Steps 18a-18e. Consider the following question:

«  Which classes of components are related to one or more critical assets?

For each classthat is related to one or more critical asset, mark that path on the Infrastructure
Review Worksheset (Val. 4).

Recall that during Steps 18a-18e, you also documented relevant subclasses or cited specific
examples for each class when appropriate. For example, when you selected “on-site
workstations,” you might have found it necessary to further refine the designation based on
classes of users. Thus, if workstations are configured differently based on how they are used,
you might have determined that “ on-site workstations” includes two subclasses of workstations
related to a critical asset: staff and management. As you looked at other critical assets, you
might have identified additional subclasses.

Document any relevant subclasses or specific examples for each class, when appropriate, in the
space provided on the Infrastructure Review Worksheet (Vol. 4). If you have identified no
subclasses or examples for a given class, you can record “all” under that class to denote that
there are no variations or subclasses for that particular class of components.

Step 19b

1.

Now you are going to note which critical assets are related to each class of components. For
example, during the previous activity, you might have noted that “ on-site workstations’ were
part of or related to the systems of interest for three critical assets. In this step, you document
that information.

First, you need to transcribe the name of each critical asset to the Infrastructure Review
Worksheet (Vol. 4). At the top of Infrastructure Review Worksheet (under Step 19b) isan area
that is numbered from 1 through 5. This is the space where you should record the names of your
organization’s critical assets. Document the name of each critical asset in the spaces provided.

Consider the following question:
e Which critical assets are related to each class of components?

Refer to the Network Access Paths Worksheets (Vol. 5-8) for each critical asset and review the
information recorded under Steps 18a-18e. For each class you marked on the Infrastructure
Review Worksheet (Vol. 4) during Step 19a, record which critical assets are related to that class
by marking an ‘X’ in the boxes below the applicable asset names. If you identified specific
subclasses for aclass of component, be sure to denote which subclasses are related to which
critical assets.

(continued on next page)
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Activity S3.2: Analyze Technology-Related Processes (cont.) Phase 2, Process S3, Steps 19-21

Activity Worksheets Reference Worksheets

* Infrastructure Review (Vol. 4) *  Network Access Path in Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Step 20

Next, identify the party (or parties) responsible for maintaining and securing each class of
components. If you identified more than one subclass for any given class of components, you must
identify the party (or parties) responsible for maintaining and securing each subclass.

For each class you marked on the Infrastructure Review Worksheet (Vol. 4) during Step 193,
consider the following question:

«  Whoisresponsible for maintaining and securing each class of component?

Record the name of the party or parties responsible for maintaining and securing each class (or
subclass when applicable) of component on the Infrastructure Review Worksheet (Vol. 4).

Step 21

1. Determine how well you believe each class of componentsis currently being protected. If you
identified more than one subclass for any given class of components, you must determine how
well you believe each subclass is currently being protected. There could be variations in how
subclasses within the same class are protected, especially if a different party is responsible for
configuring and maintaining each subclass.

Consider the following question:

e Towhat extent is security considered when configuring and maintaining each class of
components?

Based on your answer to the question, mark an ‘X’ on the scale at the point that indicates how
much security is considered when configuring and maintaining each class of components. The
following points are provided on the Infrastructure Review Worksheet (Vol. 4) as references on
the scale:

¢ Very much — Y ou have a considerable amount of objective datarelated to your
estimate. Any reasonabl e person reviewing the objective data would reach the same
conclusion.

e Somewhat — Y ou have alimited amount of objective datarelated to your estimate. A
reasonable person would need to make key inferences and assumptions to reach the
same conclusion. However it islikely that a reasonable person would arrive at the same
conclusion.

e Not at all —You have little or no objective data related to your estimate. A reasonable
person could arrive at a different conclusion because there are little or no objective data
upon which to base the estimate.

e Don't Know — Y ou do not have enough experience and expertise to make a plausible
guess.

(continued on next page)
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Activity S3.2: Analyze Technology-Related Processes (cont.) Phase 2, Process S3, Steps 19-21

Activity Worksheets Reference Worksheets

e Infrastructure Review (Voal. 4) e Network Access Path in Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Step 21(cont.)

2. You should aso specifically note the sources for any data you used when determining the extent
to which security is considered when configuring and maintaining each class of components.

Consider the following question:

Mark an

How do you know?

‘X" in the box next to the best response to the above question from the following

options on the Infrastructure Review Worksheet (Val. 4):

Formal Techniques— Y ou employed rigorous data gathering and analysis techniques to
reach your conclusion. This can include atargeted vulnerability evaluation of the
computing infrastructure by experienced personnel, aformal audit of components by
qualified personnel, or any other formal evaluation/analysis technique. Provide any
additional information in the “Notes/Issues’ column when appropriate.

Informal Means— Y ou performed a cursory evaluation of the situation to reach your
conclusion. This caninclude avery limited vulnerability evaluation of the computing
infrastructure, alimited review or audit of components, or any other incomplete or ad
hoc technique. This can also include any rigorous data gathering and analysis
techniques performed by inexperienced personnel. Provide any additional information
in the “Noteg/Issues’ column when appropriate.

Other — Use this category to identify any other means you used to reach your
conclusion that does not fall into either of the above categories. Provide any additional
information in the “Notes/Issues’ column when appropriate.

Also document any other relevant notes or issues related to a component class in the space
provided on the Infrastructure Review Worksheet (Vol. 4) when appropriate.

(continued on next page)
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Activity S3.2: Analyze Technology-Related Processes (cont.) Phase 2, Process S3, Steps 19-21

Activity Worksheets Reference Worksheets

e Infrastructure Review (Voal. 4) e Network Access Path in Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Gap Analysis

Refine Phase 1 information based on the analysis of access paths and technology-related processes.
Perform the following tasks:

«  Update the Risk Profile Worksheet (Vol. 5-8) for each critical asset when appropriate. Mark

any additional branches of the threat treesif your Phase 2 analysis warrantsit (Step 12).
Document any additional context for each new branch you mark (Steps 13-16). Also look
for instances where you can revise existing areas of concern by adding additional details, or
where you can identify new areas of concern (Step 16).

*  Update the Security Practices Worksheet (Vol. 4) when appropriate. Revise your responses
to the survey questionsif your Phase 2 analysis warrantsit. Also look for instances where
you can revise existing security practices and organizational vulnerabilities by adding
additional details, or where you can identify new security practices and organizational
vulnerabilities. Finally, review the information for each security practice area for which
you have made additions or changes, and revise the stoplight status for that area when

appropriate.

Action Items, Notes, and Recommendations

1

Document all action items you identified during Process S3 on the Action List Worksheet (Vol.
9).

Include the following information for each action item:;
» adescription of the action
»  responsibility for completing the action
» adatefor completing the action
* any management actions that could help facilitate completion of the action

Document notes relevant to the activities in Process S3 on the Notes and Recommendations
Worksheet (Vol. 9).

Document all recommendations from Process S3 that you want to consider during Process S5 on
the Notes and Recommendations Worksheet (Val. 9).
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Phase 3

Phase 3: Develop Security Strategy and

Plans

During Phase 3, the analysis team identifies risks to the organization’s critical assets and decides
what to do about them. Based on an analysis of the information gathered, the team creates a
protection strategy for the organization and mitigation plans to address the risks to the critical
assets. The OCTAV E-S worksheets used during Phase 3 are highly structured and tightly linked to
the OCTAVE catalog of practices, enabling the team to relate its recommendations for
improvement to an accepted benchmark of security practice. Table 3 depicts the processes and

activities of Phase 3.

Table 3:  Processes and Activities of Phase 3

Phase Process Activity

Phase 3: Develop Process $4: Identify and $4.1 Evaluate Impacts of Threats
Security Strategy and | Analyze Risks S4.2 Establish Probability Evaluation
Plans

Criteria

$4.3 Evaluate Probabilities of Threats

Process S5: Develop Protection
Strategy and Mitigation Plans

S5.1 Describe Current Protection Strategy

S5.2 Select Mitigation Approaches

S5.3 Develop Risk Mitigation Plans

S5.4 ldentify Changes to Protection
Strategy

S5.5 Identify Next Steps
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Process S4: Identify and Analyze Risks

This process focuses on evaluating the impact and probability of threatsto critical assets and
establishing probability evaluation criteria.
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S4.1 Evaluate Impacts of Threats

Activity $4.1: Evaluate | mpacts of Threats

$4.1: Evaluate Impacts of Threats

Phase 3, Process 4, Step 22

Activity Worksheets

* Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Reference Worksheets

* Impact Evaluation Criteria(Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Val. 5-8)

Background/Definitions

Risk —the possibility of suffering harm or loss. Risk refers to a situation where a person could do
something undesirable or a natural occurrence could cause an undesirable outcome, resulting in a

negative impact or consequence.
A risk is composed of

* anevent

e uncertainty

i aconseqguence

In information security, the basic event is a threat.

Uncertainty is embodied in much of the information gathered during the OCTAVE-S evaluation.
There is uncertainty surrounding whether athreat will occur and whether the organization is
sufficiently protected against the threat actor. Uncertainty is often represented using likelihood of

occurrence, or probability.

The consequence that ultimately matters in information security risk is the resulting impact on the
organization due to athreat. Impact describes how an organization might be affected based on the

following threat outcomes:

e disclosure of acritical asset

» modification of acritical asset
» |oss/destruction of acritical asset

e interruption of acritical asset

The outcomes listed above are directly related to assets; they describe the effect of threats on assets.
Impact is focused on the organization; it is the direct link back to the organization’s mission and

business objectives.

In Activity S1.1, impact evaluation criteria were created for the following impact areas:

e reputation/customer confidence

» life/health of customers
» fineglegal penalties

» financia

»  productivity

e other

(continued on next page)

CMU/SEI-2003-HB-003 Volume 3

49




$4.1: Evaluate Impacts of Threats OCTAVE-SV1.0

Activity $4.1: Evaluate | mpacts of Threats (cont.) Phase 3, Process $4, Step 22
Activity Worksheets Reference Worksheets
* Risk Profilein appropriate Critical Asset * Impact Evaluation Criteria (Vol. 4)

Workbook (Vol. >-8) o Critical Asset Information in appropriate

Critical Asset Workbook (Vol. 5-8)

I nstructions

Note: Before you begin Process $4, review any notes and recommendations you recorded on the
Notes and Recommendations Worksheet (Vol. 9) during previous processes. These notes and
recommendations could be relevant to the activities you will conduct during Process $4.

Step 22

Note: Before evaluating potential impacts on the organization resulting from threats to critical assets,
you should review critical asset and threat information that you documented previously during the
evaluation.

1. Review thethreat information you recorded on the Risk Profile Worksheet (Vol. 5-8) for each
critical asset. Focus on the following items:

» threatsto the critical assets
« threat context (threat actors, motive, history)
+ additional threat context

2. Review the information you recorded on each Critical Asset Worksheet (Vol. 5-8). Focus on the
following items;

« rationale for selecting related assets
e security requirements
e most important security requirement

3. Review theinformation you recorded on the Impact Evaluation Criteria Worksheet (Vol. 4).
Focus on how you defined high, medium, and low impacts for your organization.

Use the impact evaluation criteriato evaluate each threat’ simpact on your organization’s
mission and business objectives. Be sure to review the criteria you recorded for the following
areas:

e reputation/customer confidence
+ lifelhealth of customers

« finedlegal penalties

» financia

»  productivity

e other

(continued on next page)
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Activity $4.1: Evaluate Impacts of Threats (cont.)

$4.1: Evaluate Impacts of Threats

Phase 3, Process $4, Step 22

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset .
Workbook (Vol. 5-8)

Impact Evaluation Criteria (Vol. 4)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 22 (cont.)

4. For each critical asset, consider the following questions for each threat to that asset:

e What isthe potential impact to the organization’ s reputation?

e What isthe potential impact on customer confidence?

e What isthe potential impact to customers’ health or safety?

e What isthe potential impact to staff members' health or safety?

e What fines or legal penalties could be imposed on the organization?

e What isthe potential financial impact to the organization?

e What isthe potential impact to the organization’s or customers' productivity?

¢ What other impacts could occur?

Asyou review the questions, think about the potential impact on your organization due to each

active threat.

Note: Each of the above questionsis linked to an impact area.

5. After reviewing the above questions, compare the potential impacts you discussed for each
impact area against the impact evaluation criteria for that area.

Using the impact evaluation criteria as a guide, assign an impact measure (high, medium, or

low) for each active threat.

Document each impact on the Risk Profile Worksheet (Vol. 5-8) by recording

e “H” for each high impact
e “M” for each medium impact

e “L” for each low impact

Note: Y ou might identify multiple impacts for a given threat, which could lead to more than one
impact value for agiven impact area. If this happens, record the highest value for that impact

area on the Risk Profile Worksheet (Vol. 5-8).
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$4.2: Establish Probability Evaluation Criteria

S4.2 Establish Probability Evaluation Criteria

Activity $4.2: Establish Probability Evaluation Criteria Phase 3, Process $4, Step 23

Activity Worksheets

*  Probability Evaluation Criteria (Vol. 4)

Reference Worksheets

* Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Background/Definitions

Probability — the likelihood that an event will occur

Probability value — a qualitative measure of athreat’s probability (high, medium, or low)

Probability evaluation criteria — a set of qualitative measures used to estimate the likelihood of a
threat’ s occurrence. Probability eval uation criteria define frequency ranges for high, medium, and
low probabilities; they indicate how often threats occur over a common period of time.

Time between events— an estimate of how frequently an event might occur (e.g., weekly, once

every two years)

Annualized frequency — the projected likelihood of athreat’s occurrence in a given year

Information security threat probabilities are estimated using a combination of objective data,
subjective experience, and expertise. If you are using OCTAVE-S for the first time, you likely lack
objective data related to threats. Y ou also might lack experience and expertise in information
security and/or risk management. For thisreason, probability is considered to be optional in
OCTAVE-S. Each team needs to decide whether to use probability as well as how to useiit.

In OCTAVE-S, probability values are defined by a set of evaluation criteria that are categorized
according to frequency of occurrence. Probability evaluation criteria define a standard set of
definitions for probability values. These criteria define high, medium, and low measures of threat

probabilities.

Probability measures are defined by considering arange of frequencies (i.e., the likelihood of a

threat’ s occurrence in a given year):

o daily
e weekly
e monthly

e Atimesper year
e 2timesper year

+  once per year

once every 2 years
once every 5 years
once every 10 years
once every 20 years

once every 50 years

(continued on next page)
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Activity $4.2: Establish Probability Evaluation Criteria (cont.) Phase 3, Process $4, Step 23

Activity Worksheets Reference Worksheets

e Probability Evaluation Criteria (Vol. 4) e Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Step 23 (optional)

1.

Your god isto define probability measures based on how often threats are likely to occur.
Review the following information from the Risk Profile Worksheet (Vol. 5-8):

» thetypesof threatsto critical assets

«  how often each threat has occurred in the past (history)

e any additional relevant information you recorded
Consider the following questions:

e What definesa“high” likelihood of occurrence? How often must a threat occur to be
considered a high-probability threat?

*  What definesa“medium” likelihood of occurrence? How often must a threat occur to
be considered a medium-probability threat?

*  What definesa“low” likelihood of occurrence? How often must athreat occur to be
considered alow-probability threat?

On the Probability Evaluation Criteria Worksheet (Vol. 4), draw vertical linesthat separate
high from medium probabilities and medium from low probabilities.

Be sure to synchronize the boundaries between levels of probability. For example, when
drawing the distinction between high and medium probabilities, you might draw a vertical line
between monthly events and events that occur four times ayear. Thisisillustrated in the
diagram below.

Theline
separating high
and medium
probabilities

G High | Medium —

TimeBetween ... Monthly 4 Times Per Year
Events

Annualized 12 4
Frequency

(continued on next page)
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Activity $4.2: Establish Probability Evaluation Criteria (cont.) Phase 3, Process $4, Step 23

Activity Worksheets Reference Worksheets

e Probability Evaluation Criteria (Vol. 4) e Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Step 23 (cont.)

What if an event occurs six times ayear? Should that threat be assigned a high or medium
probability? Y ou need to make sure that your criteria have no such gaps. In this case, you could

A. Change the boundary for medium probability threatsto “less than monthly” (i.e., <12).
Thisis shown below.

The boundary for medium
probabilities has been changed

G High
Time Between ... Monthly
Events
Annualized 12
Fregquency

B. Change the boundary for high-probability threats to “greater than four times a year”
(i.e,>4).

The boundary for high
probabilities has been
changed

G High | Medium —

. \1; Menthly 4 Times Per
reater Than 4 Y ear

Time Between

Events

Nimes Per Year
Annualized 12 4
Frequency >4

(continued on next page)
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Activity $4.2: Establish Probability Evaluation Criteria (cont.) Phase 3, Process $4, Step 23

Activity Worksheets Reference Worksheets

e Probability Evaluation Criteria (Vol. 4) e Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Instructions (cont.)

Step 23 (cont.)

C. Change the boundaries for both high- and medium-probability threats. The boundary
for high-probability threats could be changed to “six times ayear,” while the boundary
for medium-probability threats could be “less than six times ayear.” Thisis shown

below.
The boundary for high The boundary for medium
probabilities has been changed probabilities has been changed

Time Between
Events

Annualized
Frequency

The key isto ensure that there are no gaps between your definitions of “high” and “ medium”
measures of probability and between your definitions of “medium” and “low” measures of
probability.
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S4.3 Evaluate Probabilities of Threats

Activity $4.3: Evaluate Probabilities of Threats Phase 3, Process $4, Step 24

Activity Worksheets Reference Worksheets

* Risk Profilein appropriate Critical Asset *  Probability Evaluation Criteria (Vol. 4)
Workbook (Vol. 5-8)

Background/Definitions
A risk is composed of

* anevent
e uncertainty
* aconsequence

Uncertainty is embodied in much of the information gathered during the evaluation. Thereis
uncertainty surrounding whether a threat will occur and whether the organization is sufficiently
protected against the threat actor. Uncertainty is often represented using likelihood of occurrence, or
probability.

In Activity $4.2, probability evaluation criteria were created for high, medium, and low threat
probabilities.

Instructions

Step 24 (optional)

1. Thetable below highlightsinformation for each active threat that you may have recorded on
each critical asset’s Risk Profile Worksheet (Vol. 5-8).

Type of Infor mation Step Number
Contextual information about threat actors Step 13
The motive for deliberate actions by human actors Step 14
The history of each active threat Step 15
Areas of concern Step 16

For each active threat, review any information you recorded for that threat.
Note: When you estimate probability, you will use athreat’s history as abasis.
Consider the following question for each threat:

e How likely isthethreat to occur in the future?

Review the history of the threat and assign that threat a qualitative probability value (high,
medium, or low) based on the probability evaluation criteria that you created in Activity $4.2
(Step 23) and the history of that threat. Probability evaluation criteria are documented on the
Probability Evaluation Criteria Worksheet (Vol. 4).

Note: Do not record probability values on the Risk Profile Worksheet (Vol. 5-8) at thistime.
Y ou should not record probabilities until later in Step 24.

(continued on next page)
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Activity $4.3: Evaluate Probabilities of Threats (cont.) Phase 3, Process $4, Step 24

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset e Probability Evaluation Criteria (Vol. 4)
Workbook (Vol. 5-8)

Instructions (cont.)

Step 24 (cont.)
2. Consider the following question for each threat:

» Doesany of the other information you recorded for the threat change the estimate
based on history?

Consider the following information you recoded on the Risk Profile Worksheets (Vol. 5-8):
e motive for deliberate actions by human actors

e summary of computing infrastructure vulnerabilities for network threats and malicious
code (if it has been estimated)

e summary of physical infrastructure vulnerabilities for physical threats (if it has been
estimated)

¢ contextua information about threat actors
e gpecific examples of threats

3. Adjust your estimate of any threat probability if you believe that the information warrantsiit.
Refer to the probability criteria when adjusting probability estimates.

Document each probability on the Risk Profile Worksheet (Vol. 5-8) by recording
e “H” for each high probability
e “M” for each medium probability
e “L” for each low probability

Note: Because each branch on the threat tree represents multiple specific threats, you might
identify multiple probabilities for a given threat; which could lead to more than one probability
value for a given branch. If this happens, record the highest value for that impact area on the
Risk Profile Worksheet (Vol. 5-8).

(continued on next page)
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$4.3: Evaluate Probabilities of Threats

Activity $4.3: Evaluate Probabilities of Threats (cont.) Phase 3, Process $4, Step 24

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset e Probability Evaluation Criteria (Vol. 4)
Workbook (Vol. 5-8)

Instructions (cont.)

Step 24 (cont.)
4. Consider the following question for each threat:

How confident are you in your estimate of probability for this threat?

Consider the following:

accuracy of history data
confidence in your estimate of motive strength (where applicable)

comprehensiveness of the evaluation of the computing infrastructure vulnerabilities
(where applicable)

comprehensiveness of the evaluation of the physical infrastructure vulnerabilities
(where applicable)

Next to each threat probability value on the Risk Profile Worksheet (Vol. 5-8) isa scale for
confidence with the following defined points: very much, somewhat, and not at all. Based on
your answer to the above question, mark an ‘X’ on the scale at the point that indicates your
confidence in the probability value for that threat. The following points are provided as
references on the scale;

Very — Y ou have a considerable amount of objective datarelated to your estimate. Any
reasonabl e person reviewing the objective data would reach the same conclusion.

Somewhat — Y ou have a limited amount of objective datarelated to your estimate. A
reasonable person would need to make key inferences and assumptions to reach the
same conclusion. However it islikely that a reasonable person would arrive at the same
conclusion.

Not at all — Y ou have little or no objective data related to your estimate. A reasonable
person could arrive at a different conclusion because there are little or no objective data
upon which to base the estimate.

(continued on next page)
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Activity $4.3: Evaluate Probabilities of Threats (cont.) Phase 3, Process $4, Step 24

Activity Worksheets Reference Worksheets

e Risk Profilein appropriate Critical Asset e Probability Evaluation Criteria (Vol. 4)
Workbook (Vol. 5-8)

Instructions (cont.)

Action Items, Notes, and Recommendations

1.

Document all action items that you identified during Process $4 on the Action List Worksheet
(Vol. 9).

Remember to include the following information for each action item:
e adescription of the action
e responsibility for completing the action
e adatefor completing the action
e any management actions that could help facilitate completion of the action

Document notes relevant to the activities in Process S4 on the Notes and Recommendations
Worksheet (Val. 9).

Document all recommendations from Process $4 that you want to consider during Process S5
on the Notes and Recommendations Worksheet (Vol. 9).
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Process S5: Develop Protection Strategy and Mitigation
Plans

This process focuses on defining a protection strategy and mitigation plans as well as the next
steps needed to implement the results of the OCTAVE-S evaluation.
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S5.1 Describe Current Protection Strategy

Activity S5.1: Describe Current Protection Strategy Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
*  Protection Strategy (Vol. 9) *  Security Practices (Vol. 4)

Background/Definitions

Protection Strategy — defines the overall strategy employed by an organization to enable, initiate,
implement, and maintain itsinternal security. It is structured according to the security practice areas.

Characteristic —aquality or attribute of a security practice area. Each security practice area
comprises multiple characteristics.

Approach — the way in which an organization addresses a characteristic of a security practice area
Task — an activity that must be completed as part of an operational security practice area

Security Practice Areas— groups of practicesthat are either strategic or operational. Strategic
security practice areas are typically broad and tend to affect all risksto all critical assets equally
(e.g., documenting a set of security policies for the organization). Operational security practice areas
focus on day-to-day tasks and can be targeted toward mitigating specific risks to specific assets (e.g.,
checking a specific system for default accounts).

A protection strategy defines how an organization intends to raise or maintain the existing level of
security. Its objective isto provide a direction for future information security efforts rather than to
find an immediate solution to every security vulnerability and concern.

Since a protection strategy provides organizational direction with respect to information security
activities, it is structured according to security practice areas. The security practice areas are
illustrated in the table below.

Strategic Practice Areas Operational Practice Areas
1. Security Awareness and Training 7. Physical Access Control
2. Security Strategy 8. Monitoring and Auditing Physical
. Security
3. Security Management
4. Security Policies and Regulations 9. System and Network Management
5. Collaborative Security Management 10. Monitoring and Auditing IT Security
6. Contingency Planning/Disaster Recovery 11. Authentication and Authorization
12. Vulnerability Management
13. Encryption
14. Security Architecture and Design
15. Incident Management

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Background/Definitions (cont.)

In OCTAVE-S, each security practice area has multiple characteristics that must be addressed. The
type of characteristicsis different for strategic and operational security practice areas.

The following diagram depicts the characteristics for Security Awareness and Training, a strategic
security practice area:

Training

Characteristics | Training Security Security- Periodic Training

Strategy Awareness Related Security Verification

Training Training for Updates
Supported
Technologies
\ 4 ) 4 A4 ) 4 ) 4
Approach Approach Approach Approach Approach

Security Awareness and

Each strategic security practice area has a unique set of characteristics. Refer to the Protection
Strategy Worksheet (Vol. 9) to see the characteristics for the strategic security practice aress. The
Protection Srategy Worksheet (Vol. 9) provides a range of approaches for each characteristic. Each
characteristic will have a unique approach. For example, the range of approaches for Training
Verification includes

a

a

a

a

The organization has formal mechanisms for tracking and verifying that staff members
receive appropriate security-related training.

The organization has informal mechanisms for tracking and verifying that staff members
receive appropriate security-related training.

The organization has no mechanisms for tracking and verifying that staff membersreceive
appropriate security-related training.

The blank is provided for any unique approaches implemented by an organization.

Note: Only one approach is selected for each characteristic of a strategic security practice area.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Background/Definitions (cont.)

The following diagram depicts the strategy for Monitoring and Auditing I T Security, an operational
security practice area:

Monitoring and Auditing I T

Security
Characteristics
Responsibility Procedures Training Collaborative Verification
I ssues
Tasks Approach Approach Approach Approach
Task 1
Task 2
Task3

All operational security practice areas have identical characteristics (asillustrated above) with one
exception. The Encryption security practice area breaks the Training characteristic into the
following two characteristics: Information Technology Training and Saff Training. Thisisthe only
such exception for the operational security practice areas.

The Responsibility characteristic defines who has accountability for each task of an operational
security practice area. Responsibility for atask can be assigned to people in your organization, to
third parties, or to a combination of people in your organization and third parties.

If people from your organization have responsibility for some or all tasks of an operational security
practice area, you need to assign an approach to the Procedures and Training characteristics.

If people from athird party have responsibility for some or all tasks of an operational security
practice area, you need to assign an approach to the Collaborative | ssues and Verification
characteristics.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Background/Definitions (cont.)

Refer to the Protection Srategy Worksheet (Vol. 9) to see the characteristics for al operational
security practice areas. The Protection Strategy Worksheet (Vol. 9) provides arange of tasks for the
Responsibility characteristic and a range of approaches for the other characteristics.

For example, the range of tasks for the Responsibility characteristic of Monitoring and Auditing I'T
Security includes

O using system and network monitoring tools to track system and network activity
O auditing the firewall and other security components periodically for compliance with policy
O investigating and addressing any unusual activity that isidentified
a
The blank is provided for any unique tasks required by an organization.

Note: You typically select multiple tasks for the Responsibility characteristic. However, for each of
the remaining characteristics of an operational security practice area, only one approach is selected.

The range of approaches for the Procedures characteristic of Monitoring and Auditing IT Security
includes

O The organization has formally documented procedures for monitoring network-based access
to systems and networks.

O The organization has some formally documented procedures for monitoring network-based
access to systems and networks. Some proceduresin this area are informal and
undocumented.

O Theorganization hasinformal and undocumented procedures for monitoring network-based
access to systems and networks.

a

The blank is provided for any unique approaches implemented by an organization.

Note: The protection strategy and the security practices survey examine two different facets of
security practice areas. The protection strategy describes the processes used to perform activitiesin
each security practice area. The extent to which processes are formally defined is explored. The
stoplight status on the security practices survey indicates how well the analysis team believesits
organization is performing in each area. An organization could be performing very well in an area,
but have very informal processes. Likewise, an organization could have significant room for
improvement despite having very formal policies and procedures.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions

Note: Before you begin Process S5, review any notes and recommendations you recorded on the
Notes and Recommendations Worksheet (Vol. 9) during previous processes. These notes and
recommendations could be relevant to the activities you will conduct during Process S5.

Also review al action items you recorded on the Action List Worksheet (Vol. 9) during previous
processes. These action items could be relevant to the activities you will conduct during Process Sb.

Step 25

Note: The characteristics for a strategic security practice area are different than those for an
operational security practice area. The instructions examine how to address each type of security
practice area separately.

1. Review theinformation contained on the Security Practices Worksheet (Vol. 4). Pay attention to
the following information for each security practice area:

e the stoplight status

« the extent to which each security practice for an areais reflected in the organization
e what the organization is currently doing well in an area

e what the organization is not currently doing well in an area

2. Transfer the stoplight status for each security practice area (for both strategic and operational
security practice areas) from the Security Practices Worksheet (Val. 4) to the designated area on
the Protection Strategy Worksheet (Vol. 9) before defining the strategy for that area.

3. Develop the protection strategy for each strategic security practice area. The following list
includes all strategic security practice areas:

Strategic Practice Areas

Security Awareness and Training
Security Strategy

Security Management

Security Policies and Regulations
Collaborative Security Management

o 0 &~ w DN P

Contingency Planning/Disaster Recovery

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

Step 25 (cont.)

4. Each strategic security practice area comprises several unique characteristics. For example,
Security Policies and Regulations breaks down into the following characteristics:

»  Documented Policies

*  Policy Management

e Policy Enforcement

»  Staff Awareness

e Poalicy and Regulatory Compliance
+ Other

The following diagram illustrates the Documented Policies characteristic for Security Policies
and Regulations. Review the format of each strategic security practice area on the Protection
Strategy Worksheet (Vol. 9).

Thisisthe characteristic. Choices for the approach You focus here
related to Documented during this step

Policies l
v
Documented Policies M Step 29

N
The organization has a comprehensive set of formally O Current O Change

documented security-related policies.

The organization has a partial set of formally documented O Current O Change
security-related policies. Some security-related policies are
informal and undocumented.

The organization’s security-related policies are informal O Current U Change
and undocumented.

O Current U Change

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

Step 25 (cont.)
5. For each characteristic in a given strategic security practice area, consider the following
question:

e What isyour organization’s approach for addressing this characteristic?

The Protection Strategy Worksheet (Vol. 9) provides several potential answers to the question
for each characteristic. If one of the options matches the current situation in your organization,
mark an ‘X’ in the box entitled “Current” next to that option.

Make sure that you fill in any blanks provided for the option you select. Y ou can change the
words provided or add additional words as necessary.

Note: Y ou are provided with blank lines at the end of each characteristic. If you have a unique
answer for how your organization addresses that characteristic, record the approach in the
blanks provided and mark an ‘X’ in the box entitled “ Current” next to the blanks.

You are also provided a blank characteristic for each strategic security practice area. If you have
aunique characteristic for an area, record your organization’s approach in that characteristic and
mark an ‘X’ in the box entitled “ Current” next to the approach.

Do not mark an ‘X’ in the box entitled “Change” at thistime. Y ou will consider changes to your
organization’s protection strategy in Step 32.

Complete the Protection Srategy Worksheet (Vol. 9) for al strategic security practice areas.
Make sure that you address all applicable characteristics for each strategic security practice area.

6. Develop the strategy for each operational security practice area. The following list includes all
operational security practice areas:

Operational Practice Areas

7. Physical Access Control

8. Monitoring and Auditing Physical Security
9. System and Network Management

10. Monitoring and Auditing IT Security

11. Authentication and Authorization

12. Vulnerability Management

13. Encryption

14. Security Architecture and Design

15. Incident Management

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

Step 25 (cont.)

7. Each operational practice area comprises several characteristics. The format for all operational
practice areasisfairly consistent. The following table describes each characteristic and when
you need to address that characteristic.

Characteristic

Description

Responsibility

This characteristic defines who has responsibility for completing a set of
specified tasks for an operational security practice area. The Responsibility
characteristic includes multiple tasks for which accountability is assigned.
This characteristic defines whether accountability for each task rests with
people in your organization, with third parties, or with a combination of
people in your organization as well asthird parties.

Procedures

If people from your organization have responsibility for some or all tasks of
an operational security practice area, you must address this characteristic.
The Procedures characteristic defines the extent to which procedures for an
operational security practice area are formally defined.

Training

If people from your organization have responsibility for some or all tasks of
an operational security practice area, you must address this characteristic.
The Training characteristic defines the approach for building staff members’
skillsin a practice area.

Collaborative
Issues

If people from athird party have responsibility for some or all tasks of an
operational security practice area, you must address this characteristic. The
Collaborative I ssues characteristic defines the degree to which requirements
for an operational security practice area are formally communicated to each
third party.

Verification

If people from athird party have responsibility for some or all tasks of an
operational security practice area, you must address this characteristic. The
Verification characteristic defines the degree to which each third party
complies with the requirements for an operational security practice area.

Note: If peoplein your organization have sole responsibility for all tasksin an operational
security practice area, do not complete a strategy for the Collaborative I ssues and Verification
characteristics. If athird party has sole responsibility for all tasksin an operational security
practice area, do not complete a strategy for the Procedures and Training characteristics.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
e Protection Strategy (Vol. 9) e Security Practices (Vol. 4)
Instructions (cont.)
Step 25 (cont.)
The following diagram illustrates the Responsibility characteristic for Monitoring and Auditing
IT Security.
Thisisthe characteristic.  These arethetasksfor this ~ You focus here You
operational security during this step determine
practice area. who has
responsibility
for each task.

Responsibility ///

g & -g B & -g
c £ 8| ¢ £ =&
g & £ 5 & €
Task E @8 S8l E 8 8
Using system and'networ monit@ring topls to track system QO QO Qg g a
and network activity
Auditing the firewall a'nd other fsecurity gomponents Q0 Q' g Qq
periodically for compliance with policy
I W o ;
Investigating and addressing any unusug activity that is Q00O Qg Qg Q

identified

QQ QA

Review the format of each operational security practice area on the Protection Strategy
Worksheet (Val. 9).

Note: The format of the Responsibility characteristic was highlighted here because it differs
from the format of the other characteristics. The Responsibility characteristic for an operational
security practice area comprises the tasks that must be performed in that practice area. Each of
the other characteristics for an operational security practice area defines the approach for
achieving that characteristic. The format of the other characteristicsis similar to the format of
the characteristics for the strategic security practice areas.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

Step 25 (cont.)
8. The Protection Strategy Worksheet (Vol. 9) lists several tasks under the Responsibility

characteristic for each operational security practice area. Initially you determine who has
responsibility for each task for an operational security practice area. First, mark an ‘X’ inthe
box entitled “Current.”

For each operational security practice area, consider the following questions:

e Whoiscurrently responsible for completing each task in this operational security
practice area? People in your organization? A third party? A combination of peoplein
your organization and one or more third parties?

The Protection Srategy Worksheet (Vol. 9) lists three options under the current column for each
task:

e Interna — Peoplein your organization are responsible for completing the task.
e Externa — One or more third parties are responsible for completing the task.

e Combined — A combination of people in your organization and one or more third
parties are responsible for completing the task.

Mark an ‘X’ in the appropriate box for each task. Y ou can change the words provided for atask
or add additional words as necessary.

Note: The Responsibility characteristic for each operational security practice area provides
several blanks. If you have tasks that are not listed in the protection strategy for an operational
security practice area, record those tasks in the blanks provided and mark an * X’ in the
appropriate box designating who is responsible for each task.

Do not mark an ‘X’ in the box entitled “Change” at thistime. Y ou will consider changes to your
organization’s protection strategy in Step 29.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

Step 25 (cont.)
9. If people from your organization have responsibility for some or all tasks of an operational

security practice area, you must designate an approach for the Procedures and Training
characteristics

Note: The Encryption security practice area breaks training into Information Technology
Training and Saff Training. Thisisthe only such exception in the operational security practice
areas.

For the Procedures and Training characteristicsin a given operational security practice area,
consider the following question:

e What isyour organization’s approach for addressing this characteristic?

The Protection Srategy Worksheet (Vol. 9) provides several potential answersto the question
for each characteristic. If one of the options matches the current situation in your organization,
mark an ‘X’ in the box entitled “ Current” next to that option.

Make sure that you fill in any blanks provided for the option you select. Y ou can change the
words provided or add additional words as necessary.

Note: Y ou are provided with blank lines at the end the Procedures and Training characteristics.
If you have a unique approach for how your organization addresses one of those characteristics,
record that approach in the blanks provided and mark an ‘X’ in the box entitled “ Current” next

to the blanks.

Do not mark an ‘X’ in the box entitled “Change” at thistime. Y ou will consider changes to your
organization’s protection strategy in Step 29.

(continued on next page)
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Activity S5.1: Describe Current Protection Strategy (cont.) Phase 3, Process S5, Step 25
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Security Practices (Vol. 4)

Instructions (cont.)

11.

Step 25 (cont.)
10.

If people from athird party have responsibility for some or all tasks of an operational security
practice area, you must designate an approach for the Collaborative I ssues and Verification
characteristics. Record the name of the third party in the space provided.

Note: Y ou might have more than one third party providing information security servicesin an
operational security practice area. Complete Collaborative Issues and Verification
characteristics for each third party that provides servicesin that area.

For each such characteristic in a given operational security practice area, consider the following
guestion:

e What isyour organization’s approach for addressing this characteristic?

The Protection Srategy Worksheet (Vol. 9) provides several potential answersto the question
for each characteristic. If one of the options matches the current situation in your organization,
mark an ‘X’ in the box entitled “ Current” next to that option.

Make sure that you fill in any blanks provided for the option you select. Y ou can change the
words provided or add additional words as necessary.

Note: Y ou are provided with blank lines at the end the Collaborative I ssues and Verification
characteristics. If you have a unique answer for how your organization addresses one of those
characteristics, record the approach in the blanks provided and mark an ‘X’ in the box entitled
“Current” next to the blanks.

Do not mark an ‘X’ in the box entitled “Change” at thistime. Y ou will consider changes to your
organization's protection strategy in Step 29.

Complete the Protection Srategy Worksheet (Vol. 9) for al operational security practice areas.
Make sure that you address all applicable characteristics for each operational security practice
area.
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S5.2 Select Mitigation Approaches

Activity S5.2: Select Mitigation Approaches

Phase 3, Process S5, Steps 26-27

Activity Worksheets
* Risk Profile (Val. 5-8)

Reference Worksheets

*  Impact Evaluation Criteria (Vol. 4)
*  Probability Evaluation Criteria (Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

e Security Practices (Vol. 4)
e Infrastructure Review (Val. 4)

e Notes and Recommendations (Vol. 9)

Background/Definitions

Mitigation approach — how an organization intends to address arisk. An organization has the
following options for each risk: accept, mitigate, or defer.

Accept —adecision made during risk analysis to take no action to address a risk and to accept the
consequences should the risk occur. Risks that are accepted typically have alow impact on an

organization.

Mitigate — a decision made during risk analysis to address arisk by implementing activities
designed to counter the underlying threat. Risks that are mitigated typically have a high impact on an

organization.

Defer —asituation where arisk is neither accepted nor mitigated. The impact on the organization
due to adeferred risk is above aminimal threshold, but not so large as to be an immediate priority.
Deferred risks are watched and reevaluated at some point in the future.

Mitigation area — a security practice area that is designated to be improved in order to mitigate one

or more of an organization’s security risks

The decision to accept arisk, mitigate it, or defer the decision is based on a number of factors.
Impact value is often the primary driver when making the decision. Probability may be used to

determine which risks to mitigate first.

Unfortunately, there is no lockstep decision-making process that appliesin al circumstances. The
risk profile created for each critical asset during OCTAVE-S is a decision support tool. It presents
threats, impact values for multiple impact areas, probability values, and the stoplight statuses of the
security practice areas, illustrating a picture of the risks affecting that critical asset. An analysis team
uses the risk profile to support the mitigation decisionsthat it makes.

(continued on next page)
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Activity S5.2: Select Mitigation Approaches (cont.) Phase 3, Process S5, Steps 26-27
Activity Worksheets Reference Worksheets
e Risk Profile (Val. 5-8) e Impact Evaluation Criteria (Val. 4)

e Probability Evaluation Criteria (Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

»  Security Practices (Vol. 4)
* Infrastructure Review (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions

Step 26

Transfer the stoplight status for each security practice area from the Security Practices Worksheet
(Val. 9) to the “Security Practice Areas’ section (Step 29) of each critical asset’s Risk Profile
Worksheet (Vol. 5-8).

Note: Some of the security practice areas are “blocked” for each risk. These areas are unlikely to be
selected as mitigation areas. Do not record the stoplight status for an areathat is “blocked,” unless
you have determined that it appliesto arisk under your current circumstances.

Step 27

Note: Thereis no single approach for analyzing the information that you recorded throughout the
evaluation. One approach is documented in these guidelines. Y ou can select your approach to best
suit your analysis team'’s preferences as well as your organization’s accepted practices.

Y our ultimate goal in Step 27 isto select three security practice areas as mitigation areas. Based on
your organization’s security risks as well as funding and staff constraints, you might decide to select
fewer or more than three mitigation areas. Use your best judgment.

1. Review theinformation contained on the following worksheets:
» Risk Profile Worksheet (for each critical asset) (Vol. 5-8)
e Critical Asset Worksheet (for each critical asset) (Vol. 5-8)
*  Security Practices Worksheet (Vol. 4)
* Infrastructure Review Worksheet (Vol. 4)

Y ou might need additional context for interpreting the impact, probability, and vulnerability
data on the above worksheets. Review your definitions of impact and probability severity levels
on the following worksheets:

e Impact Evaluation Criteria Worksheet (Vol. 4)
e Probability Evaluation Criteria Worksheet (Vol. 4)

(continued on next page)
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Activity S5.2: Select Mitigation Approaches (cont.) Phase 3, Process S5, Steps 26-27
Activity Worksheets Reference Worksheets
e Risk Profile (Val. 5-8) e Impact Evaluation Criteria (Val. 4)

e Probability Evaluation Criteria (Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Voal. 5-8)

»  Security Practices (Vol. 4)
* Infrastructure Review (Vol. 4)

*  Notesand Recommendations (Vol. 9)

Instructions (cont.)

Step 27 (cont.)
2. Review all information you recorded throughout the evaluation on the Notes and

Recommendation Worksheets (Vol. 9). Pay specific attention to any recommendations that you
made regarding potential mitigation activities.

Note: Y ou can review any information that you recorded during the evaluation before you select
mitigation approaches. The worksheets highlighted above constitute the minimal set of
information you will need during this activity.

Consider the following questions:
*  What isdriving your selection of mitigation areas?
*  Which impact areas are most important to your organization?
e How will you factor probability into your decisions?
e Which security requirement is most important for each critical asset?
e Which specific areas of concern do you need to address?
e Which specific security practice areas need the most improvement?
e Which specific organizational vulnerabilities do you need to address?
*  What other factors will influence your selection of mitigation areas?

Review risksto your critical assets, keeping the above questions in mind. Start thinking about
how to address each risk. Y ou need to start thinking about which risks you intend to mitigate,
which you intend to accept, and which you intend to watch and reevaluate at some point in the
future.

Consider the following question:
e Which risks need to be mitigated?

Mark an ‘X’ in the box entitled “Mitigate” for each risk that you intend to mitigate. Think ahead
as you are selecting which risks to mitigate. If you select too many areas, you could be
overwhelmed during mitigation planning.

(continued on next page)
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Activity S5.2: Select Mitigation Approaches (cont.) Phase 3, Process S5, Steps 26-27
Activity Worksheets Reference Worksheets
e Risk Profile (Val. 5-8) e Impact Evaluation Criteria (Val. 4)

e Probability Evaluation Criteria (Vol. 4)

e Critical Asset Information in appropriate
Critical Asset Workbook (Voal. 5-8)

»  Security Practices (Vol. 4)

* Infrastructure Review (Vol. 4)

*  Notesand Recommendations (Vol. 9)

Instructions (cont.)

Step 27 (cont.)
5. Consider the following question for al risks that have not yet been assigned a mitigation
approach:

e Whichrisks are you going to accept?

Think about the impact on the organization due to each risk. Determine which impacts are low
enough that you do not foresee the need to ever take proactive action to prevent them.

Mark an ‘X’ in the box entitled “ Accept” for these risksin the designated area (Step 27) on the
Risk Profile Worksheet (Vol. 5-8).

6. For any risksthat have still not been assigned a mitigation approach (i.e., those not yet
designated as “ Mitigate” or “ Accept”), consider the following question:

e Arethereany additional risks that you need to mitigate?

Remember to consider your decision-making drivers as you consider additional areas to select.
Mark an ‘X’ in the box entitled “Mitigate” for each additional risk that you select.

7. Tothispoint, you have selected risks that the organization will mitigate and also identified those
risks that the organization will accept. Y ou also likely have some risks that have neither been
accepted nor mitigated.

For those risks that have neither been accepted nor mitigated, you have decided that the
potential impacts resulting from these risks were not low enough to accept nor large enough to
be designated as a current mitigation priority. Mark an * X’ in the box entitled “Defer” for these
risks. Deferred risks are watched and reevaluated at some point in the future.

Y ou have now assigned a mitigation approach to each risk. Next, you need to select mitigation
areas.

(continued on next page)
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S5.2: Select Mitigation Approaches

Phase 3, Process S5, Steps 26-27

Activity Worksheets
e Risk Profile (Val. 5-8)

Reference Wor ksheets

Impact Evaluation Criteria (Vol. 4)
Probability Evaluation Criteria (Vol. 4)

Critical Asset Information in appropriate
Critical Asset Workbook (Voal. 5-8)

Security Practices (Vol. 4)
Infrastructure Review (Vol. 4)

Notes and Recommendations (Vol. 9)

Instructions (cont.)

Step 27 (cont.)

8. Consider the following questions as you review therisksto al critical assets, also keeping in

mind your decision-making drivers:

e Which security practice areas have the most room for improvement? How would these
areas affect the risks that need to be mitigated?

¢ Which security practice areas, if selected for mitigation, could mitigate many risks to

more than one critical asset?

e Arethereany regulations or policies that need to be considered as you select mitigation
areas? If so, which areas would they lead you to select?

Select three (3) security practice areas as mitigation areas. Be sure to consider any constraints
(e.g., funds and staff) when you make your selections. If your situation warrantsit, you can
select fewer or more than three security practice areas. Y ou must use your best judgment when

deciding how many areas to select.

Note: Once you decide to implement improvements in a security practice areato mitigate your
organization's security risks, those practice areas are referred to as mitigation areas.

For each risk that you have decided to mitigate, circle on the appropriate Risk Profile Worksheet
(Vol. 5-8) which of the selected security practice areas will mitigate that risk.

(continued on next page)
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Activity S5.2: Select Mitigation Approaches (cont.)

OCTAVE-SV1.0

Phase 3, Process S5, Steps 26-27

e Risk Profile (Val. 5-8) .

Activity Worksheets Reference Worksheets

Impact Evaluation Criteria (Vol. 4)
Probability Evaluation Criteria (Vol. 4)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Security Practices (Vol. 4)
Infrastructure Review (Vol. 4)

Notes and Recommendations (Vol. 9)

I nstructions (cont.)

Step 27 (cont.)

The following example illustrates how two mitigation areas (Vulnerability Management and
Encryption) are circled on the Risk Profile Worksheet for one risk being mitigated:
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Activity S5.2: Select Mitigation Approaches (cont.)

S5.2: Select Mitigation Approaches

Phase 3, Process S5, Steps 26-27

Activity Worksheets Reference Worksheets

e Risk Profile (Val. 5-8) .

Impact Evaluation Criteria (Vol. 4)
Probability Evaluation Criteria (Vol. 4)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Security Practices (Vol. 4)
Infrastructure Review (Vol. 4)

Notes and Recommendations (Vol. 9)

I nstructions (cont.)

Step 27 (cont.)

When you select security practice areas to mitigate your organization’s security risks, it is
recommended that you also record those areas as well as your rationale for selecting them on the
Notes and Recommendations Worksheet (Val. 9).

Remember, there is no single approach for analyzing the information that you recorded
throughout the evaluation. Assigning mitigation approachesis not alockstep process. Different
teams will approach the analysisin different ways. Most analysis approaches require

considerabl e discussion and some iteration.

These guidelines present one approach for selecting mitigation approaches and mitigation areas.
Y ou can tailor the approach to best suit your analysisteam’s preferences as well as your

organization's accepted practices
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S5.3 Develop Risk Mitigation Plans

Activity S5.3: Develop Risk Mitigation Plans

S5.3: Develop Risk Mitigation Plans

Phase 3, Process S5, Step 28

Activity Worksheets

e Mitigation

Plan (Vol. 9)

Reference Worksheets

Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Security Practices (Vol. 4)
Protection Strategy (Vol. 9)

Action List (Val. 9)

Notes and Recommendations (Vol. 9)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Background/Definitions

Risk mitigation plan —a plan that isintended to reduce the risks to a critical asset. Risk mitigation
plans tend to incorporate activities, or countermeasures, designed to counter the threats to the assets.

An analysis team creates a separate mitigation plan for each security practice areait selected as a
mitigation area during the previous activity (Activity S5.2).

There are two types of mitigation activities: broad mitigation activities and focused mitigation
activities.

The following diagram illustrates the rel ationships among risks, security practice areas, and
mitigation activities.
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Activity S5.3: Develop Risk Mitigation Plans (cont.)

OCTAVE-SV1.0

Phase 3, Process S5, Step 28

Activity Worksheets
e Mitigation Plan (Vol. 9)

Reference Worksheets

Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Security Practices (Vol. 4)

Protection Strategy (Vol. 9)

Action List (Vol. 9)

Notes and Recommendations (Vol. 9)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Background/Definitions (cont.)

Broad mitigation activities trigger a change in the approach for a security practice area’'s

characteristic. Focused mitigation activities

» do not require a change to the approach for a security practice area’ s characteristic

» improve how the current approach for a security practice area' s characteristicis

implemented

Focused mitigation activities are often directed at specific assets or concentrated on specific

improvements.

Risk mitigation plans are often linked to enterprise survivability. They are generally designed to
reduce the risks that could prevent an organization from achieving its mission by addressing the
underlying threats. A mitigation activity can address threatsin one or more of the following ways:

e Recognize threats as they occur.

e Resist threats to prevent them from occurring.

e Recover from threats after they occur.

Risk mitigation plans comprise the following elements:

* mitigation activity — defines the activities an analysis team is recommending to implement

in a security practice area

» rationale — documents the reasons for selecting each mitigation activity. The rationale
should document whether the activity is intended to recognize threats, resist them, or

recover from them.

* mitigation responsibility — identifies who must be involved in implementing each activity

e additional support —documents any additional support that will be needed when
implementing each activity (e.g., funding, commitment of staff, sponsorship)

(continued on next page)

84

CMU/SEI-2003-HB-003 Volume 3




OCTAVE-SV1.0 S5.3: Develop Risk Mitigation Plans

Activity S5.3: Develop Risk Mitigation Plans (cont.) Phase 3, Process S5, Step 28
Activity Worksheets Reference Worksheets
* Mitigation Plan (Vol. 9) e Risk Profilein appropriate Critical Asset

Workbook (Vol. 5-8)
e Security Practices (Vol. 4)
¢ Protection Strategy (Vol. 9)
e ActionList(Vol.9)
e Notes and Recommendations (Vol. 9)

e Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Instructions

Step 28

1

Review the information contained on the following worksheets:
¢ Risk Profile Worksheet (for each critical asset) (Vol. 5-8)
e Security Practices Worksheet (Vol. 4)
e Protection Srategy Worksheet (Vol. 9)
e Action List Workshest (Val. 9)
e  Critical Asset Information Worksheet (for each critical asset) (Vol. 5-8)

Y ou might need additional context for interpreting the impact, probability, and vulnerability
data on the above worksheets. Review your definitions of impact, probability, and vulnerability
severity levels on the following worksheets:

e Impact Evaluation Criteria Worksheet (Vol. 4)
e Probability Evaluation Criteria Worksheet (Vol. 4)

Review all information that you recorded throughout the eval uation on the Notes and
Recommendation Worksheets (Vol. 9). Pay specific attention to any recommendations that you
made regarding potential mitigation activities.

Note: Y ou can review any information that you recorded during the eval uation before you select
mitigation approaches. The worksheets highlighted above constitute the minimal set of
information you will need during this activity.

In this step, you create mitigation plans for each security practice area that you selected during
the previous activity. For each area you selected, review the range of candidate mitigation
activitiesin the Candidate Mitigation Activities Guide for that area. The guide provides possible
mitigation activities, but not an exhaustive list. Do not be limited by the activities listed in the
guide.

(continued on next page)
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Activity S5.3: Develop Risk Mitigation Plans (cont.)

OCTAVE-SV1.0

Phase 3, Process S5, Step 28

Activity Worksheets
« Mitigation Plan (Vol. 9)

Reference Worksheets

Risk Profilein appropriate Critical Asset
Workbook (Vol. 5-8)

Security Practices (Vol. 4)

Protection Strategy (Vol. 9)

Action List (Val. 9)

Notes and Recommendations (Vol. 9)

Critical Asset Information in appropriate
Critical Asset Workbook (Vol. 5-8)

Instructions (cont.)

Step 28 (cont.)

4. Consider the following question for each selected mitigation area:

*  What mitigation activities would reduce the risk(s) that led to the selection of this area?

e What isthe rationale for selecting each activity?

e Who needsto be involved in implementing each activity? Why?

e What additional support will be needed when implementing each activity (e.g.,
funding, commitment of staff, sponsorship)?

Develop amitigation plan for each area you selected.

Note: Look for instances where you anticipate that an activity will trigger a change to the
protection strategy (i.e., broad mitigation activities). Make sure that you record thisinformation
inthe “Mitigation Activity” areafor that activity.
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S5.4 ldentify Changes to Protection Strategy

Activity S5.4: | dentify Changesto Protection Strategy Phase 3, Process S5, Step 29
Activity Worksheets Reference Worksheets
*  Protection Strategy (Vol. 9) * Mitigation Plan (Vol. 9)

*  Security Practices (Vol. 4)

e Notes and Recommendations (Vol. 9)

Background/Definitions

An organization’s protection strategy defines the approaches used by an organization to enable,
initiate, implement, and maintain its internal security, providing a direction for future information
security efforts. The protection strategy is structured according to security practice areas highlighted

in the table below.
Strategic Practice Areas Operational Practice Areas
1. Security Awareness and Training 7. Physical Access Control
2. Security Strategy 8. Monitoring and Auditing Physical
3. Security Management Security
4. Security Policies and Regulations 9. System and Network Management
5. Collaborative Security Management 10. Monitoring and Auditing IT Security
6. Contingency Planning/Disaster Recovery 11. Authentication and Authorization
12. Vulnerability Management
13. Encryption
14. Security Architecture and Design
15. Incident Management

During Activity S5.1 of OCTAVE-S, an analysis team defines its organization’ s current protection
strategy. During Activity S5.2, the team selects which security practice areas must be improved to
mitigate the organization’s highest priority risks. Then, during Activity S5.3, the team develops
mitigation plans for each security practice area selected as a mitigation area.

Risk mitigation plans can include two types of activities: broad mitigation activities and focused
mitigation activities. Broad mitigation activitiestypically trigger a change in the organization's
protection strategy, while focused activities improve how the current protection strategy is
implemented. Each change to the protection strategy must be documented. Documenting changes to
an organization’s protection strategy is the goal of Activity S5.4.

(continued on next page)
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Activity S5.4: | dentify Changesto Protection Strategy (cont.) Phase 3, Process S5, Step 29
Activity Worksheets Reference Worksheets
*  Protection Strategy (Vol. 9) * Mitigation Plan (Vol. 9)

*  Security Practices (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions

Step 29

1.

2.

Review the information contained on the following worksheets:
e Mitigation Plan Worksheet (Review each plan.) (Vol. 9)
«  Protection Strategy Worksheet (Review the current strategy.) (Vol. 9)
*  Security Practices Worksheet (Vol. 4)
*  Notes and Recommendations Worksheet (Vol. 9)

Note: Y ou can review any information that you recorded during the evaluation before you
perform this activity. The worksheets highlighted above constitute the minimal set of
information you will need during this activity.

The diagrams on the next two pagesillustrate the areas of the Protection Strategy Worksheet
(Val. 9) on which you will focus during this activity.

Each security practice area comprises several characteristics. The following diagram illustrates
the Documented Policies characteristic for Security Policies and Regulations. This characteristic
istypical of most characteristics on the Protection Srategy Worksheet (Vol. 9). The exceptionis
the Responsibility characteristic (for operational security practice areas), which is shown after
the diagram for Documented Policies.

(continued on next page)
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Activity S5.4: Identify Changesto Protection Strategy (cont.) Phase 3, Process S5, Step 29
Activity Worksheets Reference Worksheets
«  Protection Strategy (Vol. 9) e Mitigation Plan (Vol. 9)

e Security Practices (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions (cont.)

Step 29 (cont.)

Thisisthe characteristic. Choices for the approach You focus here
related to Documented during this step

Policies l
Docurﬁented Policies M Step 29

N
The organization has a comprehensive set of formally O Current O Change
documented security-related policies.

The organization has a partial set of formally documented O Current U Change
security-related policies. Some security-related policies are
informal and undocumented.

The organization’s security-related policies are informal O Current U Change
and undocumented.

O Current U Change

(continued on next page)
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Activity S5.4: Identify Changesto Protection Strategy (cont.)

Phase 3, Process S5, Step 29

Activity Worksheets

Protection Strategy (Vol. 9)

Reference Worksheets
e Mitigation Plan (Vol. 9)

e Security Practices (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions (cont.)

Step 29 (cont.)

The following diagram illustrates the Responsibility characteristic for Monitoring and Auditing

IT Security.

Thisisthe characteristic.

These are the tasks for this You determine You focus
operational security who has here during
practice area. responsibility for this step

each task. l

Responsibility

|
7/

)

Using system and net
and network activity

v7( moni/éri ng to

O Combined

pls to track system

Auditing the firewall and othey security ¢

omponents O Q Qg g Q
periodically for compliance with policy
Investigating and addressi ng' any unusug activity that is Q0 0O/ Qg Q

identified

Review the format of the protection strategy for each security practice area.

(continued on next page)
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Activity S5.4: | dentify Changesto Protection Strategy (cont.) Phase 3, Process S5, Step 29
Activity Worksheets Reference Worksheets
*  Protection Strategy (Vol. 9) * Mitigation Plan (Vol. 9)

*  Security Practices (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions (cont.)

Step 29 (cont.)
3. Consider the following questions for each mitigation activity that you identified during Activity
S5.3:

«  Doesthis mitigation activity indicate a change in the organization’s protection
strategy?

*  Which characteristic in the security practice area would be affected? How would it be
affected?

If you determine that a mitigation activity affects one of the characteristics in a security practice
area, mark an ‘X’ in the box entitled “Change” next the new approach on the Protection
Strategy Worksheet (Vol. 9).

Make sure that you fill in any blanks provided for the option you select. Y ou can change the
words provided or add additional words as necessary.

Note: You are provided with blank lines at the end the all characteristics. If you have a unique
answer for your organization's approach for a characteristic, record that strategy in the blanks
provided and mark an ‘X’ in the box entitled “ Change” next to the blanks.

4. Review the Protection Strategy Worksheet (Vol. 9). Examine the current strategy as well as any
changes to the strategy you have identified. Consider the following question as you review the
protection strategy:

* Do you want to make any additiona changes to the protection strategy?
If your answer is yes, then mark those changes on the Protection Strategy Worksheet (Vol. 9).

Next, you need to decide which risks, if any, are driving this change in the protection strategy.
Return to the Risk Profile Worksheset (Vol. 5-8). Note which risks drove the selection of the new
strategy by circling the corresponding security practice area on the appropriate Risk Profile
Worksheet(s) (Vol. 5-8). (That is, complete Step 26.)

It is possible that a change in the protection strategy is being driven by factors other than risk
(e.g., palicy, regulation). If thisisthe case, you do not need to circle any security practice areas
on the Risk Profile Worksheets (Val. 5-8).

In either case, identify one or more activities that will produce the protection strategy change
you identified and document them in the mitigation plan for the appropriate security practice
area

Note: For any change to the protection strategy that is driven by factors other than risk, be sure
to document those factors in the “Rationale” areafor that activity.

(continued on next page)
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Activity S5.4: | dentify Changesto Protection Strategy (cont.) Phase 3, Process S5, Step 29
Activity Worksheets Reference Worksheets
*  Protection Strategy (Vol. 9) * Mitigation Plan (Vol. 9)

*  Security Practices (Vol. 4)

*  Notes and Recommendations (Vol. 9)

Instructions (cont.)

Action Items

Make sure that you document all action items that you identified during Process S6 on the Action
List Worksheet (Vol. 9).

Remember to include the following information for each action item:
e adescription of the action
»  responsibility for completing the action
* adate for completing the action

* any management actions that could help facilitate completion of the action
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S5.5 Identify Next Steps

Activity S5.5: Identify Next Steps Phase 3, Process S5, Step 30
Activity Worksheets Reference Worksheets
* Next Steps(Voal. 9) *  Protection Strategy (Vol. 9)

« Mitigation Plan (Vol. 9)
e ActionlList (Val.9)

Background/Definitions

Creating a set of next steps marks the end of OCTAVE-S. This activity requires the analysis team to
consider what must be done to facilitate implementation of the evaluation’ s results. Next steps
typically address the following four aress:

*  management sponsorship for security improvement — defining what management must do
to support the implementation of OCTAV E-S results

*  monitoring implementation — identifying what the organization will do to track progress
and ensure that the results of OCTAVE-S are implemented

e expanding the current information security risk evaluation — determining whether the
organi zation needs to expand the current OCTAV E-S evaluation to include additional
critical assets or additional operational areas

e next information security risk evaluation — determining when the organization will conduct
its next OCTAVE-S evaluation

Instructions

Step 30

1. Review (at aminimum) the information contained on the following worksheets:
e Mitigation Plan Worksheets (Val. 9)
e Protection Strategy Worksheet (Vol. 9)
e Action List Worksheset (Val. 9)

Consider the following questions:

e What must management do to support the implementation of OCTAVE-S results?

*  What will the organization do to track progress and ensure that the results of this
evaluation are implemented?

*  Will you expand the current OCTAV E-S evaluation to include additional critical
assets? Which ones?

*  When will the organization conduct its next OCTAVE-S evaluation?

Note: The above questions focus on what the senior managers plan to do to enable and
encourage implementation of the evaluation results as well as ongoing security improvement
activities.

Determine what steps your organization must take to implement the results of this evaluation.
Record those steps on the Next Seps Worksheet (Val. 9).

(continued on next page)
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Activity S5.5: Identify Next Steps (cont.)

OCTAVE-SV1.0

Phase 3, Process S5, Step 30

Activity Worksheets
* Next Steps(Voal.9)

Reference Worksheets

e Protection Strategy (Vol. 9)
e Mitigation Plan (Vol. 9)
e ActionList (Val.9)

Instructions

Step 30 (cont.)

2. At thispoint, you have completed an OCTAVE-S evauation. Make sure that you formally
document the results of this evaluation. The format for documenting OCTAVE-S results should
fit your organization’s normal documentation guidelines and should be tailored to meet your

organization’s needs.

Note: It isimportant to establish a permanent record of evaluation results. The information that
you record can serve as source material for subsequent evaluations and is also useful when
tracking the status of plans and actions after the evaluation.
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