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THE INFORMATION INSTRUMENT OF STATECRAFT 

IN A “GLOBALIZED” WORLD 

Introduction 

?e world IS in the mtdst of an InformatIon revolutton brought on by dlzzymg 
I 

advanceb In computer and telecommunications technology. This Information explosion 

IS drawing socletles closer together to the point that anyone with a computer, modem, 

and tele 
1 

hone can communicate with distant societies in a matter of minutes. Instant 

avallabMy of InformatIon from around the globe presents new opportunltles and 

challenges for American statecraft and for the instruments of pokey. 

IAformatlon IS more than raw data. For Information to be useable It must be 

managed-processed Into something recognizable and useful for decision-making 

(knowledge) In the context of state-to-state and public diplomacy, knowledge IS 

packaged and communicated between state and non-state actors as a means to 

achieve iUS foreign pokey ObJectiveS. Knowledge and the means to communicate that 
/ 

knowledge are the cnttcal attnbutes of Information as an Instrument of statecraft.’ 

This paper will focus on how the information Instrument of statecraft stands out 
I 

as a poyerful tool and cntlcal component of state-to-state and public diplomacy. It will 
I 

highlight charactenstxs of the Information instrument of policy, strengths and 

weaknesses of the Instrument and lmpllcatlons for American foreign pokey. 

’ Co1 E%hv&d Mann, USAF, “Desert Storm,” Aup.wer, vol VIII, no 4, (Wmter 1994) 9 
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Charactensttcs, Strengths and Weaknesses 

Several drstrngurshrng features set the rnformatton Instrument of American 

foreign policy apart from more tradrtronal definrtrons of rnformation and flag It as a 

powerful tool of statecraft. Each charactenstic has associated strengths and 

weaknesses that help determine how the Instrument may be most effectively applied. 

A key characteristrc of the Information instrument of statecraft is its global reach. 

Modem’communicatton media such as the Internet, interactive television and satellrte- 

based communicatrons shrinks trme and geography and facrlrtates communicatron 

between states and societies. A strength of this characteristic IS that rnformatron can 

be transmitted anywhere on earth In minutes. In 1994 for example, the Zapatrsta 

National Lrberatron Army In Mexico used the Internet to draw attentron to their cause 

when President Salrnas revoked land rights of peasants in Chrapas Mexico in order to 

secure the North American Free Trade Agreement.’ The Zapatistas launched an 

rntensrve Internet campaign to solrcrt support and counsel for their cause from the 

global community Their effort drew consrderable attention to the plight of the people 

of Chrapas, became a srgnrficant Issue for debate in the Mexican Congress3 and 

spawned permanent World Wide Web pages4 The Zapatrsta’s use of the Internet 

highlights the effectiveness of the global reach of information power. The Zapatistas 

not only proved the utilrty of the Internet for people-to-people and govemment-to- 

people contact, they proved that the technology is not restncted to the wealthy. A 

’ Harry M. Cleaver, Jr, “The Zapatsta Effect The Internet and the kse of Altematwe Pohtml Fabric.” Journal of 
hrernuno~alA.ffaws, vol 1, no 2, (Sprmg 1998% 622625 
3 IbId, 634 
’ lbld, 629 
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potential weakness of this aspect of the information instrument IS that even though 

tools such as the Internet are inexpensive to use, many societies still cannot afford or 

desire them? An additional weakness of this characteristic is the sheer volume of 

information available over media such as the Internet. Sorting and processing 

information will be a challenge for practitioners of state-to-state and public diplomacy. 

Another cntical attribute of the information instrument of policy IS the capability 
I 

to selectively target audiences. The US may communicate tailored messages to 

developing nations, countnes moving toward democracy, societies interested in free 

trade or ito people in need of humanitarian aid. This flexibility IS a significant strength 

of the inkormauon instrument as a tool of American foreign pokey. Vehicles such as the 

Internet, Voice of America (VOA) radio, student exchange programs and aid missions 

permit the US to develop information packages tailored to advance national interests, 
I 

goals and ObJeCtiveS and to meet the needs of the target country. If for example, the 
I 

United States Information Service (USIS) determines that the target audience has 

access to computers with modems, they may make heavy use of the USIS World Wide 

Web site to disseminate information. The Internet may be used in conjunction with 

printed media and hands-on exchange programs to achieve information program 

objectives. This method was part of the USIS FY98 strategy in Indonesia to acquaint 

selected non-governmental organizations and businesses with US corporate initiatives to 

integrate economic growth with environmental protection.6 One shortcoming of a 

’ Robert Koehane and Joseph S Ney. Jr, “Power and Interdependence m the Information Age.” Forezgn A.Zzzrs, 
vol 77, no 5, (September/October 1998). 82 
6 Umted Stpes Infonnahon Agency, FZ98 Indoneszun Counhy Plan, August 1997, GoaUProJectS 



strategy of selectively targeting audiences is that the media may not be available to 

achieve program obJectives. Budget cuts that have reduced the amount of printed 

matenal ‘7 available and the fact that more than “three-fourths of the world’s population 

does not own a telephone, much less a modem and computer,” reduces the 
I 

opportunity for tailoring information programs to speafic audiences. Worldwide media 

such as/VOA radio may be the only means available to reach some societies. 

Information IS resistant to closed societies. Although it may be drfficult to fine- 
/ 

tune messages to some audiences, it IS nearly impossible for closed societies to isolate 

their populations from the free flow of information. This is a huge advantage of the 

informatron instrument of American foreign pohcy. Even though China has been suc- 

cessful in blocking much of the communications into their country, media such as Radio 
I 

Free Asia (RFA) have bean able to cut through Chinese Jamming efforts. This IS impor- 
I 
I 

tant for US foreign policy, for although the Chinese are hostile to uncensored informa- 
l 

tion, they are attracted to the prospect of economic development and open markets.g 

RFA allows the US to pursue its interest in fostering an open economy in China by pro- 

viding ai platform to share Amencan expertise in economics and open market operations 

with the Chinese people. However, this narrow means of communication may also be a 
I 

significant shortcoming, since there IS no guarantee that a message transmitted over a 

single source like AM radio will be received by the target audience (business and society 

leaders),. Additionally, messages transmitted using AM signals will fall far short of the 

1 Walter L!aqueur, “Save Pubhc Dlplomacq.” Forezgn Aji%zrs, vol 73, no 5, (September/October 199-Q 23-24 
* Robert I$eohane and Joseph S Nye, Jr, “Power and Interdependence m the Momon Age,” Forezgn Amzrs, 
vol 77, no 5, (September/October 1998), 82 
’ Steven Fbrbes, “Strong Signal,” Forbes, 13 January 1997,25-26 
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detarl and clanty that may be achteved through the Internet or face-to-face exchange 

programs. 

l)re rnformatron rnstrument is a force multrplrer of state and public drplomacy. 

Srnce the Persian Gulf War, the US Government has begun to see the value of 

rnformatron as a force multiplier” for diplomatrc efforts around the world. Advances in 

information technology, progress toward a global economy and the realizatron by some 

formerly closed socretres that resistance to the free flow of rnformahon IS futile, 

presents the US w&h opportunities to employ rnformatron power to shape the 

rnternatronal envrronment and pursue natronal Interests. The US IS the world leader In 
I 

Information technology. From communicatrons and navigation satellrtes to the 
I 

convergence of computer and telecommunrcatrons capabrlrtres, Amenca domrnates the 

Information environment. Richard Holbrooke and his negohatrng team used real-bme 

satellrte Imagery, computer aided mapping capability and vrrtual reality Imaging to 

influence all partres in the Bosnian entanglement. He proved that the US could monitor 
I 

the activrty of parhcrpants In the conflict and verily compliance with a negotiated 
I 

settlement.‘l This was a huge strength of the force multiplication effect of the 

rnformabon Instrument. Holbrooke used informatron to leverage his skrll as a 

negotrator, speed the negotratron process and ultimately bring about a settlement In the 

Balkans Despite the success of using information as a force multrplrer in Bosnia, one 

lo Joseph S Nye, Jr and Adrmral W~lham A Owens, “Amenca’s Information Edge.“ Forezgn A&-s, vol 75, no 2. 
ph/Abnl1996), 20-22 

See Warren Bass, “The Triage of Dayton,” Forezgn A@rs, vol77, no 5, (SeptemberKktober 1998). 95-97 and 
Joseph S Nye. Jr and Admn-al Wfiham A Owens, “Amen&s Information Edge,” Forezgn AJiws, kol 75. no 2, 
(March/Apnl1996), 32 
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weakness of this approach may threaten future applicatrons. The nsk of mrsrnterpreting 

information IS a potentrat shortcoming of using the rnformatron rnstrument to enhance 

diplomacy. This could be particularly damaging to US credibMy rf a drplomatrc case IS 

built on inaccurate or false informahon. An adversary could create false information by 

manrpulatrng orrgmal transmrssrons or by creating new messages that may damage US 

drplomatrc rnitiatrves. Computer-based communrcatrons such as the Internet and 

electronrc message systems are particularly vulnerable.12 The US Government must 

protect rnformatron from this real threat of polrtrcal terrorism. 
I 

&e information instrument is being used as a force multrplrer In public diplomacy 
I 

by US agencies such as USAID and USIA in their efforts to help build economies, foster 

cultural exchange, promote democracy and foster goodwrll toward the US. In 

Zimbabwe, USAID and USIS sponsor economic trade centers, African American 

conferences and seminars on business franchrses in the US. Internet access featuring 

the USIS Web ate and around-the-clock CNN broadcasts are available wherever these 
I 

sessions are held. Even though the focus of these rnrtratrves IS largely on economic 

development, a heavy dose of American values and Ideas are provided In the 

background and serve as a force multrplier for promoting US Interests, shanng culture 

and achtevrng US regional goals and ob]ectrves.13 This example demonstrates the 

versat$ty of the InformatIon Instrument of policy and highlights a strength of employing 

it as a force multrplrer of publrc diplomacy. 

” See Dael F Burton, Jr. “The Brale New World,” Forezgn Polzcy, September 1997,3-t, and Marbn Llbrclu, 
“The Emhrgmg Frunacy of Informahon,” Orbzs, vol 40, no 2 (Sprmg 1996), 273-274 
I3 Co1 He+xrt Chmongo and Elmah Chmongo, mteMew by author, w-x%@ Waslungton, DC, 4 September 1998 
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Implications for United States Foreign Policy 

key tenets of United States National Secunty Strategy are engagement and 

employing the tools of statecraft to influence actors In the international system.14 The 

information instrument of pohcy is critical to America’s ability to engage and shape the 

political lenvironment and should be woven into all forms of diplomacy. In this setting, 

Joseph Nye’s concept of “soft power,” where national power is based more on the 

persuasiveness of information than on coercion15 will become a key player. For 

instance, it could provide the means to encourage China to expand its parhcipation in 

free market competition. Tools of the information instrument such as RFA and the 

Internet should be used to nurture economic and free market principles among 

influential business and society leaders in China. People-to-people contacts should be 

integrated with US Government diplomatic initiatives to entice the Chinese Government 

to open,doors to fresh ideas and business practices. These initiatives are key to 
. 

advancing the US strategic pnonty of fostering a strong and stable Asian Pacific 

community. US information programs, tailored to Chinese audiences, should focus on 

encouraging them to follow the lead of Mikharl Gorbachev, who realized over a decade 

ago that the Soviet economy could not move forward unless information was allowed to 

flow freely. l6 

I’ US President, A Xatzonal Semrzty Strategyfor a New Century, (Washmgtoo, DC The Wlute House May 1997). 
2 
l5 Robert Koehane and Joseph S Nye, Jr. “‘Power and Interdependence 111 the Information Age,” Forezgn -4@zr.s. 
I 01 77. nd 5. (September/October 199S), 56 
l6 Joseph S Nye, Jr and Admiral W&am A Owens, “Amenca’s Informahon Edge ” Forezgn A@zrs. x.01 75. no 2, 
(MarchlA~~ 1996), 29 
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‘)he US Government should use the rnformatron instrument to help international 

organrzatrons to relieve global sufferrng. Initiatives like those In Rwanda, where the US 

provrded satellite Imagery and terrain maps to the Unrted Nations “ReliefWeb” Internet 

site to ihelp the UN provide humanitanan aid to the Rwandan people, should contrnue.17 

The US should employ the InformatIon rnstrument of policy to promote democracy and 

present a favorable American Image. For example, USIA should contrnue programs to 

strengthen democrattc rnstitutrons like teaching English (the language of the Internet, 

business and globalrzatron) to the people of developmg natlons.18 These programs help 

promote rnternatronal goodwill toward the US and cooperatron rn the rnternabonal 

community. 

done of the tremendous advantages of the information instrument IS how quickly 

mob&d information power is developed. In minutes, the US can generate a press 

release to the world on any topic or publish the US position on global terrorism on US 
I 

Embasby Web s&es. Dunng the Persian Gulf War, President Bush recognized the instant 
I 

Impact’ of rnformabon power when he used CNN to announce to the 26 members of the 

coalrtron that the war would continue after Saddam Hussein tried to float a phony peace 

settlement. Since the US has an extensive information infrastructure, mobrlrzrng 

Information power IS a fast and relatrvely inexpensive tool of statecraft. 

,Moral considerations play heavily when applyrng the informahon instrument to 
I 

American foreign policy. The US IS postured to lead in an mformatron-intensive 

” Tehef Web.” (Urnted Nations Department of Humamtanan AEms, accessed 2 September 1998), awlable f?om 
http //www relief web mt, Jntemet 
‘* Steved Monblatt, mtewxw by author, wntten. Washmgton, DC, 26 Augwst 1998 
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envrronment, but preserving the lead will depend on how successful the US is In 

creating an environment where other nations come to trust American information and 

rely on It to make their own national secunty decrsrons.lg This relationship IS what 

Joseph (lye refers to as the ‘informatron umbrella.“20 Analogous to the “nuclear 

umbrella,” the US would be the ultimate source of Information for aligned natrons who 

would in turn be likely to work with the US. This arrangement will be the key to 

coalmon’ leadership and should provide a mechanism for natural alliances In time of 

crises, a8 long as the Information provided by the US IS accurate and credible. 

Consrdenng the global reach of InformatIon, the US has a moral obllgatron to ensure 
I 

that Information IS consrstently truthful and accurate. 

Tb preserve the integnty of US information programs, adequate secunty of the 

information environment should be a high priority for the Department of Defense, 

Department of State and USIA. These agencies should Join forces to protect the 

operating environment from terronsts, hackers and others with a mallcrous Intent and 

the capability to destroy and disrupt US Information programs. Protectrng 

communrcatrons systems and InformatIon program strategies will be a key element In 

preserving the credrbrlity of the Information instrument of statecraft. 

Conclusion 
I 

As the world prepares to round the corner to the 21st century, time and distance 
I 

are being overcome by rapid advances In Information technology and societies are 

I9 Jo-h $ Nye. Jr and Adrmral W&UII A Owens, “Amenca’s Informahon Edge,” Forezgn&iizrs, vol 75, no 2, 
(March/A& 1996). 26-27 
” lbld ,2( 
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drawing closer together-connected In @et-space. This new world order will present 

challenges for American statecraft and the Information instrument of pokey. 

Information will contmue to be the key element that mobilrzes all other rnstruments of 
I 

policy a’nd natronal power. It will play a parhcularly cntrcal role as the global scene 

shrfIs to greater emphasis on economic cooperation where even closed socretres profess 

their Interest in economic development and foreign Investment. In this envrronment, 

soft poher will become a key player In relationshrps between state and non-state 

actors. 

As the international stage becomes crowded with new actors, the US must 
I 

preserve the capabilIty to set the agenda for the Information environment and target 

rnformatron programs and messages to specific audiences In the International system. 

The future holds a world where the US will find It dlficult to marntaln a dominant 

position in the InformatIon envrronment due to rapid advances rn communrcatrons 

technology and an abundance of rnformatron that will be rmpossrble to control. This 

dynamic world situation wrll require America to stay engaged in the international 
I 

communrty by using the power of information to enhance all of the tools of statecraft. 

Integrating the Information Instrument of policy with state and public diplomacy will be 

the key to preserving US capabIlIty to respond to the opportunities and challenges of 

globalization. 

10 
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