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SUMMARY

The overall objective of this effort was to evaluate the current capabilities and areas for development of commercial
XML-bhased (eXtensible Markup Language) web-security products. Our expectation was that this effort would
justify a follow-on effort to augment the capabilities of future ISSE Guard and STARGuard appliances. This report
describes both how we met our objective and the implications of our findings to future in-house efforts in support of
cross-domain information access.

INTRODUCTION
BACKGROUND

This effort was motivated most generally by the potential utility of XML and web-services technologies to cross-
domain solutions. Our specific interest was in the rapidly evolving commercial market for “XML appliances” that
address both processing and security concerns. While these commercial solutions tend to reflect security needs
typical of the commercial sector (and require additional research to meet unique government security needs), their
processing capabilities, both in terms of XML processing speeds and web-services functionality, far surpass any
current or developing GOTS products. Our overall goal, then, was to secure, test, and evaluate a number of
appliances in terms of their applicability to current and future guarding efforts.

APPROACH

Our intent was to select and secure for in-house use a small number of commercial security appliances and to
benchmark them in a common guard-like scenario. The overall goal was divided into four sub-tasks which served as
vector guidelines for our progress through this effort. In the next section, we will list the four sub-tasks and our
accomplishments under each one. Throughout the effort, we found a number of unexpected supplemental efforts that
were necessary to complete these sub-tasks. These supplemental tasks and their results are detailed in Appendix A.

METHODS, ASSUMPTIONS AND PROCEDURES

TASK 1: Select Commercial Appliances and Build Proficiency

Goals

Search the market for commercially available web-services security appliances.; select one to three appliances based
on the potential for meeting our needs, the price, the current certification using the Common Criteria Evaluation, and
ease of use; purchase or obtain for evaluation a sample product; develop proficient knowledge to use the product.

Accomplishments

During the summer of 2004 two student interns worked under our supervision to develop a comprehensive market
review of available XML appliances. This report served as the starting point for our selection process. We
convened numerous meetings and discussions with a cross-section of vendors, many of whom came on-sight to
provide demos of their appliances. Ultimately, we settled on three vendor/appliances (Sarvega’s “XML Guardian
Gateway,” Forum System’s “Sentry,” and Tumbleweed Communications’ “MailGate Email Firewall””) and secured
versions of each for in-house testing.

The Sarvega and Forum Systems products fit the description of general purpose XML appliances (that is, they
provide both accelerated XML processing and web services security). They were chosen based upon a variety of
factors, including their performance specifications, their support for security features, the usability of their
interfaces, the availability of technical support, and their demonstrated acceptance in commercial markets. Also,
both products are at some stage in the submission/evaluation process for Common Criteria Evaluation (CCE)
certification. The Tumbleweed product is primarily a security device aimed specifically at e-mail processing. This
product was chosen (somewhat belatedly) because it represented a growing market of email-specific tools that seem
to apply to future guarding requirements.



As regards developing proficiency in the use of these tools, we participated in extensive training sessions (conducted
by the vendors) for each appliance. Throughout the process, we reviewed and conducted all of the supplied tutorial
materials, and interacted extensively with both the Sarvega and Forum System. They were very responsive to
questions and comments. Particularly for the Sarvega, we have found and reported a number of minor defects with
their appliance, such as the appliance could not handle an attribute of maxOccurs="unbounded” for an element in a
schema file; it could not handle a schema file that is referencing another schema file; and it could not have multiple
policies to handle different types of XML files under one configuration. However, their engineering team was able
to provide patches and fixes for these defects in a timely manner. Furthermore, our evaluation of the products has
already influenced new releases and product development plans. Subsequent to formal training, we developed our
own in-house tutorials for configuring and using the appliances in our particular lab environment (see appendices).

Once the machines were secured and configured as standalone appliances in our lab, we wanted to develop a simple
test application that would demonstrate connectivity and communication with our machines. We chose to develop a
simple cross-domain chat (Jabber) server and client (see “Supplemental Efforts,” below) that would offload the
digital signing and verifying of messages to the appliances. Because signing and verifying many small messages
requires intensive resources from a guard, the servers and the clients, it is a reasonable and realistic test case (in
terms of both processing and security demands) for the use of an XML appliance for security processing. The figure
below shows a top-level view of how an XML appliance fits into the overall architecture.

Client Guard

Client

Server Server

Figure 1: Jabber Use-Case Architecture
TASK 2: Develop Testbed

Goals

Develop a testbed to use the appliances to pass XML messages between two enclaves. In-house computers will be
used to develop this testbed. The messages passed will be unclassified messages similar to those commonly used in
common guarding environments. The testbed must produce a bandwidth requirement similar to current requirements
of fielded systems, and it must be able to introduce a limited number of faulty data elements among the many
requests that meet filter specifications.

Accomplishments

This task developed differently than was originally anticipated. We initially intended to compare the commercial
appliances against fielded guard systems in situations similar to real world environments. However, subsequent
studies demonstrated that configuring the guard systems to our lab environment would require efforts that were
beyond the scope of this research project. Our research team maintained a flexible mindset to adjust to this new
development, and an alternative testbed was developed. As we considered alternative methods of testing the
appliances, we also availed ourselves of similar research that was recently completed (but not published) by the
MITRE Corp. We researched their studies results and focused to provide additional research in some gaps that were
left in their studies. In this new testbed we tested the appliances against themselves and against a standard desktop
PC.




In testing against the desktop, we provide a reasonable baseline against which to compare the processing capabilities
of these appliances. We developed a hand-coded Visual Basic program that uses a built-in XML program library to
perform schema validation, digital signing, and encryption. This was not part of our original testing plan, and serves
to show the dynamic nature of the XML market at large. At the time that we wrote our statement of work only a
couple of programming languages supported XML processing, and did so very modestly (to the extent that XML
documents could be read and parsed). In the time since, programming language developers have recognized the
demand for more sophisticated XML processing, and have incorporated libraries and classes that can be easily
accessed from within any program.

The complete testbed as developed is depicted in Figure 2 below. The desktop PC we used (called “Self” in our
testbed interface) was a Pentium 4, 3.40 GHz IBM desktop with 1.0 GB of RAM and a Gigabit Network Interface
Card. It is running under the Window XP with the Internet Information Services (11S) version 5.1. The appliance
that we received from Forum Systems is an evaluation version of the Forum Sentry (without a cryptographic
acceleration card), and the one that we received from the Sarvega is the Sarvega Guardian. Additional specifications
of the Forum Sentry and Sarvega Guardian cannot be specified in this document because they include proprietary
vendor information. All of the machines are interconnected by a D-Link Gigabit switch, DGS-1008D. We
configured the appliances to interface with our lab machines, and a software interface was developed to monitor the
performance of the appliances (see Figure 3). This software interface allows the user to submit an arbitrarily large
set of data files all contained in a single directory multiple times to each of the systems being tested. The time the
system takes to process each time the directory is sent is recorded as well as the total number of bytes sent, the total
length of time the test required, and the overall throughput.

Forum Sentry

‘ oooo ‘

Sarvega Guardian

Testbed Server

Figure 2: Testbed Architecture
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Figure 3: Testbed Interface

Our sample XML data files were generated using Altova XMLSpy (free version available at www.altova.com) from
schemas which we found in military use cases (such as MTIX) and harvested from the internet. To these files, we
applied a prototypical processing pipeline that represents (in fact, it extends the capabilities of) typical guarding
applications. This pipeline dictates that a document be read in, validated against an XML schema, be digitally
signed and encrypted.

TASK 3: Test Appliances and Document Results

Goals
Test the appliances using XML messages of varying size, complexity and processing requirements. The results
should document numerical comparisons on appliance throughput capabilities.

Accomplishments

Each appliance’s performance was measured on two processing tasks. The first, labeled “SV,” was the mere schema
validation of an XML document. For uniformity in the tests, all XML instances were validated using only their root
elements. The second, labeled “SV-Enc-Sign,” performed schema validation followed by encryption and digital
signing of the documents.




After harvesting the test results data, we also performed statistical analyses of the data. We developed two calculated
percentages to measure our results. First we measured the latency of the security processing incurred as a percent of
the normal processing latency using the formula:

_ [time_ for_SV &Sign& Enc] —[time_ for _SV]., 0,
[time_ for SV]

_ [time_ for_SV & Sign & ENCl.c; 04, _1009
[time_ for _SV]

In addition, we measured the throughput with security processing as a percent of the throughput using the following
formula:

_ [throughput _ for _ SV & Sign & Enc] ., 1o,
[throughput _ for _SV]

The results of this study and analysis are recorded in the “Results” section below.
TASK 4: Final Report

Goals

Fully document work performed under this effort. Maintain meeting minutes, update the plan schedule, document
reasons why certain commercial appliances were selected, provide a detailed description of the testbed, include
documented test results, summarize capability benefits and outline follow-on research requirements for augmenting
current guard solutions with the selected products.

Accomplishments
This report fulfills this goal.

RESULTS

Appendix A shows the results of our testing procedures. It includes three tables detailing the results of our testing
(Figures 4-6). Each chart shows the timing and throughput results one appliance as applied to a variety of file sizes,
number of files, and the number of times files were dispatched for processing. Note that our testing software is not
able to provide accurate time measurement for the total elapsed time fewer than 15 milliseconds. Hence, the total
elapsed time for tests fewer than 15 milliseconds are highlighted in yellow color, and are not included for analysis
(these tests were included for display purposes in figures 7 and 11, but the analysis calculations did not include those
test cases). Since our XML instances were generated from the schemas, the complexity of the instances is a function
of the complexity required and allowed by the source schemas as well as the size of the XML instance. The tests are
overall increasing in size and complexity, but that growth is not uniform. For example, test ID 8 has fewer number
of files and fewer total bytes than test ID 7, but that single file is larger than any of those included in ID 7, so that
XML instance represents a higher complexity level.

The first of these three tables displays the timing and throughput results from the tests run on the Forum Systems
Sentry appliance. The second displays comparable results for the Sarvega appliance. The third table shows timing
and throughput results for our hand-coded Visual Basic program running on the desktop PC (which was
simultaneously providing the testbed interface) and serves as an effective baseline for comparative purposes.
Additional tests using a configured accredited guarding system may yield other useful results, but the configuring of
an accredited guard was beyond the cost and time scope of this effort.

The analysis of this data has been summarized in the Figures 7-11 in Appendix A which compare the three XML
processing platforms across: total processing times, time spent on overhead (communication time between



components), throughput rate for basic XML processing, throughput rate for security-related tasks, and
time/throughput analysis. The final graph measures the relative performance of the Sarvega and Forum appliances
as compared to the desktop solution.

Finally, by considering the x and y values as random variables, we used the student T-distribution to perform
analysis of expected means. Our results of this test are presented in Figures 12 and 13 also in Appendix A.

CONCLUSION

We believe that this effort has conclusively demonstrated the benefit to the government in using COTS technologies
for optimized XML processing in cross-domain applications. Especially in the lower file size range, the throughput
benefits are well demonstrated by these tests. Overall, the Sarvega appliance outperforms both the Forum appliance
and our desktop solution across all processing and size tests. Informally, though, the user interface for the Sarvega
appliance is not as sophisticated as that of the Forum appliance. Thus, as one might expect, there is a tradeoff to be
made between pure performance and usability of the appliance. Additionally, there is a necessary cost associated
with the acquisition of these appliances both in dollars and in manpower necessary to interface, configure, and
support their implementation. Thus, it is imperative that a cost-benefit analysis be performed specific to anticipate
the use case before the appliances should be used in prototype or live scenarios. Depending on the implementation
and use-case requirements in terms of throughput, configurability, training times, cost, etc., any one of these
appliances might be the best fit, or possibly even a combination of several.

It is clear to us - and to many others within DoD - that XML processing demands will continue to increase for the
foreseeable future, and that COTS technology in the form of XML appliances will evolve to meet those demands.
We have already seen significant increases in functionality of these appliances, dramatic increases in performance,
and a range of specialized product types (Tumbleweed's e-mail appliance is one example) that was hard to imagine
even one year ago.

RECOMMENDATIONS

There are a number of related follow-up activities that grow naturally from our findings, many of which will be
detailed in a forthcoming proposal. Briefly, we intend to develop an in-house prototype "guard” that is based on one
(or more) of these XML appliances. There are at least two ways (see Figures 4 and 5 below) in which such
appliances can be incorporated into an existing guard, and our experience to date indicates the distinct possibility
that these appliances (at least in a prototype, lab setting) can serve as functional guards themselves. We intend to
investigate this possibility by configuring COTS appliances so as to address as nearly as possible the functional
requirements of a proposed guarding system, and to use this COTS-based system as the guarding component of an
instance of a fielded AFRL system (for example, the Collaborative Gateway).

XML appliance XML appliance
o Guard S
r < r < z r <
<= < < <

[ [

—

Figure 4: In-line configuration:
An appliance acts as a firewall/proxy/router for a particular domain.
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Figure 5: Side-car configuration:
An appliance handles all of the computational intensive XML processes for a Guard.

REFERENCES

A number of excellent resources are available to acquaint a user with XML. We found these especially useful:
www.w3schools.com — Provides simple tutorials on the most common XML technologies
www.w3.org — W3C website with links to all W3C recommendations regarding XML

We also provide the reader links to the appliance vendor’s websites that were included in this study.
www.forumsystems.com — Forum Systems’ website
WWW.sarvega.com — Sarvega’s website

Finally this study made extensive use of Altova’s XMLSpy software. This software is freely available at
www.altova.com
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1221348

1381539

1500716

1468081

1469321

1450009
1540980
1450144
1471610
1472579
1466318
1443400
1380844
1401034
1272596
1384672
1218677

SV - Enc - Sign
Total elapsed

1.31
1.802
2.844
4.336
8.772

13.399
17.535

0.08

0.15

0.24

0.56
0.981
1.672
2.123

0.42
0.801
1.523
2.713
4917
8.942

12.157

5.728

10.194

15.812

26.337

52.755

9.193
18.496
26.938
36.903
44.343
15.652
31.915
48.429

23.43
44.544
41.099

Throughput
(B/s)

24759
28332
26927
29436
29101
28577
29115
550188
586867
550188
392991
448675
394871
414649
806526
845795
663331
624292
688918
568230
557277

789658
887416
858176
858708

857390
830919
825977
850691
827969
861312
826460
810638
801323
792507
819942
731965

Figure 6: Test Results for the Forum Sentry appliance
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Total elapsed
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5.938
7.911

0.07

0.15

0.25

0.43
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9.814
21.19
30.183

58.403
11.546
15.522
25.196
32.837
39.316
14.671
29.862
41.399
19.177
42.6
1061879

Throughput
(B/s)

62261
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Figure 7: Test Results for the Sarvega appliance
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Figure 8: Test results for the baseline desktop PC
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Figure 9: Total time for processing schema validation, signatures, and

encryption

Notes: Most of the time, the Sarvega appliance performed best, but occasionally the
Forum appliance very slightly outperformed the Sarvega box. Both are significantly
better than the desktop solution as regards overall processing time across a variety

of document sizes.
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Figure 10: Graph of x values for each appliance.

Notes: This shows that the Sarvega appliance incurred significantly less overhead
processing as a percentage of its overall processing time than did either the Forum
box or the desktop solution. This would be expected for the desktop solution,
which incurs significant natural overhead in order to perform XML processing.
This initial overhead, though, decreases with document size. It is interesting that all
three experienced a significant drop in latency overhead when the individual file
sizes increased above 5Kb.
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Figure 11: Throughputs for each test

Notes: The Sarvega appliance had a higher overall throughput rate than did either
the Forum box or the desktop solution across almost all job sizes and job types (that
is, for straight XML processing and for performing security-related tasks). It is
interesting that the desktop performance improves significantly relative to the

appliances as document size increases, and in some cases actually surpasses that of
the Forum appliance.
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Test ID

Figure 12: Graph of y values for each appliance

Notes: This demonstrates along with Figure 8 that Sarvega achieves significantly
less throughput reduction. Key points on this curve show that Sarvega sometimes
achieve near-normal throughput (only slightly less than 100%). At its peak the
Sarvega appliance accomplished the security processing with 96% of normal
throughput, indicating a <4% hit to throughput.
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Figure 13: Expected gains of the Sarvega and Forum appliances over
the desktop solution

Notes: This graph shows the percentage differences between the Sarvega and
Forum appliance performances as compared to our desktop solution. The Sarvega
appliance outperformed the desktop solution, in most cases dramatically, in all but
one test. The Forum box performed better than the desktop solution in many cases,
but as file sizes increased, its performance differential decreased to below the level
of the desktop solution.
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appliance.

Figure 14: T-distributions of x values

See notes for Figure 7 for definition of x.
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Figure 15: T-distributions of y values

Notes: This graph shows the dramatic differences in mean throughputs for each appliance.

See notes for figure 9 for definition of y.
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Appendix B: SUPPLEMENTARY EFFORTS

In addition to the basic testbed interface for timing and comparing performance, we engaged in numerous other
studies to investigate the functionality capabilities of using XML and XML appliances in cross-domain use cases.
We developed three utility programs to support the experimentation with the XML appliances. We also investigated
various methods of dirty-word filtering using XML standards. The results of these related efforts are outlined below

Dispatcher Program: The first is a dispatcher program (see "XML Dispatcher" interface below) that can be used to
communicate with and control the flow of data files to the appliances. The dispatcher served as a precursor for our
final testbed interface. The functionality of the dispatcher was that it allowed the user to specify the destination web
service by IP, port, and extension and it allowed the user to specify the xml file to send, and then number of times to
send it. Similar programs are widely available, but we had difficulty finding a single one that provided all of these
necessary functionalities in one point.

XML Guard Dispatcher

Haost: [10.1.103.170
Port: |55555

Extension: [xmil

File: | || Erovwse...

Fepeat (1000 ~ Send

Figure 16: Screen shot of the Dispatcher

Jabber Client and Server: The second program is actually a client-server pair of programs for testing an XML chat
communications protocol, called Jabber, with the appliances. The screen shots below (Figures 15a and 15b) show,
respectively, the Jabber server and the Jabber client in action.
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ietBeans IDE 3.6 - Project Default ==
Fle Edit Yew Project Buld Debug Versioning Tools ‘Window Help

|lpe@@a|nemde|ad|do=i|ospanemosala

| Outpust x|
Compiter Server -0 | Client - 10| runStertupSerist - 15| cliert - 15 |

12:38:06:93L1 Delivering packet: <ig types'result" id="suth set_id"/»> |
12:38:06:931 [XC]

12:228:06:991 [XS] URI: 1Name: ig gName: iqg

12:38:06:931 [XC]

12:3%:06:991 [X§] URI: jabber:ig:roster liaue: gquery glame: query

12:22:06:931 [HE] finished with query

12:38:06:931 [XC]

12:38:06:331 [XE] finished with ig

12:39:06:99L [PQ] +<ig type="get' id="roster_get_id's<query/><fig>

12:38:06:9%]1 RosterHandler: get roster dump

12:38:06:991 Delivering packet: <ig type="result" id="roster get_id"><query smlns="jabber:ig:roster'><item jid="Userl@domain cne'/></query></ig>

12:40:56:414 [XC]

12:40:56:414 [XS] URT: I1Name: message gName: message

12:40:56:414 [XC]

12:40:56:414 [X3] URI: 1Name: hody giame: body

12:40:56:414 [XC] Hello, users

12:40:56:414 [XE] finished with body

12:40:56:414 [XC]

12:40:56:414 [XKE] finished with message

12:40:56:414 [PO] <message type="chat" to="User3@domain one' from="Userl@domain one'=<bodyrHello, user3=/body+<{/messager

12:40:56:414 Delivering packet: <message type='chat" to="User3@domain one' from="Userl@domain one's=<bodyrHello, userd</bodyr</messager

12:41:47:718 [XC]

12:41:47:712 [XS] URI: 1Name: meszage glane: message

12:41:47:718 [XC]

12:41:47:718 [XE] URI: 1Name: body gifame: body

12:41:47:718 [XC] Long time no see

12:41:47:718 [XE] finished with body

12:41:47:718 [XC]

12:41:47:718 [XE] finished with message

12:41:47:718 [PQ] <message type="chat" to="Userl@domain one' frow="UserZ@dowain one"=<body>Long time no see</body=</message>

12:41:47:718 Delivering packet: <message type='chat" to="Userl@domain one' from="User3@donain ons's><bodyrlong time ne sea+/bodyr</messages

1 =
4 J B

Finished Client

Figure 17a: Jabber server screen shot

CDIS Xim ¢
rom: |User! @domain_one -Actual Traffic -

To: |Userd@domain_one
- Chat

[ Incoming

[y

Zmessage type="chat"
to="Llser @domain_one"

I

Userl @domain_one= Hello, user3

Userd@domain_one= Long time no from="Iser3@damain_one
SER "==hody=Long time no
see</body==fmessage=

Outgoing .

=Message
from="Iser! @domain_one
"to="ser3@darmain_one"
trpe="chat"=

=hody=Hello,
Lseri=ibody=
=/messager

Figure 17b: Jabber client screen shot
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Dirty Word Filter generator: Finally, we developed a program to support the production of XSLT stylesheets in a
user-friendly way. This was a follow-on effort to the research conducted by one of our intern students, Ryan
Cunningham. Ryan discovered several methods of using XML specifications to filter out specific words from
portions of an XML document. Of these methods, the most versatile was using XSLT stylesheet transformations.
Since stylesheets are the primary means by which document transformation occurs on the XML appliances, and
since a canonical use of document transformation in guarding environments is the development and application of
dirty word filters, we developed a simple interface (see Figure 16 below) for specifying word replacements to occur
as a part of some document processing. The program generates an XSLT stylesheet that incorporates the processing
required to do the word replacements, which can easily be incorporated into the processing pipeline of any of the
appliances.

File

XML Dirty Word Generator

Original Text: Replacement Text:
plan @@
Bl Remove
terrorist T
Secret ##4
AFRL 222
coordinates f2-41
fplan BEE

Current file: | |

Figure 18: Dirty Word generator screen shot

Genetic Algorithm Research: During the summer of 2005 we had three part-time summer interns working at least
part-time with the CDIA S&T group. Each conducted a project of his own that related to their interests and to the
long-term research interests of the CDIA S&T group. Of particular interest was Justin Randall's project, in which he
investigated the application of genetic algorithms to regular expression development. Regular expressions (generic
text-matching patterns) are extremely useful in specifying document filtering and transformation capabilities, but are
difficult to define and are often applied to a "moving target" - that is, to documents that are intentionally changed to
avoid filtering. We have invited Justin back to continue his work during his winter break from school.
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Appendix C: Functionality Comparison Chart

Function Type | Feature Forum Sentry Sarvega
Guardian
Content Schema Validation | Validate XML messages against a specified XML v v
Inspection / schema file.
Modification Regular Expression | Filter messages based on the message content, given
or Dirty Word a regular expression or a specific word. v v
Filtering
XSLT Transform XML messages using an specified XSLT v v
Transformation stylesheet.
DoS Protection Enforce limits to help protect denial of service attack v v
caused by structural XML threats such as coercive
parsing and oversized payloads.
Message Routing Specify where the received messages should route to. v v
Message-based | Digital Signature Sign XML messages using the standard XML v v
Security signature algorithm.
Signature Validate signatures from signed XML messages. v v
Validation
Encryption Encrypt XML messages using the standard XML v v
encryption algorithm.
Decryption Decrypt encrypted XML messages v v
Identity-based | IP Address Only accept messages from a set of authorized IP v v
Security Filtering addresses.
User Validate if a user if who he or she claims to be. v v
Authentication
User Authorization | Determine what services that a user is permitted to v v
use.
Performance XML Acceleration | Hardware or software that enhances the performance v v
Enhancement of processes that handle XML messages.
SSL Acceleration | Hardware or software that expedites the SSL process. v v
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Operations Logging Record events that occurred. v
Management Alerting Inform an administrator when necessary. v
Archiving Backup log files to an external database. v
Form Factor Software A program that runs on a computer. v
PCI Card A piece of hardware that can add onto a computer. v
Appliance A stand-alone device that is fully functional. v
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List of Symbols, Abbreviations, and Acronyms

CCE: Common Criteria Evaluation

CDIA S&T: Cross Domain Information Access, Science & Technology
COTS: Commercial Off-The-Shelf

DoD: Department of Defense

GB: Gigabyte

GHz: Gigahertz

GOTS: Government Off-The-Shelf

IBM: International Business Machines

I1S: Internet Information Services

ISSE Guard: Intelligence Support Server Environment Guard
MTIX: Moving Target Indicator eXploitation

PC: Personal Computer

RAM: Random Access Memory

STAR Guard: Secure Trusted Automated Routing Guard
W3C: World Wide Web Consortium

XML: eXtensible Markup Language

XSLT: eXstensible Stylesheet Language Transformation
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