Algorithm-independent framework for verifying integer
constraints”

David Teller! Zhong Shao
dtelle@ens-lyon.fr shao@cs.yale.edu
Technical Report YALEU/DCS/TR-1195

July 20, 2000

Abstract

Proof-carrying code (PCC), as pioneered by Necula and Lee, allows a code producer
to provide a compiled program to a host, along with a formal proof of safety. The PCC-
based systems often rely on solving integer constraints to prove the soundness of the
index types and to control resource consumption. Unfortunately, existing approaches
often require the inclusion of an oracle-like constraints solver into the trusted computing
base (TCB) or at least lock the safety policy with one particular solver. This paper
presents a feasibility study for dissociating the constraints solver from the TCB and the
safety policy from the actual solver algorithm. To demonstrate this, we produce a simple
framework, we show how to adapt the popular solvers such as the Omega test and the
Simplex method into this framework and we study some of its properties.
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1 Introduction

In proof-carrying code (PCC) [8, 10], a code producer and a code consumer (host) start by
agreeing on a safety policy. This policy is specified as a set of axioms for reasoning about
safety. The code producer will then ship a compiled program to the consumer, along with
a formal proof of its safety. Of course, the formal proof must be expressed in term of those
axioms. Common examples of such policies include memory soundness, security, CPU time
bounds and other resource control. Someday, banking applets will presumably comply with
money-transfer soundness policies.

PCC relies on the same formal methods as does program verification; but it has the sig-
nificant advantage that safety properties are much easier to prove than program correctness.
The producer’s formal proof will not, in general, prove that the code produces a correct or
meaningful result; but it guarantees that execution of the code can do no harm. Thus, it
cannot replace other methods of program assurance. On the other hand, the proofs can be
mechanically checked by the host; the producer need not be trusted at all, since a valid proof
is incontrovertible evidence of safety.

Using PCC allows to remove many run-time checks without sacrificing safety. For example,
the Touchstone compiler [10] can prove the memory safety of the compiled programs. In
other words, Touchstone-compiled programs can be trusted to run on devices without memory
protection. Recently, Xi [19, 17] introduced a dependent type system in which the costly
process of array bounds checking can be removed—a method which has been adapted to do
so in a provably safe way.

CPU time bounding [9, 5|, memory soundness [8, 7, 1], and array bounds checking [19],
all require some kind of integer constraints handling. So does automatic parallelization [14].
And so do presumably many unmentioned processes. To be more specific, they require solving
a set of integer equality or inequality equations to prove the soundness of the index types
and to control resource consumption. Unfortunately, existing approaches either include the
constraints solver into the trusted computing base (e.g., Xi’s DML [17] and DTAL [18]), or lock
the safety policy with one particular solver logic (e.g., Necula’s Simplex solver logic [10, 9]).

The goal of this work is to study the feasibility of producing a generic framework where the
constraints solver does not have to be in the TCB and the safety policy is independent of the
actual solver algorithm. This is important because it would allow the code producer to choose
the constraints solver most appropriate to a particular application. The producer will have
much more flexibility in the manner in which the mobile code is proved safe. Furthermore,
by removing the solver algorithm or the specific solver logic inference rules from the TCB, we
get a higher-assurance system: any assumption about a particular solver algorithm must be
proved.



2 Background and motivation

2.1 Solving integer constraints

Trying to solve all integer constraints is a somewhat ambitious task. As a matter of fact,
this would mean solving Hilbert’s tenth problem “ Determination of the solvability of a Dio-
phantine equation. Given a diophantine equation with any number of unknown quantities and
with rational integral numerical coefficients: To devise a process according to which it can
be determined by a finite number of operations whether the equation is solvable in rational
integers.” A problem which has been showed undecidable.

Hence, no solver handles just any integer constraints. Most of them only handle linear
integer constraints. Some of them contain extensions to simple families of polynomials. We
will follow the wise precedents and only attack linear constraints, for now.

Three families of solvers are currently used :

e Fourier-Motzkin’s variable elimination [6]
e SUP-INF [3]
e The Simplex algorithm [11]

The most commonly used algorithm is the Omega test [13], a variant on Fourier-Motzkin’s
variable elimination [6]. Supposedly, it is the fastest and most complete algorithm currently
in use. For now, suffice to say that it works by eliminating trivial equalities and inequalities,
reducing non-trivial equalities into trivial equalities by applying a variant of the mod operator,
reducing non-trivial inequalities into trivial equalities by projection in some n-dimensional
space and checking exhaustively for solutions when the formal methods do not work. Since
this is the most commonly used algorithm and this it is definitely non-trivial, we used it as a
basis for our research.

The Simplex algorithm, noticeably used by Necula in [Necula 1998], is a much simpler
algorithms which proceeds by some linear algebra transformations on the matrix representation
of the constraints. Since this algorithm is fairly simple, completely different from the Omega
test, and since Necula has already made some steps to make it produce proofs, we used it as
a confirmation of the genericity of this work.



2.2 Verifying integer constraints
2.2.1 Dissociating collection and verification

The first approach one can think of for the verification of integer constraints-related policies
is the definition of a source-level semantic/logic. In other words, a set of inference rules which
would be applied directly to the source code, would check all integer-related operations and
decide, for example, of the satisfiability of problematic cases. This verification could take, for
example, the form of a type-checking algorithm.

A variant of this approach would imply the translation into a simpler language, say some
form of A-calculus, which would allow the use of a smaller set of rules.

The shortcoming of this method is in its definition : interleaved collection and resolution
of integer constraints - both of which are undecidable problems - make this semantic bigger,
more complex, harder to maintain. And, of course, if the security policy is to change, the
whole semantic will be due for change.

Dissociating both aspects is not going to solve anything by itself, of course. But it allows
to work on both aspects separately, and to find separate solutions. For example, using Xi’s
dependent type system [17] or an annotation system for the collection of integer constraints
makes it possible to overcome the undecidability of constraints collection.

2.2.2 Dissociating the policy from the constraints checker

The logical successor of the former approach is a two-level architecture : one constraints
collecter and one policy checker/prover. However, this is still no solution.

Some program require different security policies. For example, two different optimizations
such as array bounds checking elimination and automatic parallelization may not be proved
valid by the same set of criteria. A program taking advantage of both optimizations will
hence be collected for constraints and then policy-checked /policy-proved twice. However, both
policies rely on integer constraints verification. In other words, it might be that only one step
of both policy solver/checker is different.

In other words, the size of the proof and the time required to produce and then check it
can be reduced by just dissociating the policy checker and the constraints solver. For example,
the Omega Test [13] is an “as generic as it gets” integer constraints solver.



2.2.3 Proving the result

The next step is that of solving the constraints, which can be handled by classical algorithms
such as the Omega Test or the Simplex for given families of integer constraints.

This is, however, not the last step. For the receiving host still has to be convinced of the
(un)satisfiability of the set of constraints.

The satisfiability is rather trivial to prove, since it only requires a numerical certificate. In
other words, a numerical example. However, the unsatisfiability is a much harder problem. In
practice, when the enforcement of the policy requires the unsatisfiability of a set of constraints,
two distinct methods are used to check that the security policy is enforced.

2.2.3.1 Solver algorithm in TCB The first solution is to include the decision algorithm
in the trusted computing base. In other words, the run-time proof checking system contains
the Omega test, for example, and is submitted a set of linear equations and inequations, which
it solves, just like the compiler did. The method seems to have been implicitly used by Xi [17].

This method is not without advantages :

e It is simple to implement.
e The included Omega test might be very low level and fast.

e Carried proofs can be very short.
However, it has serious drawbacks :

e Since the whole set of equations and inequations is solved again, it requires lots of possibly
useless calculations.

e The algorithm used cannot be changed, which prevents, for example, from adding the
capability of solving some simple kind of polynomial constraints, to the solver.

e The TCB must be expanded with a possibly complex algorithm, thus increasing the risks
of bugs, leading to unsoundness.

e If the run-time system has to be ported to another platform, the included test makes it
bigger, hence probably harder to port.

e Since no integer constraints solving algorithm is complete, some kinds of constraints
cannot be checked at compile-time. In particular, if the type system requires these
constraints, as is the case with dependent/indexed type systems [17], the compiler will
flatly refuse perfectly sound programs.



2.2.3.2 Solver-logic in TCB Another simple idea, introduced by Necula [10], is to define
a set of deduction/inference rules encompassing all the steps in the algorithm and proving the
result using these rules. In fact, this is the same thing as introducing a new logic adapted to
the solver.

Once again, this has advantages:

e The algorithm does not need to be included in the TCB as such.

e Some useless calculations can be removed from the proof, hence resulting in faster checks.
However, similar drawbacks can be found:

e The TCB is still expanded, this time with a specific logical system, which is almost as
hard to trust as the algorithm itself.

e The system is still locked with a particular algorithm and minor variations on this al-
gorithm. This approach still prevents some optimizations and still refuses some sound
programs.

3 Solver2FOL

3.1 Presentation

One of the next logical steps of modularization in the verification of integer constraints is that
of rendering the algorithm independent from the proof. That of getting rid of the limits of the
approaches previously exposed.

Solver2FOL is a small contribution to this task: a study of the feasibility of this dissociation.
Although this work is no way related to the semantic model for PCC introduced by Appel
and Felty [1], it can be seen as a complementary module: where Appel and Felty introduce
a semantic model to describe types and machine instructions, in order to achieve language
independence in PCC, we introduce a model to describe constraints solvers, in order to achieve
algorithm independence in PCC.

Solver2FOL is a set of tools designed to allow the translation of integer constraints solving
algorithms into algorithms building First Order Logic (FOL) proofs. It is composed of :

e A syntax to express constraints.
¢ A minimal semantics on the constraints.

e A minimal list of trusted operations.



e A collection of formal definitions to enrich the constraints using usual comparisons and
operations.

e A collection of basic theorems, all of them formally proved, which prove the use of these
enrichments valid.

e A collection of general-purpose lemmas, formally proved using these theorems.

In addition, we provide as an example Omega2FOL and Simplex2FOL, formally proved
“Solver2FOL-izations” of the Omega test and of the Simplex.

3.1.0.3 FOL vs. set of rules First Order Logic was chosen instead of a custom set of
rules since First Order Logic allows to express the kind of rules such a work would need as a
set of axioms. Using a custom set of rules would provide shorter proofs but would not allow
us to use the full power of First Order Logic. Unless, of course, we want to reexpress FOL into
this set of rules.

And of course, using a custom set of rules is the first step toward defining and locking the
algorithm by the mere description of the proof system - which is exactly what we want to
avoid. FOL allows us to ignore this pitfall.

3.1.0.4 FOL vs. HOL First Order Logic was chosen because FOL rules and axioms tend
to be simpler and more readable than true Higher Order Logics. However, we will show that
this approach has several drawbacks.

3.1.0.5 Formalism Solver2FOL redefines most operations on 7Z using formal notations.
This redefinition allows us to produce purely formal proofs of lemmas and theorems. In time,
these purely formal proofs may be shipped and mechanically verified by a theorem checker.

3.2 Constructs
3.2.1 Grammar

Figure 1 gives the grammar for Solver2FOL. T'ests are to be talen as First Order Logic terms.

This grammar is chosen as to make the basic set of axioms be as minimal as possible. In
particular, the grammar does not contain inequalities or division—all these can be built on
top of this skeleton.

This grammar is also designed to be fairly generic, so it can express the expressions as seen
by the solver algorithm. For example, the Omega test mostly works with expressions of form



Test == Term ~ Term (term comparison)

Var e V

= unknown variable)
| Int € mathbbZ

|

|

integer constant)

Term @ Term  (term addition)

o~ o~~~

Term ® Term  (term multiplication)
Where V is a countable infinite set.

Figure 1: Grammar for Solver2FOL

“Term =< 07 along sometimes with “a ® z < o” and “f < b ® 2”7, whereas the Simplex only
uses “T'erm = 07 and “Term ~ Term”.

These design decisions allow the translated Solver2FOL algorithm to use the exact same set
of conditions as the original algorithm as well as to reflect directly its inner workings. The other
reasons for our choice are to serve as a place-holder for future extensions on polynomials and
to pave the way to render the translation from an algorithm into Solver2FOL semi-automatic.

3.2.2 Semantics

3.2.2.1 Constants

Comparisons on constants Classical comparisons on Z such as <, <, =, >, > and |
are supposed to be already implemented and trusted. This represents the fact that all those
operations are already part of the CPU, hence already trusted in order to run the proof-checking
system.

Operations on constants Classical operations on Z such as addition, multiplication,
floor division (|*]), ceil division ([*]), modulo and absolute value are supposed to be already
implemented and “mostly trusted”. This represents the fact that all those operations are
already part of the CPU, hence already trusted in order to run the proof-checking system -
but that exceptions can occur.

“Mostly trusted” means that operations are trusted as long as no exceptions are thrown
(division by zero, overflow, underflow). The semantics of exceptions in Solver2FOL is that if
any exception should be raised, then the whole proof is considered false. Although this is not
a fully satisfactory arrangement, it is not incoherent : if a proof contains such an exception, it

10



probably means that the prover forgot to catch the same exception. However, this might not
be true in case of cross-platform proof-building.

3.2.2.2 Variables

Operations on variables Although most of the times integer constants will not be
effectively substituted to variables, the semantics of Solver2FOL is designed for “constant
place-holders”-variables.

In other words, variables stand for unknown constants.
3.2.2.3 Terms

Definition Terms are members of set 7 defined by the grammar of Solver2FOL. Terms
can be considered as an extension of integers with integer variables. For the sake of simplicity,
we will consider 7 as a superset of Z.

Comparisons on terms Classical comparisons on Z such as <, <, =, >, > and | can
be extended to terms. However, the only needed comparison is the equality law =, defined by

~ is an equivalence law on
T
~ is compatible with = on
Z

Operations on terms Classical operations on 7Z such as addition, multiplication, divi-
sion (|*]) can be extended to terms. However, the only needed operations are addition & and
multiplication ®, defined by

(@ is an internal composition law on
T
@ is commutative, associative, dis-
tributive on ®
0 is neutral for ®

( Dz Zdes +

11



([ ® is an internal composition law on
T
® is commutative, associative
0 is absorbant for ®
1 is neutral for ®

( D)z Zdef -

3.3 Definitions as axioms
3.3.1 First generation

3.3.1.1 Syntactical conventions

e Operators on 7 have the same precedence as their counterparts in Z.
e In case of ambiguity, all operations are supposed left-parenthesized.
e X ©Y is a syntactical shortcut for X @ ((—=1) ® Y)

lowercase letters stand for integers constants

e uppercase letters stand for expressions

3.3.1.2 Presentation The basic axioms are presented in Figure 2. They are translations
of the semantics of the basic constructs of Solver2FOL.

3.3.2 Second generation
3.3.2.1 Definition Operators.\. and .%. are the respective counterparts of |*] and . mod .

on 7. Binary relations ||, <, <, >, = are the respective counterparts of |, <, <, >, >. They
are defined by :

12



Equality

VX X=~X

VXY XrY=Y=X

VX,)Y,Z Xc=YANY=Z=X=xZ
Ya,b arb=a=0»b

VX da, X ~ a

Addition

VX Xd0~ X

VXY XoY=YpX

VX,)Y,Z Xe(YaeZ)~(XaY)dZ
VX,)Y,Z XrY=>X0Z=xYPZ
Va,b a®dbra+b

Multiplication

VX 0®X~0

VX 1 X~X

VXY XY~YoX

VX, V.7 XY Z)~(XY)®~Z
VXY, Z (XeY)Z~(X2)a (Y ®2Z)
VX,)Y,Z XrY=>XQZxY®Z
Va,b a®®br~a-b

add comm)
add assoc)
add eq)
add on Z)

P P

mult 0)
mult 1)
mult comm)

add/mult dist)
mult eq)
(mult on Z)

(
(
(
(mult assoc)
(
(

Figure 2: Basic axioms for Solver2FOL

a®Y ©b

X~a®Y odb
a| X iff X%a ~0

X@b

L Y @b

( X\a =~ Y iff for some b in [0,a — 1], X =~
X%a =~ biff bisin [0,a — 1] and for some Y,
X XY iff for some non-negative b, Y ~ X @b
X <Y iff for some strictly positive b, ¥ ~

X > Y iff for some non-negative b, X ~ Y ®b
X > Y iff for some strictly positive b, X =

3.3.2.2 Axiomatization The axiomatization of these operators and relations is immedi-

ate. It is presented on figure 3.
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Definition of operators
VX,Y,a X\a~rY =4 3b,
0<bAb<aNX=a®RY &b (dodiv)
VX,a,b X%a~b=4;3Y,
0<bAb<aANX=a®RY ®b (mod)
Definition of relations
VX,a  al| X =gy X%a~0 (
VXY X =Y =4 30<bAY ~XDb (
VXY X <Y =g 1<bAY~Xab (i)
VX)Y X >Y =43 0<bANXrYDb (
VX)Y X >Y =43 1<bANXrY®b (

Figure 3: The second wave of definitions

3.4 Basic theorems

The following set of theorems will prove that the newly introduced operators are what they
seem - namely that they can be used as their integer counterparts. Purely formal proofs are
given in appendix.

Basic theorem 1 (dodiv on Z) The definition of .\« is compatible with |*] on Z. In other
words, for any integers a, b, a\b~ [§].

Basic theorem 2 (mod on Z) The definition of %. is compatible with . mod « on Z. In other
words, for any integers a, b, a%b ~ a mod b.

Basic theorem 3 (isdiv on Z) The definition of || is compatible with | on Z. In other words,
for any integers a, b, a || b <= alb

Basic theorem 4 (leq on 7Z) The definition of = is compatible with > on Z. In other words,
for any integers a, b, a = b <= a>b
Basic theorem 5 > defines a partial order on T . In other words,

VX X=X (geq ref)
VXY X2YAY>»X=X=xY (geq antis)
VX,)Y.Z X=YANY =Z=X*%27Z (geq trans)

14



Basic theorem 6 (gt on 7Z) The definition of = is compatible with > on Z. In other words,
for any integers a, b, a = b <= a>b

Basic theorem 7 (it on Z) The definition of < is compatible with < on Z. In other words,
for any integers a, b, a <b <= a <b

Basic theorem 8 (leq on 7Z,) The definition of < is compatible with < on Z. In other words,
for any integers a, b, a b <= a <b

Basic theorem 9 =< defines a partial order on T . In other words,

VX X=X (leg ref)
VXY X=YAY<X=X=xY (leg antis)
VX, Y.Z XIYANY XZ=X=Z (leg trans)

Basic theorem 10 (leq equiv geq) =< and = are each other’s symmetric. In other words,
FX<Y < Y = X.

Basic theorem 11 (It equiv gt) < and = are each other’s symmetric. In other words, = X <
Y << Y > X.

Basic theorem 12 (It as leq) <=< U =. In other words,F X XY <— (X <YVX=xY).
Basic theorem 13 (gt as geq) ==> U ~. In other words,F X =Y <= (X - YVX ~rY).
Basic theorem 14 (eq as ineq) < N ==~. In other words, X XY ANX =Y F X =Y.

Basic theorem 15 (absurd ineq) < N == (. In other words, X <Y ANX =Y L.

3.5 General-purpose lemmas
Formal proofs are given in appendix.

Main lemma 1 (opp add) Opposite addition is provable using Solver2FOL. In other words,
FYeY =0

Main lemma 2 (add eq2) A second formulation for addition on each side of an equality can
be proved using Solver2FOL. In other words, X x Y FZ & X ~ZaY
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Main lemma 3 (mult eq2) A second formulation for addition on each side of an equality can
be proved using Solver2FOL. In other words, X Y HFZ X ~ZQ®Y

Main lemma 4 (add eq3) General addition on both side of the equality sign can be proved
using Solver2FOL. In other words, X x Y NZ~TkHX®&Z=Y T

Main lemma 5 Substraction in equality (sub equ) is provable using Solver2FOL. In other

words,
XeY~rZ-FX=xZ8Y
ZxXpYFHZoY =X

Main lemma 6 (sub ineq) Substraction in an inequality is provable with Solver2FOL. In other

words,
XY <Z-X<Z8Y

Main lemma 7 (mult sum) The propagation of multiplication in a sum is provable with
Solver2FOL. In other words,

Fp®XierX; = Xierp @ X

Main lemma 8 (var isol) The isolation against a variable in a sum is provable with Solver2FOL.
In other words, for any j in I,

(o EiEIXi =~ (2161\{j}X1) & Xj
Main lemma 9 (var resol) The resolution against a variable of an equality between a sum

and a constant is provable in Solver2FOL. In other words, for any k in I,

EiEIXi ~chk Xk ~cDd Ezé[\{k}@Xz
Main lemma 10 (0 add2)F X =~ X @0

Main lemma 11 (div sum) The propagation of .\p in a sum where all elements are divisible by
p is provable using Solver2FOL. In other words, if play, plas, . .. pla, then = (Bicp nai®@X;)\p ~
Zie[l,n]% ® X;

Main lemma 12 (mult ineq) Multiplication in inequality is provable using Solver2FOL. In
other words,

XIYNORZFEZRXZQY

16



3.6 Summary

Once this set of theorems and lemmas is proved, we have a full syntax and its associated
semantics to handle formal expressions. Note that as opposed to Xi’s approach, for example,
quantifiers are not handled by Solver2FOL - they don’t need to, since they are already handled
by First Order Logic.

Also note that the trusted computing base is very small: it consists of classical integer
operations and very few (and very basic) properties of ® and @. Thus, complex proofs can be
traced back to a base of axioms which can easily be checked and trusted.

4 The Omega test

4.1 The original algorithm

The input of the Omega test is a set of linear equalities and linear inequalities involving only
integer values. All the conditions are supposed to have form Eﬁj{bai -x; < cor Eﬁi’fai - T; = C.

4.1.0.3 Removing equality constraints

e Equalities of the form X=7a; - #; = ¢ are divided by the greatest common divisor of
ai,...,ay,. If this leads to a formula with non-integer values, the test has failed and the
system is unsatisfiable.

e If two equalities are visibly incompatible, the set is unsatisfiable.

e If one of the equalities contains a variable with coefficient 1 or -1, remove this equality
and eliminate the variable.

e Otherwise, choose one equality ¥i=7a; - z; = ¢ and replace it with —|as, - 73| - 0 +
SR (Lag /m o+ 1/2) + agum) - z; where apb =45 a — b - |a/b+ 1/2] and m - 0 =gy
Y= aum) - x; = c

e Proceed until there are no more equality constraints.

4.1.0.4 Removing inequality constraints

e Inequalities of the form X!=7a; - x; < ¢ are divided by the greatest common divisor of
ai,...,a,, rounding down c/g.

e [f inequalities can be merged into equalities, merge them.

e If two inequalities are redundant, remove the weakest one.
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e [f inequalities are visibly incompatible, the set is unsatisfiable.

e [f there are no more equalities and if there is a variable without upper bound or without
lower bound, remove all the inequations involving this variable.

e Compute the real shadow of the set of inequalities along z by merging two constraints
such as a-z < a and < b- z into constraint a - 3 < b- «, where a and b are positive
integers.

e Compute the integer shadow of the set of inequalities along z by merging the two same
constraints intob-a—a-f>(a—1)-(b—1).

e If both shadows are identical, the system is satisfiable iff there are integer solutions to
the (common) shadow

e otherwise

if there are no integer solutions to the real shadow, the set is unsatisfiable
if there are integer solutions to the integer shadow, the set is satisfiable

— otherwise

x determine the largest coefficient a of z in any upper bound a > az on z and
for each lower bound bz > (3 on z, for each i in [0, (ab — a — b) /a] do solve the
problem combined with bz = 5 +1¢

— Proceed until there is at most one inequality. If this happens the system is satisfi-
able. Otherwise, it is not.

4.2 Omega2FOL

Let us consider a reduced version Omega’ of the known Omega test. This Omega’ is a subset
of the Omega test where two optimizations have been remove for the sake of simplicity. These
optimizations are not required to run the Omega test :

Coefficients reduction We have not tried to prove this step yet. However, our work so far
seems to indicate that this step will require a more complete work on the Omega test,
including completeness studies.

Fusion of opposite inequalities This step is trivial but meaningless without coefficients
reduction.

Construct 1 There exists an algorithm Omega2FOL based on Solver2FOL which :

e can solve the same set of constraints as Omega’.

e instead of Yes/No, returns proofs of unsatisfiability whenever Omega’ decides that
the set is unsatisfiable.
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4.2.0.5 Steps All these steps have been formally proved using Solver2FOL. Proofs are
presented in annex.

Algorithm step 1 “FEquality normalization” is provable using Solver2FOL. In other words,
ifp|al>p|027 . 'p|an then Zie[l,n}az‘ ®X;~chk Zie[l,n]% ® X; ~ L%J

Algorithm step 2 “Unsatisfiable equality” is provable using Solver2FOL. In other words,

play Aplag A ... Apla, ASiZa; @ X; = c k- ple

Algorithm step 3 “Inequality tightening” is provable using Solver2FOL. In other words, if
p‘alap|a’27 .- 'p|a’n; then

Yiera; @ X; ek EieI% ®X; = LEJ
p p

Algorithm step 4 “Real shadow” can be proved using Solver2FOL. In other words, if 1 < a,
1<bthena®Z<ANB=bQZ+-ax B<bx A.

Algorithm step 5 “Ezhaustive check” can be proved using Solver2FOL. In other words, if
1<anl1<b (a—1)-b—1)=xbRAca@BNa®E<SANB<bIREFT,0<iNi-a<
(a-b—a—bNbRE~Bd

Corollaries :

e Omega’ was proved.

e We can produce Omega2FOL.

4.2.0.6 Informal listing of Omega2FOL For the sake of readability, this listing is an
informal presentation of the decision procedure. For example, it does not detail the instantia-
tion of each lemma, nor does it explicitly show that it tries to simplify the handled equations
at each step, by turning multiplication by 0 into 0, by removing addition of 0, etc...

Also note that this algorithm returns a formal proof where Omega’ would have returned
No and Maybe where Omega’ would have returned Yes. This seemed more appropriate in
absence of any completeness study on Omega’.

Removing equality constraints

If there is at least one unnormalized equality left £
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Normalize
Call Omega2FOL with a system containing the normalized equality F instead of the
unnormalized one.
If the test returns Maybe, return Maybe
Otherwise, if the test returns proof P

Return the composition of proof F & = F (built by lemma “Equality normaliza-
tion”) and P

If we can find an unsatisfiable equality £

Return lemma “Unsatisfiable equality” applied to &

If we can find two contradictory equalities A and B

Return lemma “eq trans” applied to A and B

If there is one equality £ which involves a variable £ with coefficient 1

Remove one variable
Let (F;); be the set of equations and inequations. Call Omega2FOL with a system
containing (F});, the set of all equalities/inequalities in which the formal value
associated to & has been substituted to ¢ itself.
If the test returns Maybe, return Maybe.
Otherwise, if the test returns proof P

Return the composition of the proof of the formal value of £ (built by lemma
“variable resolution”), the proofs - F; = F! (built by lemma “variable isolation
in a sum” and lemma “add eq2”) and P.

If there is one equality £ which involves a variable with coefficient -1

Remove one variable
Call Omega2FOL with a system containing the opposed equality F in which the -1 has
been fully propagated.
If the test returns Maybe, return Maybe
Otherwise, if the test returns proof P

Return the composition of proof - £ = F (built by lemma “eq mult” and lemma
“sum mult”) and P

Otherwise, if there is still at least one equality, let X ~ ¢ be one of the equalities left

Call Omega2FOL with a system containing X < ¢ and ¢ > X instead of X ~ ¢
If the test returns Maybe, return M aybe
Otherwise, if the test returns proof P
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Return the composition of proof F X ~ ¢ = X < c¢A X > ¢ (built by lemma “eq
as ineq”) and P

Removing inequality constraints

If we can find two redundant constraints

Call Omega2FOL with a system containing all the constraints minus the weakest of the
two redundant constraints. Return the result.

If we can find two contradictory inequalities A and B

Return lemma “leq trans” applied to A and B

If there are no more equalities and if we can find a variable without upper bound or without
lower bound.

Call Omega2FOL with a system containing only comparisons which do not involve this
variable. Return the result.

If there is a variable (, along with one lower bound condition B < b® ( and one upper bound
condition a ® ( < Asuchasa=1and 1 <borb=1and 1 <a.

Both shadows are identical
Call Omega2FOL with a system containing a ® B < b ® A instead of both conditions
If the test returns Maybe, return Maybe
Otherwise, if the test returns proof P

Return the composition of proof F B Xb®@(Aa®@( < A=a® B <b® A (built
by lemma “Real shadow”) and P

If there is a variable (, along with one lower bound condition B < b® ¢ and one upper bound
condition a ® ( < A (a,b € N*). Ideally, choose the largest a and b available.

Shadows are not identical
Call Omega2FOL with a system containing a ® B < b ® A instead of both conditions
If the test returns Maybe
Call Omega2FOL with a system containing (a—1)-(b—1) X b® A©a® B instead
of both conditions

If the test returns Maybe, return M aybe
Otherwise, if the test returns proof P

Try all possibilities
for each i in [0, ©=2=*] do

Call Omega2FOL with a system containing b ® ( =~ B & i instead of
Bb®(
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If the test returns Maybe, return Maybe
Otherwise, let P; be the proof returned by the test

Return the composition of (P;); and lemma “Exhaustive check” composed

itself with P
return the proof

Otherwise, if the test returns proof P

Return the composition of P and lemma “Real shadow”

If there is only one condition left, and if it is an inequality involving a variable, return M aybe

4.3 An example

Consider the system

XY ~ 0
XpY ~ 0
X < -1

SEdefX@YNO/\X@Y%O/\Xj—l

If we ignore the omnipresent “eq trans” axiom (transitivity of equality), the resolution will
look like figure 4

5 Simplex

The Simplex algorithm is a well known integer constraints solving algorithm. Noticeably, it
has been used by Necula and Lee [10] in order to produce proofs in the Touchstone compiler.

Using Necula’s work, the Simplex can be seen as a decision procedure building proofs using
9 simple logical rules : the Simplex-logic rules, presented on figure 5. Of these rules, geqgeq,
gtgeq, leqgeq, ltgeq, eqgeq, geqO are already axioms or lemma of Solver2FOL and the three other
ones can be very easily translated to Solver2FOL.

Construct 2 There exists an algorithm Simplex2FOL based on Solver2FOL which :

e can solve the same set of constraints as the Simplex.

e instead of Yes/No, returns proofs of unsatisfiability whenever the Simplex decides
that the set is unsatisfiable.
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X 6Y =0 is an equality involving variable X with coefficient 1
Resolution of the equality against X
SF X =Y (proved by lemma “variable resolution”)
Introduction of the value of X into X @Y ~ 0
SEFY @& X =~ 0 (proved by lemma “variable isolation”)
SEY ®Y =0 (proved by axiom “add eq”)
Introduction of the value of X into X < —1
SFY <X —1 (proved by “eq as ineq”)
Factorization of Y &Y = 0
SF1®Y &Y =0 (proved by “add eq” and “mult 17)
SFI1®Y ®1®Y =0 (proved by “add eq” and “mult 17)
SEF2®Y =0 (proved by “mult/add dist”)
Equality normalization of 2® Y =~ 0
S FY =0 (proved by “equality normalization”)
Y ~ 0 is an equality involving variable Y with coefficient 1
Resolution of the equality against Y
S FY =0 (already proved)
Introduction of the value of Y into Y < —1
S F 0= —1 (proved by “eq as ineq”)
S0 =< —11Is a constraint without any variables.
S0 < —1 (proved by “leq on Z”)
SkHL

Figure 4: Example of a resolution using Omega2FOL (outline)

ﬂgng |_X>_y te Ll l_X_<y lt
FXoVY =0 FXovols0o®®Eyox =0 B9y oxor1-0 8%
FX~Y FX>0FY>0Fn>0
%Xzququ)>ogeq0 FXanoV =0 eqadd
FX >0 FY >0 mX~n®Y m>0—-1-n>0

F1 falsei
Fa® (XeY)~a8Z HZ =0
Fb(YoX)~eT FT >0
Fa>0 b>0 .

FX~Y et

Figure 5: Simplex-logic rules
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Corollary :
Construct 3 Solver2FOL’s logic is complete with respect to linear integer constraints.

The proof is straightforward : Solver2FOL’s logic can express Simplex2FOL’s results, Sim-
plex2FOL can produce results for the same set of constraints as the Simplex, Simplex is
complete with respect to linear integer constraints.

In order to build Solver2FOL proofs using the Simplex, the only things one has to do is :

e keep the core of the Simplex decision procedure

e modify the proof-generating components so as to compose proofs using either modus
ponens on Solver2FOL lemmas or lemma composition of Solver2FOL lemmas instead of
rules composition of Simplex-logic rules. The example of such a modification is given on
figure 6.

This transformation procedure is straightforward - and probably automatizable, once the
lemmas have been proved. As a matter of fact, it does not require understanding the algorithm
itself, only changing its return statements.

6 Properties of Solver2FOL

6.1 Representation power
6.1.1 Introduction

It is clear that any set of inequalities and equalities involving only integer linear relations can be
represented using Solver2FOL. It is also clear that polynomial constraints can be represented
using Solver2FOL.

A valid question is : can more complex conditions be represented using Solver2FOL 7

6.1.2 Expressing complex functions through brute force

A function such as n +— |2"] cannot be represented as a finite expression in Solver2FOL’s
expression language on N.
However, for any value of N, as figure 7 shows, it can be represented as one disjunction of

O(2") conjunctions of equalities on | — 2V, 2V] plus one inequality. If we give to N a good
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Simplex-logic style : P, are proofs, r is
the number of current row, maxProof is an
auxiliary function, geqct(c) is a construct
meaning “c is non-negative”
mkEqProof(X)Y) =
re—r+1
fill row r with coefficients for X oY
(a,Z,P) «—  maxProof(r)
fill row r with coefficients for Y & X
(b, T,Q) «—  maxProof(r)
re—r—1
return eqi( arith(a® (X ©Y),67%2), P, geqct(a),
arith(b® (Y © X),eT),Q, geqct(b) )
Solver2FOL style : the return statement
changes and becomes

return lemma “equi”[“a” « a, “b” «— b
(LX?? — X’ L(Y?? «— Y, C(Z?? — Z
ccTn — T] (P,Q)

Figure 6: Translation from Simplex-logic style to Solver2FOL (fragment)

value, say the size in bits of an memory word, we have, as far as the computer is concerned,
represented our function.

As a matter of fact, all functions can be represented with Solver2FOL using such a trick,
provided they stay into the integer domain of the computer. However, since this form po-
tentially requires as many disjunctions as there are integer which can be represented by the

vr— | f(z) = 27]

or
i=2N
V (@~inflz)=2) V(e <0A f(z)~0)
=0

Figure 7: A represented non-representable function.
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machines, or as there are memory words which can be addressed by the hardware, this simple
remark does not mean much about the expressiveness of the language : such representations
are, computationally speaking, infinite.

6.1.3 Lessons from the brute-force approach

The brute force approach teaches us that the real limitation of the expressiveness using
Solver2FOL is in fact a size limitation.

6.1.3.1 Disjunctive Normal Forms

Property 1 Let us consider t : k +— 2%. Let [0, B[ be the range of addressable memory in a
machine M. Let S be the memory size of an representation of t in Disjunctive Normal Form
(DNF) using Solver2FOL for array bounds checking elimination or dynamic memory protection
elimination on M.

S>B

Corollary : As such, ¢ cannot be represented in DNF using Solver2FOL.

Proof of property 1 Let|— R, R| be the range of representable integers on a given computer.

The simple study conducted in annex B.1 proves that any representation of function t in
Disjunctive Normal Form using Solver2FOL will require at least R/4 terms.

If we assume that Solver2FOL is used for dynamic array bounds checking elimination or
for dynamic memory checking elimination, we need the range of computable integers to be able
to represent the whole range of addressable memory. In other words, R > B.

If we assume that each term will require at least eight bytes of memory allocation, the total
amount of memory required for representation of t will be at least S = 2 - R.

Hence,
S>DB

6.1.3.2 Recursivity However, as shown in figure 8 a logic with some notion of recursive
definition would allow a simple definition of function ¢ in DNF. Such a logic would allow a
more complete or/and simpler expression language.
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r<0Ay=0
T(z,y) =aqer s V 2x20Ay~1
V Txelz)Azxy\2

Figure 8: A possible definition of t : n + 2"

6.1.4 Summary

Solver2FOL’s expression language is powerful enough to represent linear and polynomial ex-
pressions. Since most operations which require integer constraints solving, such as array bounds
checking optimization of automatic loops parallelization, most often imply only linear con-
straints, seldom polynomials, and almost never more complicated expressions, this language
can be considered complete enough.

However, more specialized security policies might require even more expressive languages.
We handle this issue in section 7.2.

6.2 Expressiveness of proofs

As proved in section 5, Solver2FOL is complete with respect to linear integer constraints.
What can be said beyond that ?

Well, we can say that Solver2FOL knows no such thing as an induction proof. This means
that theorems handling generalized sums, such as lemma 7, cannot be expressed entirely within
Solver2FOL’s logic. They must rely on a meta-logic and, for each given sum met during a proof,
they must be instantiated for the number of terms in the sum.

This means that Solver2FOL will produce numerous large proofs where there could have
been only one relatively simple proof in a proof library. This issue is also handled in section

7.2

7 From theory to implementation

7.1 Integrating Solver2FOL in a real system
So far, Solver2FOL has not been introduced as a part of a real system. We plan to incorporate

this work into the FLINT system [15] by extending the typed intermediate language with
dependent types. In the following, we briefly discuss how Solver2FOL may be integrated with
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some existing dependently typed languages.

Xi’s dependent type system [17], which has been used for array-bounds checking elimi-
nation, relies on an external constraints solver, symbolized by = in Xi [20]. In practice, for
integers, this constraints solver is some (simplified) variant of the Omega test.

Since we are replacing the Omega test by Omega2FOL, one of the next natural steps would
be to insert Omega2FOL in the dependent type system. However, this is not as trivial as it
sounds, since an implicit requirement on the external constraints solver seems to be completion.
A lack of completion resulting in an incomplete type-checker and, as far as PCC is concerned,
the rejection of perfectly sound programs for arbitrary reasons. Of course, the Omega test is
not complete on the set of diophantine equations. No algorithm is.

So, how do we introduce Solver2FOL in here ? A convenient answer would be that if
Solver2FOL can do everything the Omega test can, then of course it can serve as the external
solver in a dependent type system. However, this is not true. Since the external solver
is supposed complete, neither the Omega test nor Omega2FOL nor any other algorithm is
powerful enough as to serve as such a solver.

Before introducing effectively Omega2FOL in the dependent type system, we will have to
determine exactly what set of constraints can be solved with Omega2FOL or, for that matter,
any *2FOL solver.

Or we can use another approach. After all, the whole point of Solver2FOL is not to be
locked with any solver algorithm, even if it is a *2FOL solver. Turning the dependent type
system from Omega test-dependent to Omega2FOL-dependent is only a small improvement.

The idea would be, simply put, to make the dependent type system solver-independent.
In other words, replacing = by k. Replacing “my algorithm can prove this” by “there is
an algorithm which can prove this, here is how”. And this algorithm may be Omega2FOL,
Simplex2FOL, *2FOL. Or Twelf [12], or Coq [4], or the user himself. And the algorithm does
not have to be trusted.

This is one of the next steps in the evolution of Solver2FOL.

7.2 Twelf

We have begun working on integration using the Edinburgh Logical Framework (LF) [2]
through Twelf. In other words, we are trying to encode the whole Solver2FOL system into
LF and to translate proofs into the Twelf system. This task has been undertaken with the
support of Princeton’s PCC' team, using PCC team’s meta-logic for Twelf.

Using some meta-language (such as LF) and some concrete implementation of it (like Twelf)
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to describe Solver2FOL allows to turn Solver2FOL into a really trustable and extensible part
of the trusted computing base. Extensions to Solver2FOL are new definitions, such as new
operators, and new hard-to-prove-but-fully-trusted “axioms”. For example, Fermat’s theorem
might be needed some day or maybe some specialized theorems related to bank accounting.

Additionally, the Twelf meta-logic we are using allows us a reasoning of somewhat higher
order. Axioms of induction on N, for example, let us overcome the size problem of induction
proofs (cf. section 6.2). New functions can be defined and seamlessly integrated, which is a
solution to the potential expressiveness problem presented in section 6.1.4.

8 Future work

8.1 Implementation

Our implementation of Solver2FOL in Twelf is not complete yet, since the PCC team’s libraries
we are basing our work on are still in early development. For example, since the libraries do
not include full support for lists yet, and since ¥ sums rely on lists, we have had to pause
development to contribute to this non-trivial part of the libraries.

8.2 Extensions to non-linear constraints

Recent versions of the Omega test and of other tests handle some limited kinds of non-linear
constraints, using several techniques such as polynomials factoring or linear approximation on
segments. We are planning to prove as many as possible of these extensions using Solver2FOL
and to add them to Omega2FOL.

8.3 Exceptions handling

As explained earlier, the semantics of Solver2FOL do not handle integer arithmetic exceptions
in a fully satisfactory way. One satisfactory way would be to introduce some “non-bounded”
integers, using either either unary integers or some fancy Big Integer construct. The first
possibility would be simpler, hence easier to trust.

Another way would be to create proof templates instead of proofs. In this case, the tem-
plates would be instantiated at check-time with platform-dependent information. We have not
pursued this trail any further yet. It promises to be very complicated as well as very rewarding.
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9 Related work

The idea of PCC was first proposed by Necula and Lee [10]. To handle integer constraints,
they introduce the Simplex-Logic, a form of minimalistic logic tailored for proving results
obtained by the Simplex algorithm. However, since this logic is very specific, they can neither
express proofs using any other algorithm or extend their algorithm to more generic constraints.
Xi [20, 18], on the other hand, proposes a dependent type system, which totally abstracts the
the solver algorithm, considering it as a prerequisite. Several other works require integer
constraints solving algorithms in PCC and would benefit from a generic framework. Among
them, TAL [7], Crary and Weirich [5]’s resource bound certifitation, Wang and Appel [16]’s safe
garbage collection and an attempt at making the whole PCC system more generic proposed
by Appel and Felty [1].

10 Conclusion

We presented a feasibility study for the elaboration of an algorithm independent framework
for verifying and proving integer constraints. Our framework, Solver2FOL, is simple and
can represent all commonly used integer constraints. Moreover, although its proof power is
necessarily limited, it can be used at least on the whole range of linear integer constraints,
which are by far the most common constraints encountered at compilation-time. We also
presented our solution for overcoming expressiveness limitations and overgrown proofs size for
its implementation in Twelf. We plan to implement this framework into the FLINT system [15].
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A Proofs using Solver2FOL

A.1 Foreword

This appendix contains purely formal proofs built using Solver2FOL.

A.2 Syntactical conventions

e A name or a number alone in a formal proof is a reference to the corresponding lemma,
theorem, axiom, definition. Only sublemmas are referred to by their number. Other
lemmas, theorems, axioms, definitions are referred to by their name.

Using somelemma
e Notation HFNR is a shortcut for the utilization of the modus ponens on an

instantiation of lemma (or theorem, or axiom, ...) sommelemma.

e M= X; is a shortcut for (((X; & Xo)®) -+ X,,)
® Y1 X; is a shortcut for some left-parenthesized sum (using @) of all terms of (X;)er *

A.3 Basic theorems

Proof of basic theorem 1 Let H =45 0 <eAe<bha~b@cBe and K =4y 0 < dANd <
bAa=b-c+d.

Sublemma 1 FbQcPDe~b-cDe

Proof of sub lemma 1

Using “mult on Z” Using “add eq”
FbRcxb-c HHl
Fob@cherb-che

!The left-parenthesized convention has been adopted for the sake of simplicity of proofs. However, there is
no obligation of expressing sums like this.
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Sub lemma 2 Ha~b-cDe

Proof of sub lemma 2

Using 1
HFFaxbRche FbRcherxb-cPe Using “eq trans”
HFEFaoarbRQcPeANbRQcDexb-che H-NR

HFaxb-che

Sub lemma 3 H-a=b-c+e

Proof of sub lemma 3

Using 2 Using “add on Z”
Hra~xb-ce HFb-cdexb-c+e Using “eq trans”
HFaxb-c®eAb-chexb-ct+e H-NR Using “eq on Z.”
HFa~xb-c+e H-1

HFa=b-c+e
Sub lemma 4 a\b~clk [7] =c

Proof of sub lemma 4

Using 3
H-0<e HFe<b HFa=b-c+e
HEFO0<eAe<bAa=b-c+e
Je,0<eNe<bNhNax=bR®chelde,0<eNne<bAha=b-c+e
a\brchk [§] =c

Sub lemma 5 Fb-c+d~bxcdd

Proof of sub lemma 5

Using 1 Using “add in Z”
Fbcdd~b-chdbb-chdxb-c+d
Fb@c@d~b-c®dAb-cDd~Db-c+d Using “eq ref”

Fbchdrb-c+d HHl
FbctdrbRcdd

Sub lemma 6 KFa~bxcdd
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Proof of sub lemma 6

KFa=b-c+d Using 5
KFaxb-c+d KFb-c+d~b®c®d Using “eq trans”
Kraxb-c+dANb-c+d=bRchd KrHnl

Krax~b®codd
Sub lemma 7 |§] =ckFa\b=c

Proof of sub lemma 7

Using 6
KF0<d KFrd<b KlFraxb®cdd
KFEFO<dAd<bAha=bRcdd
dd,0<dANd<bAha=b-c+dF-Id,0<dANd<bharb®cdd
¢l =ckFa\b=c

Hence,
Using 7 Using 4
7] =clFa\brc a\b=ck |}]=c
Flgl=c=ad\b=cla\brc= |}]=c
Fa\brc= 3] =cA ] =c=a\brc
Fa\brc <= [§] =c¢

Proof of basic theorem 2 Let H =45 0 <eAe<bAhax=bRcDe and K =4y 0 <eNe<
bANa=b-c+e.

Sub lemma 8 a%b~eta mod b=c¢

Proof of sub lemma 8

Using 3
HFO0<e HFe<b HFa=b-c+e
HFO0<eANe<bAha=b-c+e
de,0<eNe<bhNa~bR®cPekdd,0<eNe<bNha=b-d+e
a%b~eta mod b=ce

Sub lemma 9 a mod b=elF a%b~e
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Proof of sub lemma 9
Using 6
KF0<e Klre<b Kraxbdde
KF0<eNe<bAha~bdde
Jde,0<eNe<bAha=b-d+etFdc,0<eNe<bNhNax=bR®cDe
a mod b=eclt a%b=~e

Hence,
Using 8 Using 9
a%b~eta md b=e¢ a mod b=eFa%b~e
Fa%b~e=a mdb=ecta mdb=c=a%b~e
Fa%b~e=a mod b=eNa mod b=ec = a%b~e
Fa%b~e < a mod b=c¢

Proof of basic theorem 3
Using “mod on Z.”

Fa%b~0 < a mod b=0
Fal|b < alb

Proof of basic theorem 4 let H =4 0 <cNaxb®cand K =4 0<dNa=b+d
Sub lemma 10 a > btFa >0

Proof of sub lemma 10

Using “add in Z”
HFFax~bdc HFDDc=b+c
HrFax~b®dcAbPdcecr~b+c Using “eqin Z”
HFEa=xb+c H-N1
HEF0<c HFa=b+c
HF0<cAa=b+c
de,0<cAhax~b®ckIAd0<dNa=b+d
a-bFa>b

Sub lemma 11 a >bka>b

Proof of sub lemma 11

KFa=b+d Using “add in Z.”
Kra~b+d Krb+d~d Using “eq trans”
KFrax=b+dANb+d=~d Kr-n
KF0<d Kraxbdd
KFO0<dANa=bdd
dd, 0 <dANa=b+dF3dc,0<chax=b®dc
a>bkFa*b
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Hence,

Using 10 Using 11
a=bFa>b a>bka>=b
Fa=-b=a>btFta>b=a>Db
Fa>=b=a>bAa>b=a*>b

Fa>b < a>b

A.3.0.1 Opposite addition

Proof of main lemma 1

Using “eq mult” Using “0 mult” Using “eq trans”
FYoeY~0Q®Y FO®Y =0 HFHl
FYeY =0

A.3.0.2 “Distribution” of addition on equality 2

Proof of main lemma 2 Sub lemma 12 X ~Y+FXO I =Y

Proof of sub lemma 12

Using “add eq” Using “add comm”
XxcYHFXaZxY®Z FZaY Y ®Z Using “eq trans”
XeYHFXpZxYPINZBY =Y B HIl

XY X Z~ZY

Hence,
Using 12 Using “add comm”
FZoX~XpZ 2 X XpZ Using “eq trans”
XrYHFXe YN X XPZ HHl

XcYHZpX~Z0Y

A.3.0.3 “Distribution” of multiplication on equality 2

Proof of main lemma 3 Sub lemma 13 X ~YFXQR I ~ZQY

Proof of sub lemma 13

Using “mult eq” Using “mult comm”
XcYFX®ZI~rY®RZ FZY ~Y ®2Z Using “eq trans”
XeYFXQRIxYQRINZQY RrY ®Z -l

X=YHFHX®Z~ZQY
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Hence,

Using 13 Using “mult comm”
FZRX~X®RZ FZ9X~X®Z Using “eq trans”
XcYHFXQZ~ZQYNZR3X~XQRZ HHll

XrYFZ3X~ZRY

Proof of basic theorem 5 Reflexivity :

Using “0 add” Using “eq ref”
FXo0~rX -l
FO0<O0 FX~Xa30
FO<KOAX~XPO
F3,0<iNX~=XDi
FX =X

Antisymmetry : let H =4.; 0 <aANO<ODANX Y BaANY =X Db

Sub lemma 14 HFY Ga~ X

Proof of sub lemma 14

Using “add trans”
HFY ®a~a®Y HFa®Y ~ XUsing “eq trans”
HFY®ax~adY NadY =~ X H+-1
HFY ®ax X

Sub lemma 15 HF X dbPa~Y ©a

Proof of sub lemma 15

Using “eq ref”
HrY~Xo®b HHNR Using “add eq”
AHFXobrY H-1
HFX®bdaxY da

Sub lemma 16 HF X ®bPa~ X

Proof of sub lemma 16

Using 15 Using 14
HFXobdarY ®a HFY ®a~ X Using “eq trans”
HEX®bPax~Y daANY Dax X H-1

HFXobbax X
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Sub lemma 17T H- X & (bda) = X

Proof of sub lemma 17

Using 16 Using “add assoc”
HFX®obdax~ X HFX®b®a)= XDbDa Using “eq trans”
HrXoebdax XN X0 bda)=rXdbDa H-n1

H-Xaebda)~X
Sub lemma 18 HF (bda)d X ~ X

Proof of sub lemma 18

Using 17 Using “add comm”
HFX®ob®a)=X HF(b®a)d X~ X @ (b®a) Using “eq trans”
HFXebda)=r XANbda)d X~XP(bPa) H-n

HFb0Da)d X~ X
Sub lemma 19 H- (b+a)®d X~ (adb) & X

Proof of sub lemma 19
Using “add on Z7  Using “add eq”
HFE(b+a)= (b®a) |
HEb+taoX~bda)dX

Sub lemma 20 HF (b+a)d X o X~ X0 X

Proof of sub lemma 20

Using 18 Using 19
HFEbda)eXcX HE(b+a)d X~ (b@a)®X Using “eq trans”
HEb®a) X~ XAb+a)d X~ bPa)®dX H-n Using “add eq”
HF(b+a)d X ~X Hrm

HE(b+a) e XeoX~XoX
Sub lemma 21 + (b+a)d (X X)=(b+a)B0

Proof of sub lemma 21
Using “opp add” Using “add eq 2”
F(XeX)=0 |
Fb+a)d(XeoX)~(b+a)®0
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Sub lemma 22 HF (b+a) = (b+a)® (X ©X)

Proof of sub lemma 22

Using 21 Using “0 add”
Fbta)d(XoX)=(b+a)D0kF (b+a)D0~b+a Using “eq trans”
Fb+a)@d(XoX)~(b+a)DOA(b+a)D0xb+a -l Using “eq ref”
Fb+a)®(XoX)~(b+a) -l

F4+a)~(b+a)®(XoX)
Sub lemma 23 H+ (b+a)~(b+a)d XX

Proof of sub lemma 23

Using 22 Using “add assoc”
HEb+ta)=(b+a)d(XoX)HF(b+ta)d(XoX)=(b+ta)dX)oX
HFEb+a)=(b+a)d(XeX)ANb+a)d(XeX)~(b+a)dX)oX
HE@B+a) =~ ((b+a)dX)oX

Sub lemma 24 HFa+br=Xo X

Proof of sub lemma 24

Using 20 Using 23
H-bt+a)dpXoX~XoX H-(b+a)=(b+a)d XX
HEObG+a) @ XoX~cXOXA(b+a)=(b+ta)dXOX

HFa+b= X X

Sub lemma 25 HFa=0

Proof of sub lemma 25

Using 2/ Using “opp add”
HFa+b= XX HFXo X =0
HFa+b= X XANX6X =0

HFa+b=0
HFa+b=0 Using “eq on Z.”
HbFa=0 H-1R
HFEa=x0

Sub lemma 26 HFa®dY =Y &0
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Proof of sub lemma 26

Using 25 Using “add eq”
HFa=0 H-1 Using “add comm”
HrradoY=00Y FOaY ~Y @0 Using “eq trans”
HFadY~00YA0BY =Y @0 H+-1
HFadY =Y @0

Sub lemma 27 HEF X ~Y ©0

Proof of sub lemma 27

Using “add comm” Using 26
HFY®ar~a®dY HFa®Y =Y §0 Using “eq trans”
HFrY®axadY NaddY =Y @0 H-1
HEX =Y ®a HFY ®axY ®0 Using “eq trans”
HFX=Y ®aANY DaxY DO H-1
HFX~Y®0

Hence,
Using 27 Using “0 add”

HFX~Y®0 FY®0~rY Using “eq trans”
HEX=Y®0ANY D0rY H+-1
Ja,0<aANX =Y DaNT0<OANY =~ XDbF X =Y
X>YANY = XFX~=~rY
FX=YAY>=X=X=~rY

Transitivity : let H =4 0 <aANOSOANX Y QaNY =ZDD
Sub lemma 28 H-FY Ga~ZdbDa

Proof of sub lemma 28

Using “add eq”
HEY =Z®b H-1
HFY ®arx~ZdbDa

Sub lemma 29 H-F X ~=7dbDa

Proof of sub lemma 29

Using 28
H-FX~Y®aHFY ®axZdbda Using “eq trans”
HFX=Y®aANY DaxZDbDa H-NR

HFX~Z7®db®a
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Sub lemma 30 FZobda~Z d (a+Db)

Proof of sub lemma 30
Using “add in Z” Using “eq/add dist2”

Using “add assoc” F(a®b) =~ (a+b) ol |
FZ®adbrZ® (adb) FZ@(a®b)~Z@(a+b) Using “eq trans”
FZ®adbrZ®(abb)NZB(adb)~Z B (a+D) -l

FZ@adbr~Zd (a+Db)
Sub lemma 81 H- X ~ Z @ (a+ )

Proof of sub lemma 31

Using 29 Using 30
HFX~Z@adbHFZ®a®dbrZ®(a+0b) Using “eq trans”
HEX~Z®adbNZdDadbrZ® (a+D) HFNR

HEX=~=Z@(a+)b)

Hence,
Using 31

HFO0<(a+bHFX=Z® (a+Db)
HEO<(a+b)ANX=~Z&(a+D)
HFde, 0<cANX~=ZDc
X=YNY-Z+-X>7

Proof of basic theorem 6 The proof is very similar to that of theorem 4

Proof of basic theorem 7 The proof is very similar to that of theorem 4

Proof of basic theorem 8 The proof is very similar to that of theorem 4

Proof of basic theorem 9 The proof is very similar to that of theorem 5

Proof of basic theorem 10 Sub lemma 32 X <Y FY > X

Proof of sub lemma 32

J0,0<aAY ~ X Dak3I0<bAY ~ X Db
X<YFY =X
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Sub lemma 33 X XYFY =X

Proof of sub lemma 33

Ja, 0 <aANX =Y Datld0<bANX =Y Db
X>=YFRY =X

Hence,
Using 32 Using 33
X<XYFY>»X XrYFY=<X
FXY=Y>XFX>Y=Y<X
FX<Y=2Y>XAX>Y=Y=<X
FX<Y <<= Y>X

Proof of basic theorem 11 The proof is very similar to that of theorem 10

Proof of basic theorem 12 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)

Let H=4; 0<aANY = X®a, K=gprrand L=4; 0<aANY =X PaA-(Y = A)
Sub lemma 3, LF X =Y
Proof of sub lemma 34

Using “eq ref”
LFY~X®0 LN Using “0 add”

LEXpOrRY FX~Xa0
LEFXa0r=rYANX~ X0
LEFX=~Y
Sub lemma 35 LF-0<a
Proof of sub lemma 35
Using 34

LOo=at~(X~Y)L0=aFX~Y
LOi=aFX~YA-(X~Y)

LEO0<a L,0=atrLl
LFEO0<a LEO#a
LFO<aNn0#a
LFO<a
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Sub lemma 36 X XY FX <<YVX~rY

Proof of sub lemma 36

Using 35

LEFO<a LFY=X®@®a

LEO<aANY =XBa
LEIO<bANY =~ X DD
X2IYA-(X=Y)FX <Y
X<YFHFX<<YVX~=®rY

Sub lemma 37 KHF X <Y

Proof of sub lemma 37
Using “0 add” Using “eq ref”

FX~Xa®0 HHl
KFX®p0~X KF X ~ Y Using “eq trans”
KFXe0xXAX~~rY K+Hn Using “eq ref”
KFXo0rY K1
KF0<0 KFY=~X®0

KFOZSOAY =X®O0
KF3de,0<cANY = X D1
KFX<Y

Sub lemma 38 X <YV X=YFHX<XY

Proof of sub lemma 38

HF0<a HFY=X®a
HFO0<aANY =X &Ba
da, HO<bAY =~ X @b Using 37
X<YFY =X KFX<XY
X<YVKEX<Y

Hence,

Using 36 Using 38
XXYFX<YVX~rY X<YVX~YFXXY
FXY=>X<YVXxY)F(X<YVXrY)= XY
FIX2Y=X<YVXaY)A((X<YVXrY)=X<Y)
FX2Y <= (X<<YVX~&rY)
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Proof of basic theorem 13 The proof is very similar to that of theorem 12.

Proof of basic theorem 14 Let H =4 X <Y NX =Y

Using “leq equiv geq”
HFX=<Y HEFY <X Using “It antis”
HFX YAY <X H-N
XYANX>YFHFX~®rY

Proof of basic theorem 15 Let H =4 X <Y NX =Y

Using “It as leq” Using “gt as geq”
HFX <Y HFEX*>Y
HEFEX<YANX>Y Using 34
HEX=Y HE-(X=Y)
HEX=Y A-(X=rY)
X<YANX>YFL

A.3.0.4 Additive equality

Proof of main lemma 4 Let H =4 X =Y NZ =T
Sub lemma 39 H- X Z~X®T

Proof of sub lemma 39

Using “add eq2”
HEZ=x=T H-1R
HFXaeZ=XaT

Sub lemma 40 H- X T ~Y BT

Proof of sub lemma 40

Using “add eq”
HEX=Y H-1l
HFXoT~YaT

Hence,
Using 39 Using 39
HFXoZ~XoT HFXeT~Y @T Using “eq trans”
HF X Z=~XdTNXBET~=Y DT H-FNR

XaYNZ=THFXZ=Y DT
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A.3.0.5 Substraction in equality

Proof of main lemma 5 Let H =4.; X QY ~Z and K =4 Z =~ X QY
Sub lemma 41 FXo(YoY)~X®0

Proof of sub lemma 41

Using “equ ref” Using “opp add”
FX~X FYeY 0 Using “add equ”
FX~=~XAYoY=0 o
FXa(YoeY)~Xa0

Sub lemma 42+ X®(YeY)r X

Proof of sub lemma 42

Using 41 Using “0 add” Using “= trans”
XoYoY)rXa0 Xa0xX Fl
FXa(YoY)=X

Sub lemma 43 F (XaY)oY ~ X

Proof of sub lemma 43

Using “add assoc” Using 42 Using ‘= trans”
FXeYoeY)rXaY)oYHFXa(YoY)rX |
FXaY)eoY =X

Sub lemma 44 HF (X ®Y)oY ~ZOY

Proof of sub lemma 44

Using “equ ref”
HFX®oY~=~ZHFOY =0Y Using “add equ”
HEXaoY)=ZAneY=oY H(XaY)=ZAoY=oY N
HE(XaY)oY=ZoOY
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Hence,

Using 43 Using 44
HE(XeY)eY =X HE(X®Y)oY =ZOY Using “equ trans”
HF XoY)oY =X A(XoY) oY ~ZOY Hrm

XeoY~ZFX~ZOY

and .
Using “equ ref”

KFZ~XaY K1l Using “sub equl”
K-FXaeY=Z K-Nl Using “equ ref”
Kr-Z~ZoY K+-1
Z=~XpYFHZoY==Z

A.3.0.6 Substraction in inequality

Proof of main lemma 6 Let H =4.; X Y <X Z in
Sub lemma 45 F X0 XaYaY

Proof of sub lemma 45

Using “opp add” Using “leq equiv =7

FOrRYOY HH
Using “X ref” FO<YoYAYoY X0
FX <X FO<YoY Using ‘< add”
FX<XA0=YoOY N

FXp0=XpYoOY
Sub lemma 46 H- XY oY X Z0Y

Proof of sub lemma 46

“Using =< ref’
HFXaY <XZ Y <xoY Using ‘X add”
HEFXaoY <ZAN8Y X8Y H+-n1

HFEXoYoY ZoY

Sub lemma 47 H-F X®0<2768Y
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Proof of sub lemma 47

Using 46 Using 45
H-XaeYoYZeY HEX®p0=XpY Y Using “X trans”
HFEFXpYoYZeYANXa0=XaYaY H-1

HFXo0=xZ0Y

Hence,
Using 47
HFXae0<7Z68Y Using “X trans”
HEX®0<Z8YANXB0<X H-1
XY Z-FX<L7Z68Y

A.3.0.7 Propagation of multiplication in sum

Proof of main lemma 7 By induction on |I|.

Let Hy, be the hypothesis “If |I| < k then b p ® X1 X; = Niep @ X;”
Hy ? Sub lemma 48+ (X dY)@prXQpdY ®p

Proof of sub lemma 48

Using “mult comm” Using “mult comm”
FX®p=peX FYQp=pY Using “equ add”
FXQprpXAYRprpRY [ |
FXQpaYprpRXaepeY

Sub lemma 49 - (XDY)RprpRXdpRY

Proof of sub lemma 49

Using 48 Using “eq mult”
F(X@Y)p=X@pdYRpH(XeY)®op~XQpdY ®p Using “equ trans”
FXY)prXpdYpAXe@pdYpxpXaopRY |

F(X oY) Qp~p X BpaY
Sub lemma 50 pR (X BY)=pRXPpRY

Proof of sub lemma 50

Using “mult comm”
FXaY)oprpXapY Fpe(XaY)=(XaY)®p Using “equ trans”
FX®Y)0prpXepoY ApR(XaY)~ (XaY)®)p -
Fp@(XaeY)RpeXaepY
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Which proves Ho.

Hi = Hre1 7 Let us suppose Hy for a given k, k > 2. Let J be a set of k+1 integers. By
definition of X, there is some j in J such as

YiesXi Zdey Zienjy Xi © X
Hence,
PR NicsXi Zdef PR (Ziej\{j}XZ‘ & X;)

and
Yieap @ X Zdef Lien)p @ X; & p ® X;

Let Z =def Eie]\{j}Xi and T =def Eie]\{j}p ® X;
Sub lemma 51 FpRZCpRX; =T OpR X,

Proof of sub lemma 51

Hy. Using “equ ref”
FpZ~TrFpRX,~p®X;
FpRZ~TApRX;=p®X;
FpRZOpX; =T Op®X;

Sub lemma 52+ p® (Siep (3 Xi @ Xj) = Sien3p @ Xi & p ® X;

Proof of sub lemma 52

Ho Using 51
FpR(ZoX;))mpRZ0pRX; FpRZOp@X; =T ®p®X; Using “equ trans”
FpR(ZeX;)mpRZdpX;ApRZ0p X, ~TopRX; -l

Fp® Bieni Xi @ Xj) = Bienp @ X; © p® X

which proves the hypothesis.

A.3.0.8 Variable isolation in a sum

Proof of main lemma 8 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)By in-

duction on |I|.

Let Hy, be the hypothesis “If |I| < k then b Xic; X; = Xienn Xi ® X7

Ho 7?7 FXBY~XBY and-FXBPY =~RY DX
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Hi = Hra1 7 Let I be a set of integers of size k+ 1. By definition of 3, there is an integer |
i I such as
YierXi Zdeg Yien3Xi © Xy

Let Z(p) Zaef LiengpyXi and T =45 Sicn (j13Xi
Sub lemma 53 j=1FZ()® X, ~ Z(j) & X;

J

Proof of sub lemma 53

Sub lemma 54 j=1FX Xi=Z(j) DX

Proof of sub lemma 54

Using 53
J=IFSiegXs= Z() @ Xy =1+ Z(1) © X; = Z(j) ® X; Using “eq trans”

J=lF S Xs = Z(5) @ X;
Sub lemma 55 j #IF2 Xi=TOX,; DX,

Proof of sub lemma 55

Using Hy, Using “add eq”
JAEIFZ)=TeX;, j#l-1
JFIFZN) e Xi=rTo X; 0 X, j#IF S Xs = Z(1) ® X1Using “eq trans”
JHEIFSagXicZ) e XiNZ() e Xi=rTa X, ® X, j#I-1
TEIF S X, ~ T3 X, 0 X,

Sub lemma 56 F X o (YoT) =~ X@(TaY)

Proof of sub lemma 56

Using “eq ref” Using “add comm”
FX~X YT ~TaY Using “equ add”
FX~XANYeT=TOY N |
FXeYel)=Xa(TaY)
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Sub lemma 57X (YOT)~ (X®T)®Y

Proof of sub lemma 57

Using 56 Using “add assoc”
FXeToaY)=XeYael)F(XeT)eY=Xa(YaT) Using “equ trans”
FXeTaY) =XYoo ANXeT)aY=Xp(YaT) Fl

FXeYeT)~(XaeT)aY
Sub lemma 58 -F XY ST ~XTaY

Proof of sub lemma 58

Using “add assoc” Using 57
FXoY)eT~XeoYol)FXeYaol)=(XaT)DY Using “eq trans”
FXeY)eT=XoYoT)rAXe(YeTl)=(XapT)dY HFH

FXeY)eT~(XaeT)aY
Sub lemma 59 j#IFT o X, X~ Z(j) & X,

Proof of sub lemma 59

Using 58
FTeX)eXir(ToX)eX; F(TeX)eX;~Z(j) e X, Using “eq trans”
jAIFTaeX)eX~TeoX)eoX;NTeX)eX;~ZGeoX;, j#I+-R
JEIFTeX; e X~ Z(j)® X;

Sub lemma 60 j #1F X/ X~ Z(j) ® X;

Proof of sub lemma 60

Using 55 Using 59
JFIFLiagXimTOX;0 X TOX; @ Xy~ Z(j) © X; Using “eq trans”
TAIF S X m T X, e X NTOX, 0 X ~Z2()®X, jAIFN

JEIF S X, ~ 2() & X,

Hence,
Using 60 Using 54

JAIF S X~ Z(5) @ X; /j =1+ it Xi = Z(j) ® X;
(J=IVi#)F S X = Z(j) @ X;
FYier X = Z(j) @ X;

Which proves the hypothesis.
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A.3.0.9 Variable resolution

Proof of main lemma 9 Let A =4.5 Yicp 1y Xis B Zgef Zienuy © X and H =gep Yie1 X; =
cin

Sub lemma 61 HFA® X, ~c

Proof of sub lemma 61

Using “var isol”
HEFA® X, =~ Y1 Xy HE X1 X; = cUsing “equ trans”
HI—A@X,C%Z@E]XZ/\E,QXZ%C H-N
H-A® X, ~c

Sub lemma 62 H- X, ~co A

Proof of sub lemma 62

Using “add comm” Using 61

HEX oA AD X, HF AP X, = ¢ Using “add trans”
HEX, A AP X NAD X ~c H-n1 Using “sub eq”

HEX,®A=xc H-1
HFX,~coA
Hence,
Using “mult sum”
HFcrc HFSCA=B Using “equ add”
Using 62 HFecx~cNOAx B H+-1
H-X,~coA H-coA=cod B Using “equ add”
H-X,~coANcOAxcd B H-N

EiGIXi ~chk Xk ~cDd ElGI\{k}@XZ

A.3.0.10 0 Addition

Proof of main lemma 10

Using “0 add” Using “eq ref”
FXp0r X Hl
FX~Xa0
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A.4 The Omega test

A.4.0.11 Equality normalization

Proof of main lemma 11 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)Let
S Zgef Viepmi @ Xi, T =qey Zie[l,n]% @ X; and U =gef Yicpnnp @ % ® X;. Let us suppose
play, plag, ... pla,.

Sub lemma 63 - S ~U
Proof of sub lemma 63 DDT:Trivial but long. To do.
Sub lemma 64 - S~pT

Proof of sub lemma 64

Using 63 Using “mult sum”
FS~U FU=p®T
FS~UANUpRT
FS~pT

Hence,
Using “0 add” Using “eq ref”
Using 64 FpT®0=pT HMl

FS~peT FpRT~pT ®0
FS=pRTApRT~pT®0
FS~pT®0 FO<O0

FOSOAO<pAS=pRT®O0
F3b,0 <ObAD<pAS=pRT Db
plar Aplag A ... play F (Bicpna; ® X;)\p ~ Zie[lm]%@Xi

Proof of algorithm step 1 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)Let
H =gep Yicpnai @ Xi = ¢, S Zgef Biennai @ X; and T =gy Zie[l,n]% ® X;. Let us suppose
p‘alap’a% . p’an

Sub lemma 65 HF S~p® | <]

c
p
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Proof of sub lemma 65
Using “mult on Z.”
Hicxp- |EfHFp- 5] ~p® 2]
Hibcmp-[SIAp- S =p@[]]
HiEFS=~c Hbcmpo |[]] Using “eq trans”
Hi-S~chemp® €] Hr®
HES~po |

Sub lemma 66 H S\p~ ||

Proof of sub lemma 66
Using 65 Using “0 add2”

HFS%p®ﬁJHFp®HJ%p®FJ

HFS%p®LﬂAp®LJ~p®LJ

HES~pe|f|®

] &

J&®

HHOHFb<p HiES~p®|f
HFEOSOAb<pAS=p®|[f
HFH&OgbAb<pAS%p®Lﬂ

HES\p~ ]

Using “div sum” Using “eq ref”
HES\p=T Hr-n Using 66
HET=~S\p HES\p~[{]
HET=~S\pAS\p~ LpJ
HFT =~

A.4.0.12 Unsatisfiable equality

Proof of algorithm step 2 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)Let
H =gep play Aplag A ... Apla, ANXETa; @ X; ~ ¢ and S =4ep XiZTa; ® X;.

Sub lemma 67 HF S%p ~0
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Proof of sub lemma 67
Using 64 Using “0 add2”
HES~poS\p HEp@ S\p=p@S\p®0
HFES=pS\pApS\p=pS\p®0
FO<O0FO<p HES=pe|s]&0
HFO<SOAO<pAS~pe[s|®0
HEFEIV 0<OAO<pAS=pRY B0

HE S%p~0
Sub lemma 68 HF c~p® S\p
Proof of sub lemma 68
Using 64
HFES~cHFp®S\p~r S Using “eq trans”
HEpS\px=SAS=c H-1 Using “eq ref”
HFpe S\p~c H-n1

HbFEc~p®S\p
Sub lemma 69 HF c¢%p~0

Proof of sub lemma 69

Using 68 Using “0 add2”
HFEc=paS\ppS\p~=pS\p®0 Using “eq trans”
HbEcrmpS\pApS\p=pR S\p®0 Hrn

HFO<O0HFO<pD HFEcxS\p®0
HEOSOAO<pAcm=pRS\p®0
HFIY O0SOANO<pAc=pRY ®0

HEc%p~0

Hence,

Using 69
H & c%p~0 Using “isdiv in Z”
HbEpl e Ht-NR
HF ple
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A.4.0.13 Inequality tightening

Proof of algorithm step 3 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)Let
H Edef 0 S kNcw Ez’elai & XZ D ]C, S Edef Eielai (24 Xz'; T Edef Zie[% X XZ and d Edef
i L%J . Let us suppose play, plag, . .. play,.

Sub lemma 70 H-S~p®(|s]or)@d

Proof of sub lemma 70

Using “eq sub”
HFcx= Sk H+-1 Using “eq ref”
HFcok~S H-1 Using “eq norm”
HES=~cok H-1
HFT =~ L%J
HET~|[;]od
HETod= |£]

<
p

Hence,
Using 70 Using “eq ref”
HI—T@d%LgJ Hr-n1
HI—LiJzT@d HEF0<d
HI—OgdALﬁJ%T@d
HtEda,0<aA[]=T®a

HFT = [£]

A.4.0.14 Real shadow

Proof of main lemma 12 Let H =4.; 0 <tANY =" X PINO<S<ZANZ=2D0
Sub lemma 71 - 7 Qt~ 2zt

Proof of sub lemma 71

Using “mult eq”
HWF 7 =2 H+-1 Using “mult on 7”7
HFZ®t~z®t HrFrz@t=z-t
HFZ®t=z2@tANzQt~z-t
HEZ@t=~z-t
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Sub lemma 72 HF 7@ (X ®t) =~ Z3 X Dzt

Proof of sub lemma 72

Using 71 Using “add eq”
Using “mult/add dist” HFZot~z- -t FH
HFZ@Xot)~r(ZX)eo(Zet) HF(ZX)ea(Zot)rZXdz-t
HFrZoXot)~(ZX)a(ZoOA(Z20X)a(Z0t) 20Xz 1
HEFZ@(Xot)~Z XDzt

Sub lemma 73 HFZQY ~ 79X ®z-t

Proof of sub lemma 73

Using “mult eq”

HFY = X®t H+-1 Using 72
HFZ@Y~=Ze@(Xot) HFZ3(Xo)~ZXdz-t
H-ZoY~Z@(Xo)AZ@ (X)) m Z@X ®z-t

HFZQQY~ZRX®z-t

Hence,
Using 71
HFZ3Y~ZX®z-t HF0<z
HEOLZ 2z tANZQY =ZQX Dz -t
Jdz,t, HE Ja,0<aNZ QY =~ Z® X da
XIYNORZFEZ®X ZRY

Proof of algorithm step 4 Let H =4 a® Z S ANBb0®Z
Sub lemma 74 H-a® B <a® (b® Z)

Proof of sub lemma 74

HEFE0<a
HF0<a HF B <b® ZUsing “mult ineq”
HF0=aANB=<b®Z H-1

Hra®@B=<a® (b® 2)

Sub lemma 75 HF (a®b)®Z <a-b® Z
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Proof of sub lemma 75

Using “mult on Z.”
HF(a®b)~b® Z Using “It as leq”
HrF(a®b)Z~a-b®Z H+-n1
HF(a®b)®Z<2a-b®7Z

Sub lemma 76 HFa® (b®7Z) Ra-b® Z

Proof of sub lemma 76

Using “mult assoc” Using “It as leq”
Using 75 HEa® (b®2Z)~(a®b)® Z H-1
HF(a®b)®Z<a-b®Z HFa®(b®Z) 2 (a®b)®Z Using “leq trans”
HFE(@a®b)RZ=2a-bZNa® (bR Z)2(a®b)®Z H-n

HFa® (b®Z)<a-bZ
Sub lemma 77T H-ra® B <a-b® 7

Proof of sub lemma 77

Using 74 Using 76
HFa®B=2a® (b®Z) HFa® (b®Z)2a-b®Z Using “leq trans”
HFa®@B=<a®(b®2)Na@(b®Z)2a-b®Z H-n

HFa®B<a-b® 7

Sub lemma 78 HF-a- b Z bR A

Proof of sub lemma 78 The proof is very similar to that of lemma 77

Using 77 Using 78
HrFra®B<a-b®Z HFa- b Z<b® A
HFa®B<a-b@Z Na-bZ<bx A
a®@®Z<AANB<Lb0Z+a®®B<bx A

A.4.0.15 Exhaustive check

Proof of algorithm step 5 (Note : This theorem/lemma is not “static”. cf. 6.2 page 27)Let
H=450<IN(a—1)-(b—1) = b®A0a@B®IN) < kANAR a®{BEN) < mMADRE =~ BEm.
Suppose 1 < a A1 <b.
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Sub lemma 79 HFa@m®Pa@®B~a mdPa®R B

Proof of sub lemma 79

Using “mult on Z” Using “eq mult”
Fa@m=~a-m Hll
Famdaxk B~a-mdaR B

Sub lemma 80 H-B&m bR®¢

Proof of sub lemma 80

Using “eq as ineq”

HFBem~boE Orm
HrBoam=b®&

Sub lemma 81 HEFm® B b®¢E

Proof of sub lemma 81

Using “add comm” Using “eq as ineq”

FmeoBxB®m | Using 80
HFEFmeB<B®m HFEB&mb®¢& Using “leq trans”
HFm@&B<B&mAB&m=Ib®¢ H-N

H-maeBb®¢
Sub lemma 82 HFa®@ (m® B) 2a®b®{

Proof of sub lemma 82
Using “leq on 27

Using 81 HF0<a H-NR
HFmeBIb®¢ HEO0=<a Using “eq mult”
HEMmM®B<b(AN0=<Xa H-NR

Hra®@(meB) 2a®b®{
Sub lemma 83 HFa®@m@&a® B<a® (m& B)

Proof of sub lemma 83

Using “add/mult dist” Using “eq as ineq”
HFa@m@a® Bra® (m® B) H-1
HrFra@m@&a® B <a® (me& B)
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Sub lemma 8, HFra®@m®da®B a®b®{

Proof of sub lemma 84

Using 83 Using 82
HFa@m@a®B2a®(m®B) HFa® (m® B) 2a®b®{ Using “leq trans”
HFa@m@a®B<a®@(m®B) ANa®(m®B)2a®b®¢ Hr-n

HFra@m@a®B<a®b® ¢

Sub lemma 85 HFFa- m®a®B<a®b® ¢

Proof of sub lemma 85

Using 79 Using “eq as ineq”
Fa@m®Pa®B~ra- mda® B HHl Using 84
HFaomdax®B<a- mdax® B HFa@mea® B 2a®b®¢& Using “leq tran
HFaomdaxB<a m&daRkBANa- mHBaR®B aRQbR & H-N

HFa- m®a®B2a®b®{

Sub lemma 86 Fa-DRE<LaRbRE

Proof of sub lemma 86

Using “mult on Z” Using “eq mult”
Fa-br~a®b | Using “eq as ineq”
Fa-b@&Era®@bRE H-1
Fa-b®@&E2aRb®E

Sub lemma 87 H-m-a®a® B <a-b®¢

Proof of sub lemma 87

Using 85 Using 86
HFa-m®a®Ba®@b®& HFa-0®E<a®b® & Using “leq trans”
HFa- m®a®B<a®bQ&Na-bRELaRbRE H+-1

HFa-m®da®Ba-b®¢

Sub lemma 88 HFI® (a®) Xb® A
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Proof of sub lemma 88

Using “leq on Z.”
HFO0<D H+-1
HFrat=<A HEF0=<b Using “ineq mult”
HFa®@{XANO=ZD H+-1
HFb®(a®f) 2b® A

Sub lemma 89 HFa®RbREbR A

Proof of sub lemma 89

Using “mult assoc” Using “eq as ineq”
Using 88 HFbhRa®{~b® (a®E) H-n1
HFbI® (@) b A HFbRa®&E<bR (a®E)

HFI® (@R DQANDRa®EIbR (a®E)
HFbRa®{E<DR A
HFb@aEb A

Sub lemma 90 HFa-b®@E§EbR A

Proof of sub lemma 90

Using 86 Using 89
HFa - b®Ea@bRE HFI®a®E bR A Using “leq trans”
HED - a®@E2DRaRENDRaRESDIRA H-1

HFEa-bR&ELDR A

Sub lemma 91 H-m-a b A0a® B

Proof of sub lemma 91

Using 87 Using 90
HFm-a®a®B<a-0§ HFa-b&E<DR A
HFEFm-a®a®B<a-bQ&Na-bRESDR A Using “sub eq”
HFm-a®a®B<b® A Hr-nl
HFm-a2b®Aca® B

Sub lemma 92 HFm-a =< (a-b—a—0)
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Proof of sub lemma 92

HF0<I HF(a-b—a-b)~bASax B&I
HEFO<IAN(a-b—a—-b)~bRASak B&I
Using 91 HFIn,0<nA(a-b—a—-b)=bASaxBdn
HFm-a<bASa® B HFi®Aca® B <(a-b—a—>b)
HFEm-a2b®Aca®BANbR®ASa®B <(a-b—a—Db)
HFEm-a=(a-b—a—0>)

Hence,
Using 92 Using “leq on Z.”
Htm-a=(a-b—a—0»>) H+-n
HE0O<m HFm-a<(a-b—a—-0) HEO®Ex~Bdm

HFO<mAm-a<(a-b—a—-b)ANbR&E~Bdm
HFEF0<iNi-a<(a-b—a—-bANDRERBGI

B Proofs on Solver2FOL

B.1 Expression through Disjunctive Normal Form

Property 2 Let | — R, R] be the range of representable integers for a given computer.
Let us consider function t : x +— 27

In Solver2FOL’s language, any expression of function f as a Disjunctive Normal Form
(DNF) which is exact on [0, R] will require at least R/4 elementary conjunctions.

Proof of property 2 Suppose that t can be represented on [0, R| as

=n

T(z,y) =dger \/ Ci(z,y)

i=1
where
T(x,y) =y = t(x)

and Ci(x,y) is a conjunction of elementary (linear) constraints.
Suppose n < R/4.

This means that at least one Ci(x,y) will hold a constraint which will be valid for at least
3 values of x. Additionally, since Ci(x,y) is in normal form, this means that these constraints
define an integer interval and that the value of y will be defined by the same formula.
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In other words,

a-r+b
= a-(z+1)+0b
= a-(x+2)+0b

A resolution of this system gives :

Since all values of x considered are in [0, R], we necessarily have y > 0. Hence, contradic-
tion.

Since n > R/4, there are at least R/4 elementary conjunctions.
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