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THE USE OF SYSTEM DYNAMICS ANALYSIS AND MODELING
TECHNIQUES TO EXPLORE POLICY LEVERS IN THE
FIGHT AGAINST MIDDLE EASTERN TERRORIST GROUPS

ABSTRACT

The objective of this project is to use analysis and modeling techniques of
Systems Dynamics to capture the causal relationships of Middle Eastern groups’ terrorist
activities against the U.S. based on their ideological drivers, as well as the effect of U.S.
policies that create dynamics and affect performance and outcomes. The main focus of
this analysis is the terrorist groups’ human resources. The hypothesis is that Middle
Eastern terrorism against the U.S. is affected by the U.S. level of military presence and/or
investment in the Middle Eastern nations. A considerable and lasting reduction in
fatalities originated by Middle Eastern groups’ terrorist attacks against the U.S. can be
achieved through a policy that reduces both the human resources available to terrorist
groups and their attack capability (level of sophistication). The study covers the
implications of this resource reduction policy, which may include incremental military
investment, defection motivators, anti-terrorism and the use of counter-terrorism
operations. These operations will reduce the sophistication as well as the recruitment rate
to levels where the functionality of terrorist cells will be impaired, and thus unable to
carry high lethality attacks.
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l. INTRODUCTION

A. BACKGROUND AND RELEVANT EVENTS

Boosted by the tragic events of September 11, 2001, Middle Eastern terrorist
organizations have moved to the forefront of threats to U.S. national security. Most of
these organizations were founded in the decades of the 1970s and 1980s, but since the
1990s they have significantly underlined their presence through the increase in lethality

of their missions.

It is quite telling that five of the seven sponsor states! that are included in an
official U.S. government terrorist list2 are located in the Middle East3. On the other hand,
it is worth noting that, during 2003, fewer attacks were carried out against the U.S. in the
Middle East than in either Latin America or Europe. There is no doubt that the September
11" attacks have forcibly challenged the belief of many Americans that they live under
an invulnerable U.S. umbrella, and have also revived memories linked to the Pearl
Harbor attack in the Second World War.

Before September 11™, terrorism was characterized by the U.S. administration as
one problem among many other big issues of U.S. security. After the attacks, terrorism
came to occupy the dominant position among the affairs typically addressed in all U.S.

security policy discussions4.

1 The Middle East sponsor states are: Syria, Iran, Iraq, Libya and Sudan. The other two are: Cuba and
North Korea.

2 patterns of Global Terrorism, Released by the Office of the Coordinator for Counterterrorism, April
29, 2004, available on the Internet: http://www.state.gov/s/ct/rls/pgtrpt/2003/31751.htm [last accessed June
01, 2005].

3 In Figures 1, 2 and 3 brief descriptions of terrorism through statistics that are based on regional
factors, source: From DOD (Office of the Coordinator for Counterterrorism), Patterns of Global Terrorism
2003 April 29, 2004 Appendix G, available on the Internet:
http://www.state.gov/s/ct/rls/pgtrpt/2003/31751.htm [last accessed June 01, 2005].

4 Raphael Perl, Issue Brief for Congress, Terrorism, the Future, and U.S. Foreign Policy (The Library
of Congress, April 11, 2003), p. CRS 2-3.
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Figure 1. Total International Casualties from Terrorist Acts by Region in the Last
Six Years, (Source: from DOD (Office of the Coordinator for Counterterrorism),
Patterns of Global Terrorism 2003 April 29, 2004 Appendix G)

Figure 1 supports the previous discussion of America becoming more concerned
with terrorism after September 11, 2001. The graph illustrates that, for a period of six
years (1998-2003) and with the exception of 9/11, there were no casualties from major
terrorist acts in North America; it also shows that approximately 4,465 fatalities resulted
from the traumatic events of 9/11. Although speculative and thus highly debatable, it
could also be inferred that the U.S. became a target of major terrorist acts after its
incursions in the Middle East in the 70s and 80s (closer interactions or hostilities with
Libya, Iraq, Israel, and Palestine).
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Figure 2. Total International Terrorist Attacks by Region in the Last Six Years,
(Source: from DOD (Office of the Coordinator for Counterterrorism), Patterns of
Global Terrorism 2003 April 29, 2004 Appendix G)

Figure 2 depicts the number of terrorist attacks per region in the last six years.
Surprisingly, the Middle East is not the most dangerous place, with regard to terrorism, as
it is perceived to be by many. Latin America, Asia and Western Europe all have greater

incidences of terrorist attacks.
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Figure 3. Total Anti-US Attacks, 2003, (Source: from DOD (Office of the
Coordinator for Counterterrorism), Patterns of Global Terrorism 2003 April 29,
2004 Appendix G)

Figure 3 provides a more specific depiction of anti-U.S. attacks by region, type of
event and type of target. The information was based on data for the year 2003. Only 13%
of all anti-American attacks occurred in the Middle East region; the majority of attacks

took place in Latin America. However, the degree of lethality of the Latin American
4



attacks was relatively low compared to those in the Middle East (Figure 1). It must also
be noted that 88% of the attacks were bombing attacks and that 64% were against
businesses. Only 12% of the attacks were against military, governmental, or diplomatic
targets. This is an important detail that strongly relates to the actual definition of
“Terrorism”. There are many different definitions of terrorism that have been adopted by
official members of the international community. The academic consensus of the United
Nations defines5 terrorism as follows:
Terrorism is an anxiety-inspiring method of repeated violent action,
employed by (semi-) clandestine individual, group or state actors, for
idiosyncratic, criminal or political reasons, whereby - in contrast to
assassination - the direct targets of violence are not the main targets. The
immediate human victims of violence are generally chosen randomly
(targets of opportunity) or selectively (representative or symbolic targets)
from a target population, and serve as message generators. Threat- and
violence-based communication processes between terrorist (organization),
(imperiled) victims, and main targets are used to manipulate the main
target (audience(s)), turning it into a target of terror, a target of demands,

or a target of attention, depending on whether intimidation, coercion, or
propaganda is primarily sought.

When compared side by side, the definitions of terrorism vary depending on the
source. As an illustration, an analysis performed by Alex P. Schmidé on the use of
definitional elements of terrorism compares the widely accepted characteristics of
terrorism and assigns a weight to each one in terms of their frequency of use in official
forums. In Table 1, twenty-one characteristics have been gathered according to the
frequency of their appearance in the existing definitions. The most popular characteristic

is violence/force (83.5%), followed by politics.

S This definition is available on the Internet: http://www.unodc.org/unodc/terrorism_definitions.html
[last accessed June 01, 2005].

6 Alex P. Schmid et al, Political Terrorism: A New Guide to Actors, Authors, Concepts, Data Bases,
Theories and Literature (New Brunswick, Transaction Books, 1988), pp. 5-6.
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Element Frequency (%)
Violence, force 83.5
Political 65
Fear, terror emphasized 51
Threat 47
(Psychological) effects and (anticipated) reactions 41.5
Victim-target differentiation 37.5
Purposive, planned, systematic, organized action 32
Method of combat, strategy, tactic 30.5
Extra-normality, in breach of accepted rules, without humanitarian 30
constraints
Coercion, extortion, induction of compliance 28
Publicity aspect 21.5
Arbitrariness; impersonal, random character, indiscrimination 21
Civilians, noncombatants, neutrals, outsiders as victims 17.5
Intimidation 17
Innocence of victims emphasized 155
Group, movement, organization or perpetrator 14
Symbolic aspect, demonstration to others 135
Incalculability, unpredictability, unexpectedness of occurrence of 9
violence
Clandestine, covert nature 9
Repetitiveness; serial or campaign character of violence 7
Table 1. Frequencies of definitional elements in 109 definitions of terrorism

(Source: from Alex P. Schmid, Political Terrorism: A New Guide to Actors,
Authors, Concepts, Data Bases, Theories and Literature (New Brunswick,

Transaction Books, 1988)




In order to analyze a specific terrorist group, specialists have chosen to use
different techniques, some of them based on motivation and ideology, and others on
objectives and levels of activity. Generally, the ones with the most significant levels of
activity are the Latin American Groups, but in the area of lethality and popularity the

scepter is kept by Islamic Groups?.

An official document containing a list of identified terrorist organizations has
been prepared by the US Department of States; it is shown in Table 2. The fact that 48%
of the groups who are on that list originate in the Middle East region is evidence enough
to explain the significant and highly stressed presence of Middle Eastern terrorist
organization? matters in today’s U.S. political and foreign policy arenas. According to
Kenneth Katzman, the popularity of these groups, as well as their economic strength, is
the result of the displeasure in the Islamic World at the “unjust” treatment of Arabs in the
Israeli-Arab peace process by the U.S. (double standard policy), or the “illegali0”
invasion and occupation of Muslim lands11 (Operation Desert Storm against Iraq).

It is broadly accepted that it is very difficult to find a solution, a remedy or cure
against terrorism. Unfortunately, terrorism has existed for a long time and it is likely that
it will continue to exist in the future. Perhaps the phrase: “Once a terrorist, always a
terrorist,” reflects clearly not only the complications but also the difficulties experienced
by governments in their efforts against terrorism.

7 Kenneth Katzman, CRS Report for Congress, Terrorism: Near Eastern Groups and State Sponsors,
2002 (The Library of Congress, February 13, 2002), p. CRS-2.

8 US Department of State Report Patterns of Global Terrorism (Office of Counterterrorism,
Washington DC, April 29, 2004). The Middle Eastern Terrorist groups are in bold.

9 In Tables 3, 4, 5, and 6, it is attended to give a brief description of each one of these groups.
10 There is no U.N. resolution to legalize the second Persian Gulf War.
11 Kenneth Katzman, p. CRS-2.
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19.
20.
21.
22.
23.
24,
25.
26.

Abu Nidal Organization (ANO)

Abu Sayyaf Group (ASG)

Al-Agsa Martyrs Brigade

Ansar al-Islam

Armed Islamic Group (GIA)

Aum Shinrikyo

Basque Fatherland and Liberty (ETA)

Communist Party of the Philippines/New People's Army (CPP/NPA)
Continuity Irish Republican Army (CIRA)

. Gamaa al-Islamiyya (Islamic Group)

. HAMAS (Islamic Resistance Movement)

. Harakat ul-Mujahidin (HUM)

. Islamic Movement of Uzbekistan (IMU)

. Jaish-e-Mohammed (JeM) (Army of Mohammed)

. Jama'at al-Tawhid wa'al-Jihad

. Jemaah Islamiya (JI)

. Kahane Chai (Kach)

. Kongra-Gel/ PKK (KGK, formerly Kurdistan Workers' Party,

KADEK)

Lashkar-e Tayyiba (LeT)

Lashkar i Jhangvi

Liberation Tigers of Tamil Eelam (LTTE)
Mujahedin-e Khalg Organization (MEK)
National Liberation Army (ELN)
Palestinian Islamic Jihad (P1J)

Palestine Liberation Front (PLF)

Popular Front for the Liberation of Palestine (PFLP)

8




27. PFLP-General Command (PFLP-GC)

28. al-Qa’ida

29. Real IRA

30. Revolutionary Armed Forces of Colombia (FARC)

31. Revolutionary Nuclei (formerly ELA)

32. Revolutionary Organization 17 November (R17N)

33. Revolutionary People’s Liberation Army/Front (DHKP/C)
34. Salafist Group for Call and Combat (GSPC)

35. Shining Path (Sendero Luminoso, SL)

36. United Self-Defense Forces of Colombia (AUC)

Table 2. U.S. Department of State Designated Foreign Terrorist Organizations List
(Source: from U.S. Department of State, Patterns of Global Terrorism
(Washington DC, April 29, 2004). The Middle East Terrorist groups have bold
indication.




Table 2 provides the list of known terrorist organizations as recognized by the
U.S. Department of State. Since this study will focus on the Middle Eastern groups (in
bold font in Table 2), and to provide the reader with a general profile, Tables 3-6 present
a concise description of the most relevant Middle Eastern groups. The source of this
illustrative table is the reputable National Memorial Institute for the Prevention of

Terrorism database, available at their website: http://www.tkb.org

Abu Nidal Organization
(ANO)

Ansar al-Islam

al-Qaeda

al-Aqgsa Martyrs Brigades

Incidents Casualties Fatalities | Incidents | Casualties | Fatalities | Incidents | Casualties | Fatalities | Incidents Casualties | Fatalities
77 565 188 [1] 0 0 24 6,401 3,578 3 20 17

0 Domestic Incidents 0 Domestic Incidents 4 Domestic Incidents 2 Domestic Incidents

77 International Incidents = 0 International Incidents | 20 International Incidents 1 International Incidents

Date Formed: Date Formed: Date Formed; Date Formed:

11/22/1974 2000 Late 1980s Formed Dec. 2001
Strength: Strength: Strength: Strength:

Group is inactive Unknown number of Approximately 50,000 Less than 500 members
Classification: members members Classification:
Nationalist/Separatist, Classification: Classification: Religious
Communist/Socialist Mationalist/Separatist Religious Last Attack:

Last Attack: Last Attack: Last Attack: 2005-01-12
1994-01-29 2004-06-20 Financial Sources:

Financial Sources: Financial Sources: Financial Sources: Al Qaeda seed money Local

Government sponsorship
from Syria, Libya, and Iraqg

Table 3.

Reports have linked al-
Fakah and Yagir Arafat to
financial payments to the
group

Bin Laden's personal
fortune and a variety of his
investments and business
partnerships throughout
the years have contributed
to the pool of Al-Qaeda
funds. Additionally, Al-
Qaeda receives funding
from charities all over the
world.

sources

A Brief Description of Some Fundamental Characteristics of Abu Nidal

Organization (ANO), Al-Agsa Martyrs Brigade, al-Qa’ida, Ansar al-Islam
(Source: from National Memorial Institute for the Prevention of Terrorism
database), available on the Internet: http://www.tkb.org

10



Armed Islamic Group

Kurdistan Workers' Party

Mujahedin-e-Khalg (MeK)

Incidents Casualties Fatalities
61 259 107
4 Domestic Incidents

57 International Incidents

Date Formed;

1992

Strength:

Less than 100 members
Classification:

Religious

Last Attack:
2001-08-31

Financial Sources:

GIA funds itself by
robbing banks, raiding
villages, and "taxing" the
inhabitants of areas under
their control. They use
guns stolen from police
posts and the bodies of
dead soldiers

Table 4.

Incidents | Casualties | Fatalities
411 2,768 559
329 Domestic Incidents

82 International Incidents

Date Formed:

1987

Strength:

Greater than 1,000
members
Classification:
Religious,
Nationalist/Separatist
Last Attack:
2005-01-18

Financial Sources:
Iran (state-sponsored);
Donations (especially
through Islamic charities);
Remittances from Arab
expatriates; Commercial
enterprises (sewing and
weaving centers and
cattle farms)

Incidents Casualties Fatalities Incidents Casualties Fatalities

84 214 38
19 Domestic Incidents
65 International Incidents

Date Formed;

1974

Strength:

Greater than 1,000
members

Classification:
Nationalist/Separatist,
Communist/Socialist
Last Attack:
2004-05-23

Financial Sources:

The PKK's largest funding
sources are drug
smuggling and extortion.
The group also receives
funding through charities,
commercial
establishments, and
remittances from Europe.
Syria, Iran, and Iraq have
provided some aid to the
PKK

16 80 34
1 Domestic Incidents
15 International Incidents

Date Formed;

Formed in 1963; began
armed operations in 1971
Strength:

Greater than 500
members

Classification:

Leftist

Last Attack:

2001-01-21

Financial Sources:

For years the group
received all of its military
assistance, and most of
its financial support, from
the Iraqi regime.

In addition, the MEK uses
front organizations to
solicit contributions from
expatriate Iranian
communities, as well as a
number of chariies which
operate as human rights
organizations monitoring
the Iranian government,
or which claim to provide
relief for Iranian refugees,
are in fact collecting funds
for the MEK.

A Brief Description of Some Fundamental Characteristics of Armed

Islamic Group, Hamas, Kurdistan Workers’ Party, Mujahedin-e Khalq
Organization (MEK) (Source: from National Memorial Institute for the
Prevention of Terrorism database), available on the Internet: http://www.tkb.org
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Palestine Liberation Front

Palestinian Islamic Jihad

(P11)

Palestinian Revolution
Forces General Command

Popular Front for the
Liberation of Palestine
(PFLP)

Incidents Casualties Fatalities [Incidents | Casualties | Fatalities

7 1 1

0 Domestic Incidents

7 International Incidents 31 International Incidents

Date Formed:
1959

Strength:

Unknown number of
members
Classification:
Other, Leftist

Last Attack:
1990-05-30
Financial Sources:
Libya & Iraq (formerly)

Table 5.

44 618 122
13 Domestic Incidents
Date Formed:

Late 1970s
Strength:

Less than 1,000 members

Classification:
Religious,
Mationalist/Separatist
Last Attack:
2003-06-19

Financial Sources:
Iran provides an
estimated $2 million of
state-sponsored funding
to PIJ annually

13 23 19
0 Domestic Incidents

First Mentioned:
April 22, 1985
Strength:

Unknown number of
members
Classification:
Other

Last Attack:
1987-12-14
Financial Sources:

Incidents Casualties Fatalities

13 International Incidents

Incidents | Casualties |Fatalities
98 631 155
19 Domestic Incidents

79 International Incidents

Date Formed;
December 1967
Strength:
Approximately 800
members
Classification:
Nationalist/Separatist,
Communist/Socialist
Last Attack:
2005-01-15

Financial Sources:
Syria provides financial
support and safehaven, to
the PFLP. Libya has also
provided financial support.
Up until the 1980s, the
Soviet Union and China
were the PFLP's main
supporters due to their
ideological similarities

A Brief Description of Some Fundamental Characteristics of Palestinian

Islamic Jihad (P1J), Palestine Liberation Front (PLF), Popular Front for the
Liberation of Palestine (PFLP), PFLP-General Command (PFLP-GC), (Source:
from National Memorial Institute for the Prevention of Terrorism database),
available on the Internet: http://www.tkb.org
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DHKP-C Salafist Group for Preaching and Combat (GSPC)

Incidents Casualties Fatalities Incidents Casualties Fatalities
72 90 20 6 12 3
16 Domestic Incidents 5 Domestic Incidents
56 International Incidents 1 International Incidents
Date Formed: Date Formed:
1978 1996
Strength: Strength:
Less than 1,000 members Approximately 300 members
Classification: Classification:
Leftist Religious
Last Attack: Last Attack:
2004-06-24 2004-12-13
Financial Sources: Financial Sources:

While the group's activities are focused in |Algerian expatriates and GSPC members abroad,
Turkey, their funding comes from Western |especially in Western Europe; In addition, Algeria
Europe, where much of the leadership is has accused Iran and Sudan of providing support to
currently located. The group reportedly Algerian extremists

finances most of its operations through

armed robberies and extortion

Table 6. A Brief Description of Some Fundamental Characteristics of
Revolutionary People’s Liberation Army/Front (DHKP/C), Salafist Group for
Call and Combat (GSPC) (Source: from National Memorial Institute for the
Prevention of Terrorism database), available on the Internet: http://www.tkb.org

B. RESPONSES TO TERRORISM

The war against terrorism includes two types of actions: antiterrorism (defensive
measures) and counterterrorism (offensive measures). Antiterrorism involves "defensive
measures used to reduce the vulnerability of individuals and property to terrorist acts, to
include limited response and containment by local military forces12." Counterterrorism is
defined as “offensive measures taken to prevent, deter, and respond to terrorismi3.”
Moreover, the goal for antiterrorism could be described as follows: “to prevent attacks as
well as to minimize the effects if one should occurl4”, while aiming to eliminate the

terrorist organization and its political power. Conversely, counterterrorism includes

12 Kirkhope, The Basics: Combating Terrorism, (Terrorism Research Center, Jan 03, 2005), p. 1,
available on the Internet:
http://www.terrorism.com/modules.php?op=modload&name=News&file=article&sid=5671&mode=thread
[last accessed June 01, 2005].

13 Ibid., p. 5.
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“spoiling action, deterrence, and response and follows a terrorist event15”. In the combat
against terrorism, unity of efforts, legitimacy, patience, perseverance, and restraint are

required.

Based on their desire to defeat terrorism, nations often face a disharmony between
goals and courses of action16, Raphael Perl argues that: “The efforts to combat terrorism
are complicated by a global trend towards deregulation, open borders, and expanded
commercel?.” Another unpleasant situation that can take place is the reduction of
personal freedom or, even more onerously, the adoption of a myopic view on several
fundamental human rights. Such unpleasant situations are usually characterized as
“collateral losses”.

Unfortunately, the structures that terrorist organizations use are totally different
from those that the U.S. and its international partnerships, such as NATO, are used to
dealing with. For instance, the NATO structure was not prepared to respond to suicide
attacks against civilians inside cities. The September 11" incidents revealed that the U.S.

had little recent practical experience in dealing with terrorist organizations.

Analysts, in their endeavor to understand the function of a terrorist group, have
come to the conclusion that there are three trendsl8 which best represent terrorist
organizations. The first one is structural: the groups are loosely organized and self
financed. The second is motivational: religiously or ideologically motivated organizations
are predominant in the field of terrorism. The last trend is the creation and development
of international links among terrorist organizations, which permit the exchange of

technological information, political advice, and training.

14 |bid., p. 5.
15 Kirkhope, p. 5.

16 Raphael Perl, p. CRS-5. In consolidation democracies such as the United States, the constitutional
limits within which a policy must operate are often seen by some to conflict directly with a desire to secure
the lives of citizens against terrorist activity more effectively.

17 1bid.
18 Ibid., p. CRS-8.
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Besides these trends, it has to be mentioned that in the war against terrorism, the
media remains as the most powerful force in confrontations between terrorists and
governments 19, Perl states: “Influencing public opinion may impact not only the actions
of governments but also those of groups engaged in terrorist acts. From the terrorist
perspective, media coverage is an important measure of the success of a terrorist act or
campaign. Conversely, governments can also use the media in their efforts to arouse

world opinion against a state sponsor of terrorism or groups using terrorist tactics20.”

19 In Table 7 are described some potential uses of Mass Media. Source: from Alex P. Schmid and
Janny de Graaf, Violence as Communication (London, Sage, 1982), pp. 53-54.

20 Raphael Perl, p. CRS-8.
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Instill fear in a mass audience

Polarize public opinion

Gain publicity by agreeing to clandestine interviews
Demand publication of a manifesto

Provoke government overreaction

Spread false and misleading information

Bring about the release of prisoners

Attract converts and support to a cause

© © N o g &~ P

Coerce the media by assaulting journalists

[N
o

. Profit from “free advertising”

-
-

. Discredit public officials while being held hostage

=
N

. Divert public attention by bombing their way onto front page

[EY
w

. Use the media to send messages to comrades to another country

[
N

. Excite public against the legitimate government

=
(6]

. Bolster the terrorist group’s morale

=
»

. Gain the Robin Hood image by fighting “injustice”

-
\‘

. Obtain information on counterterrorist strategies

[EY
[00]

. ldentify future victims

[E=N
(o}

. Acquire information about popular support for the terrorist group

20. Exploit the exaggerated media image of a powerful, omnipotent group

Table 7. Uses of Mass Media by Modern Terrorist (Source: from Alex P. Schmid
and Janny de Graaf, Violence as Communication (London, Sage, 1982), pp. 53-
54)

Governments and international coalitions can use some “instruments” to combat
international terrorism, such as:

1. Economic Sanctions

Sanctions against regimes can be either unilateral or multilateral. Sanctions can
be used against nations that have been characterized as sponsors or supporters of terrorist
groups. Moreover, such actions can be targeted at capturing the assets of individual
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terrorist organizations. Examples of blocked assets of Middle East Terrorism List States

are described in Table 8.

Country Assets in U.S.
$23.2 million, consisting of blocked
IRAN diplomatic property and related accounts.

(added to terrorism list
January 19, 1984)

(A reported additional $400 million in
assets remain in a Defense Dept. account
pending resolution of U.S.-Iran military
sales cases?21)

IRAQ

(on list at inception, December 29, 1979.

Removed March 1982, restored to list
September 13, 1990)

$2.356 billion, primarily blocked bank
deposits. Includes $596 million blocked in
U.S. banks’ foreign branches, and $173
million in Iraqi assets loaned to a U.N.
escrow account.

SYRIA

(on list since inception). No blocked assets.

(added AS\:JQEJQTZ 1993) $33.3 million in blocked bank deposits.
LIBYA $1.073 billion, primarily blocked bank

(on list since inception)

deposits.

Table 8.

Blocked Assets of Middle East Terrorism List States (As of End 2000),

(Source: from 2000 Annual Report to Congress. January 2001)

2. Economic Inducements

These inducements might include efforts to affect economic and social conditions

to eliminate breeding grounds for terrorists. It has been indicated that “most terrorists
worldwide are unemployed or underemployed, with virtually nonexistent prospects for
economic advancement.”22 Some experts believe that the fight against poverty may
constitute the main pillar in the battle against terrorism. Moreover, education could be the
second pillar. With economic wealth and education, it should be possible to reduce

21 pincus, Walter. Bill Would Use Frozen Assets to Compensate Terrorism Victims. Washington Post,
July 30, 2000.

22 Raphael Perl, pp. CRS-9, 10.
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terrorism through a change of lifestyle and culture in general. On the other hand, some
others argue 23that these factors can only insignificantly influence terrorism because they
occupy the lowest position in the list of terrorism motivators.

3. Covert Actions by the U.S.

Covert action is defined by U.S. law as activity meant “to influence political,
economic, or military conditions abroad, where it is intended that the role of the United
States Government will not be apparent or acknowledged publicly24.” Such actions are
comprised mainly of passive monitoring in order to clarify the capabilities and the targets
of the terrorist groups. Most of the time, covert actions have to deal with: the publicity of
false information, promotion of divisions between the political and military branches of
organizations, and conflicts between organizations. The most dangerous part of these
actions appears when agents operate covertly in foreign countries. In the event that such
operations are revealed, it is quite possible to create a significant diplomatic conflict
between the U.S. and the foreign country. In addition, this category should include the
“rewards for information” programs, based on the fact that money is a strong motivator.

4. Military Force

The last, but not least, instrument that governments can use to combat
international terrorism is military force. Perl claims that: “Successful use of military force
for preemptive or retaliatory strikes presupposes the ability to identify a terrorist
perpetrator or its state sponsor, as well as the precise location of the group, information
that is often unavailable from U.S. intelligence sources25.” On the other hand, some
analysts argue that military force could cause not only civilian casualties but also
collateral damage to economic institutions in the operations area. In addition, such action
could potentially inflate “terrorist groups’ sense of importance” and boost their
recruitment effectiveness. A recent study26 of the sociology and psychology of terrorism

23 Raphael Perl
24 |bid., pp. CRS-9, 10.
25 |bid., p. CRS-12.

26 Rex A. Hudson, The Sociology and Psychology of Terrorism: Who Becomes a Terrorist and Why?,
(Library of Congress, September 1999), available on the Internet: http://www.fas.org/irp/threat/frd.html
[last accessed June 01, 2005].
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states that “counterterrorist military attacks against elusive terrorists may serve only to
radicalize large sectors of the Muslim population and damage the U.S. image

worldwide.”

Moreover, diplomacy and law enforcement cooperation could be used as potential
tools in the “quiver” of governments’ arsenals. The aforementioned tools aim to fulfill the
four goals of the U.S. National Strategy for Combating Terrorism27. The first goal is the
reduction of the capabilities, as well as the scope, of operations that terrorist
organizations can conduct. The second goal is the interdiction of the support and
sponsorship networks of the terrorists. The third goal is the defense of U.S. citizens and
their interests. The final and most difficult goal is the elimination of the societal
conditions that facilitate the recruitment of new members for terrorist organizations.

C. SYSTEMS DYNAMICS PERSPECTIVE OF TERRORISM

The preceding discussion was provided to enhance the understanding of the main
drivers and assumptions that will be used for the purpose of this study. For a long time,
many research studies have resorted to the use of statistical correlation in order to
strongly support their specific hypotheses or theories. The use of historical data allows
researchers to relate frequencies or specific occurrences to certain events, time frame
characteristics and/or populations, as well as enabling them to make inferences based on

their observations.

Conversely, system dynamics modeling allows the researcher to analyze complex
systems from a cause-and-effect perspective, rather than from a statistical standpoint. It
takes into account the feedback structure as well as the dynamic implications and non
linearity within a particular system. Furthermore, system dynamics modeling allows us to
track the various flows (such as material, money, and people) as well as any
accumulations as they may occur throughout the system. Nevertheless, it is important to
point out that the expected outcomes are not necessarily quantitative point predictions for
a particular variable, but rather a measure of the dynamic behavior pattern of the system,

given the inputs and conditions in the model.

27 The White House, National Strategy for Combating Terrorism (Washington, D.C.: February 2003),
1-2.
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In other words, the expected results are specific behavioral patterns that will assist
in a better understanding of policies in place, or will help to find flaws in the
organizational structures. The behavioral patterns can take many forms. The most

common are depicted in Figure 4.

Exponential Growth Goal Seeking S-shaped Growth

Time —

Oscillation Growth with Overshoot Overshoot and Collapse

\AAvA

Figure 4. Common Modes of Behavior in Dynamic Systems. (Source: from John
Sterman, Business Dynamics, Systems Thinking and Modeling for a Complex
World, McGraw-Hill, (2000), Page 108)

Given the high-level concerns of the U.S. government regarding Middle Eastern
Terrorist Groups and their activities, the study will carefully look into these groups.
Historical data and ideological characteristics of the most prominent Middle Eastern
terrorist groups such as Al Qaeda and Hezbollah, among others, will be used to create an
aggregate profile that will treat the groups as one entity; this will simplify the preparation
of a causal loop diagram28 that will clearly show the feedback structure of the proposed
system The details about the diagram implemented in this project can be found in Chapter
.

28 Causal Loop Diagram: A map showing the causal links among variables with arrows from a cause
to an effect. Definition by John Sterman, “Business Dynamics, Systems Thinking and Modeling for a
Complex World,” McGraw-Hill, (2000), p. 102.
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The quantitative analysis part of this project was performed with the assistance of
computer software developed by ISEE Systems, called Stella®. The study’s goal was to
properly capture the variables and factors that are relevant to the system; once developed,
the model was tested and analyzed. The main areas of interest were the number of fatal
victims per month (number of killed/month) and the number of terrorists (Terrorist
Human Resources). However, the main hypothesis is that if a policy could be crafted to
diminish or disrupt the recruitment, and thus reduce the number, of terrorists, that policy
would be able to accomplish a considerable and lasting reduction in the number of attacks

against the U.S. and thus reduce the number of fatal victims per month.

It is understood that the problem of terrorism will not disappear overnight and
that, because of its nature, it may not disappear in the long run either. However, if the
aforementioned policy is implemented, it could lead to a lower level of anti-U.S. terrorist

actions.

The desired optimal behavioral pattern for the number of terrorists would be an
exponential decrease, with the goal of achieving a minimum realistic level. The desired
optimal behavioral pattern for the number of attacks would also be an exponential
decrease, with the goal of eventual low numbers. However, given that violent acts are
typically carried out by small groups of people, with a lack of strength or resources to
attack openly and seeking the necessary attention to keep their causes alive, attacks will
still occur. Hopefully, these attacks will not be with the same intensity that they would be
if the terrorists had greater strength.

D. PROJECT OUTLINE

This project serves as a starting point for the study of, and experimentation with,
policies aimed at fighting Middle Eastern terrorism against the United States. This is
achieved through the creation of a dynamic system that captures the causal relationship
of: Middle Eastern terrorism, the drivers that motivate recruitment as well as its violent

actions, and the effect of U.S. responses.
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The preceding factors are then divided into smaller components and the governing
parameters quantified accordingly; these actions bring the resulting dynamic model closer

to reality and thus make it more useful for policy testing.

Again, the resulting model is simulated in a virtual environment using Stella®, a
reliable systems dynamic software tool. The model re-creates the current situation,
reproducing the actual system as it is depicted in the causal loop diagram. However, it is
important to remember that, although they follow the same principle, the causal diagram

does not show the amount of detail that the model structure reflects.

Following the re-creation of the current system, various outputs depict the
behavior of many elements of interest such as the number of “Terrorist Human
Resources” and the number of violent acts against the U.S., among others. This valuable
step allows the user to better understand the system and generate ideas to improve the

behavior of specific stock elements in the model.

The observation and continuous analysis of the depicted behavior is the basis for
the conclusion, as well as any recommendations, presented in this project. Again, the idea
is to serve as a foundation for the study of complex systems, such as terrorism, using the

modeling techniques and tools available for the study of dynamic systems.
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1. METHODOLOGY

A SYSTEMS THINKING MODELING APPROACH

System dynamics29 is a method for analyzing problems in complex systems; it is
based on a stock30 and flow3! structure, designed for modeling systems with numerous
variables and delays between those variables. Highly complex dynamic systems tend to
be virtually impossible to solve mathematically; therefore, the generally accepted and
most rational approach to study them is to simulate the behavior of those systems in a

computer with the aid of modern simulation software.

Making accurate quantitative predictions with systems like terrorism can be quite
challenging. In these systems, numerical data on areas such as terrorist economic
resources, infrastructure, and attack capabilities are sometimes impossible to obtain
and/or difficult to estimate. Although researchers have leeway to make many
assumptions, it is still quite difficult to assess terrorist groups, given the anonymity of and
deceiving trails often left by these authors of pain. Therefore, an analysis focused on
understanding the behavior modes of important elements of the problem (such as planned
terrorist attacks and the number of terrorists) can definitely shed some light on the
policymaking arena. The importance of focusing on the pattern rather than aiming to
provide point predictions about specific variables (e.g., the number of terrorist attacks
next year) is based on the fact that, since the data needed to make such predictions are
mostly known to be inaccurate, they can produce inaccurate predictions. Conversely, by
using system dynamics modeling, we can simulate behavior of a system based on a valid
(accepted by the public) array of characteristics and behavioral elements of the problem
being analyzed (e.g., terrorist groups’ beliefs and effect of U.S. troops in the Middle
East). By studying and understanding the resulting behavioral pattern, it is possible to

find ways to affect the observed behavior and make changes to its pattern. Furthermore,

29 Originally introduced as “Industrial Dynamics” by MIT’s Jay W. Forrester (Forrester, 1961).
30 Stock: Pool or inventory where accumulation of elements takes place.
31 Flow: Rate at which elements move through the system.
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this would certainly lead to a better understanding of the problem and would facilitate the
creation of a platform that would allow analysis and testing of policies aimed at its

solution.

The problem of terrorism is very complex (given the magnitude of elements that
are known to cause it). Terrorism obviously has a feedback structure (since the elements
within the system receive and produce feedback when interacting with each other) and it
has dynamic properties (the system changes and reacts to changes in its elements).
Therefore, a dynamic modeling approach can better serve the objectives set forth in this
project than can a study of the statistical correlation between variables that, as said
before, are realistically difficult to quantify accurately and that may not be an appropriate
platform for policy testing in any case (because the system changes constantly).
Furthermore, a dynamic modeling approach based on accepted theory about factors that
directly motivate its behavior, and integrating other exogenous (external) factors that can
also affect its behavior, would result in a more appropriate vehicle for policy analysis

than relying on statistical regression analysis of historical data or doubtful estimations.

The preceding argument is not intended to imply that there are no possible ways
in which statistical or probabilistic models could capture the problem presented. It
implies, rather, that a dynamic approach, aided by a friendly interface, can serve as a
useful tool for analysis of the presented problem without the need for a high level of
mathematical and statistical competency from the reader.

B. PRELIMINARY ASSUMPTIONS

Again, terrorism as a whole is a very complex problem with thousands of
variables, feedback loops, stocks, flows and nonlinearities created by the interaction of
the physical and unique structure of the players. Attempting to capture the behavior of the
whole system in a simulation model is an enormous task that may, nonetheless, provide
the closest approximation of reality in a virtual environment. However, this closeness
could become as complicated as the problem in real life and may not be useful for policy
analysis. Conversely, concentration in a specific area of the problem of interest may be
the key to attacking the problem as a whole. In this project, the key area of interest is

Terrorist Human Resources. Middle Eastern terrorist attacks of high lethality are typically
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carried out by highly organized terrorist groups, such as Al Qaeda or Hezbollah. It is
assumed that a reduction in the memberships of these groups may have a reinforcing32
effect on their operability and their functionality. In other words, a reduction of the
number of members of terrorist groups (Terrorist Human Resources) will obviously cause
a reduction of the strength of these groups as well as a reduction of the support given to
them. Although any competent person can arrive at the preceding conclusion without the
aid of a computer model, the key item here is how to produce strategies that can
effectively help reduce this factor, given the structure’s complexity and the governing
dynamic of the entire system. It is important to remember that there are many obvious
strategies that tend to backfire when implemented; this is why it is crucial to look at the
entire system in the policymaking arena. For instance, consider the impact of overt
military operations such as those carried out during “Iragi Freedom”: while many of its
primary objectives (e.g., depletion of insurgents) were achieved, it also produced an
unexpectedly adverse effect. As suspected terrorists and insurgents were killed by
American troops during daily operations, anti-American sentiment was reinforced by
such things as grief for the dead and the treatment of the general population during
searches, thus stimulating local and international recruitment and adding many more
bodies to the insurgency, an insurgency that has claimed more U.S. soldiers’ lives than
did the country’s regular military forces during the initial invasion. Conversely, forces
from other nations also in-country (e.g., El Salvador, Dominican Republic) did not suffer
such losses. The preceding example illustrates the need to identify dynamic structures
and to account, not only for a single element of interest (deplete insurgency), but also for
the related elements that can unexpectedly respond to feedback and thus significantly
affect the expected results.

C. THE MODEL

In an attempt to ensure the credibility and reliability of this dynamic modeling
analysis, the authors’ first priority was to base their ideas for the construction of the basic

model only on generally accepted theories and official sources in order to avoid the

32 Reinforcing: A positive feedback relationship concept that tells us that given two things related to
each other, if one thing decreases, the other will decrease or vice versa.
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“garbage in, garbage out” effect33. This approach was important to ensure an unbiased
and reliable platform that would allow the user to study the dynamic implications of
terrorism, policy testing and analysis in a virtual environment, or simply to serve as

starting point for more in-depth modeling development and related further research.

The modeling phase can be said to be divided into two stages, the first being the
re-creation of the situation with Middle Eastern terrorism against the United States as it is
today, based on historical behavioral data and on the concepts and assumptions described
in the official sources used. The idea is to describe the current behavior of certain
variables of interest, for instance, “Terrorist Human Resources” or “Number of Terrorist
Violent Actions Per Month”. What are the trends? Do they appear to be changing? Are
they oscillating? By studying these behavioral patterns, as well as the dynamic
implications of other related factors that affect their behavior, it may be possible to
determine ways to produce the desired effect. The second phase builds upon the basic
model; it includes modifications to original parameters that enable us to affect the current
behavior of those stocks of interest. These new modifications will shed light on the area
of policymaking, as sensitivity analysis of these changes may help us to identify the areas
that need to change in order to achieve the desired results. The modeling phase extends
across Chapter I11 and Chapter IV.

D. PREVIOUS WORK ON THE SUBJECT

Although terrorism itself is a hot topic and there are a vast number of in-depth
studies and papers available on the subject, very little was found about dynamic analysis
of terrorism among the many excellent assessments. The Dynamic Terrorist Threat34
(DTT) was of extreme usefulness due to its unique strategic and dynamic perspective on

the problem. Specifically, the following quotation describes the main objective pursued:

33 “Garbage in, garbage out”; Popular modeling argot that means that no matter how good the model
is, if you put unreliable data in you will get unreliable data out.

34 Kim Cragin et al for the United States Air Force, “The Dynamic Terrorist Threat, An Assessment
of Groups Motivations and Capabilities in a Changing World”, RAND Corporation, CA, 2004.
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DTT attempts to develop a matrix that helps policymakers identify the
threat that terrorist groups pose to the United States. It assesses how
terrorists adapt and change, to identify such groups’ vulnerabilities. By
combining these two approaches, the study was able to suggest options
that policymakers could use to refine the U.S. government
counterterrorism policies.35

The DTT project uses statistical analysis of historical data, as well as reliable
expert opinion, to formulate important decision matrixes that provide valuable insight to
both policymakers and curious readers. According to the DTT report, the authors were
able to evaluate the relative threat to the U.S. posed by terrorist groups through
assessment of existing terrorist threats to the United States, utilizing an analytical
framework that allowed them to compare the motivations and capabilities of terrorist
groups against each other. They developed this framework by starting with an

examination of historical patterns of terrorist activities.36

Specifically, the DTT report ranked terrorists from most to least threatening,
based on the number of attacks they have carried out against U.S. and other Western
targets within a specific time frame. Alternatively, The DTT report assessed the strengths
and weaknesses of a specific group according to its modus operandi, number of fighters,
and degree of support, but did not systematically compare it with the threat posed by
other terrorist organizations. This is logical in the short run; however, it does not provide
policymakers with a sense of how terrorist group capabilities could change over time.
Similarly, this approach does not take into account the threat posed by groups that have
not recently carried out an attack against U.S. targets, but rather have spent time
deepening the anti-U.S. sentiment of their members and supporters. The DTT report
argued that these seemingly inactive groups might pose a more significant threat to the

United States in the medium-to-long term.

35 Kim Cragin et al.

36 The numbers presented in the original DTT report were drawn from the RAND Terrorism
Chronology and the RAND-MIPT [National Memorial Institute for the Prevention of Terrorism] Terrorism
Incident Database, wunless otherwise noted. A version is available on the Internet:
http://www.tkb.org/Home.jsp. [last accessed June 01, 2005].
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The DTT served this project as a school of thought and foundation for the
formulation of formulas and assumptions that were incorporated into the basic model and
helped to create and quantify important variables such as terrorist groups’ strengths,
capabilities and productivity, among others. The incorporation of relevant factors found
in the report helped to produce a more consistent basic model that will behave in a more
realistic way.

E. CAUSAL LOOP DIAGRAM

As discussed in the previous chapter, dynamic systems can be graphically
represented using causal loop diagrams, among other available graphical tools. These
diagrams include the ideas, variables and conditions that will support the construction of
a dynamic model, which will serve as a tool for the exploration of the possible effects of
the implementation of policies aimed at reducing Middle Eastern groups’ acts of
terrorism against the U.S.

28
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Figure 5. Causal Loop Diagram of Middle Eastern Groups Terrorism against the
U.S. As Proposed by the Authors of this Project

The causal diagram shown in Figure 5 can be interpreted in the following way

(from top to bottom):

a. As the U.S. increases its investment (military bases and troops, in terms of
funds invested) in the Middle East region, the anti-U.S. sentiment (as felt by extremist
and/or anti-American groups) in the region increases. Also, as U.S. investment in the

Middle East increases, the number of Terrorist Human Resources decreases.
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b. As the anti-U.S. sentiment increases, this sparks the hatred of anti-American
extremist groups, who feel that the U.S. presence in the Middle East threatens the Islamic
conservative way of life, as well as the sovereignty of the Islamic nations in the region.
Hence, those groups use religion, force and/or political causes to obtain resources and

recruit more members. Therefore, Terrorist Human Resources (recruitment) increase.

c. As Terrorist Human Resources increase, terrorist sophistication (strength,
lethality and/or capability) increases, 