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GERMANY

hans.kolb@medav.de

Traditionally, intelligence gathering has involved three areas of technology: sensor and signal processing,
database technology and evaluation technology. The current pace of globalisation, the rapid penetration of
Internet usage and continuing advances in sensor sophistication mean that vast amounts of information are
being gathered, as never before. Traditional intelligence processing methods are feeling the strain.

MEDAYV GmbH is a developer of intelligence processing hardware and software. For the past 20 years,
we have been engaged in studies and commercial projects for the German Federal Armed Forces and for
other German and international government agencies. Our business is to predict and respond rapidly to the
needs of the intelligence community. The current trends are clear:

1) An increasing variety of sensors are being distributed over larger and larger areas. The problem is
not just the amount of information being collected but the diversity of it. The challenge is to find
meaningful ways to integrate diverse information. Humans are not as good at data analysis as
computers but they are excellent at pattern recognition. The two should be allowed to complement
one another. A visualisation tool should present data in a way that allows humans to recognise the
patterns within it — as opposed to presenting only pre-defined patterns. Visualisation software that
does not allow users to apply their own pattern recognition intelligence is self-defeating.

2) The Internet explosion means that open source intelligence (OSINT) is becoming as important as
the traditional HUMINT and SIGINT. Thus we require language processing and document
processing software to complement the signal processing software already available. In particular,
tools for the visualisation and summarisation of text are required. Another consequence of
internationalisation is the necessity to incorporate Unicode capability into software. However the
multitude of ad hoc solutions to script encoding already in existence will continue to persist in the
future despite the adoption of Unicode.

3) To cope with information overload, it will be necessary to integrate more closely the three
domains of information acquisition, storage and processing. In particular, automated evaluation
will be required closer to the point of acquisition in order to filter at an early stage the mass inflow
of irrelevant information. Likewise, storage must be more closely coupled to evaluation
technologies in order to give users easy and intuitive opportunities to interact with their data.

4) In the intelligence environment, information is usually incomplete. For example, the resources
necessary to resolve ambiguous or missing words may not be available. And context, which
allows information to be interpreted, may also be incomplete. Such cold start situations are typical
in military intelligence. The conclusion is that information processing algorithms, which are able
to process incomplete and fuzzy information, will become the norm.

Paper presented at the RTO IST Workshop on “Massive Military Data Fusion and Visualisation: Users Talk
with Developers”, held in Halden, Norway, 10-13 September 2002, and published in RTO-MP-105.
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Approaches to the Evaluation of Intelligence PROANIZATION

The rapidly changing needs of the intelligence community place severe constraints on the development of
software solutions:

1) Hardware and software must be modular, so that parts can be regularly updated without disrupting
the whole. Modules must communicate through standard interfaces. Modularity allows a building
blocks approach to the construction of complex functionality. Because effective visualisation tools
tend to have long development times and therefore high costs, modularisation will be essential.

2) It is better to have generic modules that can be configured by the user for varying situations as
they arise, rather than specific solutions for specific situations. The user, rather than the factory,
should be able to reconfigure a visualisation tool, for example, so that it operates interactively in
one situation but automatically in another. Open architectures and the ability to modify software
are preferable to proprietary black-box solutions. However, visualisation tools tend to be task
specific. The challenge will be to find ways of developing generic visualisation tools.

3) Solutions to intelligence problems involve compromises. In the real world, it is necessary to make
do with what one has. Complex algorithms developed in the ideal world of the research laboratory
may not be practical in a world of limited resources. It is easy to be blinded by hi-tech solutions
when simpler solutions may be more practical.

4) Many of the problems confronted by the intelligence community are also faced by large
commercial operations, for example media and finance organisations. It is better to use COTS
tools where these are available, rather than “re-invent the wheel”. COTS products make sense if
they reduce costs and inventory without compromising quality and security.

Over the past 20 years, MEDAYV has developed integrated intelligence processing packages, that acquire,
automatically evaluate, archive and interactively evaluate both signals and text documents. The archive is
the hub of the architecture. Automatic evaluation serves two purposes - it filters out the mass of irrelevant
information but it also serves to enrich the incoming signals or documents with annotations that assist
subsequent evaluation.

Different processing and visualisation modules can be incorporated into this general architecture
according to need. In studies with the German Federal Armed Forces, we have developed a variety of
speech processing, text processing and visualisation tools. While it is true that “a picture tells a thousand
words”, we find that users need to have different views over the same data. For example a graphical
display of a military command structure can be usefully complemented by a simple tabular display of
other information. However, neither display by itself is adequate. As another example, a graphical content
summary of a text document may be useful if the document is large but for small documents (or parts of
documents), the user may prefer textual summaries.

It is helpful to distinguish three types of display; 1) traditional static predefined displays, 2) augmented
reality displays (where interactive iconic and textual information are embedded in realistic terrain images,
for example) and 3) virtual reality displays (where the user becomes part of the image). We still have
much to learn about how to use all three effectively. The development of effective visualisation tools
depends on a keen understanding of the psychology of vision. The conclusion is that the results of
fundamental research into human visual processing must be fed into software development projects.
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SYMPOSIA DISCUSSION - PAPER NO: 14

Author Name: Dr. Ing. Hans-Joachim Kolb, MEDAV, Germany

Question:
What statistical pattern recognition is being used in regards to email?

Author’s Response:
No features concerning content of the messages are being used, just behavior, such as time elapsed from
getting an email to answering it, or the size of the message.

Question:
Is there any special storage or computing being used for the high volume?

Author’s Response:

No. If you calculate how much space you need, you find you can get a great deal of data on one disk.
If you are successful in finding an area of interest in an image it makes sense just to keep the area of
interest.
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Information Processing Tasks
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Visualisation Examples: Raw Signal - Audio

O O i : [ g ok | Speicherbersich
i 1Y \ T Sranzait 3
ra I IO l el B = ey 2 - Ausschnit x
. 1a.imrtu.m o
H . BO&Z O 5 " Mitialing M HEO&EE: T Qunlin wai ]
" Dintainama
- 1
Analras
representation =
Umiang
i Minenfregquent:
: A Bangbreite
- U ‘ Baudroie.
- Ergubinmse
1A Sortaren Minenirequenz -4
O&aF= Drnaghar *
i Q| Alaorhmen FGANIFE Fator
= T T - Tx Fr Dandbr Lstg Start Dawer SG FSK HodArt Index Frofbl KI TS
7l BO&@ 0 % [kHe]  [KHz] (@8] (=) [s1 (B4l ] [x] . :
;i ) ) Speicherbersich | Bz
z 1.606 0.110 -31 0.000 9.813 150 | FSKZ 1.5 o 90 | Frequenzhereich (] Baudrote
L] z Z.114 H.116 -34 9.813 a8 1 FREZ 1.4 H Y48
3 5.990  @.29] -15 9.813 300 @ 8.7 2 100
s M s e A P e L2 = Erfassung
5 13,909 1,041 -41 0.000 9.313 1200 O PSKAA 0.0 0 irs
T 17 .66k Z.310  -a9 H. 9813 Famn H ASKASPSKER H.H a1 FI

Saansn Akt clolgoich erougt

audio processing

Dekadierter Text- Ch2

Empfangene Zeichen; 6760

s

ety || ” | I] t -
Cunor 2 hl d i i|I !«' l J L -

Awgnos
Tosmeses
Moduntonsan

[reer—
;’:::‘::Wrm 1 _ s Ak 0 1
;‘;MWM H D& =0 H F (1=l

shbrachen

Masiergebrass
st 3007 Bd
Fraguanzate 74 He
SHE 45
Veestarkzng 102

= ]

16V 141121 14205 0



Visualisation Examples: Raw Signal - Iext
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Automatic Keyword Extraction
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n-gram analysis
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Assoclation Analysis — "Arthur Anderson”
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Visualisation Examples: Collection — E-mall
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Visualisation Examples: Collection — Radio network |
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Visualisation Examples: Collection - Radio network 11
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