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MARI NE CORPS UNI T- LEVEL | NTERNAL MANACGEMENT CONTROLS
FOR THE GOVERNMENT- W DE COMVERCI AL PURCHASE CARD

ABSTRACT

In this thesis, we offer reconmendations to i nprove the
current i nternal nmanagenent controls for the Governnent - Wde
Commerci al Purchase Card (GCPC) program Despite the existence
of mandated i nternal managenent controls, the program has been
fraught with fraud, m suse, and abuse since its inplenmentation.
The 2002 Ceneral Accounting Ofice testinony on the Department
of the Navy GCPC program noted the continued existence of
significant internal control weaknesses, despite a nunber of
i nprovenents nmade to the program over several years. Using the
fraud triangle as its philosophical construct, this thesis
devel ops practical nethods by which to | essen the ability of
those involved with adm nistration of a GCPC programto
rationalize inproper and illegal actions. |Its specific
recommendations are to: convert the GCPC cards from
i ndividually naned credit cards to unit cards with personalized
nunbers; change the appearance of the cards; control the nunber
of cards within each unit by authorizing |level five agency
program coordinators to define and i npl enent best practice
controls; and provide electronic receipts of all cardhol der
transactions daily to Approving Oficials and Agency Program

Coor di nat ors.
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EXECUTI VE SUMVARY

Al'l federal agencies, including the Departnent of
Def ense (DoD), use the Government-W de Conmercial Purchase
Card (GCPC) for making “mcro-purchases”, which are defined
as purchases, from conmercial vendors, involving suns up to
$2500. Al though purchase cards can be used along with
ot her contracting nmethods to pay for purchases up to
$9, 999,900, their primary use has been to enabl e
cardhol ders to buy | owdollar value itens for the
governnment fromcivilian vendors while avoiding the | onger
and nore costly traditional acquisition process. The
sinplification of the purchasing process provided by the
GCPC program has proven of trenmendous benefit to the DoD;
it has sped delivery of |low-dollar value itens while
| onering the direct costs associated with those purchases.
However, the program has al so experienced shortcom ngs,
particularly with regard to its internal contro
envi ronment .

As highlighted in the 2002 DoD Charge Card Task Force
Final Report and the 2002 CGeneral Accounting Ofice
testi mony on Navy purchase card vulnerabilities, weaknesses
have exi sted throughout the DoN and Marine Corps in the
internal controls associated with the GCPC program These
weaknesses include | ack of adherence to key internal
controls, and have been coupled with high levels of fraud
and GCPC program card m suse and abuse. |In recent years
the DoD and the DoN have attenpted to address many of the
GCPC program shortconm ngs, principally by focusing efforts
toward devel oping neans to identify fraud and to limt the

potential for GCPC program card m suse and abuse.
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Despite the significant inprovenents nmade to the GCPC
programinternal control environment in the recent past,
one area which holds potential to further inprove the GCPC
programinternal control environment has not as yet
received sufficient attention. That area pertains the
rationalization leg of the fraud triangle, an internal
managenent control concept discussed by Joseph T. Wells in
his book titled Occupational Fraud and Abuse. According to
the fraud triangle theory, one way to help ensure an
adequate internal control environnment is to limt an
individual’s ability to rationalize his or her potentially
illicit activities.

The four reconmendations contained within this report
wer e devel oped by the authors as neans of conbating the
rationalization we believe is inherent in the current GCPC
program Qur reconmendations are to: convert the GCPC
cards fromindividually naned credit cards to unit cards
wi th personalized nunbers; change the appearance of the
cards; control the nunber of cards within each unit by
authorizing level five APCs to define and inplenent *best
practice” controls; and provide electronic receipts of al
cardhol der transactions daily to approving officials and
agency program coordinators. By inplenenting these four
changes, the authors believe the DoN and Mari ne Corps can
reduce the | evels of fraud, m suse, and abuse currently

experienced within the GCPC program



.1 NTRODUCTI ON

FRAUD, ABUSE, AND M SUSE I N THE GOVERNMENT- W DE
COMVERCI AL PURCHASE CARD PROGRAM

MIlitary personnel did personal shopping at Wl -
Mart and The Home Depot, partied at Hooters and
Bottons Up ni ghtcl ubs and charged personal itens
i ke DVD pl ayers, conputers, and pet supplies to
t heir governnment purchase cards, according to
docunents obtained by The Associated Press.?

Docunments gathered by Grassley fromthe Bank of
Ameri ca, which handl es Pentagon travel credit
cards, detail the case of a Marine sergeant who
ran up $20, 000 in charges, then left the service
and the bill unpaid. The Marine's credit card
for travel, issued in March 2000, was restricted
because he had a questionable credit record. His
bosses soon quadrupled its limt from $2,500 to
$10, 000, the documents show. The bank issued a
fraud warning i n August 2000 after suspicious
activity on the card, but the Marines raised the
credit limt twice nore to $25,000. The sergeant
eventual ly made two cash withdrawals fromthe
card over two nonths totaling $8,500. The
Marine's credit was finally revoked in February,
al nrost a year after it was issued, and he left
the service. The bank was forced to wite off
the debt as a |oss.?

The General Accounting Ofice (GAO has uncovered
what may be the tip of the iceberg with regard to
i nproper purchases by people enpowered to buy
usi ng their governnent-w de purchase cards at two
Navy units in San D ego. GAO found "Wth the
ineffective overall internal control environnent,
it is not surprising that the three basic
internal controls...were ineffective."

1. http://ww. det news. com 2001/ pol i tics/ 0107/ 29/ politics-256479. htm Author:
John Sol onon, Associ ated Press, Pentagon Enpl oyees Rang Up $9 Billion on
Governnent Credit Cards, 28 Jul 2001

2. FreeRepublic.com Author: AP, “A Conservative News Foruni, 7/27/2001
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They al so recounted five cases of alleged
purchase card fraud of which one case has been
successfully prosecuted. The anount involved in
all five was over $660,000 to date with

i nvestigations continuing in the remaining four
cases. Here's what was bought for personal use:
hone i nprovenent itens, |aptops, electronic
organi zers, DVD players, an air conditioner,
clothing, jewelry, and other itens such as

eyegl asses, pet supplies, phone calls, tires,
flowers, and pizza. GAO says, "The control
breakdowns related to the frauds were so
pervasive that the total dollar anount of these
frauds could not be determ ned.”

One unit bought flat panel conputer nonitors
costing from $800 to $2,500 each instead of
standard nonitors costing $300. Wen asked about
this at a congressional hearing, the Navy
suggested that they were required to conserve
space onboard ships. However, not all were used
onboard ships. Al so uncovered were routine
purchases w t hout docunented gover nnent need,

i ncludi ng el ectronic organi zers as well as the
acconpanyi ng $100 desi gner carrying cases and a
$400 | eather briefcase. Neither Navy unit had
docunent ed policies and procedures to support the
valid need for these types of items. There also
were cases where a cardhol der’ s single day
purchases fromthe sane vendor appeared to be a
circungention of the cardhol der’ s single purchase
limt.

As highlighted in the preceding articles, it has
proven difficult for the Departnent of Defense (DoD),
Departnment of the Navy (DoN), and U S. Marine Corps to
mai ntai n adequate internal control environnments for the
Gover nnent - Wde Conmmercial Purchase Card (GCPC) and
Oficial Travel Card prograns. This difficulty has been

3. http://ww. managenent concept s. cond acqui si ti on/ NavyCar dar chi ve. asp, 24 Cct 03

4



mani fested in nunerous instances of purchase card program
fraud, and card abuse and m suse. And yet having a robust
internal control environnment is a key factor in preventing
the types of illicit card use which have all too often
characterized the program In seeking ways to inprove
existing internal controls for the purchase card program
one woul d naturally review current managenent ideas dealing
with internal controls for organizations. One current such
managenent idea was di scussed by Joseph T. Wells, founder
of the Association of Certified Fraud Exam ners, in his
book Cccupational Fraud and Abuse. Wlls argues that for
fraud to occur there nust exist three | egs of support for a
fraud triangle, those |l egs consisting of incentive,
opportunity, and rationalization.

Accordingly, one way to hel p ensure an adequate
internal control environnent is to limt an individual’s
ability to rationalize his or her potentially illicit
activities; by lessening the ability of an individual to
convince hinself that his activities are justifiable (due
to perceived urgency of need, that he deserves or requires
an itemdespite existing guidance or instructions to the
contrary, that an action can be construed as within the
| ar ger neani ng of those instructions, etc.), an
organi zati on should be able to | ower the probability that
menbers of that organization will commt fraud against it.
Along with neasures designed to limt the ability of
individuals to rationalize wongful behavior, internal
controls can also be designed to limt the opportunities,
and where possible the incentives, to conmt fraud.

Undoubt edl y, because the GCPC program provi des

i ndividuals the ability to access and use | arge anounts of

5



governnent credit, the programw |l always be vul nerable to
the risk of fraud. An incentive to steal is inherent in
the program and a thief determned to steal by use of his
GCPC card obviously will have the opportunity to do so.
However, autonmated neasures (such as restrictions, or

bl ocks, on where purchases can be nade), verification

requi renents, and audit procedures can largely suffice to
identify illicit card use and nonetarily limt an

individual’s ability to defraud the governnent.

On the other hand, an individual who intentionally
steal s makes no attenpt to rationalize his activities. As
can be ascertained fromthe Mrine Corps’ Purchase Card
Sem - Annual Review for the first half of fiscal year 2003
(Appendi x A), many of those making illicit purchases with
t heir GCPC cards or ignoring existing, mandatory internal
controls and established internal control processes, would
not consider thenselves thieves. At the tinme of their
illicit purchases, they nost |ikely rationalized those
purchases as not being the illegal activities they in fact

wer e.

Whet her purchasing a sandwi ch at Subway or beddi ng and
towels for a visiting foreign mlitary officer, otherw se
trusted and diligent governnment enpl oyees inproperly used
their governnent purchase cards; yet because many of those
pur chases invol ved very |ow dollar anmounts or did not
directly benefit the purchaser, it is |likely they saw those
purchases as not truly representing fraud agai nst the
government of the United States. Additionally, the

cardholder’s unit may tend to see any illicit use as



reflecting only on the individual cardhol der and not on the
unit itself as the card are issued in the cardhol der’s, and

not the unit’s, nane.

This ability to rationalize card fraud, m suse, and
abuse contri butes to the poor internal control environnent
perceived to exist throughout the GCPC program and detail ed
in both the 2002 DoD Charge Card Task Force Final Report
and Ceneral Accounting Ofice (GAO Testinony regarding
Navy vulnerabilities to fraud. Wile one could debate the
| egitimacy of the rationalizations a GCPC program
cardhol der m ght make, and while the ability to rationalize
a wongful action does not nake it justifiable, the current
purchase card internal control environnment can be inproved
by inplenmenting internal control neasures designed to help
elimnate the ability of individuals to rationalize the
i mproper use of GCPC programcards. In this report we wll
attenpt to develop practical nmeans by which to | essen the
ability of those involved with adm nistration of a GCPC
programto rationalize inproper and illegal actions. First
however, we will outline the current structure and
functioning of the GCPC program and further expand upon the
underlyi ng managenent theory that guided the devel opnent of

this report.

B. OVERVI EW OF THE GOVERNVENT-W DE COMVERCI AL PURCHASE
CARD PROGRAM

The GCPC program has its roots in the 1982
Presi dential Executive Order 12352, “Procurenent Refornf
which directed the DoD, as well as all executive agencies,

to, “Establish prograns to sinplify small purchases” al ong
7



with other initiatives intended to streamine and sinplify
vari ous governnental procurenent processes.* On July 6,
1998, the DoN awarded a three-year contract, with options
for extending the service period, to G tibank to provide
pur chase card services throughout the DoN.®> Currently
managed by t he DoN eBusi ness Operations Ofice
(EBUSOPSOFF), the programis part of the U S. Cenera
Services Adm nistration’s (GSA) “SnmartPay” program whose
current contracts with five service providers (Bank of
America, Bank One, Citibank, Mellon Bank, and U S. Bank)
are effective until Novenber 29, 2003.°

For the Marine Corps, the Contracts D vision,
Install ations and Logi stics Departnent, Headquarters, U.S.
Marine Corps (LB, I&€L, HQW) has oversight responsibility
for the GCPC program and mai ntains a GCPC program office
wi t hin the Managenent and Oversi ght Branch (LBM of the LB
Di vi si on.

According to the executive sunmary of the June 27,
2002 DoD Charge Card Task Force Final Report
i npl enentation of the GCPC program had resulted in an
estimated savings of $900 million by the report date. GCPC
programgenerated savings result fromrebates based on
vol une of transactions and cost reductions resulting from

the automati on of purchase order processes.

4. Executive Oder 12352, 17 Mar 1982.
5. http://ww. don- ebusi ness. navsup. navy. ml, 30 Cct 2003.

6. http://ww. gsa. gov/ Portal/gsal ep/ channel Vi ew. do?pageTypel d=8199&channel Page=
YR Fep%2Fchannel %2FgsaOver vi ew. j sp&channel | d= 13497, 31 Cct 2003.
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The purpose of the GCPC program as stated in the
EBUSOPSOFF I nstruction (EBUSOPSOFFI NST) 4200. 1A, is:

to provide DoN civilian and mlitary enpl oyees a
conveni ent and commercially available nethod to

make | ow dol | ar val ue purchases.’

Low dol | ar purchases, also called “mcro-purchases”, are
defined as those | ess than $2500. Purchase cards are used
t hr oughout the DoD and can be used al ong wi th ot her
contracting nethods to pay for purchases up to $9, 999, 900.

I n essence, GCPC cards are commerci al credit cards.
The cards enabl e cardhol ders to buy | owdollar value itens
for the government fromcivilian vendors whil e avoiding the
| onger and nore costly traditional acquisition process.
This sinplification of the purchasing process has proven of
t remendous benefit to the DoD; it has sped delivery of |ow-
dollar value itens while lowering the direct costs
associated with those purchases. However, the program has
al so experienced shortcom ngs, particularly with regard to
its internal control environnent.

As highlighted in the 2002 GAO testinony on Navy
purchase card vul nerabilities, weaknesses have exi sted
t hroughout the DoN in the internal controls associated with
the GCPC program These weaknesses, which include |ack of
adherence to key internal controls and shortcomngs in the
programn s managenent culture and existing supporting

infrastructure, have resulted in fraud and card m suse and

7. EBUSCOPSCFFI NST 4200. 1A, p. 11I1I.



abuse by GCPC cardhol ders.® These types of weaknesses,
common to GCPC prograns throughout the DoD and the entire
U. S. Governnent, have drawn increasing nmanagerial attention
within DoD since inplenentation of the GCPC program Past
attenpts to inprove the GCPC programinternal contro
envi ronnent have included nmeasures designed to identify
fraud as well as to limt the potential for card m suse and
abuse. The DoN and Marine Corps have addressed many of the
weaknesses articulated in the 2002 GAO testi nony and DoD
Charge Card Task Force Final Report, and we will briefly
outline the recommendati ons made in those reports and the
corrective actions already taken in response to those
reconmendat i ons.

But, despite the significant inprovenents nade to the
GCPC program internal control environnent in the recent
past, our research into t he GCPC program and those past
i nprovenents has led us to believe that one area which
hol ds potential to further inprove the GCPC program
internal control environnment has not as yet received
sufficient attention. That area pertains to the concept of
the rationalization leg of the fraud triangle, which we
Wi ll discuss in this report. W believe that by
i npl enenti ng neasures designed to reduce the potential for
rationalization of illicit purchases by cardhol ders, the
Marine Corps, DoN, and DoD could further inprove the
current GCPC programinternal control environnent. As
such, we offer four specific recommendations to inprove the

GCPC programinternal control environment for Marine Corps

8. GAO Testinopny Before the Subcomm ttee on Governnent Efficiency, Financial
Managenent and | ntergovernnental Rel ations, Conmittee on CGovernnment Reform House
of Representatives, p. 2.
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units which adm ni ster GCPC prograns: conversion of the
GCPC program from i ndi vidually named issued credit cards to
unit cards with personalized card nunbers; changing the
physi cal appearance of the GCPC program cards; authorizing
| evel five APCs to determ ne unit best practice; and

provi ding el ectronic receipts of all cardhol der
transactions to Approving Oficials (AGCs) and Agency
Program Coor di nat ors ( APCs) .

C. SCOPE OF RESEARCH

This report is focused on the internal managenent
control s associated with GCPC prograns in Marine Corps
operating forces units. Although reconmendati ons contai ned
within this report nmay be applicable to other manageri al
| evel s of the GCPC program we sought specifically to
exam ne existing internal managenent controls in use by
Marine Corps operating forces units and to offer
recommendati ons for inproving those controls. Currently,
each unit managi ng a GCPC program nust neet specified
controls (which we will outline in this report) and is
encouraged to inplenent other |ocal controls as deened
necessary by the unit.

The topic of examining the internal controls for the
GCPC program was originally suggested by an action officer
fromLB, &, HQWC as an area which held potential for a
Naval Postgraduate School Master of Business Adni nistration
Project. Qur research began with a review of the 2002 GAO
Testinmony regarding Navy vulnerabilities to fraud and GCPC
program card abuse and the 2002 DoD Charge Card Task Force

Final Report, extended to review of existing DoD and DoN
11



testinonies regarding the internal controls and existing
weaknesses found throughout many | evels of the GCPC program
within the DoD and DoN, and included reviews of current DoN
orders and regul ations for managenent of a GCPC program
We al so reviewed the on-line training prograns sponsored by
t he DoN e- Busi ness Operations Ofice and the Defense
Acqui sition University Continuous Learning Center. W
conducted interviews with the Mari ne Corps Base Canp
Pendl eton and Marine Corps Air Station Mramar APCs as to
t he strengths and weaknesses they saw within their prograns
and conducted phone interviews or sought information froma
variety of other individuals involved in managenent of the
GCPC programin the Marine Corps and within the DoN.
Foll ow ng our initial review of docunents, we narrowed
t he scope of our research to focus strictly on the internal
control environnent associated with managenent of a GOPC
program at the Marine Corps unit (battalion/squadron)
level. By doing so, we limted our detailed evaluation to
t hose controls mandated or recommended for use by unit
cardhol ders, approving officials, and agency program
coordinators. W found that nany potential inprovenents
applicable to all levels of the DoD GCPC program had
al ready been identified or inplenmented. The types of
i nprovenents nmade to the GCPC programin the | ast severa
years include automation of the billing statenent
reconciliation process (and thus a speeding up of the
paynent process to card issuers), limtation of the nunber
of cardhol ders managed by AGCs and APCs, inprovenent to GCPC
programtraining, and devel opnent of data-m ning

capabilities. Rather than attenpting to eval uate those
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initiatives, we sought to identify new areas in which the
internal controls for a unit-level GCPC program coul d be
st rengt hened.

As a result of our research, we have identified what
we believe to be an area in which the GCPC programinternal
control environnent can be further inproved. By
i npl ementi ng neasures designed to help break the
rationalization |leg of the fraud triangle, we believe the
occurrence of fraud, m suse, and abuse of GCPC cards can be
further reduced. This report will detail our

recommendat i ons for acconplishing that reduction.

D. THE FRAUD TRI ANGLE

As depicted below, the fraud triangle consists of
three | egs, each of which, according to the theory, need to
exist to sone extent for fraud to occur within an

or gani zat i on.

The Fraud Triangle

Three conditions are present when fraud occurs.

&

Incentive/ Pressure
Mansgement or other emplopses may fave
a0 incentien or b under pressung, which
prowidies a motivation bo commil fraud,

Rationalization/Attitude
Thosa involved in 3 draud ane able 1o rationalize a fraudulent act & beng comisent with

Maeir il Eode of elfacs, Some indivduals podasts ah Bllitude, CFsrsc b oF Sl of
ettacal values that aows this b knowingly Snd mtentionally Sommit a dishonest sl

inedlective coaliols, of The abilily of mansgemend 1 oveitide

Opportunity
Cincumstances. aust—or exampie, The abserca of conimis,
corrols—thal provide an opportunity Tor braud b B pempetrated.

Figure 1. The Fraud Triangle. (From
http://ww. ai cpa. org/ pubs/j of a/jan2003/ranos. ht m
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The Society for Human Resource Managenent describes the

fraud triangle as follows:

To reduce enbezzl enent | osses, experts say
enpl oyers nust start by exam ning the three
factors that | ead enpl oyees to pocket
corporate dollars. Those factors form “the
fraud triangle,” which is expressed by the
foll ow ng equation: notivation + opportunity
+ rationalization = enbezzl enent.

Motivation refers to financial pressure on
enpl oyees—such as nedical bills, college
tuition paynents, ganbling debts, lifestyle
changes, etc. —w th additional stress if

t he enpl oyee feels he can’t share his

predi canent with others.

Qpportunity nmeans an enployee is in a
position to enbezzle. That can translate to
access to cash, goods or other conpany
assets —and controls that are inadequate or
non- exi st ent .

Rationalization is the personal
justification enpl oyees use to convince

t hensel ves to commt enbezzlenent. “It’s
just a loan,” they mght tell thenselves.

O her rationalizations include: |'m

under paid conpared to others; |I'mentitled,
the boss is getting paid too nmuch; others
are doing it, etc.

The good news is that enployers can sl ash
the potential for enbezzlement if they
elimnate or reduce any one of the three
el enents. °

As we will discuss in this report, we believe past
efforts to inprove the GCPC programinternal contro

9. Society for Human Resource Managerment Cctober 2003, Vol. 48, No. 10, The Five-
Fi nger Bonus by Robert J. Gossman. Used with perm ssion of HR Magazi ne,

publ i shed by the Society for Human Resource Management, Alexandria, Va. Al rights
reserved.
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envi ronnment have nmainly targeted the opportunity | eg of the
fraud triangle, with the goals of |essening the opportunity
for individuals to commt fraud and to quickly identify
fraud, as well as card m suse and abuse, when it occurs.
Qur reconmmendations will be targeted instead toward
reducing the rationalization leg of the fraud triangle; by
successfully doing so we believe units adm nistering GCPC
progranms can i nprove their existing GCPC internal control
environnents. Before detailing our recomendations, we
will outline the functioning of a purchase card program and
di scuss pertinent elenents of the 2002 GAO testinony and

Charge Card Task Force report referenced earlier.
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1. THE GOVERNMENT- W DE COMMVERCI AL PURCHASE CARD
PROGRAM STRUCTURE

A GCPC PROGRAM STRUCTURE

Several layers of responsibility are involved in the
adm ni stration of a DoN GCPC program the programfollows
the hierarchical structural design depicted in the

foll owi ng di agram

CHAPTER 2: MANAGING COMMAND PURCHASE CARD PROGRAMS

Hierarchy Diagram,
Clammancy Level Head of Activity
Clammancy APC |
Level 3 APC
TYCOM APC | |
Level 4 APC =g AP APC
Activity Level Fi Head of Activity RO
Activity APC APC APC === APC

Level §

Approving Officaal
Level &

AD AD AQ th—————- A

CH CH CH CH CH CH CH

Account Account Account Account Account Account Account

Cardholder

I'l.-l."u'l'.'.'l 7

Figure 2. Purchase Card Herarchy Diagram (From DoN
EBUSOPSOFFI NST 4200. 1A, p. 13)
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Wil e not exhaustive in specifying all aspects of the
adm ni stration of a |ocal GCPC program we w || sketch how
the programis intended to function and describe the duties
of those involved in a local programin the next few
par agraphs. W then describe the internal controls for a
GCPC program as specified in EBUSOPSOFFI NST 4200. 1A

B. GCPC PROGRAM ADM NI STRATI ON

At the | owest |evel of the GCPC programis the actual
GCPC cardhol der. Next is the Approving Oficial (AO,
responsi bl e for approving the cardhol der’s purchases and
certifying nonthly invoices fromCtibank. The unit-Ievel
(level five) Agency Program Coordi nator (APC) supervises
the entire unit’'s GCPC program for the Head of Activity
(HA), normally the unit’s Commandi ng OFficer. Above the HA
are various APC |l evels, individuals responsible for
coordi nating an ever -broadeni ng scope of the GCPC program
up to the Major d aimncy |evel.

Per EBUSOPSCFFI NST 4200. 1A, all DoN GCPC program
cardhol ders, AGs, and APCs are required to conplete GCPC
programtraining before beginning to participate in the
program The training can be conducted over the internet
and consists of a mnimmof two different parts. Training
tailored to individual roles within a GCPC programi s
of fered on the Navy' s e-Busi ness website; additionally,
partici pants nust take the GCPC programtutorial offered
t hrough the Defense Acquisition University Continuous

0

Learning Center.!® Once training is conpl eted, GCPC program

10. EBUSCPSCFFI NST 4200. 1A, p. 26
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participants are required to adhere to the program
adm nistration rules outlined in the EBUSOPSOFFI NST
4200. 1A

The training available fromthe DoN eBusi ness
Operations O fice is avail able at www. don-

ebusi ness. navsup. navy.m| and is depicted in the web-page

snapshot bel ow

Head of Activity
A

Readme First

|
CitiDirect /" WiIinSALTS

Agency Program Coordinator
[APC

; H
Deskguide Training

Agency Program Coordinator
[APC

Deskguide Training Deskguide Training

Approving Official Approving Official
[AD) [AD)

Deskguide Training

Deskguide Training

Cardholder Cardholder
(CH) (CH)

Deskguide Tr:iinin Deskguide Training

Figure 3. Purchase Card Training. (From http//ww.don-
ebusi ness. navsup. navy. m|)

By clicking a conputer nouse on the different portions
of this website, an individual is automatically linked to
training tailored to his specific duties within the GCPC
program as well as being afforded on-line access to other
docunents and i nformation, such as EBUSOPSOFFI NST 4200. 1A
and various desk guides. After successfully conpleting the
initial training, individuals are required to conplete

refresher training at | east once every two years, as wel
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as conpl eting annual ethics training (as found in Joint
Et hi cs Regul ati ons DoD 5500 7-R and 5 CFR 2638.705) .M

Al though in practice the adm nistrative structure of a
GCPC program may vary slightly fromunit to unit based on
differing capabilities and requirenents (for instance, due
to personnel restrictions, an AO could al so serve as a
cardholder within a unit), the basic structure is the
straightforward hierarchy depicted in Figure 2. Follow ng
successful conpletion of training and designation by the
HA, an individual is assigned duties as a cardhol der, AQ
or APC, and Citibank is notified (by the unit’s APC, or
next higher |evel APC) of the assignnent. AGs can
supervi se up to seven subordi nate cardhol der accounts and
are responsi ble for overseeing and auditing those accounts.
A level five (i.e., unit) APC can be assigned to oversee up
to three hundred individual cardhol der accounts. Once a
cardhol der has been officially assigned as such by his HA
the APC sets up the GCPC program cardhol der’s account with
Citibank, normally on-l1ine, and the cardhol der then
receives a GCPC programcard fromCiti bank. The unit APC
al so ensures cardhol ders attend required refresher
training, facilitates the issuance of the card to the
cardhol der, and sets the cardhol der’s single purchase and
monthly transaction limts, as designated by the HA

The GCPC is issued individually to the cardhol der and,
al though stating that the card is to be used only for
official U S. Governnent purchases, bears the cardhol der’s
name. The cardhol der is responsible for making only

approved purchases with the card and bears pecuniary

11. EUSCPSCFFI NST 4200. 1A, p. 26
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l[iability to the U S. Governnent for illegal purchases.
The cardhol der is also responsible to review nmandatory
sources of supply (the Javits-Wagner-O Day Act Program
(JWOD), Federal Prison Industries (FPl), and per the
Resource Conservation and Recovery Act), reconcile nonthly
billing statements fromCiti bank, act to resolve any

di screpancies in those statenments, and certify nonthly

i nvoi ces for paynent.

AGs approve cardhol der purchases, verify the nonthly
statenents for each of their cardholders, and forward their
certifications of those statenents to Defense Finance and
Accounting Service (DFAS). Upon AO certification of a
cardhol der’s nonthly statenment, DFAS pays Citibank for the
val i dated transacti ons.

Level five APCs, in addition to overseeing the
trai ni ng of cardhol ders and AGCs and the issuance of GCPC
cards within their units, coordinate with higher-Ieve
APCs, monitor the activities of their ACs and cardhol ders,
and coordinate with G tibank when necessary to hel p resol ve
di screpancies. Level five APCs al so conduct nonthly
transactional reviews of the transactions of all their
subordi nate cardhol ders, attenpting to identify any
guestionabl e card activity for additional investigation (p.
29), and ensure the accuracy of their account profiles at
| east quarterly (by checking to ensure the AQ cardhol der
span of control remains wthin boundaries and that those
individuals listed by G tibank as active nenbers of the
| ocal programare in fact still participants in the

progr am 2

12. EBUSOPSCFFI NST 4200. 1A, p. 27.
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Additionally, level five APCs are responsible to
conduct sem -annual reviews of the functioning of their
| ocal programns.?®®

Lastly, EBUSOPSOFFINST 4200. 1A specifies that a unit
Review O ficial (RO audit AO certifications using
stratified statistical random sanpling methods. The RO
al t hough a nmenber of the unit, should not be within the
AO s supervisory chain-of-command and i s nmeant to provide
an additional means to help ensure the validity and
ti mel i ness of GCPC program payments (pp 4 & 15-16).%

Al t hough as described in the EBUSOPSOFFI NST 4200. 1A, a
GCPC unit program appears unconplicated, in practice one
may prove difficult to nmanage due to personnel rotations,
| ack of programfamliarization anong participants, or
ot her factors. Likewi se, the internal controls specified
in the Instruction and the training materials which serve
t he program appear sinple and |logical, and in many cases
intuitive. It is to a description of the internal controls
specified in the EBUSOPSOFFI NST 4200. 1A whi ch we next turn.

C. GCPC PROGRAM | NTERNAL CONTROLS

In addition to outlining the individual
responsibilities of those involved in a GCPC program
EBUSOPSCOFFI NST 4200. 1A specifies the internal controls to
be used to hel p prevent GCPC program card fraud, m suse,
and abuse. These controls include: separation of duties;
separation of functions; limtation of spans of control;

conpl etion of required training; establishnent of single

13. EBUSOPSCFFI NST 4200. 1A, p. 28.

14. EBUSOPSOFFINST 4200.1A, p. 4 & 15-16.
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purchase and billing cycle (30 days) limts; limtation of
aut hori zed transaction types; utilization of nerchant
category code bl ocks; closure of unneeded accounts; and
conduct of internal programreviews. The Instruction al so
encourages units to develop their own internal operating
procedures for managenent of their individual, |ocal GCPC
progr ans.

According to the Instruction, cardhol ders, AGCs, and
APCs shoul d be different individuals; when such separation
is not possible, the Instruction outlines procedures to
ensure that nore than one individual is involved in the
pur chasi ng, receipting, and accounting for itens procured
by use of a GCPC programcard. 1In addition to this
separation of duties, the Instruction also requires a
separation of functions, specifying that soneone other than
t he cardhol der receipt for purchased itens, or at |east
verifies receipt of purchased itens if the cardholder is
al so the end user of the itens being purchased. These
procedures to separate program adm nistration duties and
pur chase and recei pt functions are intended to ensure that
no one individual can solely conduct, receipt for, approve,
certify, and account for GCPC purchases. Ensuring that
mul ti ple individuals are involved in the purchase and
receipt of itens and the certification of those
transactions for paynent is a fundanental control neasure
designed to |limt the potential for perpetration of fraud
within an organization

EBUSOPSOFFI NST 4200. 1A limts spans of control within
a GCPC program AGCs are limted to supervising no nore
t han seven cardhol ders, while level five APCs are |imted

to overseeing a total of three hundred cardhol ders. These
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spans of control are nmeant to ensure both AGs and APCs can
reasonably conduct their review and audit responsibilities
as outlined in the Instruction.

As described previously, unit APCs act to ensure al
GCPC program personnel conplete at |east the required
initial training prior to participation in the program
they are al so responsible to ensure participants conpl ete
refresher training at | east once every two years and annual
ethics training. Additionally, APCs establish cardhol der
single purchase and billing cycle nonetary limts as
speci fied by the AH who appoi nted the cardhol der. These
l[imts are supposed to be based on an analysis of unit
hi storic spending patterns and should reflect actual unit
spendi ng requirenents.

Wil e the enforcenent of training requirenents
certainly hel ps ensure individuals remain cognizant of the
proper boundaries of the use of their GCPC program cards,
limtations to spending authorizations are intended to
| essen the nonetary inpact of any fraud or other illicit
spendi ng. As a cardhol der can not exceed his single
purchase or nonthly limts without his APC increasing those
purchase card authorization limts, any attenpt to
illicitly spend the governnent’s noney at a | evel higher
than that normally expended by a unit in a day or during a
nmont h woul d require the collusion of the APC in the
attenpted fraudul ent use of the card.

A cardhol der’s account can be limted to certain
transaction types (no internet orders, for instance), and
all cards within the DoD are bl ocked fromuse at businesses
regi stered under certain nerchant category codes (see
Appendix B for a full listing of DoD wi de bl ocked codes).
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These bl ocks prevent all purchases at nerchants categorized
by those codes. O her nerchant category codes can be
bl ocked if not needed by the individual cardholder for the
types of transactions he is authorized to conduct.
Limting transaction types and bl ocki ng nerchant codes are
neasur es designed to prevent approval of transactions at
the point of sale at businesses for which there is no
identified requirenent for the cardhol der to make
purchases. Furthernore, enclosure (2) of EBUSOSOFFI NST
4200. 1A lists additional prohibitions pertaining to use of
the GCPC, as well specifying the rules governing exceptions
to those prohibitions. These internal controls are, of
course, intended to help prevent cardhol ders from know ngly
or inadvertently using their GCPC cards to conduct
proscri bed transacti ons.

Accordi ng to EBUSOPSOFFI NST 4200. 1A, APCs are to
suspend cardhol der accounts thirty days before a cardhol der
transfers fromthe comand and to close inactive or no

| onger needed accounts.?®®

The thirty-day suspension is

i ntended to ensure a cardhol der does not transfer fromhis
command before certification of his last nonthly bill. AGs
must review every cardhol der transaction nonthly before
certifying their cardhol der’s statenents, and RCs are
required to audit the nonthly AO certifications for all the
unit’s cardhol ders. Although |evel five APCs do not have
to certify each individual cardhol der transaction (which
can easily nunber in the thousands), they do have to screen
all those transactions and attenpt to identify fraudul ent

activity in the accounts. APCs are specifically directed

15. EBUSCPSOFFI NST 4200. 1A, p. 27

25



to attenpt to identify suspicious vendors, split purchases,
i nequi tabl e distribution of business, and any other
suspected card msuse or fraud. APCs al so nust conduct
sem -annual reviews of the internal controls associated
with their GCPC prograns.

Lastly, AHs and APCs are encouraged to establish other
controls, as they see fit, to help limt the potential for
fraud, abuse, and m suse within their GCPC prograns.

Al t hough the internal controls described in the preceding
par agr aphs woul d appear sufficient to enable GCPC program
adm nistrators to effectively manage a GCPC program and
prevent w de-spread instances of fraudul ent use of GCPC
program cards, they often have not sufficed; the 2002 GAO
Testi nony and DoD Report detail significant weaknesses in
the GCPC programinternal control environment, despite the
exi stence of those internal controls |listed previously and
the continuous efforts made to strengthen them since the

i nception of the GCPC program

Al though it is not the purpose of this report to
hi ghl i ght what may be the short-com ngs of existing GCPC
programinternal controls, we believe those controls have
| argely been ained at limting the opportunity for
individuals to commt fraud, msuse, and abuse with their
GCPC cards, and to identify fraud, m suse, and abuse when
it occurs. Wile certainly an instrunental part of any
internal control program the use of controls ainmed at
denying individuals the opportunity to commt fraud and to
quickly identify its occurrence is in and of itself an
i nconpl ete solution, particularly when the incentives to
commt fraud (in the case of the GCPC program the ready

access to |arge anounts of governnent credit) can not be
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elimnated. Although recent efforts to inprove the
training provided to those participating in the GCPC
program may in fact be intended to prevent individuals from
easily rationalizing illicit purchases and m suse of their
GCPC program cards, we believe additional neasures can be

i npl enented to conbat the rationalization | eg of the fraud
triangle. Before we detail those recommendati ons however,
we will first describe how the GCPC program creates savi ngs
for the U S. Governnent while speeding the nore traditiona
mlitary acquisition process.
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[11. THE GOVERNMENT- W DE COMVERCI AL PURCHASE CARD
PROGRAM SAVI NGS CREATI ON AND THE ORDER-
DOCUMENTATI ON PAY CYCLE

A. GCPC PROGRAM SAVI NGS CREATI ON

The purchase card program was designed to provide a
| ess costly and nore efficient way for all the DoD
organi zati ons to buy goods and services. By authorizing
cardhol ders to buy | ow-cost supplies and services with the
GCPC card, the DoD has been able to, and will continue to
be able to, leverage its resources by increasing its
ef ficiencies. Through the GCPC program DoD conponents
have their operating needs quickly satisfied at reduced
cost s.

To provide an illustrative exanple of the dramatic
benefits of the GCPC programto Marine Corps operating
forces units, one need only renenber the supply process for
needed itens not held in current unit inventory consumable
supply stocks nor available at Direct Support Stock Control
before inplenentation of the GCPC program Prior to having
GCPC purchase cards in units, Marines submtted fornal
requests for required itens through their chain of conmand.
| f those requests were approved by each | evel of the chain,
they were then answered at (at the mninmm the
Battali on/ G oup-|evel supply departnents. The approval
process alone could take several days, with additional tinme
required for actual purchase and delivery of the requested
itenms. Today through use of the GCPC programcard, units
can in nost cases inmmediately satisfy their supply needs,
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t he sane day, through a conmercial vendor, wthout the
requi renent for the | engthy approval process.

This stream ining of the acquisition process saves the
DoD an estinmated $20 for every item purchased with the card
as conpared to the forner, strictly paper-based, approval-
| aden buyi ng process.?® In 2002, GCPC cardhol ders made nore
than ten mllion purchases with GCPC program cards, saving
t he government in excess of $200 nmillion in administrative
costs. As stated by Under Secretary of Defense
(Conptroller) and Chief Financial Oficer Dov S. Zakhei m at
a June 27, 2002 press conference in regards to GCPC program
cards, "they really are essential to inproving business
practices. "

In addition to saving the governnent noney by
streanm i ning the acquisition process, Citibank also has a
provision in its purchase card contract to provide the
government with cash rebates or refunds for early or on-
time paynents. This refund is a deduction fromthe anount
charged or a return of part of the price paid for each
purchase. The rebate or refund conputation fornula is
i ncluded in the purchase card contract; the rebate anount
is calculated nonthly by G tibank for all purchases nade
wi th DoD GCPC program cards and verified by DFAS. Rebates
or refunds attributable to the use of the governnent
purchase cards are credited to operation and mai nt enance
(O&) accounts of the DoD. Although individual units don’t
receive the rebates, which would in effect increase their

16. www. acq. osd. mi | / dp/ docs2002/ Pur chase_Car d_Quest i ons_Answer s_doc

17. Defense Link, DoD Mwves to | nprove Charge Card Prograns, 27 Jun 2002.
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&M pur chasi ng power, the savings to DoD can be

8

substantial . Figure 4 shows the rebate savings anounts

cal cul ated (i n thousands) through Septenber 2003.

FY 03 DoD Purchase Card Usage US Bank and

Ci ti bank

‘ Total Accounts Fi scal Year thru 30 Sep 03 TOTAL
Agency ‘ B/ O ‘ C/H Sal es Transact i ons Rebat es
??¥¥ *4,823| 19,807| $1, 853,181 2,539 $4, 436
?22? 26, 202| 66,922| $3, 026, 240 4,510 $19, 837
Al r
Force 19, 294 47, 437 $1, 757, 483 3,018 $14, 039
(57&58)
Def ense
Agenci es| 3,108| 7,207 $ 599, 072 666 $2, 769
(97)
Total s 53,427]141, 373 $7, 235, 977 10, 735 $ 36,082

Figure 4. FY-03 DoD Purchase Card Usage, 31 October 2003
(From http://purchasecard.saalt.arny.m|/03netrics. htm

B. THE ORDER- DOCUMENTATI ON- PAY CYCLE

Per haps the greatest success of the GPCP program as
wel |l as the basis for much of its cost effectiveness, is
t he savings enjoyed by the DoD in man-hours required to
adm ni ster | ow-doll ar val ue acquisitions throughout the
departnment. The current program s use of electronic
billing and reconciliation processes has been a dramatic
i nprovenent over the initial GCPC program nmanual processes.

Prior to 1998, the GCPC programbilling, reconciliation,

18. DoD Fi nanci al Managenent Regul ation 7000. 14R
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and paynent process consisted of six steps:

1) Cardhol der purchases and receives itemfrom
mer chant. The Merchant’s bank processes card transactions
and the card-issuing bank pays the nerchant.

2) Card-issuing bank mails nonthly paper statenents to
cardhol der and approving official.

3) Cardhol der reconcil es statenent.

4) Cardhol der attaches supporting docunentation and
submts reconciled statenent to approving official.

5) Approving official reviews purchases, approves and
certifies invoice, and mails certified invoice to the
payi ng office.

6) Paying office electronically transmts paynent to
card-i ssui ng bank.!®

Under this paper-based and mail-reliant process, the
ability to review transactions was limted to the end of
the billing cycle, when the paper statenents were received
by both the cardhol ders and their approving officials. |If
a mail delay occurred for any reason, the entire
reconciliation and paynment process woul d be del ayed,
potentially adding weeks to the tine between the bank’s
forwarding of the invoice and its receipt of final paynent.
Any such delay significantly increased the potential for
violation of the Pronpt Paynent Act, wi th corresponding
i nterest paynents having to be made to the GCPC program
card issuers as well as the loss to the governnent of any
rebates based on tinely paynment of GCPC programcard bills.

19. Testinmony of M. Bruce Sullivan.
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In 1998, the GSA re-conpeted the contract for GCPC
services. As a result of that conpetition, the program now
i ncludes an internet-based capability to setup, manage, and
cancel GCPC program card accounts as well as to review, in
real time, credit card transactions as they post to the
banks’ systens. This on-line capability also allows GCPC
cardhol ders to reconcile and certify their accounts only
one day after the end of the billing cycle and to forward
those certifications to their respective approving
officials. AGCs are also able to certify all of their
car dhol der accounts on-line and forward their
certifications electronically to the card issuer. Through
the internet, on-line certification can occur weeks before
paper billing statenents are even received by the
car dhol ders and AGCs.

Upon receipt of an AO s certification, the bank
reformats the invoice, summarizes (or rolls up) all of the
cardhol ders’ transactions by |ines of accounting, and
transmts the certified invoice to the supporting finance
and accounting system The Defense Fi nance and Accounti ng
Servi ce (DFAS) electronically processes the invoices and
pays the bill. Through electronic certification and
paynment, DFAS has |lowered the rate it charges its DoD
Conmponent custoners for bill-paying services by as nuch as
sixty percent, or approximtely $20 per transaction.

Anot her benefit of the on-line approval and
certification process is that it ultimtely enhances
internal controls by instilling greater discipline in the
program The tineliness and detail of information
avai | abl e concerni ng GCPC transacti ons enhances the ability

of cardhol ders, AGCs, and APCs to effectively nanage their
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progranms. |Invoices do not get paid unless cardhol ders and
ACs reconcile their accounts, and APCs are able to al nost
effortlessly track current account and reconciliation
status’. Additionally, the on-line process decreases
del i nquenci es and Pronpt Paynent Act interest penalties
since it enables invoices to be certified within a few days
of the end of the billing cycle date, renoving the inpact
of any mail|l del ays between geographically separated card-
i ssui ng banks, certifying officials, and paynent offices.
Currently, over eighty percent of Marine Corps
purchase card invoices are paid by use of the electronic
billing, reconciliation, and paynment process. The 2002 DoD
Charge Card Task Force recommended that every government
agency accelerate the electronic certification and bil
payi ng systens for purchase cards, or obtain waivers from
t he Conponent’s chief financial officer and acquisition

executi ve.
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V. 2002 REVIEWS OF THE GOVERNMENT- W DE COMVERCI AL
PURCHASE CARD PROGRAM

A THE 2002 DOD CHARGE CARD TASK FORCE FI NAL REPORT

| ssued on June 27, 2002, the DoD Charge Card Task
Force Final Report highlighted several problenms with DoD
charge card prograns (including the GCPC progran) as well
as recommendi ng solutions to those problens. The probl ens
the report listed included m suse, abuse, and fraud
attributed to poorly enforced internal controls. The

report al so recommended strengthening those controls and:

enhancing the capability of the workforce to

acconpl i sh assi gned charge card responsibilities?®

The report recogni zed that the decentralization of
procurenment authority (for mcro-purchases) from
contracting organi zati ons had increased the potential for
purchase authority to be vested in individuals |acking
procurenent training and experience.?l The report stated
t hat :

Anmong the nost critical managenent controls in

t he purchase card programare the nonthly review

and approval of the cardhol der’s statenent by the

approving official.?

The report highlighted two areas of concern rel evant
to the GCPC program nisuse/abuse of the cards and |l ate

paynment of card bal ances. Card m suse/ abuse i ncl uded:

20. 2002 DoD Charge Card Task Force Final Report, p. vi
21. 2002 DoD Charge Card Task Force Final Report, pp. 2-5

22. 2002 DoD Charge Card Task Force Final Report, pp. 2-4
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split purchases to exceed spending limts; purchase of

prohi bited goods and services; purchase of items for non-
governnental use or that do not represent best value to the
governnment; failure of the review process while certifying
i nvoi ces; fraud; and failure to properly receipt and
account for purchased itens. The report listed the primary
cause for card m suse/abuse as the failure of | ocal

organi zations to inplenent available internal controls,

| eadi ng to several weaknesses in the internal control

envi ronnment whi ch i ncluded: unmanageabl e spans of contro
and excessive nunbers of cardhol ders; inadequate training
for cardhol ders and approving officials; inadequate review
of purchases; failure to use required supply sources; |ack
of docunentation and accounting for purchases; and
cardhol der m suse of cards, including fraudul ent purchases
and exceeding card limts.

Al t hough intentional m suse may not be preventabl e,
the report indicated that effective internal controls are
the key to identifying any such m suse, thereby limting it
(ideally) to one billing cycle, and to correcting the
vari ous program deficiencies annotated in the report. The
report did note the actions which DoD had al ready taken to
strengthen the purchase card program Those actions
included: limting the approving official to cardhol der
ratio to 1:7; lowering card spending limts; blocking
unneeded nerchant category codes for individual cards
(thereby tailoring the card to the types of purchases
normal Iy required by the organization); and expandi ng audit
coverage. The report also recognized DoN initiatives to

enphasi ze program accountability, inprove training and
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reinforce training requirenments, and ensure the adequacy of
| ocal internal controls.

Additionally, the report noted the inportance of
organi zational culture in the operation of an effective
purchase card program specifically highlighting the need
for adequate resources (individuals assigned to managenent
of the program) to be devoted to the program Included in
t he need for adequate resources were standardi zati on of APC
skill sets and the establishnent of mandatory, standardized
training for all personnel involved in the purchase card
program

Further, the Task Force recommended accel erating
i npl enentation of electronic billing, enabling on-line
statenent review, approval, and certification as a nethod
to resolve the problemw th [ate bill paynent, and
enhancing fraud detection capabilities through the use of
dat a- m ni ng.

Citibank offers a powerful suite of autonmated tools
that APCs can use to conduct an on-line statenment review,
approval, and certification of all cardhol der accounts.
These on-line tools aid in resolving probl ens associ at ed
with | ate paynents, interest penalties, and the |oss of
rebates. These electronic capabilities provide APCs wth
the capability to review transactions in near real -tine
and, according to the Report, permt approving officials to
perform conti nuous reviews into each of their cardhol der
accounts during the billing cycle, preventing a |last mnute
del uge of receipts and invoices associated with the end of
mont h reconciliation process.

Currently, eighty percent of all Marine Corps accounts

are utilizing the on-line certification process. According
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to the DoN E-Busi ness Operations Ofice, the reasons not
all units use the electronic review and certification
capabilities right now are: sone deployed units are w thout
i nternet access; some units |ocated outside the continental
United States cannot maintain high enough quality
connectivity to the internet to permt reliable use of the
systens el ectronic capabilities; and the bank's online
certification system does not acconmpdate all DoD
accounting systems, necessitating certain units to certify
their billing statements manually.

Despite these unresol ved problens, the internet is
avail abl e at nost | ocations worl dw de, including aboard
nearly all of the U 'S. Navy' s ships. Additionally, wth
DoD initiatives to standardi ze all DoD accounting systens,
many of the current limtations to electronic review and
billing statenment certification will becone | ess preval ent
in the future

Lastly, the report reconmended clarifying and
strengt heni ng sanctions for non-conpliance with interna
controls, including: applying pecuniary liability to
cardhol ders and approving officials; increasing prosecution
of cases of fraud; and strengthening conpliance | anguage in
exi sting regul ations through consolidation of existing
gui dance and reiteration of the potential penalties for
card m suse and non-conpliance with internal controls. In
its specific recomendati ons, the task force reconmended
DoD:

Devel op nmethods to assure nore positive contro
of charge cards when an individual |eaves an
or gani zati on. %3

23. 2002 DoD Charge Card Task Force Final Report, recomrendation CO 3
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B. THE 2002 GAO TESTI MONY BEFORE THE SUBCOWM TTEE ON
GOVERNMVENT EFFI CI ENCY, FI NANCI AL MANAGEMENT AND
| NTERGOVERNMVENTAL RELATI ONS, COWM TTEE ON GOVERNMENT
REFORM HOUSE OF REPRESENTATI VES, REGARDI NG NAVY
VULNERABI LI TI ES TO FRAUD AND ABUSE | N THE PURCHASE
CARD PROGRAM

The 2002 GAO testinony stated that

t he control weaknesses we identified at the two

Navy units in San Diego were representative of

system ¢ Navy-w de purchase card contro

weaknesses?®

The control weaknesses were systemic within the entire
DoN, to include the Marine Corps. The GAO testinony
hi ghl i ght ed several weaknesses whi ch echoed those
identified by the DoD Charge Card Task Force. The
testinmony stressed the need: for cultural change within the
DoN to i nprove managenent attention toward the purchase
card progrant to ensure reasonabl e spans of control anong
APCs and AGCs; to Iimt credit levels to historic needs; and
to inprove training at all levels of the program The GAO
al so noted that credit limts were comonly established
arbitrarily instead of being based upon unit historical
spendi ng and that training, though available, was often not
bei ng docunmented for individuals involved in the purchase
card program Nor was the existing training tailored to
the differing needs of individuals perform ng different
functions within the program

The GAO testinony further stated that there were
i nsufficient (human) resources devoted to nonitoring and

oversi ght of the GCPC program resulting in the inability

24. 2002 GAO Testinmony, p. 2.
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of APCs and AGCs to effectively audit their prograns. It
al so noted failures in inplenmentation of internal controls,
to include failing to screen for required vendors,
weaknesses in docunentation and acceptance of itens, and
non-reconciliation of statenents prior to certification.
The testinmony highlighted the occurrence of three types of
i mpr oper purchases by GCPC cardhol ders: purchases not
serving an authorized governnental purpose; split
pur chases; and purchases from i nproper sources.

However, the GAO did note the DoN recogni zed the
deficiencies in GCPC program adm ni stration, stating that
t he:

Navy has taken action or said it plans to
i mpl ement all 29 of our recommendations to
i nprove controls over the purchase card program %

C. GCPC PROGRAM WEAKNESSES AND RECOMVENDATI ONS

The many GCPC program weaknesses identified within the
2002 DoD Charge Card Task Force Final Report and GAO
Testi nony were seen to be common t hroughout DoD, DoN, and
Marine Corps purchase card prograns. The identification of
t hose weaknesses, coupled with reconmendations to alleviate
t hem hel ped strengthen the GCPC programinternal control
environment as corrective actions were inplenented to
address those internal control weaknesses. For instance,
our interviewwth the Marine Corps Air Station Mramar APC
confirmed the positive effect of the increased use of

el ectronic certification in solving the problemof |ate

25. 2002 GAO Testinmony, p. 3.
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certification of G tibank invoices. Although noting a
still existing problemw th AO turnover, this APC confirned
she no | onger experienced late certifications fromthose
ACs performing electronic certification of invoices.?®

In addition to enabling on-line review and
certification of billing statenents, other inprovenents to
t he GCPC program have included: creation of data-m ning
capabilities through Citibank; limtation to the spans of
control of those involved in a GCPC program i nprovenents
to, and tailoring of, GCPC training prograns; and increased
managenment attention paid to the adm nistration of GCPC
prograns throughout the DoD. However, as we have stated
previ ously, these inprovenents appear principally directed
at limting the opportunity for individuals to commt fraud
by use of GCPC program cards and to quickly identify any
fraud or card m suse once it occurs. Undoubtedly, these
initiatives have strengthened the GCPC i nternal control
environment. But rather than attenpting to gain even
further ground in limting the opportunity for fraud or
enhanci ng detection capabilities, the recommendati ons nade
in the concluding chapter of this report are directed
against a different aspect of the “fraud triangle,” that of
rationalization. By |essening the potential for GCPC
program car dhol ders and adm nistrators to rationalize
wrongful use of GCPC purchase cards, the Marine Corps, DoN,
and DoD nmay inprove the current GCPC program i nternal

control environnent.

26. Intervieww th Ms. Denice Parks, APC, MCAS Mramar, 21 August 2003.
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V.  RECOVMENDATI ONS AND CONCLUSI ON

A. RECOMVENDATI ONS

The benefits of the GCPC program are numnerous and
i ncl ude:

1) Providing comercial credit cards and associ at ed
services in support of official governnent purchases.

2) Streamining ordering, paynment and procurenent
procedures, reducing adm ni strative processing costs.

3) I nproving government nicro-purchase procurenment
operations and accountability.

4) Lowering the costs associated with mcro-purchase
and ot her commrercial transactions.

5) Reducing the adm nistrative paperwrk associ at ed
wi th acquisition through governnental supply and
acqui sition channel s.

6) Providing a wide variety of options when procuring
items fromcomercial vendors.

7) Supporting operational forces’ high operational
tenmpo and worl dwi de conm tnents by enpoweri ng comranders

with m cro-purchase authority.

To inprove the efficiency of the GCPC program the
DoD, the DoN, and the Marine Corps have taken many steps in
the recent past to strengthen the internal controls
associ ated wi th GCPC program nmanagenent. Trai ni ng nodul es
are now available on-line and are tailored to the differing
needs of individuals performng different functions at
different levels within the GCPC program mneking the

required training both nore accessible and nore useful to
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i ndi viduals. Cardhol ders and approving officials are able
to electronically review and certify nmonthly billing
statenents, helping to negate the potential for late
paynments to G tibank. By md-2003, the Marine Corps had
reduced its nunber of active cardhol ders by over half, from
nearly 6,000 to 2,806.2% Elimination of unneeded cardhol der
accounts greatly inproves the ability of AGs and APCs to
manage the active accounts within their areas of
responsibility and thus inproves the likelihood of

ef fecti ve program managenent.

However, there remain weaknesses in the internal
controls of the unit-level GCPC prograns, which we believe
could be readily inproved. Qur recomrendations to further
i nprove the GCPC program are to:

1) Convert the GCPC cards from i ndividual ly naned
credit cards to unit cards with personalized nunbers.

2) Change the appearance of the cards.

3) Control the nunber of cards within each unit by
authorizing level five APCs to define and inplenent “best
practice” controls.

4) Provide electronic receipts of all cardhol der
transactions daily to AGCs and APCs.

27. Headquarters, Marine Corps, Purchase Card Sem -Annual Review, Cctober 1,2002 —
March 30, 2003
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1. Recommendati on #1: Convert the GCPC Cards from
I ndi vidually Naned Credit Cards to Unit Cards
with Personalized Nunbers.

The DoD utilizes two types of credit card accounts:
Centrally Billed Accounts (CBAs) and Individually Billed
Accounts (IBAs). CBAs are normally used by organi zations
to centrally procure travel services (such as buying
airline tickets). The bank issues CBAs to DoD
organi zati ons, and the paynment of billed charges is solely
a governnental liability. |BAs are governnent charge cards
issued to mlitary nmenbers and DoD civilian enployees with
t heir nanmes enbossed on the front of the cards. The
i ndi vi dual cardhol der is responsible for the pronpt
paynent, in full, of the anpbunt stated on the nonthly
billing statenment and can be held crimnally liable for any
fraud comm tted agai nst the governnment by use of the card
and for other m suse or abuse of the card. However, when
an aut hori zed cardhol der (someone assigned in witing to
conduct purchases for the governnent) nakes a purchase with
a card, whether the purchase is appropriate or
i nappropriate, the government is also legally liable for
paynment to the card issuer.

GCPC purchase cards are issued with the cardhol der’s
nane enbossed on themas an internal control mneasure.

Since only the individual cardhol der can nmake purchases
with the card (as only his nane is on it), it is relatively
sinple to establish who nmade a questi onabl e purchase.
However, since the cards are simlar in appearance to non-
governnent credit cards and since the individual’s nane
appears on the card, there is a risk that an individual may

nm st ake the GCPC card for his personal credit card or be
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able to rationalize illicit use of the GCPC program card as
it is “his” because it bears his nane.

Addi tionally, by issuing purchase cards to individual
Marines wth their names enbossed on the cards, the Mrine
Corps is recogni zing those cardhol ders as possessing
sufficient maturity, responsibility, and conpetence to
conduct commercial financial transactions on behalf of the
governnent. As those assigned as cardhol ders, particularly
in operational forces units, are likely to be very junior
Marines within the unit, this high I evel of trust may not
be comrensurate with their actual personal financi al
situations or maturity levels; the incentives associ ated
with access to | arge amobunts of government credit nmay in
fact create significant levels of tenptation to conmt
fraud while also providing a ready source of
rationalization. Particularly for individuals with little
experience in financial managenent prior to entering the
service, the issuance of a credit card with their nane on
it, which looks strikingly simlar to a personal credit
card, may be providing them an undeserved sense of
entitlement to the use of the card. It is also
unnecessary.

In contrast, when adm nistering unit (CBA) credit
cards, the determ nation of who nade an actual illicit
purchase can be a nuch nore difficult endeavor as many
i ndi vidual s may have access to a particular card, even
during the course of a single day. However, it is nuch
nore difficult for an individual to rationalize msuse of a
unit card as it does not bear his nanme. Additionally, unit
cards have to be accounted for by the unit to which the

card is issued, and inproper use of unit cards personally
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reflects on the commander of the unit as the cards are
directly under his control, not circuitously through the
AQ APC hi er ar chy.

DoN s current service contract with Citibank does not
l[imt the Marine Corps in the structure of its GCPC card
accounts, neani ng whether the cards are issued to
i ndividual s or to organi zations is determ nable by the
Marine Corps. For this reason, the Marine Corps can tailor
its GCPC programto incorporate the benefits of unit cards
with the pecuniary control nechanisns associated with
individually issued credit cards. By issuing the GCPC
programcards with unit identifiers instead of personal
nanmes enbossed on the front of the cards while associating
card nunbers to individual cardhol ders, the Mrine Corps
can negate much of the potential for rationalization
i nherent in the current programwhile maintaining a high
| evel of card use accountability. To acconplish this would
require nodification to the current GCPC cards.

The authors’ recommendation for a revised GCPC unit
card is depicted in Figure (6). The card would still be
i ssued directly fromCitibank to the cardhol der, but woul d
not bear the cardholder’s nane. For accountability and to
establish pecuniary responsibility to the cardhol der, the
|ast four digits of the card would be used to identify the
i ndi vi dual cardhol der. APCs and HAs woul d have increased
interest in ensuring detaching cardhol ders returned their
cards and had their accounts deactivated as the cards woul d
be directly associable to the unit instead of to the
i ndi vi dual cardholder. As is true of the program as
currently adm ni stered, the cardhol der woul d have sol e

access to his GCPC card while serving as a cardhol der, yet
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one potential source of the ability of a cardholder to
rationalize illicit purchases (believing the card to be his
because his nane is on it) would be elimnated.

The existence of GCPC cards wth unit nanes instead of
i ndi vi dual nanmes enbossed on the fronts of the cards should
al so have the positive effect of increasing the attention
HAs pay to who they designate as cardhol ders. Fraud,
m suse, or abuse of a card would reflect negatively on the
unit and its commander, instead of being primarily limted
to reflecting upon the individual cardholder.
Additionally, statistical nmetrics could nore readily be

devi sed to accentuate poorly managed unit GCPC prograns.

2. Recommendat i on #2: Change the Appearance of the
Car ds

According to the Canp Pendl et on APC, cardhol ders had
sonmetimes explained that their illicit GCPC program card
pur chases were sinple m stakes nade because their GCPC
program cards | ooked too nmuch |like their other, personal
credit cards. Changing the GCPC program card appearance to
make it nmore distinctive is an obvious solution to this
type of confusion experienced by cardholders. The current
GCPC program card, depicted in Figure (5), is very visually
appeal i ng and contains the sentence “For Oficial US
Government Purchases Only” in faint, extrenely small print
under a large heading reading “United States of Anmerica.”
In addition to GCPC cardhol der confusion, vendors seeing
the large “VISA” synbol and the enbossed cardhol der’ s nane
can thensel ves easily overlook the tiny official purchase

war ni ng.
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Al t hough one benefit of the current appearance of the
GCPC card is likely its unquesti oned acceptance by
comrercial vendors as it | ooks largely |like any other
personal credit card, the card s appearance can be nodified
to elimnate any cardhol der perception that the card isn’t
as “official” as it is inreality. Figure (6) is the
aut hor’ s redesign recormmendation. This card, while still
| ooki ng somewhat |i ke a personal credit card woul d bear the
issuing unit’s nane instead of the individual cardholder’s
name and state in large print “FOR OFFI Cl AL US GOVERNMENT
PURCHASES ONLY, CARDHOLDER VI OLATI ONS SUBJECT TO 31 U.S.C
3528”. We believe a cardholder would find it nuch nore
difficult to rationalize illicit purchases with such a
redesi gned GCPC card.
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The GCPC program card of today:

LIS

United States of Arlmric:l:"" F‘ﬂv. The current GCPC
Official US Gowernment Parchasss Oy e a5 i pr OITDt es
Gowurnsan] Tan Exampl .
per sonal spendi ng and
mnimzes

accountability by
user’s and Unit
Conmanders.

Figure 5. The Current GCPC Purchase Card.

The GCPC program card of tonorrow

A distinctive appearance with a very readabl e header wth
t he foll ow ng:

UNI TED STATES OF AVERI CA
FOR OFFI Cl AL US GOVERNMENT PURCHASES ONLY
CARD HOLDER VI OLATI ONS SUBJECT TO 31 U. S. C 3528

These last four digits

2 woul d be different for

#%5 BFor Official .5, Government Purchases Only every user; the nunbers

ﬁ?H%meMhMﬂVMMMMSmﬁmw31USC will identify the card's
. US Gorverrenent Tax Exerapt aut hori zed user

The unit nane woul d
repl ace the individual
cardhol der’s nane here

Figure 6. Proposed GCPC Purchase Card.
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3. Recommendation #3: Control the Nunber of Cards
Wthin Each Unit by Authorizing Level Five APCs
to Define and I npl enent Best Practice Controls

As of the witing of this report, the Marine Corps had
2,806 Cardholders, 1,310 AOs, and 120 APC s. This | eve
of GCPC program administrators represents a ratio of 23
cardhol ders per APC and 2.15 cardholders per AO ratios
well within the mandated spans of control of three hundred
cardhol ders per APC and seven cardhol ders per AO. However,
according to the 2002 DoD Charge Card Task Force Final
Report:

there is no standard span of control for the
Agency Program Coordi nator’s (APCs). The nunber
of purchase card accounts assigned to an APC
should be limted to a nunber that allows for
proper adm nistration of the purchase card
program and execution of the internal control
functions.?®

The Task Force recommended a best practice approach to
determ ni ng the appropriate nunber of cardholders within a
unit rather than establishnment of a specific nunber for al
units adm ni stering GCPC prograns. However, best practice
appears to be an undefined concept.

One can surm se that best practice should include not
only a determ nation of how many cardhol ders are needed to
provide a certain |level of purchasing services, but also
i ncl ude anal ysis of such things as how wel| cardhol ders are
trai ned, managed, supervised, and disciplined if fraud or
card m suse occurs. The best practice conceivably starts

with each unit justifying a need for a cardhol der, ensuring

28. DoD Charge Card Task Force Final Report, p. 2-12.
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cardhol ders are properly trained, and having AGs ensure
t heir cardhol ders adhere to GCPC program gui del i nes.

The level five APCis ultimtely responsible for the
success of a | ocal GCPC program therefore APCs should
determ ne what constitutes best practice within their spans
of control and thus be enpowered to deci de how nany
cardhol ders are required within their units. The |evel
five APC, nost responsible for the day-to-day operation of
a unit GCPC program is the individual best able to
determ ne GCPC program nanageri al needs for his unit.

For exanple, if a unit nakes on average one hundred
GCPC purchases per nonth, the APC m ght determ ne the
unit’s cardhol der requirenent to be only two cardhol ders.

If the unit’s requirenment for comrercial mcro-purchases
were to increase, necessitating the assignnent of an
addi ti onal cardholder within the unit, the HA would justify
such increase to the APC in witing. Conversely, should
the unit’s purchase card usage dramatically drop, the APC
woul d notify the HA that one of the active cardhol der
accounts woul d be deactivated. The unit APC, the

i ndividual in the best position to nonitor the daily
purchase card activity of the unit, should be enpowered to
fully nmanage the | ocal program

This recomendation is designed to strengthen unit
GCPC program i nternal managenent controls by increasing the
adm ni strative burden involved in justifying excess nunbers
of cardhol ders within individual units. Currently, units
can keep their nunbers of cardhol der accounts unnecessarily
| arge without having to justify the nunber of their
accounts, as long as they do not exceed the nmandated ratios
of cardhol ders to ACs and APCs.
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4. Provi de El ectronic Receipts of All
Car dhol der Transactions Daily to AGCs and
APCs

As stated in the DoD Task Force Final
Report:

the nost critical managenent controls in the
purchase card programare the nonthly review and
approval of the cardholder’s statenent by the
approving official.?

As previously discussed in this report, G tibank
provides an on-line capability to data-m ne account
transaction activity for all GCPC accounts. Currently,
APCs and AGCs are required to review, and for the AGCs to
certify, their cardholder’s accounts on a nonthly basis.
Yet technol ogy could easily make review of account statuses
a daily activity for APCs and ACs. By providing them an
account summary on a daily versus nonthly basis, the GCPC
program control environment can be inproved.

APCs and AGCs, screening their cardhol der transactions
daily, would no | onger face the deluge of end of billing
cycle verifications which presently confront them This
mont hly del uge, along with the requirenent to quickly
conplete the verification and certification processes, can
tenpt GCPC program administrators to performa | ess than
detailed review of their cardholder’s nonthly transactiona
activities. By reviewing the day’s transactions that day,
APCs and AGCs woul d be able to nore readily identify
questionabl e transactions; the necessity to review
transactions daily would add a | evel of discipline to the

present review and certification process. Since the

29. DoD Charge Card Task Force Final Report, p. 2-4.
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requi renent to review and certify all cardhol der
transactions already exists, daily review only disciplines,
i nstead of adding to, current requirenents.

Addi tionally, cardholders, well aware that each
transaction woul d be reviewed by both the AO and the APC
t he day the purchase was nmade, would be less able to
rationali ze questionabl e purchases. The know edge that any
such purchases would be nore likely to be imrediately
identified would hel p negate the potential for cardhol ders
to self-justify illicit card use by believing such use to
be unlikely to be detected.

B. CONCLUSI ON

Fraud may not be fully preventable in any procurenent
process or program Sone incentive will always exist to
steal, as will sonme opportunity to commt fraud. Likew se,
even wel| designed internal controls have little inmpact in
preventing fraud if they are not effectively inplenented.
Because of these factors, sonme of the internal controls
designed for use in the GCPC program may not have had as
great an affect in limting GCPC programfraud or card
m suse as originally intended; certainly the difficulties
i n mai ntaining robust internal control environments thus
far experienced throughout DoD and ot her federal agencies
indicate that existing internal controls for the GCPC
program have not been conpletely effective.

Breakdowns in internal controls are both
extraordinarily easy to envision and exceedingly difficult
to prevent. For exanple, if an AO pressed for tine, does

not actually review all the transactions for a particul ar
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cardhol der and instead sinply certifies the invoice to
ensure it is submtted on time, there exists a potenti al
for fraud to escape detection. |If a unit, due to personne
limtations for instance, does not really separate the
duties of purchasing, receipting for, and inventorying
purchased items, the GCPC cardhol der maki ng the purchase
has anpl e opportunity to defraud the government. No matter
how wel | the adm nistrators designed the controls, no
system or process can reasonably be nade fraud- proof.

In recent years, much has been done to inprove the
ability of GCPC program adninistrators to limt the
opportunity for fraud and GCPC program card m suse and
abuse, and to detect such fraud or abuse when it occurs.
In addition to these past initiatives, other preventive
nmeasures can be undertaken to positively influence the
m ndsets of those involved in the Government-w de
Commer ci al Purchase Card program Limting the ability of
i ndividuals to rationalize wongful use of GCPC program
cards can help to inprove the programs internal contro
environnment and further reduce instances of illicit
purchases with GCPC program cards. By inplenenting the
recommendati ons contained within this report, the authors
bel i eve the Marine Corps, DoN, and DoD can enhance

adm ni stration of the GCPC program
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APPENDI X A, PURCHASE CARD RESPONSE FORNVAT

SEM - ANNUAL REVI EW
OCTOBER 1, 2002 - MARCH 30, 2003
Date: 4 June 2003

Command: Headquarters, Mrine Corps
PCC. Capt Chester McM I | on
Phone: (703) 695-6590 ext. 2543
Hi erarchy #: 00027

USMC Level 111 results include all hierarchies. The

trai ning nunbers reflect the Level |V hierarchy 00055,
Marine Corps Comunity Services (USMC NAF) GCPC personne
t hat have not nmet current DoD and DoN training
requirenments.

A. Total nunber of Agency Program Coordi nators (APCs): 160
B. Total nunber of Approving Oficials (AGCs): 1,676
C. Total nunber of purchase card accounts: 3,955

D. Number of APCs that exceeds the ratio of 300 card
accounts to one APC. O

E. Average C aimancy ratio of purchase card accounts to
AGCs: 2.36 cardhol ders per AQ

F. Nunmber of AO accounts above the ratio of 7 card accounts
to one AO O

G Number of Cardhol ders, AGs, APCs with docunented

evi dence of successful conpletion of mandatory training.
(Al USMC APCs, AGs, and cardholders, with the exception of
the MCCS (USMC NAF) 00055 hierarchy, have been suspended
unti|l docunentation is provided.)

Car dhol ders: 2, 806

ACS: 1, 310

APCs: 120

H. Questionabl e transactions:
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1. Nunmber of purchases not required to fulfill m ninmm
i mredi ate need to support DoN m ssion: 33

2. Nunmber of purchases not for governnent use, but for
personal use: 25

Level 1V APC. Marine Corps Conmmunity Services (00055)
|t em Purchased: Wi ght belt

Dol | ar Val ue of Transaction: $13.99

How it was di scovered: AO review

Di sciplinary actions taken: Activity reinbursed and
cardhol der suspended.

Level IV APC. Marine Corps Community Services (00055)
| t em Purchased: Phone charge

Dol | ar Val ue of Transaction: $1.10

How it was di scovered: AO Review

Di sciplinary actions taken: Activity reinbursed and
cardhol der suspended.

Level 1V APC. Marine Corps Comrunity Services (00055)
| tem Purchased: Phone charge

Dol | ar Val ue of Transaction: $2.25

How it was discovered: AO Review

Disciplinary actions taken: Activity reinbursed and
cardhol der suspended.

Level 1V APC. Marine Corps Comrunity Services (00055)
| tem Purchased: Extra room charge

Dol | ar Val ue of Transaction: $5.00

How it was di scovered: AO Review

Di sciplinary actions taken: Activity reinbursed and
car dhol der suspended.

Level 1V APC. Marine Corps Comrunity Services (00055)
| tem Purchased: Extra room charge

Dol | ar Val ue of Transaction: $5.00

How it was discovered: AO Review

Di sci plinary actions taken: Activity reinbursed and
car dhol der suspended.

Level 1V APC. Marine Corps Comrunity Services (00055)
| tem Purchased: Ri bbon/flowers display

Dol I ar Val ue of Transaction: $90.10

How it was discovered: Security

Di sci plinary actions taken: Cardhol der term nat ed.
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Level 1V APC. Marine Corps Comrunity Services (00055)
| tem Purchased: Subway sandw ch

Dol | ar Val ue of Transaction: $5.29

How it was di scovered: AO review

Di sciplinary actions taken: Activity reinbursed and
car dhol der counsel ed.

Level 1V APC. Marine Corps Community Services (00055)
Item Purchased: Theater tickets

Dol | ar Val ue of Transaction: $80.00

How it was di scovered: Cardhol der

Di sciplinary actions taken: Activity reinbursed and
cardhol der verbally reprinmanded. The Level |11 APC has
instructed the Level IV APCto provide witten
docunent ati on of the violation, guidance on proper
procedures, consequences of future violations to the
di screpant party.

Level 1V APC. Marine Corps Comrunity Services (00055)

I tem Purchased: CGolf green fees

Dol | ar Val ue of Transaction: 35.00

How it was di scovered: Cardhol der

Di sciplinary actions taken: Activity reinbursed and
cardhol der verbally reprimanded. The Level |11 APC has
instructed the Level IV APCto provide witten
docunentation of the violation, guidance on proper
procedures, consequences of future violations to the
di screpant party.

Level IV APC. Marine Corps Community Services (00055)
| t em Purchased: Magazi nes

Dol | ar Val ue of Transaction: $20.66

How it was di scovered: Cardhol der

Di sciplinary actions taken: Activity reinbursed and
cardhol der suspended.

Level IV APC. Marine Corps Base, Canp Lejeune (00073)

| tem Purchased: Bedding, towels, kitchen itens at Target
for Peruvian Oficer

Dol | ar Val ue of Transaction: $488.70

How it was di scovered: Cardhol der

Di sci plinary actions taken: Cardhol der, AQ and AO s
supervi sor received letters of caution. Level |1l APC has
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recommended t hat cardhol der account be suspended for 30
days.

Level 1V APC. Marine Corps Base, Canp Lej eune (00073)

| t em Purchased: $38.54

Dol | ar Val ue of Transaction: Towels and ot her househol d
itens at Wal mart for Peruvian Oficer.

How it was di scovered: Cardhol der

Di sciplinary actions taken: Cardhol der, AO and AO s
supervi sor received letters of caution. Level |1l APC has
recommended that cardhol der account be suspended for 30
days.

Level 1V APC. Marine Forces, Reserve (00077)

| tem Purchased: Fed Ex charges

Dol | ar Val ue of Transaction: $4.41

How it was discovered: AO

Di sciplinary actions taken: Cardhol der formally counsel ed.
Level 1V APC. Marine Forces, Reserve (00077)

|t em Purchased: Fuel at Chevron

Dol | ar Val ue of Transaction: $73.00

How it was di scovered: Cardhol der

Di sciplinary actions taken: Cardhol der account cl osed and
cor porate account suspended.

Level 1V APC. Marine Forces, Reserve (00077)

| tem Purchased: Fuel at Chevron

Dol | ar Val ue of Transaction: $54.02

How it was di scovered: Cardhol der

Di sciplinary actions taken: Cardhol der account cl osed and
cor porate account suspended

Level 1V APC. Marine Corps Air G ound Conmbat Center (00087)
| tem Purchased: Exam Packet for State Certification

Dol | ar Val ue of Transaction: $477.00

How it was di scovered: APC nonthly transaction review

Di sciplinary actions taken: Letter of caution to

cardhol der, investigation pending.

Level IV APC. Marine Corps Air G ound Conbat Center (00087)
| t em Purchased: Professional Association Menbership

Dol | ar Val ue of Transaction: $99.00

How it was di scovered: APC nonthly review

Di sciplinary actions taken: Letter of caution to

car dhol der, investigation pending.
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Level 1V APC. Marine Corps Air Ground Combat Center (00087)
| tem Purchased: Franklin Covey Pl anner inserts

Dol | ar Val ue of Transaction: $54.80

How it was discovered: APC nonthly review

Disciplinary actions taken: Latter of caution and

i nvestigating rei nbursenent

Level 1V APC. Marine Corps Air Ground Combat Center (00087)
| tem Purchased: Gayl ord Opryl and Shuttle

Dol | ar Val ue of Transaction: $11.00

How it was discovered: APC nonthly review

Di sciplinary actions taken: Cardhol der received 60-day
suspensi on and nust attend refresher training. The U S
treasury was reinbursed for the total anount.

Level 1V APC. Marine Corps Air Ground Combat Center (00087)
| tem Purchased: Gayl ord Opryl and

Dol | ar Val ue of Transaction: $20.00

How it was discovered: APC nonthly review

Di sciplinary actions taken: Cardhol der received 60-day
suspensi on and nust attend refresher training. The U S
treasury was reinbursed for the total anount.

Level IV APC. Marine Corps Air Ground Conbat Center (00087)
| tem Purchased: Lodgi ng, Radi sson Opryl and

Dol | ar Val ue of Transaction: 197.03

How it was discovered: APC nonthly review

Di sciplinary actions taken: Cardhol der recei ved 60-day
suspensi on and nust attend refresher training. The U S
treasury was reinbursed for the total ampunt.

Level 1V APC. Marine Corps Air Gound Conbat Center
(00087)

|t em Purchased: Lodging, Gaylord Opryl and

Dol | ar Val ue of Transaction: 609.52

How it was di scovered: APC nonthly review

Di sciplinary actions taken: Cardhol der received 60-day
suspensi on and nmust attend refresher training. The U S
treasury was reinbursed for the total anount.

Level 1V APC. Marine Corps Base Canp Butler (00088)

|t em Purchased: Soda

Dol | ar Val ue of Transaction: $5.97

How it was di scovered: Cardhol der

Di sciplinary actions taken: Reinmbursenment and unit received
addi ti onal training
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Level 1V APC. Marine Corps Base Canp Butler (00088)

| tem Purchased: Food

Dol | ar Val ue of Transaction: $40.61

How it was di scovered: Cardhol der

Di sciplinary actions taken: Rei nbursenent and AO cancel |l ed
car dhol der account.

Level 1V APC. Marine Corps Base Canp Butler (00088)

| tem Purchased: Lodgi ng

Dol | ar Val ue of Transaction: $939.75

How it was di scovered: Cardhol der

Di sciplinary actions taken: Reinbursenent and AO cancell ed
cardhol der account.

3. Nunber of purchase that exceeded authorized |limts:
10

4. Nunber of requirenents that were split to circunvent
the m cro purchase threshol d: 259

5. Nunber of purchases that were prohibited itens as
identified in the purchase card instruction/desk
gui des: 158

| .  Weaknesses in Internal Managenent Controls:

Level 1V APC. Marine Corps Base Canp Lejeune (00073)
Weakness Area: Docunented screening of mandatory sources
Corrective Action: Al AGCs received training letters.

Di screpant accounts will be re-audited in 3 nonths and

future infractions will result in 30-day suspension.
Level 1V APC. Marine Corps Recruit Depot, Parris Island
(00075)

Weakness Area: Docunentation of certification in proper
time frane.

Corrective Action: Proper certification tineline provided
to all GCPC personnel. Al AGCs have al so received
additional training on how to properly docunent
certification.

Level |1V APC. Marine Forces, Reserve (00077)
Weakness Area: Mintenance of delegation letter
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Corrective Action: APC will send e-mail to all activity
GCPC personnel reiterating requirenent.

Level 1V APC. Marine Forces, Reserve (00077)

Weakness Area: Maintenance of docunented training
Corrective Action: APCw Il send e-mail to all activity
GCPC personnel reiterating requirenent.

Level IV APC. Marine Forces, Reserve (00077)

Weakness Area: Docunented screeni ng of mandatory sources
Corrective Action: An activity-w de purchase card/call | og
i s being devel oped and will be provided to all GCPC

per sonnel .

Level 1V APC. Marine Forces, Reserve (00077)

Weakness Area: Docunentation of certification within proper
timefrane.

Corrective Action: Guidance will be sent to all AGCs and
cardhol ders outlining procedures for proper docunentation
of certification. General instructions for AOs on proper
reconciliation, reallocation, and certification will be

i ncl uded.

Level IV APC. Marine Forces, Reserve (00077)

Weakness Area: Proper request process

Corrective Action: A standard GCPC Pur chase/ Paynent
Request will be provided to all AGs and cardhol ders. It
will also be included in the rol e-based turnover files
bei ng devel oped by the activity.

Level 1V APC. Marine Forces, Reserve (00077)
Weakness Area: Docunented receipt by end user

Corrective Action: The purchase request formw Il include
the section to allow for the docunented recei pt. The new
IOP will also reiterate the requirenent.

Level 1V APC. Marine Air G ound Conbat Center (00087)
Weakness Area: Proper request process

Corrective Action: Al personnel receiving additional
training in this area. D screpant personnel also received
| etters of caution.

Level IV APC. Marine Corps Base, Quantico (00096)
Weakness Area: Docunentation of certification in proper
time frame
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Corrective Action: Discrepant personnel have received
training and notice that additional discrepancies wll
result in suspension action.

Level IV APC. Marine Corps Base, Quantico (00096)
Weakness Area: Docunented recei pt by end user

Corrective Action: Al activity GCPC personnel have
received reiteration of this requirenent through e-mail.
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APPENDI X B. PURCHASE CARD ALERT NUMBER 6

(16 APRIL 2003)

TH'S ALERT IS APPLI CABLE TO

APPROVI NG OFFI CI ALS X

CARDHOLDERS

SUBJECT: Bl ocking of Merchant Category Codes

The purpose of this Purchase Card Alert is to rem nd
Approving O ficials and Cardhol ders of the Departnent of
Def ense (DoD) policy restricting purchases of
itenms/services fromnerchants coded in certain categories.
This policy does not restrict "what" is purchased, but
rather restricts purchases fromcertain types of nerchants.
The bel ow | i sted codes are bl ocked DoD wi de and purchases
are prohibited from nerchants regi stered under these

cat egory codes.

4829--Wre Transfer-Mney Orders 6211—SecurityBrokers/ Deal ers

5932-- Anti que Shops 6760- - Savi ngs Bonds
5933- - Pawn Shops 7012- - Ti meshar es
5937--Anti que Reproductions 7273--Dating & Escort Services
5044--Jewel ry Stores 7995--Betting, Casino Gam ng Chips,
5960--Di rect Marketing |nsurance O f- Track Betting
6010- - Fi nancial Institutions Manual 8651--Political Organizations
Cash Advance 9211--Court Costs, Alinony, Child
6011--Financial Institutions Support
Aut omati ¢ Cash Advance 9222—Fi nes
6051- - Non- Fi nanci al Institutions- 9223--Bail and Bond Paynents
Forei gn Currency, Money 9311--Tax Paynents
Orders, Travel ers Checks 9700- - Aut omat ed Referral Service

In addition to the above-Ilisted codes, your Agency Program
Coordi nators have carefully reviewed the m ssion-specific
purchase card usage of each activity under the Purchase
Card Program The authority of the cardhol ders has been
tailored by bl ocking non-m ssion specific nerchant category
codes in the US Bank System For exanple, car washes are
prohi bited purchases within the WHS/ RE&F Purchase card
program therefore, all car wash vendors w |l be bl ocked
fromall card holders. The cardholders will not be able to
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purchase from "bl ocked" nerchants. This process wll
ensure that purchases are nmade only from authorized types
of merchants.

| f you experience a decline on your card, have the nerchant
check with their bank to nmake sure their category code has
been input correctly. |[If everything is correct between the
mer chant and his bank, then call your APC and request a
one-tinme approval of the instant purchase or approval to
make purchases fromthis nmerchant category in the future.
When contacting the APC for this approval, be prepared to
justify the m ssion need for the purchase.
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