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ABSTRACT

Computer Forenscs involves the presarvation, identification, extraction and
documentation of computer evidence dored in the form of magneticaly encoded
information. With the proliferation of E-commerce initiatives and the increasng crimina
activities on the web, this area of dudy is catching on in the IT industry and among the

law enforcement agencies.

The objective of the study is to explore the techniques of computer forenscs from
the computer security perspective. Specificdly, the thess looks into the gpplication of
forengc principles and techniques, security designs of computer hardware and software,
and network protocols, in an effort to discover the trails of the computer hackers. The
thess subsequently packages this knowledge into a curricullum for a twelve weeks
resident course at the Nava Postgraduate School.

Complementing the course materials are surveys conducted on agencies and
vendors currently providing computer forendc courses and training, reading materids,
and software tools applicable to computer forensc investigation. The purpose of these
surveys is to provide a depostory of useful information related to this specidized

discipline of computer security.

It is the hope of the dudy that dudents in the future will benefit from the
knowledge gathered in this thess and the exposure gained from the course and laboratory
exercises will dlow them to correctly respond to computer intrusons and unauthorized

activities they may encounter on their C4l systems.
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DESCRIPTION OF THE THESIS

A. INTRODUCTION

The objective of the sudy is to explore the techniques of computer forenscs from
the computer security perspective and package this knowledge into a curriculum for a
twelve week resdent course at the Nava Postgraduate School (NPS). Specificaly, the
thess has looked into the gpplication of forensc principles and techniques, security
desgns of computer hardware and software, and network protocols, in an effort to

discover the trails of the computer hackers.

This course is intended to provide dudents with an undersanding of the
fundamentals of computer forendcs. Students will examine how informeation is stored in
computer systems and how it may be ddiberately hidden and subverted. The course will
edablish a sound theoreticd foundation on the methods used in extracting information for
evidentid purposes before going on to emphass practicd forensc examination and
andyss It will dso cover the techniques of computer evidence recovery and the

successful presentation of such evidence before the court.

Complementing the course materids are surveys conducted on agencies and
vendors currently providing computer forendc courses and training, reading maerids,

and software tools gpplicable to computer forensic investigation.

While it is not the purpose of this course to train students to become computer
forendc experts within such a brief period of indruction, it is hoped that it can provide
basc computer forensc knowledge to the Computer Science and Information
Technology graduates. If more dSudents from NPS become experienced in the
fundamentds of computer forendcs, then more Militay Commands will be able to
benefit from the capability of these graduates to correctly respond to computer intrusons
and unauthorized activities on their C4l systems.



B. COMPUTER SECURITY EDUCATION IN NPS

Educating students in the techniques of computer and network security demands
an inditution that is properly equipped with the necessary resources in order to Stay
current with both information sysem technology and advances in computer security
threat, tools, techniques, solutions and risk containment. Students aspiring to become
Information Security (INFOSEC) professonads must receive the relevant education and
good training foundations to work effectively in a variety of INFOSEC dStuations. Since
the underlying technologies ae changing so rapidly, yederday’'s most dgnificant
problem and solution may be of no relevance tomorrow. As such, they need to be
educated broadly enough to dlow them to move rapidly to new problem areas and new

technologies.

During the “Gods for Computer Security Education” forum a NPS, Jm
Schindler, a paticipant from HP, mentioned that technology is changing, computer
paradigms are changing, and security requirements are changing. He consdered security
education a mugt for a much larger community than security professonds. [6] The
explosve growth of information sysems has resulted in rapidly changing technologies
and chdlenges in computer security. Continued curriculum development is necessary to
ensure a timely, coherent and comprehensve program in INFOSEC foundations and

technology.

NPS has fostered an academic environment to examine the INFOSEC
requirements of the Department of Defense (DoD) and address the chalenges presented
by those requirements. It has developed a strong curriculum for computer and network
security courses and continues to conduct leading-edge research in problems related to
information assurance. These initiaives not only increese an appreciation of the
foundations of computer security, but adso heighten an understanding of the need to
condder security throughout the entire process of sysem desgn and development.
Through the Center for Information Assurance and INFOSEC Studies and Research
(CISR), NPS has been producing a taent pool of computer security savwy graduates to
apply to the variety of INFOSEC challengesin the DaD. [7]



C. WHY A COMPUTER FORENSIC COURSE IN NPS

Computer and network security is not a discipline for the isolaionist. Computer
security education needs to produce individuas who have a broad understanding of the
scope of the discipline as well as consderable knowledge and expertise in specific aress.
[8] Computer forendcs, the application of edtablished forensc methodology in the
examination of computer crime, is one of these specific areas that have gained increasing
emphasis in large corporaions and especidly in the defense organizations. No longer are
organizations content with relying soldy on nationd Computer Emergency and Response
Teams (CERT) or law enforcement agencies to perform investigation on suspected
compromise in their computer systems. More and more of them are gearing up to am
themsdves with in-house computer forensc skills to meet the incressing likdihood of
thregts to their “corporate lifdlines’. Many organizations business functions will come to
a hdt if thar network computer sysem collgpses. No longer are they willing to rey
soldy on the advice of the CERT organizations or law enforcement agencies who are
likdy to shut off ther entire sysem even if the suspected security compromise is only
reported in alocalized sector of the network.

This developing trend is a result of numerous moativations. Given the volaile
naure of digitd information in the computer and magnetic media, digitd evidence in the
system can be potentially destroyed when one responds to a suspected intrusion, whether
by “doing something or doing nothing”. As most computer security professonds will
advocate, having an incident response plan is not just fashionable. From the ingtance an
intruson is detected, every additiond action taken, whether trivid or not, can bring
condgderable consequence to the success of an invedigation effort. Even having a
thoroughly tested incident response plan is not fool-proofed. Responding to reported
computer security incidents require congtant evauation of the effects observed o far,
before taking the next step. However, if one is amed with basic knowledge in computer
forendcs, then one is more likdy to be able to accuratdy anticipate the consequentia
effects. The likelihood of success that each action taken to contain the damage to the
gysem and towards the investigation effort can adso be draméticaly improved. Arming
computer security professonds within the organization with basc computer forensic

skills can enable the organization to react correctly in the first few moments of a reported
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computer security incident by fadlitating the preservation of digitad evidence for the
subsequent investigation when the “big boys’ or experts takeover the case.

Due to increesangly confusng busness dient privacy legidaion and the liability
that an organization faces if its computer system has been used as a tool to atack another
computer system, many organizations are finding it more dtractive to conduct their own
computer security incident investigations than report them to the authorities, unless they
have dready developed into an advanced stage that can no longer be hidden from the
generd public's noticee Whenever feasble, organizations will prefer not to dam thar
clients or rik their reputation by announcing or admitting the exisence of a computer
security incident. Not only will this blemish an organization's danding in the industry
and market competitiveness, it may dso bring on the unwelcomed involvement of law
enforcement agencies and media attention. Once an invedtigation has escdated to the
point of lav enforcement agency involvement, the confidentidity of the organization's
sengtive information on its dients, market drategy, competitive advantage initiatives and
“dirty laundry” comes under the mercy of the externa invedtigators. Thus, harnessing
basc computer forensc skills in-house will enable organizations to conduct their own
invedigations and keep the incident within its own perimeter, especidly for minor
incidents that can be conveniently “swept under the carpet”.

If an organization is an agency in a defense department, the argument for in-house
computer forensc expertise is even gredter. In this case, an darm may not just cause a
loss of public confidence, but dso public panic, because DoD’s information is O
pertinent to national security interests. Thus, it is not surpriang that minidries, military
edablishments, and the dae and defense depatments dl have their own computer
forensc expetise in vaying degress. Since technology is the most effective force
multiplier in modern combat, most defense and military organizations have invested
heavily on C4l in their force dructure. As such, computer technology, information
protection and networking have become indispensable in the military infrastructure with
military sysems becoming increesngly dependent upon the nationd information
infradtructure for critica services. A key aspect of achieving and mantaning information
superiority is the protection of criticd nationa information assets. In fact, “cyberwar”™—

creating havoc in the nationa information infrasructure of an adversary—has been
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identified by many armed forces as one of the important drategic options. Many defense
organizations have placed consgderable emphasis on safeguarding their C4l systems and
madtering techniques to deny the enemy effective use of ther C4l sysem. The detection
of an initid computer atack could be an ealy waning sgn of an impending military
atack because, as is common in many military options, the firs drike leading to the
ecdaion to a full-blowmn war is generdly an operative tha will bring an asymmetric
effect to the enemy and least risk of casudties to their own force. However, it is
important for the military to be able to promptly distinguish between attacks carried out
by “script kiddies’ from the orchestrated attacks sponsored by date players. To this
effect, defense organizations have, in tandem to ther civilian law enforcement
counterparts, developed advanced technologies in the discipline of computer forenscs.
Unfortunatdly, the opportunities for computer forensc training in defense organizetions
have been limited generdly to individuals and agencies that are highly specidized in the
aea. Even though increasng numbers of subordinate Commands are developing and
operating their own computer sysems, most do not have any computer forensc
consderations beyond their standard incident response plans. Thus, as with business
corporations, it is becoming increesngly attractive for individud Militay Commands to
possess a sufficiently high level of computer forensics capabiilities.

To date, only the Royd Military College of Science (RMCS), United Kingdom,
has a program leading to a Postigraduate Diploma or Master of Science in Forensic
Computing. Thus it is imperative that NPS congder developing such a curriculum when
the resources become availadble. As a dart, it can provide basc computer forensic
knowledge to the Computer Science and Information Technology graduates. If more
gudents from NPS become experienced in the fundamentals of computer forenscs, then
more Militay Commeands will be able to correctly respond to detected computer
intrusons and unauthorized activities on ther C4l sysgems. It is this motivation that has
lead to the formulation of computer forensc materid for a potentid Computer Forensc
Course at NPS.



D. WHAT ISCOMPUTER FORENSICS

Computer forendcs involves the preservation, identification, extraction, anayss
documentation and presentation of computer evidence. This computer evidence is useful
in crimind cases, cvil disputes, and human resources'employment proceedings. Many
times computer evidence is created transparently by a computer's operating system and
without the knowledge of the computer user. Such information is often hidden from view
0 that specid forensc software tools and techniques are required to preserve, identify,
extract and document it. It is frequently this information that benefits law enforcement
and military agencies the mogt while gathering evidence during an investigation.

With the proliferation of computers in the workplace, it should be no surprise that
computer technology is involved in a growing number of crimes. As more criminds use
technology to achieve their gods and avoid gpprehension, there is a developing need for
gecidigs who can andyze and use digita evidence sored on and transmitted by
computers. [2] As such, the discipline of computer forensc anadyss has emerged to meet
such needs. Computers can contain evidence in many ways, in dectronic mal sysems,
on network servers and on individud's computers. However, due to the ease with which
computer data can be manipulated, the search and anadysis need to be performed by a
traned computer forensc specidid, otherwise it will likdy lead to evidence being ether
overlooked or rendered legally usdless.

E. SURVEY OF AGENCIES AND VENDORS PROVIDING COMPUTER
FORENSIC COURSES AND TRAINING

The fidd of computer forensc invedigaion is a rdaively new addition to the
forendc sciences. Computer forensc andyss requires a thorough and paingtaking
examingion of digita evidence. This evidence may teke the form of digitaly Stored
documents, photographs, sounds, motion pictures, spreadsheets, databases, Internet
hisory files or any other recording in digitd form. In addition, the examiner may be
asked to retrieve these documents or recordings after they have been deleted, fragmented
or encrypted. This mandates that the forensc examiner have a diverse st of both
technicad and invedtigative kills. Due to the exponentid growth of computer technology

6



and the increasng rate of change in that technology, law enforcement and government
agencies are unable to continualy provide qudified computer forendc examiners. When
the area of computer forensics was established more than a decade ago, there was no
standard as to what comprises a basc or advanced computer forensic training, education
or certification program. [9] Since then, there have been numerous activities and efforts
by the industry and computer security agencies to define the concepts and dructures of
computer forenscs. Currently, training in computer forendcs is widdy avalable It is
offered by government, private and academic organizations, with some programs are only
avalable for lav enforcement officars. A lig of the agencies and vendors providing
computer forensc courses and training is detailed in Appendix A. These may prove to be

vauable sources for maintaining staff expertise and course currency in the future.

F. SURVEY OF READINGS ON COMPUTER FORENSIC

The number of published books, journds and articles related to computer
forendcs has blossomed dramaticdly in recent years Many of these books and
publications are written within the last three years. In addition, many credible sources of
information related to computer forenscs can be found on the webstes of numerous
interest groups, INFOSEC agencies, law enforcement organizations and vendors
providing computer security solutions. While it is not possble to read and comment al of
these materids, a lis of books on computer forensics has been provided in Appendix B
with brief editorid reviews and sdected readers comments. It is hoped tha this list will
fecilitate the lecturer and student who is interested in reading materia that is beyond the

scope of the course.

G. SURVEY OF TOOLS FOR COMPUTER FORENSIC INVESTIGATION

The use of computer forendgcs toals is invduable in gathering computer forensics
information. Computer forensc software tools can be used to identify passwords,
backdated files, network logins, files stored in a computers memory and the hard disk;
and associaie an externad document to a specific computer. A list of popular computer

forendcs toolkits is consolidated in Appendix C. Due to rdatively limited demands for
7



such specidized toolkits, most of these computer forensic suites are not widely advertised

or promoted.

Examining a computer for forendc evidence generdly requires another computer
and a st of forenscs tools. Various developers and vendors of computer forensic
andyds software have ther own unique perspective on the needs of the invedtigative
community and their own gpproach as to how to meet those needs. An investigator would
naturdly desre a forensc anadyds toolbox to have al possble forendc capabilities.
However, in redity, there is no such a universa toolbox. What the various developers
and vendors have produced is a suite of tools that meets a sgnificant mgority of an
investigator's needs. James Holley's Meeting Computer Forensc Analysis Requirements

[5], which are summarized in Appendix D, provides an overview of such requirements.

H. DESCRIPTION OF THE COMPUTER FORENSI C COURSE

This course is intended to provide sudents with an understanding of the
fundamentals of computer forenscs. Students will examine how information is stored in
computer systems and how it may be ddiberately hidden and subverted. The course will
edablish a sound theoretical foundation on the methods used in extracting information for
evidentiad purposes before going on to emphess practicd forensc examination and
andyds. It will dso cover the techniques of computer evidence recovery and the
successful presentation of such evidence before the court.

Laboratory facilities will be used to introduce students to the use of common
computer forensc tools, the principle of origind integrity, disk examingion, logging and
preparation of evidence. Further descriptions of the laboratory exercises are found in the
section on Laboratory Setup and Instruction Manual.

Recommended prerequisites for the Computer Forensic Course shdl idedly
include the incumbent CS3600—Introduction to Computer Security and CS3670—
Secure Management of Systems. These computer security foundation courses  will
provide students with a good undersanding of the security mechanisms tha are in place
in most computer sysems and how they can ad in the recovery of digitd evidence in a

forendc andyss. Exposures to hacking techniques and tools in CS3675—Internet
8



Security Resources and Policy, will further enhance the students appreciation on the
characteristics of genetic tracks left behind by these security exploits. However, this

courseis not an absolute prerequisite.

Based on the scope and magnitude of the course materids, weekly indruction
with three hours of lectures and two hours d laboratory exercises should be adequate for
the students to complete the syllabus & a comfortable pace, with opportunities to clarify
doubts during classes and consdering the occasond cancdlaion of classes on officid
holidays within an academic quarter.

MATERIALSFOR COURSE LECTURES

The course materias were gathered from various books, journas and orrline
articles. In order to support a course that provides wide coverage of many relevant topics,
much of the content is derived from the main sources described below.

Materids on the application of forendc methodology in a computer crime
investigation were extracted from Digital Evidence and Computer Crime: Forensic
Science, Computers, and the Internet by Eoghan Casey. [2] The Handbook of Computer
Crime Investigation: Forensic Tools & Technology, which is edited by Eoghan Casey [3]
conssts of chapters written by a few top experts, provided materias for the three aspects
of the course. It provided a good description of some of the leading computer forensic
tools, smple to read technicd information for collecting and andyzing digitd evidence,
and case examples of the technica, legd and practicd chalenges in red computer
investigations.

The ontline Computer Forensics Column from the Doctor Dobb's Journa column
by Dan Farmer and Wietse Venema [4] provided good technical coverage on forensic
techniques for the Unix and Linux environment. Some of the materids were aso
borrowed from the Unix Computer Forensics Andyss Class that was conducted a the
IBM Thomas J Watson Research Center in August 1999. These ontline materids are free

and available on ether www.fish.cormysecurity/ddj.html or www.por cupine.or g/forensics.



Last but not least, The Process of Network Security: Desgn and Managing a Safe
Network by Thomas Wadlow [10] hdped to fill in the management perspectives on
responding to computer-related incidents and advice on how to facilitate the activities of

acomputer forensc investigation.

While a course text is not abosolutely necessary, the Handbook of Computer Crime
Investigation: Forensc Tools & Technology, by Eoghan Casey, is a recommended
reference text. Students who are unfamiliar with Unix or Linux can refer to the on-line
Computer Forenscs Column from the Doctor Dobb's Journd column series by Dan

Farmer and Wietse Venema

J. CONTENTSOF THE COURSE

The course content is organized into the following twelve sections, each covering
aspecific arearelated to the topic.

1 Cyber Crime & Incident Response

This section darts with an explanation on how computers and networks
could be used as ingruments for crime, the types of cyber crimes and computer
crime prosecution. Incident response is described in terms of the necessary
reaction measures, procedura steps and priorities, investigation checklist and risk
management.

2. I ntroduction to Computer Forensics

This introduction to computer forenscs focuses on the collection and use
of digitd evidence, hardware, information media and physicad evidence. It dso
describes the controversies of whether to turn the computer off or leave it running
when an attack is detected and on reporting the computer crime to the law

enforcement agencies.
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3. Application of Forensic Scienceto Computers

Computer forensics applies the basc principles of forensc science to
computer crime invedtigation. It describes the fundamentds and highlights issues
petaning to the recognition, presarvaion, collection, documentation,
classfication, comparison, individudization and recondruction of the digitd

evidence.

4, Structurefor Forensic Investigations

The dructurd requirements for forendc investigations emphasizes the
importance of presarving the integrity of the digitad evidence by fird tesing the
reliability of the forensc tools used for formulaing the leads in the investigations.
It dso highlights some of the gpecific issues rdaed to data and evidence
recovery. The last pat of this section describes ways to characterize an intruson
and how an examiner’s mindset can influence the success of the investigation.

5. Computer Forensic Procedures

This section geps through the common computer forensc procedures in
detalls. It differentiates the differences between physcd from logicd
examinaions It aso highlights the challenges of invedigating crimind activities,
problems of gaining access to the relevant data, opportunities for tampering and
the chain of trust. Underdanding the data storage and its logicad abdraction are
necessaty  for preparing, imaging, processing, filteing, preserving  and
recondructing the evidentiary images. Theresfter, the digitd evidence shdl be

indexed and bates numbered for eectronic management and future reference.

6. Forensicsusng MAC Times

MAC Times represent the last time a file was modified, accessed or had its
atributed changed. The andyss of the MAC Times has often been invauable in

helping the examinegr undergand how files in the sysem were manipulated or
11



deleted during the crime. The section dso cautions how the MAC Times could be
subjected to tampering.

7. Forendics on Windows

This section darts with an introduction of the Windows magter file table
and metafiles for the NT file sysem and the folder entries for the file alocation
table. 1t goes on to describe the characterigtics of the recycle bin, shortcut files,
regisry entries, printer spool and operating system logs for the system events,
internet information server, Exchange mail server, Outlook mail client and Active
Directory; and how digital evidence can be recovered from these information

depositories.

8. Forensics on Unix

Smilar to the previous section, this section darts with an introduction of
the user permissons, shared files and sysem sarvices. The numerous standard
logs and the Shell higory files in the Unix operaing sysem commonly provide a
rich source of digita evidence. The section aso describes the process of restoring
information from backup tepes and on duplicating the hard drive. It notes that
some of the sysem events are not necessarily recorded in the system logs and
how entries in these logs can be manipulated or tampered. Undersanding the
detalls of the Unix file sysem, the file aitributes, and their logicd and physicd
properties, is necessay to comprehend the effects of file ddetion and in
recovering the erased tracks.

9. Forensics on the Networ ks

Computer forensics on the networks poses numerous chalenges and
difficulties due to the voluminous, trandent and dispersed nature of the
informetion on the network activities This section describes how information on
the network traffic could be collected and reconstructed for evidentiary purposes.

In particular, the Netflow records, didup server logs, network sniffer, TCP logs
12



and the various logs in the Unix and Windows operating system, address
resolution cache a the datdink layer and intruson detection sysem are vauable
sources for finding digitd evidence on the network activities. Smilarly, there are
adso rdiability and time synchronization problems relaed to these logs that the
examiner must take into condderations. The find pat of this section deds with
network forendcs on the gpplication layer, such as emails rday chat and the

I nternet.

10. Forensicson an Unknown Program

Identifying an unknown program requires anayss tools to study clues in
the symbol tables and embedded strings in order to understand exploit code and
backdoor code. Vauable informaion can be gahered from the sysem
configuration, sysem and user programs, sysem and kernd memory, raw
memory and the disk, or from the IP hostnames. This section dso gives an
exanple showing the determining of an unknown program that was inddled

through a compromised root account.

11. Forensicson Intrusion Activities

This section brings together the knowledge from the previous sections to
peform forendc examindions on intruson activiies and recondruction of the
user activities. It looks a some of the unmistakable rootkit signatures and the
tools and methods for collecting the digitd evidence in areas such as program
andyss, memory examination, remote network examinaion, process capture and
sysem cdl trace. A forensc case example is dso used in the latter part of the
section to sep through an investigation of a suspected intruson, with follow up

actions and a post mortem.

12. Forensics on Wireess Networ k

Forendc examindions on the wirdess network centers manly on the

mobile phone network, covering areas such as the circuit switched wirdess
13



network, the mobile device, the SIM card, the switching center, the various
regidries, the operaiond and maintenance center, encryption, billing database,
wiretgoping and locationtbased services. This section concludes with a brief
description on the anadlysis of the 802.11 wirelessloca area network.

K. LABORATORY EXERCISES

Since computer security education and training is not an abdtract academic
discipling, it lends itsdf to the use of laboratory exercises. Formd classroom ingtruction
needs to be augmented with case study andyss and projects necessary to impart such
andytic and technicd <kills [1] In addition, laboratory exercises hedp students
understand and internalize key concepts. The use of tools and methods from both
academic programs and industry can help indructors build useful laboratory programs to
clarify the concepts and provide interesting challenges for the students.

The objective of the course is not to train students in the details of a particular
product or to pass a standardized classroom test. Rather, the focus 5 on developing the
dudents anaytica skills to tackle any computer security incidents that may arise. A st
of laboratory exercises is thus designed to illugtrate the computer forensic concepts being
taught in class. Students will learn to use operaing system tools and rootkits to extract
useful digitd evidence as wdl as lay thar hands on professond computer forensc

software.

L. SUMMARY OF THE LABORATORY EXERCISES

The laboratory manud is organized into seven sections covering the main topic

areasin the course.

1. Foundstone Forensic Toolkit

The Foundstone Forensc Toolkit contans severd Win32 command line
tools to hdp examine files on an NTFS disk patition for unauthorized activity.
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These open source tools scan the disk for hidden files and dita streams, and ligt
them with ther MAC time without tampering the data attributes on the disk.

2. EnCase (Guidance Softwar €)

EnCase is a powerful and non-invasve computer forensc tool featuring
agrgphicd user interface that enables examiners to easly manage large volumes
of computer evidence and view files, file dack and undlocated data The
integrated functiondity of EnCase dlows the examiner to peform dl functions of
the computer forensgc invedigation process, from the initia previewing of a target
drive, the acquistion of the evidentiary images, the search and recovery of the
dataand the find reporting of findings, al within the same gpplication.

3. AccessData Forensic Toolkit

The AccessData Forendc Toolkit (FTK) is a handy utility offering a
complete suite for performing forensc examinations of computer sysems. Its full
text indexing offers quick advanced searching capabilities Its deleted file
recovery and file dack andyss are commendable. FTK is aso interoperable with
other AccessDaa utilities such as password recovery and encryption file
identification programs. In addition, the FTK incorporates Stdlent's Outside In
Viewer Technology to access over 255 different file formats. The Known File
Filter (KFF) feature can be used to automdicdly pull out benign files that are
known not to contain any potentid evidence and flags known problem files for
the invedigator to immediady examine. FTK can dso support evidence files
acquired by EnCase, Snapback, SafeBack and Linux DD.

4, Windows Event Log Analysis

Microsoft WinNT/2K can be configured to log events in binary files to
record Sysem events, Application events and Security events. These event logs
dore the descriptive messages in the registry and the separate executables or
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dynamic link library files The Event Viewer combines and displays the
information in these files providing a conveniet way to view the daa
Consequently, copying event log files from one sysem to ancther for examination
may result in misnterpretation when viewing event logs on a remote sysem. The
Event Viewers will read the event record data from the remote log files, but will
search the regigry of the loca system for the corresponding event message files.
Unless the forensc PC have smilar configuration to the imaged sysem, it is
necessay to extract dl the registry keys and event message files from the image.
By viewing the extracted logs usng the Event Viewer, it is possble to create a
ghort lig of missng event message files and configure them in the forensc PC
accordingly. Otherwise, the Event Viewer will not display explanatory materid
for any event for which there is no associated event messagefile.

5. DumpEvt (Somar Soft)

It is evident from the previous exercise, the clumdness of performing
manud Windows event log andyss on a remote forensc PC. Moreover
disdlaying the logs udng the Event Viewer is not very conducive for andyss
gnce the Event Viewer is not integrated with other data processing tools. Besides,
peforming separate log andyss on individud machines in a networked
environment does not readily link a related event across multiple machines.
Rather, importing the contents of multiple machines log files into a Spreadshect
makes it easer to sort events chronologicaly and search the logs smultaneoudly.
DumpEvt is a utility desgned to dump multiple event logs in a format suitable for
importing into a database to facilitate more event log analyss.

6. Unix Log Analysis

Unix serves as a wondeful training ground for computer security
gpeciaigts. It teaches about access permissons for objects, builds on MS-DOS
knowledge, and expands on MS-DOS piping and redirection capabilities. Usng
Unix scripting cgpabilities amilar to DOS batch file, an invedtigator can create
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combinations of commands into specidized programs to conduct security audits
and to do granular file searching. The Unix sysem aso has a comprehensive st
of sysdem configuration files tha can prove to be an invadudble source of
information

7. Network Analysis

Andyzer is a fully configurable network analyss program for Win32
environment. It captures packets from network and displays them through a user-
friendly grephicd interface. Andyzer is cgpable of capturing packets from the
network for red time monitoring and cregting capture files. It dlows the examiner
to describe the protocol formeat, customize the display of the packets, evauate
datigtics, plot graphs, set query on the anayss engine and set filter to record
packets at the MAC, Network, Transport or Application Layer.

The intention of the laboratory exercise is not to spoon-feed students with step-
by-step ingructions on how to conduct a forensc examination. Rather, students will be
expected to activdly search for the rdevant information, user ingructions, software
downloads, and put into practice the course concepts, in carrying out the exercises. This
is to build up their resourcefulness and credtivity towards tackling future forendc
examinaions. Pertinent technica guidance is induded in each of the exercises in order to
help them get Sarted.

All the exercises will require students to have access to the Internet to download
the software tools and if required, seek clarifications or technica support from the vendor
on emals However, this does not necessxily require the forensc machines to be
connected to the externd network. Rather, some of the exercises only require a
ganddone forensc machine with evidence aready ceptured on a diskette, while others
only require the forensc machine to be interconnected with the subject machines in a
locd aea network. Implicit in the laboratory indructions is the preparation of the
rdevant evidence files by the laboraiory technician for the dudents forensc
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invedtigations.  Subject evidence issued to the student project groups shdl preferably

contain subtle differences between the groups to discourage duplications.

The laboratory exercise involving the EnCase forensc tool will require the
forensc machine to be attached with a physica dongle on its paralel or USB port. This is
a copyright protection feature. The user name and the corresponding password distributed
with the licensed software are dso necessary for downloading the latest software version
of the forendc tool from the Guidance Software's webste. All the other laboratory
exercises are based on the inherent operating system utilities, freeware or demondration
software, which can be obtaned from the rdevant webstes without cost. The
demondration software may include certan redrictions on its functiondities.
Neverthdess, they are adequate for sudents to fulfill the laboratory requirements.

M. CONCLUSION

Becoming a computer forensc expert demands more training and experience than
the brief introduction that can be afforded by this course. Computer forensics warrants
technica expertise across a wide range of operating systems, hardware, and network
devices and protocols. It is thus not the am of this thesis to develop a course that will
encompass al the necessary technicd disciplines in order to produce graduates who will
immediately become computer forensc experts. Rather it is hoped that the knowledge
and laboratory exposure gained from the course will alow them to correctly respond to
detected computer intrusons and unauthorized activities they may encountered on their
CAl sygems and facilitate those who aspire to become a full-fledged computer forensic
expat, to dat with by equipping them with the fundamentas in this specidized

discipline of computer security.
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APPENDIX A: LIST OF AGENCIES AND VENDORS PROVIDING
COMPUTER FORENSIC COURSES AND TRAINING

1. AccessData Corporation
Www.accessdata.com

AccessData Corporation has been doing busness in the computer forensc and
cryptography fields since 1987 and has established itsdf as a password recovery
expert. Since then, AccessData has developed a trusted relaionship with the US
Government, state and locd law enforcement, and corporate America To help
keep government agencies and corporate security departments up to date with
current computer forensic technology, AccessData has developed training
seminars to help both the novice and expert computer specidigts.

A 4-day Computer Forensc Training Class cogts $1600 (not inclusive of
software). The course covers basic computer forendc fundamentals and training
on AccessDatas Forensic Toolkit, Password Recovery Toolkit, and Distributed
Network Attack Toolkit.

2. ASR DaaAcqguidgtion and Andyss
www.asrdata.com

ASR Data Acquidtion and Andyss is a leading authority in the fidd of
computer investigations by the United States Department of Judtice. It provides
software solutions, training and technical support to meet the needs of law
enforcement agencies.

ASR offe's sx computer forensc courses, namdy the Daa Acquistion
Protocols Course, the Data Analysis Protocols Course and the Computer Crime
Investigative Techniques Course for ether DOS/Windows or Macintosh. These
courses are geared toward the use of the Expert Witness, an automated
computer forensic application created by ASR.

3. Beryhill Computer Forensic
www.computerforensic.com

Berryhill Computer Forensc provides computer forensc services to law
enforcement agencies, atorneys, private investigators and businesses. It owns
expatise and experience in handling evidence in crimind and civil cases, ad
dso fadlities to secure sendtive materid. It caers manly to law enforcement
agencies in the Cdifornian region. The Computer Forensic in Law Enforcement
Course provides basc training in computer seizure procedures and computer
evidence andysis for law enforcement officers.
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CompuForensic
www.compuforensic.com

As a gndl budness, CompuForendc offers computer forendc training in
associdion with the Wright State Universty (WSU) in Ohio and Southern
Methodig Universty (SMU) in Texas. CompuForensc specidizes in the
devdopment of high quaity computer forendc training. Previoudy redtricted
to full-time government employees or a sdect group of corporate security
investigators, the computer forensc training is now avaldble to the generd
public through the two universties.

A 4-day Basc Computer Forendc Initid Response Team Traning costs
$1995. It dso includes the issue of commercidly licensed software such
asNorton Utilities, Quick View plus, Partition Magic, Norton Ghost and
slected Maesware forendc utilities. The course is desgned to equip
computer investigators and analysis with the skills needed to safdy locate and
secure computer evidence at the search Ste.

A 4-day Advanced Computer Forensc Initid Response Team Training costs
$1495 and employs the same <oftware coupled with a mgor Linux
digribution. A 1-day Program Manager’'s Course is designed for managers
involved in supporting and supervising computer forensic operations.

Computer Sciences Corporation
WWW.CSC.cCom

Computer Sciences Corporation (CSC) adminisers the Department of
Defense  Computer Investigations Traning Program (DCITP)  computer
forensc program under contract to train the Department of Defense (DoD)
criminal and counterintelligence investigatorsin computer forensc.

A 3-week Fed Forensc Examinations curriculum is petterned after the
Preparation, Preservetion, Duplication, Investigation and Reporting (PPDIR)
framework. It emphasizes on the evidence chain of custody and technicd
investigative software tools. Students are given three days to conduct an
actud graded practicd examination of a computer hard drive without
technicd asssance. Students aso participate in a hadf-day mock trid where
actud trid and defense attorneys question and cross-examine them on ther
findings from the graded examination.

Cranfidd University, Roya Military College of Science
www.cranfidd.ac.uk

The Center for Forensc Computing in Cranfidd University, Royd Military
College of Scence (RMCS) is one of the very few inditutions offering
Forensc Computing postgraduate education leading to a Masters of Science
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(3 years part-time program) or Postgraduate Diploma (2 years part-time
program). It dso offes short couses such as the Forendc Computing
Foundation Course, Forensic Internet Course, and the Forensic Network
Course. These 2-week short courses are dso taught and discussed at the
postgraduate levdl.

These courses provide an understanding of the principles and practica
methods employed in the extraction of information for evidentid purposes
from computer sysems. They examine how information may be stored in
computer systems and how it may be ddiberatdy hidden and subverted,
thereby to gain an understanding of the methods and techniques used in the
extraction of information for evidentid purposes.

Department of Defense Computer |nvestigations Training Program
www.dcitp.gov

The Depatment of Defense Computer Investigations Training Program
(DCITP) is dedicated to the development and deivery of computer
invedtigative training for the following DoD dements Defense Computer
Forensc Lab (DCFL), Air Force Office Of Specid Investigations (AFOS)),
Navd Crimind Invedigative Service (NCIS), Army Crimind Invedigaions
Divison (CID), Militay Intdligence Group (IWB), Defense Crimind
Investigative Service (DCIS). The DCITP offers a hedthy variety of computer
forensic short courses.

A 3-day Introduction to Computer Search and Seizure Course is designed to
provide knowledge to properly ssize and mantan the evidence vadue of
computer media.

The Sysem Adminigtrator Incident Preparation and Response Course is a
computer- based training digributed by Daa Interchange Standards
Asociation (DISA). It provides indructions in computer crime activities and
specific practices to protect computer systems and support computer
investigations.

The Basc Evidence Recovery Techniques Course is a scenario-based course
for generd computer-related crime. It includes extengve practice on imaging
media on DOS and Windows 95/98. The course concludes with the crestion of
acase folder containing evidence for forensic analyss.

The Badc Forensc Examindions is a scenario-based course that focuses on
media andyss Principles of forensc andyss ae presented with tools
commonly used in the fidd, such as Encase. Students will learn preparation,
image restoration, both FAT and NTFS file and directory structures, recovery
of deeted files, and other andyds topics. The course concludes with the
cregtion of areport detailing the forendc findings for the scenario.
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The Incident Response in a Network Environment Course is a scenario-based
course on network intrusons. Students will learn basc sysem administrator
functions and extract information of evidentiary vadue from log files user
information and access rights. Students are given extendve practice on
collecting images in a network environment.

The Managing Computer Invedtigations Course familiarizes sudents with the
duties and activities common to the computer crime investigators.

The Fedd Invedtigations in a Solaris Environment Course prepares students to
perfoom in-depth invedtigetive functions in a Solais operating sysem
environment. This is a scenario-based course. Students will complete an
investigation by peforming forendc media andyss and log file andyss on a
Solaris network.

The FHdd Invedigations in a Windows NT/2K Environment Course prepares
dudents to perform in-depth investigative functions in a NT/W2K  operating
gydem environment. Students will complete an investigation by performing
forendgc mediaandysis and log file andyss acrossaNT/W2K network.

DIBSUSA Inc
www.dibsusa.com

DIBS USA Inc is a privady owned, independent corporation specidizing in
forendc computing, with activities in three main areas, namdy the desgn,
manufacture and supply of a range of computer forendc equipment; the
provison of computer forendc andyds savices and the traning of
investigators in computer forensic techniques and practice.

A 1l-day intensve introductory course, Understanding Computer Forendc,
cogting $469, provides an overview in computer forensic theory and practice.
This course is appropriate for professonas in related fields but not for those
gpecidizing primarily in computer forensic.

A 2-day course, Computer Forensc — The Essentid Techniques, is desgned
to give a more solid foundation in the theory and prectice of essentid
computer forensc techniques. The practical aspects of the course involves a
number of Smulated investigations on how to make image copies usng the
range of DIBS equipment for analyss and presentation to court. The course is
auitable only for beginner with litle previous experience or the more
experienced computer operator wishing to learn basc forensc techniques.
Thefee for the course is $1130.
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10.

11.

Federd Bureau of Investigation
www.fbi.gov

The Computer Traning Unit (CTU) a the Federal Bureau of Investigation
(FBI) Academy provides invedigative computer indructions, training, and
curriculum development to FBI and other foreign law enforcement personned.
Primarily, CTU trans its dudents on how to use the computer as an
investigative tool, computer fraud, computer crimes, intrusons, search and
seizure of computer as wel as how to use the computer as a source of
informetion.

Federa Law Enforcement Training Center
www.fletc.gov

The Federa Law Enforcement Traning Center (FLETC) serves as an
interagency law enforcement training organization for numerous Federd
agencies throughout US. The center also provides services to date, locd and
internationd law enforcement agencies.

The Sezed Computer Evidence Recovery Specidist Training Program
introduces the concept of automated data processng and the techniques and
procedures for investigative computer search, seizure and andyss issues of a
multitude of operating sysems. The curiculum aso addresses the legd issues
related to computer evidence.

Foundstone
www.foundstone.com

With a combingion of outdanding personnd and industry-leading
methodologies, Foundstone delivers computer-security services in conaulting
and education. It provides professond services in penetration testing, e
commerce gpplication tesing, incident response and computer forensics,
product testing, wirdess security tesing as wedl as expertise in Microsoft
environments utilizing ISA Server technology.

A 4-day Incident Response & Computer Forensic Course ceds with forensc
techniques to recognize, respond to, and recover from indder and outsder
attacks. Students learn the science of incident response through presentations
and hands-on lab exercises. This indudes an in-depth study of the computer
forendcs process from credting evidentiary disk images to recognizing the
often-fant tral of unauthorized activity. Students will dso learn step-by-step
incident-response  procedures for Unix and Windows NT/2K. Lab Exercises
indude forensc andyss of victimized sysems, review of network traffic and
intruson-log, review of backdoor tools that circumvent intrusiondetection
gysems, determining the function of unidentified processes, detection of
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13.

14.

loadable kernel modules, rootkits and trojans. The course costs $3500.

Fred Cohen & Associates
www.al.net

Fred Cohen & Associates is one of the world's leading researcher and
corporate consultant in the area of information protection. It specidizes in
top-level assessment of corporate protection programs, drategic scenario
development for nationa policy decisons, risk management support for large
multinational  corporaions, drategic program  planning, Internet  firewall
Quitebility assessments, eectronic  commerce  architecture  andyss  and
effectiveness testing for criticd infrastructure e ements.

The Digita Forendgc Course is a sdf-paced CD-ROM indruction providing a
comprehendve oveview of digitd forendc with a dight focus on the Unix
operating environment and examples from many other sorts of systems. It
includes viewgragphs covering a wide range of topics in digitd forendc, audio
recordings and examples from rea cases. A copy of the CD-ROM costs $249.

Guidance Software
WwWw.gui dancesoftware.com

Guidance Software is one of the leaders in computer forensc software,
acquistion hardware and training. Guidance Software is wdl known for
deveoping EnCase, a comprehendve software that handles every stage of
computer forendc invedigdions, from the preview and acquidtion of an
evidence drive to the generation of afind report.

Guidance Software offers three training courses on the EnCase Computer
Forensc Methodology a the introductory, intermediate and advanced levd.
The introductory course introduces students to the field of computer forensic.
The intermediate course addresses data recovery techniques. The advanced
course involves advanced data recovery techniques and an in-depth study of
file systems. The course fees for each of te 4day course are $2000, $2500
and $3000 respectively.

High Tech Crime Consortium
www.hightechcrimecops.org

The High Tech Crime Consortium (HTCC) provide practica information and
hands-on traning on evidence sazure, handling and dorege, legd
requirements and search warrant preparation, computer crimind behavior
andyss and guiddines for planning, personnd consderations, fidd sazure
team devel opment

The HTCC proposal for a Certificate in Computer Forensic conssts of 45
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15.

16.

17.

quarter hours curriculum for basc computer forendc, high technology
incident response, high  technology  wvulnerability  assessments,  risk
management and high technology infrastructure protection management. Two
other speciaty courses, Computing Forensc | and Computing Forensic Il are
taught using computer-based ingtructions.

High Tech Investigators Association
www.htcia.org

The High Technology Crime Invedtigaion Association (HTCIA) is an
organization designed to encourage, promote, ad and effect the voluntary
interchange of data, information, experience, ideass and knowledge about
methods, processes, and techniques rdating to investigations and security in
advanced technologies among its membership. It organizes regular computer
forendc traning conferences for law enforcement personnd under its
Regiond Training Program. These training conferences are redricted only to
law enforcement personnd.

High Tech Crime Network
www.htcn.org

The High Tech Crime Network (HTCN) issues certifications on a variety of
high &ch crime reated topics through courses provided by its list of approved
agencies, organizations or companies. HTCN does not directly provide such
training. Rather, it offers both basc and advanced certifications for Certified
Computer Crime Invedtigator, Certified Computer Forensc Technician,
Certified Computer Crime Prosecutor, Certified Computer Crime Attorney
and the Cetified Network Security Professonal. These certifications are
issued as a result of acquiring the required experience, course hours and
successfully completing a written test. They serve to provide a higher degree
of professondism and continued training and support within the high tech
crime industry. The cost for each of the certificationsis $250.

Indtitute of Police Technology and Management, University of North Florids
WWwW.iptm.org

The Indtitute of Police Technology and Management (IPTM), University of
North Floridais established to provide specidty training to law enforcement

agendesin community policing.

A 5-day Computer Crime Investigations Course is designed to train law
enforcement investigators in the latest techniques of modern computer crime
investigation. The course includes practice on preparing search warrant
documents for the seizure of a suspect’s computer, how to image and examine
the system for evidence relating to a crimind offense, and how to present this
evidence for prosecution. It dso includes the use of the Internet to conduct
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19.

20.

follow-up investigative work pursuant to an ongoing investigation. The cost
feeis $795.

International Association of Computer |nvestigative Specidists
WWW.COPS.0rg

The Internationd Association of Computer Investigative Specidists (IACIS)
IS a volunteer non-profit corporation composed of lawv enforcement
professonals dedicated to education in the fidd of forendc science The
international computer invedtigetive organization provides both a network for
traned invedigaors and an awmnua basc traning conference for law
enforcement professonds.

The Law Enforcement Computer Forensc Training is a 2-week course
coging $1395. It condsts of both classoom and hands-on traning. The
coure outlines generic computer crime invedigations, such as interpreting
and tracing emall, identification of eectronic evidence and the proper
collection method to preserve the integrity of such evidence. The course dso
includes sector level examination and andyss of hard disks and removable
media, data recovery, identification and handling of data destructive software
schemes, encryption theory and decryption techniques. After completion of
the 2-week course, a basc examiner is required to complete a set of forensic
invesigation problems via home sudy before recelving certification. The
sudents are given one year to complete the hands-on technica examinations
on the issued computer media without the use of any automated forensc
processing software.

International Association of Directors of Law Enforcement Standards and
Traning
www.iadlest.org

The International Association of Directors of Law Enforcement Standards and
Traning (IADLEST) is an internationd organizetion whose misson is to
research, develop and share information, ideas and innovations in establishing
effective and defengble dandards for employment and traning of law
enforcement officers. Its primary focus is crimind judice sandards and
traning. It does not directly conduct any forma computer forensic training,
but offers a lit of computer forensc courses conducted by the Law
Enforcement Training Center, the Police Training Inditute, and the Inditute
of Police Technology and Management.

Internet Crimes, Inc
WWW.internetcrimes.com

Internet Crimes, Inc is a subsdiary of PowerPhone, Inc. It offers on-ste,
hands on training for law enforcement agents, government officids, attorneys,
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21.

and computer security professonds in the aea of Internet  crime
invedtigations. Its gaff incdudes computer crime investigators and  atorneys
who have worked on computer crimes cases. Internet Crimes, Inc. is one of
the offidd traning provider for the High Technology Crime Network
(HTCN).

A 5-day Computer Crime Investigators Certification Program costs $649. The
topics covered include examples of computer crimes, introduction to
computer forendc, computer evidence collection and crime Specific
investigations.

A 3-day Computer Fraud and Financid Crime Investigation Program costs
$599. Topics covered include introduction on theft of identity, intellectua
property, fraud, piracy, scams, counterfeiting and the relevant invedigdtive
tools and techniques.

Key Computer Service, Inc
www.keycomputer.net

Key Computer Service, Inc. is a smal corporation that specidizes in
computer forendgc. It has a full range of technicd and invedigaive expertise
providing computer forensc examination, data recovery, password recovery
and other eectronic data services. In addition, it adso provides sdf-paced on
line training in computer forensic and data recovery.

The Computer Forensic Course is broken up into five modules and the fee for
the ortline indructions is $2250. The course covers processes and
methodologies to conduct forensc examinations and the recovery of evidence
and data from magnetic media with the use of specidly prepared practical
exercises. The practical exercises will require students to create and verify
forendgcdly derile examination media, to create forendc boot diskettes, to
make forensc copies of media, to find and recover deleted, formatted, hidden
and lost data, to access mail, cache and other nternet reated files, to unlock
passwords, data format converson, to provide opinions regarding
examinations and a complete hands-on examination of a specidly prepared
hard disk drive with red life forensc issues. Software provided as part of the
course includes the Wiper, FreeSecs and DiskDupe disk utilities, LisDrv and
ChkSum.

The Data Recovery Course is broken into three modules and the fee for the
on-line indructions is $1650. The course covers physca crash recovery
techniques, as wdl as data recovery from raw media that has no directory or
sub-directory  ligtings. The ontline indruction is adso accompanied with
related practical exercises.
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Knowledge Solutions Campus
www.forengc-science.com

Knowledge Solutions specidizes in ddivering ontline indructions on forensc
science. It has onboard, qualified and experienced ingtructors who have done
leading edge casawork in their fidds. One of the ingructors is Eoghan Casey,
an author and editor of severa books on computer forensic. Lesson plans and
assgnments are posted weekly as web pages with web-based discusson
forum to dlow interaction among felow dudents and the ingtructor, post
questions and exchange ideas. Students are expected to spend about 5 hours
per week for the on-lineinstructions.

Knowledge Solutions offers a range of courses on forensc sciences, and four
modular courses specificdly on computer forensc. The Introduction to
Internet Crime Course, and the Introduction to Digitd Evidence and
Computer Crime Course are both 3-week long, each cogting $75. The
Investigating Internet Crime Course and Advanced Digitd Evidence Course
are 10-week long and cost $225 each. These courses are based on material in
Eoghan Casey’'s book on Digitd Evidence and Computer Crime: Forensic
Science, Computers, and the Internet.

Krall
www.krollworldwide.com

Kral is a leading risk-consulting company offering professond sarvices in
andyss of inteligence, assessment of thrests and implementation of
measures to offset risks reating to a wide range of current and potentia
difficulties. They include internd controls, employee or vendor mafeasance,
threats to corporate security, intellectud propety theft, and financid
improprieties.

The Krall Information Security Group provides a variety of courses designed
for forendc and network invedigative certifications The Introduction to
Technology Crime/First Responder Course is a 5day introductory program to
the field of technology crime. At the concluson of the course, sudents will be
able to recognize the occurrence of technology crimes, as well as preserve and
collect necessary items of evidence. The cost for the course is $1595. The
Computer Forensic Course is a 5-day program a $1695. It covers the
fundamentals of forensc invedigations. The Internet Investigation Course
introduces students to the configuration and operations of the Internet and
techniques for conducting investigations on the Internet. The 5-day program
costs $1595. The LAN Invedigation Course introduces sudents to the
principles of computer networks, common network configurations and some
of the consderaions that investigators need to consder when they encounter
computer networks. The 5-day program costs $1695. The Electronic
Discovery and Forensc, Continuing Legd Education Course is an 8-hour
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cufom seminar to present atorneys with a familiarization to computer
forendic and eectronic recovery.

LC Technology Internationd, Inc
www.lc-tech.com

LC Technology International, Inc is a developer of PC-based utility software.
As the end-user market increases and users become more sophidticated, LC
Technology is experiencing large increases in sdes outdde of its core
business. Its core product line is designed to fill the security needs of data
protection, recovery and security of digitd data LC Technology offers a
series of 3-day course costing $1250 each.

Both the Basc and Advanced Computer Forensics Course are designed to
tran corporate and law enforcement invedtigators in the basc dements of
computer forendc invedigation. Through hands-on practice, sudents  will
learn how to properly seize and examine an IBM-based PC and related media
for evidence rdating to acrimind or civil offense,

The Homdand Defense Digitd Invedigations Program is dedgned to tran
corporate and law enforcement invedtigators in  computer and digitd
investigations relating to domestic terrorism suspects. Students will - conduct
examindions of digitd media captured from actud domedtic terrorism cases
and will work as a team to deveop credible inteligence. Emphasis will be
placed on the recovery and examination of terroris e-mails and the use of
encryption by terrorist cells.

The Invedigating Internet Crimes Agang People Program includes a
datutory overview of Internet and computer crimes, setting up an online
Invedtigation, a hands-on laboratory smulating an internet  investigation,
acquiring and presarving digitd evidence. During the exercise, students will
use the data recovery and forensc tools, and learn the techniques to conduct a
thorough computer forensic exam for a courtroom presentation.

Mares and Company, LLC
www.dmares.com

Maes and Company, LLC is a smdl company that provides computer
forendc examinations and periodicdly hods computer forensc and
MARESWARE training seminars to sate and loca law enforcement.

A 5-day Basic Computer Forensic Seminar costs $1000. The topics covered
include search warrant wording, creating forensc boot disks unddeting files,
preserving disk evidence, forensc processng, imaging and copying
procedures.
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A 2-week Advanced Computer Forensic Seminar cost $2000. It covers more
complex topics and include more hands-on and practica exercises such as in
depth command line usage and designing complicated script batch files, disk
editing, preserving disk evidence, forendc processing, hashing techniques,
disk cadoging, imaging and copying procedures, process vdidation and
automating the seizure process.

A 5-day Maresware Forensic Software Computer Training cogt $800. The
topics covered include how to use Maresware forendc software for
peforming forendc andyds of computers with a dgnificant amount  of
hands-on prectice usng the Maesware forensc software. Students will
practice with and become familiar with the capabilities of the software, thus
developing a better understanding of what the software is cgpable of and how
to use it more efficiently when doing forensic and data andysis.

Nationd White Collar Crime Center
www.cybercrime.org

The Naiond Whte Collar Crime Center (NW3C) is a non-profit organizetion
funded by the Department of Justice, Bureau of Justice Assistance. It provides
support to locd and date enforcement agencies involved in the prevention,
investigation, and prosecution of economic and high-tech crime. It conducts a
Basic as well as an Advanced Data Recovery and Andysis Course. These 5
day courses are sponsored by the Nationa Cybercrime Training Partnership
(NCTP). There is no fee for the courses and they are open only to law
enforcement personndl.

The Basc Daa Recovery and Andysis Course includes hands-on ingtructions
and discusson about evidence identification and extraction, hardware and
software needed to do a seizure, how to recover erased files, how to overcome
encryption and high-tech legd issues. The Advanced Data Recovery &
Andyss Course tekes the dudents into more varied and complex technica
areas uch as large hard drives, new partition types, long file name and date
samp issues, FAT, NTFS, advanced imaging, dternate media, trandent data,
internet issues and testimony consderations.

New Technologies, Inc
www.forensc-intl.com

New Technologies, Inc (NTI) provides consulting services to large law firms
and corporations concerning e-commerce evidence and generd computer
evidence issues. NTI aso provides software tools and advisory services to
military and intelligence agencies in computer security risk identification and
on the dimination of such risks. Its primary expertise lies in the development
of date-of-the-art computer forensc and risk assessment tool, computer
forendc training and computer evidence consulting.
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A 1-day Data Imaging Course deds specificdly with issues related to cresting
evidence grade bit stream copies of computer hard disk that may contan
eectronic evidence. The training course will include detalled ingructions and
hands-on experience in usng NTI's forensc tools developed for the bit stream
backup imaging process. These tools, provided with the course, include
SafeBack, Disk Scrub and M-Sweep.

A 1-day Forensc Training Course is intended as an overview of computer
evidence processing techniques and the use of NTI's automated computer
forensc software. The software provided with the course includes DiskSig,
CrcMD5 and NTIDoc documentation tool .

A 3-day Computer Forendc Course deds specificdly with DOS and
Windows 95/98/ME. It covers evidence preservation, evidence processng
methodologies and computer security risk assessments in detail. Recently, the
course content has been expanded to support US Government’s needs on
computer incident responses and computer forendc binary data searches for
foreign language computer deta This hands-on training course exploits the
inherent  security wesknesses of the operating systems to find computer
evidence and security leskage of sendtive data The students will receive a
suite of NTI forensic software. The course costs $2295.

A 2-day Network Forensc Course is intended to supplement the 3-day
Computer Forensic Course and deds specificdly with the Windows NT/2000.
The course incudes indructions and hands-on experience in using the NTI
forensc tools on the processng and andyss of NTFS related evidence. They
include PTable, DiskSearchNT, GetSackNT, GetFreeNT, NTICopy and
FleLigNT. Students will receive a copy of these speciaized forengc tools.

Ohio Peace Officer Training Academy
www.ag.state.oh.us/opota/opota.htm

The Ohio Peace Officer Training Academy (OPOTA) is administered by the
Attorney Generd through the Ohio Peace Officer Training Commisson. The
commisson edablishes uniform courses of traning for law enforcement
officers and private security throughout Ohio. It offers training subjects
ranging from crimind invedigation to the use of fireams. All the computer
forensc courses offered by OPOTA are redricted to active law enforcement
only.

A 4-day Basc Computer Data Recovery Course is dedgned for law
enforcement personndl responsble for forensc data recovery from seized
computers. The course emphasizes the safe preservation and recovery of
computer evidence. The course fee is $375.
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A 5-day Intermediate Computer Forensic Course is designed to prepare law
enforcement personne for more advanced investigations on systems such as
Windows NT/2K, Unix and Macintosh, data recovery from networks and
other advanced problems generdly faced by computer forensc specidist. The
course fee is $275.

A 4-day Internet Invedtigation Course is designed for law enforcement
personnel  respongble for invedtigating crimes involving the Internet. Topics
include case preparation, email and IP tracing, viruses and introduction to
intrusions. The course feeis $225.

University of New Haven
www.newhaven.ed

The Universty of New Haven offers on-line courses for undergraduate and
graduate credit toward degrees in crimind judtice in the areas of forendc
computer investigetion and information protection and security. Among its
faculty is Fred Cohen, who is best known as the inventor of computer viruses
and virus defense techniques.

The Cetificate in Forensc Science/Forensc Computer Investigation requires
12 academic credits from a list of related on-line courses such as Computer
Crime, Legd Issues and Investigative Procedures Computers, Technology
and Crimind Judice Information Management Systems, Advanced Crime
Scene Investigation. Each of the 3-credit on-line course costs $1335.

Veidian
www.veridian.com

Veidian is a dedgner and operator of secure, inteligent network
environments. Leveraging 25 years of experience gained from protecting
important components of the country's communicatiions infrastructures,
Veridian offers a full suite of leading-edge network and information security
sarvices and products. As a knowledge applications provider, it develops
integrated systems and applications, establishes secure network environments
to make intelligent decisons.

A 10-day Macintosh Forenscs Andysis Course provides a short overview of
the Apple hardware and software, the Macintosh 9.0.4 operating system and
highlights system functions and features that are important for a forensc
examination. Students will learn how to map a Macintosh hard drive and learn
places to discover hidden data Students will adso learn to use sdected
software tools during the hands-on exercises. The fee for the course is $5190.
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APPENDIX B: LIST OF READINGS ON COMPUTER FORENSICS

1. Avoiding Cyber Fraud in Smdl Businesses: What Auditors and
Owners Need to Know
by Jack Bologna, Paul Shaw and G. Jack Bologna
John Wiley & Sons, May 2000

This book provides critical guidance on what auditors and businesses can do
to prevent and detect the most rapidly growing kind of fraud—cyber fraud.
Here, auditors, busness owners and managers—the ones being hdd
accountable when this kind of crimind activity is detected—will learn how to
beware of the dangers of internd theft by computer, illegd access to
information systems, credit card frauds, Internet scams and insure that
adequate controls are in place for its prevention and detection.

2. Computer Crime: A Crimefighter's Handbook SRR
by David J. Icove, David Seger Karl Icove, Karl A. Seger and ' c['A'.’lr."

Vonstorch 2
O Relly & Asociates, Inc. 1

Terrorist attacks on computer centers, dectronic fraud on international funds
transfer networks, viruses and worms in software, corporate espionage on
busness networks, and crackers bresking into systems on the Internet.
Computer criminals are becoming ever more technicaly sophidicated, and it's
an increasing chalenge to keep up with their methods. The book is for readers
who need to know what today's computer crimes look like, how to prevent
them, how to detect, investigate and prosecute them if they do occur. It
contans badc computer security information as wedl as guiddines for
invedigators, lawv  enforcement, computer system  managers and
adminigrators.

The book contains a discusson on computer crimes, the computer crimind
and computer crime laws. It describes the various categories of computer
crimes and profiles the computer crimina using techniques developed for the
FBI and other law enforcement agencies. It outlines the risks to computer
sysems and personnd, operationd, physicad, and communications measures
that can be taken to prevent computer crimes. It then discusses how to plan
for, invedigae, and prosecute computer crimes, ranging from the supplies
needed for crimind invedtigation, to the detection and audit tools used in
investigation, to the presentation of evidence to a jury. It dso contans a
compendium of the computer-related US federd datutes and dl of the
dautes of the individud dates, as wel as representaive internationa laws.
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Lagtly, the book contains a resource summary, detailed papers on computer
crime and a sample search warrant for acomputer crime.

Cyber Crime Investigator's Field Guide &
by Bruce Middleton el Handbook
CRC Press, December 2001 :
B
s
F

— -

This book provides the details of investigating computer crime and the chain
of evidence from what to do upon ariva a the scere until the invedigation is
complete. It covers information such questions to ask the client, steps to
follow when ariving a the client's dte, procedures for collecting evidence,
detals on how to use vaious evidence collection and andyss tools, and how
to recover lost passwords or documents that are password protected. It aso
includes case dudies on computer forensc tools in action, commonly used
Unix/Linux commands, port number reference for various services and
gpplications, computer forensc software tools commands synopss, attack
ggnatures and Cisco PIX  firewdl commands. The author provides an
investigative framework, knowledge of how cyberspace redly works and the
tools to investigate cyber crime.

Computer Forensics
by Warren G. Kruse |l and Jay G. Heiser
Addison-Wedey Publishing Company, September 2001

The book offers a disciplined gpproach to implementing a comprehensve
incident-response plan, with a focus on how to detect intruders, discover what
damage they did and find out who they are. The bulk of the book details the
technicd <kills and emphass on providing a wdl-documented basis for a
cimind invedigation. The key to success is becoming a "white hat" hacker in
order to combeat the crimind "black hat" hackers. In this vein, the authors use
a number of technica examples and encourage readers to develop expertise in
Unix/Linux and Windows NT fundamentds They dso provide an overview
of a number of third-party tools, many of which can be used for both tracking
hackers and to probe the users own systems. Frequent examples are used to
demongtrate how to extract evidence from a violated computer system.



Computer Forensics Computer Crime Scene Investigetion COMPUTER
by John R. Vacca FORENSICS
Charles River Media, December 2001 -

=T
This book provides a comprehensive overview of computer forenscs from its
definition to crime scene invedtigation, sezure of data, determining the
fingerprints of the crime and tracking down the crimind. The book focuses on
solving the crime rather than information security. Case dudies and vignettes
of actual computer crimes ae used. The enclosed CD includes
demondtrations on the latest computer forensics and auditing software.

Computer Forensics and Privacy

(Artech House Computer Security Series)
by Michad Caoyannides

Artech House, September 2001

The book delivers a comprehensve trestment on the threats to data
confidentidity posed both by the emerging field of computer forensics and by
connecting a computer to the Internet. It provides vaduable criticd
information on identifying the specific areas where sengtive and potentidly
incriminating data is hiding in persond computers and explains how to go
about removing this datay on indadl operating sysems and agpplicaion
software that will hdp to minimize the posshility of security compromises,
on ensuring computers that are connected to the Internet are protected from
malicious mobile code and the new fashion of “adware/spyware’, and on
detecting whether advanced investigative tools, such as keystroke storing and
relaying hardware and software, are in use in a computer. Other key topics
include the pitfals of encryption and how to use it effectively, the practicd
agpects of online anonymity and the current lega issues that pertain to the use
of computers. Over 70 illudtrations emphasize mgor points throughout the
book.

Cuckoo's Egg: Tracking a Spy Through the Maze of Computer T
Espionage

by Clifford Stoll

Pocket Books, October 2000

A sentimentd favorite, this book has inspired a whole category of books
exploring the quest to capture computer criminas. Several years after its
intial  publication and after much imitation, the book remans a good read
with an engaging sory line and a criticad outlook, as the author becomes a
one-man security force trying to track down facdess criminds who have
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invaded the university computer lab he stewards. What first appears as a 75-
cent accounting error in a computer log is eventuadly reveded to be a ring of
industrid  espionage, primarily thanks to the author's perssence and
intellectud tenacity.

Cyber Crime: How to Protect Y oursdf from Computer
Criminds

by Laura E. Quarantiello @1
Tiare Publications, December 1996 :

The author offers a detalled look & what is happening in the world of
computer crime, complete with insghts into the minds of the perpetrators—
from the mischievous to the mdicious. Her gories include both the disturbing
and the heartening, and the advice she has collected—from cyber-cops and
cyber-criminds dike, is wdl worth heeding. Readers will learn about the
three-step scale of vulnerability, cyber-cops, how they wak the digita best
and view intimate portraits of hackers and the tools they use.

EvBEH | | E |

Cyber Forengcs: A Fidd Manud for Collecting, Examining, and Preserving
Evidence of Computer Crimes

by Albert J. Marcella Jr (editor) and Robert S. Greenfidd

Auerbach Publications, December 2001

The book provides a comprehensve, highly usable and clearly organized
resource to the issues, tools and control techniques needed to successfully
investigate illegd activities perpetuated through the use of information
technology. This book introduces the broad fied of cyber forenscs and
presents the various tools and techniques designed to maintain control in an
organization. It dwells on how to identify ingppropriate uses of corporate IT,
examine computing environments to identify and gether dectronic evidence
of wrongdoing, secure corporate sysems from further misuse, identify
individuals responsble for engaging in ingppropriate acts, and protect and
secure eectronic  evidence from intentional or accidentd modification or
dedtruction. Knowing how to identify, gather, document, and preserve
evidence of dectronic tampering and misuse makes reading this book and
usng the forendc audit procedures it discusses essentiad to protecting
corporate assets.

Defending Your Digita Assets Againg Hackers, Crackers,
Spies, and Thieves

by Randdl K. Nichols, Daniel J. Ryan, Julie J. C. H. Ryan and
Arthur W. J. Covidlo

McGraw-Hill Professond Publishing, December 1999

This is a guide to computer security. In place of specific how-to information,
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readers learn about the motives of on-line atackers and the drategies they use
to gan unauthorized access to sysems and data, plus overarching concepts
like public-key cryptography. It aso deds about defensve and forensic
drategies for preventing attacks and limiting their potency when they occur.
The topics covered include computer and network security, risk management,
security  policy, cryptography, access control, authentication, biometrics,
actions to be taken during an atack and case dudies of hacking and
information warfare.

Digita Evidence and Computer Crime: Forensic Science,
Computers, and the Internet

by Eoghan Casey

Academic Press, March 2000

Many readers commented that this is one of the best computer forensic book
decribing the edements of digitd crime. The book is clear and easy to
understand. The author agpplies the methodology of forendc science to
computer crime investigations. The book begins with an explanation of how
the computer functions, how they can be used in crime and how the evidence
crested from these activities can be used for later analysis. The accompanying
CD-ROM contains smulated cases to integrate the topics covered in the text.
Thisbook isused as atraining text at the Atlanta | SSA.

Disk Detective - Secrets You Must Know to Recover
Information from a Computer

by Norbert Zaenglein

Paadin Press, September 1998

This book is desgned to bring the secrets of information recover to the
average person. In it, the author shows private investigators, parents, teachers,
busness owners and law enforcement professonas what types of information
can be recovered from IBM-compatible persond computers and how. He
includes  dep-by-gep  indructions  for  recovering  informaion  from
reformatted disks or overwritten files retrieving ddeted files, discovering
passwords and retracing visited Internet files.

Fighting Computer Crime: A New Framework for Protecting ﬂnu_
Information mm';““"

by Donn B. Parker Mr——
John Wiley & Sons, August 1998 =

s v
-
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A revolutionary new approach to computer security. In this book, the author
firg shows why current gpproaches to preventing computer crime are not
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working, and then presents a new framework for understanding crimind
threats, describing proven countermeasures and discussng actud crime cases.
Boldly critiquing many prominent busness and government figures for ther
falings, this book pulls no punches in its drive to improve information
Security.

Forensic Computing: A Practitioner’s Guide
(Practitioner Series)

by Tony Sammes, Brian Jenkinson and A. J. Sammes
Springer Verlag, October 2000

In this book, the authors show how information held in computer systems can
be recovered and how it may be deliberately hidden or subverted for crimind
purposes. The content is illustrated by plenty of case studies and worked
examples and will help practitioners and readers gain a clear understanding of
how to recover information from computer systems in such a way as to ensure
that its integrity cannot be challenged and that it will be accepted as
admissble evidence in court; the principles involved in password protection
and data encryption; the evaduation procedures used in circumventing these
safeguards, the particular legd issues associated with computer-generated
evidence and how to ensure admisshility of such evidence. This is a text
amed a hdping practitioners get to a level of technicd underganding that
would alow them to be able to use forensc computing analyss to search for,
find and present any form of digital document as evidence in court.

Handbook of Computer Crime Investigation: Forensic Tools &
Technology

by Eoghan Casey (editor)
Academic Press, October 2001

Following on the success of his introductory text, Digitd Evidence and
Computer Crime, the author brings together the specidized knowledge of a
few top experts to create the first detalled guide for professonds who are
dready familiar with digitd evidence. This book hdps readers master the
forendc andyss of computer sysems with a three-part approach covering
tools, technology and case studies. The Tools section provides the details on
leading hardware and software programs—such as EnCase, Dragon and
ForenaX—with each chapter written by that product’s creator. The section
ends with an objective comparison of the strengths and limitations of each
tool. The man Technology section provides the technicad “how to”
information for collecting and andyzing digitd evidence in common
gtuations, darting with computers, moving on to networks and culminating
with embedded systems. The Case Examples section gives readers a sense of
the technica, legd and practicd chalenges that aise in red computer
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investigations.

High Technology Crime Investigator’s Handbook
by Gerdd L. Kovacich and William C. Boni
Butterworth-Heinemann, September 1999

HIGH TECHNDLOGY

LMY
WANDEO 0K

This book informs readers about the potentid of high tech crimes and the
resources that are available to combat them. The book covers the management
of a high tech investigaion unit. The authors provide an overview of the
entire high-technology crime investigation process. The book not only deds
with a myriad of important issues but dso offers vidble solutions and
prevention programs.

[ncident Response s

by Richard Forno, Kenneth R. Van Wyk and Rick Forno ;

0] Rellly & Asociaes, Jle 2001 :éh.'h.h.‘l;ﬂ
ESOSE

This book introduces the modes of atack and the methods of response. The
authors explan the organization and function of the professond,
governmental and ad hoc groups that exist to respond to attacks and
disseminate information about them. The topics covered include tools and
drategies hackers use to bresk into systems illegaly, and mechanisms and
procedures for deding with such atacks. Emphass fals on the busness
cons derations associated with incident preparedness and response.

Incident Response: A Strategic Guide to Handling System and e
Network Security Breaches [,"'h =
by Russdll Shumway and E. Eugene Schultz ik
New Riders Publishing, January 2002

=

This book teaches readers what they need to know to not only set up an
incident response effort, but aso how to improve exiging incident response
efforts. The book provides a comprehensve approach to incident response,
covering everything necessxty to ded with dl phases of incident response
effectivdly, spanning from pre-incident conditions and condderations to the
end of an incident. It also covers the technical considerations, what needs to
be ingpected in case they are corrupted, the types of logging data available in
maor operating sysems and how to interpret it to obtain information about
incidents, and how network attacks can be detected on the basis of
information contained in packets. The mgor focus of this book is on
managerid and procedura maters. It advances the notion that without
effective management, incident response cannot succeed.
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Incident Response: Invedtigating Computer Crime
by Chris Prosise and Kevin Mandia
McGraw-Hill Professond Publishing, June 2001

Written by FBI indders, this book reveals the computer forensics process and
offers authoritative solutions designed to counteract and conquer hacker
attacks. It teaches the readers how to determine when an attack has occurred
or is undeway and what to do about it. The authors favor a tools- and
procedures-centric gpproach to the subject, thereby ditinguishing this book
from others that catdog particular atacks and methods for dedling with each
one. Their gpproach is more generic and therefore better suited to deding
with nemy emerging attack techniques. Anti-attack procedures are presented
with the god of identifying, apprehending and prosecuting attackers. The
advice on caefully presarving voldile information, such as the lig of
processes active a the time of an atack, is easy to follow. The book is quick
to endorse tools and the functiondities of which are described so as to inspire
cregtive gpplications. Information on bad-guy behavior is top qudity as well,
giving readers knowledge of how to interpret logs and other observed
phenomena. The authors do not offer a foolproof guide to catching crackers in
the act, but they do offer agreat “best practices’ guide to active surveillance.

Investigeting Computer Crime

(CRC Seriesin Practical Aspects of Crimina and Forensic

Investigations) . , INVESTIGATING
by Franklin Clark, Ken Diliberto (contributor) and Vernon J. COMPUTER
Geberth (editor) S
CRC Press, July 1996 e

This book presents practicd methods for gathering eectronic evidence and
deding with crimes involving computers. It follows a step-by-step approach
to the invedigation, seizure and evduaion of computer evidence. The
materid in the book has been used at the Federd Law Enforcement Traning
Center (FLETC), the Canadian Police Coallege for teaching computer classes
in white-collar crime and sex crime invedigations and by US Army
Intelligence in cooperation with NATO in Europe. It has dso been used to
teech a 1-week course in computer crime investigation to agents from the
IRS, Secret Service, and state and local agencies.

Investigating Computer Crime: A Primer for Security Managers NVESTIGATING
by Ronald L. Mendel EAAE

Charles C Thomas Pub Ltd, September 1998
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This book provides a fundamenta invedigaive foundation for law
enforcement and security managers by moving through the basic phases of a
computer crime invedigation. Topics incude solvability factors, retal
computer  security;  intelligence  gathering;  the  invedtigative  process,
edablishing the corpus ddicti; preserving evidence, determining  the
evidence, weak points and responsible parties;, and deciding on a course of
action. ldeas for discussion follow each chepter, providing materid for in-
depth exploration of the topics presented. The gppendix contains a wedth of
knowledge on information warfare, extremists and other thrests from
cyberspace.

Investigating Computer-Related Crime: A Handbook For
Corporate Investigators

by Peter Stephenson

CRC Press, September 1999

Written by an experienced information security specidist, this book offers a
step-by-step agpproach to understanding and investigating security problems,
technicd and legd information, and computer forensc techniques. It
discusses the nature of cyber crime, its impact in the 21st century, its
investigation and difficulties encountered by both public law enforcement
officids and private invedigators. It gives advice on collecting and preserving
evidence, interrogating suspects, handling crime in progress and in involving
authorities.

[-Way Robbery: Crime on the Internet
by William C. Boni, Geradld L. Kovacich and John P. Kenney
Butterworth-Henemann, May 1999

This book offers a basc understanding of Internet crime and covers related
Internet business, government, politicdl and privecy issues. It describes
techniques used to commit crimes, what can be done about them, what
chdlenges the future may hold, discusses real world problems and solutions
for both technicd and nonttechnical professonds, and andyzes actud
Internet crime cases. This book is for security professonals who need to get
up to speed on the whole issue of crime on the Internet. This book explains
the higory of the Internet, the future of it and to which it can expose an
organization.
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Network Intrusion Detection: An Anaysts Handbook _
by Stephen Northcuitt
New Riders Publishing, August 1999

This book explans what readers need to know to prevent unauthorized
acceses of networked computers and minimize the damage intruders can do.
It emphaszes proven techniques for recognizing dtacks while they ae
underway. The author explans ways to spot suspicious behavior and ded
with it, both automatically and manualy. He explains SYN flooding and TCP
hijacking with darity and detal. Readers will get a good picture of the
famous Kevin Mitnick's atack and how Tsutomu Shimomurds server
reacted. He aso explains how a system administrator would detect and defect
a Mitnick attack. Another case study shows how a bad guy with root
privileges attacked a DNS server.

Secret Software: Making the Most of Computer Resources for .
Data Protection, Information Recovery, Forensic Examination, SECRET
Crime Invedtigation and More SOFTWARE
by Norbert Zaenglein
Paladin Press, July 2000

Norbert Zaenglein, author of the best-sdling book Disk Detective, takes the
software secrets that have been the exclusve doman of hackers and other
computer-savvy surfers mainstream. In straightforward, non-technica  terms,
the book covers an aray of computer resources. eectronic document
shredders, a new dectronic truth serum that rivas the polygraph, detection
and identification of dectronic intruders, professond foresics software and
image enhancement software to asss in law enforcement investigeations, file
viewers that provide ingant access to files that cannot be opened, and
computer security programs. However, one reader ever described this book as
bascdly an advertisement for software.

Tangled Weh: Tdes of Digitd Crime from the Shadows of

Cyberspace
by Richard Power

Que, August 2000

BHARD PORYER

Between interviews with hackers and security experts, the author suggests
that the world's networks are swarming with money-sucking leeches, most of
which are never even noticed, and certainly not caught. He delves into the
twigs and turns of the crimind invedtigations and the motivation of cyber-
crooks. The author dso gives credit to law enforcement agencies and security
conaultants who have made genuine progress in preventing crime and
aoprehending criminds.
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27.

Transnationa Crimina Organizations, Cybercrime, and Money

Frassipbusnal

Laundering: A Handbook for Law Enforcement Officers, izl
Auditors, and Financid |nvestigator s L

by James R. Richards
CRC Press, December 1998

Written by a law-enforcement professiona, this book examines the workings
of organized criminds and crimind groups that transcend nationd
boundaries. Discussons incdlude methods used by crimina groups to
internationaly launder money; law enforcement efforts to counteract such
schemes, and new methods and tactics to counteract transnationa money
laundering.
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APPENDIX C: LIST OF TOOLSFOR COMPUTER FORENSIC
INVESTIGATION

1 Computer Forensics Software
from The Coroner's Toolkit
www.cerias.purdue.eduw/homes/carrier/forensics

The Coroner's Toolkit (TCT) is a collection of tools oriented towards
gathering or andlyzing forengic data on a Unix system.

TCTUTILs is a collection of utilities in the TCT. It ligs directory inode
contents to view file, device, and directory names. This dlows deeted file
names to be viewed and with some platforms, an entire ddeted file can be
eadly recovered. It can obtain Modified, Accessed, and Cregated time data on
deeted files. It can dso display the contents of a given block in severd
formats and the deals of an inode, including dl the block numbers.
TCTUTILsistested on OpenBSD, Linux and Solaris.

Autopsy Forensic Browser is an HTML based front-end interface to TCT
and TCTUTILs. It dlows an investigator to browse forensc images generated
from a file, inode or block level abdraction. It aso provides a convenient
interface for searching for key words on an image. It browses a forensic
image from the file/directory levd usng a File Manager dyle interface
searches the image a the block leve for specified strings and displays the file
contents in raw, ASCII, or hexdump. Findly, it generates autopsy reports on
files, blocks or inodes with their MD5 hash vaues.

Lazarus is another program in TCT. Its god is to give undructured data
some form that can be viewed and manipulated by the examiner. It achieves
this god via a few ample heurigtics. It begins by reading in a block of data
from its input sream and roughly determining what sort of data—text or
binary—the block is. This is done by examining the firs ten percent of the
bytes in the block—if they are modly unprinteble characters, then it is
flagged as a binary block; otherwise, it is flagged as text data. If the block has
been flagged as text, Lazarus checks the data against a set of regular
expressions to atempt to determine what it is with finer detall. If the block is
binary, the Unix file command is run over the chunk of data to classfy the
file based on its content. If the data block is not specificaly recognized after
the initid text/binary recognition but ingead follows a recognized chunk of
text/binary data (respectively), Lazarus assumes thet it is a continuation of the
previous data and will concatenate it to the previous data block. These
discretefiles are then individudly written to disk.
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Computer Incident Response Suite
from New Technologies, Inc
www.secure-data.comv/suitel.html

CRCMd5 is a CRC program that mathematicdly crestes a unique sgnaure
for the contents of one, multiple or dl files on a given dorage device. Such
sgnatures can be used to identify whether or not the contents of one or more
computer files have changed. This forendcs tool relies upon 128-bit accuracy
and can easly be run from a floppy diskette to benchmark the files on a
specific dorage devicee CRCMd5 can be used as the firsd step in the
implementation of a configuration management policy. Such a policy and
related system bench marking can hdp computer specidids isolate problems
and ded with computer incidents after they occur. The program is dso used
to document that computer evidence has not been dtered or modified during
computer evidence processing.

DiskScrub is a scrub utility used to diminate data on the hard disk drive. The
data storage areas are repeatedly overwritten in such a way that the origind
data cannot be recovered using data recovery or computer forensics software.
This process involves writing data on the hard disk drive tracks from the first
sector to the last sector on the subject hard disk drive. DiskScrub conforms to
US DoD computer security standards, which require that the data overwrite
process involve one pass with a character, a second overwrite pass using the
compliment of the first character overwrite and a third pass with a random
character.

DiskSig is another CRC program that vdidaies mirror image backup
accuracy. This program is used to mathematicdly creste a unique Sgnature
for the content of a computer hard disk drive. Such signatures can then be
used to vdidate the accuracy of forendc bit sream image backups of
computer hard disk drives. This program was primarily created for use with
SafeBack software.

FileList is a disk catdog tool used to evauate computer use time lines. It
documents information about files stored on one or more computer hard disk
drives and other computer dorage devices. This multi-purpose tool is
designed for covert use, security reviews and forensic laboratory processing
of computer evidence. It leaves no trace that it has been used and the output is
compressed o that the output will usudly fit on just one floppy diskette. The
compressed output is automaticaly converted into adBASE 111 file format by
a companion program FleCNVT. The dBASE Il file format will import into
most commercial Spreadsheet and database agpplications. The converted
output can dso be viewed, sorted and andyzed through the use of timeline
andysis tool ShowFile. FileLigt is compatible with DOS, Windows, Windows
95/98 and a gpecid verson is avalable for Windows NT sysems. The
Windows NT verson is sold separately.
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Filter 1 is an intdligent fuzzy logic filter for use with ambient data This
enhanced forendc filter can quickly make sense in the andyss of Windows
swap file data, file dack data and data associated with erased files. It relies
upon pre-programmed atificid intdligence to identify fragments of word
processng communicetions, fragments of E-mal communications fragments
of Internet chat room communications, fragments of Internet news group
posts, encryption passwords, network passwords, network logons, database
entries, credit card numbers, socid security numbers and the firg and last
names of individuds that have been liged in communicaions involving the
subject computer. This unique computer forensic tool can dso be effectively
used in computer security reviews as it quickly reveds security leskage and
violations of corporate policy that might not be uncovered otherwise. The
software does not rely upon key words entered by the computer speciaist. It
IS a pattern recognition tool that recognizes patters of text, letter
combinations, number patterns, potential passwords, potentia network logons
and the names of individuas.

GetFree is an ambient data collection tool used to capture unalocated data It
is used to capture dl of the unalocated file space on DOS and Windows
95/98 systems. It can be used to vadidate the secure scrubbing of undlocated
sorage space with the M-Sweep ambient data deletion software. When used
as an invedigative toal, it diminates the need to regtore files on the hard disk
drives. GetFree has dso proven to be an ided tool for use in computer
security risk assessments because the software automaticaly captures the data
associaed with undlocated file space. This tool is ided for the vdidation of
the results when computer security scrubbers have been used. Thus, it ads in
the process of security certifications of computer storage media.

GetSlack is an ambient data collection tool used to capture file dack. It is an
ided computer forenscs tool for use in invedigaions because memory
dumps in file dack are the cause for security related concerns. Typicaly,
network logons and passwords are found in file dack. It is aso possble for
passwords used in file encryption to be stored as memory dumps in file dack.
From an investigative standpoint, file dack can contain leads and evidence in
the form of fragments of word processng communications, Internet E-mal
communications, Internet chat room communications, Internet news group
communications and Internet browsing activity. It dso acts as a good
vaidation tool for use with computer security programs designed to diminate
filedack

GetTime is used to document the system date and system time settings of the
subject computer. File dates and times associated with alocated files and
previoudy ddeted files can be important in cases involving computer
evidence. The rdiability of the file dates and times are directly tied to the
accuracy of the system settings for date and time on the subject computer. It
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is thus important to document the accuracy of the system clock.

Net Threat Analyzer is a forendc internet andyss software used to identify
corporate internet account abuses. The software relies upon computer
atificdd inteligence logic to quickly identify patterns of computer data tied
to Internet E-mal communications, Internet Browsing activity and the
download of files from Internet dtes. It is used to identify Internet activities
that have been transparently stored in ambient data storage areas of computer
hard disk drive, to evauate Windows swap files and investigetive leads in the
form of file dack and unalocated data Storage aress.

M-Sweep Pro is an ambient data security scrubbing utility for use on
notebook computers that contain senstive computer data It adso has
application both with desktop computers and in the safe exchange of data via
floppy diskettes and lomega Zip Disks. This software repeatedly overwrites
data storage aress. It is compatible with DOS, Windows 95/98/NT/2000. It
meets US government requirements for the secure deletion of computer data
and it deals with threats associated with shadow data concepts.

NTI-Doc is a documentation program for use in recording file daes, times
and attributes. This program is used to essentialy take an eectronic snapshot
of files and subdirectories that have previoudy been identified as having
evidentiary vaue. The program automaticaly crestes documenteation that can
be printed, viewed or pasted into investigative computer forensic reports.

PTable is a utility used to review and analyze the partition tables assigned D
a hard disk drive. This tool is essentia concerning network forensics or when
multiple operaing sysems ae dored on one had disk drive in multiple
partitions. It can aso used to identify hidden data potentidly sored in the
partition gap or unknown partitions.

Seized is a program used to lock and secure evidence computers. It limits
access to computers that have been seized as evidence. When the program is
operated, it locks the computer system and displays a message on the screen
advisng the computer user that the computer contains evidence and it should
not be operated without authorization. The program is to be indaled on a
DOS sysem diskette for placement in the floppy diskette drive on the
computer sysem and is to be cdled from an AUTOEXEC.BAT file. Once the
progran has been cdled it, locks the computer and displays the warning
message on the screen.

ShowFL is a program used to andyze the output of file lig. It is intended for
use with the FleLig software. It alows for easy sorting, andyss and viewing
of database output.

TextSearch Plus is a text search utility used to locate key srings of text and
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graphic files. It quickly searches hard disk drives, zip disks and floppy
diskettes for key words or specific patterns of text. It operates at either a
logicd or physicd levd a the option of the user. It is compatible with FAT
12, FAT 16 and FAT 32 DOS based systems on DOS and Windows95/98.

EnCase
from Guidance Software, Inc.
www.encase.comvhtml/forensc_software html

EnCase is the industry leading computer forensc software tool used by most
al computer forensc examiners. Award winning and court tested, EnCase
software dlows law enforcement and IT professonds to conduct a powerful,
yet completely nortinvesve computer forendc investigation. EnCase fegtures
agraphicd user inteface that enables examiners to eadly manage large
volumes of computer evidence and view dl relevant files including "deeted"
files, file dack and undlocated data The integrated functiondity of EnCase
dlows the examiner to peform dl functions of the computer forensc
invedigation process, from the initid "previewing' of a target drive, the
acquigition of the evidentiary images, the search and recovery of the data and
the find reporting of findings dl within the same gpplicaion. Further,
EnCase methodology dlows the examiner to perform these processes in a
non-invasve manner, meaning not one byte of data is changed on the origind
evidence. The find reports and extracts generated by the built-in report
feature documents the invedtigation results and integrity of the origind data
with a clear and concise chain of custody to ensure the authentication of the
examined dectronic evidence in a court of law.

Extractor
from WetStone Technologies, Inc
www.wetstonetech.com/extract.htm

Extractor is a Linux RedHat deleted file recovery tool. It can assst law
enforcement, government and commercid organizations in  retrieving
mdicdoudy or accidentdly ddeed files within the increesngly popular Linux
operating sysem environment. The technology was initidly invented to asSgt
the New York State Police Forensc Investigation Center (FIC) with the
extraction of deleted data from a Linux RedHa computer system teken as
evidence on a case. The tool can extract the deleted file contents, the origind
file atributes, the time and date of deetion, last modification, access and
cregtion date of the file, and the owner and group the file was a member of.

Forengc Recovery of Evidence Device
from Digitd Inteligence, Inc.
www.digitalintel.com/fred.ntm

The Forensc Recovery of Evidence Device (FRED) is a highly integrated
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platform for the acquistion and andyds of computer-based evidence. FRED
contains a gwuite of forendc software like DriveSpy, Image, PDWipe,
PDBlock, PART

DriveSpy is a forensc DOS shdl. It is designed to emulate and extend the
capabilities of DOS to meet forensc needs. Whenever appropriate DriveSpy
will use familiar DOS commands to navigate the sysem under investigation.
When beneficid, DriveSpy will extend the capabilities of the associated DOS
commands, or add new commands as necessary. DriveSpy provides a familiar
DOS-like prompt during sysem navigation. DriveSpy does not use drive
letters in the prompt, but rather a DrivelPat combination to eiminae
confuson in the event where the resdent operating system has not assgned a
drive letter to the drive being processed.

Image is a anddone utility to generate physica images of floppy disks. The
files generated by Image contain complete physicd images of the diskette
being processed. Image is cgpable of generaing either highly compressed or
fla images for forendc andyds It utilizes interndly implemented dgorithms
which ae identicd to those used in ZIP compatible archives Non-
compressed flat images may dso be generated to facilitate examination of the
image file itsdf. Image supports cydic imaging and regtoraion to automate
the processing of large numbers of diskettes The program aso provides the
aoility to atach descriptive information to each image file Technica and
decriptive information associated with eachfile may be displayed without
having to actudly restore the image. Image mantans an MD5 checksum of
each image file it creates This checksum compared during restoration to
ensure that no degradation or corruption of the image file has occurred. Image
will generate df-restoring image executables for didribution and usage
without the utility itsdf. Imege is very smple to use Command line
parameters are minima and very intuitive.

PDWipe (Physcd Drive Wipe) is a ganddone utility to wipe (zero) an entire
physca hard drives. It provides the option of usng a character other than
0x00 when wiping a drive. It dso offers the ability to wipe the drive usng a
random pattern. It will optionally record Logica Sector Addresses, and CHS
addresses for both Int13 and Int13x geometries at the beginning of sectors as
they ae wiped. The later is ussful when diagnosing architecturd
discrepancies when moving a drive between sysems or vdidaing imaging
utilities. It can dso verify tha the contents of a gpecified number of randomly
chosen sectors have been wiped. If a wipe-verificaion is requested, it will
dso automdicdly veify the fird and last sector on the drive. Command line
options are provided such that the program may run from within a batch file
to wipe large numbers of hard drives prior to redistribution.

PDBlock (Physca Drive Blocker) is a sanddone utility designed to prevent
unexpected writes to a physical disk drive. When PDBlock is executed on a
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computer itsjob isto prevent adl writesto the physicd drives.

PART is a Patition Manager, which lisgs summary information about dl the
partitions on a hard dsk, switch bootable partitions, and even hide and unhide
DOS partitions. The PART uitility adds 10x to the DOS partition type code to
hide and unhide partitions. The PART utility may be used to switch between
multiple bootable primary partitions.

Forendc Utilities
from Key Computer Service, Inc
www.cftco.com/utilitieshtm

Wiper is a forendc disk wiping utility that will compledy ease dl
information on a logica or physicd drive by overwriting each and every byte
with a character that is user sdectable. The program is written entirdy in
asembly language and therefore is smdl and fast. It uses the BIOS disk
savices, even for the logica drives, thus will wipe a drive regardless of the
operating sysem forma. The user may sdect a one-pass wipe, usng the
default character of 00 or a character entered by the user, or a "secure’, seven
pass wipe. The "secure€' wipe uses dternating ones and zeros for Six passes,
then finishes the process with a pass using the user-selected character or zero,
leaving a completely blank drive, except for the low leve formatting
information. The speed is aout 3 to 4 minutes per GB per pass for a hard
drive.

ListDrv is an assambly language utility that examines a logica drive, or
svead logicd drives on a physicd drive, for FAT12, FAT16, or FAT32
files As they are found, they are saved to a comma-ddimited and quotation
mark-delimited file prepared for importation into a database program or a
Soreadsheet program such as Excd, for any desred manipulation. LigDrv
will dso lig ddeted files if desred. The liging indudes the complete peth,
the long file name, if present, the dias or short file name, and the other date,
time, sze, and location information. If removable media is used to save the
liging file, LitDrv will span multiple disks.

ChkSum is an assambly language disk utility that cdculaes a 64-hit
checksum for aphysica or logica disk drive.

FreeSecs is an assambly language disk utility that seerches a specified logica
drive for the unallocated or free space, and saves the information contained in
unallocated space to one or more files. FreeSecs can additionaly search any
physcd drive (regadless of the operaing sysem) and save dl the
information contained on al sectorsto one or morefiles.

DiskDupe is an assambly language utility that makes exact forendc copies of
floppy diskettes.
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DataSnifferis an excdlent parsng and carving utility that can “carves’ daa
or files from files or unused space. DaaSniffer has a number of separate
functions such as a file extraction utility, a data pardng utility, a image
compiler utility, a recyde bin higory utility and a file Sgnaure generator
utility.

Forensic Utility Suite
from LC Technology Internationd, Inc
www.lc-tech.com/forensicsuite.asp

The Forensc Utility Suite dlows forendc recovery of data on al Microsoft
operating sysems. The suite is a compilation of the RecoverNT, Recover98
EXPRESS and FILERECOVERY for Windows. All of these utilities ae
unique in ther own way providing multiple recovery options on IBM
compatible Intel based computers with Windows 95/98/Me/NT/2000/XP. It is
a tota solution for dl Microsoft file sysems, dlowing for fast, safe, and
relidble file recovery with the ease of use of the Windows environment. The
Forensic Suite comes with remote clients to do recovery across a network as
well as a DOS dlient that dlows user to recover through DOS on un-bootable
mechines,

RecoverNT runs natively under the Windows 95/98/Me/NT/2000/XP
operating sysem and supports multi-boot, striped, spanned and mirrored
drives as well as dl versons of RAID. RecoverNT can scan and recover files
that have been destroyed. It is compatible with FAT12, 16, 32 and NTFS file
sysems and IDE/ATA, SCSl, RAID and removable media.

Recover98 Express is a fas Unddete for Windows 95/98 with FAT File
Sysems. It dlows the retrieva of files which have been deleted from a disk
and recycde bin. It uses a unique Virtud Fle Sysem that displays only
ddeted files and directories making finding files a smple task. The user can
scan adrive and the Explorer-like interface digplays the recoverablefiles.

FileRecovery for Windows is a cross platfform unddete for Windows
95/98/Me/NT/2000/XP. Itsupports FAT12, FAT16, FAT32 and NTFS
formats. The new Search and Filter options make recovering files fast and
easy with full preservation of the directory structure.

Foreng X
from Fred Cohen & Associates
www.al.net/

ForensX is a software embedded in a sysem, usng a wide variety of
exiding tools to ad in forendgc andyds of digitd evidence This
comprehensve digitd forensc andyss package images and andyzes Mec,
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DOS, Windows, Unix, and other disks and files;, PCMCIA cards, IDE, SCSl,
pardld, serid, IP traffic and other data sources. It searches for known gte
names and known digitd fingerprints. It automaticdly produces chain-of-
evidence information to assure the integrity of the imaged data, generate
reproducible andyticd results and documents the analys's process.

Omniquad Detective
from Tech Assg, Inc
www.tool sthatwork.comvttw-tool s.shtml

Byte Back is a professond daa recovery and computer investigative utility
with powerful low levd cloning, imaging, and disk andyss tools. It clones
and images most drive formats, repairs Partitions and Boot Records of
FAT12, FAT16, FAT32 and NTFS volumes, offers individua file recovery
for these environments, quickly overwrites every sector of a drive, contains a
powerful sector editor for working with raw data and performs an in-depth
read-only scan of a disk's surface. It supports drives up to 4 terabytes,
archives images and reports to most network storage devices and perform safe
recoveries on hard disk, Zip, Jaz and floppy. It has the ability to search for
any character dring on the entire drive, including dack areas, and gives on
the-fly direct control over the sysem's Read Retries, Process Deay and
Timeout. It isdso integrated with MD5.

Desktop Surveillance is a combingtion of a Nework Intdligence
Management and Productivity tool and a Desktop Content Security utility. It
can identify every action performed by the user and record those actions in
three different ways virtua video, keystroke capture and smat activity
logging. It monitor and records adl Windows desktop activity, such as
keystrokes, e-mal, chat, surfing, indant messaging and hacking  with
powerful access control and filter capabilities. The monitor can operates in a
Prevention mode to make the users aware that their actions may be monitored
or in the Stedth mode without the users knowledge. Desktop Survelllance
can be remotely controlled via local network or the Internet, and in both cases
it is possible to remotely observe activity on the loca desktop in red-time. Its
access control provides an ability to easly design, create and implement an
organizetionr-wide acceptable usage policy to launch Blocking, Limited
Access or Lockdown functions.

Detective is a software tool desgned to dlow for rapid invesigation of the
contents and activities of a Windows PC. It investigate the history of the PC
to determine what the system was used for, such as which web sStes were
vidgted, what images were downloaded. Detective can be ingdled on the file
saver and operated in batch mode. This will Smultaneoudy scan network
workgations and save results on the network server for easy retrieva by the
sysem adminigrator. It can adso autometicadly perform the scan according to
preset parameters, providing either a separate report for each workstation or
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only one summary log to be appended each day.

Ultimate Toolkit for the Forensics Specidist
from AccessData Corporation
www.accessdata.com/products.htm#MViodules

Password Recovery is a toolkit that handles al password recovery needs in
one package, with awide variety of individud password bresking modules.

NT and Novell Password Replacement Utilities alow continued access to
Windows NT and Novel file sarvers with replacement of administrator
password.

Distributed Network Attack (DNA) is a utility for recovering password-
protected files. DNA decrypts password protected Microsoft Word and Excel,
and Adobe Acrobat (PDF) documents, using an exhaustive key search. The
DNA Manager is inddled in a centrd location where machines running DNA
Client can access it over the network. DNA Manager coordinates the attack,
assigning smdl portions of the key search to machines digtributed throughout
the network. DNA Client will run in the background, only taking unused
processor time. Users will see no difference in processor speed since DNA
Client cannot override a higher priority program. The program uses the
combined processng capabilities of dl the atached clients to perform an
exhaudtive key search on Office 97/2000 encrypted documents to decrypt the
file

Forensc Toolkit (FTK) is a handy utlity for computer crimes
investigators. FTK offers users a complete suite of technologies needed when
performing forensc examinations of computer sysems. Its full text indexing
offers quick advanced searching cagpabilities. In addition, the FTK has
incorporated Stelent's Outsde In Viewer Technology to access over 255
different file formas The Known File Filter (KFF) feature can be used to
automaticaly pull out benign files that are known not to contain any potentia
evidence and flags known problem files for the invedtigator to immediately
examine.

SecureClean provides rdiable and comprehensve protection to
dectronicdly dhred information by purging deleted files on the PC. It dso
cleans cache, cookie and history filesfrom IE4 and IE5 in red time.

CleanDrive offers rdidble and comprehensve protection to eectronicaly
wipe the hard drive CleanDrive incdudes two utilities WipeDrv and
CleanDrv. WipeDrv erases data from a physicd hard drive, independent of
the forma, including the patition tables CleanDrv is a secure drive
reformatting utility that both reformats and erases drive data stored on
FAT12, FAT16, and FAT32 formatted drives. It erases filenames, folder
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names, file content, the file information tables and the logicd drive partitions
(drive letters). Both the CleanDrive utilities support any Sze hard drive and
can overwrite drivedata 1, 3, 7, 12, or 35 times.

Vison
from Foundstone
www.foundstone.com/products/

Vison is a forendc utility that maps dl of a hodt's executables to
corresponding  ports, dlowing the examiner to identify and investigate
suspicious sarvices. It dlow the interrogation of suspected services to identify
backdoors and Trojan applications. If a maicious service is identified, it can
immediately kill the process
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APPENDIX D: SUMMARY OF REQUIREMENTSOF A
COMPUTER FORENSIC INVESTIGATOR

An invedigator requires a capability to Smultaneously preview a large
number of systems on Ste to determine which ones contain relevant evidence.
In mogst cases, an initid search a the physicd levd of the media may be
aufficient to determine if a specific computer sysem or piece of media
contains relevant information and should be imaged and preserved for further
more detailed andyss. However, a search a the logicd layer would be dso
required to look for reevant files that may be compressed, encrypted,
encoded, or with reserved keywords that may be physcdly fragmented on
disk.

An investigator requires the capability to conduct a search a the physca
levd of the target media, ignoring operding sysem and file sysem logicd
sructures, regardless of the logicd content. This physica search of the media
esentially searches dl logicd files, file dack, free or undlocated space, and
al space on the media outside any logica data aress.

The search tool must be able to rdiably report the physica location on the
media where responsve data were found. Even though a physicad search is
conducted, the search tool may be able to determine whether the keyword
resdes in a logicd file on the media, in file dack, in free goace, or in areas of
the media outsde the logicd data area The investigator must be able to
discern the context within which a word or phrase resdes on the media to
determine if the context is rdevant to the invedtigation. So the search tool
must be capable of displaying some amount of data that resdes on disk
immediately prior to the keyword and some amount of data that resdes on
disk immediately after the keyword.

An invedigator requires the capability to conduct a thorough, read only
search a the logicd level of the target media A search of the logica file
goace is likely to require less time than a search of the physica media, but
likdy will not seerch every sector of the media If an investigaior begins with
a logicd search to preview media, and that search produces no relevant
results, the investigator may have to follow up with a search of the physicd
media to ensure a thorough search.

57



An invedigator requires an dbility to generae a liding of dl logicd files in a
file sygem. This liging mus indude not only dl the regular files in a file
sysem, but adso dl files with specid atributes, such as hidden files, read-
only files, sysem files, executable files, directories, links to files, device files,
etc. And the tool that crestes this lig must be adle to write the list of files to
appropriste media, whether that is a network accessible volume, a loca hard
drive not under invedigaion, or some appropriate removable media
connected to the andyss machine. In addition, an investigator requires an
aoility to generate a liding of dl the date and time stamps an operdting
sysem may dore in redion to eech file in the file sysem. Further, an
investigator requires the ability to identify and generae a liging of al deleted
files in the file sysem. Vaious operating sysems handle ddeting files in
vaious ways, 0 the specific cgpability of a tool will be dependant on the file
system the tool is examining, but to some degree, dl file sysems have a way
of a least identifying that afile once existed in a certain space.

An invedigator requires an ability to search the contents of the regular files in
a file sysem without changing ether the data in the file or any date and time
data recorded by the operating system about the file. Some search tools that
operate a the logicd leve of the media do not quite meet this requirement. If
a search tool alows the operating system to update date and time stamps of
last accessed when the tool runs then the investigator must teke steps to
preserve those date and time stamps prior to using the search tool.

An invedtigator requires an ability to identify and process specid files
Specid files are in a format where their contents not in a readily readable,
searchable format. These include encrypted, compressed or password
protected files, steganographic carier files, graphics files, video files and
audio files PDF format files executable files or binay data files, files
housng emal archives andlor active emal content; swap files or virtud
memory files, and other such file formats that obscure their plain text content.

An invedigator requires the cgpability to recover pertinent deleted files or
portions thereof that have not been overwritten. This would logicdly include
a cgpability to identify and search dl file dack, identify and search dl free
and undlocated space, identify rdevant file headers in free space, identify
deleted directories in free space, including directory entries for deleted files,
and recover deleted directory entries as wdl as dl pertinent deleted files that
are not overwritten.
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10.

11.

12.

An investigator requires the cgpability to make forengcaly sound images of a
wide variety of media Once the preview process has identified that certain
sysems or media contain information relevant to the issues a hand, an
investigator must have tools cagpable of making forengcaly sound images of
those systems or media The image must include a true, vaidated copy of
every hit of every byte contained on the media, without regard to media
contents.

An investigator requires the cgpability to restore forendc images to suitable
media. This requirement stems from a need to be able to run applications
indaled on drive that have been preserved as evidence. Most applications
rely on ingalation processes that do more than just copy the application files
to the media So running the gpplication in its inddled environment may be
necessary. This cannot currently be done from within the image files, so the
Image must be restored.

An invedigator requires the cgpability to peform a sector-by-sector
comparison of two pieces of media to determine where they differ. To verify
that one piece of media is an identical copy of another, investigators typicaly
use media hashes of some type. But where two pieces of media are thought to
be identical copies of each other but hash differently, it must be possble to
compare sector-by-sector. The tool should dso verify if any of the differences
between the origind and the copy are merely sectors filled with Ox00 and are
accounted for by geometry differences only.

An invedigator requires the capability to thoroughly document their
invedtigetive activities and succinctly document the data recovered from a
piece of media that are rdevant to the dlegations under invedigation. If the
software is sdf-documenting and certain reports are automaticaly generated
for the user, based on the results of exercisng the capabilities of the software,
this could help make reporting results much smpler.
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APPENDIX E: HANDOUTS FOR COURSE LECTURES

Thefollowing pages, 1 — 110, are the handouts for the course lectures.
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< Computer Forensics

Course Objectives

To provide studentswith an understanding of
the fundamental's of computer forensics.

To examine how information is stored in
computer systemsand how it may be
deliberately hidden and subverted.

To establish asound theoretical foundation of
the methods used in extracting information
for forensic examination. )

What is Covered

Fundamentals of computer forensics

An overview of existing computer security
mechanismsthat could aid in the recovery of
digital evidencefor forensic anaysis

Techniques for computer evidence recovery

Laboratory exercises on the use of common
computer forensic tools

Reference Materials

Handbook of Computer Crime Investigation:
Forensic Tools & Technology
« Eoghan Casey (editor)
Computer Forensics Column,
Doctor Dobb's Journal
« Dan Farmer andWietse Venema
Digital Evidence and Computer Crime:
Forensic Science, Computers, and the Internet
« Eoghan Cassy
The Process of Network Security:

Design and Managing a Safe Network
« ThomasWadlow

o b wdpE

Sections

Cyber Crime & Incident Response
Introduction to Computer Forensics
Application of Forensic Scienceto Computers
A Structurefor Forensic Investigations
Computer Forensic Procedures
ForensicsusingMAC Times

Sections

Forensicson Windows
Forensicson Unix
Forensics on the Networks

. Forensics on an Unknown Program
. Forensicson Intrusion Activities
. Forensicson Wireless Network
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Section 1

< Cyber Crime &
Incident Response

Cyber Crime

 Crimeinvolving computers and networks
* Types
— Computer asa Target
— Computer as a Criminal Instrument
— Computer Incidental to other Crimes
— Crimes Associated with Prevalence of Computer

8

Cyber Crime

e Computer asa Target
— Computer and Network Intrusion
— DataTheft
— Technical Vandalism

» Computer asaCrimina Instrument
— Credit Card Fraud
— Telecommunications Fraud

Cyber Crime

« Computer Incidenta to other Crimes
— Drug Trafficking
— Money Lending
— Child Pornography

 Crimes Associated with Preva ence of Computer
— Copyright Violation
— Software Piracy
— Component Theft

Computer Crime

* Oneof thetypesof Cyber Crime
* Instances of Computer Crime are defined in the

US Computer

Fraud and
Abuse Act

Types of Computer Crimes

Theft of computer servicesand information
Unauthorized accessto protected systems

» Softwarepiracy

Alterations of electronicinformation
Crimesinvolving use of computers
Transmission of malicious code




Computer Crime Prosecution

* Locatethe attack areas.
* Gather adequate proof.
* Collect evidence without breaking the law.

» Select alawyer and court familiar with the
technicalities of computer crimes.

Computer Crime Prosecution

¢ Convincethe court to issue an order for the
appropriate law enforcement agency to act.

« Collect more evidence, ensuring that the
integrity of the digital evidenceisnot
compromised.

« Arrest and prosecute the suspect with the
corroborating evidence.

14

Incident Response

¢ Prerequisite

— Familiar with operations of the organization

— Thorough understanding of the design, defenses and
monitoring systemsin the network

— Aware of the system resources and tools

— Understand the response plan for reported/detected
incidents

— Familiar with the procedures and specific tasks, and the
importance of urgency

Incident Response

¢ Morethan often, the computer security

team, the incident response team, and the
computer forensic team, are the same key
playerswearing multiple hats.

» Some of these roles may complement

each other, while others may interfere
with one another.

Incident Response

» Thetasksat hand usually competefor time
and attention from these key players

a. Theincident response team needs to conduct a
preliminary assessment of the compromise
and tighten the security settingsto minimize
the damage or opportunities for repeated
intrusions.

Incident Response

b. The computer forensic team needsto collect
and preserve evidence to reconstruct the
events, determine the extent of the damage,
and prosecute the intruder.

¢. The computer security team needsto review
the computer security plan and policy to
prevent recurrences of such incidents.




Incident Response

* Itisimportant to be ableto put asidetheless
important and distracting tasks that may
interfere with the incident response, forensic
examination or security implementation—
whichever isthe priority.

* Thispriority may change depending on the
type of intrusion and incident. All key
players must understand what isthe priority.

19

System Discrepancies

» There are many minor discrepancies every
day that are not caused by intruders.

* Too many fase darmswill dull the ability

of theincident response and forensic team
to response properly in areal crisis.

20

System Discrepancies

« Discrepancies may not be noticed first by the
incident responseteam but by userswho are
untrained in spotting computer security
problems.

* Theincident response team will generally
exhaust many other possibilities before seriously
entertaining the idea of an intruder break in.

React Quickly & Decisively

* You arenot playing chesswherethere are clear
rules and you can seethe position of all pieces
on the board.

« |If you adopt a conservative plan, move and
then wait for countermove, you will be playing
the game the way the attacker wantsit played.

22

Priorities During an Attack

1. Confirm the attack

— Examine other information sources for
confirmation to determine if the incident
report isafasedarm

Priorities During an Attack

2. Attack Response

— Scramblethe response team

— Determine the location of the attacker (internal
or external) and means of entry, so that he can
be cut off

— Decide on a state of lockdown—monitor or halt
network

— Verify integrity of logs and logging machines

— Estimate extent of contamination and locate
contaminated systems 2




Priorities During an Attack

3. Lockdown

— Veify integrity of essentia infrastructure systems

— Deny attacker additional accessto network or
attempts to switch to another machine on the
network

— Closethe apparent means of entry

— If compromise of normal shutdown procedureis

suspected, pull the power cord to halt machine
abruptly.

Priorities During an Attack

4, Stabilization

— Ensure attacker has no further influence on
the network

— Monitor system activities to determine
secondary contamination or successfully
installed malicious code

26

Priorities During an Attack

5. Cleanup

— Focus on returning network and systems to
full operational status

— Contaminated systems shall be taken offline
and completely rebuilt, and watch for self- or
re-infection

— Verify that attack has not been designed to
erase backup tapes when mounted

Priorities During an Attack

6. Restart and Monitor

— Watch all subsequent activitiesfrom the
attack source network or entries of attack

28

Investigation Checklist

» Dateandtime of attack or detection

» What files were compromised

— New and hidden files

— Unusua file or directory names and size

— Normal-looking files out of their unusua places
* bin: binary programs
* lib: loaded librariesand static datafiles
e dev: devicedrivers
 etc: administrative programs and configuration files

* man: manual pages 2

Investigation Checklist

Which machines were compromised
— Unusual running processes

* How initia penetration occurred
» What holeshave been added
« Anomaliesinlogs

* Anomaliesin network
— Unauthorized network listeners

30




Managing the Incident Response

* Bresk up the investigation
— Assign members to examine different areas
concurrently
* Schedule regular team briefing
— Avoid constant interruption for status updates
— Avoid uncoordinated duplication and poor correlation

* Schedule management brief

— Provide facts and not too much unproven speculations
or undue alarms a

Managing the Risk

* Before resuming normal business operation,
be reasonably confident that it will not
cause amgjor problem or re-attacks

« Difficult to be absolutely certain
« Need to find acceptable leve of risk and get
back online

32
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Ep

Section 2

Introduction to
Computer Forensics

Computer Forensics

Application of Taicd  Knowledge

scientific principles

and techniques to —

facilitate Science

investigation and Computer

prosecution of

computer crime. e rinids
Anayss Understanding Criminal
Approech Behavior and Motivation

38

Requirements for Digital Detectives

Technical awareness

Knowing thetechnical implications of your actions
Understand how data can be modified

Clever, open-minded & devious

Highly ethical

Continuing education, knowledge of history

Always use highly redundant data sourceswhen
drawing conclusions 5

Digital Evidence

« Physical Evidencein Electromagnetic form
e Pros
— An exact copy can be duplicated to avoid risk
of damaging original evidence
— Having theright tools can help to determine if
the evidence has been modified or tampered
with

40

Digital Evidence

 Pros(cont)

— Evidence may not be easily destroyed and can
be recovered even when deleted

» Cons
— Seizing, preserving and analyzing digital
evidenceisthe greatest forensic challenge

— Privacy concerns complicate gathering of
evidence

Use of Digital Evidence

« Digita evidence must be preserved inits
origina state

« Evidence must be proven to be authentic
and unaltered

* A printout or duplicate of digital evidenceis
admissiblein court unless the authenticity
of the original evidenceisin question

42




US Federal Rules of Evidence

* Records of regularly conducted activity are
not hearsay, and thus admissible

» Examples
— Security logs
— Audit logs
— Backup

Collecting Digital Evidence

* What to collect?
¢ Hardware
« All Information Media
* Selected Information Media

» Relevant when hardware or information are
« Fruit of the Crime
« |nstruments of the Crime
« Evidence of the Crime

44

Collecting Hardware

» Advantages
— When hardware contains a large amount of
evidence
— Requires little technical expertise
— Simple and less open to criticism

— The hardware can be examined later ina
controlled environment

Collecting Hardware

 Disadvantages
— Risk of damaging equipment, preventing it
from operating properly again

— Risk liability for unnecessary disruption of
service

— Develop abad reputation for a heavy-handed
approach to investigation

46

Collecting All Information Media

» Advantages
— Information and evidence can be examined later
in a controlled environment

— Working with a duplicated copy avoids damage
of original evidence

— Avoidstherisk and liabilities of collecting
hardware

Collecting All Information Media

* Disadvantages
— Requires equipment and technical expertise

— Risk not being able to restart computer or
access entire contents

— Risk missing evidence
— Time consuming
— Methods are open to criticism

a8




Collecting Selected Information Media

Advantages

— Allow for arange of expertise

— Ableto obtain help from System Administration
— Practical, quick and inexpensive

— Avoid risk and liahilities of collecting hardware and
information media not specified in warrant

Disadvantages
— May miss or destroy evidence

Whether to Turn the Computer
Off or Leave It Running?
* Most law enforcement agencies recommend
turning the computer off immediately

« Philosophy based on the assumption that
evidencetrail may later be erased by the
intruder

50

Whether to Turn the Computer
Off or Leave It Running?

 Advantages of turning the computer off
immediately

— To prevent evidence from being destroyed or
corrupted

— To contain the attack

Whether to Turn the Computer
off or Leave It Running?

« Disadvantages of turning the computer off

immediately

— Terminate monitoring of the intruder and
collection of further evidence

— Disruption of service

— Tip off intruder that his attack has been detected

— Admit to hacker that he has successfully
compromised the system

52

Securing Physical Evidence
* Prevent unauthorized access to powered
downsystems

— Mark contaminated systems with label “Do not
touch. Do not power up.”

— Tape up power switches or remove power cords
from the systems.

— Keep contaminated systems in a secure place.

Reporting to Law Enforcement

« Many organizations distrust law
enforcement when it comes to computer
crime

» Many organizations have experienced or
heard of sei zure and damage of hardware
and theinformation mediaasaresult of
severe heavy-handed approach in their
investigation

54




Reporting to Law Enforcement
* These organizationswill choose not to

involve law enforcement until they decideit
is absolutely necessary

—whichisoftentoo late
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Section 3

Application of Forensic
Science to Computers

Application of Forensic
Science to Computers

1. Recognition 5. Classification

2. Preservation 6. Comparison

3. Coallection 7. Individualization
4, Documentation 8. Reconstruction

62

What is Computer Forensics?

Computer Forensics involves the
identification, extraction,
preservation and documentation of
computer evidence stored in the
form of magnetically encoded
information.

Computer Forensics- Why?

» Many times computer evidenceis created
transparently by the computer’ s operating
system and without the knowledge of the
computer operator.

* Such information may actually be hidden from
view and thus forensic software tools and
techniques are required to preserve, identify,
extract and document this computer evidence.

64

Collecting Contents from a Computer

» Thecomputer should be shut down

» The computer should be booted using
another operating system that bypassthe
existing one and does not change dataon
the hard drive

Collecting Contents from a Computer

« All related evidence should be taken out of
RAM

* A copy of thedigital evidencefrom the hard
drive should bemade

66
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Bitstream Copy

» When collecting the contents of acomputer
memory, abitstream copy is usually desired

* A bitstream copy duplicates everythingina
cluster, including anything that isin the
dack space

File Copy

* Unlike a bitstream copy, aregular file copy
only duplicatesthefile and leavesthe dack
spacebehind

» Thedlack space or allocated space may
contain important evidence

68

Evidence Collection and Preservation

» Empirical Law of Digital Evidence
Callection and Preservation:

— If you only make one copy of digital evidence,
that evidence will be damaged or completely
lost

» Alwaysmake multiple copies of thedigital
evidence

Evidence Collection and Preservation

» Hackers have been known to interfere with
the backup processto prevent it from
working correctly

— Make certain that the copying of evidenceis
successful and can be accessed on another
computer

70

Evidence Collection and Preservation

* Itisimperativethat the digital evidenceis
saved onto acompletely clean disk or write-
once medialike a CD-ROM

— Copying digital evidence on used mediamay
alow the old datain the slack space to pollute
or contaminate the digital evidence

Evidence Collection and Preservation

« Analternativeto seizing al of the hardware
or digital evidenceisto just take what is
needed

— This has the advantage of being easier, faster,
less expensive and less risky than shutting
down a computer, rebooting it and making full
bitstream copies

72
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Evidence on DOS/MAC/FAT32
* Do not power off computer, RAM evidence will
belost

» Toget content out of RAM, al opened programs
must be closed

» When prompted to save, do not write over
existing content

Shut down thecomputer ...

Evidence on DOS/IMAC/FAT32

» Useaboot disk to bypass OSin the hard drive
when booting up the computer

 Copy content of hard disk to clean tape, disk or
CD-ROM (some /O devices will not operate
without loading specialized drivers, so have
different backup devicesavailable)

* Perform abitstream copy

74

Evidenceon NTFS

 Security partitions complicate the collection of
digital evidence

» Useaboot disk to bypassthe Win NT OSto
access content of hard disk

« Evidence can also be collected directly by
another computer connected on cable and
running the disk copy utilities

Evidence on Unix

« Unix allows programsto run on background,
henceit isnecessary to explicitly list all
processsusing ps—aux

« Extract key evidence from RAM on unfamiliar
Or SUSPICiouUs processes using geore

* Booting aUnix machine off aboot disk isa
complicated process, be careful to avoid
destroying digital evidence

» Make abitstream copy usingdd 7

Documenting Digital Evidence

» Tosupport that digital evidenceisauthentic,
unatered and initsoriginal state

« Sincedigital copiesof evidenceareidentical,
labeling helpsto tell them apart from the
origina

« Labdingisparticularly crucial when there are
severa computers with identical components

77

Documenting Digital Evidence

Labeling can support achain of custody for
thedigital evidence, thus establishing
complete control of theevidenceat all times

A completelist of al files, propertiesand
message digests should be filed and
properly documented

78
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Message Digest

» A message digest produces a stetistically
unique hash for agiven input and isalways
the samefor the sameinput

» Examples:
— MD 5 agorithm
— Tripwire application

Message Digest

* Message digests provide statistically
uniqueness of afile, hencethey are
sometimesreferred asdigital fingerprint

» A messagedigest of the digital evidence

will produce adifferent hash if thedigital
evidence has been tampered with

80

Message Digest

» Digital signature adds authenticity to
the message digest

Message Digest = Integrity
Digitd Signature = Authenticity

Individualization of Evidence

» Comparing digital evidence with a control

specimen can highlight unique aspects of the
evidence

» Theseindividualizing characteristics of the digital
evidence can be used to
— link cases
— generate suspects

— associate acrime with a specific computer

82

Individualization of Evidence

Richard Smith tracked down the creator of
the Melissa virus based on the Ethernet

address of the computer embedded in the
Word97 document

Classifications of Digital Evidence

¢ By Contents

— Using the contents of an email meassage to
classify it and to determine which computer it
camefrom

— Swap files and slack space contain arandom
assortment fragments of digital datathat can
often be individualized

84
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Classifications of Digital Evidence

» By Function
— Examining how a program functions
— Classifying by types of malicious operations
* Trojan

* Virus
* Worms

— ldentifying the computer that remotely controls
or creates the program

85

Classifications of Digital Evidence
¢ By Characteristics

—Classifying the digita evidenceby
« File names
* Message digests
» Date stamps
- etc

86

Forensic Computing

Gathering and analyzing datain a
manner as free from distortion or
bias as possible to reconstruct data or
what has happened in the past on a
system.

Digital Evidence & Reconstruction

* 2 aspects of reconstruction

— Reconstructing digital evidence that has been
damaged

— Using digital evidence to reconstruct events
surrounding the crime

88

Reconstructing Damaged Evidence

» Slack Space
— A deleted file can often be easily recovered

— A deleted filethat is partially overwritten still
leaves partial information in the slack space

— More difficult for Unix since high level of
activities quickly overwrite deleted
information.

Reconstructing Damaged Evidence

» Shadow Data

— Result of minor imprecision that naturally
occurs when data is being written on a disk

— Only some part of the data is over written
leaving other portions untouched

— Scanning probe microscopes and magnetic
force microscope can recover these fragments
to reconstruct the original evidence

90

15



Reconstructing Damaged Evidence

* Binary Files

— Evidence can aso be retrieved from Swap files
that are used to store temporary information

* PAGEFILE.SYSinWinNT

 Dedicated swap partitionsin Unix

Reconstructing A Crime

» Using digital evidenceto determine actions
surrounding acriminal act

« Establish what has happened, who caused
the events, when, where, how and why

92

Reconstructing A Crime

3 aspects:

» Relationa
* ldentifying the object, its source, and relations
to other objects
 Functional
* How the object was used
e Tempord
» Thechronological sequence of the actions and
events

Reconstructing A Crime

* Avoid Fitfalls

— Do not be too dependent on digital evidence.
Look for supporting physical evidence when
possible

— Do not be influenced by the media, which tend
to sensationalize and misreport facts, thereby
changing the way we perceive facts.

94

Digital Evidence Guidelines

» Do not violate any laws or giveriseto liability
when collecting digital evidence

« If theselaws are violated, the evidence could
beinadmissible

* Obtain asearch warrant if necessary

* If the seizureinterrupts a business
unnecessarily, theinvestigators could be held
personally responsible

95
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Section 4

A Structure for
N Forensic ~
Investigations

Forensic Investigation Requirements

* Evidence preservation
 Lead formulation
* Focused searches
e Tempord anaysis
« Evidence recovery

98

Collection and Preservation

« After computer equipment has been seized,
the evidence it contains must be collected in
away that preservesitsintegrity.

» Employ animaging utility to capturea
forensically sound binary image of the
evidence.

Collection and Preservation

* Whileprocessing an evidencedisk, runa
message digest program and record its
output.

* Periodicaly, validate the entire logical file
system or specific filesto ensure they have
not changed.

Collection and Preservation

* Disk-level (asopposed to logical-level)
hashing is not viable because even hard
drives of the same manufacture, model and
lot number may differ in sizeand location
of bad sectors and maintenance sectors.

Testing Initial Tools

 Trustin Forensictoolsshould not be
explicitly based on theword of the vendor.

 Long-held beliefsthat a certain tool will
perform itsfunction in aforensic manner
must be tested.

17



Testing Initial Tools

* Imaging utilities must be tested thoroughly
or haveits source code vetted to ensure the
pristine nature of evidence.

» Totest atool, take hashesbefore and after
imaging to determineif there are any
discrepancies.

Testing Initial Tools

» Another effective way to stresstest toolsis
to manipulate the access modes of the
controlling BIOS.

« Submit thetoolsto an array of size, busand
content testing, and from at least two
operating systems.

Testing Initial Tools

 James Holley conducted athorough test of forensic
imaging utilities.
— Numerous imaging utilities worked fine against the IDE
chain.

— This discovery awakened many users and sparked
investigations of other tools.

— see Computer Forensic Tool Testing
(www.cftt.nist.gov)

Formulating Leads

» When dealing with child pornography, this
stage might involve analyzing al URLs and

extracting al imageson the suspect’s hard
drive.

« When invedtigating an Intellectua Property
theft, it may be sufficient to anayze
communications and data transfers, and
perform akey word search.

Formulating Leads

» The examiner must find an acceptable leve of
‘hits” during asearch.

* |n some cases, false positive during the leads
generation phase can be useful.

» However, in other situationsthis may be
impractical, overly expensive, or detrimental to
the investigation.

— Client may have expense constraints
— Short window of opportunity
— Non effective case management.

Formulating Leads
» Drawbacks of finding too little information.

— Failure to find critical evidence can

* Stop investigations
« Destroy investigation confidencein the
examiner
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Formulating Leads

» Having numerous|ead-generation toolsis
vital.

« Although buying morethan 1 or 2 sets of
tools can be expensive, it isanecessary
aspect of computer forensics.

Formulating Leads

 Unix search and analysis commands are
reasonably powerful.

— awk is extremely powerful for performing
analysis.

— grep search can output binary data such as
carriage returns and line feeds. This data can be
piped to awkto redirect the requisite evidence
into smaller database files.

Focused Search

* Search the medium for specific information.

 Focusand precisely pinpoint exactly the
relevant details.

 Conduct
— Regular expression searches
— Shell pattern searches
— Hexadecimal searches

Focused Search

» With NT being as ubiquitous asit currently
is, support for Unicode is arequirement.

« |f atool does not understand Unicode, it
will missvital evidence.

Temporal Analysis

» Temporal anaysisis performed to ascertain
date and timeinformation of the evidence.

* |dentify deleted files, deleted subdirectories
and when they are deleted.

— Examine Windows Recycle Bin or Recycler
entitiesin the respective registries.

* Build an analytical timeline based upon
information from the sources.

Tempora Analysis

* InUnix file systems, it is possible to
determine file deletion time, assuming the
inodes involved have not been overwritten.

« Scattered data al rely upon one another and
analysis of them asawhole.

« Navigate through deleted subdirectorieson
FAT and VFAT using hexadecima editors.

114
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Data/Evidence Recovery

* Oncetheevidentiary material islocated, it
can be recovered from the medium.

» Sometoolsinclude the slack space when
recovering afile, others stop at the
appropriate byte offset, excluding the dlack.

Data/Evidence Recovery

* Recovering the contents of slack can be
valuableif that dack contains additional
evidentiary data, especially in Windows
operating systems.

If afile happensto requirethe original
application that created it, dack at the end
of afile can prevent the file from being
viewed.

Data/Evidence Recovery

* Certain Microsoft Office applicationswill
refuse to open adocument if they detect any
information past agiven point.

* Other gpplicationsin Office will read only
up to the offset indicated by thefile’'ssize
attribute.

Data/Evidence Recovery

« If the application reliesupon thefilesizeto
open thefile, and

— Theforensic tool disturbs thefile size by
concatenating the slacks into an active file upon
captureor recovery,

« Trick the application into opening the file normally
by modifying thefile' ssizeinformation.

Data/Evidence Recovery

» Therearenotoolsthat work againgt all file
systems.

» Examiners should acquirefile/data recovery
tools capable of working against at least the
top 5 most frequently used file systems

— FAT, VFAT, NTFS, EXT2, UFS

Data/Evidence Recovery

 Datarecovery/collection forensic tools
should haveerror handling.

« |t should log any datarecovery failures.

« If it simply quitsor skipsthefile, itisof
little help.
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Characterizing an Intrusion

* Individuaization
— Determines unique factors presented in case.

» Comparison
— Attemptsto link the ‘fingerprint’ of the case
with other known cases.

Characterizing an Intrusion

« Individualization and comparison can help
to link a case with other similar casesand
uncover evidencethat may be previously
overlooked.

¢ Hashvauesfor maliciousfilesand user
namesthat are identical to thoserecorded in
previous cases can be helpful inlinking the
caseto the sameintruder and hisusual
practices.

Examiner’'s Mindset

* |t isimportant for the examiner to remain
objectives.

* |If the examiner developsaset of required
actionsfor acasetype, regardless of the
appearance of guilt, the evidence should
stand out on its own and point to the truth.

Examiner’'s Mindset

« |f the examiner picks and chooses which
action to perform as he goes along, instead
of building theinvestigation on asolid
framework, human nature may cause him to
‘cut to the chase' by

— Skipping important steps
— Not look for certain types of evidence

Examiner’'s Mindset

» Examiners must be analytical and detailed
in nature; performing tasks in ameticulous
manner.

* Thetraining and background of an
examiner will be abetter ally than atool.

Thisslideisintentionally left blank
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Section 5

Computer Forensic
Procedures

Computer Forensic Procedures

* Gain control of the situation
— Take decisive actions

« Stop any active problems
— Block the source of the problem
— Limit the damage

* Mapout damagearea
* Prioritize areas for investigations
» Restore systemsin order of operationd priority

Turning Off The Computer

Information that may be lost from memory

— Processes that were running
—Network connections
—Mounted file system

Turning Off The Computer

 Shutting down a system before collecting
volatile data can result in aloss of
significant evidencewhen

— Dealing with systems that have several
gigabytes of random access memory

— Systems have active network connections that
are of critical importance to an investigation

Turning Off The Computer

An abrupt shutdown may

— corrupt important data

— damage hardware, preventing the system from
rebooting

— cause significant disruption and financial loss

Turning Off The Computer

» Retained information

— Information on the disk in the RAM slack

— Virtual memory in the form of swap and page
files

22



Examining Retained Information

* Disk editing programs and memory inspection
tools can capture the entire contents of RAM
and provideinformation about the processes
that arerunning on asystem

— Norton Diskedit

— fport (www.foundstone.com)

— handleex (www.sysinternals.com)

— psandpulist (Windows 2000 resource kit)

— Coroner’ sToolkit (TCT) automates the collection

of volatile information from live computer system
(www.porcupine.org/forensic)

133

Physical vsLogical Examination

* Viewing thefilelogically enablesthe
examiner to determine the type of data
stored (text file, executablefile,
bitmap...).

« Searching a the physical level may has
potential pitfalls. If afileisfragmented,
with portionsin non-adjacent clusters,

keyword searches may giveinaccurate
results.

Challenges of Investigating
Criminal Activity

» Thedistributed nature of networksresultsin
adistribution of the crime scene which can
create practical and jurisdictional problems.

« Digitd dataiseasily deleted or changed,
henceit is necessary to collect and preserve
it asquickly aspossible.

Challenges of Investigating
Criminal Activity

¢ A widerange of technical expertiseis
required when networks areinvolvedina
crime. Every network is different,
combining different technologiesin unique
ways.

A great volume of datamaybeinvolved.
Searching for useful evidence can belike
looking for aneedlein ahaystack.

Challenges of Investigating
Criminal Activity

» Necessary to associate an individua with
specific activity on acomputer or network.

» Even when offenders make no effort to
conced their identity, they can claim that
they were not responsible.

Challenges of Investigating
Criminal Activity

 Encryption can makeit difficult or

impossible for examinersto analyze
evidence,

« Steganography, combines encryption and

data hiding to create afile system that
makes digital evidence recovery and
reconstruction very difficult.
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Computer Forensic:
An Art or A Science?

» Because every investigation isdifferent, itis
difficult to create standard operating
proceduresto cover every aspect of in-depth
forensic analysis of digital evidence.

» Therefore, it isimportant to havea
methodical approach to organizing and
analyzing the large amounts of datatypical
of computers and networks.

Problems Gaining Accessto Data

« Difficulties of finding wherethe datais
stored

— Records stored off -site rai se difficulties because
they are not in the producing party’ s immediate
custody.

— The producing party may, therefore, not even
know that the records exist.

Problems Gaining Access to Data
« Difficultiesposed by Encryption

— Encryption applications can make records
impossible to recover if they are used correctly
and no data recovery procedures arein place.

— If the user forgets the password or leavesthe
company, the producing party may not be able
to produce areadable version of a protected
file.

Problems Gaining Accessto Data

 Provison for Data Recovery

— PGP can be configured to include Additional
Decryption Key (ADK) that enables an
authorized entity to decrypt and recover data.

— Windows 2000’ s Encrypted File System allows
for data recovery agents.

Problems Gaining Access to Data

« Difficulties posed by Obsolete or Missing
Hardware and Software

— As organizations upgrade, change systems and
vendors, they leave alegacy of data potentially
incompatible with their current hardware and
software.

Problems Gaining Accessto Data

« Difficulties posed by Obsolete or Missing
Hardware and Software

— Old file formats become incompatible with the
new applications, new hardware cannot read the
old media

— Obsolete data may require substantial time and
expense to retrieve and make readable.
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Problems Gaining Access to Data

« Difficulties posed by Obsolete or Missing
Hardware and Software

— Anticipating such a burden can mitigate its
impact by

« seeking orders or stipulations to apportion cost
* lengthen the time to response
« limit necessary effort on datadiscovery

Consider the Cost of Failure

* Investigation can beinvasive, disruptive,
and expensive.

« Evidence corruption can occur
unintentionally.

¢ The normal use of computers and
management of I T systemscan resultinthe
inadvertent destruction of evidence.

Preservation

 Carry out preservation procedures
immediately.

* Prioritized preservation effort.

» Exercisecareto preserverecordsand avoid
possiblecorruption.

Preserve Mediarather than Files

¢ Preservethe media, as opposed to
preserving only thefilesthat appear to be
interesting at thetime of initia review.

» Thiswill help to preserve not only the files
of interest but also any filesthat may later
turn out to be important asthe case
progresses.

Preserve Mediarather than Files

* Preserving the mediaalso preservesresidua
or deleted data.

 The preserved mediamay contain other data
that an examiner can use to authenticate,
corroborate, dissect or discredit other files
contained on the media.

Examining the Bits

 Toreconstruct the past eventswith as
littledistortion or biasas possible.

» Therearealot of placesin the system
that work together when a command
isexecuted and these places can be of
forensic interest.
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Logging Information

Operating systems maintain records of loginsand
logouts, and commands executed

Individual subsystems maintain their own logging

Mail delivery software maintains arecord of
ddivery attempts

Privileged commands, such as su (switch userid),
arelogged for every invocation regardless of its
success or failure

151

Opyportunities for Tampering

* Media
— Stash datain slack space, bad blocks.

* Firmware
— CPU, BIOS, pal, disk, network controllers.

» Kernd

— Loadable modules, on-the-fly memory patches.
« Applications

— Rootkit trojan horse system utilities 152

Opportunities for Tampering

* Library software
— Executetrojan, open good file, backdoors.

* Processes
— On-the-fly memory patches.

* Time Synchronization

— NTP sync corrupted between network and
logging devices.

Layersof Information

* Raw bits

— Media, RAM, wiring, buses

« CPU Controllers

— Memory, disk, network, terminal, disk blocks, memory pages, network
packets

* Kernel

— Trandates hitsinto files, processes, connections, sessions, authentication

* Library Software

— Building blocks for applications

* Applications

— Depend on both program and data files, names, files, ownership, time
stamps

* Processes

— Information processed multipletimes 154

Level of Trust >>>

<<<Level of Information

Hierarchy of Trust

e Hardware

« Controllers

* Kernel

« Devicedrivers

e Dynamic libraries

¢ Commands

¢ Theshdl & environment variables

Correlating Information

« Eachindividua log file givesitsown
limited view of what happened on asystem

« How trustworthy is information from that
log filewhen an intruder had an opportunity
to tamper with the record to cover histracks

¢ Multiple sources of information must be
correlated to reconstruct events
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Understanding Data Storage

File systemstypically storefilesas
contiguous sequences of bytes, organized
within adirectory hierarchy

Files and directories have attributes that are
stored separately

Déeeting afilefrom thefile system
generally does not destroy its contents or
attributes

Understanding Data Storage
 Tracesof older magnetic patterns still exist
on the physical media

« Destroying or modifying datato hide
evidence can leave significant marks

Logical Abstractions

The trustworthiness of information is
determined by itslogicd layering

Only the physical level within the magnetic
domainsisreal, however it isalso the least
accessible

Abstractions of disk blocks, contiguous files
and directory hierarchies are created by
software which may have been tampered with
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Logical Abstractions

* Themorelevels of abstraction, the more
opportunities for mistakes

Without afile system, disk blocks are no
longer grouped together into meaningful
objects- reconstruction can be like solving
apuzzle

With morelayers of abstraction,
information becomes moreambiguous o

Logical Abstractions

Stored information can be volatile and
persistent at the sametime

The volatility of stored information is
largely dueto the abstractions that make the
information meaningful

Order of Volatility

* Registers, periphera memory, caches
* Memory (kerndl, physical)

* Network state

* Running processes

* Disk

* Floppies, backup media, etc.

* CD-ROMSs, printouts, €tc.
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Preventing Harm to the Business

* Taking hard drives from computers has a
tendency to stop productivity.

* A quick solution would beto copy the hard
drives so that the copy could beputin
service and the origina held for review.

Evidentiary Images

To obtain copies of the mediafor evidence,
forensic analysis, or datarecovery purposes,
the producing party should make either an
exact bit for bit copy of each medium

Thesesevidentiary images (or duplicates)
areto be used in the subsequent
examinations or data recovery efforts
instead of the origina media.

Evidentiary Images

Bit for bit copying captures all the dataon
the copied mediaincluding hidden and
residual information. Residual data permits
the examiner to reconstruct deleted files.

* Preserving the mediain bit for bit copies, as
opposed to just copies of files, alowsthe
flexibility to delveinto factsand detailsthe
files themselves cannot disclose.
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Evidentiary Images

When the media can bewriteprotected,
imaging may sometimes be dispensed with.

The physical write protection of such media
must permit the examiner to review, anayze
or exact datawithout altering the mediain

any way.

Preparing Evidentiary Images

* Imaging process should not alter the
original evidencein any ways.

« Ensurethat none of theimaging processes
writeany datato theoriginal medium.

» Theimage or duplicate should recreatethe
original exactly.

Preparing Evidentiary Images

Notethe serial number and other unique
identification information of the original
media, as well as the computer from which
it came.

Thisinformation permitslink toitsoriginal
medium and computer for authentication
and identification purposes.
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Preparing Evidentiary Images

* The difference between the computer
system' stime and date and the actual time
and dataisimportant to either corroborate
or discount the dates and times of fileson
that compulter.

* Record the examiner' sname and the date
the image was made.

Preparing Evidentiary Images

* The examiner s name and the date the
image was made, serves asthelink inthe
chain of custody for the evidentiary
duplicate or imagefiles.

» Maintaining achain of custody allowsthe
examiner to later testify asto the veracity or
authenticity of particular records.

Imaging Procedure

1. Createan Evidence Acquisition Boot Disk
(EABD) for theimaging platform.

2. Removethe hard drive(s) from the source
computer.

3. Fill out an evidencetag with the serial
number and other identification
information.

Imaging Procedure

4. Labe aforensicaly clean hard drive with
an evidencelabel and attach the drive to
the computer that will be used to prepare
the evidentiary images.

5. Boot theimaging platform with an EABD.
Partition and format the hard drive. Thisis
thedrivethat will receive the evidence
files (“Target Drive’)

Imaging Procedure

6. Attach hard driveto beimaged (“ Source
Drive’) to theimaging platform.

7. Loadtheimaging software.

8. When specifying the source and target
drive, notethat fdisk numbers physical
drivesstarting at 1. Theimaging software
and other partition utilities may start the
number sequenceat 0.

Imaging Procedure

9. Monitoring the acquisition. Someone
should attend the imaging to ensure that
the acquisition completes properly.

10. Boot the original computer with a
bootable floppy. Enter the commands for
date and time and note on the evidence tag
the data and time represented by the
computer and the actual data and time.
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Processing Electronic Records

» Threegoasinfiltering

— Tofacilitate the attorney’ sreview of the
records by making the records readable

— Toreduce the data that the attorney’ s must
review

— To gather information about the records that

can be used later to identify and organize the
records.

Filtering Process

* Thefiltering procedure may require a
workspace twice as large as the volume of
datato be processed.

* Creatework directoriesto contain
—\prep Filesrequiring further processing
—\review Dataready to be indexed for
attorney review

Filtering Process

* Other subdirectories
— \specia Recovered, encrypted & email source files
— \pslack Extracted slack
—\pcluster  Extracted unassigned clusters
—\rfiles Unprocessed files after reduction
—\rslack Reduced slack
—\rcluster ~ Reduced unassigned cluster
—\converted Processed files

Data Filtering Steps

1. Accessevidentiary image files and restore
any backup data.

Generatefilelists containing hash values.
Recover deleted data.

Recover dack and unassigned clusters.

a ~ WD

Identify and remove known files.

178

Data Filtering Steps
6. Remove other unnecessary filetypes.
7. Removeduplicates.
8. Identify and decrypt encrypted files.
9. Extract email and attachments.

10. Index text data.

Access or Restore Images or
Backup Tapes

e Using Forensic Tools
— Encase (www.encase.com)
— FTK (www.accessdata.com)

— Copy the image files to the workspace rather
than using the origina evidentiary images
throughout the filtering process.
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Access or Restore |mages or
Backup Tapes

— Backup software should contain error-checking
featuresto verify the quality of the restored
data.

— The restored files will not have the evidentiary
fragility of filesrestored from evidentiary
images, since the backup and restore operations
will not have preserved residual data.

Access or Restore Images or
Backup Tapes

Using Backup Tools
— Safeback (www.secure-data.com)
— Restore hard drives from evidentiary images.

Access or Restore |mages or
Backup Tapes

* |n contrast with the relative ease of restoring
hard drives, restoring backup tapes can involve
asubstantial effort.

» Themost difficult work involved in restoring
backup tapes may be configuring a system that
can properly receivethe data.

 Databacked up off network servers often will
not restore properly unlessthe data are restored
to asystem configured substantially the same as
theoriginal system.

Generate File Lists
and Hash Values

Obtainalist of al thefilesand their
respective hash values.

Since the data and time stamps of thefiles
will change during the filtering process, the
preliminary fileinformation and hash vaues
will serve asareference for later checking
of theauthenticity or veracity of thefiles.

Capture this information before any other
activity might alter it!

O N A~WDNE

File List Information

Long and short file names

Extensions

Last written or modified dates and times
Created datesand times

Last access dates and times

Logica sizes

File paths

Hashvalue

Generate File Lists
and Hash Values

Generatefilelists with software tools.

Before exporting filelist, popul ate thefile
property columns with data regarding hash
values, file signatures, hash sets, known file
valuesand other significant information
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Generate File Lists
and Hash Values

* Processing of hard drive should bedonein
an environment that affordsalevel of write-
protection to the data.

However, data restored from backup tapes
could be processed in Windows, sincethere
is no concern about losing residual data such
asslack or unassigned clusters.

Software Tools:

— hash and compare (www.maresware.com)

— rspsort (www.simtel .net) 17

Recover Deleted Files

Copy or export deleted filesto the \special

subdirectory

— Use copy or export commandsin Encase or
FTK.

— Preserve the directory structure in which the
deleted files are found to avoid overwriting any
recovered files.

Recover Deleted Files

Perform datarecovery work on FAT file

systemin DOS.

— Lost & Found (www.powerquest.com)

* Recovery of datafrom other file systems
will typically require the use of tools
specific to those other operating system.

» Torecover datafrom an NTFSvolume,

need to work within Window NT/2000

— RecoverNT (www.lc-tech.com)

Recover Slack and
Unassigned Clusters

The purpose of extracting dack and
unassigned clustersisto capture residual
text dataon the mediafor review

2 steps:

— Extract the slack and unassigned clustersto the
\pslack and \pclusters subdirectories

— Removenon-text charactersfrom thesefiles
and write reduced datato corresponding
subdirectories in \review

Recover Slack and
Unassigned Clusters

» Use copyor export commandsin Encase or
FTK.

* getdack and getfree (Www.secure-
data.com) extract slack and unassigned
clustersfrom both FAT and NTFS.

« filter_i (www.secure-data.com), equivalent
tothe Unix stringsttility, removes non-text
datafrom the extracted material

191

Remove Known Files

A large amount of dataon the hard drive
and on backup tapes consists of files, such
asoperating system and application files,
which are not relevant to forensic
investigations.

Identifies and excludes‘known’ files by
their hash values.
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Remove Known Files

» Encaseor FTK have sorting and filtering
featurestoisolate and exclude known files.

* ldentify matching hash valuesusing
compare (Www.maresware.corm)

* Pipe resulting matchestormd (with
overwriting) or rm (Www.maresware.coir)
to remove known files

Remove Other Unnecessary Files

* Further reduce the data set by removing
filesbased onfile types.

* Fileextensionsdo not necessarily
correspond to the file type.

— Beforeremoving any files, first run atest to
identify any files whose file type does not
match its extension.

— Comparethefile’ sinternal header information
with its extension and identifies any
mismatches. 104

Remove Other Unnecessary Files

Verify file extensions versusfile types
M oves mismatched files to\special
subdirectory for separate processing
Removes remaining files of known types

diskcat (Www.maresware.con) identifiesfile
extensions against mismatched file types

» rmd or rmto removeirrelevant files

Remove Duplicates

« Deduping

— Remove duplicates of all datathat have not
changed between backup sessions.

— ldentify duplicates by matching names, path
and hash values

|dentify and Decrypt
Encrypted Files

Identify encrypted filesin the remaining data
and attempt to decrypt them if possible.

* |dentify encrypted data by scanning filesfor
specific character stringsin file headers or
footers.

— FTK (www.accessdata.com)

— Password Recovery Toolkit (www.accessdatacom)

— ispgp (www.maresware.com) identifies PGP
encryption

Identify and Decrypt
Encrypted Files

» Moves encrypted filesto\specia subdirectory
for decryption

* Attempt to obtain the password from the person
who encrypted thefile

 Otherwise, recover the password for the
encrypted file with password recovery software
— Password Recovery Kit (www.data secure.com)

198
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Extract E-mail

» Some e-mail applications store message and
attachmentsin proprietary formats that
cannot be reviewed with text -searching
software. Need to rely on appropriate email
application.

« Extracted e-mail messages should be
converted to atext format that can be
indexed for datareduction, de-duping or
decryption as hecessary

Indexing

« After datareduction, the\review directory now
consistsof
—\rfiles All thefiles not excluded by data reduction
—\rslack All data from slack
—\rclusters Unassigned clusters
—\converted Recovered deleted files, decrypted files,
extracted e-mails.

Indexing

 Searchthroughthefilesinthe/review
directory by running a series of string and
index-based searches.

» Review theindexing log to determineif any
files could not be indexed and why.

Indexing

¢ For an indexbased search

— Index the entire review directory using a search

application
« dtSearch (www.dtsearch.com)

— Indexing will take time since search will read
each file and build a database of all termsand
character combinations found in each of the
files.

Bates Numbering
» Number the records for €l ectronic management.

 Thisprovides amore accurate way to refer to
files.

 Sequential numbering schemes are traditionally
used by attorneysto label paper documentsfor
identification.

Bates Numbering

* bates no (Www.maresware.cor) generates a
unique serial number for each file

« After Bates numbering, an examiner can refer
to thefiles produced during analysis by their
unique Bates number rather than file name.

* Oncefiles have been Bates numbered,
generate anew filelist of al the respetive
fileswith their hash values.
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Section 6

Forensics using
MAC Times

MAC Times

atime time of last access

mtime time of last modification
ctime timeof last statuschange
diime timeof deletion (Linux only)

* MACtimesarevoldtile
« |f present & unatered, MAC timesareinva uable
« Examine MAC timesdirectly usinglstat()
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MAC Times

* MAC timeskeep track of thefina timea
fileisdisturbed

* Reading afile changesthe atime attribute

— When a program runs, atimeof the executable
file changes

— Many systems can disable atimeupdates
» mtimes are changed by modifying afile's
contents

MAC Times

« ctime kegpstrack of when meta
information about the file has changed

« dtime keepstrack of when thefileis
deleted
— In systems without dtime, ctimemay be used

as an approximation of when the file was
deleted

NTFS MAC Times

When afileis copied, the mtime of thetarget
fileisthe sameastheorigind file

The atime and ctime are thetimeswhen the
new fileiscreated

This can make afile appear asthough it was
created after it was modified

The atime in NTFS not always updated
when afileisaccessed

Storing File Attributes

« Unix system directories store only the
names of thefilesand their corresponding
inodenumbers. Therest of the information
about thefile are kept in the actual inode of
afile.

* NTFSrédieson aMaster File Table (MFT)
to storeinformation about thefilesin an
NTFSvolume.
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Reading MAC Times

 Loginfrom aremote host to atarget system
* inetd
— listensto thetelnet port,
— forks off the telnet daemon
* telnetd
— executes the login program
* login
— authenticates the user
— updates the login accounting files
— becomesthe shell

Reading MAC Times

Notes on MAC Times

1. Programsexecuted
— login, in.telnetd, inetd, csh
« atime changed
2. Configuration and authentication files
used
— group, motd, ttytab, passwd
+ atime changed
3. System accounting files modified

— utmp, lastlog, wtmp
+ mtime and ctime changed 213

Concedled Login

» Thecc, cpp, as, and Id commands were executed

* Severa header files (lastlog.h and utmp .h) were
accessed

» A C program was compiled

 System doesn't show any login activity

>> Someone probably brokeinto the system and
compiled astealth program to remove the
presence from the system accounting files

215

MAC Permissions File Name See note on next slide
a -IWS-X-X Jusr/bin/login 1
a -IWS -Xr-X lusr/etclin.telnetd 1
a -TWSr-Xr-X lusr/etchinetd 1
a “TW-r=[-- [etc/group 2
a (== /etcmotd 2
a -TW-r—=r-- letchtytad 2
mC  -IW-rw-1w- /etclutmp 3
mc  -rw-r—r-- Ivar/adm /lastlog 3
mec  -TwWr-r-- Ivar/adm vtmp 3
a STWAT—T-- [etclpasswd 2
a -TWST-XT-X /bin/csh 1
212
MAC Permissions Owner Group File Name
.a. Irwxrwxrwx root staff lusr/bin/cc
.a B o o root staff lusrfinclude/lastiog h
s root staff Tusr/include/pwd. h
.a root staff Iusfinclude/stdio.h
.a. root staff Jusrfinclude/sys/ fentlcom. h
.a root staff lustfinclude/sys/file.h
s root staff lusrfinclude/sys/signal.h
.a root staff lusfinclude/sys/stat.h
.a. root staff Jusrfinclude/sys/ stdtypesh
.a root staff [usrfinclude/sys/ sysmacros.h
s root staff [lusrfinclude/sys/types.h
.a root staff lusrfinclude/utmp. h
.a. root staff [usr/include/vm/faultcode.h
.a root staff lustlliblcy
s bin bin lusr/lib/lang_info
.a root staff Ius/bin/as
.a. root staff lusr/lib/ccom
.a root staff Nlib
.a root staff Jus/bin/ld
.a bin bin lusr/lib/compile
.a. root staff lus/lib/crt0.0
.a root staff lus/lib/libcsa.1.8
214

* MAC times can be obtained from arunning
machine or adead disk

» The machine reading the MAC times does
not haveto be of the same operating system
type asthe system that generated the data

36



MAC Times are Delicate

* Collect MACtimesasquickly aspossiblebefore
gathering any other forensic datathat might
destroy them

* Collecting MAC times must be done cautiously

— Istat() directories before opening them and examining
their contents

— Opening adirectory for reading changes the atime

217

MAC Times are Ddlicate

» Message digest must be done after the Istat()
— Reading afile changes theatimeof that file

« Work from aduplicate
— Mount the mediaas read-only
— Alternatively, turn off atimeupdates

MAC Times are Invaluable

* MAC times can provide invaluable information
about what programsand filesare used on
operating system startup or shutdown

» Windowing systemsin firewallsand other
security -sensitive systems add tremendously to the
system complexity
— Too many file accesses, can cloud MAC times analysis
— Operating systems that cannot operate without a

windowing system have an inherent security
disadvantage 219

MAC Times of aDeleted File

* When afileisremoved, thectime is set to
thetime when the last link to the file has
been destroyed, which is most often at the
timeit was deleted

» Theinode isalso deleted fromthe
directory entry, making recovery difficult,
but not impossible

MAC Times of aDeleted File

e UNIX
— Ownership and MAC times are preserved

* NTFS
— Does not remove al the fileinformation, it
setsaflag inthefilerecord of the MFT
telling the file system that thefileisnot in
use anymore

Problems with MAC Times

* MAC timesonly report onthelasttimea
file has been disturbed

« Noway of reporting on the historical
activity of afile or directory

 They arelessuseful on busy multi-user
systemswith lots of activity
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MAC Times Manipulation

* UNIX systems can usetouch command to
change atime and mtime.

* NTFSand UNIX filesystems can also use
utime() system call to changeatime and
mime

e NT providesSetFileTime() system call to
changeall threetimesat once

MAC Times Manipulation

* Anintruder can reset the system clock and
then changethe ctime
— Changing the system clock can cause other
warning flags

* Alternately, theintruder can write directly
tothe inode.

Thisslideisintentionally left blank

Thisslideisintentionally left blank

Thisdlideisintentionally left blank

Thisslideisintentionally left blank
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Forensicson
Windows

Forensics on Windows

* FAT filesystem
— Comprised of file alocation table and folders.
— Uses 8-bit ASCII/ANS| character set.

* NT filesystem
— Uses several metadata filesto keep track of
files and folders on a given volume.
— Represents al character strings in 16-bit
Unicode.

Master File Table

* MFT isasystem file created during the
formatting of an NTFS volume.

» Thereisan MFT record for every file,
including an entry for itsalf.

» Metadatafiles are located in the root folder
with names beginning with'$'.

Master File Table

* MFT records storeattributesof files and
folder, including the MAC timestamps.

* MFT records aso contain aflag that
indicatesits all ocation status.

— If zero, the record is marked for deletion, or is
unallocated.

Windows 2000 M etadata Files

Record File Name Description

0 $MFT Master File Table (MFT)

1  $MFTMIRR Copy of thefirst 16 records of
the MFT

2 $LOGFILE Listof filesystem transactions

3 $VOLUME Information about the volume,
including NTFS version, volume
names, and volume creation
time.

Windows 2000 M etadata Files

Record File Name Description

4 $ATTTDEF Tableof attribute definitions
5 . Root folder
6

$BITMAP  Bitmap representation of used
and unused clusters on volume
7  $BOOT Boot record with bootstrap

loader codeif the volumeis
bootable
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Windows 2000 Metadata Files

Record File Name Description

8  $BADCLUS Listof thebad clustersinthe
volume

9 $SECURE  Stores security descriptors
(W2K only)

10 $UPCASE Conversion table for converting
lowercase characters to matching
uppercase Unicode characters

11  $EXTEND Enablesfile system extensions
such as volume quotas
(W2K only)

Files and Folders

¢ FAT system
— Filenames are on stored in 32 byte structure.

* NTFS

— Filenames (index entries or index all ocation)
are variable in size to accommodate variable
lengths.

Files and Folders

» When afolder contains more index entries
thanit canfitinits MFT record

— Additiona data are stored on disk in index
buffers

— Locations of these index buffers are stored in
the SINDEX_ALLOCATION attribute

MFT Record

« For afolder
— Header, name, etc
— $INDEX_ROOT
— Index entries
— $INDEX_ALLOCATION

MFT Record

» For afile
— Header
— $FILENAME
— $STANDARD_INFORMATION
—$DATA
— Attribute List

* Resident attributes are contained within the MFT
record.

» Non-resident attributesreside in clusters on the
volume.

Bitmap File

* The $BITMAPfilekeepstrack of cluster
usage.

— If acluster isused, the bit inthe SBITMAPfile
is changed to aone.

— When acluster isavailable, the bit is zero.
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Bitmap File

* Todlocateafile

— The $BITMAP file must be modified to reflect
that the used clusters are allocated

— An dlocated MFT record must be created for
thefile

— Anindex entry must be created for the file
name in the parent folder’ s MFT record or
index buffers

— Cluster extent entries must be created in the
file'sMFT record if thefile is non-resident.

Bitmap File

* When afileisdeleted

— Itscluster referencesin the $BITMAPfile are
changed to zero

— The MFT record for that fileis marked for
deletion, itsindex entry is deleted. The entry
below it are moved up, thereby overwriting the
deleted entry

— Thefileis deleted but the data are still on the

hard disk, its MFT record still existswith its
deletion hit set to zero 242

Bitmap File

» Recovering adeleted file

— If the MFT record can be located, the deleted
file' s resident attributes cam be recovered,
including its name and timestamps.

— NTFS overwrites deleted MFT entries before
creating new ones. Therefore, any deleted files
recovered from an NTFS volume will have
been deleted recently.

— The MFT records are quickly overwritten but

their non-resident attributes may remain on disk
indefinitely and hence can be recovered. 203

Folder Entriesfor FAT

* When auser renamesafile

— A new folder entry is created in the same
folder.

* When auser movesafile

— Thefile' sfolder entry inthe original folder is
deleted

— A new folder entry is created in the destination
folder.

Folder Entriesfor FAT

» Renaming and moving afilewithina
volume result in the creation of folder
entriesthat have

— The same dates and times as the original entries
— The same starting clusters
— The samefile sizes

Folder Entriesfor FAT

If afile hasashort file name, theinformation
availableisthe

— Last seven characters of the filename

— Extension

— MAC times

— Starting cluster

— Filelength

— Status of the attribute bits

« If afilehasalong file name

— The complete file name may be available. 24
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Folder Entriesfor FAT

» A moved file’ sdeleted and intact folder
entries have identical
— File names
— Creation dates
— Modification dates
— Starting clusters
— Filelength

Folder Entriesfor FAT

» Theexaminer can plot theMAC times
contained in al of the folder entries
pertaining to afileto identify
— The date that the file wasfirst placed on the
volume

— The date(s) that the user modified thefile

— The most recent date that the user accessed the
file

* InNTFS, examine the MFT records and
index buffer

Folder Entriesfor FAT

« |f afolder isdeleted, its data areaiis not
necessarily affected.

« |If thedeleted folder'sentry still existsinthe
parent of the deleted folder, that entry is
marked as deleted, but the entry till

contains apointer to the dataarea of the
deleted folders.

Folder Entriesfor FAT

¢ Tolocate deleted folders
— Search for the occurrence of adeleted file
starting with the E5 hex value
— Search for patterns that identify afolder rather
than afile.

— Examinethe cluster(s) that the folder occupied
to identify entries that relate to files that were
located in that folder.

Folder Entriesfor FAT

» FoldersonaFAT system consists of 32 byte
entries. First 11 bytes contain
— 8 bytes short name of thefile or folder
— 3 bytes extension.

* Foldersaso contain 2 other 32 bytes entriesfor
— Thefolder s parent
« First 11 bytes contain 2 dots (2E) followed by 9 spaces (20h)
— Thefolder itself
« First 11 bytes contain 1 dot (2E) followed by 10 spaces (20h)

251

Folder Entriesfor FAT

o Caution:

— After asubfolder is deleted, its data could
coincidentally be overwritten by a new folder's
data

— Examiners may get afalseimpression that they
arelooking at the old folder’ s data when they
are actually looking at the new folder’ s data
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RecycleBin

» TheRecycle Binisahidden system folder
that operates in accordance with different
rulesthan those that govern standard
folders.

» Thefolderisnamed
— Recycled in Win95/98
— Recycler in WinNT/2K

Recycle Bin

* When auser deletes afile, it ismoved to
the Recycle Bin. Thisresultsin

— The deletion of the filé sfolder entry in the
folder in which thefile resided

— The creation of anew folder entry in the
Recycle Bin

— The addition of information about the fileina
hidden system file, INFO, in the Recycle Bin.

RecycleBin

» Thedeletion timestamp can befoundinthe
INFOfile.

» Each INFOfilerecord is
— 280 bytesin Win95/98
— 800 bytesfor WinNT/2K

Recycle Bin

» Every file sent to the Recycle Binis renamed
in the following format:

D [original drive] [index no] [original extension]

* Appended to the INFO fileis
— Thefile' soriginal name and path
— Itsindex number in the Recycle Bin
— Itsdate and time of deletion

Recycle Bin

« An INFO file record containing metadata relating
to aparticular file is often effective in confirming
or refuting computer users explanations
regarding the presence or history of computer file
recovered from their drivers.

— Filedeleted by the operating system do not leave a
record inthe INFO file.

— INFO filerecord indicates that a user knowingly
deleted thefile.

Recycle Bin

 If auser sexplanation for the presence of afileis

that it was inadvertently downloaded during
Internet activity

— The file' slocation when it was deleted may tend to
support or refute that contention.

— If the user deleted aparticular fileresiding in adefault
download folder, or in the Temporary Internet Files, the

explanation is more plausible that if the filewasin My
Documents.
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RecycleBin

* When the user emptiesthe Recycle Bin

— Windows deletes the filesin the Recycle Bin and the INFO
file.

— The INFO file may have been deleted but afolder entry for
the deleted INFO file still remains.

— Thefirst character of the entry is changed to E5 hex but the
rest of the entry remains intact.

— If the contents of the files are not overwritten, the records
are available for examination.

Recycle Bin

« From the folder entry of the deleted INFO
file, the examiner can decode

— Thetimestampsthefiles were deleted

— Thelocations of thosefiles at the time they
were sent to the Recycle Bin

RecycleBin

* When the INFO file has been deleted and

additionally thefile’sfolder entry has been
overwritten

— The INFO file may still be intact in unallocated or
slack space.

— The examiner can search the entire driver for
unigue characteristics of the INFO fil€ s contents.
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Recycle Bin

« If the examiner identifiesan INFO file
record for afile and there are no indications

that thefile’s path existed on the seized
media

— Itisan indication that there may have been
another piece of media attached to the computer

and there may therefore be more undiscovered
evidence.

Recycle Bin

« |f thedriveletter is unaccounted for

— Itisanindication that there may have been
another volume attached to the computer when

thefile referred to by the INFO file record was
deleted.

Shortcut Files

» Windows\Desktop folder contains shortcut
(InK) files.

« The shortcut files contain the fully qualified
paths of the filesthat they refer to.

 Theshortcut files may provide indications
about the current and previous configuration
of the user' sdesktop.




Shortcut Files

» The shortcut fileshave folder entries that
record their MAC times.

— The examiner can compare these dates with the
dates related to the application s associated files
and folders.

— This comparison may show that the shortcut was
created after the installation of the program,
giving rise to the possibility that the user
intentionally created the shortcut and therefore
knew of the existence of the application.
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Shortcut Files

» Theinstallation of an application may resultin

the creation of ashortcut in the Windows\Start
Menu folder.

» Theuser may movethat shortcut to the desktop,

but this action would result in the creation of the

moved-file indicators and evidence that

— The user knew of the application’ s existence.

— An application program, which is no longer present
on the computers, wasinstalled at onetime.
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Shortcut Files

» Windows\Recent folder contains shortcut

filesthat point to datafiles that were opened
onthe computer.

» Thedataareaof the shortcut file contains
— The filename and fully qualified path

— The MAC times, which provide a secondary
sourceto track afilé s history.

Shortcut Files

¢ The MAC timesprovide ameans of
connecting avolume with the volume that
the operating system is running on

— If ashortcut filerefersto atarget file that is
located on a removable volume, the shortcut
filewill contain the MAC times that appear in

the target file' sfolder entry on the removable
volume.

Shortcut Files

Thesearch for shortcut files can be
conducted in the

— Allocated area of the disk

— Unallocated area of the disk

* The examiner may conduct a search of unallocated
space for unique characteristics of the shortcut file
or its contents.

— Swap file

* Viewing any graphicsfilesthumbnailsis

» Thumbs.DB containsacopy of each graphic

Thumbs.DB

accomplished by the creation of ahidden
system file named Thumbs.DB.

filesin thefolder in . BMP format and their
modification dates.
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Thumbs.DB

* Theuser may delete filesfrom the folders,
but the copies of thosefilesinthe

Thumbs.DB file may not be removed.

» Examination of the Thumbs.DB file may
reveal that afile once existed on the volume
and its modification timestamps, even
though itisno longer existent.

Index.DAT

* Internet Explorer cacheswebsite that auser visits,
in the C:\Windows\Temporary Internet Files

folder and mapsfilenamesto the system files.

¢ TheIndex.DAT file uses as many 128-byte
blocks to describe each file. The records contain
— The URL
— The date that the page was last modified by the server
— The date that the URL was last accessed by the user

272

Registry Entries

« TheWindowsregistry isarepository for the
hardware and software configuration

— On Win95/98, registry is comprised of
+ WINDOWSSY STEM.DAT
+ WINDOWSUSER.DAT

— On WIinNT/2K, registry is comprised of
« several hive files located in %systemroot%\system32\config
* NTUSER.DAT filesrelated to each user account. 273

Registry Entries

¢ Theregistry storesinformation about many

aspects of the systemin cells. A cell might
revea

— Software installed on the subject machine
— Recently used programs and files
— Recently accessed servers using Telenet .

Registry Entries

» TheRegistry can beviewed using
— regedit on Win95/98
— regedt32 on WinNT/2K

— regdmp utility in the Windows NT Resource Kit to
list the contents of aregistry key

* InWInNT/2K, each registry key hasa
timestamp of the most recent updateto the key.

Printing
* Printing involves aspooling process.

* Print spooling isaccomplished by creating
temporary filesthat contain both the datato
be printed and sufficient information to
completetheprint job.
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Printing

* Fileswith extension .SHD and .SPL are
created for each print job.

* The .SHD file contains information about
the print job, including
— The owner
— Theprinter
— Thename of thefile printed
— The printing method (RAW or EMF).

277

Printing

¢ InRAW format, the .SPL file containsthe
datato be printed.

* In EMF format, the .SPL filein Win95/98 is
different from that in WinNT/2K

Printing

* .SPL filein EMF format on Win95/98
contains

— Name of thefile printed
— Printing method

— A list of filesthat contain the datato be printed.

* Thefiles containing the data to be printed arein
enhanced metafile format

* They have namesin the format of ~EM Fxxxx. TMP
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Printing

¢ SPL filein EMFformat on WinNT/2K
contains

— Name of thefile printed
— Printing method (EMF or RAW)
— The datato be printed.

¢ The.SHD .SPL and .TMPfiles are del eted
after the print job is completed.

Printing
In anetwork environment

— The .SPL and .SHD files are found on both the
workstation and the servers.

— The examiner may examine the volumefor
allocated and deleted .SPL, .SHD and
~EMPFxxxx.TMP files.

Printing

» The.SPL and .SHD files contain the name
of the filesto be printed and itsfully
qudlified path.

— The existence of afile in enhanced metafile
format suggests the deliberate act of printing.

« This may indicate knowledge on the part of the
user of the existence of aparticular file.
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Printing
— The path may suggest that other media

containing evidence exists.

— If theoriginal filethat the user printed does
not exist on the seized evidence, the file may
be found in enhanced metafile format.

NTFS Log File

e The$LOGFILE iscreated during the
formatting of an NTFS volume
— Tokeeptrack of transactions

— To enable NTFS to recover from system crashes.

« By documenting the operations to be conducted to
complete atransaction, NTFS can undo or redo
transactionsthat are only partially completed when a
system failure occurs.

NTFS Log File

* Todeeteafile
— The $BITMAP file must be changed to show
the clusters as unallocated

— The MFT record must be marked as unallocated
— Theindex entry must deleted

» Thesestepsarerecorded inthe SLOGFILE
so that each step in the transaction can be
executed again or undoneif problems arise.

— If acrash occurs, NTFS can complete partially
completed transactions. s

NTFS Log File

» The $LOGFILE contains
— Index entries
* Todescribesfilename and MAC times
— Copy of MFT Record

* MFT records all file information beginning with
‘File' followed by a2A hex value

— Link files

« Link files are preceded with thelink file header
— Index buffers

« Index buffers are preceded with‘ INDX’

Windows NT Event Logs

» Microsoft WinNT can be configured to log
eventsin binary files

— System eventsin SysEventevt
— Application eventsin AppEvent.evt
— Security events in SecEvent.evt.

Windows NT Event Logs

« Systemlogsinclude eventsin the system's
operation such asafailed or successful

driver startup, an application crash or errors
associated with datalost.

» Application logs are for events recorded by
applications.
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Windows NT Event Logs

Security logs contain information such as
logon and logoff events, file manipulation,
and other resource access events.

Additionally, WinXP comeswith the
software-based Microsoft Internet
Connection Firewall that hasits own log
files.

Windows NT Event Logs

An event log entry has 3 sections

— Header:
« Date, Time, Username, Computer Name, Event Id,
Source, Type, Category
— Event Description

« Information about the event or recommended
remedy

— Additional Data
« Optional binary data.

Windows NT Event Logs

Windows NT has descriptive messages
stored in the Registry and separatefiles.

The Event Viewer combines and displays
theinformation in thesefiles, providing a
convenient way to view the data.

— Double click to bring up the Events Details
windows.

Windows NT Event Logs

WinNT stores descriptive messagesin the
Registry and various messages files.

Copying* evt filesfrom one system to
another for examination may result in
misinterpretation.

Windows NT Event Logs

When viewing event logs on aremote
system.

— The Event Viewers will read the event record
datafrom the remote log files, but will search
theregistry of thelocal system for the
corresponding event message files.

Extracting Event Log

Extract the event logs from the image
files.

Extract all related information referred to
by the EventLog registry key:

— HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControl Set\Services\EventLog
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Extracting Event Log

3. Extract the system hivesfilefrom
—  WINNT\System32\Config

4. Open regedt32, go to
— HKEY_LOCAL_MACHINE

5. InHKEY_LOCAL_MACHINE, locate key
— CurrentControl Set or Control SetO0x

Extracting Event Log

6. Under the EventLog
— Open the Application, Security, and System
ub-keys
— Export each key asa.regfile.
— Examine the data portion of each key for
EventMessageFile

— Thiswill reveal the path and file name of the
filethe Event Viewer uses to display
explanatory text for each event.

Extracting Event Log

7. Extract therequired executables (.exe) or
dynamic link libraries (.DLL).

8. Edit theexported * reg filessuchthat

— Thepathin the EventMessageFile statement
points to the location of the appropriate
extracted files on the examination system.

— The created key should state the sub-key as
CurrentControl Set rather than Control Set00x
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Extracting Event Log

9. Import theregistry keys (* reg) into the
forensic workstation’s registry.

10. It may be possible to open an extracted
* evt filewith the Event Viewer using the
Action|Open Log File menu option

Extracting Event Log

— Most of the time, the Event Viewer will report
that the file is corrupted and will refuse to open
it.

—Thelog is rarely actualy corrupted

— When the event logging service does not shut
down cleanly, the Windows Service Control
Manager does not reset severa bit values that
indicate the files is open and thus cannot be
accessed.

Extracting Event Log

— The event logging service cannot be stopped
while WinNT/2K is running to prevent
intruders from disabling event logging.

— WinZapper can bresk the Event Log service
without shutting it down, enabling an intruder
to remove individua entries from Event Log
filesthat arein use by the system.
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Loading Logs into Event Viewer

1. Gointo Servicesinthe Control Panel
— Disable the events logging service.

— Theevent logging is disabled automatically
when the system is rebooted.

2. Reboot the forensic workstation

— Check Servicesto ensure that the event
logging service is not on.

Loading Logsinto Event Viewer

3. Gotothe WINNT\System32\Config folder

— Renamethe SecEvent.evt, AppEvent.evt and
sysEvent.evt files to something else.

4. Copy the event logs extracted from the image
tothe WINNT\System32\Config folder.

5. Gointo Services

— Set the event logging service to manual start.
— Start the event logging services.
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Loading Logs into Event Viewer

6. Openthe Event Viewer to display thelogs
from theimaged system.

— Thiswill add new eventsto thelog files
stamped with the current date and time.

7. To minimize contamination, immediately
generate new copies of the event logs
using the Event Viewer's save as
command.

Displaying Logs in Event Viewer

« Although convenient, displaying logsusing
the Event Viewer is not very conducive for
andysis

— Event Viewer is not integrated with other data
processing tools.

Displaying Logs in Event Viewer

— Microsoft recommends dumpevt
(www.systemtools.com) for dumping contents
of eventslogsinto aformat suitable for
spreadsheets and databases.

— Importing contents of multiple log filesinto a
spreadsheet makes it easier to sort events
chronologically and search al thelogs
simultaneously.

Displaying Logs in Event Viewer

» When adjust for daylight saving isenabled,
dumpevt does not adjust event time
correctly
— Events are one hour off.

« Corruption of event log record may occur

— Accidentally due to software bugs.
— Deliberately by reporting of misleading events
that impersonate other event sources.
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Internet Information Server Logs

* |ISlogs are generaly located in
— %systemroo®o\sytem32\l ogfiles\

» EachtimeafileonaWeb server isaccessed
over the Internet, an entry ismadein an
accesslog file.

Internet Information Server Logs

* The accesslog filesarein Common Log
Format (CLF)

Win2K I1SLog

¢ [ISlogin Win2K differsfrom CLF, and
hasthefollowing format:
— IP address
— Date and time
— Processing timein ms
— Bytes sent to client
— Bytesreceived by server

* Remote host * Status code
e UserlD « # bytesreturned
* Date » Referring URL
*Time * Browser
* Request
Web Server Access Codes
e Success
—200  Success
—201 Okay Post

—202 Okay Processing
—203  Partia Information
—204  Okay No response

Web Server Access Codes

 Client Errors

—Size
— HTTP web server access/result code 309
Web Server Access Codes
» Redirection
—300 DataRequested Have Moved
—301 Found DataHasaTemp URL
—302 Try Another Location
—303 Not Modified
—304  Success/Not Modified

— 400
—401
— 402
—403
— 404

Bad Request
Unauthorized Access
External Redirect Error
Forbidden

File Not Found
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Web Server Access Codes

e Server Error

—500 Interna Error

—501 Method Not Implemented
—502  Server Overloaded

—-503 Gateway Timeout

Example of I1S Unicode Exploit

1. Intruder obtainsadirectory listing of C:\
— /script/../../winnt/system32/cmd.exe/c+dir+c:\

2. Removesread-only permission on E.asp page
— [script/../../winnt/system32/attrib.exe/E.asp+-r

3. Deletes Easp page
— [script/../..;winnt/system32/cmd.exe/c+sel+ E.asp
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Example of I1S Unicode Exploit

4. Uses TFTPto download areplacement
E.as page
— [script/../..;winnt/system32/tftp .exe/
-i+rooted.ntserver.com+ get+ E.asp

5. Runsthe E.asp pagetoinstall trojan
horse

— [script/E.asp

Example of I1S Unicode Exploit

6. Removesread-only permission onE.asp
page
— [script/..]../winnt/system32/attrib.exe/E.aspt-r

7. DeletesEap page
— [script/../../winnt/system32/cmd.exe/c+del + E.asp

Examining I1S Logs

* It may be possibleto distinguish between an
automated tool probing aWeb server anda
human exploring aWeb server by the speed

and regularity at which sequential requests
are made.

Examining I1S Logs

* When ahumanisbrowsing or exploring a
Web server, access|og entries often show
temporal gaps between viewed pagesasthe
individual readsthe contents of the pagesor
assessesthe results of therequests.

A human may misspell apageor returnto a
particular page severd time.
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Examining IS Logs

» Web proxiescan a so beused to conceal the
I P address. However, these proxies will
have | og files showing which computers on
the network accessed which Web pageson
the Internet.

Processing Evidence on M S Exchange

» Microsoft Exchangeistightly integrated
with the operating system

— Itisnot feasible to restore the Exchange
database files and examine them directly.

— It is necessary to build arestoration server
identical to the original server that hasthe same
« Computer, site and organization names
« Versions, service packs, and hot fixes of Windows
NT and Exchanges.
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Processing Evidence on M S Exchange

» Theregistry intheoriginal server usualy
contains most of the information that is
needed to configure the restoration server.

— The Microsoft Support Knowledge Base
contains articles detailing where some of this
information is located.

Processing Evidence on M S Exchange

* |t may be necessary to install backup
software because Exchangerunsasa
service on the operating system and keeps
certain filesopen at all times.

¢ Tosuccessfully preserve these openfiles,
the backup application must use specia
processesto save the online email databases
files.

Information Store Restoration

1. Shut down all of the Exchange serviceson
the restoration server

2. Delete contentsin the Exchsrvr\Mdbdata
folder

3. If thefiles come from an offline backup,
copy the contents of Exchsrvr\Mdbdata on
therestoration server.

Information Store Restoration

4. If restoring from an online backup, restore
the Exchange Information Store only.

5. Restart the Exchange System Attendant
and Exchange Directory services.




Information Store Restoration

6. Openacommand prompt windows
— Change directory to Exchsrvr\Bin
cd Exchsrvr\Bin

— Runisinteg with thepatch command option
isinteg —patch

7. Start the remaining Exchange services.

Information Store Restoration

8. Open the Exchange Administrator Program

— Select therestoration server asthe server to
administer.

— Highlight Server Object

— View Properties

— Select Advanced tab

— Under DYIS Consistency Adjustment
* Select All Inconsistencies

Information Store Restoration

9. TheDY/IS Consistency Adjustment will
repopul atethe Exchange directory.

10. The examiner can now accessthe

mailboxes of specific individuasor
accounts.

Processing Evidence on M S Outlook

* Inmany situations, the Outlook email
clientswill not have sufficient capabilities
to perform afull forensic analysis.

» Theexaminer haveto trandate email
messages and attachment from the pst file
into aformat more amenable to searching
and analysis.

Processing Evidence on MS Outlook

» Email migration tools

— UniAccess (www.comaxis.com) will extract
emails messages out to an HTML format, with
hypertext links from messagesto their
attachments.

— Exlife (www.ornix .com) will convert the email
messages to text files. Attachments are
extracted out of the pg into their native format.
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Windows Active Directory

« Active Directory (AD) is core components of
Win2K

 Thiscentral repository for critical data contains
— User accounts
— Passwords
— Email addresses
— Personal data
— Security settings
— Auditing settings
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Windows Active Directory

« AD isstored on Domain Controllersin
— %systemroo®6\NTDSntdsdit
— Thentdsdit file can be viewed using the Active

Directory snap-in in Microsoft Management
Console.

Thisslideisintentionally left blank
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Thisdlideisintentionally left blank
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Thisslideisintentionally left blank
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Section 8

Forensics
on Unix

Forensicson Unix

» Unix recognizes 2 basic user types:
— Superusersor Root (USERID=0)
— Ordinary users (USERID!=0)

* When asystem administrator createsanew
user account, the system acknowledgesthe
new user by adding user entriesin the

/etc/passad file.

¢ Thenew user isassigned aunique USERID.
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User Permissions

* Whenthe user logsinto the Unix
environment, ashell processis executed on
behalf of theuser.

» Theowner of aprocessisidentified by his
USERID.

User Permissions

« Other processes run on behalf of the user

will have the same permission whichis
known asthereal user-id (ruid).

* A user may execute afile owned by root,

where Sat User-1D (SUID) functionality
allowsthe processto run with root
privileges.

User Permissions

 For example:

— The /etc/shadow file contains encrypted passwords
and does not allow ordinary users to modify it for
security reasons.

— However, thisfileis updated when users change
their password.

User Permissions

— The passwd program used to change passwords has
SUID permission set so that it runswith root (user-id
0) privileges.

— This alows ordinary usersto update the otherwise
locked /etc/shadowfile.

— Listing the passwd executable file will show an ‘s
over the file owner’ s executable permission,
signifying the SUID permission.
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Backdoor to Root

* Reviewing and comparing SUID filesto aknown
baseline for those files, may identify abackdoor
that givesan ordinary user root privileges.

 The find command will produce a comprehensive
list of fileswith the SUID/SGID permission set.

— Set Group-1D (SGID) permission alows an executing
processto inherit the group privileges rather than the
file owner privileges.
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Shared Files

 Special attention should be given to world-
writegble files, especialy systemfiles.
— Anyone can place a malicious code on the system.

* Tolist all world writeable files

#find /-type f\( -perm-2 -0 -perm-20\) -execls -l {} \;
#find / -type d\( -perm-2 -0 -perm-20\) -execIs—Id {} \;

File Hashes

» When analyzing asystem without baseline
files, examiners must create or obtain their
own.

* Cregting abaseline may involveinstalling the
operating system or coordinating with
vendorsfor abaseline.

* Sun@Micosystems’ Solaris Fingerprint
Database contains close to 1 million md5sum
hash entries of trusted binaries. ass

File Hashes

« After installing the subject operating system

— Create amd5sum hash of the targeted system
binary directories
* /bin
« /usr/bin
« /sbin
« [usr/sbin.

— Compares the two files using the Unix
command diff.

System Configuration

» The/etc/sydog.conffile sets the facility and
priority level of individual logs.

— Facility isthe service that an event will
originate

— Priority is the extent to which logging will
occur.

— Thefacility and priority make up onefield,
separated by a period.

Facility Levels

Auth Security and Authorization-related commands
Authpriv  Private authorization messages

Cron The cron daemon

Daemon  System daemons (may cause redundant logging)
Kern Thekernel

User User process
News Usenet mews system
Mail Mail system
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Priority Logging Levels

System Services

» Some Unix services are specifically initiated
or terminated based upon the configuration
of scriptslocated inthe/etc/rc directories.

» Thedirectories are named according to run
level and each script startswith
— Sfor start, K for kill
— For example

« /etc/rc3.d/S80sendmail isthe sendmail Startup script
initiated at run level 3.

350

Emerg Panic situation
Alert Urgent situation
Crit Critical situation
Err Other error conditions
Warning Warning messages
Notice Unusual occurrences
Info Usual occurrence
Debug All occurrence
349
System Services

» Examinerscan get anideaof what servicesare
launched by understanding the Unix scripting and
services,

* Other servicesareinitiated when needed by a
daemon that listensfor network requests.
— Thisdaemon is called the Internet Daemon and is
controlled by /etc/inetd.conf.
— Thisfilewill provide the name of the service, the type

of delivery, protocol, wait status, uid, server and any
arguments. ot

User Accounts

* The/etc/passwd file identifies
— User account names
— User and group ids
— User general information
— User home directory
— User shell
— If it contains password hashes, the system is

vulnerable to password cracking.

« Password hashes are commonly protected in the
/etc/shadow files.

User Accounts

* User-id 0 should be reserved for root only.

 Any other shared user-id 0 should be
questioned.

* Verify that daemon accounts, including
“nobody’
— Do not reference auser shell
— Should state /bin/false

Scheduled Jobs

« Intruders sometimes create scheduled jobs to
ensure that certain malicious processes stay
running.

— On Linux, scheduled jobs are in found /etc/cron.d
« Thesejobs are run at intervals determined by /etc/crontab.
— Other Unix systems store cron jobsin
Ivar/spool/cron/crontabs

« Thebinary file/usr/bin/crontab runs as the effective user
(suid) root.
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Standard Unix Logs

wtmp/wtmpx  Keepstrack of login and logouts. Growsin
length and is extended to wtmpx. The last
command refersto thisfilefor information

utmp/utmpx  Keepstrack of users currently logged into the
system. Provides output for the commandsw,
finger and who.

Lastlog Keeps track of each users most recent login
time and records their initiating | P Address
and terminal

Standard Unix Logs

Sulog Records the usage of the su switch user
command.

Httpd Tracks originating | P address of WWW
connection.

History files Keepsarecord of recent commands used by
the user. Usually kept in the users$HOME
directory.

Router logs ~ Witness system.

Standard Unix Logs

syslogd A daemon that refers to the syslog.conf
configuration file for detailed logging. The
names of further logs are identified. Logs
with unique names and | ocations may be
identified in thisfile.

Messages .[0-X] Records major events and is usually rolled
over into historical logs with naming
conventions: messages, messages.1,
messages.2, messages.3

Standard Unix Logs

FTPLogsxfr Maintains extensive logs to track incoming
connections and typically showsthe
originating | P address of the connection.

maillog Thisisusually facilitated by syslogd in the
same format. It provides status of mail
handling.

Aculog Records the use of dial out facilities. Records

username, time, date and phone number.

Standard Unix Logs

acct/pacct  Used to bill users on their CPU usage.
Maintainsalist of user’ scommands and their
process time they used.

Packet Captures network | P packets. The administrator

sniffer logs  may run a packet sniffer to maintain statistics,
troubleshoot problems, or overall manage of
the network. It is often used to capture
usernames and passwords.

Login Process

 Unix tracks current and previous activity
using lagtlog, utmp and wirmp.

e Eachtimeauser logsinto aUnix system,
thelogin program searches lastlog file for
the user's UID. If found, the time and
location where the user last accessed are
written to standard output.
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Login Process

New login time and hostname are updated
inthe lagtlog file.

The utmp fileisopened and arecord for the
user isinserted.

The utrmp file contains alist of current
logins.

The utrmp fileisused by rwho, wand who.
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Login Process

* When the user logs out, the entry inthe
utmp fileisdeleted.

« Datain theutmp file are appended to the
wtnp file

 Another record is added when the user logs
out, enabling last to provide the session
duration.

Login Process

The wtnp file maintains ahistory of login
activity onthe system.

The wtnp fileisused by the program last
andac.

The default wtnmp file will increase without
bound. It isnormally truncated by the daily
scripts run by cron, which rename and
rotate thewtnp files.

Shell History Files

¢ Theshell history record commands issued
in the shell environment, of which the
examiner can track commandsthe intruders
issued to the system.

» Thehistory log is stored per-user basisina
user'shomedirectory.

Shell History Files

When multiple-shells are involved
concurrently, cached commands are written

into anew file after the history file hasbeen
deleted.

Default locationsfor history files

— .history for C shell (CSH)

—.gh_historyor .ksh_history for Korn Shell (KSH)
— .history for Bourne Again Shell (BASH)

Restoring Tape Images

« Unix system allows many useful ways of
looking at the datafrom the tape.

* Linux provides many useful utilities,
additional file systemsand device handlers.
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Restoring Tape Images

 Determinethenameof thetapedrive
— Cyclethrough aloop
— Substitute each number from alist

* Drive namesin SunOS/Solaris
Idev/r mt/{ drive#:0,1,2} [density indicator:l,m h,u,c][berkley][no rewind]

 Drivenamesin Linux
/dev/ [no rewind]st{ drive#0,1,2}

Determining the Tape Drive

* For Solaris:

For drive0123456789
>do

>mt —f /devirmt/$(drive)n status
>done

Determining the Tape Drive

* For Linux:

For drive0123456789
>do

>mt —f /devhst$(drive) status
>done

Determining the Tape Drive

* Look at what SCSI devicesare available
cat /proc/scsi/scsi

¢ Check the statusto ensurethewrite-
protection has been set.
mt —f /dev/nstO status

Ensuring Write Protection

« |If write-protected, thestatus shall havethe
WR_PROT flag set.

— 8 mm tapes
* Protected if red tab is covering the hole
» Unprotected if holeisvisible

— 4mm DAT tapes
* Protected if whitetab is opened
« Unprotected if whitetab is closed

Determining the Block Size

» Set theblock sizeto zero in order to
automatically seek the block size used
mt—f /devinstl setblk O

e Common block sizes
— 521 bytesfor dd
— 10240 bytesfor tar or ¢pio.

— Some proprietary backup commands use block
sizesthat adjust or vary throughout the tape.
 Inthisinstance, usetcopy to copy the data
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Determining the Block Size

* Read oneblock with thetapedriveon
automatic and check how bigitis.

#dd if=/devinstl of=test_file count=1 bs=512k

Source Destination Read only 1 Block Block Size

— Rewind the tape to the beginning
— #mt —f /dev/inst1 rewind

Checking the File Type
* Verify thetype of datastored on the tape
# dd if=/dev/inst2 count=1 [file —

« Thefile command will give an indication for most
formatsof tar, cpio and backup

» The examiner should use the appropriate
command to restore the data from the tape.

Checking the File Type

» Most tape will have header information on
thefiletype.

« |If the filecommand doesnot giveaclear

determination of the type of data, examine
the file manually using

—xxd (hex dump)
— od (octal dump)

Manua Tape Copy

 Duplicate acopy and store the original
evidence away.

# mt —f /dev/nstO setblk 1024  Set Block Size on Source, with No Rewind
# mt —f /dev/nst1 setblk 1024 set Block Size on Destination, with No Rewind
#dd if=/dev/nst0 of=/dev/nst1 bs=1024

— Repeat the dd commands until all files on the
tape have been copied.

Identifying Attached Hard Drive

* Disk drivesare generaly of two main types
- IDE
-

* OnLinux IDE
— Primary controller
» Master driveis/dev/hda
 Slave drive is/dev/hdb
— Secondary controller
* Master driveis/dev/hdc
* Slave drive is/dev/hdd

| dentifying Attached Hard Drive

* Linux partitions
— Partitions will add a number: hdbl, hdb2, hdb3
and hdb4 for the primary partitions.

— Extended partitions start with hdb5, hdb6 and
SO on.

 Sun partitions
— Disksarenumbered fromOto 7.
— Slice 2 isreferred to as the* backup slice.
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Identifying Attached Hard Drive

e SCSl disk devices
— Typical names are /dev/sda and /dev/sdb.
— Thefirst SCSI disk device detected will be
letter a, the second b and so on.
— A failure or removal of adriver or SCSI

controller card may cause the name of adrive
to suddenly change.

|dentifying Attached Hard Drive

SCSl disk devices

— File systems automatically mounted at boot time may
no longer function if afailure is encountered.

— All driversrequired for boot should be verified and
mounted manually to protect the evidence.
« Automatic mount at boot only recommended for Linux IDE.

— SCSl drives have a physica writeprotect jumper that
can be set to provide write protection.

[dentifying Attached Hard Drive

 The fdisk command for Linux is very useful

inlisting drive and partition information on
block devices.

» Examiners may verify what devicesthey
expected to see through the partition
information.

Clearing aHard Drive

¢ Clear thenew disk of al data

— sync ensures al buffer caches are written to disk
# dd if=/dev/zero of=/dev/sdb; sync

* Verify that the disk has been cleared by
dumping the device out to display all non-
zero bytes.

#dd if=/dev/sdb | xxd | \

grep —v“ 0000 0000 0000 0000 0000 0000 0000 0000
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Duplicating aHard Drive

* Disk duplicate can also be performed using
#dd if=/dev/sda of=/dev/sdb; sync

* Verification can be performed using mdssum
#dd if=/dev/sda | md5sum
# dd if=/dev/sdb count={# of records} | md5sum
— If the destination drive is larger than the block count
limit, it will have to be added to ensure that the
md5sum does not consider the trailing zeroed bytes.
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Mounting aHard Drive
Use the mount command to

— Show devices aready mounted on the system.
— Verify what mount points already been used.

— Make available the logical fileswithin thefile
systems.




Mounting aHard Drive

* Show that thefile system isavailable
logically and is read-only.

» Usetheloop option toignore cylinder
/head/sector parameters and accessthe
block device block by block.

#mount —r —t ufs —o loop /dev/sdb L/ TARGET

Unix System Logs

¢ Thelast command isused to query wimp
log files to determine who logged into a
system and when they logged out.

— The last command on most system truncates
hostname.

Unix System Logs

 Not al programs makes an entry inwtnmp in
all cases.

— The sshd does not make an entry in wtmp when
using scp port forwarding.

» Thewtnp log can be corrupted by an
incomplete write

— Hence necessary to analyze log entry using
customized programs

Unix System Logs

« sydog sendsinformation to acentra logging
host using the UDP protocol.

— UDPisan unreliable connectionless protocol.
— syslog timestamps the | og entry with the date and
time of the syslog server, not the sending host.
« Thiscan introduce atime discrepancy.
— The syslog server has no way of confirming the
origin of agiven log entry.

« Hence possibleto forge alog entry and send it to the
syslog server. 388

Unix System Logs

* For added security, usetcp_wrappersto
restrict accessto aserver and generate more
detailed entriesin the systemlogs.

* Not al programs can bewrapped using
tcp_wrappers, hencehost-based firewalls
are often used to restrict access.

Unix System Logs

» Host-based firewalls can create very

detailed logs because they function at the
datagramlevel, catching each datagram
beforeit is processed by tcp_wrappers.

— Firewalls can log all connections to a host, both
those permitted and rejected.
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Unix System Logs

» Sun hasaBasic Security Module (BSM)
that createsaudit recordssimilar toNT
Event Logsin abinary format.

— To convert the binary audit logs into readable
text, use

« praudit
« auditreduce
« BSM Event Viewer

Unix System Logs
* Web Servers
— Web servers such as Apache and Netscape

running on Unix have log files similar to the
Microsoft Internet Information Sever.

Unix System Logs
* Email Servers

— Simple Mail Transfer Protocol (SMTP) is used
to deliver email over the Internet.

— Post Office Protocol (POP) enablesindividuals
to read email by downloading it from remote
Server.

— The Internet Message Access Protocol (IMAP)
enablesindividualsto view email while
residues on the server.

Unix System Logs
— SMTP servers do not usualy require a
password. Thus, itis

« Easy to forge messages

« Difficult to prove that aspecific individual sent a
given message.

Unix System Logs

— POP and IMAPO servers require username and
passwords before providing accessto the
personal email.

— Thus, if amessage has been deleted from the
server, there may still be evidence of its
existence in the server’slog files.

* SMTP servers keep logs that pass through.

* IMAP and POP servers keep logs of who checked
emails.

Unix File System

Label...Partition...Partition...Partition...

Super Inode Data Inode Data Super Inode Data
Block Bitmap Bitmap Blocks Blocks Block Bitmap Bitmap ...
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Disk blocks

directory/home/usr

Dan 111 inodelll
Wietse246 owner/groupl D
Permissions
file/directory/etc
datablock #s
data blocks
data content
data content
data content
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File Types

Regular file

Directory

Symboaliclink (aliasfor other file)
Device (e.g., termind, disk, memory)

I nter-process communication: named pipe,
socket

File System Properties

 Everythingisplacedinonelogical tree.
—No C: or D: drives

— Even devices are accessible through the file system.

* Directories arefiles
— Except that users can’t write to them
— Some remote file systems may disallow reading

* Filesmay contain holes
— No dataiswritten in holes
— Holes read back as all-zero blocks

File System Properties

Multiple references are possible for afile

— A file can appear in multiple places, even in places
owned by different users

Zeroreferencesare aso possible
— A file can till exist after it is removed

No built-in undelete provision like DOS

Wasted space only 0.5 kbytes at theend of afile
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File Attributes

» Ownership
— Numeric user and group ID

* Permissions
— Read, write, execute for owner, group, other
* Types . .
— File, directory, symlink, device
* Referencecount
 Fileszeinbytes
» Time stamps
— MAC times ot

Physical Locality

Modern UNIX file systemsdo not scatter
the contents of afilerandomly over the
disk to avoid fragmentation

Thefile system locality allows deleted file
contents, accesstime patternsand other
attributes to survive long after afileis
deleted

When afileisdeleted, the system makes
only minimal changestothefilesystem .,

67



Permanency of Delete Content

* A really secure delete takestime

* Itispossibleto recover datafrom the disk
even after overwriting multiple times

* Itispossibleto recover datafrom the RAM
after powering off

To WipeaUNIX System

Wipefiles before removing them

» Wipefree space

When shutting down the system
— Wipe swap space

— Wipe memory

* Wiping software

— http:/thc.pimmel.com/

Grafting to Hide Effects of Wiping

* All-zerofreeblocksare unusual

— Raise suspicion of wiping
* Solution

— Overwrite free space with plausible data
« Cloning/grafting

— Use copies of recently accessed files from the system
« Eg. mail, program source code, web pages/images

Effects of File Deletion: Directory

The directory entry with the file name is marked
as unused

The file name becomes disconnected from any
fileinformation

Names of the deleted file can till be found by
examining adirectory with the stringscommand

Linux doesnot allow directoriesto be accessedin
this manner.
— Use theicat utility to work around thisrestriction
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Effects of File Deletion: Inode

» Theinode file attribute block is marked as
unused in the inode block allocation bitmap

» Somefile attribute information is destroyed,
but alot of informationis preserved

* Linux preservesthe connections between

thefile inodeblock and thefirst 12 file data
blocks

Inode Information for Deleted File

« Ownership: * Time stamps:
— Numeric user and — Last file Modification
group ID — Last file Access
¢ Permissions: — Last status Change
— Read, write, » Owner, permissions, refcount
execute for owner, + Reference count
group, other — Zeroed when removed
y TVE?- direct « Filesizein bytes
— File, directory, _
symlink, device, .Zeroed, except LINUX
FIFO, socket * List of datablock numbers
— Zeroed, except LINUX 408
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Effects of File Deletion: Data Blocks

File data blocks are marked as unused in their
block allocation bitmap

» Contentsinthefile datablocksareleft untouched

File data blocks are no longer connected with the
file

« Linux has an option to erasefile data blocks upon
file deletion, also thefirst 12 data blocksremain
connected to the inode block

Effects of File Deletion: Summary

Directory
—Name

«Inodeattributes
—Owner
—Groupownership
—Last read access time
—Last write access time
—Last attribute change time
—Deletetime (in Linux)
—Directory to ref count

Preserved, disconnected from file

Preserved

Preserved

Preserved

Preserved

Time of Deletion

Time of Deletion

Destroyed (Preserved in Linux]

)
—File type Destroyed (Preserved in Linux)
—Access permissions Destroyed (Preserved in Linux)
—Filesize Destroyed (Preserved in Linux)
—Data block addresses Destroyed (Preserved in Linux)
«Datablocks
—Data contents Disconnected (Preserved in Linux)

Erasing the Tracks

« Anintruder may remove exploit source and
executable code after they have served their
purpose

* Astheresult of such cleanup activity, the
only visible evidenceisthelast
modification time of the directory

Finding the Tracks

* When aprogram is compiled, executed or deleted

— The compiler processes the source code
« It creates several temporary files before the executable
program pops out.

» When theintruder compiles, runsor deletesan
exploit program
— Wecan find traces of the deleted files
« Program sourcefile
« Executablefile
« Compiler temporary files

Finding the Tracks

Usetheilsutility to retrieve thefile attributes

— The deleted files have no names, disk names and
file inode numbers are used

Compiler temporary fileslive in the samefile
system zone asthe /tmp directory
— The deleted temporary filesis overwritten only

when a process needs to create a new temporary
file.
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Access Time Patterns

File Sze MAC Permissions Directory File <Dir-Inode #>

85 m. -wro- wietse <hda6-311549> Create source file

#85 <hdab -311549>
10897 mac -w-r—r—  wietse  <hdal2022> Compiler temp file
301 ma -wer-r-  wietse  <hdal2023> M = write/Create

A =Read/Run
872 mac -w-o-r— wietse  <hdal2024> C = Change Attribute/Delete

Read source file

85 a -w-r—r—-  wietse  <hda6-311549>

4173 m.. -wxrxrx wietse  <hda6-311550> ,S,Effﬁf;::iﬂgie
4173 .a.  wxrxrx  wietse  <hda6-311550> Run executable
1024 m, drwxrxr-x wietse  /home/wietse

85 -w-r—r—  wietse  <hda6-311549>

C Delete source file
4173 .c  -rwxrxrx  wietse  <hda6-311550>

Delete executable
414
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Ep

Section 9

Forensicson
the Networks

Forensics on the Network

* Log files containslarge amounts of trace
information.

« [P address may not pinpoint the cul prit, but
it does narrow down the searchto a
particular machine.

 Server logs record which | P address had
used aspecific servicesat aspecifictime.

Forensics on the Network

» |Paddressarestored inthe Web server
access|og.

* Diaup modem banks and BOOTP/DHCP
servers create log files of 1P address
assignments.

* Firewallsand routers keep log of the
TCP/IP traffic passing through (usualy
incoming).

Challenges of Network Analysis

 Evidenceis often distributed on many
computers.

— Thedistributed nature of the networks may
make it impossible for investigators to gain
physical accessto the devicethat contains
vauable evidence.

— It may be necessary to collect evidence from a
remote system or access an active network
deviceto collect volatile data.

Challenges of Network Analysis
« Evidenceisoften present on anetwork for
only ashorttime.

— Such information is stored in volatile memory
of network devicesor in network cables.

— Windows of opportunity for collecting this
volatile evidenceis very small.

Challenges of Network Analysis

» When collecting network log files, it may
not befeasibleto shut down the systems

— Evidence in volatile memory can be lost if the
network cable is disconnected or the computer
is turned off.

— It may be difficult to make a bitstream copy of
the hard disk.
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Challenges of Network Analysis

— One approach to gathering evidence from a system
entails using the who and netstat commandsto
send the results into afile on an external device.

— Thistechnique minimizes the impact on the system
when vauable evidence may be stored in dack and
unallocated space.

* Encryption is becoming more common, which
allows criminals to scrambleincriminating

evidence.
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Difficulties of Collecting
Network Evidence

« Log files contain overwhelming information
at thetransport and network layer

« Statetables contains activities of many users
but are only available for ashort time

« Cutting and pasting on segments of alog file
is not satisfactory from the evidentiary
viewpoint for authenticity and integrity of the
digital evidence
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Network Evidence Collection

» Consider taking print screen snapshots

» Usemessage digeststo preservethe
integrity of the origina copiesof all log
files, and perform investigations on
duplicate copies

* Cross comparison of thelog filescan
provide arich source of evidence

Collecting Evidence on Network

1. Maintainalogusing Unix script command
or Telnet/SSH session logged to afile.
Videotaping.

2. Resolveall IP addressesto obtain their
associated canonical names so that both
the | P addresses and names are available at
alater datesevenif the nameischangedin
thedomain name system.

Collecting Evidence on Network

3. Use SNMPto obtain information from
routersand firewalls.

4. Take printscreen with date and timefrom
atrusted time source.

5. Usetraceroute to document the location
of the host being accessed.

Collecting Evidence on Network

6. Encrypt anddigitally signal evidence
filesto preservetheintegrity.

7. Seek and collect corroborating
information from multiple independent
SOUIrces.

8. Accesslog entriesinthe IDS.
9. Query the DHCP server.




Log Analysis
» Look for trafficanomalies

* Look for traffic originating from or
terminating on the compromised machines

* Look for broken or unusual patternsinthe
traffic

Network Traffic Reconstruction

* Itisnot feasible for an examiner to
comprehend all traffic by viewing its hex
representations.

« Examination tools are required to
reconstruct the packets and display themin
away that facilitatesanalysis.

Network Traffic Reconstruction

— mailsnarf and webspy can reassemble and
display application layer datain real time,
providing an effective way to monitor an
individual’ s online activities.

— NetWitness (www.forensicexplorers.com) has
the capability to capture traffic (or read a
tcpdump file), reconstruct session, display
content in real time and analyze the traffic.

Network Traffic Reconstruction

— review (security@net.ohio -state.edu) can
process the original binary datain a tcpdump
log. By piecing together TCP packets and
extracting the original payload, it is possible to
obtain files that the intruder downloaded from
or uploaded to a system.

Routers

* Routers can be configured to keep traffic-
related logs.

— However, routers are often configured with
minimal logging to conserve storage space on
the central server.

NetFlow

* A growing number of routershave NetFlow to
improve routing performance.

» Whenthe NetFlow feature is enabled, routers
record detailed information about each flow
— Current time according to the router
— Start and end times of the flow

— Source and destination | P addresses and ports, |P
protocol type, number of packets and bytesin the flow.
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NetFlow

* If the systemiscompromised, NetFlow logs
will show

— The source of the attack
— Protocols used
— Ports accessed

— Amount of datatransferred

NetFlow

Oncethe source of the attack is known,
NetFlow logs can be searched for other
machines on the network that were targeted
by the attacker.

NetFlow packets are exported when aflow
ends, resulting in alog fileswith entries
sorted by flow end times.

— Sort NetFlow logs using the start time of each
flow before attempting to interpret them.
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NetFlow

» NetFlow record does not indicate which
host initiated the connection, it only

indicatesthat one host sent datato another
host.

— Therefore, it is necessary to infer which host
initiated the connection.

— Sorting therelevant flows using their start times
to determine which flow was initiated first.

NetFlow

 NetFlow records exported from arouter are
encapsulated in a UDP datagrams

— Some of the records may not reach the intended
logging server. Thus, the logs may not be complete.

— Newer NetFlow records contain a sequence number
that can be used to determine if any records are
missing or if forged records have been inserted.

NetFlow

* NetFlow records are sometimes exported
beforeaflow isterminated.

— Thus, asingle flow may cause several flow
record to be created.

— Inthis case, several flow records may have to
be combined to determine the amount of data
transferred or duration of the flow.

Dialup Server
* When anindividua dialsinto the Internet,
there are two forms of evidence at the ISP
— The contents of theterminal server’ smemory

— The logs from the associated authentication
server.
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Diaup Server

» The TACACSauthentication system
keeps records of thetime, user name,
terminal server and port, and | P address
for each login and logout event.

» TACACS assigns code requests dealing
with SLIP connections
— LOGIN (Type=1)
— LOGOFF (Type=7)
— SLIPON (Type=9)
— SLIPOFF (Type=10) 10

Diaup Server

* Restrict the modem pool to authorized users
by requiring usersto authenticate with a
user name and password when they connect.

* The TACACSIogs can then identify the
account that was used to authenticate access
to the modem poal.

Diaup Server

» Thelogsfrom RAM can be collected using
the show logging command.

* Eachlog entry containsthe
— Date and time
— Facility code
« SEC, SYS, SSH, BGP
— Severity
— Message

Diaup Server

* The show history command can be used to
list the commands executed during the
examination.

Pen Registers

» A penregistry isadevicethat isphysicaly
attached to atarget phoneline.

* Itrecordsall of the numbersthat aredialed
through that line with the time and duration
of thecalls.

* |t provides acomplete record of incoming
and outgoing phone callsfor the suspect.

Phone Tracing

» Requesting a phone company to trace an
intruder presents a problem when dealing with
amodem pool

— Many phone circuits are associated with asingle
dial-up number

— Need to correlate the phone traces against the
modem pool authentication logs and match phone
callsagainst login sessions.

— Event lag and clock offset complicates correlating
the authentication logs against the phone traceg,,
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Phone Tracing

 Phone switch records
— Server = Terminal server name
—Line =Portontheterminal server
—Slip  =DNSnamefor the IP address
associated with that port.

Thisinformation can help trace an | P address to
aspecific termina server/port and to aunique
circuitid, span, channel and trunk for the phone
company to tracethecircuit in real time.

Network Traffic

« To monitor network traffic, sniffers decode
datagrams and display them in an easy-to-read
format.

« Etherpeek (www.etherpeek.com) provides
several viewsof captured traffic
— It shows the raw data, the decoded data, and
interpreted view showing what the data represent.

— Etherpeek can aso be configured to generate an

alert when traffic matching specific criteriais
detected.
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Network Traffic

« When ahub isused, communication between
machines on the same network isvisibleto all
machines connected to the hub, making
eavesdropping very smple.

» When aswitch isused, communication between
machinesisnot visibleto al computersonthe
subnet. However,

— ARP proxying can be misused to intercept traffic
— dsniff (naughty-monkey.org/~dugsong/dsniff) ..

Network Sniffer

— Timestamp options
*d Delta Time since receiving the previousdatagram
* a Absolute Clock time
*r Relative Timerelativeto thefirst datagramdisplayed

— The absolute time is usually desirable because it can

be easily compared with timestamped information
from other sources.

— The-p option can be used to display time relative to
any selected datagram.
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Network Sniffer

* Shoop isnetwork sniffer installed by default
with SunOS/Solaris.

 Entriesin the snoop arenot time-stamped.
— The-t option isrequired to timestamp entries

— Timestamps are accurate to within 4
microseconds.

Capturing TCP Packets

e tcpdump (www.tcpdump .org) can be
installed on most versions of Unix and has
been ported to Windows.

* tcpdump can aso be used to capture UDP
datagrams.
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Capturing TCP Packets

« tcpdump only capturesthefirst 68 bytesof a
datagram by default

— To collect more information, set a larger snaplen
value using the—soption.

— Using alarger snaplen increase the chance of
overloading and losing datagrams

* Filterscan be used to reduce the amount of
information thattcpdunp collects.

Capturing TCP Packets

. tcpdurrp represents TCP flagsasfollows:

SYN Synchronize sequence numbers,
establish connection

—F FIN Terminate connection

—R RST Reset connection

—P PSH Push data, do not buffer before send
—. No flag set

Examining TCP Logs

1. tcpdump can contain the complete
contents of al network traffic for each of
the sessions, including the data portion of
the packets.

2. Usethefiltering expressionsin the
tepdump to pull out packets of interest
from thetotal log based on the
examination of the packet headers.

Examining TCP Logs

3. Usereview (security@netohio-state.edu)
asagraphical user interfaceto browsethe
tcpdump log

4. Look at the summary of the contents of a
singlelog, view the contents of sessions
within alog and replay the contents of
selected sessionsto see an‘intruder’'s eye
view' of thelog contents.

Merging Logs

¢ Thereare some hostswhere network traffic
goes out through arouter and returns through
the second (due to asymmetric routing).

* Thiscan also be an issuewherethere are
multiple SMTP servers and for Web proxy
Servers.

e Sometimes, it is necessary to merge severa
logstogether to reconstruct acomplete record
of thenetwork activity.
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X Windows
* Event structures * Request structures
— Keystroke —Draw lines
— Mouse movements —Clear regions
— Mouse button clicks —Change fonts
* Resultstructures
— Responseto therequests
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X Windows

» xtermsessionsin tcpdump logs are recorded
in non-human readable binary structures

* A special graphical user interface, e.g.
review, isnecessary to pull out the
keystrokes in the xtermsessions=

Accessing Unix Log Files

* Most log filesin » Toview logfiles

— Jusr/fadm —vi

— Ivar/adm — more (syslog)
— /var/log —who (utmp)
— letc — last (wtmp)

Accessing Unix Log Files

acct or pacct

— Accounting logs contain commands typed by
every user

* Aculog

— Contains arecord of when modems were used
to dial out

* lastlog

— Contains arecord of each user’s most recent
login or failed login
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Accessing Unix Log Files

* loginlog
— Records failed logins

« sulog
— Records every attempt to log in asthe
administrator of the computer (root).

Accessing Unix Log Files

* messagesor sysdog
— Main system log file containing wide range of
messages from various applications. Routers

and firewalls can be configured to add their
messages to thisfile.

e utmp and utmpx

— Contains records of all users currently logged
into a computer.

— Filesavedin /etc

Accessing Unix Log Files

e Wtmp and wtmpx

— Contains arecord of errors that are encountered
when accessing external media

— Filesavedin /etc

 xferlog

— Containsrecords of all filestransferred froma
computer using the FTP
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syslog

Jan 1 23:45 mycomputer sendmail[11668]: “debug” command from
hacker.dhp.com (199.245.105.25)  ayacker 1P address

Jan 1 23:45 mycomputer sendmail[11668]: “wiz" command from
hacker.dhp.com (199.245.105.25)

Jan 1 23:46 mycomputer sendmail[17936]: TAA17936: ruleset=check_rcpt,
arg=someone@hotmail.com relay=08-162.015.popsite.net [207.240.169.162],
reject=550 Dial in connection Source of junk mail
<21freeto@flashmail.com>...Relaying denied

Jan 1 23:47 mycomputer sendmail[17936]: TAA17936:
from=smoke@www.lg.co.kr,

size=0, class=0, pri=0, nrcpts=0, proto=SMTP, relay=08-162.015.popsite.net
[207.240.169.162], rej 0 il.com... Relaying denied

syslog

Jan 123:48 mycomputer rshd[7373]: connection from 199.245.105.25 onillegal port 2066
Jan 123:48 mycomputer ftpd[7375]: connection from hackerdhp.com

Jan 123:49 mycomputer ogin[7593]: failed 2@ hackerdhp.com as+

Jan 123:49 mycomputer 0gin[7595]: failed 2@ hackerdhp.com asbin

Jan 1 23:50mycomputer login[7596): failed 2@ hacker dhp.com asdaemon

Jan 1 23:50mycomputer login[7597]: failed 2@ hackerdhp.com aslp Trial and
Jan 1 23:51mycomputer login[7599): failed 2@ hacker dhp.com asnuucp \i;?r:

Jan 1 23:51mycomputer login{7600]: failed 7@ hackerdhp.com asr oot attempis

Jan 1 23:52mycomputer login[7604]: failed 2@ hacker dhp.com asuser
Jan 1 23:52mycomputer login[7605): failed 2@ hacker dhp.com asuucp

Jan 1 23:53mycomputer ftpd[7654]: connection from hacker dhp.com

Jan1 telnetd[7653] from hackerdhp.com

Jan 1 23:54mycomputer rshd[7652]: connection from 199.245.105.25 onillegal port 4128

Remote login atempts

Cautions When Accessing Unix Logs

e OnsomeUNIX systems, wtmp and utmp
filestruncate the source host namefor
remotelogin sessionsto somelimited size.

— This obscures the source host nameif it islong.

* Oneapproach to addressing thisproblemis
to modify thelast command to display full
hostnames.

Cautions When Accessing Unix Logs

« Accounting records only contain the name
of the binary that was executed and not the
full path nameto thefile.

» Need to search dl attached file systems for
executable files with the same name.

Cautions When Accessing Unix Logs

* Inshdl scripts, the name of theinterpreter
for the script isrecorded, but the name of
the script is not recorded.

» Thename of the executable can beinferred
based on the shell history filesand by
examining the user's PATH environment
variable settings.

Cautions When Accessing Unix Logs

» Shdl history filesaretypically owned by
the account whose activity they record, and
so are subject to editing and erasure.

 Shell history isalso written when each shell
exits, so overlapping shells can obfuscate
the record.
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Cautions When Accessing Unix Logs

* The syslogtimestamp that appears on the entries
inthelog filesisthetimethat the entry was
received by thelocal machine according toits
own clock, not the clock of the machinethat the
log entries come from.

* Thiscan cause confusion if the examiner triesto
correlate thoselog entriesto other eventsfrom
theoriginal host, since there may be aclock
offset between that host and the sydog host.
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Accessing WIinNT Log Files

e Logfilesin
—%systemr oot %0\system32\config\
—C:\winnt\system32log

 appevent.evt -logof application usage
» secevent.evt - log of security related activities
» syseventevt - log of system events

WInNT State Tables
Log of current and recent connectionsonly!

Date Time Source Category Event User Computer

1/23/00 10:10:02AM  Security System Event 515 SYSTEM ORGO

1/23/00 10:09:02AM  Security Privilegeuse 577  SYSTEM ORGO

1/23/00 10:07:02AM  Security Logon/Logoff 528  ANONYMOUS ORGO

1/23/00 10:07:02AM  Security Logon/Logoff 528 ~ ANONYMOUS ORGO Security
1/23/00 10:05:04AM  Security Privilegeuse 578 eco3 ORGO Log
1/23/00 10:05:02AM  Security Logon/Logoff 538  eco3 ORGO

1/23/00 10:04:33AM  Security Privilegeuse 576 eco3 ORGO

1/23/00 10:03:02AM  Security SysemEvent 529  SYSTEM ORGO

1/23/00 10:10:10AM NETLOGIN None 5719 NA ORGO

1/23/00 10:09:11AM  EventLog None 6006  NA ORGO System
1/23/00 10:08:12AM  Dhcp None 1005 NA ORGO Log
1/23/00 10:06:13AM  Serial None 6007  NA ORGO

Log of TCP/IP Connections

netstat —f inet listsall TCP/IP connections

Dial up connections
TCP Local Address Remote Address State

www.forensic-science.com.telnet  23.0akland-O1.caworld.net.2048  Established
www.forensic-science.com.telnet  sdn-ar-004njnbruP047 dialnet.1754 Established

www.forensic-science.com.80 dial55175.mru.ru.1084 Established

www.forensi c-science.com.80 proxy -354.public.net.43883 Time_Wait

www.forensic-science.com.80 linel.old.net.4667 Fin_Wait_2
Web connections

Forensicsin the Datalink Layer

» Thedatalink and physical layersarethe
richest sourcesof digital evidence

 Datacaptured usinga sniffer can be very
useful in
— Reconstructing a crime

— The accuracy of the entriesin thelogsis based
on the confirmation that they have not been
mani pUlaIed 473

Forensicsin the Datalink Layer

 Datalink layer addresses (MAC addresses)
are more identifying than the Network layer
addresses (1P addresses)

— A MAC addressis directly associated with the
Network Interface Card in a computer

— An |P address can be easily reassigned to
different computers
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ARP Cache

» The Address Resolution Protocol isused by
routersto map an | P addressto the MAC
address of a particular computer

» The ARP cache on acomputer or router can
beretrieved usingarp-a

ARP Cache

* The ARP cache does not keep permanent
record and must be examined shortly after
the connection has occurred

Some routers can be configured to detect
incorrect | P addresses to identify computers
that have been purposefully reconfigured to
hidethe user’ sidentity

Intrusion Detection System

e Short (www.snort.org) inspectstraffic and
only storesdatathat are suspicious.

» ThelDSkeepsalog of attacks at the
network level, allowing the examiner to
determinethe attacker's 1P address.

Intrusion Detection System

* Unlike tcpdump, Short can
— Inspect the datagram payload
— Decode the application layer of adatagram

— Compare the datagram contents with alist of rules.
— Configure rulesto detect specific types of datagrams

— Reassemble fragmented packets before checking
them against known attack signature

— Capture the entire binary datagramand storeitina

tcpdump format.
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Reliability of Logs

» Logsvary inthe degreeto which they can
be relied upon to be accurate.

— utmpand wtmplogs on some UNIX systems
areworld writable

— Any user can modify their contents.

Reliability of Logs

« Therdiability of thelogsis dependent on
theintegrity of the systemsthat generatethe
logs.

— If those subsystems have been compromised or
replaced, the logs that they generate may not be
acomplete or accurate portrayal .
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Reliability of Logs

» Theaccuracy of thelogsisa so subject to the
security of the network protocols used for
trangporting the messages.

— syslog and NetFlowlogs are both sent using UDP.

— The logs can be incomplete.

— Itisrelatively easy to create false entries by
directing carefully crafted UDP packets with
spoofed source addresses to the log servers.

Reliability of Logs

 Guard against the dangers of incomplete or
incorrect logs by correlating eventsfrom as
many sources as possi ble and account for
discrepancies between thelogs.

Time-Related |ssues

» Most log filesinclude some sort of time
stamp which can be used to correlate entries
from several logs against one another.

« One common problem isthat the clocks on
those hosts may not be synchronized.

* Itisasoimportant to know the time zone
that each log was recorded in. Unfortunately,

the timestamps in many logs do not include
thetime zone.
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Time-Related I ssues

» Event lagisthedifferencein timesbetween
related eventsin different types of logs.

— There can be significant event lag between the
start of a phone connection and the start of an
authenticated session on the modem pool .

Time-Related I ssues

 Sincethe amount of lag isoften variable,
events should not be correlated specifically
by starting time or even duration, sincethe
session in the network traffic log would last
longer than thelogin session.

» However, most of the log entries associated
with alogin session on ahost should fall
withinthestart and end times of that session.
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Time-Related | ssues

» Sometimes|ogs are created in order of the
ending time of asession, instead of the start
time and this can lend further confusion to
the correlation process.

— Log entries for NetFlow logs are created when
the flow of traffic ends.

— UNIX process accounting logs are created when
the associated process ends.
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Time-Related Issues

* Sincethe ending events often match up more
closely intime, it is advisable to use the end
time of asession for making correlations

Itisalsotrivial to leave a process running in
the background so that it will persist after
logout (using nohup), in which caseits
process accounting recordswill not be
bounded by thelogin session.

DNS Problems

* Intruders can steal domains, poison the cacheson
DNS servers, or inject false information into
address/name lookups.

» Many subsystemsresolve the | P addresses that
they know into names using DNS and then only
log the resolved names which may not be correct.

 Thus, it is necessary to log messages with both the
| P addresses and the resolved names. -

Forensics on the Internet

* Investigating crimina activity of the
Application layer

Forged Emails

Email clients can be configured with false
information when communicating withthe MTA.

Thetrusted Mail Transfer Agent isthen exploited
torelay theforged mails.

— Web Browser
— Email
— Usenet
—IRC
Email Forgery

> HELO Fake.message.com
> MAIL FROM: fake@spoofedaddress.com
> RCPT TO: you@emailaddress.com
> DATA Forging an email on SMTP
Subject: Spoofed Email (Simple Mail Transport Protocol)
Date: date and time stamp 1
Thisis aforged message.
>QUIT

Date: date and time stamp 1
From: fake@spoofedaddress.com Message at Reci pient
To: you@emailaddress.com

Subject: Spoofed Email

This is a forged message.

Forged Trusted Mails with Spoofed
Email MTA Sender Identity
490
Email Tracing
time stamp 1 time stamp 2
Sender MTA 1 MTA 2 Receiver

Received header of Email show Mail Transfer Agents along the route taken by the message

MTA 2 Received: from trustedmta.com by yourmailserver. emailaddress.com
(5.61/1.34) 1d AA1404; date and time stamp 2

MTA 1 Received: from fake.message.com (corpus. delicti.com [207.244.93.93]) Real Sender
by trustedmta.com (8.8.5/8.8.5) with SMTP id VAA01050 for

<you@emailaddress.com; date and time stamp 1
Date: date and time stamp 1

Message-|d: <19970707070121.VAA01050@trustedmta.com
From: fake@spoofedaddress.com

To: you@emailaddress.com

Subject: Spoofed Email
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Tracing the Sender

Don't befooled by afake sender email account

Information from Received Header
Domain Name
IP Address Useful Tools
finger
ph -
et Cocion
who is :
| dentity
Intentions

Usenet Forgery

> GROUP: alt.abuse Path:news. corpusdelicit.com! plne! extra newsguy

> FPOST .com!|otsanews.com! news. maxwell. syr. edu!news
feed.wli.net!su-

Subject: Spoofed Article newshub1. bbplanet.com! Newsbbn.

Path: abc!net planet.com! newsfeed.concentric.net! master0.new

From: nobody@hotmail.com sinternet.netlabe!net

Newsgroups: alt.abuse
This is a forged message.
>QUIT

From: nobody (nobody @hotmail.com)
Newsgroups: alt.abuse

Subject: Spoofed Article

Date: date and time

Message-1D: 8pF762$FIg@masters0.internet.net
Forgi ngan aticdeon NNTP NNTR Posting- Host: cheat.usenet.com

(Network News Transport Protocol) This is a forged message.

Message at Posting Host

Usenet Tracing

Path: news. corpusdelicit.com!plnelextra. newsguy.com!
News lotsanews.com! news. maxwel|.syr.edu! newsfeed.wli.net!
server su-newshubl.bbplanet.com! newsbbnplanet.com! newsfeed.
path concentric.net! master 0.news.inter net.net!abc!net

From: nobody (nobody@hotmail.com)

Newsgroup: alt.abuse

Subject: Spoofed Article

Date: date and time

Organization: Nobody's Home

Message-1D: 8pF762$FIg@masters0.internet.net

Reply-To: nobody@hotmail.com Forged sender information

NNTR Posting- Host: cheat.usenet.com

X-Trace: SOLAIR2. masters0.internet.net 922191688 24958.199.166

Check log of this node

Dial up connection

IRC Tracing
2 main problems
« Communications are transient and hence not archived

« Communications can also bypass |RC network once
Direct Chat Mode (DCC) or file server (fserver) is
established.

— IRC clients send information directly to | P address of
opposite party

IRC Tracing

 /whoisnickname

— Usesaperson’s IRC nickname to get the person’s
email address, chat channel, IRC server chatting on,
IP address.

» /whowasoldnickname

— To obtain logged information from the IRC server's
temporary cache if the culprit leaves the IRC or
changes his nickname

* /who *domain-name* or * pen-name*

— Searches subnet for any information associated with
the culprit 407

| dentifying the Intruder

1. Log all packetsrelated to aparticular logon
Session.

2. Invoketcpdump on the targeted host on login
and terminate on logout and log all actionsto
ahistory file.

3. Track the channel the intruder typically
hungs out on to the account used for
authentication, and map to the compromised
account and IRC nicknames.
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Identifying the Intruder

4. Monitor suspiciousactivitiessuch as

— Severd different people connecting to IRC
through the compromised account

— Multiple smultaneous logins

—Use of accounts for people who were no
longer affiliated

—Intrusion and denial of service attacks

Digital Evidence on the Internet

« Digital evidenceisoften stored on remote servers

» The evidence can be stored in many different
placesto complicate search

« Creating acohesive reconstruction caninvolve a
large amount of evidence from awide variety of
SOUrces.

— Phonetraces, pen registers, NetFlow, tcpdump logs,

authentication logs, victim host logs and host based
evidence 500

Digital Evidence on the Internet

* Seizing evidence directly from the remote
serversis sometimesimpossible

» Ensurethat evidence collected from the
Internet is authentic and not modified
during transmission

Digital Evidence on the Internet

» Web browser, email clients, newsgroup
activity and log fileson thelocal computer
also keepsrecords of the pagesvisited,
copies of emailsand live chats

* Do not change file names for documentary
purposes or edit contents of filesto make
them more readable

Thisdlideisintentionally left blank

Thisslideisintentionally left blank




Ep

Section 10

Forensicson an
Unknown Program

|dentifying an Unknown Program

* Runthe program, seewhat happens.
— What if the program turns out to be destructive?
« Runthe program on asacrificial machine.
— What if the program depends on specific
machinefeatures?
» Staticanalysisof programfile
— Slow, but hopefully safe.
« Detailswill be somewhat operating system
specific
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Analysis Tools

Programfile analysistools

— strings shows clear-text strings embedded in any file

— grep searches for specific strings

— file identifiesfile content by looking at part of the
data

Generd file analysistools

— nm displays compiler and runtime linker symbol table
— ldd identifies dynamic libraries used

— disassemblers debuggers so7

| dentifying an Unknown Program

%ls- a

-TWXEXr-X 1 wietse staff 67724 Jul 24 18:21a An executable program

% filea

a ELF 32-bit MSB executable SPARC Version 1, dynamically linked, not stripped
Not stripped, so a lot of compiler information is still available

Cluesfrom Symbol tables

Compiler symbol table revealsinternal procedure names

% nm-p a

0000077448 T nfsproc_getaitr_2
0000078888 T nfsproc_create 2
0000079428 T nfsproc_link_2
0000077988 T nfsproc_lookup_2

Run-time linker symbol table reveals calls of external shared library routines

% nm-Dua

perror

pmap_getport

pmap_rmtcall

printf

qsort 500

Finding Exploit Code

* A combination of:
- MACtime
—unrm
— grep program files for source code
¢ Standard Unix tools
¢ Reconstructing mail files
e Text-based log files
« Correlator (binary, repeating logs, etc.)
¢ File sanity checking
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Embedded Strings

% strings - a

- umount remote file system export

- show all exported file systemsumountall
- umount all remote file systemsumount
[-upTU] [-P port] <path> - mount file system
mount

<local-file> [<remote-file>] - put file
<uid>[.<gid>] <file> - change owner
chown

<mode> <file> - change mode

chmod

<dir> - remove remote directory

rmdir

<dir> - make remote directory

mkdir

<filel> <file2> - move file

<filel> <file2> - link file

<file> - delete remote file

Backdoor Service

» Stand-alonetelnet server
» Bypass TCP wrapper and system login procedure

Ytelnet victim 5120
Trying 131.155.210.17...
Connected tovictim.
Escape character is’ /J'
password

SunOSUNIX (victim)
victim#

telnet portd e
Intruder H —
client server process

Compromised machine 512

Eradicating Network Traces

Itisvirtualy impossiblein most casesfor
theintruder to eradicate network traces

— Don't know where data was saved

— Must determine where data flow went

— Compromise all routers, hosts, etc.

— Destroy all information there, plus recursively
follow thislist

Network Sniffing & Spying

« |DSoften ineffective by themselves

 Useful for damage control, not for data
recovery

» Best as standa one monitoring system

» Requireslots of storage for completetraffic

* Must protect the system(s) doing the
sniffing and storing data

 Encrypted or hidden connections aproblem

514

Gathering Information

» System configuration

¢ System and user programs

¢ System and kernel memory

¢ Raw memory & disk
 Anything with IP #hostnames

System Configuration

 Enter into the realm of auditing

* Invisiblechanges

* Freezing system should gather most of this
» Need to know how system should look like
» Kernel

 Packet filters
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System Configuration

* Access control

— hosts.allow, httpd.conf, sshd_config
e Trust

— servers, rhosts network information
 Configurations

— routes, inetd.conf, startup files
* Protocols
e User

— .rhosts .forward)

Programs

* Queriestosystem * Logs

Show Net Status

Active Internet connections (including servers)

% netstat -a -finet

— netstat — Syslog
—arp - NFS
— |sof —-NIS
— portscanners —DNS
* Program memory — Kernel
Portscanners

* % tcp scan <udp> 1-1024
—21: ftp
—23: telnet
—25. smtp
—53: domain
—515: printer
—667: unknown

Protocol RQ SQ Local Address Foreign Address ~ State

tcp 0 O flying.smtp 192.215.43.108.4778 EST

tcp 0 O flying.http dialup6929.nsd ..2787 EST

tcp 0 O flying.smtp 192.215.43.108.4769 WAIT

tcp 0 O flying.http telapex..2198 SYN_RCVD

% netstat -r

Destination Gateway Flags  Refent Use Interface

127.0.0.1 127.0.0.1 UH 1 1365 100

default 209.179.181.129 UG 17 2089112 le0
Routing tables oo

DataBinding

» Keepstrack of every query of host
 Send apassive signa to bind
» Dumps database into named_dump.db

» Compare system logs, known hosts
—useTTL vstimeleft in memory

TCP Wrapper Alert

 Suspicious activity at some unlikely hour

Feb 13 23:09:52 wshs06 in.fingerd 15900]: connect from lock@wshs03
« Screen saver accounts don’t finger around at
midnight.

 Suspect screen saver account compromised

522
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Compromised Root Account

Feb 13 23:05:34 wsbs01 in.fingerd[7948]: connect from r oot @wsbs03
Feb 13 23:05:35 wshs06 in.fingerd[15895]: connect from nobody@wsbs01
Feb 13 23:05:36 wshs06 in.fingerd[15897]: refused connect from nobody@Ilocalhost

# finger @Iocalhost @wshs06@wshs01

wsbhs06 wsbs01 wsbs03

Suspicious Process

#psaux
USER PID  %CPU %MEM SZ RSS TT STAT STARTTIME COMMAND
root 0 00 00 0 0 ? D Jan14 0:01  swapper

root 1 00 00 52 0 ? IW Jan140:00 Abinfinit-
root 2 00 00 0 0 ? D Jan14 0:00  pagedaemon
root 75 00 00 16 0 2 | Jan14 0:00  (biod)

root 55 00 00 68 0 ? IW Janl4 000 portmap
root 12823 00 00 48 0 2 IW  23:02 0:00 <defunct>

Process name: misleading to hidereal purpose.
Process start time: matches time of incident.
Process privileges: super-user

523
Basic listing
#psax
PD TT STAT TIME COMMAND
152 po S 0:00 -csh (csh)
883 po R 0:00 ps ax
Command and environment listing
# psauxeww
USER PID  %CPU %MEM SZ RSS TT STAT  STARTTIME COMMAND
Wietse 152 0.0 15 56 212 p0 S 09:12 0:00 -csh
HOI U LOGN. Tl
e —
MAIL=Nar /spool/mail/wietse SHEL L =/bintsh TERM=xterm (csh)
525

524
#ps-¢

uib PID PPID C STIME TTY TIME COMD

wietse 9157 9154 24 12:57:58 ptsl0 0:00  -csh

wietse 9184 9157 21 13:00:43 ptsl0 0:00  ps-ef

# ps-ealf

FSUD PID PPID C PRI NI ADDR SZ WCHAN STIME  TTY TIME COMD
8S wietse 9157 9154 25 41 20 fc52bccO 218 fc52be90 12:57:58 pis/0 0:00 -csh
80 wietse 9204 9157 21 55 20 fc52b000 173 13:13:03 pisl0 0:00 ps-edf

List Open Files and Connections

#1sof-p 12823 ftp:/Ivic.cc.pur dueedu/publtoolst sof
COMMAND PID USER FD TYPE DEVICE SIZE/OFF INODE NAME
<defunct> 12823 root cwd VDIR , 22 1024 868362 Nar

7
<defunct> 12823 root  TO0 VREG 7,22 32768 868676  Nar
<defunct> 12823 root  TOl VREG 7,6 24576 139429 fusr
<defunct> 12823 root  T02 VREG 7,6 516096 139397 fusr
<defunct> 12823 root  T03 VREG 7,0 4096 14951/
<defunct> 12823 root  T04 VREG 7,6 40960 139492 fusr
<defunct> 12823 root  3u  inet Oxff64bS0c  OxO TCcP *:5120

Theintruder had |eft behind a process running with super-

user privilegesthat listened for incoming connections on
TCP port 5120. This process looked like a privileged
backdoor However, the executable file itself had been

deleted. 527

Thisslideisintentionally left blank
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Section 11

Forensicson
Intrusion Activities

Reconstruction of User Activity

* Reconstruct what was typed
 Determinewhat happened

» Determinethedamagedone

» Determinewhat filesare used
* Correlationisthe key

What to Trust

« When amachine has been compromised,
al information that comes from the
machine must be treated with extreme
suspicion

« Intrudersroutinely replace system utilities
such asls, psand netstat with versions that
aremodified to hide the presence of
backdoor programs

What to Trust

» Moadificationsto application program and
datafiles can be detected relatively easily
by comparing thefiles on the system
againgt a known-to-be-good baseline.

» Toolkitsfor UNIX achieve stealth by
modifying arunning OSkernel on-the-fly

» Kernel-level modifications can be much
harder to detect

Unmistakable Rootkit Signature

* Findstrojan versions of command file
—find/ -type f-print | xargsmd5 >file
e du (hide sniffer, logs, and configuration files)
« ifconfig (hide sniffer activity)
« login  (backdoor)

e ls (hide sniffer, logs, and configuration files)
* netstat (hideintruder network connections)
* ps (hide sniffer process)

* Pluswhat turnsout to be configuration files,
Pro_grams and anetwork sniffer logfile with
ogin/password information.

Tools & Methods

Network sniffing
Shell history

* Process accounting
« Logfiles

* MACtimes
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Contents of a Forensic Toolbag

—Statically linked data collection
tools

e dd, cp, cat, Is

—Mechanism to get moretoolsor
stashdata

oftp

How and What to Grab

Takethe system offline

Keeptrack of everything youtypeor do
Grabfirst, analyze later

Note hardware, software, system configuration

« Automation isnecessary (time & consistency)
Follow order of volatility

» Make copies (including tools) to safeguard them

536

Collecting Evidence

¢ Gather in order of
— Memory
— Unallocated filesystem
— netstat, route, arp
— ps capture al process data
— stat & MD5 on all files, strings on directories
— Config, log, interesting files such as cron, at

* | sof command

List Open Files and Connections

* (vic.ccpurdue.edu/pub/tool /I sof)

wheat files a process executes

what files a process accesses

what network connections a process uses

the current directory

theinternal inode number

the name of the filesystem from which thefile
originated

Processes

o Capture state & binary
—ps
—/proc
— pcat
— Isof

Disk Stuff

* NFS/Net datahandled at server
—dd dl filesystems(if possible)
—stat & MD5 all files
—stringson directories
—Capture logfiles sysconfigs, important files
—Kernel, dumps, corefiles
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Logfiles

Network logs

e TCPwrappers
» Daemonlogs

¢ Programslogs
Kernd logs
Accounting logs

Freezing an Attacker’s Process

Do not connect to the port
— Bad things might happen
« Do not terminate the process
— All information would be lost
* Suspend the process
— kill terminatesthe process
— kill -STOP suspendsthe process
— kill =CONT resume the suspended process
» Checking the result
—# psaxgrep T

Program Analysis

o StaticAnaysis
— Studies a program without actually executing it

— Disassemblers decompilers source-code
analysistoals, strings and grep commands

— Can reveal how a program would behave under
unusual conditions

— Impossibleto fully predict the behavior of any
nontrivial program

Program Analysis

¢ Dynamic Anaysis

— Study a program as it executes

— Debuggers, function call tracers, machine
emulators, logic analyzers and network sniffers

— Analysisisfast and accurate. However, what
you seeisall you get

— Difficult to make anontrivial program traverse
all the possible paths through its code.

Program Analysis

 Black Box Analysis

— Dynamic analysis without access to program
internals

— Only observables arethe external inputs,
outputs, and their timing characteristics.

— Can include power consumption and
electromagnetic radiation

Program Analysis

* Postmortem Andysis

— Study of program behavior by looking at the
after-effects of program execution

— Often the only tool available after system
intrusion

— Some information disappears quickly as normal
system behavior erodes away the evidence
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Process Memory Map

Program code and constants (from program file)
Program variables (saved in core dump)
Direction of growth of stack segment

Shared library code and constants (from lib. files)
Shared library variables (saved in core dump)

Direction of growth of data segment
Stack (saved in core dump)

Memory Map

* #dd < /devikmem> output
* #dd < /dev/imem> output2

* #dd < /devirswap > output3

Capturing Process Memory

* pcat dumpsthe entire memory of a process
tofile, including code, data, heap, libraries
and stack

# pcat 12832 >pcat.12832

To dump all memory of process 12832

» Result can be examined with unstructured
tools such asstrings binary editor

Examining the Memory

» Usepsor Isof to locate program
— pcat 123 | gtrings > 123.mem

* grep ‘[host/IP pattern]’ 123.mem

e Usedrings and less to examine further

File Accessible by Inode Number

* #ilsdevice

— List removed files (inode unallocated and/or refcount 0)
» #ils-odevice

— List removed open files (inode allocated but refcount 0)

#ils-l device

— Existing and removed files (inode all ocated/unallocated)
* #ilsdeviceinode

— List specificinode

* #icat deviceinode>file
— Accessfile content by inode number 551

Capturing Program File

* icat retrievesfile associated with device
name and inode number.

« Recover deleted but still open or running
files.

# icat <device>/dev/rsd2g 868676 > 868676.out

To save contents of file<pid> 868676 on <device> /dev/sd2g

* Result can be examined with standard
debuggers and with unstructured tools such
as strings, binary editors

552
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Capturing Process Data

* gcore isastandard utility program that takes
asnapshot of the process dataand stack but
not of the program code

* gcore creates core dump checkpoints of
variablesand stack

* georeisnot availableon LINUX

Capturing Process Data

 The output fromgcore isin theform of a
core dump file

* Result can be examined with standard
debugger tools, unstructured tools such as
strings binary editors

Core dump checkpoint for process 12832

# geore 12832

gcore: core.12832 dumped

# s - core12832

-rw-r--r-- 1 root 8421808 Feb 24 09:29 core.12832

Examination with strings

# strings core.12832 | more
Error: cant open file

kill

Error: cant open file

%s not found

bad port %s

Trying %s...

telcli: socket

:) %s port %d...

csh -bif L
2xe Activities of process 12832
par:

/dev/ptyXX

Idev/pty

uvwxyzPQRST

Idev/ptyp
0123456789abcdef
Ibin/ csh

telnetd: %s

Capturing Process Information

/proc filesystem provides process information on
executablefile, current directory and process
memory.

Entriesin /proc/<pid> give accessto processinfo

Capturing the program fileisassimple as
copying /proc/<pid>ffile

Capturing process memory requires more work
because the memory map hasholesinit s

Capturing Process Information

» Process Attributes

Solaris FreeBSD  LINUX

Program file Iproc/pid/object/a.out /proc/pid/file Jproc/pid/exe
Processmemory /proc/pid/as Iproc/pid/mem Iproc/pid/mem
Memory map Iproc/pid/ap Iproc/pid/map Iproc/pid/maps

Capturing Network Information

« All local network states
— netstat
— route
—arp
— Kernel info
— Lodfiles
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Remote Network Information

* Speed isimportant

 Router flow logs

* Portmeasters, dialup equipment

* Sniffer, tcpdump

* Server information

— DNS, NFS, NIS, mail, syslog, WWW, news
Information gathered for this host
Telcos

ISPs

FIRST/CERTs

Watching a Processin Action

* Tracing aprocess at the machineinstruction level
generates enormous amounts of information.

— Tracing process manipul ates the traced processvia
operating-system debugger hooks.

— Passing control back and forth between the traced
process and the tracing process after each machine
instruction slows down execution

— Every file access, every network access, every
interaction with the world requires a system call to
request assistance from the operating system.

560

Watching a Processin Action

 Usestandard debugging hooksto intercept and log
— System calls (tapping the user-kernel interface)
— Library calls (tapping the application-library interface)
— Individual application routines (requires program file)
— Individual machine instructions

» Run-imetracing can generate large amount of data

« Run-timetracing can impact performance
noticeably s61

Watching System Calls

» Watching system callsis better than
watching machineinstructions

— System calls happen at much lower frequency
— Causes less dowdown of execution
— Produces less information

« Information about system calls
— Have better signal to noiseratio

— Suitablefor filtering on the function call name
or on function call arguments

562

Watching System Calls

* User-kernd interface does not show what
happensinside the application or inside
library routines

* Allinformation must enter or leave the
program viaasystem call, input, output,
network, file or terminal

* Many system-specific tools
— trace (SunOS 4)
— truss (Solaris 2)

— ktrace (*BSD) 563

System Call Tracing

Ch4

Encrypted Text in Network 12345 = T Local Clear Text

Observer strace T Cné
# strace -p 12345 watch process 12345
-f and its child processes
-etrace=read,write. show everything read from Ch 6
-eread=6 show everything written to Ch 4
-ewrite=4 look at read/write calls only
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Host Based Tracing

* |trace
— ftp://ftp.debian.org/debiary dists/unstable/main/source/utild
— Log every library routine call (output like strace)
— Portableto LINUX
« ttywatcher
— ftp://coast.cs.purdue.edu/pub/tools/ unix/ttywatcher/
— Real-time monitoring
— Portable to SUNs
e tap
— ftp://coast cs.purdue.edu/pub/tool s/ unix/tap/

— Hook into streams -based tty systems. w0
— Portableto SUNs

Hiding a Process from Observation

» Cannot uselots of CPU, memory or 1/O resources
« Modified ps, Isof, top applications or library
routines
— Can be sufficient when process listing applications
must be installed as privileged commands.

» Modified kernel: crude implementations of
loadable kernel modules

— Hides a process even from the most privileged users.
— http:/thc.pimmel.com/

566

Hiding a Process from Observation

Application
User Level
Library

Hardware

» Standard B2+ security feature (covert channels)
* Spying on anintruder without being seen

* Hiding apassword snifferprocess

* Other formsof surveillance

A Forensic Case Example
Investigating a suspected intrusion

* Priorities:
— Gathering evidence of the break-in
— Prevent or contain the damages
— Restore theintegrity of the system

When Faced with a Situation

* Secure and isolate

* Record the scene

* Conduct asystematic search for evidence
» Collect and package evidence

» Maintain chain of custody

« Leavethe system running

« Disconnect and reboot the system

L eave the System On / Off ?

— Catching theintruder red-handed

— Preserving evidence on live connections and RAM

— Danger of losing or overwriting evidence during
investigation

— Contain the damage
— Danger of destroying more evidence
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Help the Investigator

» Ask all non-essential usersto log off
— Tofacilitateinvestigation
— To reduce noise interference
— To prevent malicious code from spreading

* Offer use of system administrator account

— To enable investigator freedom of access for
purpose of investigation and gathering evidence

Document the Investigation

Open alog fileto keep acomplete
record of al investigation activities

# Ibin/script evidence

Script started, fileis evidence
# date

Sat Mar 6 20:03:34 1999

Typeexitto closelog on completion

Check WhoisOn

Y our administrator login

# Ibin/who
root console Mar 6 16:00

rewt pts/26 Mar 6 15:45 (174-16-52.world.com)

Suspected intruder since
all other users havelog off

Sourceof intruder’sremote access

Check Recent TCP/IP Connections

Indications of Telnet connectionsfrom world.com to forensic-science.com

# [bin/netstat—a
cases.forensic-science.com.telnet 174-16-52.world.com.1711 8235
0 64260 0 ESTABLISHED

Confirms remote connection based
on who and netstat results

Check Intruder Logins

Intruder still online

# [bin/last rent
rewt pts/26 174416-52.world.com Sat Mar 6 15:45 till logged in
rewt pts/5 21472-229.world.com  Sat Mar 6 00:13—00:27 (00:13)

Determine Intruder Activities
List al intruder's processes

Processes with start time > 24 hrs

# Ibin/ps —auxwww | greprewt

uiD PID PPID C STIME TTY TIMECMD

rewt 2198 2191 0 Ma6 ? 378:50 rsh www.corpus-delicit.com
exec/temp/.invisible/destroy

revt 2186 1993 0 Ma 6 ? 295:31 sniffer

root 4094 3155 0 16:02:14 0:00 grep rewt

rewt 1993 1946 0 15:46:57 pts/24 0:01 -csh

Possibly a destruction program running on remote
machine www.corus-delicit.comusing remote shell 576
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Contain the Damage

Stop the intruder’s processes

#/bin/kill -92198
#/bin/kill -92186
# /bin/kill -9 1993

PID of processes
executed by rwet

Tracethe Log

# /bin/more syslog
Mar 5 23:43:13 cases.forensic-science.com mountd[513]:
Unauthorized access by NFS cilent 174-16-65.world.com

Mar 5 23:43:13 cases.forensic-science.com syslogd:
Cannot glue message parts together

Mar 5 23:43:13 cases.forensic-science.commountd[513]:
Blocked attempt of 174-16-65.world.com to mount

Intruder gained access through
avulnerable version of mountd

578

Tracethe Log

Intruder exploited buffer overflow tologin

# /bin/more syslog

I\EI\H I\EI\H I\E/\H /\EI\H I\EI\H I\EI\H /\E/\H /\E/\H I\EI\H
AEAH I\EI\ AE/\H I\E/\H AE/\H I\E/\H AE/\H I\E/\H AE
AEAH H AEAH AEAH AEAH AEMH AEAH AEMH AEAH
AE~H(Mar 5 23:43:13 cases.forensic-science.com ~"E"H
I\E/\H /\EI\H I\E/\H /\EI\H I\E/\H

Overflow datafrom afile

Tracethe Log

File containing buffer overflow data

# /bin/more syslog

Mar 5 23:46:54 cases.forensic:science.com PAM_pwdb[3122]: (login)
session opened by user doomed by (uid=0)

Mar 5 23:46:54 cases.forensic-science.com login[3122]: LOGIN ON
ttypO BY crakO FROM 174-16-65.world.com

Mar 5 23:50:083 cases.forensic-science.com PAM_pwdb[3130]: (su)
session opened for userrewt by doomed (uid=0)

Switching to anewly created account with root access

Determine Intruder Activities

Recall on the intruder’s processes

# Ibin/ps —auwxwww | greprewt

uiD
rewt

rewt
root
rewt

PID PPID C STIME TTY TIME CMD

2198 2191 0 Mar6 ? 378:50  rsh www.corpus-delicitcom
exec/temp/.invisible/destroy

2186 1993 0 Mar6 ? 295:31  sniffer

4094 3155 0 16:02:14 0:00 grep rewt

1993 1946 0 15:46:57 pts24 0:01 -csh

Look for this program
581

Directory Missing

#/bin/cd /tmp

#/bin/ls -altc

drwx-------- 2root root 512 Mar6Jan115:33 /

drwx-------- 8root root 512 Jan115:33 A
/tmp/.hidden not found

Is command may have been replaced with a
modified version that does not list the hidden
directory /tmp/.invisible

582
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How to Hide a Directory

Install the rootkit as follows

mkdir .invisible

mv rootkitkit .tar.gz .invisible
cd.invisible

tar zvf rootkit .tar.gz

Is

cd rootkit

Jinstall

exit

RedHat Package Manager (RPM)

» The RPM provides aconvenient way to
determineif common system fileslikels have
been modified

* The command rpm—Vaverifiesal of the
important fileson the system

* Thismethod is not failsafe

— A sophisticated intruder can also modify the RPM
database to hide changes made to the system

584

List All Subdirectories

Surely enough, the version
of Ishasbeen modified

# /bin/du
10273 .l.invisible
10273

Theoriginally
hidden subdirectory

Examine Intruder Activities

Hidden subdirectory

#/bin/cd /tmplinvisble

Follow Up

Terminate the script logging the investigation
by typing exit

Print all evidence and sign on each page

Copy evidenceto disk usingtar (instead of cp)
to preserve timestamps and file attributes
Create message digest for each digital
evidence

#/bin/ls—altc
SrWer-r-- 1 rewt 3925716 Mar 621:21 info3
SrW-r=r-- 1 rewt 108133 Mar 6 16:48 info2
-rw-r-r-- 1 rewt 1818708 Mar616:03 infol
SrW-r-r-- 1 rewt 4414846 Mar 6 15:54 destroy
drwxr-xr-x 2 rewt 512 Mar 6 00:22 sniffer
drwxr-xr-x 3 rewt 512 Mar 6 00:20
drwxr-xr-x 393 root 7168 Jan 115:33
586
Follow Up

« Duplicate evidence for safekeeping and

further investigation

 Reboot the system
« Make abitstream copy of thehard drive
« Examinerouter log files

— Logfileswill reveal trial and error entries of
intruder attempting to gain access

» Reformat disk, reinstall OS
* Issuenew passwordsto al users

588
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Post-M ortem

¢ |ntruder had

— Exploited common vulnerability to intrude into
system

— Obtained access from a dial-up account at
world.com

— Modified the system using a rootkit
— Created a hidden directory by modifying Is
— Hidetoolsin hidden directory

Thisslideisintentionally left blank

Thisslideisintentionally left blank

Thisslideisintentionally left blank

Thisdlideisintentionally left blank

Thisslideisintentionally left blank
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Section 12

Forensicson
Wireless Network

Wireless Network Analysis

The ubiquitous nature and increasing
complexity of wireless networksraisesa
host of criminal and legal issues.

« Of concernishow law enforcement can
locate and process wirel ess network digital
evidence and ensure that it islegaly
admissible.

Wireless Network Analysis

Timeis of the essence when collecting data. It
isimportant to build relationships and
procedures with wireless operator personnel so
that when a situation arises, timewill not be
lost.

Thelist onwww.infobin .org hasthe names of
I SPsand contacts at their legal departmentsfor
servicesof court orders and search warrants.

597

Wireless Network Analysis

¢ Generdly, the most complex parts of the
process are

— Law enforcement having to find the right
peopletotalk to at the wireless network
operator.

— The system analyst receiving authorization to
track aphone call.

Wireless Network Analysis

The ability to quickly track asubscriber
location during the course of aphonecall is
possible but requires personnel familiar with
the network operator's equipment.

Procedures should bein place at the operator
toadinrapidly expediting theinvestigation.

Procedures should aso bein placefor law
enforcement so that they know who to call for
emergency assistance. 599

Circuit Switched Wireless Network

» The 3 most popular digita circuit switched
wirelesstechnology

- GSM

« Global System for Mobile Communications, TDMA
—1S136/TDMA

« Time Division Multiple Access
—1S95/CDMA

« Code Division Multiple Access
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Mobile Device

» A GSM mobile deviceis marked with a
unique International Mobile Equipment
Identity (IMEI) numbers.

* 1S-136 and 1S-95 mobile devices are
marked with aunique ESN (Electronic
Seria Number).

e ThelMEI or the ESN can be found printed
on the back of the mobile device. o01

Mobile Equipment Identity

* The 14 digitsIMEI containsthe
— Type Approva Code (TAC)
« 6digits
« |ssued by the certification body to the manufacture
— Fina Assembly Code (FAC)
« 2digits
« |ssued by the manufacturefor this particular
equipment type

— Serial Number (SN)
« 6digits
* The manufacturer’ sunique production number 602

Mobile Equipment Identity

» TheMEI can beinterrogated with the key
combination *#06#.

« A 1-digit Check Digit (CD) iscaculated
from the 14 IMEI digitsand is not sent
within the GSM network.

Mobile Equipment Identity

* TheIMEI canusually befoundinthe
EEPROM memory.

* There are many tools available for
modifying the IMEI. Thismay provide
problems when tracing and furnishing proof
on the use of the mobile device.

SIM Card

* In GSM, the Subscriber Information
Module (SIM) containsdatasuch as

— The subscriber’ s phone number
— The subscriber identity number
— The subscriber’ s PIN number
— Authentication keys

SIM Card

» The phone number iscalled the Mobile
Subscriber ISDN.

* TheInternational Mobile Subscriber
Identity (IMS]) isglobally uniqueto a
particular subscriber. The 15 digitsIMSI
canindicate the subscriber's country and
wireless network operator.
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SIM Card

* A Temporary Mobile Subscriber Identity
(TMSI) can a so be stored on the SIM card
to avoid revealing the IMSI number.

1S-136 and | S-95 mobile device do not use
aSIM card. The phone number or Mobile

I dentification Number (MIN), theIMS],
PIN number and authentication keysreside
on the mobile deviceitself.

SIM Card

» DatainaSIM is protected with a PIN.

— The number of attempts at entering aPIN is
limited to 3.

— If none of the attemptsis successful, accessto
the protected datais blocked.

SIM Card

« Thisblockade can belifted withaPUK (Pin
Unblocking Key).

— A PUK isentered together with a newly chosen
PIN.

— The number of attempts at entering aPUK is
limited to 10.

— Inmany countries, PUK s can be obtained from

Extraction of SIM Data

e CardsAlL abs (www.forensischinstituut.nl) is
modular program for reading smart cards
viaPC/SC compatible smart card readers.

For reading SIM data, the PUK can be
requested from the network provider with
relevant authorization.

* ThisPUK, when entered with aPIN of

the subscriber' s network provider. choice, allows access and decoding of files,

including datathat have been erased.
GSM Memory Back Door
* |Itisalso possibleto retrieve supplementary data * Many systemshaveaback-door

through the direct reading of the EEPROM or deliberately built in to circumvent security.
FLASH memory contained in the GSM device.
» Thereserve password may befoundinthe

» Todo this, the memory isremoved and read technical documentation.

with auniversal programming device.

 For some GSM, service sets used by repair
departments can be used to retrieve or
circumvent these device passwords.

 Thedecoding processamountsto looking at the
memory dump in a hexadecimal viewer such as
the Hex-Workshop (www.hexworkshop.con).

611 612
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Mobile Switching Center

+ The MSC isthe nerve center of the circuit
switched network.

The MSC performs call setups and maps out
the path of acall between the originating
and destination points.

The MSC switches calls between Location
Areas and between other MCs.

Mobile Switching Center

The MSC interconnects calls from its own
network areato other fixed line network, a
datanetwork, or another wireless network.

Billing information in the CDR (Cdll Detail
Record or Charging Detail Record) isalso
derived from the M SC.

Home L ocation Registry

The HLR contains subscriber information
such aswho paysthe bill, their billing
address, their phone number, the services
that they are allowed to use.

The HLP will always know the location of
the mobile device asit may need to route
call to the mobile device.

Ciphering keysfor aparticular subscriber
aredsoheldintheHLR.

615

Visitor Location Registry

The VLR contains the subscriber
information of all usersactivein aparticular
MSC's network.

When asubscriber roamsinto anew MSC
area, the VLR will request information from
thesubscriber sHLR and create arecord for
the subscriber.

Visitor Location Registry

» Atthesametime, theHLR will createa
record showing the name of the VLR to
which asubscriber is presently associated.

» When the subscriber movesout of an
MSC's area, therecord in theMSC's VLR
iscreated and the HLR is natified.

Equipment Identity Registry

In GSM, the EIR containsalist of IMEI
numbersthat the operator hasregistered. The
EIR can be used to blacklist stolen mobile
devicesto prevent further abuse.

IMEIs are categorized as

— White: authorized mobile devices
— Black: unauthorized/reported stolen mobile devices
— Gray: malfunctioning mobile devices.

618
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Operational and Maintenance Center

* TheOMC providesaview of the
operational status of the network, network
activity and darms.

* The OMC can beusedto
— collect traffic information from the network

— examine aparticular mobile call in progress
(mobiletrace)

Turning on aMobile Device

 Switching on amobile device causesthe
deviceto register with the network and
inform the network of itsLocation Area.

« The mobile device may aso be requested to
perform alocation update every so many
minutes to identify itslocation within the
network.

Turning on aMobile Device

* The MSC for the areainformsits VLR asto
the Location Areathe mobile device has
reported its presence and inform the
subscribersHLR accordingly.

Information from the subscriber's HLR will
also be updated with the VLR name with
which the subscriber is now registered.

A Mobile Devicein Idle State

« Inalistening state, the mobile device may
be asked to perform aLocation Area
update.

« Thisalowsthe network to identify the
L ocation Areain which the subscriber
resides.

Roaming with aMobile Device

 With theinformation exchange on the
Location Area, the subscriber's home
network will know the wirel ess network
operator and MSC/VLR wherethe

subscriber isroaming, either in
— Thehome network

— Another network
— A network in another country

Connecting A Call

» When placing or receiving acall witha
mobile device, the network knows which
cell sector to which the subscriber is
connected.

 Thisparticular location information is
transient (possibly 72 hours or less) as
compared to theinformation such asthe
caling party and called party, which can be
found in most billing records.
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Areas of Digital Evidence

» Areas useful for forensics on wireless
network:

— Equipment connected to the mobile device

— The mobile device itself

— The wireless network

— The subsequent network that the caller accesses

Equipment on the Mobile Device

 Criminal activity involving wireless
networks can involve alaptop connected to
amobile device.

« Datathat may prove useful to an
investigation may reside on the laptop or
network.

Equipment on the Mobile Device

* A laptop enabled by amobile device may
have been connected to a Ethernet or
wireless (802.11) network.

If amobile device has then been used to
dial-up to another network, then the laptop
may contain useful data (time, numbers
dialed, session logs).

The Mobile Device

« Many mabile devices have some sort of
PIM (Personal Information Manager) built
into the device that may yield useful
information.

The mobile device memory (and the SIM
card) may contain critical information.

The Mobile Device

The phone listswithin the mobile device
may contain: received call phone numbers,
dialed phone numbers and missed phone
numbers stamped with adataand time.

» Do not assume that the date and time are
accurate on amobile device. The subscriber
may not have taken careto set thetime
exactly.

The Mobile Device

« Most mobile devices have the capability to
store names and phone numbersfor a
subscriber to dial.

 Thisinformation may alsoyield valuable
information, such as names and numbers of
people the subscriber communicates with
regularly.
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The Mobile Device

» Themobile device memory (and the SIM card)
can a so hold other data of interest:

— Location information

— Administrative data

— Ciphering keys

- IMSl

— MSISDN (phone number) for subscriber identification
— Correlation to billing record

— Location where the mobile device was last used.
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The Mobile Device

» Themobile device may also hold voicemail
number, voicemail PIN, numbers stored on
speed did and calling card information.

* SM S messages of interest may still be
resident on the mobile device or SIM card.
Theinbox storesincoming SM S messages,
while the outbox or sent lists contain
previously sent SM'S messages.

The Mobile Device

» Mobile devicesmay aso use PIN numbers
that may hamper accessto dataresident in
the mobile device.

» When seizing mobile device, losing power,
running out of battery power, or removing
the battery, could causetheirretrievable
loss of information.

The Wireless Network

e The MSC can berich with digital evidence.

* Billing recordscan containthecaller's
number, receiving party number, time when
the call was placed, and duration of call.

« Billing records may also note how and
when payment was executed.

The Wireless Network

» The HLR contains subscriber
information that can be matched to a
phone number.

— Itisimportant to know that not all GSM
network operators use EIRs.

The Wireless Network

» SM S messages may be kept for avarying
period of time at the SM -SC (Short
Message Service Center)

— Messages for a particular subscriber may be
waiting here, ready to be forwarded.

— These waiting unclaimed messages could be
valuable for theinvestigator.
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The Wireless Network

* The OMC and the signaing links can
provide datain real time regarding the
activities of asubscriber.

Dueto the extensive capabilities of the
OMC, user activities of network operator
personnel should belogged. Theselogs
may also be useful.

The Wireless Network

* The dementsin the core network interface
with each other viathe SS7 (Signaling
System #7) protocol.

Logging SS7 data can yidd information
regarding mobile location or evidence
indicating wireless subscriber fraud such
ascloning.

The Subsequent Network

The caller may use amobile deviceto
accessed asubsequent network.

If one network hands off to the other
network, arecord will be kept. Thiscan be
useful for determining asuspect’s activity
near aborder between countriesroaming.

* However, the MSC may bein adifferent
country and information from the foreign
operator may not bereadily available.

Concerns with Encryption

» Most wirelesstechnology standards
emphasi ze security of theradio link but do
not providefor real security on the core
network where communications and
signaling takes place.

 Information isnot encrypted after the BTS
(Base Transceiver Station). Easier to
wiretap thenon-radio links at the M SC
rather than theradio link itself.

Concernswith Encryption

» Wiretapping at the MSC isthe easiest
method to obtain unencrypted information.

* Cipher keysand authentication values used
by mobile devicesto encrypt
communications are passed in clear text
between MCs.

Records kept in the MSC

* The MSC isthe heart of the network.

— It stores everything internally in memory and
releases these data asinput to other functions
in the switch.

 Records collected by the switch pertain to
— Billing
— Fraud management
— Security
— Network operations
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Billing

* Billing recordsare usually keptina
database for use by customer service.

« Billing dataaretypicaly archived for along
term, such as 7 years for both legal reasons
and to monitor customer behavior over
time.

Billing

* Theanchor switch which routesacall from
amobile deviceistasked for

— Generating its own CDR (Charging Details
Records)

— Collecting CDR from other switches through
which the call passes

Fraud management

 Thefraud management system anayzesthe
CDR for unusua and abnormal patterns.

* The fraud management system will note when
asubscriber bresksthis pattern and if this
unusual activity continuesfor aperiod of time.

* The network operator may then call the
subscriber to ensure that the mobile deviceis
under the subscriber’'s control.
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Wiretapping

A judge may issue acourt order demanding
that aparticular phone number of a
suspect’s mobile device be wiretapped.

The security department at the network
operator can then authorizesawiretap to be
performed by itstechnical personnel.

Wiretapping

» Whenthesubscriber's mobile device makes
acal or receivesacall,

— Theoperator’ s switch will break out a second
line for the call

— The second line is then passed over a secure
connection to the law enforcement personnel
concerned.

Network Operation Data

» Network operation details can quickly take

up massive amounts of storage space.

» Recordsare soon aggregated into smaller

summary filesto save storage space, and to
focus operator personnel on higher priority
issuese.g. dropped calls.
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Network Operation Data

* A phonecall can pinpoint (down to the cell
site) where the call was made from.

» However, after the operational network data
are summarized, only the switch name
associated with the call will be available.

Location Based Services

 Varioustypes of position determining
equipment (PDE) technologies exist to
calculate the location of a subscriber down.

* Using these technologies, awireless
operator can provideto its subscribers
| ocation based services.

— For instance, a message or advertisement could
be sent to the subscriber’ s mabile device about
local attractions or services.
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Location-Based Services

 Using position determining equipment, a
mobile can aso be ‘pinged’, thus

— Forcing the mobileto re-register with the
network

— Provide signalsfor the position determining
equipment to homein and fix alocation

L ocation-Based Services

« Position determining technologies can also
enable an operator to provide emergency
Sservices.

* When an emergency call isplaced, the
operator may be ableto locate the position
of the subscriber.

Wireless LAN Technology
Specifications Speed Frequency Techniques
802.11 <2Mbps 2.4GHz FreqHopping Spread Spectrum
Direct Seq Spread Spectrum
Infrared

802.11a <54 Mbps 5 GHz Orthogonal Freq Div Multiplex

802.11b <11Mbps 2.4GHz Direct Seq Spread Spectrum

Wireless LAN Analysis

» Areasuseful for forensics on wireless LAN:

— Equipment connected to the mobile device

— The mobile device itself

— Thewireless network

— The subsequent network that the caller accesses
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Equipment on the Mobile Device

* A laptop connection enabled by aWLAN
card may be connected to an 802.11
network. Software in the PC may contain
useful dataof network activity.

The network to whichaWLAN user is
connected to may also contain session logs
of the user’ sactivity within the network.

The Mobile Device

* Likethe Network Interface Card on the
Ethernet, the WLAN card hasafixed Media
Access Control (MAC) addressthat is
uniqueto the WLAN card and can also be
used to identify thecard’s vendor.

The MAC address of the WLAN card can
provide aform of identification of the
mobile device used in the wireless
connection.

The Wireless Network

* Access Point on the wireless network logs
associations based on the MAC address.
Most Access Points alow administrator to
configure an accesslist based on MAC
address.

» The Dynamic Host Configuration Protocol
(DHCP) server then issues | P addresses to
theWLAN users.

The Wireless Network

Anintruder can jumpin and join anetwork
for which he does not have permission to
join by using aprobing mechanism.

Such probing mechanism permitsa
broadcast request to gather Access Point
information and then carry out an auto-join
function into the network.

The Wireless Network

* Access Points should have the ability to
support encryption using Wired Equivalent
Privacy (WEP).

» Evenwhenthe WEPisenabled, the
Network and MAC information always
passed in clear-text.

The Subsequent Network

» The subsequent network may contain

session logs of the user’ sactivity withinthe
network.

« Digital evidenceinthisareacanbe

extremely difficult to access, particularly if
the evidenceisin another country.

110



THISPAGE INTENTIONALLY LEFT BLANK

172



APPENDIX F: HANDOUTS FOR LABORATORY EXERCISES

Thefollowing pages, 1 — 16, are the handouits for the laboratory exercises.
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Forward

This st of laboratory exercises is specidly designed to illustrate the computer forensc concepts
being taught in class. By peforming the exercises, it will hdp you to undersand and interndize
the key concepts. In these exercises, you will karn to use operating system tools and rootkits to
extract useful digitd evidence as wel as lay your hands on professond computer forensic
software and freeware.

The intention of this laboratory manud is not to spoon-feed you with step-by-step ingtructions on
how to conduct a forendc examination. Rather, you will be expected to actively search for the
relevant information, user indructions and downloads, in carrying out your exercises. This is to
build up your resourcefulness and creativity towards tackling future forensc examinaions.
Pertinent technical guidance will accompany eech of these exercises in order to hep you get
started.

Do not attempt to copy from the forensic examination of other project groups, as each group will

be issued with subject evidence with subtle differences among them.

Maximize the use of the technicd resources avalable in the laboratory and make this an
enjoyable learning experience. Good luck.
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Laboratory Exercise 1. Foundstone Forensic Toolkit

I ntroduction

The Foundstone Forensic Toolkit contains severd Win32 command line tools to hep examine
fileson aNTFS disk partition for unauthorized activity. Some of these open source tools include

AFind ligs files by their last access time without tampering the data the way that right-
clicking on file properties in Windows Explorer will. AFind allows you to search for access
times between certain time frames, coordinating this with other logon information, you can
determine user activity even if file logging has not been enabled.

HFind scans the disk for hidden files. It will find files that have either the hidden attribute
s, or NT's unique and painful way of hiding things by using the directory/sysem attribute
combination. This is the method that Internet Explorer uses to hide data HFind lists the last
access times.

SFind scansthe disk for hidden data streams and lists the last access times.

FileStat is a quick dump of dl file and security atributes. It works on only one file & a time.

Technical Guidance

1.

You should be able to obtain the necessary information and downloads from the
knowledge page a www.foundstone.com to ingal the forensc software on your
forensc PC. If you need specific technicd assstance on the Foundstone Forensic
Toolkit, you may contact labs@foundstone.com The web page provides vauable
information on the command line switches for the various embedded tools.

Y ou will need to firgt unzip the downloaded file before ingtalation.

You will dso be issued a duplicate of the subject floppy dik you ae going to
examine.

Open a DOS Command Prompt to run the forensic tools. You may aso explore with
the other tools in the Foundstone Forensc Toolkit that are not described above. You
can type the name of the tools to list the command line switches that are gpplicable to
them.

Run Afind with the correct command line switch to determine files which were
accessed within the last 2 days.

Run Hfind with the correct command line switch to determine the last access time of
the hidden files.



Run Sfind with the correct command line switch to determine the last access time of
the hidden data streams.

You may adso use FileSat to peform a quick dump of dl the content and security
attributes of the files you have examined above (one a atime) to your evidencefile.

Compare the above findings with that using the dir command in DOS. What are the
command line switchesrequired in dir to generate the equivdent informeation?



Laboratory Exercise 2: EnCase (Guidance Softwar €)
| ntroduction

EnCase is the industry leading computer forendc software tool used by most al computer
forensc examiners. Award winning and court tested, EnCase software dlows law enforcement
and IT professonas to conduct a powerful, yet completedly norrinvesve computer forensc
investigation. EnCase features agraphicd user interface that endbles examiners to easly manage
large volumes of computer evidence and view dl rdevant files induding "ddeted" files file
dack and undlocated data The integrated functiondity of EnCase dlows the examiner to
peform dl functions of the computer forensc invedtigation process, from the initid
"previewing' of a target drive, the acquidtion of the evidentiary imeges, the search and recovery
of the data and the find reporting of findings, dl within the same agpplication. The find reports
and extracts generated by the built-in report feature documents the investigation results and
integrity of the origind data with a cdear and concise chan of cudody to ensure the
authentication of the examined eectronic evidence in acourt of law.

Requirements

Ingtalation of the forensic software

Acquistion of evidence from the subject PC
Cregtion of evidencefilesfor forendgc andyss
Anaysis of acquired evidence

Recovery of ddeted files and folders

File dgnatures andyss

Hash vdue andysis

Tempora recongtruction of events

Crestion of forensic report

0.  Presentation of forensc andydsin class (20 min)

Rooo~Noar~wNE

Technical Guidance

1 You should be &able to obtan the necessary information and downloads from
www.encase.com to ingadl the forendc software on your forensc PC. If you need
gpecific technicd assstance on EnCase, you may contact support@encase.com or
help@encase.com, or go to the technical support web page. The web page provides
vadudble information on sdting up, acquistion, andyds, archive, resoration,
reporting and other technica support.

2. You will be issued with a physca dongle in order for EnCase to run on your
machine—a copyright protection feature. Attach the dongle onto your machin€'s
USB or pardld-port. You will dso be issued with a user name and password to
enable you to perform download from the EnCase website.



10.

11.

12.

13.

Download EnCase from the webste to your Windows-based forensic PC (the
computer used to conduct the forendc examination). Run setup.exe and ingdl
EnCase. Reboot your PC.

Run EnCase. Goto the Tools menu to creste an EnCase boot disk. The boot disk is
used to boot up the subject PC (the computer you are going to examine). It can aso
be used to boot up your forensic PC to asafe versonin DOS,

Connect the subject PC directly to your forensc PC using ether the Igp-link parald
cable or network cross-over cable. In order to connect to the forensc PC on the
network cable, ensure that the subject PC has a NIC supported by EnCase in the boot
disk. You may aso need to disconnect your forensc PC from the LAN if there is only
one NIC on the machine. The list of supportable NIC can be found on
www.encase.com/html/encase network boot disk pagehtm.  Otherwise, get the
DOS packet driver for the specific NIC on the subject PC, copy and load (may require
creating a config line in abatch file) the packet driver on the boot disk.

Boot up the subject PC using the EnCase boot disk. Load the packet driver and launch
EnCasefor DOS.

Boot your forensc PC into Windows, launch EnCase for Windows. You should be
able to preview and acquire evidence on the subject PC from your forensic PC.

Preview the subject PC. This feature is desgned to alow you to pre-scan a suspected
drive for potentia evidence efficiently. As an exercise, you will not need to acquire
the entire drive in the subject PC to your forensc PC for andyss—this will take too
much memory, even if compressed, and too much of your time. You will just have to
do a screen capture on a preview of the subject PC to show that you know how to
preview and acquire evidence remotely.

Explore the various functionaities of EnCase.

Assuming the evidence is dready captured on a floppy disk this is issued to you.
Insert the floppy disk onto your forensc PC and acquire the evidence on the loca
disk. Create an evidence file of the subject floppy disk.

You may dso want to add externd viewers (e.g. add MSWORD.EXE to for .doc files
or OUTLOOK.EXE to for email messages) to EnCase to help view the data stream in
the filesmore esdlly.

Print out your cetification of completion. Hint: It is a file atachment within another
file that has been deleted in a hidden folder. Note the origind file type may have been
changed.

Proceed to andyze and document your findings on the evidence file into a report.
Perform the relevant steps to fulfill the laboratory requirement stated above.



14. Summarize your forensc investigation and make a presentation of your case in a
legdlly convincing manner in dass



Laboratory Exercise 3: AccessData Forensic Toolkit

The AccessDaa Forendc Toolkit (FTK) is a handy utility for computer crimes
invesigators. FTK  offers users a complete suite of technologies needed when performing
forensc examinations of computer sysems Its full text indexing offers quick advanced
searching capabilities. Its ddleted file recovery and file dack analyss are commendable. FTK is
dso interoperable with AccessDatids password recovery and encryption file identification
programs. In addition, the FTK incorporates Stelent's Outside In Viewer Technology to access
over 255 different file formats. The Known File Filter (KFF) feature can be used to automaticaly
pull out benign files that are known not to contain any potentiad evidence and flags known
problem files for the invedtigatior to immediatdy examine. FTK can dso support evidence files
acquired by EnCase, Snapback, SafeBack and Linux DD.

Requirements

Ingtalation of the forensic software

Acquistion of evidence from the subject floppy disk
Cregtion of evidencefilesfor forendgc andyss
Andyss of acquired evidence

Recovery of deeted files and folders

File dgnatures andysis

Export of recovered deleted files and attachments
Creation of forensic report

Presentation of forensic analyssin dass (20 min)
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Technical Guidance

1 You should be able to obtan the necessary information and downloads from
www.accessdata.com to ingdl the forensc software on your forensc PC (the
evauation verson is adequate for this laboratory exercise). If you need specific
technicd assgance on the AccessData Forendc Toolkit, you may obtan online
support from its web page.

2. Y ou will need to firgt unzip the downloaded file before ingtalation.

3. You will dso be issued a duplicate of the subject floppy disk you are going to
examine, assuming the evidence is dready captured on afloppy disk.

4. Insert the floppy disk onto your forensc PC and acquire the evidence on the locd
disk. Create a new case. Adopt the default case log options, processes, case
refinements and index. Add evidence and select the loca drive of the floppy.

5. Explore the various functionaities of FTK.



Recover and export your cetification of completion. Print the certificate usng the
origind Microsoft Office goplication. Hint: You may use the impressve advanced
searching capabilities of FTK with the keyword * certificate’ .

Proceed to andyze and document your findings on the evidence file into a report.
Perform the relevant steps to fulfill the laboratory requirement stated above.

Summarize your forendc invedigation and make a presentation of your case in a
legally convincing manner in dass



Laboratory Exercise 4: Windows Event Log Analysis
| ntroduction

Microsoft WinNT/2K can be configured to log events in binary files, namdy the

a Sysem events in SysEvent.evt. The sysem log incudes events in the sysem's
operation such as a faled or successful driver gtartup, an application crash or errors
associated with datalost.

b. Application events in AppEvent.evt. The gpplication log is for events recorded by
goplications.

C. Security events in SecEvent.evt. The security log contains information such as logon
and logoff events, file manipulation, and other resource access events.

Window NT/2K event log stores the descriptive messages in the registry and the separate
executables (.exec) or dynamic link library (.dil) files. The Event Viewer combines and displays
the information in these files providing a convenient way to view the data Consequently,
copying event log (.evt) files from one sysem to another for examination may result in
misinterpretation when viewing event logs on a remote sysem. The Event Viewers will read the
event record data from the remote log files, but will search the registry of the local system for the
corresponding event message files. Unless the forendc PC have smilar configuration to the
imaged system, it may be necessary to extract dl the registry keys and event message files from
the image. By viewing the extracted logs usng the Event Viewer, it is possble to create a short
lig of missing event message files and configure them in the forensc PC accordingly. Otherwise,
the Event Viewer will not display explanatory materid for any event for which there is no
associated event messagefile.

Requirements

You are the System Adminigtrator of a computer |aboratory. It was reported to you that there was
an intruson originating from a Windows NT/2K machine in the laboratory. You are to examine
the event logs on tha machine with minima digurbance to the logs that are continuoudy
running on the machine. As such, you decide to extract the event logs and examine them using
the Event Viewer on your forensic PC. Trace the security breaches recorded in the event log.

Technical Guidance

1. Extract the event logs and registry keys from the subject PC
a Copy the event log (.evt) filesfrom C:\WINNT\system32\config
b. Run regedit
C. Select
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl Set\Services\Eventlog
d. Sdlect menu Registry>Export Registry Files

2. Disable the current event logging on the forensic PC

a Right dlick My Computer on the desktop and select Manage
b. Open Services and Applications\Services\Event Log
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e
f.
0.
h.
I

Sdlect and apply Disabled under Startup Type

This is necessary because when the event logging service does not shut down
cleanly, the Windows Service Control Manager does not reset severa hit
vaues that indicate the files is open and thus cannot be accessed. The Event
Viewer will report that the file is corrupted and will refuse to open it
However, thelog israrely corrupted in redlity.

Reboot the PC to apply the selected setting

Right click My Computer on the desktop and select Manage

Open Services and Applications\Services\Event Log

Check that the event log is not started

Rename the event log (.evt) filesin C:\WINNT\system32\config

Load the extracted event logs and registry keys onto the forensic PC

> @m0 ow

Copy the extracted event log (.evt) filesinto C:\WINNT\system32\config

Right click My Computer on the desktop and select Manage

Open Services and Applications\Services\Event Log

Sdlect and apply Manual under Startup Type

Start the event log services

Run regedit

Select

HKEY_LOCAL_ MACHINE\SYSTEM\CurrentControl Set\Services\Eventlog
Sdlect menu Registry>Import Registry Files

Load the event message files onto the forensic PC

a

Examine the data portion of each sub-key for EventMessageFile to reved the
path and file name of the file the Event Viewer uses to diplay explanatory
text for each event. Since this is a tedious process, this exercise will be limited
to the Security sub-keysonly.

Extract these required executables (.exe) or dynamic link library (.dll) files
from the subject PC and load them onto the forensic PC.

Double click on the EventMessageFile to edit the path and file name of the
registry (reg) files such tha it points to the location of the appropriate
extracted files on the forensic PC.

Andyze the extracted event logs on the forensic PC

a

b.

C.

Right click My Computer on the desktop and select Manage

Select Services and Applications\System Tool s\Event Viewer

This will display the logs from the subject PC, but will add new events to the
log files samped with the current dete and time. You may minimize such
contamination by immediately generate new copies of the event logs using the
Event Viewer’s Save As command.

If you saved the event log with another file name, you may open the event log
file udng the Action\Open Log File menu option with the Log Type set to the

corresponding type.
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Laboratory Exercise 5: DumpEvt (Somar Soft)
| ntroduction

It was evident from the previous exercise, the clumsness of performing manud Windows event
log andyss on a remote forensc PC. Moreover dislaying the logs usng the Event Viewer is
not very conducive for andyds snce the Event Viewer is not integrated with other data
processng tools Even Microsoft recommends using the SomarSoft's DumpEvt utility to dump
contents of the event log into other formats suitable for spreadsheets and databases. Besides,
performing separate log anadyss on individud machines in a networked environment does not
readily link a related event across multiple machines. Rather, importing the contents of multiple
machines log files into a spreadsheet makes it easer to sort events chronologicaly and search
the logs smultaneoudy.

SomarSoft's DumpEvt is a Windows NT program designed to dump the event log in a format
suitable for importing into a database. It is Smilar to the DUMPEL utility in the NT resource kit,
but without some of the limitations DumpEvt has dso been updated to adlow dumping of
Windows 2000 event logs containing DNS, File Replication and Directory Service.

Requirements

You are to investigate an intruson originating from a Windows NT/2K machine in the network.
In particular, it was reported hat an intruder has remotely indaled a Trojan client from machine
A onto machine B on the same network. You are to ingtdl and use DumpEvt to examine the
event logs on these machines to trace the security breaches recorded in their event log.

Technical Guidance

1 You should be able to obtan the necessary information and downloads from
www.systemtools.com/somarsoft to inddl the event log dump utility on your forensic
PC. The embedded Hedp menu provides vaduable information on inddlation,
command line options, known bugs and limitations, and other technical support.

2. Y ou will need to firgt unzip the downloaded file before ingtalation.

3. Use the Notepad to create a batch (.bat) file to extract the event logs from machine A
and machine B onto the forensic PC.

For example, the following command lines will extract the whole (all) application log
(app) from both the subject PC (machine A, machine B), and append them to (or
creste new) an output file (c:\evidence\application log.csv) on the forensc PC, in a
comma-delimited spreadsheet (csv) that can be viewed on Excel. The gatus and error
messages of the extraction are gppended to atext file (c:\evidence\error .txt).

dumpevt.exe /computer=machine_A /logfile=app /outfile=c:\evidence\application_log.csv /all >> c:\evidence\error .txt
dumpevt.exe /computer=machine_B /logfile=app /outfile=c:\evidence\application_log.csv /all >> c:\evidence\error.txt

12



4.

5.

Run the batch file.

Open the output files using a spreadshect to facilitate your andysis.

13



Laboratory Exercise 6: Unix Log Analysis
| ntroduction

Unix serves as a wonderful training ground for computer security specidids. It teaches about
access pemissions for objects, learning about those rwx's in directory listings gives one an
gopreciaion for granular security. It builds on MS-DOS knowledge: hidden files are dot files in
Unix. They become vigble by the Isal command (amilar to dir /a:h). Unix expands on MS
DOS piping and redirection capabilities. Searching or manipulating files and directories usng
find and sort, an invetigator, for example, can search a directory for inactive files (by date) and
pipe the results into a report file. The find command dso produce a comprehensive list of files
with the SUID/SGID permisson set. Usng Unix scripting capabilities (Smilar to DOS batch
files), an invedigator may creste combinations of commands into specidized programs to
conduct security audits and to do file checking as a pat of an inquiry. The grep command
searches files or directories that contain a particular character string. This capability provides for
granular searching. Unix also has the capability to list processes actively running on the machine
by executing the command ps -ef. Processes may be deleted using the kill command. The top,
head, and tail commands alow examination of portions of logs or processligts.

The Unix sysem dso has a comprehensve set of sysem configuration files that can prove to be
an invaduable source of information to an invedtigator. The /etc/sydog.conf file sats the faclity
and priority levd of individud logs. Some Unix sarvices are specificaly initisted or terminated
based upon the configuration of scripts located in the /etc/rc directories. The investigator can get
an idea of what services are launched by undergtanding the Unix scripting and services. Other
savices ae initiated when needed by a daeemon that listens for requests. For example, the
Internet Daemon is controlled by /etc/inetd.conf and this file provides the name of the sarvice,
the type of delivery, protocol, wait staus, UID, server and any arguments. The /etc/passwd file
identifies the properties of the user accounts while password hashes are commonly protected in
the /etc/shadow files Since UID O should be reserved for root only, any other shared UID O
would ring a bell, 0 is a ‘nobody’ daemon account that references a user shell. Scheduled jobs
planted by intruders can be found in /etc/cron.d. The syslog.conf configuraion file can be used
to identify logs with unique names and locations.

Lagt but no least, the Unix system has a st of standard logs, which include
a wtmp/wtmpx keeps track of login and logouts. Grows in length and is extended to
wtmpx. Thisfile can be referred to by the last command.
b. utmp/utmpx keeps track of users currently logged into the sysem. This file can be
referred using the commands w, finger and who.

C. lastlog keeps track of each users most recent login time and records their initiating 1P
Address and termind.

d. sulog records the usage of the su switch user command.

e httpd tracks originating |P address of WWW connections.

f. History files keeps a record of recent commands used by the user in the $HOME
directory.

s} FTP Logsxfr mantans extendve logs to track incoming connections and the

originating IP address of the connection.
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aculog records the username, time, date and phone number of did out facilities.
acct/pacct maintainsalist of user’s commands and their process time they used.

h. maillog provides status of mail handling.

[

j.

K. Packet sniffer logs captures network 1P packets.

Reguirements

You are the System Administrator of a Unix network server. It was reported to you that there are
dill sysem activities originating from the user account CISR in the past 1 week, dthough the
paticular employee with the above account UID has dready left the organization for good.
Usng the rudimentary Unix commands, sysem configuration files and standard system logs,
trace the activities associated with the user account CISRin the past 1 week.

Technical Guidance

1. You will need to log in the Unix sysem as a Sysem Administrator with root access
privilegesin order to access the system configuration files and system logs.

2. It will be hepful to pipe and redirect the syslem configuration files and standard

sysem logs to temporary files before usng commands such as grep, find and sort to
search or manipulate the files and directories for records with keyword CISR

15



Laboratory Exercise 7: Network Analysis
| ntroduction

Analyzer is a fully configurable network anayss program for Win32 environment. It captures
packets from network and displays them through a graphicd interface. The user can choose the
network adapter used for the cgpturing and monitoring process, specify an appropriate filter,
sdlect, copy and paste packets. This product is developed by the Politecnico di Torino and its
contributors. It is released under a BSD-style license and partidly sponsored by Microsoft
Research. Analyzer can display the capture files created by WinDump and tcpdump if the capture
files have the ACP extension.

Requirements

You will be issued a st of ACP files with the network traffic captured by WinDump, tcpdump or
WinPcap (www.netgroup.polito.it). You are to download and use Analyzer to examine the
network traffic. Investigate the webstes visted by the user and anadyze any suspicious network
traffic that has been recorded.

Technical Guidance

1 You should be able to obtan the necessary information and downloads from
www.netgroup.polito.it to ingal the forensc software on your forensc PC. The Help
menu provides amore detailed documentation of the Analyzer.

2. Y ou will need to firgt unzip the downloaded file before ingtdlation.

3. You will be issued a set of ACP files with the network traffic captured on a floppy
disk. Openthefilesin Analyzer to perform your andyss.

4, Explore the various functiondities of Analyzer. It dlows you to describe the protocol
format, customize the display of the packets, evauates dSatiftics, plots graphs, set
query on the andyss engine and set filter a the MAC, Network, Transport or
Application Layer.

5. Although not required in this exercise, Analyzer is dso capable of capturing packets
from the network for red time monitoring and cregting capture files. It uses the
WinPcap library to cepture packets and set monitoring filters on the network traffic
monitor.

6. Present your findingsin a written report.
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