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EXECUTI VEOSUMVARYO
O
O
O
| nOanOef f ort Ot oOconbat Of r aud, Ot heODef ensedFi nancelandO

Account i ngld Servi cell (DFAS) [0 usesl datal m ni ngld tolJ anal yzel
m | |'i onsOof Ovendor Ot ransacti onsCOeachOyear . OOThedl ongOt i me
requi redd tol gol fronil and auditl tolO investigationd andl
prosecutionl] precludes] DFASO fronil usingld fraudd asO all
per f or manceldneasur elJof Jdat a- m ni ngldsuccess. [0l nst ead, Ot hell
condi ti onsl needi ng i nprovenent O (CNI) O f oundd duri ngl sitel
audi t sllhavellbeenusedt odgaugelsuper vi sedddat a- m ni nglnodel [
success. [

NoOdet ai | eddanal ysi sOhadObeenlCconduct edt odldenonst r at e[d
theOvalidityOof Ousi ngdCNl sOtodneasurelperformancelordt ol
showJt hedOdat a- m ni ngsuccessOwi t hOCNI s. OOTheOval i di tyOof O
usi ngd t hi sOO met hodO i sO veri fiedd byd adthoroughOliteraturel
revi enJwhi chJdenonstratesUOallcl earJl i nkObet weenOf raudUand
CNIs.00ThenOtheOCNI OresultsOfronmdtheldfourdsitelauditslO
conduct edddur i ng020010ar elJanal yzed[t oCpr ovellt hat Osuper vi sed
nodel i ngld i sO findi ngld CNI sOJ at O alJ hi gher O rat el t hanO r andont]
recordd selection. O GvenU theld denonstratedd data-m ni ngQd
successwi t hOOCNI' s, [0t heOnext Ophaselof [t helr esear chleval uat es[]
whet her Ot heOcur r ent Onodel i ngOpr ocessUi sOpr oduci ngUi npr oved
nodel s. O0OByeval uati ngdrecent Onodel Oscores, OitOi sdshown
t hat Onodel sOcurrent| yObei nglconst ruct eddar eldnot Ui npr ovi ngd
over [t hoselhodel sCpr oducedf or Opr evi oussi tefJaudi ts. [

Wt hOt hednodel i nglprocessdhavi ngllreacheddal pl at eau, [
four Oprocessinprovenent Oareasareldexplored. OO ThelOfirst
i nprovenent i sOalr ef ormat i onof Ot helcurrent Onodel Cscori ngld
syst em OOChangest o0bot h(t henodel Odevel oprment Oscor edJandd
t he(post -audi t Oscoredareldrecommended. OOAdditionally, Othel
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nodel O devel opnent 0 scorel cal cul ati ondisOtransferreddtold al
G enent i nelst r eanilt oOper m t Oi mredi at elcal cul ati onOof Onodel O
scor es. OOThelnext Opr ocessUi nprovenent O st heldevel oprent Cof O
an[Jaudi t Oresul t sO( CNI ) Oknow edgellbase, Cwhi chlOcanObelusedt od
eval uat elcurr ent Onodel Oper f or mancelasOwel | Dasllgener at e[dnewd]
nodel s. O0OTheOt hi r dOpr ocess Ui nprovenent Oent ai | sCallf reshOl ook
at 0t henodel Densenbl elpr ocessUi ncl udi ngdanOopt i m zedOnodel O
ensenbl e, Osecond-ti er Ocl assi fi cati onOnet hodsOandOsequenti al O
recordl screening. 0 O Thel final O processO i nprovenent 0 i sOJ a0
pr oposedJCNI [Onodel i ngOprocesst hat Oconpar esdandldcont rast s
CNI Onmodel i ngdt ot helcur r ent [Of r audCnodel i ng. O

Thellgoal Oof Ot hi st hesi sOwast olddet er m nelJt heldsuccess[]
of Odat aldm ni ngOandOt hen[i nvesti gat elJpot enti al Ui nprovenent s. [
Wed havel shownO t hat O dat all m ni ngJ i s i nmprovi ngl t hed audi t O
process. DOAsOforOinprovenents, Osonmedarelpresent |yl bei ng
i npl ement ed, OsuchOast hedd enent i neldscori nglst r eanmiJandJCNI [
know edgel] base, ] whilel othersd willO required further(
i nvestigationltoObeOf ul | yOreal i zed. OOThelr esear chlpr esent ed
byt hi st hesi sOwi | | Oi nmproveOanOal readydsuccessf ul Opr ogr ant]
suchld that O t he data-m ni ngd effortsO will O furtherd reducel
t axpayer O osses[t hr oughf r audCor Om sappropri at i onCof Of unds. O

il
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| . 0 1 NTRODUCTI ONU

A. 00 PURPCSE. O

TheO purposel] of O thisO thesisO isO tod eval uatel thel
supervi sedd dat a- m ni ngd processUcurrent |y enpl oyedd byt hed
Def ensel Fi nanceld andU Accounti ngl Servi cell (DFAS) O I nternal O
Revi ew]( | R) OSeasi de. OOTheOcur r ent Odat a- m ni ngUef f ort sOhavel
beenli nOpl acelsi nceld19990f ol | owi ngUi npl enent ati onassi st ed
by anJout si delJcontract or, JFeder al ODat all Cor por ati ond( FDC) [
[ Ref . 01] . OOSI ncelt hat Ot i me, Dalddozenlvendor - pay[si t efaudi t s
havellbeenlconduct edOwi t h(Ot heassi st ancelJof Ot heJOdat a- m ni ng[d
team O 0O Resul tsO frondd sonel] of U thesel audi tsO havel beenO
col I ecteddandOmai nt ai neddi nOaldM crosoft 0AccessOdat abase. (1
Thi sO usef ul O dat all regar di ngdd t hed audi t edd recordsd mayd bel
regener at edli nt odallknow edgellbasellt hat OcanObelusedli nOnodel O
eval uat i onCandf or [f ut ur ednodel i ng. O
B. 0 BACKGROUND. [

TheO | RO Seasi ded O ficewasJ original l ydfornmedd asU anl
i ndependent Ui nvesti gati velt eaniJknownJasOQper at i ondMbngoose. [1J
Mongoosellwas [f or medi nOanUef f or t Ot olJst entJt heOseem nglf | ood
of Of raudUcases [t hat Cwer eJoccur ri ngiw t hi nOt heOdepar t ment Oof O
Def enselandUi t sOdi sbursi nglactivities. OOOkendi ned[ Ref. 02] O
conduct ed anldJ anal ysi s i nl 19990 of U Depar t ment O of U Def ensel
(DoD) O fraudul ent 0 vendor O paynent sl0 and provi ded] all good[]
over vi ewon[lt hef r audOpr obl enilt hat OwasOoccur ri ngCwi t hi nIDODL
i n(t he(11990’ s. O

I nOanOat t enpt Ot o[l ever agellnewlldat a- m ni ngdt echnol ogy, [
Oper ati ond Mongoosell devel opedd all data-m ni ngld project toll
sear chJt heOvast Onunber sOof ODFASCOvendor - payt r ansact i onsf or O
potential | yOfraudul ent Opaynents. 00Si xt eend known cases]of [
N 10



successful | ydOprosecut eddfrauddOwerelidentifieddforJusedbyd
t heJt eam O0OThelOr ecor dsOf or Ot heselcasesOwer ellcol | ect eddandO
t helJassoci at edJ4530paynent sOwer eldconpi | eddi nt odall* know edgell
base. ” 0OThi sOknow edgelbaselwasOanal yzedf or Opat t er nsCOand
itsOrecordsOwerellcl assifieddi ntodfourOfraudd”types” Ot hat [
coul dOt henObeOusedasOallf oundat i onJf or Ubui | di ngOsuper vi sedd
cl assi ficati onfandOpr edi cti onUnodel s. [

AfterOtheldincepti ondof Ot helddat a- m ni ngl proj ect, Ot held
Mongoosellt eanilwasli nt egrat eddi nt ot heODFASC I ROt eam OOAsO
part Dof OI R, Ot hellt eanilconduct sdat allm ni ngdonOvendor - pay[
transactionsdt o provi deldf ocuseddrecordlsel ecti ondat [J DFAS[]
sitefaudits.00TheOlROteansOthat JvisitdDFASOsitesOt henl
conduct O alt horoughOaudi t 0 of Ot hoseldrecordsi nsearch of [
Conditions NeedingO Inprovenentld] (CN),O overpaynents,
dupl i cat el paynent s0 or O possi bl e f raudul ent O behavi or. O O | RO
Seasi delJatt endst heJaudi t st odi nstruct Ot heJaudi t or sabout [
t helddat a- m ni nglt echni quesOandt olcol | ect Ot heOaudi t Or esul t s
f or (f ut ureanal ysi s. [

C. 0 RESEARCHIQUESTI ONS. [

1.0 PrimaryOQuestion:

| sOt heOsuper vi seddnodel i ngOpr ocessOi nprovi nglt helsi t e
audi t sCconduct edOby [DFASHI R?0

2.0 Subsidi aryOQuesti ons: [

[] a.d IsOtheredalrel ati onshi pdbetweenlfraudl and
CNl s?[J

[ b.0 Areldthelrecordslchosendbyldthelldata-m ni ngld
processnorellli kel yllt oldhavel CNIl sOt han randonl y[ sel ect ed[]
records?0
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O c.O0 IsOtheOexistingOsetdof Onodel sOdadequat et o]
bui | dOadl i br ar yOof knownsuccessf ul Cnodel s?0

O d. 0 Howld canl nodel OO sel ecti ond bel i nprovedd by
i ncl udi ngf eedbackf r onit heaudi t Or esul t s?0

ad e.d AreOtherelal ternativelnet hodsOavail abl eOf or O
sel ecti nglsuper vi sedlr ecor ds?0]

O f.O CanOt heOaudi t eddr ecordsOdat abasedbelusedOasO
alknow edgelbasel] or [Of ut ur ebnodel i ng?0
D. 0 SCOPELCFOTHESI S. O

ThelOscopelof [t hi st hesi sCw | | O ncl ude: O

1.0 Alreviewdof OrecentOsitelauditOresul tsOw thOtheld
mai n[f ocusCon[t hef our audi t sOconduct edOdur i ng12001. [

2.0 AO reviewd of O supervi seddd nodel O performanceld and
conpar i sonof Oaudi t Or esul t sOonOr ecor dsOchosenlbyOsuper vi sedd

nodel sliver suslr ecor dsCchosenlr andom y. [

3.0 Anal ysislOof Osupervi sedd nodel [0 sel ecti onddw t h(dan[
att enpt Ut o)f eedUaudi t Or esul t sObacki nt o0t heOnodel Osel ecti ond
anddevel opnent [pr ocess. [J

4.0 Anal ysi sUOof Oret hods [t oUi npl ement DaUOnodel Oensenbl e
usi nglt hell i br ar yCof Osuper vi sedlnodel sCal readylbui | t. O

Thelscopelof [k hi st hesi sCwi | | Onot [ ncl ude: O
1.0 Theldevel opnent Dof Cnewhodel sf or IDFASH R. [

2.0 AUOdet ai | edOanal ysi sOof Ot heOknownf r audOknow edgel
baselcurrent| ylbei nglused oldevel op(super vi sedlinodel s. [

3.0 AnOanal ysi sOof Dot herOrecorddsel ecti onJprocessesl(]
current | ylusedat [IDFASO R. [
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4.0 Constructiondof Onodel sOusingdthelCN Oknow edgel
base. [
E. 0O METHODOLOGY. [

Thel nmet hodol ogyd useddi nOt hi sOstudydconsi stsof Ot held
fol |l ow nglisteps: O

1.0 ConductJ al searchOof Oliteratureld coveringl auditd
processes, f raudOdet ecti on, Odat aldm ni ng, HandCcl assi fi cati onO
methods. OO ThisOliteraturedreviewdw || Oincludeljournals,

I nt er net [r esour ces, [dat abases, andlot her O i br ar ylr esour ces. [

20  Duringl experiencel tour atl DFASO | RO Seaside, O
eval uat el t hell supervi sedl] nodel i ngd processO fronil initial O
recei pt 0 of O si tel dat all t hrough t hel conpl eti ond of O recor d
sel ectionldf orCaudi ting. O

3.0 AttendOalsitedauditOtoldgaindinsightOintoldtheld
audi ti ngOprocessOandt odl ear nOhowJt helddat a- m ni nglef fortsO
m ght Cbelf ocused[ ol nprovelaudi ts. O

4.0 Col | ect ODandCanal yzeldat alff r omipr evi ousaudi ts. [
5.0 Coll ect DandOanal yzellsuper vi sedlinodel s. [

6. 0 Eval uat el hedsuper vi sedChodel i nglpr ocess. [

F. O ORGANI ZATI ONLIOFLSTUDY. O

Thi sO thesisO isO brokend downl intol fivel chaptersQ
fol I ow ngOt hedl ntroducti on. OOChapt er Ol | i nt r oducesODFASOI RO
andd t hedt echni quesJ usedd t ol det ect O m sappropri ati onsld andl
fraud. OOFol | ow ngOt hi sOover vi ew, JaOdet ai | edO0descri pti onUof O
t hell supervi sed dat a- m ni ngd processO i sO provided. O O Thi s
di scussi onlJ stepsU t hroughO t he nodel i ng] processl frontd t he
initial Ophasel of O datallrecei ptdthroughlthelsel ectionlof O
recor dsf or audi ti ngOpur poses. [
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Thelf i r st Opart Oof OChapt er I | | Opr esent sOanOover vi ewJof [
t helli ssueslexam nedli ndt hi st hesi s. OOFol | owi ngt heselli ssues[]
aredt heOassunpti onsOanddhypot hesesOt hat Ot hi sOthesi sOwi |10
attenpt OtoOanswer. OOFi nal |y, Othell ast Osecti ondi ntroducesO
proposal sO0 ford anl inprovedd performanceld neasure, 0 norel
ef fecti veuselof Ot heOnodel Ol i braryOandOt helcreati onUof Dal
CNI Oknowl edgellbase. OChapt er Ol VObegi ns(it heJanal yti cal Ophasel
of Ot helt hesi s. OOl nUt hi sOchapt er, Ut heOt hr eehypot heses[Owi | | O
bell addressedl] throughlO literaturel revi ewd and stati stical O
techniques.d [0 TheO Iliteratured reviewl establishesd al
relati onshi p0 betweenl fraudd andd CNI s. OO [0 Theld statistical O
anal ysesl] answer [0 theld questions of 0 supervisedd nodel i ngd
successlver suslrandonilsel ecti onUandt heOst at usUof Ocont i nuedd
nodel i nglonCk helf raudlknow edgelbase. [J

Chapt er OV sOallf reshdl ookOat Osomeldquesti onsCcurrent |y
bei nglexpl or eddby [t helldat a- m ni ngdt eam OOl t Ost art sCOw t hOan
eval uationl of O t hel current O nodel O scoringd functiond with{
recommendedlchangesJandalnewsof t war eli npl enent ati on. OOThe
next Osecti onldescri besOt helconpi | ati onCOof Daldlnewdknow edgel
basellof [OCNI [dat alJandOpossi bl eusesOf or [0t hedat a. COFol | owi ngd
t hat i sOanOanal ysi sOof Ot helnodel Oensenbl elpr ocessOi nOwhi ch
anlopt i m zedOensenbl elli sOeval uat ed0al ongCwi t hCOsever al Onovel O
waysOtoOutilizeOensenbl edresults. OOTheOchapt er Oconcl udesl
wi t hDaOpr oposedlnodel i ngOnmet hodol ogyf or Ot heJCNI Oknow edgel
base. OOFi nal | 'y, OChapt er VI Osunmar i zesOt helconcl usi onsOand
recomrendati onsl] for J process i nprovenents. O O I n0addition,
t hereJisOdiscussiononOfuturellresearchlideasl associ at edd
wi t h( ROSeasi de’ sldat a- m ni nglef forts. OO0

N
0]
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G 0 EXPECTEDIBENEFI TSHOFUTHI SUTHESI S. [

TheOinitial ObenefitOof OthisOthesisOisOthatditOw |10
denonstrat et heOsuccessUof Ut heUOsuper vi sedOnodel i ngUpr ocess.
Addi tionally, O byd providingd anJ anal ysi sl of 0 theld nodel O
library, Oensenbl esOarelpresenteddthat Om ght Obelusedfor
futuredsitelaudi t sUandOreducelt hedti nedspent DonObui | di ngd
newnodel s. OOToai dUi nOnodel i ng, Ui npr ovedOnodel Oper f or mance
measur esJar elJdevel opedUf or Ui ncor por ati onlddi rect | yli nt ot he[
nodel i nglpr ocess. OOFi nal | 'y, Obycr eat i ngUaldat abaseof Caudi t O
results, OtheldnodelingOteantdw | | O havell all gr ow ngll basel of [
know edgellonOwhi chOt o npr ovelt hellr ecor dlsel ecti onlpr ocess. [
Utimately, O thisO thesisO attenptsd tol i nproveld thed audit
processof ODFASOI ROandOt her ebyOr educelt hedcost Ot oO0DODOI N
over paynent sfandf r aud. O

O

O
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I 1. OBACKGROUNDLU

A. 0 BACKGROUNDU NFORVATI ON. [
1.0 Descriptionlof ODFASO RlSeasi de. U

DFASO i sO t hed agencyl t hat [0 paysld nost [0 DoDO bi | | sO f r ont
contracting, Otravel O paynents, O forei gnldsal esl] andl] payrol | O
di sbursenents. O [0 DFASL i sl1 oneld of [0 t held | argest [0 account i ngll
agenci es i n0 thel worl d, O di sbursingl nearlyld onell billion{
dol | arsOeveryObusi nessOday. OO ODFASOwasf or meddi ndJanuar y[l
199100t oUel i m nat elJr edundant [di sbur senment Dacti viti esCOw t hi n[J
t hedDef enseldDepart ment . OOPri or Ot oL0DFAS' slli ncepti on, Ot her e
wer e(13380accounti ngldandOfi nancelof fi cesOOwor | dwi de. O OThi s
excessi vellnunber Oof Oredundant O syst ensJandl per sonnel [Jcost O
t hell governnment O 3. 100 bil i onO dol I ars perd year O i n(J fi xedO
over head. Ol nOJaddi ti ont o0t hi s0excessdover head, Ot heldl ar geld
bur eaucracyll andd thel | ack of O standardi zationd |l eftd t hel
Def ensel Depart nent O vul nerabl edt o fraud. OO Theld syst enil has[
subsequent | y[O beenl reducedl told 260 sitesl worl dw del]l with[
of fi cesld n(t helUni t edISt at es, [(WapanUandUEur ope. [ Ref . 03] U

Dur i nglt heOear | yOandOm d[01990" st her eOwer eJalinunber Oof 0
fraudlcases, Odi scover ednost | ylbyOacci dent, 0t hat poi nt edJt o]
systemati cUprobl ensUi nOt hell DoDO paynent Osystenid [ Ref. 02] . O
Thi sOpr obl enilhasObeenOcont i nual | yOaddr essedUsi nceldt hat Ot i med
w t hinprovedd i nternal O control s, 0 operational OO audi t sC0 andld
syst enilst andar di zat i on. JHowever, [Onor eldpr oact i veldt echni ques(]
wer e[] neededl t oJ show(l t hel Aneri canl peopl el] t hat O DoD was
activelyddfightingOfraudul entJactivity. OO n0199400 Congr essl]
creat edd aldnewJunit Ocal | edd Oper ati onld Mongoosellwhosellsol el
pur poselwas [t o0devel oplmet hods [t o[ddet ect DandOpr event Of r aud
[ Ref 2] . OOAf t er Osever al Or eor gani zat i ons, COOper at i onOMongoosel

N n



i sOnow(lt heOSeasi deldbr anchOof ODFASOI R, Obut Ui t sOf ocushasOnot [
changed. O O I'tsO nunber O oned prioritydisOthelddi scoveryl of O
f raudul ent 0 or O pr obl entd paynent s wi t hi n(0 DFASO t oJ savell t hell

t axpayer s’ oney. [

Sincel itsO debut,d DFASO | RO Seasi dell hasl devel opedl
anal yti cal Onmet hodsUOt oOf i ndOpr obl endpaynent sObyOexpl oi ti ngd
thed vastO anmountld of0d paynmentd informationd collectedd
conti nuous!l yObyODFAS. OOl tsOagent sOwor kOcl osel yOwi t hOOt hel
Def enseld Manpower JandU Dat all Cent er [0 ( DMDC) agencyt ollgat her [
perti nent Odat allf or Janal ysi s. OOl ROSeasi delJassi st sOt heOaudi t [
process withl datall anal ysi sO by searchingd forO probl ent]
transacti onssuchOasOdupl i cat edpaynents, over paynent sCdand[]
fraud. O O Thel syner gyl devel opedl by tyi ngld t oget her J t hesel
mul ti - agencydf uncti onsOhasUOr esul t eddi nOm | I'i onsOof Odol | ar s
i nOduplicatellpaynment sdbei nglrecovered, Othedinitiationdof [
f raudul ent Opaynent i nvesti gati ons, OandJt heli nprovedOabi [ ity
of Jaudi t or st olJi denti f ydcondi ti onsneedi ngi nprovenent Cat [
DFASCpaynent Ccenters. [ Ref . 4] O

2.0 LiteraturelReview O

Fraudul ent Opaynent sOar eCJalpr obl entinot Conl y[Owi t hi nCDoD, O
but0 alsold inO practicallyd allOd privatedl andd publicO
institutions. OOACr evi ewllof Or ecent Daudi tingUl i teraturelifindsO
numer ousli nst ancesUof Of raud. OOEvendi nOt heOdai | yOOnews, Ooned
of Ot hebi ggest Ostori esof 020020 hasbeendt hecol | apselof O
EnronU Corporati onandOthelirregularitiesdinherentdinditsO
audi ti ngd system OO O ThelD over ar chi ngld questiond i s0 howd t ol
identifyOandOprevent Of rauddbyOdusi ngldt hedanal yti cal Ot ool s
avai | abl el ol heaudi tor. O

Looki ngOout si deJof ODoDOandi nt o0t heOpri vat edsector, O
det ecti onOof Of rauddi sOonedof Ot heOpri maryOr esponsi bilitiesO
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of Ot he prof essi onal Oaudi tor. OO Thel St at enent O of O Audi ti ngd
St andar ds0( SAS) ONunber 0820i st i t | edd0Consi der at i onOof OFr audd
ind all Financial O StatenentJ Audit. O O SASO 820 detai |l sO t he[
responsi bi |i t yOof Daudi t or st o0t akeOact i onOwhent hey[det ect [
potenti al | yOOf raudul ent Obehavi or Oduri ngdt hedconduct Oof Oan
audi t O] Ref . 05] . OOToUOassi st Ot hentdi nOt heOaudi ti ngUOprocess, U
audi torsUaredal sorequi redd t ol usel] anal yti cal O proceduresl
(APs) Ui nt heOpr epar at i on, Oconduct HandOpost - r evi ewof Haudi t s
as0 out | i nedd i nO SASO 80 [Ref. 0 6] 0 andd SASO 560 [ Ref . O 7] . OO
Conbi ni ngd t hel vari ous SASO requirements, 0 it seens] onl yO
nat ur al Ot hat Jaudi t or sCOwoul d0devel opJAPs [t olJassi st Ui nOf raud
detection. O

Havelpri vat elJaudi t or sOhadOanyOsuccessOw t h(Jt hei r Dusel
of DAPsi nCJdet ecti ngldprobl enidpaynent s?0 0 Weel er Oand Pany [
[Ref. O8] " pointJout Ot hat Ostudi esdusi ngldand ex post [ fact o]
appr oachOshowt hat OAPs[If i ndCnuner ousOpr obl ensOandUshoul dbel]
appl i edd norel frequently. O O Bustall andl] Wei bergld [Ref. O 9]°
denonstrat el] i nprovedd fraudO audi ti ngd ef fecti venessl usi ngd
APs, Ospeci fi cal | yOconcl udi ngt hat Oneur al Onet wor ksCOcanlbeOall
val uabl e ai dOJi nOt heOaudi tor’ sOOAPOt ool ki t. O OCal deronandl
Greenld [ Ref. [010] " conduct Oalddetail eddrevi ew of 0 accounti ngd
literaturedanddshow]t hat JAPsOusedli nOf raudddet erm nati ond
account Oford160to0400percentOof Jall Ofindi ngsdi nOactual O
auditOresults. O 0OApparently, Oprivatel audi t orsdar el havi ngQd
success[whenlusi ngUAPs. [

TheOuseUof DOAPsUt olldet ect Uf raudlUi sUOal soOani ssuelbei ngd
addressedd wi t hi nJ ot her O gover nrent [J agenci es. J 0 ThelJ Uni t edd
St at esOGener al DAccount i ngO f i celd( GAO) Oconduct edallst udy Cof O
t het echni ques usedd by gover nnent [ agenci esCJtoOdet ect Dor
prevent Of rauddandi nproper Opaynents. 00 TheOstudyOcitesOall
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nunber Oof Oact i vi ti esOt hat Oar edJusi ngddat aldm ni ngdt oddet ect [
abnormalities. OOForOinstance, Othellllinoi sODepart ment Oof O
PublicO A dO applies data-m ningd techniquesd tod detect[
fraudul ent 0 bi I I i ngd andO ki ckback schenes. O O Anot her 0 casell
citedl reveal sO howd t hell Texasl Heal t hO andJ Human[J Servi cesU
Conmmi ssi onUi sOusi nglneur al Onet wor kst oi dent i f yOf raudul ent O
cl ai ms. O0TheOTexasJcomm ssi onlsuccessful | yi denti fi eddover O
si xOm I'l'i ondol | ar stf or Or ecover ylUi nOf i scal Oyear 02000. O0OTheO
GAQal solr epor t sOonOalnunber Oof Dot her Ui nsti t uti onsOandt hel
dat a- m ni ng t echni quesO that Jarel current|yl bei ngld usedd i nO
fraudldetectionlefforts. [(JRef. [11] O

W t h(t hedr ecent Of ocusOon0i nf or mat i ondt echnol ogy, Omany[
agenci esandlCcor por ati onsChavelspent Om | | i onsCof COdol | ar st ol
construct [0 dat abasesandOi npl enent O dat a-m ni nglactivities.
| sOt helef fort Oreal | yOwor t h(Jt heOcost ?000Accor di ngt odanot her [
GAQdreport, Ot wel vellgover nent agenci eslrequi reddt olreport O
i nproper O paynent slJ hadl estinmatedd overd sixteend billion0
dol l arsOinOi nproper O paynent s asO ald resul t O of [0 oper ati ons(]
duri ngdfi scal Oyear [11999. OOConpar i ngt helcost Oof Om | | i onsOof O
dol | ar st odconduct Odat a- m ni ngOef f ort sOagai nst Ot hell ossOof O
bi | I i onsOof Odol | ar sOmakest hellef f ort Oseentdl i keOalr easonabl e[
i nvest ment i f DevenOalsmal | Opr opor ti onOof Ot hosell ost Odol | ar s
canlbelr ecovered. [ Ref . (012] O
B. 0 DESCRI PTI ONLIOFLI REISEASI DE' SLIDATACM NI NG. [

1.0 Overvi ewlof [ ROSeasi deJAnal yti cal [0Procedures. [

| RO Seasidell currentlyld conductsl several 0 different[
anal yti cal Ot echni ques[t oldi dent i f yOpr obl enilpaynent s. O0Bef or eld
each(si t edaudi t, [0t helpr ecedi nglei ght eenlnont hsof Osi t e(Jdat all
i sOconpi | eddf or Oanal ysi s. OOThedl ROJaudi t Ccoor di nat or Odeci des

howd many[] recor dsd eachld sel ecti ond net hodOwi | | O screenld for[
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detail eddauditingOwi thOalOtypi cal ObreakdownOi ncl udi ngd 30%1
duplicatell paynents,d 30%] supervisedd records,d 10%]
unsupervi seddr ecords, 020%Ir el at eddr ecor ds, Oand010%1r andont]
records. OOBel owdi sOalbrief OdescriptiondtoOenlightendthel
reader J onJ t hed t echni quesl] usedd toU i dentifyl recordsl for
furtherreview [

a. ] DuplicatePaynents. [

Duplicatel paynentsl] areld paynentsl madel tol al
contract or, Junder Oallval i ddcont ract, [t hat OOhavellal r eadybeen(]
pai dUat [l east oncellbef ore. OOToli dent i f yOdupl i cat edpaynent sl
t hedl ROSeasi delt eantleval uat esUal | Opaynent sCOnmadelat OallDFASL
site. 00ThisOtechniquedisOinitiallyOconputer-intensivelinOd
t helOconpari sonOof Oal | OrecordsOw t h(speci fi cOmat chi ngOr ul es
devel opedObydt hedl ROaudi tors. OOSi teldrecordsOar elpai rwi seld
conpar eddandOsever al Onewlr ecor dOf i el dsOar edgener at ed. OOThed
newJf i el dsOi ndi cat eOwhet her JDalr ecor dl0sharesdcomontrai t s
wi t hJanot her Or ecor ddJi nOt helddat abase. OOI f Ot wolr ecordsUar el
nearl yld identical O then theyd arel flaggedd aslO potential O
dupl i cat es. O0OThelOsecondOphaselof [t helpr ocesslent ai | sOanOl RO
revi ewlJof Ot helJf | aggedOr ecor ds. O0TheOSeasi deJaudi t or sOappl yO
theirJ experienceld tol determ neld whichO recordsd deservel
attentionl during the upcom ng sitel visit.O O Duplicatel
paynment sOhavelObeent helOnost Opr oduct i veOandOvi si bl elJaspect [
of Ot hedl ROdat a- m ni ngO0wor kOwi t hOover 0$750mi | 1i onOdol | arsd
recoveredt olldat e[ Ref. 4] . O

b. 0 Supervi sedModel i ng. O

Thi s techniqued isO coveredd inO nored detail[
t hr oughout Ot hedt hesi s. O00Descri bedOsi npl y, Ot heddat a- m ner sl
useJal0lknow edgelbaselof Of rauddt oObui | dOpr edi cti velnodel s. [
Thel under | yi ngd prem seld i s that 0 patternsO i nO t he fraudO
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know edgelbasellcanObeli denti fi eddandOexpl oi t eddt oOpr edi ct O
pot enti al Of raudld nt hesi t e[dat a. O
c. 0 Unsupervi sedCMbdel i ng. O

Unsuper vi seddnodel i ngli sOal0conpr ehensi veOheadi ngd
f or Ual | ot her Onodel i ngUt echni quesUusedOat ODFASLCt hat Car enot O
supervi sed. 0 0O Somel] techniquesd usedd tol datel includel
cl ust eri ngandOpseudo- super vi sed/ cl usteri ng. OOAddi tional |y, O
sonmelJunsuper vi sedrecordsUar elJchosenlJusi ngldsubset sCof Ot he
super vi sedlnodel i nglensenbl es. OOThi sCar ealof Onodel | ngli sOi n[d
i tsi nfancyOat ODFASLII R, Oi sOcont i nual | yOJunder goi nglichanges(]
w t hDeachOnewsi tedaudi t DandOcoul di0benefit Osignificantlyl
frondf urt her Oanal ysi s. O

d. 0 Rel atedPaynents. [

Rel at eddpaynent sOar eldrecordsOt hat Dared"“rel ated” O
t o0t helr ecor dslsel ect edlby [t helsuper vi sednodel s. O0When(t hel
super vi seddnodel i nglpr ocesssel ect sallr ecor d, DallDVDCLquer y [
t henf i ndsOal | Dot her Or ecor dsUr el at edJt ot heldsuspect Or ecor d[J
i nOt heOfi el dsOof Opayee, Ocontract, Jaddr ess, Oor OEFTOnunber . [0
Al'l Ot helOr el at edOr ecor dsOar eJdocunent eddandt heli nf or mati ond
i sObrought Ot o0t helsi t efaudi t . OOThelr el at eddr ecor dsOmay Cor [
may [l not [0 bed revi ewedd duri ngldtheldsitelauditddependi ngldon(l
whet her O t he audi t 0 reveal s probl ens wi t h(Jitsl associ at edl]
supervi seddrecorddordifOthelddata-m ningldteant deenst held
recordlt olbell nteresting.

e. ] RandonmiRecords. [

Randonilr ecor dlJsel ecti onOhasUObeenOt heOtradi ti onal O
meansU of 0 choosi nglrecordsfor 0DFASO audi ts. O 01 RO Seasi deld
acconpl i shesOrandonilsel ecti onObyOassi gni ngeachOrecorddal
randonil nunber O fronid oned t o0t hel nunber O of Orecords. OO ThelO
recordsUar et henOsor t eddbyOt hi sOr andontdnunber Dandt heOt opO
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recordsar ellsel ect edCunt i | Ot heOdesi r edOnunber Oof Or ecordsi sO

obt ai ned. [
2.0 1 n-dept hCRevi ewof OSuper vi sedMbdel i ng. O

Ind orderd tolO understandl thed inplicationsO of 0 thel
anal ysesUconduct edi nOt hi sOt hesi s, Ui t Oi sUi npor t ant Of or Ot hed
reader 0 tolJ understandl thel supervi sedd nodel i ngd) process. [J
FigureOlOoutlinesOthelOkeyOstagesOfrondinitial Ositeldatal
reportingUuntil Ot heCOaudi t Ol i st Jof Orecordsli sOpresent eddt o
t helsi t e. OOThelOr emai nder Oof OChapt er Ol | Dout | i nesCt heOpr ocess
fromd t hed devel oprent O of O t hed under | yi ngd knowl edgel basell
t hr ought heOsel ect i onlof [r ecor dsf or Canfaudi t . O

Site reports vendor
payments to DMDC

v

DMDC compiles 18
months of site data

v

DMDC generates field
transformations

v

DMDC makes datasets
for modeling

DMDC queries site data
for related records

Site prepares for audit
by pulling vouchers

- DMDC DFAS Site

Figurel. Od RecordSel ecti onProcessFl owchart [
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a. ] DescriptionUof OFr aud0Know edgelBase. [

TheOul ti mat edsourcelof Of raudldknow edgeld usedt o]
gener at elJsuper vi sedlnodel sCOconmesUf ronidaldknow edgellbaselof O
prosecut edd fraudulent activity.Od O ThisO know edgell basel
consi st sUof 04530t ransact i onsf r onJ160knownf r audCcases. OUAt O
t heObegi nni ngUof Ot heOdat a- m ni ngUpr ogr am Ut heselcasesOwer eld
col | ect edIf r onJDVDCOor Uf r onidt heact ual [t r ansact i onUr ecor ds.
TheOdat allwasdanal yzedOusi ngUpri nci pal O conponent Oanal ysi s[]
al ongwi t hdcl ust eri ngdt echni quest oldgr oupdt helpaynent sUf or [
easierdclassification.OO[Ref.01]0 0O ThisO resultedd i nOt hel
f raudul ent O paynent s bei ngld brokenOintoOfourOfraudd“types” O
f or Onodel i ngO pur poses. OO Thesedt ypesOwer el abel edOd0asBi g
SystematicO (BigSys),Od0 SmallO SystematiclO (Snall Sys), O
OQpportuni sti cO(Ops), DandOPi ggybackd( Pi ggy) . OOBecauselt her eld
wer eJonl y[04530f r audul ent Opaynent s, [t heOanal yst sOwant edJt he[d
dat alJt oObelut i | i zedOt oi t sOf ul | est Dext ent. OOTher ef or e, Ot he
dat all wasl partitionedld intold elevend “splits”O forO nodel O
devel opnment Ui nOalwaysi m | ar Ot oJallcr oss-val i dati onfschene.
EachOspl i t Ocont ai nsal | O160casesOdi vi dedli nt ot hr eeldsubset s[J
i nOsuchOaOwayUOt hat DeachOsubset Ocont ai nsOt ransacti onsOf r on]
eachIf raudlt ype. O0TheselOsubset sCJar e(JusedJf or [t r ai ni ng, [t est O
andlval i dati onCphaseslUof [hodel Odevel opnent Cexpl ai nedd at er . [0

b. 0 SitelDat allRevi ewlandPr eparati on. [

Asll wi thd anyd application, 0 it isO inportantdtoll
veri fylddat alli ntegrityObeforelanal ysis. OOPri or Ot oldnodel i ngOd
onJ anyOsiteldata, Othelstatistical Oinformationlforeachd
fielddisOconpil eddandOrevi ewedd byt heldseni or [0dat a- m ner . [
That Or evi ewlli ncl udesOl ooki nglif or Oi nt eresti nglt rai t sOsuchOas

negati vell datel conparisons, 0 mssingd data,d inplausiblel
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ent ri esfandOot her Oabnormal i ti es. OOTheOheadOdat a- m ner 0t hen
rel easesl] all conpr ehensi velspreadsheet Owi t hOrecomrendat i ons[
as[it oOwhi chf i el dsOt oOavoi dOor [0t oCuselli nOmodel Cdevel oprent . 00
Seriousldat alli ntegri tydi ssuesar edr eport eddt oODVDCOsot held
responsi bl eUsi t eDcanUbeli nf or medUof [t heOdat alent r yUpr obl ens
t hat Cneed(t o[beJaddr essedlat [t hellsite. [

I nO preparingl thell data, 0 DVDCL generatesU threel
subsets] of 0 datal for eachd split:0 training, 0 testd andO
val i dati on. OOTheOt rai ni ngUset Ui sOusedOt odconst ruct Onodel s, O
whi chDaredthenOtestedusi ngtheltestdset dandleval uat ed
usi ngt heOval i dati onOset. OOEachOof Ot helel evenOsplitsOof O
f raudldat alli sCOconbi nedCwi t h[Jalr andonidsanpl elof Osi t eldr ecor ds[]
t olcr eat elel event est Oset sUandlJel evenJt r ai ni nglset s. O0EachO
trai ni ngset Ocont ai nsJ400000pr esumeddnonf raudOr ecor dsOf r ontl
t helsi t elpl usUf raudOr ecor dsUf r oniJt heOspl i t. O0OThel0t est Oset s
aredsimlar,dw thJ20000siteldrecordsddandd attachedd fraud(
splitOdata. OOFi nal ly, Doneldset Oof Ononfraudddataldfor Ot held
val i dati onlset, Oconsi st i nglof [t enOper cent Dof Ot hesi t e(ddat a, [
i sOusedf or Oal | Onodel s. OODVDCOr et ur nsJal0ComonDat alJFor mat [
(CDF) Of i | e(dt hat Ocont ai nsOal | Ot heOset sCof COdat aldf or Onodel i ng. 0
Thi sOf i | edi sOconposedlof (el evenOt est Oset s, Oel evendt rai ni ng
set s, Hel evenOset sOof Of raudOdat alJf or Oval i dat i onOandOone0Oset O
of Ononf raudOdat alf or Oval i dati on. O

c. 0 Model OBui | di nglProcess. [

Af t er Ot heJAccess[ldat abaseli sUdel i ver edf or Onodel U
construction, Ot heOwor kl oadlJi sCddi stri but eddanonglt helldat a-
m ners. OOEachOspl i t Ui sOassi gneddt oOanOi ndi vi dual OwhoOwi | | O
bui | d0alOnunber Oof Onodel st olpr edi ct Opot ent i al Of raudOi nOt he
si teldat a. OOTheOspl i t sOar e(ddi st ri but eddi f f erent | yOf or DeachOd

sitedtodprecl udednodel ersfbecom ngt ooOsplit-specificOinO
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t hei r Onodel COdevel oprent . OOTher ef or e, DeachOnodel er Danal yzes[
al | Ot hef raudddat alover [sever al Oaudi t sOandOallnor edr obust O

nodel O i braryl sOdevel oped. [

ToObui | dOcl assi fi cati onOnet wor ks, Ot he(ddat a- m ner s
usellt heOsof t war e[JpackagelCl enent i nel16. 5. OOC enment i nelof f er s
alnunber Dof Ocl assi fi cati onOnet hodsUi ncl udi nglcl assi ficati on
andOregressi ontrees(w t hOt hedJC5. O0andJC&RTOal gorithms), O
lineard regression,J logisticl regression, andd neuralO
net wor ks. 0 [0 Thel dat a- m ni ngl ef fortsO havel primarilyld used
classificationOtreesOfordtheirOeaseldof Junder st andi ngdandO
neur al Chet wor ks[f or [t hei r Deasellof Cuse. [J Ref . [113] O

TheOnext Ostepdi ndt hel nodel - bui | di ngO processi s
nodel OOdevel opnent . OOTheOm nersObui | dOcl assificationtrees(]
andOneur al Onet sOusi nglt heOspl i tsOassi gneddtoldt hem OO Thed
m ner s appl yO t hei r 0 audi t O experi enceld frond] previ ousl sitel
dat a- m ni nglef f ort st olJdevel opOwhat Ot heylconsi der Ot heObest [J
nodel s. OOEachOnodel er Owi | | Obui | dOat Ol east Ot hr eelnodel sOper O
split, DandOt henlent er Ot heOt est DandOval i dati ondr esul t sOi nt o
an[Excel Ospr eadsheet [f or [Iscori ng. O

d. 0 ScoringlProcess.

WhenOt helddat a- m ni ngUpr oj ect Obegan, Ot heOanal yst s
| ackedd feedbackd regardi ngdl thed effectiveness of 0 their[
nodel s. 0 O Therefore, O theyd desi gnedd anJ adl hocUO scori ngQ
functionOthat OhasObeendi nCusedever Osince. OO TheOscori ngd
processUi sl brieflylexpl ai ned] hereld wi t hOJ all nor e det ai | ed
anal ysi s ncl udedd nChapt er LV. [ Ref . 014] O

Afterd buildingd al satisfactoryld nodel 0 onl thel
trai ningddata, Otheldnodel ersOrunOdtheltest Jandval i dationld
dat aset st hroughO t hed nodel . 0 O TheOresul tdi sOconti ngencyd
tabl esd wi t hJ count sO di stri butedd by rowsd of 0 known[ fraud
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st at usOdandOcol umsOof Opr edi ct eddf raudOst at usOf or Ot hedt est O
andOval i dati ondsets. OOOnedmaj or Dassunpti ondi s madedwhend
appl yi ngt heOknownOf raudOl abel : Ot hat Ononedof Ot heOsanpl edd
siteld datal i sO fraudulent. O O G venO t he | argeld nunber O of O
paynment s andl] theld beliefd that nost paynentsl ared not[
f raudul ent, Ot hi sOassunpt i onli sOr easonabl e. O0TheJd enent i neld
contingencyl tabl esd ared t hen manual | yOO transferredl t o anld
Excel O spreadsheet . 0 0 Thel nodel [0 scores arel cal cul at edJ by
Excel DandOconsi st Oof DalOwei ght eddnonl i near Juti i tyOf uncti on
di scussedli n(Jdetai | i nOChapter OV. OOAI | Ot heOnodel Or esul t s
arel] postedl toll al singlel spreadsheet tol all owl nodel O
conparison. 0 Thell scoresl arel] t hend usedld asd anlJ obj ecti vel
fact or Ui n(t helsubj ecti velsel ecti onUof Onodel sOf or Ot helsi t e’ s
supervi sedllensenbl e. O
e. 0 Model CEnsenbl es. 0

Thelnext Ophaseli st ollhavelal | Ot heCnodel sOcl assi fyQ
al | Ot heOr ecor dsUi nOt hesi t elldat abase. OOModel sUar elsel ect edd
basedd onJ t held obj ectivell scoreld al ongdwi thOthelintentdtol
evenl y distributel splits, 0 nodel ers0 andd cl assificationld
met hods. OOTheOnodel Ot eaniJconst ruct sJalnodel ODensenbl elJnade
upd of O anO odd nunber O of O nodel sO (recent O sitesU usedd 110
nodel s) . OOTheOnmodel sOar et henObui | t Ui nt o0allCl enent i neldf i nal [
vot i ngl] streant] andl] recordsl] areld sel ect edd usi ngld all si npl e
maj ori ty-votingl schened sim | ard tol that 0 usedd i nO baggi ngd
[ Ref . 15] . O

f.0 RecordSel ectionlforAudits. O

WthOthelnodel i ngl processldconpl ete, Othelentired
ei ght een- nont h(ddat abaselJof Osi t eldr ecor dsli sOr unlt hr oughOt he
nodel Oensenbl e. OOEachOnodel Ocl assi fi esfeachOr ecor ddJandOt he[d

predi ctedd fraudO classificationsd ford eachO recordd arel
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counted. d O AO truel sinpleld majority-votingd schenel woul dJ
classifyld all 0 records that O recei veld all mgj orityl votel asl
potential | yOfraudul ent DJandOwort hOrevi ew. O OHowever, Oaudi t O
t eantr esour cesOandt i nelar el i m t ed, OsoOonl yOadf i xedOnunber O
of Or ecordsOcanbelsel ect ed. OOThet eanilknows Obef or ehandJhowd
manyr ecor dslcanlbelr evi ewed, Osolt heyeval uat et heOensenbl e
resul t sdandlOchoseJalvot elcut of f Ot hat Or et ur nsOappr oxi mat el y[I
t hi sOmanyOr ecor ds. OOAt [t heODayt on020020audi t , Cei ght Oout Cof O
el even nodel sOwasOthedcutoff Dduedto0anOauditOlimtOof O
approxi mat el y[0 1400 super vi sedd records. [0 O Onel pr obl enid wi t h(
thi s sel ectiond nmethod is that asO thel voting cutoff[
i ncreases, [vot i nglbl ocsOmaybeconenor eldJdom nant . JOPossi bl e[
al ternati vellet hods[ar e(ddi scussedli n{Chapt er (V. O
g. 0 AuditOPreparation.d

Recor dsOsel ect eddbyOt hedi f f er ent Ot echni quesOar eld
ref erreddt odasOcandi dat es. OOThelldat a- m ni ngt eanidsendsOt he
candi dateld |i st 0 back t o0 DVDC. O [0 DVDCO t hen[d pr epar es] andl
returnsalll i st Oof [0t helcandi dat esOandJanyr el at ed(r ecor ds [t o[
DFASOI R. OOAppr oxi mat el yOt wolweeksOpri or Ot o0t heOsi t elvi sit, O
DFASCII ROf or war dsOt helcandi dat el i st Ot o0t heJaudi t Osi telJsol]
that 0 thel records’ 0 docunentationld canl] bed preparedd for0
present ati onfuponlt he(audi t [t eam sCarri val . [
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11 . RESEARCHUMETHODOLOGY

A. 0O ANALYSI SLOVERVI EW [J

Dat all m ni ng at JDFASO | RO hasUO pr ogresseddt ot helpoi nt O
wher et heOst af f Jar eUef fi ci ent Uat [Jdat alr evi ew, Onodel i nghandO
recorddsel ection. OJ0O"Qui ck-1o0ok”subjectivell neasuresl] havell
beenlused[lt olleval uat eldt heOsuccessUof Ut hei r Dwor k, Obut Onolone
has[ conduct ed] al] det ai | edJ anal ysis. 0 O Thi st hesi sOi s anld
attenpt Otoldobjectivel ylrevi ewldt hellsupervi sedl] dat a- m ni ngQd
ef fort sOandt ol nt r oduceljpossi bl e[Jpr ocessll nprovenent sl

AtO firstO glance, d onel]l woul dOJ thinkd thatd al validO
det er m nat i onlJof Ot helldat a- m ni nglef f ecti venessUwoul dbet he[d
positivelidentificationOof Of raud. O0OHowever, Obecauselof Ot he
longd tined requiredd betweend identifyingd potentiallyd
fraudul ent 0 records, O i nvesti gati ond and prosecution, 0 thisO
per f or mancelneasur eldi sOi npracti cal . OOFor Ot hi sOr eason, Ot he
i dealof Ousi ngOf raudddet ecti onOasOalper f or mancelneasur eJof [
proactiveld fraudd audi ti ngd i s not 0 seend as val i dO0 i nO t he
auditingd literature.Od O InO hisdO conprehensiveld bookd on0
proacti velfraudUaudi ti ng, OHowar dODavi alJr esoundi ngl ylr ej ect s
fraudOdet ecti ondasOal performancel neasur el becausell of Ot hel
hi stori cal Odi fficul tydof Oprosecuti ngdf raudd[ Ref. 016] . OOHeO
poi ntsO outd thatO proactivel fraudd auditing sl greatest[
strengt hdl i esOnot Ui nOi t sOabi | i t yOt oldet ect Of r aud, Obut Onor e
inditsOdeterrent Jaspects. OO Unabl el]t ol adequat el y[I neasur el
successli n(det ect i ngf r aud, Ol ROSeasi delnust Odevel opUanot her O
measur elJof Uef f ecti veness. OOThi st hesi s’ slresearchOw | | Oshow
dat aldm ni ng’ sleffecti venessOt hr oughUr evi ewJof Opri or Jaudi ts, O
as[wel | DasOdevel opUnmor efJusef ul Oscor i nglmreasur esUandOexpl or eld
i mprovenent st o[t hellcur r ent Opr ocedur es. [
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B  RESEARCHIQUESTI ONS. [
1.0 |IsOTherelalRel ati onshi pBet weenFr audCandICNI s?0J

TheOneasur elJusedlt oeval uat eJt helldat a- m ni ngOpr ocess(]
t oldat el1hasObeenlt heOnodel s’ Ocapabi | i tyOtoldi denti fyOCN s
duringl sitell audits. O O Thi s seensl] appropriated atd first
gl ance, Obut Oi t OmayOnot Or eal | yOJaddr essOt heOunder | yi ngli ssuell
of Ofindi ngdfraud. 0O Thedassunpti onldhaslbeennadeldt hat Oall
rel ati onshi plexi st sCbet weenl[If raudJandICNI s. OOToldenonst r at e
t hi s assunptionld statisticallyld woul ddO enconpass anld entirell
t hesi sObyli t sel f. O0OTher ef or e, Ot olval i dat et hi sCassunpti on, [
welOwi | I OnotOconduct Ostatistical Otests, JbutOratherOcitel
resear chld t hat 0 hasl] denonstrat edd t held rel ati onshi pd bet ween[d
recordldefi ci enci esandf raud. O

2.0 ArelTher eOMor e[JCNl sUi nOSuper vi sedl0Recor dsUOThani n[J
Recor ds[0Sel ect ed[lRandom y?0

| f Ot heOanswer Ot odquesti onJonedaboveli sOcorrect Ot hend
t hesupervi seddr ecor dslOshoul dd0OhaveOallhi gher Opr oporti onCof O
CNI st hant her andonilr ecor ds. OOFor t unat el y, Ot heOaudi t sChavel
i ncl udedd al randoni] sel ecti onlJ of O records t hat 0 haved been
revi ewed. JOAOconpari sonof Ot het wonmet hods” OCNI Of i ndi ngsO
wi | | Odenonst rat el]t helef fecti venessOof Osuper vi seddnodel i ng. [0
InOval i dati ngOt hi sJassunpti on, Dal0hypot hesi sOtest Ow | | Obel
per formeddondt heJCNI / non- CNI Of i ndi ngsOf or Obot hOsuper vi sed
and¥ andonil ecor dslat [t hedf our Oost [r ecent Usi tellaudi ts. O

3.0 [IsOt helCurrent OVodel i nglProcessCr eat i ngUl npr ovedd
Model s?[

ManyDhour sandOdol | ar sOhaveObeenOspent Ui nCJdevel opi ngd
hundr edsUof Onodel sOonOallconmonknow edgelbaselof Uf raud. OO s
it0properdtoldassuneldthat 0 newd patternstaredstill O bei ngO
identifiedd inO thel datall usingld theld saneld classification
met hods?001 f Ot hat i sOnot Ot helcase, Ut henObui | di ngOnor edof O
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t helOsamelt ypesUof Onodel sOont heOsaneldat almay ObeOpoi nt | ess. O
Alconpar i sondof Onodel OscoresOwi | | Odet er mi neli f Ot heOpr ocess[
i s nmpr ovi nglor Ost aghat i ng. [
C. O PROCESSL MPROVEMENTS. [

10  Anal yzeOandSi npl i f y[Ovbdel (Eval uati on. [

Thel currentd scoringld processl] requiresl theld nmanual O
transferd of O approxi matel yld 10000 val uesl fronil C enenti neld
conti ngencylt abl esOt odanOExcel Ospreadsheet. OOThi sCOprocess
has ald nunber O of O di sadvant ages. O [0 TheO firstOdentail st hel
desi gnlof Ot heOExcel Ospr eadsheet OandOscor i ngOf uncti on. OC0Evend
t houghOt hed DFASL nodel er s provi deddi nput, Ot hecont ract or sl
fail edd t ol docunent O t hed functi on, O whi chl neansUO t hat O t he
nodel ersCdOdoOnot Of ul I yOOconpr ehendOt heldspreadsheet’ sOi nner [
wor ki ngs. JOAdditionally, Othedmanual OtransferJof Odatali s
ti meldconsum ngUandOri pedforOdatalentryderrorsOwhi chUOmayO
result i nO m scal cul at eddd scores. O O Final ly, 0 becausel t held
scoresUareldnotOreadi |l yOavail able, O m nersd| ack i nredi at el]
f eedbackUonUnodel Oper f or manceOwhenOconst ruct i nglhodel s. O

Fol | owi ngOaudi t Oconpl eti onJt hedt eaniJdet er m nesnodel O
successl] differentlyld than duringd thel nodel O devel opnent [
phase. O0OEachOnodel Oi sCeval uat eddbasedOon(t hellper cent agelof [
recordslcl assifieddasOpotential Ofrauddbydtheldnodel Ot hat O
wer el] subsequentlyld identifiedd asld CNIs. O O Thi s nmeasurell
conpl etel ylnegl ect st ol eval uat eld nodel [ performancelont hell
records] classifieddd asl potentiall non-fraud.d O ThisO
informati ondisOinportant 0 andd shoul dO bel i ncl uded i nJ any[l

per f or mancelreasur e. [

It0 appearsO thatd thered areld twol distinct scoringld
pr obl ens, Obut Dalcl oser Ol ookOshows Ot hat Dalnmeasur edshoul d0be
devel opedt hat OcanObelusedObef oredJandOafter Jaudits. OOIfO
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suchd ad neasurel isO appliedd thend theld post-audit nodel O
performancel canObelrel ated, JatOl eastOindirectly, Otolthel
nodel O devel opnent O score. DO 1t0i s desirabl edtoll determ neld
successf ul Onodel Ochar act eri sti csOandli nt egrat et hoseltrai t s
i nt olnewhodel s. [

Fi nal | y, ObyOunder st andi ngUt helcur r ent Oscor i nglpr ocess, [
i t OmayObedpossi bl et oldcal cul at eldscoresOw t hi nOC enent i ne. [
I fOtheOscoresOwerelcal cul ateddi medi at el yOwhi | ed nodel i ngQd
t henl theld data-m nerd woul dO receivel instant feedback.
Addi tional Iy, Ohavi nglscoreslavail abledindOd ementinedw || O
reducel] t hell probl ent] of O transcri ptionld errorsi becausel t held
final Oscor el nfor mati onCwoul dlbelJal r eadyconpi | edOandOr eady [
fortransfertolalspreadsheet.

2.0 Creat e[lallCNI (Knowl edge[Base. [

| f Oal | Ot heOpatt ernsddi nOt hedf raudCOknow edgellbaselhavel
beenlif oundOusi ngt heOcur r ent Onet hods, [t henOwhat O st helnext O
st ep?0 O Addi ng newt f raudld casesl coul d0 enhancel t hed f r audl
know edgelbase. OOl ROSeasi deldi sOwor ki ngldwi t hJi nvesti gati vel
servi cesttolobt ai nOnewdfraudOcasesUOandOw | | Oconti nuelt ol
pursuelthat Oeffort. OOAnot her Jopti on, Opresum ngdt hat OCNI s
arelrel at eddJt oJf raud, Ui sOt oOddevel opt heOaudi t Or esul t sOi nt o
all know edgell base.d O Usingd CNIsO willO offerd several O
advant ages. OOThedf i r st Oi sOt hat Ot her ecor dsUi nJt heOcurrent O
fraudd know edgell baseld occurredd befored electronicO
transacti onsCwer eCpopul ar, Osollt heOknow edgelbaseli sOm ssi ngUd
val uabl el] transactionld fields. O O I nJ addition, 0 afterd eachl
audi t, 0l ROSeasi deldreturnstw t h(Jt hat Osi t e’ sCaudi t Or esul t sCi nO
t hei r Odat abase. OO Thi sOneansOt hat Ot hel CNI OO know edgeld basel]
coul diObellconti nual | yOOgr om ngw t hOOnewdJaudi t Or esul t s, Owhi ch
i ncl udebot h(OCNI CandOnon- CNI [f i ndi ngs. O
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3.0 Providel nprovedVbdel CEnsenbl e0Opt i ons. O

Wt hOt hedprocesslval i dat edl0byOprovi nglt hedhypot heses[
above, O t hell next O stepld i s tol findd waysl t ol i nprovel t he
ensenbl elprocess. OOW t hDallgr om nglDknowl edgellbaselof OOCNI s, O
t hell potenti al O existstold buil dd ensenbl esl] basedd on t heir
abilityd tol detectd CNI' s, 0 therebyO provi di ngd all means of O
expl oi ti ngdthel hundredsOof Onodel sOinOthedlibrary. OO Theld
nodel s usedOat Ot helsi tesUcanl nowd beleval uatedd onOt hei r
real -worl dOJ classification] success,d whichd can thenl bel
i nt egrat edd backO i ntol bui | di ng nodel [0 ensenbl es. [ Sever al [
nmet hodol ogi esOw | | Obelexpl oreddhereldi ncl udi ngldbest [0 nodel O
combi nat i ons, [0 ensenbl el] opti m zati on, O sequenti al O screeni ngd
andsecond-tier [kl assification.O

4.0 RecomendedlICNI (vbdel i ng. O

WthOtheOpotential Ofordanlever-grow ngld dat abasel of [
CNI's, O thed opportunityl for O all newd nodel i ngld pat hd exi sts.
Presum ngUall i nkObet weenf raudOdandOCN s, Ot heOnodel er sCcanld
bui | dOnewdpredi cti onOnodel sOt oOfi ndOCNI s. OOAI t houghUt hi s
met hodOwi | | OhaveOnuchOi nOcomonOw t hOOt hef raudOdet ecti onO
process, [t her e[Jar elsi gni fi cant Odi f f er ences. O0OTheOassunpti onl]
of Oal | Osi t eOpaynent sOasnonf r audCcannot Obelusedw t hOCNI s. [
Hi storical |y, Ot her ellhavelbeenlallsi gni f i cant Onunber Oof OCNI s
atd alld sites. O Additionally,O thel detail edd analysisll
performedd ond thel fraudl know edgel] basell has[ not [0 beenl]
performedd onld CNIs. O O ThislO nmeansl thatO thereld mayll bell
undi scoveredlpatternsdw t hi nOOt hedCNI O know edgell basellt hat [
need[t olbelf urt her Oexpl ored. O

O

O0OO
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| V. OPROCESSLEVALUATI ONL

A. 0 RELATI ONSH POBETWEENLFRAUDLANDLICNI S. O

Thel currentd processld assunesl thell existencel of O al
rel ati onshi p0 betweend fraudd andl CNI s. 0 O Thel dat a- m ni ngQ
nodel er sJ usel t hed fraudld know edgel basel tol buil dO f raudO
predi cti onOnodel s. O0OHowever , [t heJaudi t [t eantJdoesnot Osear chd
strictlydfordfraud. OOTheOpri marydf ocusUof DanUOaudi t Ui sOt o
findd problensd with( thel docunentation, d whichO arel t henld
recor dedJasCNI sOandOmayObeli ndi cat i veof Odeeper Opr obl ens[
suchd asU fraud. O O Thel obvi ous] questi ond oneld nust [0 ask i s
whet her [t her el sCalr el ati onshi p[bet weenf r audCandICNI s. [

| RO Seasidell eval uatesd nodel 0 performanceld ond CN O
identificationd becausel of 0 theld needd tol denonstratel tol
managenent 0 how] data-m ni ngd effortsO ared inprovingd thel
audi ti ngOpr ocess. O0OHowever, Onolobj ect i velanal ysi sOhasOshownd
t hat Ot hi sOrel ati onshi pCactual | ydexi sts. OOSuchOanOanal ysi s
woul dOpr oducedenoughOmat eri al Ot oOf i | | DanOenti redt hesi sObyO
itself.O O Consequently,d wel do not[] attenptd all detail ed
anal ysi sof Ot hat Orel ati onshi p. DOTheOaccounti ngOliteratureld
contai nsJ nunmerousl] articlesd thatl denonstrateld thel
rel ati onshi p0 bet weenU fraudd andUd faul t yO docunent ati onJ and
t hat Owi | | ObelusedOaslUevi dencellt olveri f y[it hebasedassunpt i on[]
of Jaldf raud/ CNI [r el ati onshi p.

Ni t allCr owder Opr ovi desUalqui ckOover vi ewlof Cconput er Ouseld
ford fraudd detectionO inO herd articlel “Fraud Detectionl
Techniques.” [Ref. 0 17] 0 O Shel di scussesl] personal O audit [
experi enceslandlhi ghl i ght st echni quesUof Odat aldanal ysi st hat [
hel ped her O di scoverJ fraud. O O I ncl udedd i nO her O anal ysi s
t ool ki t Daredsi npl edJtechni queslsuchOasOfilteri ngddatalf or
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| ar ged pur chases, [0 conpari ngld vendor [0 addr esses[] t o] enpl oyeel
addr esses, ODandOchecki nglpaynent sCOwhi chOar eldsl i ght| yOObel ow]
managenent 0 approvald level.O O Shed alsod discusses[
sophi sti cat eddt echni quesO suchO as neur al O net wor ks, O expert O
syst enmsJandBenford sOLaw. OOManyOof Ot hesellt echni quesOar el
al soJ usedd at DFASO toll findO problenmsd wthin paynment
docunent ati on. OOTheOconcl usi onOof Oher Darti cl edpoi nt sOt o0Jal
connecti onbet weenlOdocunent at i onOprobl ensOdanddf rauddwhi ch
hel psCval i dat eJour Cassunpti on. [

InO"I nternal OFrauddLeavesOitsOMark, ”OCal deronlcitesl
researchl involvingld fraudd detection.0 [Ref. 18] 0 0O Thel
article sOnost i nterestingdpoi ntJi sOOt hedbr eakdownof D howd]
fraudl casesO werelinitiallyl detected. O O Thel nost O conmon(]
i ndi catorJof Of raudO0Owasi nproper Odocunent at i on, Owhi chOwas[
representedl i nd0 39%] of Ot held casesl researched. O O I nO ot her O
wor ds, Ot hedocunent ati on[JhadlJcondi ti onsnot Oi nJaccor dancel]
wi t hpr ocedur es. O0Theselar elpr eci sel yOt heldcondi t i onsOknown(]
asl] CNI sO at O DFAS. 0 OO Thed aut hor O out | i nes] t hed connecti onld
bet weenUf r aud, Oi nt er nal Ocont r ol sOJandOdocunent ati on. OOl nOanO
or gani zati onw t h(Ost rongli nt er nal Ocont r ol sOt her edar edf ewer O
docunentationld errors.d O ForO our purposes,d it canl bel
concl uded that O whend CNI sOJ arel] observed, O thed internal O
control s havel fail edd andO theld potential O forO fraudd isO
i ncreased. O0OOncelJagai n, Ot hi sCar ti cl eldsuggest sCanOunder | yi ng
rel ati onshi plbet weenCNI sCandf r aud. [

Thel next O arti cl el proceedsl beyondd t hell | i nk bet ween[d
fraudUandOCN sOandOexpl ai nsOhowdt hi sOr el ati onshi pcanObel
usedinOdetail eddanalysis. OOInOtheirOarticled”Signalingd
FraudObyOusi nglAnal yti cal OProcedures, ”OCal deronandG een[d
explain howd thed relationshipld betweend frauddd andO
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m sst at ement sl cand beOuseddi nOfraudOdet ection. O[ Ref. 019] O
TheyOci t e(pr evi ouslst udi esOandOst r essConellexanpl eCwher e[140%1
of (al | Cer r or sOencount er edlbyOaudi t or sCwer eldi denti fi edOdusi ngd
APs. (JOAddi tional |y, Ot heyOpoi nt Dout Onurer ousOst udi esOwher el
APsU identifiedd all significantl portionld of J m sstatenentsl]
duringCaudits. O

InOevaluatingOtheselarticles,Jindadditiondtolthosel
presenteddi nl ChapterJll,0it0beconesUapparentJthat Ot hreeld
assunpt i onsUar elJhel dUi n(t heOaudi ti ngOpr of essi on. OOThefi rst O
i st hat Odocunent at i onlpr obl ensar eJassoci at ed[wi t h{If r aud i nd
alsi gni fi cant Onunber Dof Ot helcasesi denti fi ed. DOThedsecondd
isO thatO findingd thed probl eni] docunentationd will O hel pO
audi t or sOf i ndOor Opr event Of raud. OOTheOt hi r dOi sOt hat OAPsOcand
belusedt olldet ect Odocunent at i onUpr obl ensJandt her ebyUdet ect [
fraud. OOByUOappl yi ngdt hell ogi cOof Ot heseldt hr eeJassunpti ons, [
itdisOconpl etel ylreasonabl edJtoleval uateldtheldfraudl nodel [
detecti onld performancell byl conparingld audit CNI O results.
Ther ef ore, Ot heOassunpti ondof Oallrel ati onshi pObet weenOf raud
andOCNI sOappear sOval i dOandOi t Oi sOnowdaccept abl e(dt olpr oceed
wi t h(t helr emai ni ngChypot hesesCof [t hi sCOchapt er. [

B. 0 SUPERVI SEDIMODELSLIFI NDOICNI S. [

Havi nghdshownOall i nkObet weenUf raudOandJCNI s, Ot heOnext O
stepUisOtoll determ neld howd wel | Ot hel nodel O ensenbl es ar el
findingd CNIs. 0 O Fortunately, O thel data-m ni ngl teant] hasUO
i ncl uded al randoni] sel ectionJ of O recordsOinditsO audits. J
Usi ngld t held r andonil andd supervi seddrecordsOitdi sOall si npl e
mat t er Ot odconpar elJt heOt woOnet hods. OOI f Ot heOensenbl esUar el
successful I yOfi ndi ngOCNI s, Ot henOoneOwoul dlexpect Ot hat [t held
per cent ageof OrecordsOwi t hOCNI sOi nOt heOsuper vi seddsanpl el
woul dObell ar ger Ot hanOi nOt heOr andonilsanpl e. OOF gur ed020shows [
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t helconpar i sonOof COCNI Cf i ndi ngsf or Osuper vi sedOver susr andont]
recor dsfat [f our [si t efaudi t sCconduct edCdur i ng2001. O

BSupervi sed ORandom

100%
90%-
80%-
70%-
60%-
50%-
40%-
30%-
20%-
10%-

0%-

sl nORecords

Per cent Cof CICNI '

Sitell Sitel2 Sitel3 SitelX4

Locati on

Fi gurelR. 000  Supervi sed[Ver sus[RandoniICNI [Fi ndi ngs[

It isO apparentd that O at O eachl sitel theld supervi sedl
recor dshavellall ar ger Cper cent agelof [successat [Jdi scoveri ng
CNl s. OOTolveri fy[t hi stdi ff er ence, DallMant el - Haenszel OTest Ui sO
usedUonOt heOf our Osi tes’ Odat a. OOTabl ed10i sOalbr eakdownOof O
t helldat alJpr esent edi nOFi gur eJ2. O0TheOdat alli n(tt hi st abl e[Jhas
fi xedOrowd mar gi ns becausell t hel nunber s of O super vi sedJ and
randonilr ecor dsli slest abl i shedOpri or Ot oJanOaudi t . OOHowever , [
t heOcol umUOmar gi nsUar elJr andonilbecausellCNI Oassi gnnent sUar eld
unknown when(J t held recordsl] arell] sel ected. OO O Therefore, 0 asld
di scussedlIbyOConover [ Ref . J20], Ot heOt est Ost ati sti clappl i ed
herelw | | Onot [ ncl udelallkconti nui tylOcorrection. O

H
H
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u Site10 Sitel20 Si t e[130 Si te40
g CNI O Non- CNI O Non- CNI O] Non- CNI O] Non-
CNI [ CNI [ CNI [ CNI [
Supervi sed 690 118001 1690 520 160 4201 530 4411
Randont] 70 230 630 400 130 370 160 340

Tabl e(11. OO0 Supervi sedVer sus[ORandoniResul t sOf or OFour 0Si t es[
Thelnul | andOal t er nati velChypot heses[ar e: [
Ho: Op,j CKOpy; OOCF or Cal | Osi t esOi O
Ha: Op1i (>0Opo; OO0fF or Cal | O CandOpai 0>0po2;i Of or Osonmeli O

wher e: [

p1i -Opr obabi 1 t yOr ecor dCat Usi t e[d ThasCal0CNI Owhen0
chosenlbylsuper vi sedt echni que. O
O

p2i - Opr obabi | i t yr ecor dichosenlat [si t eld ChasOalCNI [
whenlchosenlby[r andonilsanpl i ng. [
O

TheO al ternativel hypothesi sOforOthisOtest i sl upper -
tai | ed0becausedwelpr esuneldt hat Ot heOsuper vi seddnodel i ngli sO
findi ngd nored CNI s per recordd thanO randoni] sel ection. O
Therefore, 0 theld alternativell hypothesisll statesld that[]
supervi sedl] selectionld isld at | east] asl goodl asl randoni]
sel ectiondfordeachlsite, Ow t hOsupervi sedldbei nglbetter Oat [
| east Oonce. OOAl t houghOt hesellsi t elpopul ati onsCar edfi ni teli n
size, O theyd arell |argeld enoughll told neglectd thed finitel
popul ati onlcorrection. O0Eachlsi t e’ st abl eli sCsepar at eddi nt o[l
t hed vari abl es] shownJ i n0 Tabl el 20 forJ used i nO theld test
statisticlcalculation. OO Thel subscriptdiOrepresentslthel
si t e, Oreani nglt her eOar edf our [t abl esCwi t hi nOTabl ed10t hat Dar e
i ke(Tabl e[2. O

O

O
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[
O Col 10 Col (20 RowOMVar gi ns
Row11 [0 X; O ri-x;O rd
Row(12[] ci-Xx; N-ri-ci+x;0 N-r;O
Col umOVar gi nsd c;d N-c; O N O
U U U U

Tabl e2. OO0 Vari abl eDefi ni ti onsf or OVant el - Haenszel OTest O

Thellt est Ost ati sti clequat i onslar eldshownlli nOEquat i ons1, [
20and13: [

th_Z%
[1] OO000Z = i 0
e (N, =)V, —¢)
z N~3
[2] 0O00p, =20
7
C.—X.
[3] D0 p,, =-—-0

TheOcal cul ati onOdetai | sOf or Ot heOMant el - Haenszel Ot est U
aredf ounddi nOAppendi xOA. OOTheOtest Ostati sticUcal cul ati ond
resul t st n0z=3. 82, Owhi chOr esul t sUi nOalp- val ue=0. 000067 Owhen
conpar edUt oJalOst andar dlnor mal Odi stri buti on. OOThi sOprovi desUO
strongUevi dencelthat Jat Ot heseldfourOsitesOt helsupervi sedd
t echni queOwoul dOf i ndOat Ol east DasOmany, Oor Onor e, OCNI st han(d
t her andontlsel ecti onlpr ocesswi t h(dat [l east OonelJsi t e[f i ndi ng[d
significantlylnore. O
C. 0 THEREO SOANCADEQUATEL I BRARYDOFOMODELS. [

Thelldat a- m ni ngdt eanilhasassenbl edJhundr edsJof Onodel s
si ncelprogranili nception, Oappl yi ngdt heOsanmeldt echni quesOand
al gori thmsOonOt heOf raudOknow edgelbaselIw t hIm nor OchangesU

for Deachlsi te. OOTheOonl yOt hi ngdt hat Osi gni fi cant | ylOchanges[
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wi t hJeachOnew(si t eJaudi t Oi sOt heOuselof [t hat Osi t e’ sOdat aldas[
nonf r aud. OOWhenldevel opi ngOt helnodel st oCdet ect Of r aud, 0Ot he
frauddi nput OdoesOnot Ochange. OOMr et han03000nodel sCDhavell
beenldevel oped, Owi t hO0520uni quelnodel sCact ual | yOObei nglused
at [t helIf our Usi t esCanal yzed[ nlt hi st hesi s. U

G ven[t hat Ot her edi sOaldl argednodel Ol i braryOavai | abl e, O
i s thed nodeling effortd efficientlyld focusingl theld dat a-
m ner s’ Owor K?00Assum nglt hat DeachOnodel er Obui | dsOt hr eedt o
fi velnewnodel sf or OeachOsi t e, [t henlt her edar ed200t 00300new]
nodel slcr eat edlever yQaudi t . O0OThelcr eat i onOof Daldbaselnodel [
t akesJabout 0100t oJ200hour sOf or Dalnmodel er. OOThelOnodel er’ s
r emai ni nglnodel sOar eldt ypi cal | yOspi n- of f sCof Ut heObasenodel . [
Thelr esul t Ui st hat Deachlnodel er Ospendsabout 0300t o0400hour s
devel opi nglnewdnodel sf or Ceachlsi t e. OOSoneldqui ckOari t hnmeti cO
wi t h(or oughChunber sf or Conellsi t edshows: [

Hour sCper Orodel er (-A00hour s/ si t el

Model er Osal ar y[Oper Chour (-500dol | ar s/ hour O
Nunber Cof Ohodel er sC-060

Cost Oper [si t e[(=0$50*40* 6[(=[1$12, 0000

OncelJagai n(t heseOar edr oughOnunber s, Obut Ot hey Omake Ot held
poi nt Ot hat Jappr oxi mat el y[0$12, 0000 sObei ngOspent Ot oOdevel opO
new] nodel sCOforOeachOaudit. OO Thi sOi sOalrat her O expensi vel
proposi ti onlgi vendt hat Onodel sOar ebei ngObui | t Owi t hOr oughl yO
t heOsanme(f i el dsUandOusi nglt heOsanet echni quesUas Ut helOnodel sO
i nOt hedl i brary. OOl f Ot heOodel sOar eIget ti nglbet t er, Ot henOone
couldd0 arguedthatOthisOcostisOjustified. OOHowever,Oif0O
nodel sOar eldi mprovi ngmar gi nal |y, Oor Onot Jat Oal | , Ot henOt he
ef f ort sOof Ot heOdat a- m ner sOOmay[beldbett er Juti | i zedOi nOot her O
activities. OOl nOthat Ocase, Ot heOcurrent Ol i braryOof Onodel sO
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coul ddObeOhar nessedt ol0gener at edprebui | t Oensenbl eldst reans.
Thesellpr ebui | t Onodel Oensenbl esOwoul diOnot Or equi r eCnewdInodel O
devel opnent, Owhi | edt hei r DusedmayOresul t Oi nOpractical | ydOonoO
| ossli nfaudi t Cef f ecti veness. [

Det er m ni nglJ whet her 0 t hed nodel sO arel i nprovi ngld i sO alJ
difficultOtask. OOMnyOapproachesOcanlObeltakenOgi vent hell
assunpt i onsUt hat Dar edmade. OOTolOcheckOf or Ui npr ovenent Uher e, O
t heldf ol | ow nglcri teri allarelusedt oldevel oplalt est [strategy. O

o Onl yO nodel sObuiltOspecificallyOforOdalsiteldarel
represent ati velof [t hat Osi t e’ sOrodel i ngleffort. O

o Model [COdevel opnent [Iscor es(dt hat Oar elcurrent| yusedl
toOratednodel sdOaredanOaccur at edi ndi cati ondof Oall
nmodel " sCOwort h. O

TheOnodel Oscor esf or DeachOdsi t edar edshowndi nOTabl ed3. 00
Scores areld ond all scal e] fronil 0- 60000 andd ar e expl ai nedd i nO
great er Odet ai | i nOChapt er OV. O0OTher eCwer edsevenlnodel sObui | t O
speci fical |l yOOf or 0QCakl and, Owhi | et helrenmai ni ngldsitesOeachl
hadf i veCuni quelinodel s. [

Cakl andO San[Di egol] | San[JAnt oni o] San[JAnt oni o[l
(0A) O (SD) O [OCAPSLY{ SAC) [ | APSIJ( SAl ) O
589. 67011 552. 930 568. 780 565. 981
584. 9601 552. 930 558. 470 545. 050
558. 4601 533. 0001 550. 1901 536. 530
553. 070 529. 9801 539. 84[] 535. 3801
547. 1901 528. 8501 530. 0901 534. 22[]
545. 700 tl U 0
530. 630 O O 0

Tabl e[13. (10 Model [OScor esCf or OSpeci fi cOSi t esli n[(120010

AnlJanal ysi sOof Ovar i anceld( ANOVA) [t est [Ji slli nappropri at el
becausel t held ANOVAL t est [J assunpti onsd areld not 0 nmet. O O Thel
sanpl esldoOnot Oappear Ot oOconmedf r onidnor mal Odi stri buti onsOandO

t hey haveOdi fferent Ovari ancesdbet weenlsites. 0O Unabl et o]
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neet Ot woof Ot hebasi cOassunpti onsof OanANOVA, Ot helnext [
opti onOexpl oreddi sOalrankdt est. O0OTheOt est OchosenOher edi s
t hel Kruskal -Wal | i sOtestdbecauselitOall owsOforconparingl
mul ti pl ed2x200conti ngencydt abl es, Owhi | edJassum ngOonl yOt hat [
t helldi f f er ent Opopul ati onlddi stri buti onsUOhavellt helsanmelshape.
Thelhypot hesi st est [0 st her ef or e Ref . [20] : O

Ho: O Al O of O t held si tel scorel popul ati onld di stri butiond

functi onsCarell dentical O

Ha: OAt Ol east Donedof Ot helpopul ati onsOtendsOtoOyi el dOJ
| ar ger O observati onsOthanOat Ol east O oneldof Ot hedot her
popul ati ons[]

TheldescriptionOof OtheltestOstatisticldandldequati ons[

ar edshownbel ow. O

[4] 00004 =

k R.2
12 SR _yveno
NN+D5

[5] OOOOR, = Y R(X,) 0
=1

wher e: O

i (FOsiteX1,...,k}0O

j C=0rodel O

R(Xij) L= helr ankDor der Dof Onodel 0 [Cf ronidsi teld O

n; O=Onunber Dof Chodel sCat Osi t el [

NC=CE ot al Onunber Dof Onodel s

D

TheOdetail ed00resul tsOof Ot heldKruskal -Vl i sOtestJarel
| ocat eddi nOAppendi xOADf or Ot hedi nt er est eddr eader . 00 Thedy?0

statisticlOcal cul ati onOr esul t eddi nOy?=4. 12. OWhenOconpar edCt o[
allchi -squaredOdistributionOw thOthreelddegreesUof Uf reedont]
t hi sOresul t st nUa0p- val ue=0. 25. OOThi sUi npl i esUt hat Ut her eldi sO
i nsufficientd evidencel toll suggest that O t hel nodel O scor el
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di stributionsOarelddi fferent ObetweenOsites. OOThi sOinOturnd
suggest st hat Ot heldnodel Oscor eslar eldnot Ogener al | ydi npr ovi ngd
wi t hOeachOnewsi t e. OOFi gur ed30shows [0t helscor eddi stri buti ons
i nOchr onol ogi cal Oor der Of rontJear | i est [si t edexam neddt olnost [
recent . O Nolevi dencellof OanCupwar dt r end sUappar ent . [

Score
550 560 570 580 590
| | | | |

540
\

I S—

530
!

OA SD SAC SAl

Site

Fi gure3. 00  Boxpl ot Cof OScor esFr ontJFour USi t es[
D. 0 DI SCUSSI ONCIOFCORESULTS. O

Her el weld sumari zell t hed anal yses[ perfornmedd i nO t hi sO
chapter. OO0 ToOstart, Jaldi scussiondof Dauditingdliteratureld
showedOalr el ati onshi pObet weendf raudOdandOCNl s. OOThi sOnmeansd
t hat Ot helOcurrent Oprocedur elJof Oeval uat i ngldnmodel Osuccessby[
| RO Seasi delJi sldacceptabl e. ONext, Otheldresul tstof Oprevi ous
audi t sOwer e[Janal yzedOt oOpr ovelt hat Osuper vi sedOdat alOdm ni ngd
i s inprovingd theld audit process. O O Recordsl sel ectedd by
super vi sedlnodel s(Dhave, OonlJaver age, Onor e[JCNI sOt hanOr andom y [
sel ect eddr ecords. OUThi sOmeanst hat Of or Of ut ur eJaudi t s, ODFASO
| ROwoul dd0O belbetterOserveddi f 01 RO Seasi deld provi dedr ecord
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selectionOforOall Ovendor-paydaudits. OOFinally,dthell ast
anal ysi sJ showed[ t held super vi sedld nodel i ngd process i s not O
creatingld nodel sO0 that O arel i nprovi ngd wi t h(1 eachd newd si tel
audit. OO Thi sOsuggestsOthat Ot held nodel er st havel m neddt hel
fraudd know edgel] basel toll exhaustionl usingl thel currentO
t echni ques. OOl f Ut hi sUi sUt helOcase, [t hent heOnodel i ngOpr ocessU
needst ol proceeddw thOdi fferent Oanal ysi st echni ques, Oadd
nor elJf raudOcasest ot hellknow edgellbase, Oor Ouselal t ernati vel
meansJt oOnodel OsuchOasOalOCN Odat abase. OOI deast oUi nprovel
t helnodel i nglprocessOwi | | Obelt heOf ocusOof Ot helr ermai nder Oof [
t hi st hesi s. [

N 350



N

OoOo0oO0oOoOoOooooooooooooooooo 0

THI SOPAGELI NTENTI ONALLYULEFTUOBLANKO

360



V. I PROCESSU MPROVEMENTS[

A. 0 PERFORMANCELIVEASURELEVALUATI ON. O

Present |y, Ol ROSeasi deJusesUanUOadhocOscor i ngOf uncti onld
i n0 Excel O devel opedd duringl thel data-m ningd progran s
inception.d O ThisO spreadsheetd inplenentati onJ hasO beenO
probl ematicinOseveral Oways. OOFirst, ditOrequirestdmanual O
t ransf er Jof Oappr oxi mat el y(01000nunber sOf or DeachUnodel Obui | t O
inOC enmentine. JOThi sOdataltransferdisOtinme-intensi veldand
error-prone, 0 requiringld approxi matel yOO tend man- hours per
site. OOAddi tional |y, Oscoreslar elcal cul at eddOwhenOnodel sCar el
subm t t edf or Or evi ewJandJt helOnodel i ngOphaseli slessential | y[
conpl ete. 00 O Becausel t held obj ecti vel scored i sl not O readi |y
avai |l abl e, 0 nodel ers0 nust 0 god withO gutd instinctsd whenOd
bui | di ngandOchoosi nglnodel s. OOFi nal | y, Ot hedi ni ti al Onodel O
scor esar eldnot Oconpar abl et o0t heOper f or mancedneasur eJused
foll owi nganOaudit. OOTheredi sOnoOdirect Oli nkOt oOconpar el
nodel sOfromdstartOtoOdfinish.OOA I Otheseld areaslrequirel
i mprovenent 0 told snoot h(l nodel 00 evaluationd fronid initialO

devel opnent [t hr oughCaudi t Oconpl eti on. O

Thi sOsecti onUat t enpt st olJeval uat e(]t helcurrent Oscori ng
criterialuseddt hroughout Dalnodel * sOlifetine. OOThelpresent O
scoringld methodsld will O beldl exam nedd tol determ neld their[
i nherent O strengt hsJ andJ weaknesses, O whi | eJ al sol expl ori ngQ
al ternati velnet hods. OOTabl ed40bri ef | yOout | i nest helcur rent O
scoringld nethodsO alongd wthO proposedd nethodsl forQ
i nprovenent . [

N

N 370



O Cur r ent Ovet hodO Pr oposedvet hodO
Devel opnent O Spreadsheet Oscor elusi ngld | C enenti nellst r eaniusi ngO
Phasel wei ght ed[cl assificati ond | wei ghtedlkl assificationlof
of [t est Candlval i dati on[d t est Candlval i dati on
dat aset [results. [ results.
Post - Audi t 0 | Dat abaseliscor elof (OCNI s Dat abaselscor elusi ngQd
Phasel f oundUd nlr ecordsl wei ght edcl assi fi cati onlof [
sel ect edby [t heCnodel . O al | Caudi t Oresul tsO

Tabl e(. OO0 Conpari sonof OAct ual CandOPr oposedvbdel OScor i ngOd
1.0 CurrentUOScoringFunction. [

Al l Othelddataluseddindthelscoringdfunctionsdcanl beld
sunmari zedl nlkt he2x2[0conti ngency[t abl edshownl n(Tabl e(5. [

O O Pr edi ct ed

O O FraudO Not OFr aud]
FraudO ald b

Act ual O
Not O0Fr audO cO dOd

Tabl e[5. OO0 Conti ngencylTabl elof (Mot i ngfResul t s

Thel nodel O devel opnment Oscori ngdfunctiondusesOt het wold
rati osli nOEquat i ons60andd7. OOTheOf i rst i sOt heOsensi ti vityO
rat e, Owhi chJi sOt heOper cent agedof Oknown[If r audul ent Or ecor ds[
cl assi fi edJasUOf raud. OOTheOsecondUi sOt helJf al seUal arnidrate, O
whi chi sOt heOper cent ageJof Ononf raudUOr ecor dsUcl assi fi eddas
fraud. O

[ 6] OO0 Sensitivity =
a+b

[ 7] U000 False Alarm = M

c+d

EachJt est DandOval i dati onOrunlconsi st sOof Opaynent Dand
caselJ results. 0 O ThisO results i nO thel creationd of O fourd
conti ngencyl tabl esd] whenO eval uati ngld all nodel O duri ngl t held
devel opnent Ophase. O0OWienlcal cul ati ngdt heOr at i osObyOpaynent
eachJtransacti onldJi st r eat eddJasUani ndi vi dual Oent i ty. O0OWenOd
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cal cul ati ngdt helrati osObyOcase, i f DanyOr ecordOof Oalgi vend
casel isO classifiedd asld fraud, 0 thend theld entirel casel isO
identifieddasOfraud. OOTherelarelvaryi ngnunber sOof Of raud
casesl (asO di scussedd i nO Chapterd 2) 0 andd nonfraudll casesl
dependi nglon0t helldat aset . OOThef our Oset sCof Or at i osOusedOt o
determ neldt helscoreldaredshowni nTabl ed6. 0O TheOscori ngd
functionUi sOpresent edUbel owwi t hJt heOcur r ent Owei ght sOshown
i nOorackets. [JRef. 1] O

I ndi cesO

i O-[Dat alt ypelX p- paynent, [c- case} [

j (-OModel Orunf{t-test, Ov-validation}O

k[-OModel Opar anet er [{s-sensitivity, [f-fal selCal arn} O

O

| nput [Dat al]

w C-0000Cas e/ Payment [Mei ght 000000 we[=00. 3, Ow, =00, 73 O
w O-0000Test / Val i dat eCWei ght D000 w O=0w, =00. 53 O
w-OOOPar anmet er OTypeWei ght 00000 ws (=1, Cw (=5} O

Gai n[+ OScal elIScor es[f r om0- 600K Gai n(=[J100} O

Power [-Exponent i al [f act or OOOOOOOCK Power (=[R2} O

O

Model OPar anet er s

SijF0Sensi tivi t yUof Odat alt ypel Of or Onodel COr unj O

Fi; (-OFal selAl ar miRat e[lof [dat allt ypeli [f or Chodel Trunj O
[

I nt er medi at e[Var i abl esl

Scor e[} OConbi nedscor e[lusedll nlr anki ngs[]

Scor ellEquat i ons[]

[ 8] DDDDSCOI"e = Galnz WIW, (W S Power + Wf (1 _ F:/ )Power) |:|
L,J

g’}

[9] OIS, =— 2]

a; +bij

[10] OOO0F, =—% 1]
C;Ta;

[11] OOOO) w, =10

[12] OO0O00) w, =10
J
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[13] 000> w, =60
k

O

O O O Paynment (i O=0p) O Casel(i [Flc) O

0 [] [ Predi ct ed Predi ct edd

O a O FraudO | NonfraudO| FraudO| NonfraudO

Test O O | FraudO apt U Do O act b O

(j=) O § Nonf r audO Cpt U dpt C c.t O de O
Val i dat ed Q Fr audO apy by acy b, O
(j =v) O Nonf r audd Cpy [ dp C Cevld devO

Tabl e(J6. OO0 Conti ngencyldTabl es[Repr esent i nglt heFour (Dat allRuns ]
Usedli n[0vodel (Devel opnent [Scor e

Al brief O di scussi onJ of O t hel scori ngd functionlisOinO
order.d O WienDO msclassificationld ratesd ared |ow OO thel
i ncrement al OchangesOper Om scl assi fi cati onUar ell ar ger Oduellt o]
the squaringdof DOtheldsensitivityldandldfal selal arnidrates. [
However, OaslOnoreldm scl assificati onsUareldnmade, Ot hereli sOall
smal | er Oscor elldecr easellper Om scl assi fi cati on. OOThi sOf or ces(
nodel er st odwor k[Ohar der OOt olJi npr ovelnodel Oscor eslat [Thi gher O

val ues. O

Anot her Okeypoi nt i sOt heOuselof Osensi ti vit yOJandOf al sel
al arnidratesdi nOt heOcal cul ati on. D0OTher eOar e120000nonf raudd
paynment sCconpar edJt oldabout 02000f raudCpaynent sOi n(t hedt est [
set. OOThi sOdi spari tydi sOnor eldsever elli n(t hedval i dati onOset O
wher e[nonf r audOpaynent sCi ncl ude10%lof al | Osi t eldat a. OOThi s
nmeansJalldi ff erencelbet weenOnunber sCof Of rauddandOnonf raud
paynment sJ of O several 00 ordersd of O magni tude, 00 whi chld woul dJ
overwhel nidt hefraudOpaynments. 00OUsi ngOt heOsensitivityOandO
fal sel] alarni] ratesU reducesl thed fraudld andd nonfraudOd
classificationsltolthedsanellscal e. [
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TheOwei ght sOar eJanot her Ovi t al Opart Dof Ot helscor e. O0OTheO
Test/ Val i dat e(Owei ght s[gi velequal Owei ght i ngdt o0t heOt woOdat all
sets, Owhi chOmay[l eaddt ooverfitti ngdt heddat aldbecauselt hell
test Oset i sUi terati vel yOusedOdur i nglnodel Odevel opnent . O0Thel
Case/ Paynent Owei ght sOval uelt heOpaynent Or at i osObyOnor edt hanO
tw celJt heOcaseUrat i os. OOThi sOwasUOdonellbecauselt helnodel er sO
fel t Ot hat Ot helOcasesUshoul dhaveOanCef f ect Dont hellscor e, Obut O
that Ot heldcasesOwerelnot JasOinportant DasOthedindi vi dual O
paynment s. OOFi nal | y, Ot heOpar anet er Ot ypeOwei ght Ogi vesUf al se
al armsUf i veOti mesOnoredsi gni fi cancelt hanOt heOsensitivity. 00
TheOori gi nal Opur poself or Ot hi sObreakdownOwasOt ol i mt Ot held
m scl assi fi cati onlof Ononf raudOr ecor dsJt odm ni m zellexcessi vell
recordlsel ecti onOandOwasteddti nedauditi ngdrecords. 00O Thel
val ueJof Osi xOasOt heOwei ght OsuniJappear st oObeOarbitrari |y
sel ectedd byO thel contractorsd andl] presumabl yOO hol dsOO nol
significance.

TheOt ypi cal Oscor eldf or 0*“ goodnodel s” Ui sOi nOt hed50000t ol
5700r ange. OOModel sOscor i ngdl ower Oar eCusual | yOdi scar dedOdand
veryl fewd nodel sO scorel hi gher. O O Thel current 0 paranet er [
wei ght sO(w) OsignificantlyOaffect Ot helscoresbecauselt hell
fal se(al armdwei ght i sOfivedti mesOt hedsensitivityOwei ght. OO
| f Oonl yOoneOnodel Owereduseddtoldscreendrecords, OthenditO
m ght O bed desirabl edtodm nim zeOtheOfal sedJalarnidratelt ol
reducelt hel nunber O of OrecordsUsel ecteddforJaudi t Orevi ew. [J
However , [t helnodel er sOuselanOensenbl eJandUi t Owi | | Obeldshown(d
I at er Ui nUt helOchapt er Dwhy Ui t Ui sOnor eli npor t ant Uf or Onodel st o0
identifyld theld fraudld whilel lettingl thel ensenbl el] renovel
nonf raudl¥ ecords. [

N
0]
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2.0 Possi bl e[]Al ternativedScoringFunctions. [

ThereOareUal ternati vesOt oJt hi sOscori ngOf uncti on. OOI sO
itd noreld beneficial O tol conpletelyld replaced thed current
functionUOor Oj ust OmakeOadj ust nent s?00Thi sOi sOanOi nport ant O
qguestion, OsoOt hedfirstOstepli sOtolresearchliteraturelond
classification. OOHand' sOwor kOonOcl assi ficati onlrul esU] Ref. O
21] DandOhi sOconmbi nedOwor kOwi t hOManni | aOandOSnyt hDonOdat alJ
m ningd [Ref.O 22]0 arel excellentd sourcesl forO initial0O

i nvestigation. [

Accordi ngdd tol Hand, O thel nost[d popul ard perfornmancel
measur eli sCerror Orat elJor Om scl assi ficati onlrat el Ref. 021] . 0O
Sinplyd put,d errord ratell i sOO thed percentagell of O recordsO
m scl assi fieddindal dataset. 0 O However, 0 onel probl enid wi t h(
sinpl ederrorOrateldondall2x20conti ngencydtabl ei sOthat Oit O
fail sOtodaddressOdi fferencesdindOthedseverityOof Othedtwold
m sclassificationdtypes. OO InOthel accountingdliterature,
t hesedtwoOtypesOof Om sclassificationOJareldreferreddtodasl
Typell ODandOTypedl | Oer ror O Ref . 023] . OORef erri ngt oOTabl e5, O
t heCerror [0rat esCar elcal cul at edlas(f ol | ows: [

[ 14] OOOOType [ = ————
a+b+c+d

[ 15] OO Type I =———
a+b+c+d

[ 16] OO Error Rate =Type I+ Type 11

WhenOusi ngOsi npl ederror Orat e, Ot hedquesti onlari sesas[]
t odwhi chOtypeUOof Oerror i sOnoredsignificant. OOIfOi t Ower el
i mpor t ant Ot olJr educet heOnunber Oof [f al selJposi ti vest hat Onust [
belaudi t ed, Ot henOoneOwoul d0Owant Ot o0m ni m zeOTypedl Qerror . 0
Conversely, Ui f Oi t Ower ednor edi nport ant Ot oldi dent i fyOal | Ot hed
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f raud, Ot henOoneOwoul dOwant Ot oOm ni m zeOTypeOl | error. OOAt O
DFAS, Ot heOnunber Oof OknownOf raudOpaynment sCJi sOsubstanti al | yO
smal | er Ot han[t heCOnunber Oof Ononf raudOpaynent s. O0OUsi ngOsi npl e
error Or at esOwoul ddal | owdnonf r audOpaynent st oOover whel nilt he
fraudd payments. O O I n0that Oinstance, O nodel sO t hat O al ways[
classifyl everyld recordd asl nonfraudl woul dd perfornd wel | O
becausel t heyld woul dO properlyl cl assi fyld overd 90%]1 of O t hel
paynment s. OO0However , Obecauself i ndi ngUf raudUi st heOpur posellof [
thed data-mningd efforts,J sinplel errord ratesd seeni]
i nappropri at eflasCalscori nglf uncti on. [

Anot her 0 scori ngd opti ondi nvol vesJ usi ngld onl yO hal f 00 of O
Tabl ed5. OOThi sOapproachdi sOcurrent | yOusedOf ol | om nglsitel
audi t sOi nOwhi chOt heOrowsOof OTabl edd50changedt odOknownOCNI [J
statusO rat her 0 t hanJ known[ fraudl status. 0 0O AslJ shownO i nJ
Equati onJ17, Onodel sfar eleval uat ed0basedJont helper cent agell
of Or ecor ds[it hat [hadJCNI sUOout Uof [0t hoselt hat Ui t Ucl assi fi edasU
potential | y(of raudul ent . [

O

[ 17] OOOOCNI Classification Rate = N
a+c

Thi sOnet hodOmayOseenilappr opri at e, Obut Ui t Onegl ect sOal |
theOrecordst held nodel Ocl assifieddasOnonfraud. 0O Tabl ed 70
shows [t her esul t sOof Oalldecept i veUOnodel Of r ondJSAC. O0OUsi nglt he
CNIOC assificationlORate, Ot helOnodel Ol ookslOgooddbecauseli t [
cl assifiesdl40recordsOaslf rauddandd120of Ot hoseOhadOCN s. ]
ThisOresultsOinanOexcel | ent Oscorel of 085. 7% O O However, O
t her eOwer eJanOaddi ti onal 0830r ecor dsOwi t h141CNI sCm ssedby[]
t heOnodel . O0TheOscor eldi st her ef or eldm ssi ngfaliver yLi npor t ant [

aspect [of [t helnodel ’ sCper f or mance. O
O

H
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O O Predi ct edd
O O Fr audO Not OFr aud
CNI O 120 4101
Act ual O
Not CICNI [ 20 420

Tabl e(l7. OO0 Exanpl elof OOnelvbdel ' s[Per f or mancelat OSACO

Beyond[t helsi npl ednet hodsOdescri beddabove, Ot herear eld
nor e(Jconpl exOnet hodsOt hat Ouselt echni quesOsuchOasOl ogi sti cO
di stri butions, Ochi - squar edt est s, OandOr esponselcur ves[ Ref . O
21] . OOHowever, Oalsi npl edf uncti onli sCval uabl eCJher e(lbecausel
itd isO inportantd thatd nodel ers0 understandd theld scorel
devel opment D andOitsOinterpretation. OBy usi ngld all si npl ed
scoringOdfunction,OitOw Il Obeleasierdforddatallm nersdtol
i mpr ovelscor estwhi | e[devel opi nglnodel s. [

3.0 ThelBest” [IScori ngOFunction. O

Wher eJdoesOt hi sOdi scussi onlJl eaveldt helOcurrent Oscori ngd
function?0 O 1t0O isO relativelyd sinpled andO theld nodel ersi
under st andli t sCappl i cati on, Owhi chli sOanOadvant ageCover Onmor e
conpl exD net hods. 0 O Thed functiond accounts ford all O thed
conti ngencyltabl el dat a, 0 whi chOi s an advant agel] over Ot held
post - audi t Oscor e[Jusi ngOCNI 00 assi fi cati onldRat e. OOThelscor el
i ncl udesOwei ghtsOtostressOonelltypelof Om scl assificationl
over Janot her, Owhi chOi sOalstepl aboveOsinplelerrordrate. 00
Addi tional Iy, Ui t Davoi dsOt heldf raudObei ngQover whel medby Onor el
numer ous] nonfraudd paynent s, O whi chO woul dOJ happenl usi nglJ all
si npl ellerror [rate. [

Thel current O functi onl] doesl] havel dr awbacks, [0 however . [
First,OitsOspreadsheet Oinpl enentationdisOtinme-consum ng, O
requi ri ngQabout Ot enOman- hour st oOmanual | yOent er Odat a, Cwhi ch
equat est oOappr oxi mat el y(0$5000per Osi t edaudi t. OOToOscor edald
nodel , 0 itsO C enentineld datald matri cesd nust 0 bel manual | yOI
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transferredd fronmd C enentineld tod thed Excel O spreadsheet.
Typi cal | y[t helOdat ali sCnot COpr oper | yOor der edi n(OCl enent i neldsoll
i t Omust Obeldrearrangedlbeforedtransfer. 00Thednanual Odat all
entryli sOri peldf or Om st akes[t hat Ocausellscor elerrors. OOThi sO
coul dd0resul t Oi n(del eti nghalpotential | ylexcel | ent Onodel Oor O
keepi ng all poor O perfornmer. O O Additional Iy, Ot hereld mayl bel
several 0 weeks’ O del ayd fronid nodel O devel opnment O tol dat all
transfer, ] therebyld preventingd nodel ersd fronil receivingd
i medi at eJf eedbackdur i nglnodel Odevel oprent . [

Thel spreadsheetd inplenmentationd isO specificallyOd
desi gnedUf or Oscori ngnodel sCOduri ngldt helldevel opnment Ophase.
Becauselof 0t hi sOspeci al i zati on, i t i sOOnot OusedOt or at edJand
conpar eldnodel Oper f or mancelonCNI sf ol | owi ngQaudi t s. O0OSuchOall
conpari sonldi sl desirabl el andl woul ddJ al | owd t held dat a- m ni ngQd
t eant]t oJf i ndOnodel sOt hat Oper f or miwel | Obef or edandaf t er Danld
audit. [

On0 al mathematical O level,O thed falsel alarnm] andl
sensitivityl wei ght sl appear 0 m spl aced gi vend t hed nodel i ngQd
teanm s desiresd andd theld ensenbl el approachl of O recordl
sel ection. OOPresumably, Othel nodel sCOshoul dd0O bedfi ndi nglasO
muchOf rauddasOpossi bl e(whi | el et ti ngdt heOensenbl eldprocess
renovelt henonfraudOm scl assi fications. O0OHowever, Ot hi sOi sO
not Ooccur ri ngbecauselt heOpar anet er Owei ght Of or Ononf r audi sO
fiveltimesUl arger Ot hanOt heJonelOforOfraud. OOMst Oli kel y, O
nodel sOt hat Of oundO nost Oof Ot heldfraud havell beenddi scar ded
just O tol reducel] fal selJ al arni] rat esd andl t her ebyl i ncreasel
scor es. O0OFor Dalsi ngl eOnodel , Ot hi sOi sOaOr easonabl edappr oachO
becauselt heOaudi t or sOwant Ot oOm ni m zedt i meldspent Daudi ti ngd
fal selJal arns. OO However, Ot heldensenbl el approacht oldrecordl
sel ectiond screensd outd manyll records] m scl assifiedd byl
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i ndi vidual O nodels. 0 O Therefore, O itO isO inportantd thatO
i ndi vi dual Onodel sOf i ndOt heOf raudOso0t hat Ot heOensenbl eJhas
anlover whel m nglChaj ority[lvot e(f or [t hef raudr ecords. [

Anot her i ssueli sOt heOartificial Ocreationdof Ononfraudd
“cases. " UOTheOsi t elr ecordsUar elJgr oupedbyJpayeelt olJassi gnlJ
t heOnonf raudlcasellcl assi fi cati on. O0TheOmaj ori t yUof Ononf r audO
casesllconsi st Oof Donedpaynent ; Ot ypi cal | yl190%lof OOt hecasesl
ar eJconmposedUof Onolnor et hant woOpaynent s. OOM scl assi fyi ngd
sonmelJof Ot heseldnonf raudlcasesUcausesUonl yOOm nor Ochangest o
thed final O score.d 0 Ond thel ot herd hand, O t he f raudl dat alJ
typicall yOhasOonl yOOfourdcasesUinOtheltest JorOval i dati onld
set.J0If0Oonedfraudlcaseli siOm scl assifieddthenOt heldcasel
sensitivitylOdecreases[by25% [Owhi chlr esul t sUi nfJalldr opOof 0150
poi nt sConlkt hellover al | Oscore. O

4.0 I npl ementingt hedScori ngCFuncti on. [

Thell precedi ngld di scussi onl] shoul dd nakel it readilyd
appar ent Ot oJt hedr eader Ot hat Ot her elli sOr oontdf or i npr ovenent O
wi t h(Ot helOcurrent Oscori ngdf uncti on. OOWi | edi t Omay[dnot COneed[
told bel replaced, 0 inplenentationd changesd andl weightO
adjustnmentsOaredindorder. 0 0OThed next Osectiondoutlinesdal
pr oposedlscori ngdf uncti ont hat Oenconpassesal | OphasesOof Dall
nodel * sOuse. OOSplitti ngdt heOcurrent Oscori ngf uncti ondi nt o
twol separatel functionsOw || O all ow eval uati ngd t hed fraudO
casesl] in0 theld pre-auditld scoring,d whileld permttingd thel
functiondtoUbelusedlasOallpost - audi t Oscori ngt ool . OOThesel
twoldscoreslcaptureldnost Oof Otheldsaneldinformati onldt herebyl
al I owi ngalconpari son, Oal bei t i ndi rect, Of ronidpre-audi t Ot o
post -audit. [

Qutlinedd firstO isO thed proposedl nodel O devel opnent [
function. OOItOstill Ocont ai nsObot h(Ot hedt est DandOval i dati on
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runs, Obut Owi t hOsever al Odi f f er ences. OOFi r st, [t helf al selJal ar nT]
rat el] basedl onl t hed nonfraudl casel datal i sO0 gone, O whi ch(d
elimnatesOtheOartificialitydof Ocreatingdnonfrauddcases.
I nstead, Ot heOt est DandOval i dati onOrunsOnowdhavelOalpenal ty[O
t hat Odeduct sOpoi nt sOwhenf raudlcasesOar edm ssed. OOAnot her [
changelt ot helcaselscori ngUi sOel i m nat i onOof Osquari nglt hed
caselUsensitivity. OOIfOit Oweredsquared, Om ssi ngdt heOfirstd
caseUwoul dOpenal i zeOt heOnodel Dallwhoppi ngd44%Jof Ot heJt ot al O
penalty. 0 O Therefore, O thell sensitivityld is not squared;
m ssi ngUt heOf i r st Ocaseli sUj ust DasOi npor t ant DasOm ssi ngUt hed
| ast Cone. O

Thelpar anet er Owei ght sCOnowsuni]t olJone, Ot her ebyscal i ngd
t hell scoreld fronid OO t o 100. O O Thi s newd scal el] seens nor e]
intuitived thand thed currentld O0-600.0 O Thed weight[
recommendat i onsJar eldsubj ectivel ylbaseddonOt helldesiresof [
t hedat a- m ni ngdt eam OOThelgoal Oi st oOwei ghOf r audOpaynent s
tw cell asld heavi |l yOI asld nonfraudld whi | eld i ncl udi ngdd ald m nor [
penal tyd for O m ssinglfraudl cases. 00 O Thel proposedl] scori ngd

functiond s: O

s=p

[ 18] OOScore = Gainz w; (wS "+ w, (1- ij)P"w” -w.(1-S5,)) O
J

[ 19] OOO0Ow, +w, +w, =10

[ 20] OOOw, +w, =1 00K j C=O OF or Lt est, Ovf or Dval i dati on} O

Reconmended[Wei ght DAssi gnnrent s

w =0. 30wWs=0. 60w=0. 10w =0. 50w,=0. 500Power =20Gi n=1000

Next i sO all post-auditdscoringlfunctionOthatdcanl beld
conpar edJt ot heOnodel COdevel oprent Oscore. OO t Ui sCessenti al | y[
t heOsaneldscori ngdfunction, Obut Ow t hOt helcaseli nformati on[d

renoved. OOByOusi ngt hedsameObaself uncti on, Ui t Oi sOpossi bl e[
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t odconpar eldnodel Oef f ecti venessOf ronidt heddevel opnent Ophasel
t hr oughlt heCaudi t’ sOconpl eti on. O

[ 21] OO0 Post Audit Score = Gain(w,S™"" + W (1-F)*yO

[ 22] OO0Ow, +w, =10

Recomrended[Méi ght Assi gnnent s

w =1/ 30ws=2/ 30Power =20Gai n=1000

TheO nodifiedd functionsO addressl thel mathematical O
i ssues: 0 thel spreadsheet inplenentationd problenmsd arel
resol vedld byO inplenentingd thed scoringld functionl asO al
G enmentineld stream O 0O Nowd t hat 0 t hed functi on detai |l sO areld
under st ood, Obui | di ngOalst r eantdf or Ot helOnodel er’ slpal ett eli sO
trivial.OOTheOscoringlstreanilcanOthendi medi atel ylJscorell
nodel sfast heyOar ellcr eat ed. OOTheOdet ai | sOof Ot hedd enent i nell
scori nglst reantJar edshownUi nOAppendi xOB. OOAsOf or Ot helpost -
audi t Oscor es, Ui ndi vi dual Onodel Oscor esCOcanUbelcal cul at eddi nO
t hed DFAS Accessl]audi t 0 dat abasedandOi mredi at el y(eval uat ed[]
fol | ow ngCanCaudi t. O

Onelbenefi t Oof OallCl enent i nelscor i nglst r eantdi st hat [t held
scor elJout put Ocanldbeleasi | ydcopi eddover Ot odalsi ngl edJExcel O
wor ksheet . [0 0 Eachl nodel er O canld post O hi s or O her 0 ownl nodel O
scor esi medi at el yOJandOt heOhead[dat a- m ner Ocanlt r ackOscor es
as[Jt helnodel Odevel oprent Ophasellprogresses. OOAfter Daudits, O
t helpost - audi t Onodel Oscor eslcanlbelcopi eddf r ontJAccess i nt old
t heOsanmeJExcel Owor ksheet Of or OJdi rect Oconpari sondw t hi nOandO
bet weenUnodel s. OOTheselchangesJt o0t helJscori nglprocessOwi | | O
savellt i meCandsi npl i f yChodel Ceval uati on. O
B. 0 CN LKNOW.EDGELBASELIDEVELOPMENT. [

1.0 CN [Dbata. O

At O eachsite, Jauditorsldconpl et el all checklistOinOanO
Accessd dat abasedf or O eachOaudi teddrecord. 00O TheOcheckl i st O
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i ncl udesOpr el oadedcat egori esOf or Ot heOaudi t or st o0descri be
anyOregul atorydviol ati ons. 00O TheOaudi t or Ocanldassi gnl noreld
t hanOonet ypeOof OCNI Ot oOalr ecorddsi npl yObyOsel ecti ngOal | O
appl i cabl edcat egories. 001 nOOt hedObackgroundt hellcat egori esld
havet wolJassoci at eddfi el ds: OCNI DandOcoment Ocodes. OOEachO
comment Ocodeli sOuni quelt ot heOspeci fi cOconment , Obut Ot her e
ar elJonl y[If our [lcat egor i esf or ICNI [codesasshownli n(dTabl e[3. [

Thelr ecor dsUOcanlbellquer i edIf r onilt heldat abasellei t her Oby O
i ndi vi dual Otransacti ondor ObyOcoment Ccode. O OAOquer ydt hat [
extract sfdat allby [t helOcomrent CcodesOmay Or et ur nOallt r ansact i ond
nor et hanOonceli f i t OhasOnoreJt hanJonedassi gnedd conment [
code. D OAOqueryOthat OextractsOthel datald byl paynmentOwi |10
returnfeachOtransacti onlJexact!| ylJoncelw t hOt heOOwor st casel
CNl O CodethatJitOrecei ved. OO Thi sOnmeansOthat Oevendi f O al
recordhasOnor et hanOoneOcoment, Oi t Ow | | Obedl i stedOonl y[OI
oncelli nJt hellt abl e. OOThi sOdi ff erencelli sUsi gni fi cant DandOnust O
beCunder st oodwhenlbui | di nglalCNI Cknowl edgellbase. [

CNI OTypel Codel]
Si gni fi cant OCondi ti on[Needi ng nprovenent [ SCNI ) [ 10
Condi ti onONeedi ngl npr ovenent [ CNI ) O 20
Qbservati onJ Cbs) [ 30
NoOOCNI [J( NCNI ) O 40

Tabl e8. OO CN OCodel[Br eakdown[d
2.0 Reasons(f or ODat all ncl usi on/ Excl usi on. O
a.d0 SitesSel ected. O

Tabl eJ901 i st sOt heOaudi t sOi nOwhi chOl ROSeasi deJhasO
beenUi nvol ved. OJ0OI t Owoul dObeldesi r abl et oUi ncl udeOal | Ot hi sO
dat alJi nOalCknow edgelbase; [Dhowever, 0t helddat a- m ni ngdpr ocess
wasOstill OinOfluxOatOtheOearlierOdsites.O0Initially,dtheld

dat a- m ner s werel acti vel yOI trai ni ngl t hed audi torsd onld t held
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Accesslldat abase. OOFurt her nore, OCNI DandOcoment OcodesOwer el
not Ost andar di zed. 001 ncl udi ngdt heOdat allf ronidal | Ot heOsi t esO
woul dr equi redsubst ant i al Odat alJcl eani ng. OOEvendi f Oi t Ower e
possi bl el t ol adequat el yOI cl eansel t held data, O therel i sO0 no
guaranteell that theld interpretationd ofd theld datall wasl
consi st ent Jat Ot helear | yOsi t es. OOTheref ore, Ui t Ui sOnecessaryl
toOcarefullyOselectOsitesOforOinclusiondwhilelexcludi ngd
si t es[t hat Car einor e(Jpr obl emati c. O

DFASLSI t e[ Dat e[ Keepl nldat abase?0
San[Di egol] Feb[220000 No[OCNI [dat all
San(Ber nar di nolJ Feb[20000J No[JCNI [idat alJ
Denver [J Feb[120000J No[ICNI [ldat alJ
Cakl andOd Apr (20000 No [
Orahall Jul (20000 No[J
Pensacol al] Aug[20000 No[
Dayt on] Dec (20000 No[J
Cakl and( QA) O Jan[120010 Yes[]
San[Di egol SD) O Apr (20010 YesO
SanAnt oni ol APSI SAI ) O Jul (20010 Yes[]
SanJAnt oni oOCAPSI SAC) O Jul (20010 YesU
Dayt onl] Feb[220020 (Dat allunavai | abl e) O

Tabl e[®. OO Si t eAudi t s[OSi nce[dDat a- m ni ngl ncept i on

Thell ast [t hr eesi t esCof 02001 Cwer eallgoodbasel i neld
wi t hOwhi chOt oOstart Odevel opi ngaldknow edgelbase. 01 ssues[]
t hat DhadObeenOr esol vedObyOt heti nedof Ot hedSDOaudi t Ower el
fieldD standardi zation, J commonl nodel 0 annotation, 0 commonO
fi el dOderi vati onUJandOnmeani ngf ul Onodel Onam ng. OOSAI DandJSACO
wer eldi dent i cal Ui nfal | Ot heseOaspect s, Obut OOSDOhadOsonedm nor O
di fferenceslt hat Ower eJeasy [t olJf i x. O0OHowever, [ nUaldesi reJt oJ
mai nt ai nOpot enti al | yOusef ul Odat a, DOACOwasOdeenedJaccept abl e. [
Wi | elJi t OwasOat Ot heOcuspUof Ot hedst andar di zati onUefforts, O
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itsOdataldisOnotOdrasticallyOdifferent. OO Manyd QA fi el dO
headi ngsCOwer elddi f f er ent Obut COcont ai neddt heOsaneli nf or mat i on
asOtheOotherOsites. OOAdditionally, Osonedfi el dsOt hat Ower eld
usedlat JOAOhadOsubsequent | ybeenOphasedUout . OBy Oover com ngd]
t hesel sur nount abl elJ obst acl eslJ t helJ QAL dat all was[] i ncl uded, O
t her ebyd ncr easi nglt heChunber Cof Or ecor dsCbyDover [130% [

b. 0 Audit OMet hodsOand[Recor dsRet ai ned. U

Thelquest i onOof Owhi chOr ecor dsshoul d0beli ncl uded
i nOJ t hed dat abasel i s i nportant [ becausell notall OCN sl arell
creat edlequal | y. O0ThelOkeyi st odi ncl udelr ecor dsJt hat Ohavell
recei vedd all t horoughl screeni ngll andd anld appropriatel CN [
classification. O0OHowdalrecordOi sOsel ect eddet er mi neshowd
thoroughlyd it isO audited. 0 O Thel auditorsd consistently[
eval uateldt hreedrecorddtypesOat OeachOsite: OOt hoselchosend
wi t hdOal supervi sedt echni que, Ot hoseld chosenldat O randonil and
t hoseld chosenl wi t h(D anlJ unsuper vi sedd t echni que. O O Audi t or s[J
careful l yOscrutini zeOal | Oi nf ormat i ondi n(t heseltransacti ons]
whi | eCconpl eti ngt heJAccesslcheckl i st. O0OWet her Oor Onot Ot hel
recordd hasO ald CNI, 0 wel arel assuredl of 0 anl accuratel
classificationll basedd wuponl] thel auditors’ findings. O
Ther ef or e, Ot heselt hr eelr ecor d[It ypesshoul dUbelli ncl udedi nJall
CNI know edgelbase. [

RecordsUof Ot helr emai ni nghdt woOt ypesUt ypi cal | yddoO
not Orecei velt heOsanelattenti ondt oldetai |l . OOTheOdupl i cat el
paynment Or ecor dsUar eJusual | yOOsubm t t ed0t ot heUsi t edonl yOf or [
revi ewJasOalldupl i cat edpaynent . OOTher eli sOnoOguar ant eeldt hat O
an(Jaudi torOw | I OhavelOrevi eweddit Ji naccordancelw t hOt held
checklist.O O Al ong thed sanmel] | i ned of 0J reasoni ng, O rel at edd
recordsmaylInot [belJaudi t eddunl essallpr obl entdexi st sCdwi t hJall

record’ sOsuper vi sedOpar ent . OOACr el at eddr ecor dlcl assi fi edOasO

N 510



non- CNI Omayor Onmaydnot OhavelbeenOaudi t ed. O OHowever, Ot hel
conver selli sCnot [t rue: Ui f Oalr el at edOr ecor dDhasJalICNI [t henUan0
audi t or Orust OhaveOr evi ewedt heOr ecor d. O0Ther ef or e, Ui t Owoul dO
beOunwi sellt odi ncl udet hesedt wolt ypesf or Oanal ysi sC0becausel
t herel i sO0 nold guar ant eeld that 0 non-CNI O recordsl havel been[
audited. O

Taki ng t hesel poi ntsO i ntold consideration, 0isOit0O
benefi ci al [t oli ncl udelal | Ot helsi t elr ecor dsli n[t he[dat abase?[1J
Al'l OfivedtypesUOof OrecordsUar eldreadi | yHavai | abl e. DORat her O
thanOreject ddatallthat 0 mayd proveld val uableOlater, ditOi s
betterdtolincludedall OrecordsOfronidt hedsites. OOHowever, O
whenO usi ngd theld datal forJ all particulard analysisO it isO
i npor t ant [t hat Ot helnodel er sdunder st anddt heOneedOt oOfi |l ter O
recor dslt hat Odolnot Cappl y[t ol hat Canal ysi s. [

c. 0 FieldsORetained. O

Havi ngldeci dedOwhi chr ecor dst olr et ai n, Ot heOnext O
st epUi sOt oli denti f yOappl i cabl edf i el ds. OONot Oal | Osi t esChad
t heOsaneOst andar di zedOdat alJf i el ds; Ot herefore, Ositelfiel dsO
nmust O bel conparedUd priord tol buil di ngd ald know edgeld base. [1J
Tal | yi ngOt helldi fferent Of i el dOnamesOr esul t sOi n02190possi bl ed
fields. OO MnyOfieldsOinOthed OAO dat abasel hadO t hel saneld
i nformati onUasf i el dsUi nCt heJSD, OSACHandUSAI Odat abases, [but O
withOdifferentOnanmes. O0OIdentifyingOthedfieldsOw thOthel
assi stancell of 0 theld headld data-m ner elimnatedd thesel

i nconsi stenci es.

OAlal soUcont ai neddfi el dsOw t hOOnoOcorrespondi nglfi el dO
at 0 thell otherd sitesO ord whi chl werell nold | onger O i nO use. ]
Addi tional Iy, Osonedof Ot heself i el dslcont ai nedUal | OzerosOor [
N AsOandOwer e[t her ef or e[usel ess. O0Theself i el dsOwer elldel et ed
al t oget her . O0OAppendi x[OCOcont ai nsOaldet ai | eddt abl eCof Owhi chO
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fi el dsOwer elavai | abl edat Oeachlsi t e, Owhi chOf i el dsOwer elkept O
andOanyOsi gni fi cant Ocomrent sOr el at eddt ot heOf i el dOst at us. 0
TheOendOr esul t Ui st helOr et ent i onUof 0161 0dat alifi el dsOwi t hOt hed
addi ti onOof Dan0“ AUDI T_SI TE” Of i el dOt hat i denti fi esOt heOsi t ed
f romiwhi chalr ecor dlcane. 0

3.0 OCN [Know edgellDat abasellDevel opnment . [

Havi ngleval uat edJt helr ecor dsOand0Of i el dsOf r onJt heOf our O
sites, Ut helfi nal Ost epUi st ollgener at elJallsi ngl eldat allt abl eUof [
auditd records. O OO Whenl creatingld thisl tabl el it nustd bell
fl exi bleld enoughll tol allowl introducingld newd sitel datall
follow ngdfuture audits. 0 Toll facilitatell expansi on, [0t hel]
fi el dsOwer elst ruct ureddar oundJt hedSanJAnt oni ol0dat allbecausel
i t Chast heldf or mat Cexpect edlof Of ut uredsi t eCaudi ts. O

Thelf ol | owi nglnet hodol ogyOwasOenpl oyeddt olcr eat et hel
new] know edgeld base. OOFirst, OfordeachOsitelal querydwasO
createdl t hat 0 extract edd recordsd onld all per - paynent [ basi s. [
EachUOr ecorddhasOonelent ryOdw t hOal | Ot helf i el dsOi ncl udi ngQal
CNI Of i el dd0conposeddof Ot heOwor st OCNI O CodelDlassoci at eddwi t h[J
t heOr ecord. OOFor Ui nst ance, i f Jonelr ecor ddhasOt woldcoment s
t hat Ocor respondJt oJCNI Ocodesof O10( SCNI ) DandO20( CNIl ), Ot he
newJrecordlent rydi ncl udesOal | Ot heOpaynent Odat aldonl yDonce[
wi t hCJanCover al | OCNI Ocodeof [11. [

ToObui | dOt heOCNI Oknow edgellbase, DanUOenpt yt abl edwas[
generateddinAccessOthat OwasOformatteddtoOneetJal |l Ot held
currentOfi el dd0specifications. OOThen, Dappenddqueri esCwer el
conduct edt oJi ncl udeOeachUsi t e’ sOdat alli nOt heOt abl e. OOW t hO
al | Of our [si t esCappended, [0t hellknow edgellbaselli sCconpl et elJand
readydf or Oenpl oynent . OOAdditional |y, OitOw | | ObeOalsi npl el
matter 0 t o0 updat e t hed current O know edgeld basel fol | ow ng
fut urelaudi t s. OOThelOheadOdat a- m ner Ocanlsi npl yOgener at e(0t he
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samelquer yOf or Ot heOnew(Jsi t esOusi ngOt helquer yOal readyObui | t O
i nt ot hel ROSeasi delJaudi t (dat abase. [

What [ benefitsOaredt heredt od havi ngd all CNI [0 know edgel
base?d O First, O it can bel enpl oyed t o eval uat eld current [
nodel s’ O abilitiesdtold predictd CNlsO atdrecentd sitesd and
t her ebyld det er mi nel]l nodel O effectiveness. 0OFurthernore, Othel
dat a- m nerscanluselt hedCNI O know edgeUbaselt o0 bui | d newd
nodel sOforJauditOrecorddsel ection. 0O ThisOisOwheredthel
expansi onlUof [t he[Dknowl edgellbaselwi | | Oconmelli nt oOpl aybecausel
itOw Il Oconti nuelt olgr owiwi t hCleachChew(si t e(audi t. O
C. O | MPROVI NGCRECORDIOSELECTI ON. [

1.0 Model OEnsenbl elDi scussi on.

Recor dlsel ecti onli sOcurrent| yOachi evedOusi ngfallvot i ngd
ensenbl el i n whi chO nodel s arel] equal | yO wei ghted. 0 O TheO
i ndi vi dual Onodel sCcl assi fydr ecor dsOasf raudd( 1) Cor Ononf r aud
(0) Oandt hendt henodel Ovot esCar eddsumeddf or DeachOr ecor d. [
Thelr esul t Ui sOanli nt eger Oval ueldbet weenlzer oandt helnunber O
of 0 nmodel sOO (110 i nOO SAC/ SAl, 0 230 i n00 SDYOA). OO O Anyld recor dsd
receivingdalOmjorityldvoteldareldclassifiedlaslpotentially[
fraudul ent. OOFor Oi nst ance, Dat 0SD17550r ecor dsr ecei vedall
sinpleldmaj oritydof Ovot es. O However, Oresourcesld(auditors, [
ti me, DandOnoney) Oaredl i mteddduri ngddanOaudi t Osoldnot Oal | [
175500 ecor dsllcan[bellscr eened. [

Bef or elJeachOaudi t, (Ot helddat a- m ni nglt eanilest abl i shesOall
target Of or Ot held nunber Oof Osupervi sedldrecordsdt hat canlbel
revi ewedld gi vend t held avai | abl elJ resources. 00 O To reachd t hi sOI
goal , Ot het eanilset sCallvot e[t al | y(Ot hat Obeconest helcut of f O
forOrecorddrevi ew. OO For O exanpl e, dat 0 Dayt onJi nJ 20020 t O
pl annedt odr evi ew11400super vi sedr ecor ds. OOAf t er Ot heOnodel O
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votesOwereltal lied, OtheOappropriatedcutof fOtodreachlt hat O
goal was[det er mi ned[t o[belkei ght [ivot es.

Al t houghOt heOnunber Oof Or ecor dsOsel ect eddi sOkept Ot oOal
manageabl e nunber, Ot hel el evat ed cut of f 0 doesOconmeldw t h(Jall
cost. OOFor Ui nst ance, ODayt onr ecor dsCwer elIsel ect edUi f O80of O
110nodel sOcl assi fi eddt hedr ecor dUasUf raud. OOW t hOt heOcut of f [
at Onear | yOO75%Jof Onodel s, Ot helpotenti al Oexi st sOf or Ovot i ngd
bl ocsOtoltakedover Ot helsel ectiondprocess. 0OIfO400f 0110
nodel sCvot elt oget her Oby[consi st ent | ylcl assi fyi ngOr ecor dsUas[
nonfraud, O t hey mayd dom nat elJ t he voti ngld andU r educell t he[
benefit Jof Ot heOvoti ngldschene. OOThelquesti ondt henObecones
howbest [t oChavet helensenbl ellvot e, Cwhi | elIsti || Ocontrol |'i ngO
t hell nunber O of O recordsl t hat 0 areld | abel edd asl potential | y[
fraudul ent. [

2.0 TheBest O ndi vi dual OCl assifiers.

W t h(t heli ntr oduct i onOof ODaldCNI OOknow edgellbase, Ot her e
arednow] addi ti onal O neans of [ assessi ngllnodel [ perfor mance.
Consi der 0 anJ ensenbl el builtO fronmd thed bestU individual O
classifiersUof OCNI s. OOThi sOi sOsi m | ar Ot o0t heOway Ui nOwhi chO
nodel sO havell beenO eval uat ed] fol | ow ngl eachO sitel audit. [J
However, OOw t hOt helJCNI O dat abase, it i sOpossi bl et o0 assayl
nodel O per f or manceld onO nor el di ver sel]l dat all andO t henl] conpar e
nodel sOt odonelanot her. OOToOdenonst r at et hi sOt echni que, OweO
initiallyOconductedUdall conpari sonld of O nodel sO usi ng si npl el
correctclassificationOrateslof 0thosellrecordslthat O werel
sel ectedd byt helsupervi sedldnet hod. DO TheOresul tsOof Ot hi sO
conpari sonCar elshown nUAppendi x[D. O

Know ngld t held capabi | ity of Oi ndi vi dual O nodel sO may [ bel
i nteresting, ObutOtheldbest densenbl edmayld not DJuseOal | Ot hel
nodel sOwi t h(t heObest Ocl assi fi cati ondr at es. O0OTheOensenbl e’ s
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pur poseli st oOprovi dedJanOout put Ot hat Oenhancest helnodel s’ [
CNI O detectionld capabilityd whil el conpensatingld for theirQ
i nabi i tyOt olOscreenlnon- CNI s. 00l f DanCensenbl elfusedConl yOt he
best 0i ndi vi dual Ocl assi fi ers, Ui t Om ght ObelnoObet t er [t hant he
best Ui ndi vi dual Onodel . O0OThelgoal Ui sOt oldconbi nelli ndependent [
nodel st olcr eat ealcl assi fi cati onOt ool Ot hat Ji sObet t er Ot hanO
t heOsunJof Ui t sOpart sO[ Ref . 1] . OOTher ef or e, Dal t houghUi t Omay O
bed useful O t o conpareld nodel sO i ndividual ly,Oit0OisO noreld
inmportantd tol createld anO ensenbl el suchO thatd overall O
cl assificationli nproves. [J
3.0 Optim zi nglEnsenbl e[ICNI [IDet ect i on. [

HowOwel | OcanOt hedsi npl ednmaj ority-vot eddensenbl edwor k? [0
ToOanswer [0t hi sOquest i on, Owelpr oposelallsi npl eli nt eger Ol i near O
progranidt oldopti m zelt heOensenbl edJCNI Ocl assi fi cati onrate. 00
Thell i near Opr ogramiwi | | OchooselanOopt i mal Osubset Oof Ot he1520
uni queldnodel sOenpl oyedOat Ot hedf our Osites. DOToOsol velt hel
I i near 0 progranil all softwarell packagel cal |l ed] t hed General [
Al gebrai c Model i ngd Systent] (GAMS) O I nteracti veld Devel opnent [
Environment 0 i sO usedd [Ref.0d 24].0 0O TheO detail ed] GAMS[
formul ati onlJi sOshowni nOAppendi xOEOw t hJaOdescri pti onOandO
resul t sprovi dedChere. O

Toli npl erent Ot hed GAMSL program Ot hed super vi sedd nodel [
recordsUdi scussedldi nOSecti onOV. BOwer elusedOast hedvot i ngQd
dat a. OOThi sOdat allconsi st sOof 05630r ecor dsUof Owhi chJ3080wer ed
classifieddasOCN s. OOEachUr ecorddhadOanOact ual OCN Oval uel
t hat DwasOf or Onon- CNI sHand10f or Cany Uot her COCNI Ocodel( cni ) . OO
EachOnodel Ovot eddonOeachUOrecorddw thOald10representi nglall
fraudld classificationd andl all OO representingld nonfraudl
(vote, . 0O O Properd cl assi ficationd occursd when t held vot el]
maj orityagreesOw t h(Ot heOCNI Orati ng. OOTheOpr ogr anidchangesO
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ensenbl el si zeOfromd30tod210 nmodel sObyOi ncrenment s of Otwold
(enssi ze) . OOThi sOper m t sCdet er mi nat i onOof [t helObest Oensenbl e
as[Owel | DasOopt i mal Oensenbl elsi ze. OOTheOnodel COf or mul at i onOi s
shownlbel ow. [J

I ndi ces[]

rd O recordl

N [] nodel [

O

Dat all

vote, o1 10 f Of raudOpr edi ct ed, 00ot her wi sell

cni 00O 10 f OCNI Of ound, C00ot her wi seld

enssi zell nunber Uof Onodel st oldsel ect [ nCopt i mal Censenbl el
maj vot esl] (enssi ze/ 2) +10maj ori t y[vot esIf or Oensenbl elIsi zel
O

Vari abl es[]

CLASSI FY,Ocorrect | ylkl assi fylrecordlr O

SELECT,J sel ect Onrodel Onif or Censenbl el

O

For mul ati onld

O

[ 23] DDFTB_XCLA33| FY, SELECTDDZ = ZCLASS]FY’, U

[ 24] Osubj ect Ut o00000Omajvotes = CLASSIFY, — z SELECT, <00 VrO

m|vote,. ,, =cni,

[ 25] OO 0 0 ZSELECTm < enssize [

[ 26] OO O O CLASSIFY. €{0,1} 0 O O O O Vro

[ 27] OO O O SELECT,e {0,}0 O O O O Vm O
O

TheOnunber Oof Opossi bl eldnodel Oconbi nati onsi nOt helcasel
of 0 el evend nodel sO isO 52-choose-110 ord 6.0x10'°. 0 O InO
eval uati ngdt heOensenbl es, Ocl assi ficati onOrateli sCuseddduel
toditsOsinplicitydandOeaselof Ointerpretation. [ Reportedld
al ongOwi t h(Ot helcorrect Ocl assi fi cati onlr at elli sOaldcont i ngency
t abl eUsi m | ar Ot oOTabl e05. O0ThelObest Densenbl edcl assi ficati ond
per formancel att ai neddwasl 3980 out 0 of 056300 records. OO Thi s
resul tstindal70. 7%Icl assificationOratedandOoccurreddw t hQ
both 7-nodel 0 andd 11-nodel J ensenbles. 0O Thel correctO
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classificationl ratesl] decreasel] asl nodel sO0 areld] added or O
renmoveddfronmidt hi sOopti num OOFi gured40showst heldensenbl e[
si ze[Over suslcorrect Ocl assi fi cati onlr at efJandit helOcont i ngency
t abl e[ or [t helbest [111- nodel Oensenbl el sCshown nOTabl e[110. O

72%

70%

68%-
66%-
64%- I l
62%- ‘ ‘ ‘ ‘
3 5 7 9 11 13 15 17 19 21

Ensenbl e[S ze

Ensenbl e(dC assi fi cati on(ORat e

Figure. OO Optim zedd assi ficati on(Rat esCbylEnsenbl e(1Si zell

]
O O Pr edi ct edd
O O fraudO nonf raudd
O
= CN O 2160 920
5
3]
< non- CNI [ 730 1820

Tabl e(110. (00 Opti m zedEnsenbl e[ICNI [ICl assi fi cati onOResul t s[]

Fi gurel 50 shows[J t hell i ndi vi dual O nodel O cl assi fi cati onld
rat esw t h(Jt heCensenbl ellcl assi fi cati onlrat elr epr esent eddby[]
t heldbol dOI i nefat 070. 7% O0OThi sOpl ot Ocl ear | yOOshows Ot hat [t held
ensenbl eldi sOcl assi fyi nglbet t er Ot hanOanyOof i t sOi ndi vi dual O
nodel s. OOFurthernore, Ot heOnodel sOi nOt heOopti mal Oensenbl el
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arednot Ot heObest O01100nodel sOf roniJAppendi xOD. OORat her, Ot hel
nodel O bl end] appear st o] bel bal ancedd t o createld all better
ensenbl e. O0However, Owelnust Ocauti onOt helr eader Ot hat Ot hi sO
ensenbl eldi sOpresunmabl yOover-fit Ot o0t hi sOdat aldandOt hat Oi t sO
accur acylcoul dlOdecl i neOwhenlpr esent edwi t h(Junseenldat a. 00l f O
t hi si sOt heObest Onodel Oensenbl elJavai | abl et henOper hapsOl RO
Seasi delli sdoomnedt ollcl assi f y[OCNI sCOwi t h[Onolbet t er Ot hand070%1
accuracy. [

75%

0f -
70% Ensembl elcl assificationOratedat 070. 7%

65% +

60%
55%
50% |+ I I
45%1
— ™) LN Q
3 2 % 8 3

Model

Cl assification(Rate

ox1¢ [
QCA18 -

SACL I
SD17 -

SD19

Fi gurelb. OO0  Best [Ensenbl éDCI assificati on[Rat es[]
4.0 TheOUnderlyi ngd assi ficationll ssue. O

I f O bui |l di ngOd and appl yi ngd all nodel O ensenbl e i s anO
opti m zati onOprobl em Ot henOalcl assi ficationdratelof 070. 7%]
and thel contingencyl tabl el resultsO in0 Tabl e 100 seent]
uni npressi ve. 0 0 Perhaps all mgj ority-votingld schenmeld may[] bel
i ncapabl edof Ui denti fyi nglsubt | elpatt er nsi n(Jt heOr ecor dsUor [
maybeldt hereldj ust Oi sOOnot OenoughOi nformati ondi nOt heddat a.
However , [0 conbi ni ng nodel O vot esl] m ght O belJ vi ewedl asU yet [J
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anot her Ol ayer i nOrecordOcl assi fi cati oni f Onodel Ovot esOwer eld
treateddasladdi tional Opredictordvariables. 0O ThenOweld canl
bui | dd0al0“ second- st ageldnodel ” Ot hat Oconbi nesCOnodel Ovot est o]
producelallsi ngl edf raudCcl assi fi cation. O

The ideal investigatedd hered isl al second-stagel
regr essi onlneur al Onet wor k. OOI ndi vi dual Onodel Ovot esOar et hed
i nput sOandt helnet wor k[OhasOanOout put Ot hat Or angesOf r oniJ00Ot o
1. OOAnOout put Oof J10i ndi cat est hat Ot helr ecor dUi sOwor t hyDof [
revi ew, Owhi | edJald0di ndi cat esUt hat Ot hedr ecorddi sOcl eanand
requi rest] nold furtherd action.d O Thel regressi on network’ s
out put i sOconti nuousOandshoul dOf al | Osonmewher eldbet weenJ00
anddJ10duedt ot heli nput sOObei ng0Oor 0J1. OOBydoi ngdi t Ot hi s
way, [t heldt eanildoesnot Oneeddt olset Oalldi scret eldnunber Oof O
votesOasOaOcutoffOforOrecorddsel ection. OOl nstead, Ot heyl
woul dOsor t Ot heOout put Of r oniJhi ghest 0Ot o0l owest ODandJt akelt hel
desi r edCnunber Cof [r ecor dsUf ronit heOsortedd i st. [

Ind orderd tol conparell results, d theld nodel sOJ i nOJ t hel
opti m zedOensenbl eldf ronidSect i onV. C. 30wer elused. O0OTheOnodel O
out put sCOwer eldt heOpredi ctorOvari abl esdtodtrai nOt hedneural O
net wor k. OOThelr esponsellvari abl eli sCt heOCNI Oval ueslCOcondensed
i nOt heOsanmeOwayOasf or Ot heCopti m zedOensenbl e. OOThat Oi s, O
anyCNI i st r eat eddasOaOpr obl entd( 1) Cwhi | e(0t heCOnon- CNI sCwer e
goodOpaynent s[J(0) . OOTheOst ati sti cal OpackagelOusedwas[IS- Pl usO
[ Ref. 025] Ual ongdw t hDaOdat aset Lconsi st i ngUof Onodel Ovot esO
andCNI Ocodes[f or Oal | Of our Osi t es. O0Thelneur al Onet CwasObui | t O
usi ngld t hed neur al Onetwor kO | i brarydof O Venabl esdandURi pl ey
[ Ref . 026] . OOThelout put sOpr oducedby [t helOnet wor kr esul t edi n
aldcorrectOclassificationOrateldof 092% OO ThisOresult JwaslO
det er mi nedObyll abel i nglanyr ecor dwi t h(Jalnet Oout put [0>0. 500as
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ald CNl 0 andd any t hat 0 had <0. 50 as aldl non-CNI . O O Tabl e[d 110

contai nslt heresul ts. O

Conpar i ngt hi sOout conellt ot helopt i m zedOensenbl eCusi ngll
alsi npl ednmaj oritydvotedresul t sOi nOanOi ncreaseldi ndcorrect O
classificationlratelof Onearl y[022% OOSi nceJeachOof Ot heJt wolJ
t echni quesOusedal | Ot heOdat alJt ocl assi f yOt helr ecor ds, Oeach[
met hod i sO presunabl yOO over-fit. O O However, O bui | di ng t hi sO
neural O netd provesU that recordsO m sclassifiedld byO thel
majorityd voteld mayld stillO bed identifiedd vial other[
cl assificati onlret hods. [

0 0 Net Cout put [(>0. 500 Net Cout put [0. 50
(PredicteddCNI) O | (Predictednon-CN ) O

O

T CNI O 2910 170

=}

Q

< non- CNI [ 280 2270

Tabl e(d11. OO0 Neur al ONet wor kOCNI OOCl assi fi cati on(OResul t s

QoportunitiesOexistdtoli nproveldthelrecordlsel ectionld
process. 0 O I f 0O usingl second-st agell cl assifiersdtol conbi ned
nodel O vot es, Ot hendt hed processl shoul dd beld madel r obust O by
splittingdtheddat aldi nt ot rai nCandt est Oset sOor Dusi ngdsonmed
t ypellof Ocross-val i dati onnet hod. OORel evant Ot echni quesOar el
outlinedd in,0 forO exanple,d Hand' s Constructiond and[
Assessnent [of [OCl assi fi cati on[JRul esJ Ref. 21]. O

5.0 Sequenti al OSel ecti onOMvet hod. O

Anot her O techni quell sel ectsl justO thel recordsO thatO
recei vedlvot esf roniJal | Oensenbl elnodel s. OOTher eOwer e(veryD
f ewllof [t heselr ecor dsat [t hef our Osi t esCanal yzedbecauselof [
t hell ar gednunber Oof Onodel sUi n(t helensenbl es. O0OHowever, Ui f O
we[wer e(dnor elIsel ecti velli nCchoosi ngnodel s, OweOm ght Oper f or niJ
sequenti al O nodel O screening. O OA I Ositelrecordsdwoul dOJ bel

N 610



subm ttedt o0t helf i r st Onodel OandOal | Ot hat Oar elpr edi ct edt o
belf rauddwoul dO0beOpasseddont o0t hedsecondOnodel . OOI nOt he
final OC enent i nelst r eam OeachlOnodel Owoul dOseelonl y Ot heOdat all
that OwasOcl assifiedd0asOpotential OfrauddbyOal | Oprecedi ngd
nodel s. OOThi sOpr ocessOwoul dlcont i nueOunt i | Donl yOt helOr ecor dsU
t hat O wer el predi cteddtoObel frauddbyOal | Oensenbl el nodel sO
remai ned. OO Mdel Osel ecti onOwoul di0belObasedOonOt heldnodel * sO
abi i tyUt olf i ndUasUmany OCNI s[aspossi bl e. OORevi si ti ngOTabl e
5, [0t helgoal Oi st oOf i ndOnodel sCwi t hOOm ni mal ObCcel | Oval uesOi nO
t heOcont i ngencyUt abl e. D0OTheOconsequencelof Ot hi sOnet hodOi sO
t hat Onost OCNI sOar ellr et ai neddaf t er DeachOpassOwhi | ednost |y
non- CNI sCiar elr enoved. U

Exam nat i onOof Ot heOSAI [Odat allshows [t hat Ot hednunber Oof O
recordsUcanUbedr educedUf roni]132, 6990r ecor dsUt 00J2160r ecor ds
byOusi ngdjust Othedthreeldnost OCNI -sensitivelnodel s. 00OThel
t hr eednodel sUsel ect edllhadlsensi tiviti esdof 0100% J100%JandO
87.5%1 onld t hed SAI O supervi sedl] records. J O ThelD sitel datal
cont ai nst he0560audi t edr ecor dsOconpri sedOof 0140CNI sOandd420
non- CNI s. OO nOr educi ngdt helr ecor dsOf or Or evi ew, OasOshowni n
Tabl e(112, Oonl yO20of Ot heJ140CNI sOar eldm ssedf or DanCensenbl el
sensi tivityOof 087. 5% OOOnOt helot her Ohand, Ot heldnon- CNI sCar e[
sequenti al | ydscreenedOsuchOt hat 0290of Ot hed420non- CNI sOar eld
rej ectedd ford and ensenbl el] fal sed al arnid rateld of O 31. 0% [
Conbi ni ngld theseld resultsld givesd anl overallO correctO
classificationlratelof J73. 2%]f or Ot heJaudi t eddrecords. JOO [
t hel 2160 sel ect edl records, O t hed remai ni ngld 16000 unaudi t ed
recordsl havell anl unknownO status, [ but thisO three-nodel O
ensenbl elpoi nt st ot helneedf or [If ur t her Or evi ew. OOThi sO73. 2%
cl assificationlrat elshowst hat Osequenti al Osel ecti onlJi sConeld
nor elJrecordUsel ecti onlal ternati vellt hat Ui sCOwor t hyOof Of ur t her [

expl oration. O
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O O Predi ct edd

O O Fr audO Not OFr aud
CNI O 120 20

Act ual O
Not CICNI [ 130 290

Tabl e(112. OO Sequent i al OScr eeni nglEnsenbl e(Resul t sConOSAI [Dat all
D. 0 SUGGEESTEDICNI OMODELI NGOPROCESS. [

WthOtheOconpl eti onOof Ot hel CNI O know edgel base, Ot hel
capabi | i t yOnowlexi st sf or Onodel i nglonOCNI s. 00l ROSeasi dellhas
devel opedlst andar dUoper at i nglpr ocedur esf or Onodel i ngUonOt hed
f raudOknow edgellbase, Obut Osonedof Ot heOJassunpt i onsOmadedand
met hodsOusedUmay [not Oappl yOwhenOnodel i ngOwi t ht heOCNI Odat a. [0
Thi sOsecti on[wi | | Caddr essUsonellof [t helnor e[lobvi ous ssues. [0

1.0 Differenceslbet weenlFraudCandICNI [Dat a. [

AsOpreviouslyOstateddi nOOChapterd?2, Ot hedfraudl nodel O
devel opnent Oprocesslassunest hat Osanpl eddsi t elddat alli sCOnot O
fraud. O0OHowever, Ot heassunpt i onOt hat Osi t edJdat aldhasOnoOCNI s
woul dO0O not O beljustified. OO Frond Figured20itOisOread |y
appar ent [t hat Orandom yOsel ect edlr ecor dsOhavellgr eat er 0t hanO
20%]1 CNI O ratesld (CNI O Codesl] 1-3)0 ford all O four sites.
Qoviously, Oi t Onust Obedassunedlt hat Ot helsi teldat aldhasal
signi ficant OproportionOof OCN s. OOl nst eadUof Oconbi ni ngdsi t el
dat allwi t hDknowl edgelbaseldat a, Ui t Dwoul dObelnor eCappr opri at e
t oJ devel opU nodel sl sol el yO usi ngl t held CNI O knowl edgel base. [
Fol | owi ngOnodel Odevel opnment , DanOensenbl eCwoul d0beluseddt od
sel ect OrecordsCf or [r evi ewf ronit helent i relsi t eCpopul ati on. [

Anot her Odi f f erencelJbet weenlJdat abasesUi st heOdet ai | edU
statistical Oanal ysi sJal readylconduct edCJont helf raud. O0OThel
recordshavellbeenUeval uat eddandOcl ustereddi ntolddi fferent O
fraudt ypes[lt hat Oar ellusedCwhenbui | di ngOandOscor i nglnodel s. [
Conversel y, Ot hedJCNI Oknow edgellbaseldhasnot ObeenOsubj ect edd
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todsuchOscrutiny. OOHowever, Ot hesedrecordsOnatural yOfall O
i nt o0t heOf our OCNI Ccat egori esdshowndi nOOTabl ed8. OOFor Ot he
ti meld bei ngd t hi sO0 m ght O bed useful, O but O all nor el det ai | edd
anal ysi sOof Ot heOCNI Odat aldmay Obei nCor der Ot odgai nOi nsi ght s
i ntol rel ationshi psd bet weenld CNI [0 t ypesl andO t he di fferent O
recordstandlf i el ds. O

2.0 Train/ Test Ovet hodol ogy. U

Currently, Ot hreellsubset sOJof OdatalareJuseddi nl nodel O
devel opnent : Ot rai ni ng, Ot est OandOval i dat elJdat aset s. [dModel s[
areld buil t O usingd thed trai ningld data, 0 andd thenOinitiallyl
eval uat ed] usingld thel test 0 data. 0 O At t hi s poi nt, [0 nodel O
devel opnent Ui sOan0i t erati velpr ocess; Ui f Ot heOnodel Oper for ns(l
poor | yOon[lt hel(lt est Odat a, Ot heOnodel er Owi | | Or et rai nOt heOnodel O
ondtheOtrainingddata. 00O Thi sO processOrepeatsOuntil Otheld
nodel er i sOsat i sfi ed. OOConsequent |y, Ot heOnodel Oerror Or at es
on[Jt helt est [0dat allar elJover - opti m sti clbecausedt hi sCdat allwas[
used,JalbeitOindirectly,0toldtrainlthel nodel.O O At t held
concl usiond of O thisO process, [0 thell nodel O classifiesl thel
val i dati onOdat alJt oOdet er m nenodel Oef f ecti venessUandJt hend
t he val i dati onJ and test O resul t s arelJ usedd tol scorel t he
nodel . O

Whenldevel opi ngOCN Onodel st hi sOmet hodOcanUObeOappl i edd
byOdi vi di ngOdat alli nt oJt r ai ni ngandOt est Osubset s. OOl nst ead
of Ogener ati ngUt hr eelset sJonlel evenOuni quesplits, Ot hedCNI O
dat alJ coul dOJ beld random yO separ at edd priord told eachl nodel O
devel opnment . O0OByOrandom y[lgener ati ngldt heseldsubset s, Ot her el
is0 lessld chancell of 0 nodel sOO beingd highlyd correlated. 0
G enenti necanUaut onmat i cal | y[dgener at e(Jt helt r ai ni ngQandt est O
setsandOstoredthenili nOdseparatellfil esOwhendt helddatalli sl
i nported. 00O Thel nodel er Owoul dOO t henO useld ald nodel Ot rai ni ngOd
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streantdtoObui | dOt heOnodel . OOFol | ow ngldnodel Odevel oprent , O
t hed nodel O woul dO bel pl acedd i ntold thel testO streand] for[
eval uat i onOandOi nmedi at eldcal cul at i onOof OanOobj ect i velscor e.
Fi gurefd60showsOanOexanpl edof Daldnodel Odevel opnent COpal et t el
usi ngt heCNI [Cknow edgelbase. [

4 Clementine Data Mining System Yersion 6.0.2 - {c) SPSS Inc. 2000

File

Edit Tools Options

@00 —-9—-0

Superflode  Displays  Help

CNI,dat type Add Rand Field  Filter Data Test Data CNI, test, txt Generated Models
@
5 ) Train Data CNL, train,txt
TRy - —— 1.

CHI,train,txt tupe CHI Finder

L

P e e L) A
- Scoring Supertiode Score Results
®—-H—~
CHI,test, txt tupe CHI Finder \

Test Results

EXECUTE

Sources Field Ops Graphs Hodelling Output
= A A i
Var, File Select Merge Filter Derive Plot Histogram Train Met Build C5.0 Table
Sample Balance Tuype Filler Diztribution leb Train Kohonen Linear Reg, Matrix Statistics
k) K1} | K} | K1 | K1} | K1} | o

Figure6. 000 d enentinedScr eenshot Cof (OTest/ Trai n(Pal et t e[

Al train, O testd and val i dat e breakdown coul dO hel pO
m ni m zeOpr obl ensOt ransi ti oni ngdt o0J0CNI Onodel i ng. OOHowever , [
dependi nglon[t helsubset Oof Ot heOCNI Oknow edgellbasellused, [t hel
t hreeld devel opnent Oset sOnmaydeachOhavedtoObeOsnal | . OOFor O
exanpl e, O theld current 0 CNI O know edgel basell onl y[O has[] 5630
supervi seddrecords. OOEqual | yOOdi stri buti ngdthi sOdatali nt o]
traini ng, Ot est DandOval i dat i onOsubset sOwoul dOr esul t Ui nOonl yO
1890r ecor dsli nUeachUOsubset . OOThi sOf ai r | yOsmal | Onunber Oseens [
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i nadequated told begi nO0 buildingd andd eval uati ngdd nodel s. O
However, [0 as t held dat abasell grows t hel potential O forJthreel
di stinct O devel opnent O dat all groupsd wi || O al sodd grow. O 0O For O
i nst ance, ObyOaddi ngOj ust Ot hr eednor eCaudi t Osi t esOt o0t heOCNI [
know edgel base, Ot hell super vi sed popul ati onld shoul dJ exceed[
1000Cr ecor ds, [t her ebypr ovi di nglsui t abl e(dsubset [si zes. [

3.0 ScoringlPr ocessCandEnsenbl e[Bui | di ng. O

Eval uat i ngldt hedJCNI Onodel sC0doesn’ t poseldalsi gni fi cant [
differencelfronidthellscoringlproposeddinlSectiondV.A OIf
usi nglonl yOtest Dandtrai ni nglddat asets, Ot heldnodel ' sOtest [
resul t scoul dbelusedOasli n(t helpr oposedlpost - audi t (0scor el
indEquationd21. 001 f0Ousingdaltrain, Otestdandd vali datel
approach, Ot helOnodel sOcoul di0beleval uat eddusi nglDalwei ght ed
scoreJ of O thed test U andl val i datel resul t s nuchO | i keO t he
pr oposedl] nodel [0 devel opnent 00 scor el i n0 Equati ond 18, [0 onl yOI
wi thout O theld casel penalty.Od O Ind eitherd instance, d thel
functi onsCal r eadyOpr oposed(f or Oscor i ngCwoul dCpr ovellcapabl e. [

Ensenbl esOmaybelbui | t Oast heyar efdnowtor Oby [usi nglone
of Ot heUal t ernat i veslldi scussedli nSect i onV. C. OOTheOuseOof O
anlensenbl ellisOalperfectUfitOforOthi sOnodel i ngl processl
becausel eachU nodel O i s bui | t 0 and eval uat edJ onO di fferent O
subset s of Ot heOknow edgell base. OO Usi nganOensenbl edwoul dOJ
t heref ored captureld theld strengthsO of 0 eachld nodel O whil el
reduci nglhbi as, Ovari abi lity, Cor oot h. OO

0
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VI . JCONCLUSI ONSLANDURECOMVENDATI ONSL

A. 0 CONCLUSI ONS. O
1.0 FraudCandOCN sUOAr e[(Rel at ed. O

Thed auditingd literatureld containsd anpleld evidencel
denonstrati ngld that O ald significant proportionl of 0 det ect edl]
frauddhasOdocunent at i onddi screpanci es. OOThi sl i nk(Obet ween[
CNI sUOandf raudOpr ovi desalll aunchi ngOpoi nt Of or Ol ROSeasi delt ol
eval uateld t helJd successl] of J theirO fraudll detecti onl] nodel s. ]
Nevert hel ess, OCNI sJshoul d0 not O bellt heldonl yOt ool Ouseddt ol
eval uat el nodel O success, Obecauseldtheul ti mateldgoal OisOtoll
root 0 out O fraud. O 0O WenO data-m ningld effortsO | eaddt o0t hel
successful Oprosecut i onOof Of raud, Ot henl ROSeasi deOwi | | Ohavel
alldirect OneansOof O measuri ngldthel successOof OtheirOfraudd
detectionOefforts. OOl nOthednmeantime, JOCNI Oresul tsOaredanO
appropri at edneasur enent Ot ool . O[0Besi des, Oevenli f Ot heddat ald
m ni ngld doesl] not0d | eadd directlyl tol findingd fraud, O t he
proj ect’ sOdeterrent Daspect Dandt hereducti oni nOCN sOar el
val uabl eJai dsli n[jpr event i nglf raud. O

2.0 Supervisedl s(Bett er OThan[RandoniISel ecti on. [I

Sel ecti velrecordOscr eeni ngli sOpr ovi ngllt olbeOallval uabl eld
aiddtoOt hel DFASO | RO audi t Ot eans, [ becausellt held supervi sedl]
nodel i ngl] processdd isO findingd CNIls.O O ThisO project
successful l yd incorporatesl] sophisticated technologyd tol
searchOt heOvast st ores]of 0 DFASCsi telJddata. 0O Rat her Ot hanl
usi ngOout noded, Otradi tional Orandonidsel ecti onOof Daldhandf ul O
of OrecordsOf romdanongOmanydt housands, Osuper vi sednodel i ngd
t ar get st hosellr ecor ds[lt hat Oseentlt or equi r eJalldet ai | edl ook. [
DFASC I ROshoul dexpl oi t Ot hi sCrecordlsel ecti onOprocesslal | O
t heOt i me, Onot [Jj ust Oat Osi t est ar get edUby 0l ROSeasi de. O0OI f O RO
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Seasi dell creat esl predevel opedld ensenbl el streans, [0t held t eant]
shoul dObeabl el0t oldgener at eaudi t Ol i st sOi nOl essOt hanCOalCweek, O
r at her [t hant heOmanyOweeks [t hellcur r ent Opr ocess[t akes. [

3.0 TheO Current 0 Model i ng Processl Has Reachedl i tsO

Limt.O

Eval uat i nglnodel Oscor esOusi ngt helcur rent Oper f or mancel
measur eldshows [t hat Onodel Odevel opnent Oi sCnot i npr ovi ng. OOAO
| ookOat OFi gured30showsOt hat [0 nodel OscoreslforOyear 020010
si tesOareldnot i ncreasi nglw t hOti me. OOI f Ot heOnodel Oscor esd
arelstati cOt henOnmuchOef f ort Ocoul dObeOsavedOby i npl enent i ngd
novel O strategi es] usi ngld theld currentd |i braryd of O nodel s. [
Ext ensi velef f ort Dandlcost [haslIgonelli nt o0t heOpr oduct i ondof [
thi sOnmodel Ol i brary. OOTheredi sOandadequat eldset [of OO nodel sl
avai | abl e(Jt olbui | dOcannedlensenbl elst r eansOwhi chOcoul dOt henO
bellr api dl y[depl oyed[t oOsupport Cal | ODFASOI ROaudi ts. 0
B. 0 RECOMVENDATI ONS. [

1.0 An0 nprovedScori ngOFuncti on. O

Thel current O scoringlfunctiondisOinadequated anddits
pr esent Ospr eadsheet Ui npl enent ati onli sCOcunber sonmelandOer r or -
prone. OOThelpr oposedllal t er nat i veldnodel Odevel opnment Of unct i ond
wi | | OsaveOt i medbyOusi ngd enent i nedt or api dl yOcal cul at edall
score, 0 therebyd savingd manyd hours of 0 datall transfer.
Cal cul ati ngt heOscoredi nOC enenti nedal soldgi vesi nmedi at e
accesslt oOanOobj ecti velscor elddur i ngldevel oprent, Owhi chOwi |1 O
enabl eld nodel ersdtoli nproveldthel nodel OwhileOitOisOunderd
construction. OOAddi tional |y, ObyOappl yi ngOt heOsaneldbasel i ned
functi ondt hr oughout Ot hell i f elof Dalnodel , [t helscor esCcanlbel
di rect | yOconpar edwi t hi nOandObet weenlnodel s. OOThi sCenhances
t heJ useful nessof Ot helscores, Otherebyl al | ow ngld f eedback(
fronit helaudi t st ol npr ovellt helrodel i nglpr ocess. [
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2.0 ThelCN [Know edgel[Base. [

Hopi ngt ot akeOadvant ageJof Daudi t Or esul t s, Ot helJdat a-

m ni ngd teant] feltd that O ald CNI O know edgel] basel woul dO be[
val uabl eldi nOsever al Oways. OOFi rst, Ot heJOCNI Odat allcanUbeOusedO
t oleval uat elJensenbl edconst ruct i onOusi ngOt heOcur r ent Onodel s. [0
Thi sOwasOdenonstrateddi ndSectiondV. COwherelanOopti m zed[
ensenbl edwasUf oundUandOwher e[Jal t ernati vest oldmaj ority-vot el
ensenbl es] wereld discussed.d O Thell CNI O databasel addsU
flexibilityd whenll devel opi ngll andd assessi ngll t hesell nodel [
ensenbl es. [

I n0J0 addi ti onl t o eval uatingd current O nodel s, Ot heldl CNI [
know edgellbasellcanlbelJallsepar at el aunchi ngOpadif or Cbui | di ng
nodel st oOf i NdOCNI sOdi rect | y. OOOneldi sti nct Dadvant agelof Oall
CNIl Oknow edgelbaseli st hat Ot heddat abaseldw | | Ccont i nuousl| yO
growJasOeachOnewdsite sOauditOresul tsOareldaddeddtodt held
dat abase. [JAOdet ai | ed0anal ysi sOof [t heOCNI Cknowl edgellbaselli s
beyond[it helscopellof [t hi sOt hesi s, Obut Owoul dOpr ovi delJadequat el
mat eri al [f or Caddi ti onal [0r esear chCasanot her [t hesi st opi ¢. [0

Onelof [t heOmai nOr easonsf or Odevel opi ngalICNI Cknow edgel]
baselli sOt helpauci t yOof Or eadi | yOavai | abl e, ODdocunent eddcases[]
of Of raudOwi t hi nODFAS. O0OTher eUar el i kel yOalsi zeabl ednunber O
of 0 cases avai | abl e at i nvestigati veld agenci es, Owhi chOforO
variousl reasonsl] havel notU madel itO intol I RO Seaside s[d
dat abase. OOEvendt houghOCN sOprovi delJaddi ti onal Dknow edge, U
i f Ot heOmai nOgoal Ui sOt oOf i ndUf r aud, Ot hent heObest Osour celof O
know edgel shoul dOJ still O bel al conprehensivel fraudl datal
war ehouse. OOTheOcur r ent Of raudOdat allhasessent i al | yOr emai ned
unchangedOfor Ot hreeldyears. OOThi sOi ssuelhaslbeenlt ouchedl
uponinOSectiondlll.C ObutisOanot her Oareallfordresearchl]
t hat Ocoul dOpr ovi delanCexcel | ent [t hesi sCopportunity. O
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O
3.0 ConstructinglEnsenbl esof ronmidCurrent [Li brary. O

| RO Seasi delJ hasd assenbl edJalll arged i braryO of O nodel s
overOthellastOfewdyears. OO WUODbelieveltherelarel enoughl
nodel st oObegi nOconbi ni ngdt henwi t hout Dhavi ngt olCr epeat [t he
nodel O bui | di ngO processO for eachl audit. O O Not O onl yOO canld
ensenbl esO bed builtOusingdthelcurrentdlibrary, O butOal so
recordlsel ecti onOcanlbeli nprovedObyUusi ngUal t er nati vest o
thedmaj ority-voti ngldschene. OOAsOshowni n(Secti onOV. C, Ot held
best Omaj ori ty-vot ellensenbl elJCNI Ocl assi fi cati onlr at elf or [0t hell
fourdsitesdwasl 70. 7% 0O 0O Thell ensenbl el per f or mancell may [l bel
i nprovedOdbyOtreati ngdt hellnodel Ovot esdasalcl assificationl
pr obl em OOUsi ngOt heOsaneOdat aldandOnodel s, Oalneur al Onet Owas [
abl et oOachi evedanOi ncr easeli n(correct Ocl assi fi cati onOr at ed
of 0 22%1 over O t hed majority-voteld scherme. O O Thi sO i ncreasedd
per formancell denonstrates that 0t hed concept O i sO val i d and
alternativesltol majorityl votingd shoul dI bel expl ored] and
i mpl enent ed. [

4.0 Model ODevel opnent [Usi ngOCNI [IKnowl edgel[Base. [

Di fferencesllexi st [lbet weenlJt helf rauddandJCNI OOknow edgel
baseslsuchlasOpopul at i onCpr eval ences, Ot heOuselof Osi t e(Jdat all
fordtraini ngdnodel s, 0andl dat allset O si zes. 00 However, [0t held
maj oritydof Ot heldconcept sdsuchOasnodel Obuil di ng/testing, O
nodel O eval uati ond andl ensenbl el bui | dingO wi || O remai nO t hel
sane. OOTheldat a- m ni ngldt eanidshoul dO0belabl ellt odassi m | at e[
t heJCNI Oknow edgellbaselli nt olJt helddat a- m ni nglpr ocesslr at her [
qui ckly. O OIfOfurtherdanal ysi sfi sl conduct edd onJt hell CNI O
know edgel base, 0 newl i nsi ght sCO may[d conmel forthO t hat 0 show]
previ ousl yOO undi scoveredl] rel ati onshi psd within(J theld data. [0
Thi sOi sOanOarealri peddforOfurtherOresear ch, Owhet her DasOall
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t hesi sOor DasOdat aldm ni ngOby Ot hel ROSeasi dedt eam O0OWhat ever [
t heOneans, Ot het eanilnow] hasOanot her Ot ool OJavai | abl eddwhenO
sear chi ngf or [f raudOw t hi nCDFASCpaynent s. [

C. O CLOSI NGIREMARKS. [

| ROSeasi deli sOusi ngldnmoder nt echnol ogydJt oOJi npr ovelt hel
auditd process. 0O 1t0O nmustd continuel tod explored newd
t echnol ogi esJandd et hodol ogi esi nOitsOeffort Otodsavedt hel
taxpayers’ 0 nmoneyd fronil fraudulentd activityld andld
m sappropriation. d O Thel i deasl presentedl i nO thi sO t hesi sl
devel opedfronildai | yOi nteracti onsOw t h(Onodel ers, Oaudi t or sl
anddsupervi sors. O0OThi sOt hesi sti sOhopef ul | yOt heOf i rst Ost epl
indall astingOrel ati onshi pldbet weenldt heldNaval [OPost gr aduat el
School O andd DFASO | RO Seasi de, 0 becausel thereld areld manyQ
i nt er esti nglconcept st hat OhaveObeent ouchedOuponCher e. OOTheO
opportuni t yf or Ot hesi sOst udent st oObr i ngi nOf r eshli deasOandO
capabilitiesOw | | Donl yOJaddOt o0t heOval uelof Ot heddat a- m ni ngd
ef forts, Owhi | edpr ovi di nglexci ti nglr esear chCopportuni tieslt ol
t helOst udent sCandlt he[Oldat a- m ni nglk eantal i ke. [
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APPENDI XUA. US- PLUSLICODELFORUCHAPTERLI VUANALYSI SU

Thi sCappendi xOdi spl ayst helS- Pl usCcodelused(f or [t heanal ysesU

per f or meddi nOChapt er 04. OO t [0 sCpr ovi dedf or [ helr eader [t o[0seellt held
det ai | sCof Ceachlanal ysi s. O0TheJS- Pl usOconmands Uar eChi ghl i ght ed[ nO
bol df ace. [

O

10-0OSupervi sedver susr andomilsel ecti on Secti ond V. B). [

O

Thi sCOsect i onOshows [t hedS- Pl usUanal ysi sCof Ot heOMVant el - Haenzel [t est O
t ot est (0t helChypot hesi st hat Osuper vi sedChodel i ngd sOmorelCef f ecti veld
at 0 denti fyi ngCNI st han[r andomnilsel ecti on. OJThelChypot hesi sl s
shownlonpage[129. [

0

Weld nitial |l yOneed olbui | dit heOar r ayUof Or esul t sOf r onit hef our O

si teslusi nglt heddat aldshown[ n(Tabl e(1. O

O

>[SvR array(0,c(2,2,4))0

>[OSvR[, , 1] _¢(169, 63, 52,40) 0

>[SvR[,, 2] _c(69,7,118,23) 0

>[OSvR[, , 3] _c(16, 13,42,37)0

>OSVR[ , , 4] _c(53, 16, 44, 34) O

>[SvRO

O

, O 010

0000, 1] O, 2] 0O

[1,] 016900520

[2,] 00063000400

O

, 0, 20

00000, 11 40, 2] 0d

[1,] 00069001180

[ 2,] 00007000230

0

, O, 030

0000, 1] O, 2] 0O

[1,] 0001600420

[2,] 00013001370

U

, O A0

00000, 11 40, 2] 0d

[1,] 00053000440

[2,] 00116000340

O

TheOnext Ost ep st o[bui | dt heOrowd(ri ), Ocol um(ci), Ositelrecordd
nunber O( Ni ) ODandOposi ti vel yO denti fi edCNI [ xi ) Ovar i abl esCf or O

cal cul ati nglt est Ostati sti cCasOshown nOTabl e1200

.0

>Cri_c(169+52, 69+118, 16+42, 53+44) [
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>0ri 0

[ 1] (2211870580970

O

>[ci _c(169+63, 69+7, 16+13, 53+16)

>[ci O

[ 1] 2320076012969

O

>Xi SvR[1,1,]0

>[xi O

[1] D169006900M 61530

0

>N _c(sum(SvR[,,1]),sum SvR[,,2]), sum SvVR[,,3]),sum SvR[,, 4]))0O
>N O

[ 1] 0324[1217010811470

U

Thelnext st epld sCt oldcal cul at el helt est [stati sticlZ. O

O

>[Z. numer _sun(xi)-sum(ri*ci/N)0O

>[Z. numer

[ 1] (22. 160

O

>[Z. denom sqrt(sun(ri*ci*(Ni-ri)*(N-ci)/(N~"3)))0O

>[1Z. denont]

[ 1] O5. 800

ad

>[Z. stat _Z. nunmer/ Z. denont]

>[Z. stat

[1] 3. 820

O

ThelXf i nal Ost ep st odet er m nelt hep- val uelbyOconpari ngZ. st at [0t o
alst andar d0Onor nal Odi st ri buti on. 00

0

>[1- pnorm( T5) O

[ 1] 00. 0000670

U

Thelr esul t 0 sOalr esoundi nglr ej ecti onUof [t helnul | Ohypot hesi sOw t h(J
t heOp- val ue=[0. 000067. O

O

20 Ovbdel O nprovenent [t est [ Sectiond V. C) . O

O

Thi sCOsecti onlt est st helhypot hesi st hat [t helhodel Oscor esCar elnot O
i ncreasi ngOf ronmilsi t el o0si t eover [t i me. OOTheChypot hesi s sOshown
onlpagel(133. [

0

St art ChyCbui | di nglt helOdat aChat ri xOshownD nOTabl ed3. O

0

>[SD5. scor es_c(552. 93, 552. 93, 533, 529. 98, 528. 85) O

>[SAI 5. scores_c(536. 53, 535. 38, 545. 05, 565. 98, 534. 22) O

>[SAC5. scores_c(539. 84, 530. 09, 550. 19, 558. 47, 568. 78) O

>[JOA7. scores_c(553. 07, 530. 63, 589. 67, 558. 46, 584. 96, 547. 19, 545. 70) O

N 740



>[vbd. nanmes_c(rep("SD"',5),rep("SAl",5),rep("SAC',5), rep("QA", 7)) O
>[vbd. scores_c( SD5. scor es, USAI 5. scor es, OSAC5. scor es, [OA7. scores) [
>[Mod. i np_dat a. fr ane( Mod. nanes, (Mod. scores) [

O

>[Mod. i mp0O

00OMod. nanmesOvbd. scor esdd
1 0O0OOOOOsDOOOs52. 930
2 OOOOOOsDOOOs52. 930

B INONOOOOSDOOOB33. 000
04 INODOOO0sDO00d629. 980
05 INOOOOOsDOO0628. 850
U6 DDOOOOOSAI OOOB36. 530
7 DOOOO0SAI OO0O0535. 380
UOOOOOC0SAI OOO545. 050
[0 DOOOO0OSAI OOOO565. 980

100000000SAI 06534, 220
11 100000SACHOO539. 840
12 100000SACUOO530. 090
13 0HOOOOSACHOB50. 190
14 000000SACHOC58. 470
150000000SACHO668. 780
16 MD00000CALOOOC53. 070
17 100000000CALOOOO530. 630
18 IMIO0O0CALOO89. 670
19 00000000CAOOOB58. 460
200000000CALOOO 584 . 960
21 10000000CALOOO b4 7. 190
22 1N000000CALOOO 54 5. 700
g

Bui | dOanOANOVACandOcheck D f O t Oreet sCassunpt i onsO
>[Vbd. i np. aov_aov( Mod. scor es~Mod. nanes, dat a=Mod. i np) O
>[Mod. i np. aovO

Call: O

O0Caov( f or mul all=00Mbd. scor es[(~[\Wbd. nanes, [dat al=(OMod. i np) O
U

Terns: O

ODOOOOOOOOO00000Ovbd. nanes OResi dual s OO

OSuntlof OSquar es11237. 267035007. 7800

Deg. Cof OFr eedon]I00000003 00000000180

ad

Resi dual (st andardCerror: 016. 6796300

Esti mat edCef f ect sOmaybelunbal ancedO

0

>[summar y(Mod. i np. aov) O

OOO0O00O000Df OSunitof OSqO0Mean OSqOOFVal ue O0O0O0Pr (F) OO
Mod. nanmes03001237. 2670412, 4223[1. 482414[10. 25293180
Resi dual s(01805007. 780[278. 2100 000000000O00CO00000

O

>pl ot (Mod. i np. aov) O
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ANOVALImodel Cpl ot s not Oshown) Oshow(t hat DANOVAOassunpt i onsar e[nhot U
met . OOTheOnext Ost epli st olbui | dlt heOr ankOmat ri x[t olCleval uat et he[d
dat alwi t h(alKr uskal - Wl | i s[t est. [

O

>t abl e(rank( Mod. scor es), Ovbd. nanes) O
OOO0O0CADSACHSAI Osbn

(001 00 Lm0 4o 4. O

(2 00 Lro 4o 4. O

003 OO0 o1 bono oo O

U004 01 OO0 bOoo oo O

005 00 Lo0o Lo . O

U006 00 Lm0 o1 o O

OO0y OO0 OOOo OO oo O

0OE8 OO0 OO0 OO 0o O

OOme OO0 O™ Ooo oo O

10000000000 oo 0

011 0M 00000000 dood

M2 0M0 00000000 dood

030000001 00000000

14. 5000000000000 0O

0016001 000000000000

01 7 001 0000 0Ooo o O

(1.8 000 M1 LOno Lo O

(11,9 000 L0001 o O

o000 00™1 00000000

(12100 000000000000

02207 00000000 oo d

O

O

Per f or mJaKr uskal - Wal | i sCt est 0O n0S- Pl us. O
>[kruskal .t est (Mod. scor es, Mod. nanes) [

0

O Kruskal - Wal | i sCr ankOsuntk est O

0

dat a: OOMbd. scor esand[Mbd. nanmes [

Kruskal -Wal |'i sCchi - square=04. 12, Odf =03, Op- val ue=0. 2500
al ternati velChypot hesi s: [t wo. si dedO

O

Tollveri fylt heKruskal - Wal | i s(t est, Ocal cul at el hedTOst ati sti cO
shownl nChapter O V. O

O

>[r ank( Mbd. scor es[ Mod. nanes=="SD"] ) O

[ 1] 4. 5[14. 503. 0[2. 0[11. 0OJ

U

>[r ank( Mobd. scor es) [ Mod. nanes=="SD"] [J
[ 1] O14. 50014. 5005. 0002. 000™. 0O
O

>[r ank( Mbd. scores) [ Mod. names=="SAl "] O
[ 1] OO8O7 11090060
O
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O

>[r ank( Mbd. scor es) [ Mod. names=="SAC"] O

[ 1] OO0OBM 38100

O

>[r ank( Mobd. scor es) [ Mod. nanes=="Q0A"] [

[1] D160 M22M7121M2M10

O

>R _¢(0,0,0,0)0

>0Ri [ 1] _sun(rank( Mod. scores) [ Mod. nanes=="SD"])
>0Ri [ 2] _sun(rank(Md. scores) [ Mod. nanes=="SAl "]
>0Ri [ 3] _sun(rank(Md. scores) [ Mod. nanes=="SAC"]
>0Ri [ 4] _sun(rank( Mod. scores) [ Mod. nanes=="QA"])
>[hi _c(5,5,5,7)0

>[N _220

SOT. i np_12*sum( (Ri ~2) / ni ) / (N (N+1)) - 3*(N+1) O
>OT. i mpO

[1] 4. 120

O

ThelX i nal Ost epl st odcheck D helt est Ost ati sti cOagai nst Callchi -
squar edddi stri butionOw t h(k hr eelddegr eesUof [f r eedom [
>[1-pchisq(T.inp, 33)0

[ 1] 00. 250

0

Thelr esul t O sOalp- val uelof [0. 25, whi chOshows [t hat [t he(Odat aldoes[]
not Cpr ovi delsuf fi ci ent Cevi dencel olr ej ect [t helnhul | Thypot hesi s. [

0
=
) O
0
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APPENDI XUB. LCLEMENTI NELI MPLEMENTATI ONLIOFLIMODEL [
DEVELOPMENTLISCORELIFUNCTI ONU

Thi sOappendi xOshows Ot heli npl enent at i onUof Ot helscor i ngd
functionOw thinOC enentine. 00 Screenshot st hat Oshowd nodesU
wi thi nO thed scoringd functiond willO bell presentedd andO
expl ai ned. O O Thi sO provi des DFASO | ROwi t h(O t hed i nf or mati ond
necessar yt olmakeli nf or medCchanges(t o0t helscor i ngOst r eantli f [
t heyldeentl t Checessaryli n(t hef uture. O

Fi gured70i sOt helent i redscori ngdf uncti onlstream OOThel
streantdstartsOw t hOalOfilterOnodelt hat OrenovesUOal | Ofi el dsO
except Ofor 0" FRAUD TYPE”, 00" CASE_NAVE’ [0 and“ $N- FRAUD_TYPE” . (I
EachO nodedw | | Obelddescri bedd andldscreenshot st of Ospeci ficl
nodesw | | Ohel pOexpl ai nOJt heli nt er nal Ocode. O0OTheOdat alused[
for Ot hi sOscreenshot Oi sCOf or Oi | | ustrati veOpur posesOandlconmes(]
f ronit helact ual Ovot i ngOdat aldf r onidalr ecent Ut r ai ni ngldat aset . [
O

@
I T‘aﬁfu
0-6-0 *_ 0%

Filter tyee Vate 7 af l?.::es// werge  Goore [eterwination
@—%

galewt Hosbes Cases Foured

0
Figurel7. 0 d enentinelScor elDevel opnent [IScr eenshot U

Thelf i rst Ot ypelOnodeOensur est heJt hr eedf i el dsOar elal | O
t ypedOasOset sCOf or Oproper Ocal cul ati ons. OOThelderi veldnode, O
“Vote” 0 changesO thed “$N-FRAUD TYPE'O toO al 0/10 flag. OO
Dependi ngOon0t heOnodel Ot ypelused, [t hi sOnodewi | | Or enanedt hed
predi cteddfrauddtypeldintodthed“Vote” Ofl agllt odenabl et hel
downst r eant] nodesO t oJ proper |y wor k. [0 O For O DFASO pur poses,
separ at ellscori nglstreansw | | Obelneededlf or Duseldw t hJeach[
t ypeUof Onodel Ot hat Owi | | ObeOusedO(i . e. OC5. OOor ONN) . OOAf t er O
t he Vot e” Onode, [t heOdat alli sOspl i t Oi nt ot wolsubUOst r eans Uf or O
det er m nat i onlof [t he(paynent andcasellvari abl es. O]

TheO “ Paynment 01 nf 0” 0 Super nodelJ i sOOshowni nOFi gured 8. O
Thi sOnodedcont ai nst helst r eantlt hat [br eaksOdownOt heOpaynent [
informati ondintodthelcontingencyOtabl eddataldof OTabl ed5. 00
TheO*" Act Fr aud” Onodellcreat esOJall0/ 10f | agOt hat Ui denti fi esdal
recorddasUOact ual Of raudOor Ononf raud. OOTheOnext Of our Oder i vel
nodesOt al | ydOt heOnunber Oof Orecor dsOt hat Owoul dOf al | Owi t hi n[d
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eachOcel | Oi nOTabl ed5. OOTheOsor t Onodet henOsor t sCt heOr ecor dsO
fronmilhi ghest 0“a” Oval ueJtoldJl owest, Owhi chOneansOt hedfirstO
recordhasOt heOsumidf or DeachOof Ot heOf our Ocel | Oval ues®“a”, O
“b”, *c”, Dand* d”. OOTheOf i | t er Onodelr enovesOal | Ounnecessar yld
fields, OandOt hed" Extract ODat a” OnodeldkeepsOonl yOt helfirst
record, Owhi chOcont ai nsOt hedTabl ed50cel | Oval ues. OOTheOl ast O
typell nodell changesl all O thel fieldsO tol integersd for[
cal cul ati onUpur poses. [0

D 2998000

filter Extract Daka

& o

AotFrausd bupe

W
Figure8. 000  “Paynent O nf o” OSuper nodel]

Thelot her Obr anchf ol | owi ngt hed* Vot e” OnodeUi nUFi gur ed70
goes[Jt o0t helcaselsubOst ream OOTheOf i r st Onodeldi sOalsel ect O
nodellt hat [keepsUonl y[Ot hef r audOdat alJandOst ri psUof f Cal | Onon-
fraudOdat a. OOFrontdt hi sOnode, Ot woOsubOst reansOar e(df or ned, 0
onel[Jt olldet er m nellt he[lt ot al Onunber Uof [casesand Ut heOot her [t oJ
det er m nellt heOnunber Dof Ocasesl denti fi edCasf raud. O

Fi gur edd90shows Ot hed“ Nunber Oof OCases” OSuper node. OOThe
firstOnodeli n(t hi sObr anchli sCOanlaggr egat ellnodellt hat Ccount s
each" CASE_NAME” i nt hedat aset. OO Thi sti sdOf ol | owedObyJall
deri velnode, [I* NunCases, " Owhi chOt al | i est heOnunber Oof Ocases.
TheOsort Onodelt henOsort sObyOnunber Dof OcasesOf roniJhi ghest O
nunber Ot o0l owest . OOThi sOsort Opl acest helcaselt ot al Ui nt hel
firstOrecorddl ocation, Ot odsubsequent | y(Obelstri ppeddof f ObyO
the"1” Osanpl ednode. 00O TheOfinal Ofilter OnodeldrenovesOal | O
fiel dslCexcept [f or [ NunCases. ” [

&—0-0-0—-9

azgregata e Copy of sort 1 Filter

O
Figurel®. 0O “NunCases” [Super nodel]
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Thelot her OSuper nodelli n[t helOcaseOsubOst r eantli sCOshowni n
Fi gur e[J10. OOThi sOSuper nodeli sOsi mi | ar Ot o* NuntCases” Oexcept [
t hat Dallsel ect Onodelat Ot helbegi nni ngof Ot heldst reanilkeeps(]
onl yO theld recordsl that [0 recei vedd all “Vote” O of O 1. 00 O TheO
remai nder Jof Ot heOst r eanilwor ksOt heOsameOwayOas 1" NunCases. ” [1J
TheOresultOisOthatOifOanyd paynentsdwi t hi n(Jald caseld wer e[
classifiedd asO potential 0 fraud, ] thend that casel isU
identified. OOTheOout put Of ronidt hi sOSuper nodeli sOt helfi el dO
“NuntasesFound. " [

© —89-9-90-9

acgregets P Filter

f
o /

0
Fi gure0. OOJ “NuntCasesFound” OSuper nodel]

Fol  owi ngO t hed t hr eel] Supernodes, Jal |l Otheldfiel dsOarel
nmer gedlt oget her Of or Ot hedscoreldet erm nati on. O00OThelfi el dsl
that Onowldremai nCared*a”, 0“b”, 0%c”, 0“d”, O0“NuntCases” 0 andl
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Figurell. OO0 “ScorelDet erm nati on” OSuper nodel]

Thel first threel nodes i nO Fi gurel 110 cal cul atel t hel
paynment 0 Fal seld Al ar nid ( FAp) , O paynment O Sensi tivityd(Sp), OandO
t helcaselSensi tivity[( Sc). OOThedf i rst Ot wollcal cul ati onsCconel
strai ght Ofrond Equati onsd60andl 70 on0 pagel 38. [0 0 Theld casell
sensitivitydisOfoundO by di vi di nglt hed “ NunCasesFound” O by [
“NuntCases. ” O0OThelf i | t er OnodelJt henOr enovesOunneededUf i el ds. ]
Thelnext Of our Onodesar eusedt olassi gnJt heOwei ght sCOusedi n
t helscor eldf uncti on. OOI f ODFASOdesi r est oldchangelwei ght sUi nJ
t heOf ut urellt heni t Owi | | ObeOalsi npl eOnat t er Ot o[Jj ust Or eassi gnld
t heOwei ght sCwi t hi n[0t heOder i veldnodes. OOTheIf i nal Oder i veOnodel
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i sOt heOact ual Oscor elcal cul ati ondf or Ot heOdat aldr undasOshown
i n00 Equation 180 onO pagel 47.0 O Figured 1200 showsO thel
i npl ement at i onOof [t heCequat i onld nlt hellder i velnode. [0

0
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O
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Thelf i nal Onodedi nOt hed" Scor e[1Det er m nat i on” OSuper node
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determ nation.d O ThelO fourO cel |l O val ues of O Tabl el 50 ar el
di spl ayed, Oaslar e(dt heOperti nent Osensi ti vi tydrat esOdandOf al seld
alarni] rates. 0 O Addi tional | yO t hed wei ght s andd scorel arel]
di spl ayed. OOThelr esul ti ngOout put Ui sOshownUi nOFi gured13. OO t O
isOthenOalsinpledmatterOtoldhighlightOthedinformati ondin
t hi st abl edandOcopydi t Ot odanExcel Ospreadsheet Of or Onodel O
conpari sons. [J

D
= . table {1 records)
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APPENDI XLUC. LICNI IKNON.EDGELBASELIFI ELDS[I

Thi sOappendi xOconsi st sCOof Oallt abl edof Ovari abl eldfi el dsO
avai | abl edacrosst helf our Osi tesOof OOA, OSD, OSACHOandSAI . O
Thell ocat i onslof Deachf i el dlar edshownlnext [0t o0t heOnameOw t h{J
ald (1) O neaningdthatOfielddwasOrepresentedd at Ot hedsite. O
Addi tional I y, Owhet her Oor Onot Ot hat [f i el dCOwasCr et ai nedUi n(t hel
CNI OOknowl edgellbaseli sOal solr epr esent eddbyOall( 0) Oor O( 1) Ui n
theOstatusOcolum. OOFi nal Iy, DanyOcoment sOr egar di nglleachl
fieldd ared recordedl told show] thell pertinent informationl
regardi nglt hat (fi el d. O

O

Field Name Comments

ADDRESS13
AGGREG_ADR
AGGREG_PAYEE
ALL_OTHER
ALLX

AVG 5K
AUDIT SITE
AWARD DT
BNR_AMT
BCO_ID

BRAC
C_INV_NUM
CAGE_CD
CASE

Generated to track which site a record came from.

Populated with N/As and only at OA.
Only populated at SAI. Updated OA.

Update OA, but OA all blank.

Changed to CASE_NAME starting at SA, changed SD & OA field
name to match.

Updated OA and SD to match.

Renamed to CDF_ RMT NAME to match later sites.

o|=|=|=|—=|o|=|=|~=|—=]|—~|[—=]—=|—~] Status

CASE_NAME
CDF_REMIT_TO
CDF_RMT CITY
CDF_RMT LI
CDF_RMT L2
CDF_RMT L3
CDF_RMT L4
CDF_RMT NAME
CDF_RMT ST
CDF_RMT ZIP
CHK_AMT

OA field CDF_REMIT TO changed to match.

—_—l=— = O === ===
el el el Bl e Bl el e el K=
el Bl el Bl e el el e el K=
el Bl el B e Bl el e el K= =)

_—= = === ===~
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Field Name

OA
SAC

SAI
SD
Status

Comments

CHK_AWARD DT

CHK_CAN DT

OA field DTCKCAN changed to match

CHK DT

CHK_INV_DT

CHK_INV_RECV DT

CHK_NUM

CHK_STAT

CHK_XREF

CNI_Code

CNT_CDF

CON_AMT

Updated OA.

CON_STAT

Updated OA.

CON_TYP

Updated OA.

Control Number

DBOF

DEL_ORD

DFAR

Changed 1 to 0 and 0 to 1, then renamed NOT DFAR.

DISC_AMT

DISCOUNT

DOV_AMT

DOVAMT 1K

DOVAMT 2K

DSSN

DTCKCAN

Changed name to CHK_CAN_DT to match other sites.

DUNS

Changed name to DUNS NUM to match other sites.

DUNS NUM

OA field DUNS changed to match.

DUPAY109

DUPAY111

Generated new fields in OA and SD and populated with
Zeros.

DUPPAY102

DUPPAY110

EFT_ACCT

EFT_ADR

EFT PAYEE

EFT_RTN

EFT _TRAN

Populated with N/As and only at OA, deleted.

EFT TRANS

Populated with all zeros and only at OA, deleted.

ENHANCE PAYEE

FCUR_TYP

Populated with all zeros and only at OA, deleted.

FEW_PYMT

FILE_SEQ

— === === =] =] ===~ |~]|—=]|—=]|—]|—=|—=|—=]=]~=]|~=]|~]o|co|co|~|~|—=|~=]|~=|~|~]|~]|c]|~

—=lo|l=|lolo|~|~=]|—|—=|—=[—=|—=]~=|~|c|o|—=]|—|—|—=|—=|—=|o|~=|~=|~=]|=]|—=]|—~]|—=|[—=|[—=]=]=]|~=]|—=]—=]=]—~

—=lo|l=|lolo|~|~=]|—]|—|—=[—=|=]~=|~=|c|o|—=]|—|—|—=|—=|—=|o|~=|~=|~=]|=]|—=]|—~]|—=|[=|[—=]|=]=]|—=]|—=]—=]=]~

—|=lol~lolo|~|~|~|~|~|~|c|lo|~|c|o|~|~|~|~|~|~|co|~|~|~]|~|~|~|~|~]|~|~]|~|~|~]|~]|~]|~

—|=lol~lolo|~|~|~|~|~|~|~|~|~|c|o|~|~|~|~|~|~|co|~|~|~]|~|~|~|~|~]|~|~]|~|~|~]|~]|~]|~
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Field Name

OA

SAC

SAI
SD
Status

Comments

FOB

Updated OA.

FRAUD TYP

FRAUD TYPE

All these records are Nonfraud records, fields of no value,
deleted.

FRT _AMT

FRT STAT

INDEBT

Populated with all N/As and only at OA, deleted.

GS_IND

Updated OA.

INT_PD_AMT

OA field IP. AMT changed to match.

INTEREST

INV_AMT

INV_AWARD DT

INV_CNT

INV_DT

INV_ENTR DT

Updated OA.

INV_NUM

INV_PAYEE

INV_RCVD

INV_RECV_AWARD DT

INV_RECV_INV DT

INV_SEQ

INV_SUPP

Populated with blanks and only at OA, deleted.

IP_AMT

Changed name to INT PD_AMT to match other sites.

JON

Populated with blanks and only at OA, deleted.

LINEITEM

LOCKBOX

LOST_AMT

LOST CD

M_PYMT

MAN_IND

MDSE_ACC_DT

Updated OA.

MDSE_DEL DT

Updated OA.

MILPAY

MISC_CHG

Populated with all N/As and only at OA, deleted.

MISC OBLIG

MULTI_ADDR_K

MULTI _ADR

MULTI_EFT K

MULTI PAYEE

MULTI_PAYEE_K

MULTI PAYTIN

Ol == =] = = =] === = = O | O = =] = =] =] === = = = = = = | = [ O = = = = = | O O = =] == =]

— = === === === =] =] =] =] =] === |o|lo|lo|~|~]|~<|<|=]|~<|~<]|~<|~<=|~=|~<=|~<=|<|~]|Oo|~=]|~|~|O]|~

— | = = = = = | = [ = [ = | O = = = = = | = = = | = [ OO O = == === =] == === = = | O = = =] =

— = === === === =] =] =] =] =] === |o|lo|lo|~|~]|~<|<|<=]|~<|~<]|~<|~|~|~<=|~<=|~|~|Oo|~|~|~|O]|~

— == == =] =] === === === === =|~=|=|=] =] === =] === ===~ ~

MULTI_TINS

MULTI_TINS K

NET_VND Updated OA.
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Field Name

OA

SAC

SAI
SD

Comments

NEW_ID

ID numbers only for OA, no value

NOT_DFAR

OA Updated from DFAR

NUM_EE K

Transforms only available starting with SA

NUMADR K

NUMADREE

NUMEFT K

NUMEFTEE

DOV_NUM

seq_id

Removed each site prefix.

OA_IND

Populated with O, field of no value, deleted.

ORDER_CDF

ORDER_TO PAY

Only available at OA, no longer used, deleted.

OTHERX

OVER_BLD

Populated with all N/As and only at OA, deleted.

PAY CMRA ADR

Populated with all zeros and only at OA, deleted.

PAY ORDER

PAYEE

PAYEE 4 PYMT

PAYEEI13

PAYMENT

PIIN

PMT_CAT

PMT FREQ HI

PMT FREQ LO

PMT METH

PMT METH_C

PMT METH D

PMT METH E

PMT METH I

PMT METH NULL

PMT METH P

PMT_METH_R

PMT METH_X

Info contained within PMT_METH, extra flags not
required, deleted.

PMT NUM

PMT PROV

PMT PROV_A

PMT _PROV_F

PMT PROV_H

PMT PROV_NULL

[N JUNI UG |UNINY U (VRN (JUIIN) (JUNIN) NI NI RN UG JURING JUNING U UG NI ORI (ORI [UNI) (NI U U I U [UIIN) JUII) JUIN) U gy guiy quig ¥l =1 E=1 k=1 k=1 k=] =

o|lo|olol~|~|lolo|lolo|o|o|o|lol~|~|~|~|~|—=]|~]|~|~=|~=|co|lo|~|o|~|c|o|o|~|~|~|~=|~]|~|o

(=) Nl Nl Feoll BTl B Nl Heoll Heoll Feo)l Reoll Neo )l Neoll Rasl I IEE IS IE I BEN IS P P P Reell Reoll PR Neoll Y Neoll Reell el BT P IEN P BEN IR e

(=) Rl o)l Kl Bl Bl k=] k=] k=] F=) N} Rl Neol Keol Bl Bl Bl el Bl Mol lell Bl Ml il Reell Reoll Il Rl Bl Reoll Heo)l Heo)l Feo)l Heo)l Reoll Neo}l e} Bl Nen)

olo|lolol~~|lolololololo|lo|lo|l~|~|~|~|~]|~]|~=]|~=]|~=]|—=]|co|o|~|o|~|Oo|~|~|~|~|~]|~=|~=]|—~=]co Status

Info contained within PMT PROV, extra flags not
required, deleted.
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Field Name

OA
S

AC

SAI
SD

Comments

PMT PROV_P

PMT PROV R

Info contained within PMT PROV, extra flags not required,
deleted.O]

PMT TYPE

PMT_TYPE C

PMT TYPE F

PMT TYPE NULL

PMT TYPE P

Info contained within PMT _TYPE, extra flags not required,
deleted.

POBOX

PPA XMPT

Updated OA, but it is all blanks.

Pull_Voucher

All records are Pull_Voucher, deleted.

REMIT S

Populated with all blanks and only at OA, deleted.

REMIT_TO

Changed name to RMT NAME to match other sites.

RMT_CD

Updated OA, but it is all blanks.

RMT_CITY

RMT L1

RMT L2

RMT L3

RMT L4

RMT NAME

OA Updated from REMIT_TO.

RMT ST

RMT_ZIP

RNDM_NUM

Random number for record selection, deleted.

SITE_ID

STE

SUB DT

SYS_DCN

SYS ID

SYS_UNQ

Missing at SD, appears to only be used at SAI, SD all blanks.

TAX_AMT

TESTI

TEST2

TEST3

TEST4

TEST5

TEST6

Only used at SA, populated with all zeros, deleted.

TIN

TINS

TRANS_NUM

UNUSUAL

VE1_CD

Updated OA.

VE2_CD

Updated OA.

VE3_CD

Updated OA.

VE4 CD

Updated OA.

VE5_CD

Ool|lo|lo|o|Io| |~~~ lm]l—lm|l—=]—=]l—=]|=R]—=|O]|—=|—=]=—=]=| O —=]—=|O|=]|—=]|—=]—==] =] =]

— === === === =] =] =] =] == === === =] =] =] =] =] =] =] ===~~~ |lo|~|co|o

— === == === =] =] =] =] =] == === == =] =] =] =] =] =] =] =] ===~~~ |lo|~|co|o

—— = === === |||~ Ol —==]—==]—==]==]= =] ===~ OO~

Updated OA.
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Field Name ., |Comments
QO | = =

3|2|3|2|3
VE PMT 110]0]|0]|O0 [Sameas VE4 CD, deleted.
VND ADRI Of1]1[1]1 |Updated OA.
VND ADR2 Of1]1[1]1 |Updated OA.
VND_ ADR3 O|1]1[1][1 |Updated OA.
VND_CITY O|1]1[1[1 |Updated OA.
VND CRED 110/[0]0]| 0 |Populated with all N/As and only at OA, deleted.
VND ID Of1]1[1]1 |Updated OA.
VND NAME Of1]1[1]1 |Updated OA.
VND ST O|1]1[1[1 |UpdatedOA.
VND TYP O|1]1[1[1 [Updated OA.
VND_ZIP O|1]1[1][1 |Updated OA.
VOU ST B 110]|0/|0] O |Info contained within VOU_STAT, extra flags not required,
VOU ST D 1{0[0[0][o0 [deleted.
VOU_ST_Q 1{0]0]0O]|O
VOU_ST S 1{0]0]|0O]|O
VOU ST V 1{0]0]|0]|O
VOU_STAT 1{1]1]1]1
VPR_AMT 110]|0/|0] O |Populated with all N/As and only at OA, deleted.
Y1 CUR L1111
Y1 PRIOR L1111
Y2 CUR_1ST 1f1]1]1]1
Y2 CUR 2ND L{1]1]1]1
Y2 PRIOR Lf1]1]1]1
Y3 PLUS L1111
d 1[1(1]1]1 |Duplicate flag.
r 1[1|1]1]1 |Random flag.
s 1|1 1]1[1]1 |Supervised flag.
u 1|{1|1f1]1 |Unsupervised flag.

U
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APPENDI XUD. UFOURLSI TES' LIMODEL LINAMVESLUANDLICNI [
CLASSI FI CATI ONLRATESL

GAVS#O | Model O | Model ONaneO Mbdel OC assi fi cati on[Rat e]
10 SDIO kh_sup_9 nn_1 el00O 50. 8%
20 SD170 bul l et _sup_8 c5_2 pe0O 49. 9%
30 SD190] kh_sup_3_nn_1_sd10 58. 4%]
40 Sb200 cd sup_1 c5 2 sdlO 46. 2%
50 Sb210 jg_sup_4_nn_2_sdl0O 59. 7%]
60 sb220 tc_sup_2 nn_2 sdl0O 51. 2%]
70 SD230 tc_sup_8 c5_2 sdlO 51. 5%]1
80 SAl 10 tc_sup_9 nn_3_oal_sali apsO 56. 0%]
90 SAl 200 kh_sup_5 c¢5_5_oal_sali apsOd 48. 3%
100 SAl 30 kh_sup_2_c5_oal_sali apsO 50. 6%]
110 SAl 400 kh_sup_11 nn_1 el0_sali apsQO 52. 9%]
120 SAI 500 cd_sup_11 c¢5_2 oal_sali apsO 52. 4%]
130 SAI 600 kh_sup_10_c5 2 oal_sali apsQO 54, 5%
140 SAl 700 cd_4 nn_1 saliapsO 57. 7%]
150 SAl 800 rtf_1 c5 5 saliapsO 54. 7%]
160 SAl 90 rtf_3_xx_3_saliapsO 56. 3%]
170 SAI 100 | rtf_6_xx_1 saliapsO 45, 19%]
180 SAl 110 | dr_4_dyna_1_saZ2i apsO 52. 6%]
190 SAC1O tc_sup_9 nn_3 oal_salcapsO 55. 1%]
200 SAC200 kh_sup_5 ¢5 5 oal_salcapsO 51. 9%]
210 SAC3[ kh_sup_2_c5 oal_salcapsO 55. 2%1
220 SACAO kh_sup_11_nn_1 el0_salcapsO 52. 9%]
230 SAC50 cd_sup_11 c¢5_2 oal_salcapsO 54. 2%]
240 SAC60 kh_sup_10 c5_2 oal_salcapsO 52. 8%]
250 SAC7[] rtf_3_xx_2_salcapsO 52. 2%]
260 SAC8[ rtf_1 c5 5 salcapsO 44, 9%
270 SACO[ cd_4 nn_1 salcapsO 51. 7%]1
280 SAC100 | cd_7_cd_2_salcapsO 52. 9% ]
290 SAC110 | cd_sup_1 nn_4 salcapsO 50. 49%]
300 OQAlO kh_sup_6_nn_5_oall 48. 8%
310 oA20 kh_sup_7_br_5_oallO 63. 1%]
320 0A30 kh_sup_10_c5_2 oalll 64. 5%
330 oA40 kh_sup_5 ¢5 5 oall 60. 0941
340 QA5 kh_sup_2_c5_5 oall 52. 8%]
350 QA6 tc_sup 9 nn_3_ oalll 57. 5%]
360 QA70 cd_sup_11 c¢5_2 oall 49. 0%
370 A8 kh_sup_11 nn_1 el00O 54. 4%]
380 QA9 kh_sup_9 nn_1 el0O 51. 5%]
390 OA1000 cd_sup_6_nn_2 el00 49. 9%
400 OA110O cd_sup_7 _c5_2 el0O 56. 8%
410 QA120] cd_sup_4_nn_4_el00 56. 0%]
420 QA130 cd_sup_1 c5_ 1 peOO 49. 6%
430 QA140] rtf_sup_2 nn_6_peOO 55. 1%]
440 QA150 kirby sup_3 c5_1 pe0OO 58. 49%]
450 QAl60 yoshi _sup_4_nn_1 pe0O 56. 1%]
460 OA1700 peach_sup_5 br_2 pe0O 54. 7%]1
470 OA180 kf _sup_6_nn_1 pe0O 49. 6%
4800 OA1901 bul l et _sup_6_c5 2 pe0O 44. 2%
490 0A200 bul l et _sup_8 c5 2 pe0O 50. 8%]
500 0oA2100 kf _sup_9 c5_4 pe0Od 51. 7%]
510 QA220 ki rby_sup_10 nn_6_pe0OO 50. 8%
520 QA230] cd_sup_11 c5_1 pe0O 53. 3%]
U] 890
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APPENDI XLE. LGAMSLICODELFORLIOPTI M ZEDLENSEMBLEL

Thecodelpr esent edCher el st heOGAMSCE or mul at i onCandsol uti onf or O

det er m ni nglt helopt i m zedOnodel Ost r eaniusi nghalaj ority-vote. OdTher e
ar e[sol uti onsf or Orodel [si zesCr angi ngf r onTB3[t o[R1Chodel sO nCanOd
ensenbl e. OOGAMSOrodel Chunber sCandCt hei r Or espect i veOnhanmesOandO

cl assificationrateslarelshown nOAppendi x[D. O

$TI TLEOFr aud[02. 01. 300

O

$I NLI NECOM{ [} O

OPTI ONSO

OO0O000000SOL PRI NT O=0000FF, O

OOOO00000DECT MALSC=0O0000M, O

OOOOOO000L T MCOL DOC=000000, O

OOCOOOOOCL T MROWIHC = OO0, O
OOO000000RESL MOOC=00750, Of maxseconds} O
000000000 TERLI MO3=500000, [ max[pi vot s} O
OOOO00000OPTCROCDOC=M. 10, ({rel ativel ntegral ityltol erance}
OOOOO000ORM POOOOC=OCepl ex, O

OOOO00000OM POOOOO=00os | O, O OSL, OCPLEX, (XA, O. . . [} O
O

OSETSOOr 0000000000 r ecor ds™ O

00000 Or 001*r 5630/ O

O

OOO0O0Onm0000000000 rodel s™ O

0000 OnD01* 05200 O

0

OO00000Ceni (r) 00000 audi t edOr ecor dsCf oundf r audul ent " O
00000 O

$I NCLUDEIcni . dat O

00000y O

000000 vot e(r, m) OO' f raudd ndi cati ons"
00000 O

$I NCLUDEvot e. dat O

0000w ; O

O

OPARAVETERCaudi t (r), Cagree(r,m 3 O

O

OLOOP(r, O

OdCaudi t (r) =000 O

0; 0

OLOOP(cni (r), O

Od0audi t (r) O=OLED, O

0,0

OLOOP((r, m, O

OCagr ee(r, m =000 O

0; 0

OLOOP(vote(r,m, O

OCagree(r, m O=0O10 O

0,0

OLOOP((r,m, O
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0001 F( Oagree(r, m=audit(r), O
OO0000Cagr ee(r, m) O=0O10 O
OOCOELSED

O0000Cagr ee( r, m) O=000;, O

oo ; O

0; 0

O

OSCALARCenssi zel], Omaj vot es; O

O

VARl ABLESO

OO0z DOO00O000000000000f r audul ent Or ecor dsf oundCbyOsel ect edCensenbl el O
O

(Bl NARY[VARI ABLES

OOOCLASSI FY(r) O

OOOSELECT(m) O

O

O

CEQUATI ONS[

0000BJ ECTIOOOOOOO0 0o bj ect i velf unct i onOd

OOOVAJORI TY( r) 000000 mej or i t y[vot elr equi red ol assi f yOany[r ecor d
OOOENSEMBLESZ OOOOOOOCr est ri ¢t Omaxi mnunilensenbl e(si zeO
00T O

O

COOBJECT. . O

00Z=e=0SUM r, CLASSI FY(r)) O

O

O

OMAJORI TY(r) .. O

O00raj vot es* CLASSI FY(r) O OSUM nfbagr ee(r, m, SELECT(m) ) C=l =000
0, d

O

CENSEMBLESZ. . I

O00SUM m SELECT( ) ) C=Il =Censsi zeO

L, d

COMODEL [O0FRAUDLY CALLLY ; O

O

For (( enssi ze=[B[t o[R1[by[R, O

O0Chaj vot es=OFLOOR( enssi ze/ 2) (10, O
OOOSOLVEOFRAUDOUSI NGCM POVAXI M ZI NGOz, O

OO0DI SPLAYCenssi zel

OO0DI SPLAYOSELECT. | OO, O

000 ; O
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L OOPSHINIODOIODOIDOODODOO0OOCDO000000FOR/ WHI LEOOMLO

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150
g

GENERATI ONCITI MEODOOOO=000000000 . 063 OSECONDSH .. 4 v OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O00000000 . 297 OSECONDSIIOM2. 4 v OOCOCW N200- 1210
O

IOOOOOOOOOOOOOCOSHOOL VEENNOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOOO OO I00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOOCOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

** %% [IMODEL OSTATUSHIODOE8 L NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOO0391. 00000

g

ORESOURCELUSAGE, LI M THOOOOOOE386. 391 00000750. 0000
O TERATI ONCCOUNT, OLI M TOOO0500012 000000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

Rel axedOopt i munidobj ect i vellval ue: 0O0O00460. 155380
[(BoundOonl[best [ nt eger Osol ut i on: 00000441, 250000
Onj ect i velval uelof [t hi sCsol uti on: OO01391. 000000
O

(ORel ati velOgap: [0 11388Absol ut ellgap: OO50. 2500000
(Opt cr OO0 0. 21000000pt ca: JOOOOCOIO00. 00

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIINIONODOD=DOOOOOOOO3. 00
a

----10M8472[WARI ABLEOISELECT. LO

u

nD2101. 0, OOnD31M. 0, OO 032001, 00

N 930



L OOPSHININDOIODOIDOODODOO0OODO000000FOR/ WHI LEOO™2 0

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150
g

GENERATI ONCITI MEODOOOO=0O00000000. 079 0SECONDSHI ™. 4 Cvb OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O00000000 . 2350SECONDSIOMR. 4 Cvb OOCOOCW N200- 1210
O

IOOOOOOOOOOOOOCOSHOOL VEENNOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOOO OO I00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOOCOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

** %% [IMODEL OSTATUSHIODOE8 L NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOO0391. 00000

g

ORESOURCELUSAGE, LI M TOOOOOOOE388. 512 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO50003300000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i murmidobj ecti vellval ue: 0O0O0486. 354420
[(BoundOonl[best [0 nt eger Osol ut i on: 00000473, 761900
Onj ect i velval uelof [t hi sCsol uti on: OO01391. 000000
O

(ORel ati velOgap: [0 174690Absol ut elgap: 00182. 7619050
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIINIONIDOD=DOOOOO0OOC6. 00O
a

----10M8472[WARI ABLEOISELECT. LO

u

nD211. 0, 00031, 0, U032, 0, OOnD34 1. 0, L0431, 0O

N 940



L OOPSHINIODOIDDOIDOODODOO0O0DO000000FOR/ WHI LEOOO3 0O

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITTI6150
U

GENERATI ONCITI MEOOOOOO=0O00000000. 063 OSECONDSHOO 2. 4 v OOO0CW N200- 1210
EXECUTI ONOIT1 MEOOOMOOOC=O0000000 . 266 OSECONDSIO2. 4 v OOCTOCW N200- 1210
O

IOOOOOOOOOOOOOCsHoOL VEEDDOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOOO OO O0BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCIOVAXTE M ZED
UOOOCOSOL VEROOOSL OOOOOOOOOOOOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

**** [IMODEL OSTATUSHIOOOE8 L NTEGERISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOOE398. 00000

g

ORESOURCELUSAGE, LI M TOOOOOOOE368. 48000J00750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500054 00000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i muridobj ecti vellval ue: OOO01497. 384100
(BoundOon[best [ nt eger Osol ut i on: 00000491, 600000
Onj ect i velval uelof [ hi sCsol uti on: OOO1398. 000000
O

(ORel ati velOgap: [0 190400Absol ut eldgap: 0OJ193. 6000000
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze IONIIMIONODOD=DOOOOOOOO7 . 0O
a

----10M8472[WARI ABLEOISELECT. LO

u

nD2101. 0, OOn03011. 0, OOnD31M. 0, 003211, 0, 00331, 0, L4311, 0O
nmD4901. 00

N 950



L OOPSHINIODOIDDOIDOODODCOO0O0DO000000FOR/ WHI LEOOMA O

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150
g

GENERATI ONCITI MEODOOOO=O00000000. 078 OSECONDSHO .. 4 Civb OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O00000000 . 2350SECONDSIOMR. 4 Cvb OOCOOCW N200- 1210
O

IOOOOOOOOOOOOOCOSHOOL VEENNOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOOO OO I00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOOCOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

** %% [IMODEL OSTATUSHIODOE8 L NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOOE388. 00000

g

ORESOURCELUSAGE, LI M TOOOOOOOE338. 451 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500008 0000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i murmidobj ecti vellval ue: 0OO0503. 255810
(BoundOon[best [ nt eger Osol ut i on: 000000499, 414290
Onj ect i velval uelof [ hi sCsol uti on: OOO1388. 000000
O

CRel ati veCgap: 0O 223090Absol ut e(gap: 000111. 414290
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0184710PARANVETEReNssi ze ININNIONODOD=DOOOOOOOOMS. 00
a

----10M8472[WARI ABLEOISELECT. LO

u

n002[11. 0, OOn016011. 0, OOnD29(1. 0, OOO301. 0, 00311, 0, 003211, OO
n03401. 0, 0003701, 0, OOnD43M1. 00

N 960



(L CoPSININOOIDOODODOODODOO0OODO0000FOR/ WHI LEOOO50

g

MCDELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSHOOOOOOM3 OHO00S NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OOOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROUEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150

g
GENERATI ONCITI MEODOOOO=000000000. 078 OSECONDSH .. 4 v AOOCCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O00000000 . 250 0SECONDSIANR. 4 v OOCOOOCW N200- 1210
O

IOOOOOOOOOOOOOCOsHOOL VEEDNOOOSOUEMEOVEACROY D
OOOOOMODEL OOCOF RAUDDOOOOO OO IC0BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOOSOL VEROOOSL DOOOOOOOCOOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

**** [IMODEL OSTATUSHIOOOE8 O NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOOE398. 00000

g

ORESOURCELUSAGE, LI M TOOOOOOOE351. 721 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500052 00000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i murmidobj ecti vellval ue: OOO0505. 855740
(BoundOon[best [ nt eger Osol ut i on: 000001502, 833330
Onj ect i velval uelof [ hi sCsol uti on: OOO1398. 000000
O

CRel at i veCgap: O 208490Absol ut e(gap: 000104. 833330
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIIMIIDOD=OOOOOOOO™L 1. 0O
a

----10M8472[WARI ABLEOISELECT. LO

u

n002[11. 0, OOnD03M1. 0, 00291 0, OOO301. 0, 00311, 0, D321 OO
nD3301. 0, D341, 0, 0003 71. 0, UO0D4301. 0, D471, 00

N 970



L OOPSHININDOIDDOIDOODODCOO0OODO000000FOR/ WHI LEOOO6 O

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150

g
GENERATI ONCITI MEODOOOO=0O00000000. 079 0SECONDSHI ™. 4 Cvb OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O00000000 . 219 0SECONDSIANMR. 4 Cvb OOCTOCW N200- 1210
O

IOOOOOOOOOOOOOCOSHOOL VEENNOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOO OO OIC0BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOOCOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

** %% [IMODEL OSTATUSHIODOE8 L NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOO0389. 00000

g

ORESOURCELUSAGE, LI M TOOOOOOOM346. 521 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500052 00000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i murmidobj ecti vellval ue: OOO0507. 021980
(BoundOon[best [ nt eger Osol ut i on: O00001605. 095240
Oj ect i velval uelof [t hi sCsol uti on: OOO1389. 000000
O

CRel at i veCgap: 0O 229850Absol ut e(gap: 000116. 095240
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIIMIIDOD=OOOOOOOO™L 3. 0O
a

----10M8472[WARI ABLEOISELECT. LO

u

n003[1. 0, 000291 0, O30, 0, 0311, 0, 03211, 0, L0331 OO
n03401. 0, OOnD3601. 0, OOn03701. 0, OOD39[1. O, D431, 0, OnD49011. 00
nD5101. 00

N 980



(L COPSHININOOIDOODODOODODCOO0OO0O0000FOR/ WAHI LEDOO7 O

g

MCDELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSHOOOOOOM3 OHO00S NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OOOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROUEL EMENT SO0 6727 DOOOODI SCRETELVARI ABLESITT6150

U
GENERATI ONCITI MEODOOOO=0O00000000. 078 OSECONDSHI 2. 4 Cvb OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOMOOC=O0000000 . 218 OSECONDSIIANR. 4 v OCCOOCW N200- 1210
a

IOOOOOOOOOOOOOCOsOoOL VEEDNOOOSOUEMEVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOO OO OII00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOoOODOOOdOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

**** [IMODEL OSTATUSHIOOOE8 O NTEGERCISOLUTI ONOI

* % x [JOBJECTI VEOVAL UEDODOODOOOOOO0OE0382. 00000

g

ORESOURCELUSAGE, LI M THOOOOOOE333. 891 000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500078 0000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

ORel axedOopt i murmidobj ecti vellval ue: 0000507, 206250
(BoundOon[best [ nt eger Osol ut i on: O00001605. 687500
OOj ect i velval uelof [ hi sCsol uti on: OO01382. 000000
O

CRel at i veCgap: O 244590Absol ut e(gap: 000123, 687500
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIINONODOD=OOOOOOOO™LS5. 00O
a

----10M8472[WARI ABLEOISELECT. LO

u

n002[11. 0, OO0 03M1. 0, OO0 061. 0, D291, 0, L0301, 0, D311, OO
n03201. 0, 0OnD33[M. 0, U034 01. 0, OOnD36001. 0, 0003701, 0, OOOD39011. 00
nD4301. 0, O0OnrD491. 0, OOOnD5101. 0O

N 990



(L COPSHININOOIDOODODOODOOOO0OODO0000FOR/ WAHI LEDOO8 0

g

MCDELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSHOOOOOOM3 OHO00S NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OOOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROUEL EMENT SO0 6727 DOOOODI SCRETELVARI ABLESITT6150

U
GENERATI ONCITI MEODOOOO=0O00000000. 078 OSECONDSHI 2. 4 Cvb OOOCW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O0000000 . 28 1 OSECONDSIOOMR. 4 v OOCOOCW N200- 1210
a

IOOOOOOOOOOOOOCOsOoOL VEEDNOOOSOUEMEVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOO OO OII00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOoOODOOOdOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

**** [IMODEL OSTATUSHIOOOE8 O NTEGERCISOLUTI ONOI

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOOE37 7. 00000

g

ORESOURCELUSAGE, LI M THOOOOOOH326. 520 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOO0500084 0000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

Rel axedOopt i munidobj ect i vellval ue: 0O00503. 528490
(BoundOonl[best [ nt eger Osol ut i on: 000001602, 333330
Onj ect i velval uelof [t hi sCsol uti on: OOO1377. 000000
O

CRel ati veCgap: 0O 249500Absol ut e(gap: 000125. 333330
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze INIIMINODOD=OOOOOOOO™L 7. 0O
a

----10M8472[WARI ABLEOISELECT. LO

u

n002[11. 0, OOn003M. 0, D191 0, D291 0, L0301, 0, L0311, OO
n03201. 0, 0OnD33[M. 0, U034 01. 0, OOnD36001. 0, 0003701, 0, OOOD39011. 00
nD4301. 0, O0OnD471. 0, O0OrD48M1. 0, OOD4901. 0, OOOnD52[11. 00

N 10000



L OOPSHININDOIODODOODODCOO0O0CDO000000FOR/ WHI LEOOMOO

U

MCODELUSTATI STI CSO

BL OCKSHOFCEQUATI ONSOOOOOOM3 OOO00SE NGLECEQUATI ONSOOOb650
BLOCKSLOFVARI ABL ESOHOMHOESE OHOOOSE NGLEVARI ABLESHOOO616 0
NONCZEROZEL EMENTSOOOM 6727 OOOOODI SCRETELVARI ABLESITT6150

g
GENERATI ONCITI MEODOOOO=0O00000000. 062 OSECONDSHOO ™. 4 Cvb OOOOC0CW N200- 1210
EXECUTI ONOIT1 MEOOOOOOC=O0000000 . 265 0SECONDSIINMR. 4 v OOCOOCW N200- 1210
O

IOOOOOOOOOOOOOCOSHOOL VEENNOOOSOUEMEOVEALCROY D
OOOOOMODEL OOCOF RAUDDOOOOOO OO I00BI ECTI VEOCZ O

UOOOCTYPELOOOM  PUOOOOOOOOOOOOOOOODI RECTT ONCICVAXTE M ZED
UOOOC0SOL VEROOOSL OOOOOOOCOOOOFROMEL T NELII184 700
a

** % * [ISOLVEROSTATUSOOO ™2 O TERATI ONOI NTERRUPT

** %% [IMODEL OSTATUSHIODOE8 L NTEGERCISOLUTI ONOJ

* % x [JOBJECTI VEOVAL UEDODOODOOOOOOOE373. 00000

g

ORESOURCELUSAGE, LI M THOOOOOOH327. 221 0000000750. 0000
O TERATI ONCCOUNT, OLI M TOOOO500036 0000005000000

0

OOSL[Ver si onO10Ovar (21, (RO01CW N. CS. Q2[120. 000058. 043. 039. WATO
Wor kOspaceCal | ocat ed IO0O0000000- - OOO03. 650Mb 0

0

Rel axedOopt i munidobj ect i vellval ue: 00003498, 566040
[(BoundOon[best [0 nt eger Osol ut i on: 00000497, 495120
Oj ect i velval uelof [t hi sCsol uti on: OOO1373. 000000
O

CRel at i veCgap: 0O 250240Absol ut e(gap: 000124. 495120
(0pt cr OO0 [0 2000000pt ca: 00000000000, 0O

0

OThelsol uti onOdoeshot Osat i sfy[t helk er m nati onlk ol erancesl
O

** % REPORT OSUVMARY L 00000000 DOOOONONOPTO
OO OO OOOOOOOOOOOOOC0 £ NFEASI BLED

OO OO OO OO OO OO OO EOOOE00 COUNBOUNDEDL

g

Elx CelcCult O DoOnO

- ---[0M84710PARANVETEReNssi ze ININMIONODOD=OOOOOOOO[™L9. 00
a

----10M8472[WARI ABLEOISELECT. LO

u

nD0201. 0, OCDO0501. O, UOMnD1501. 0, D1 701. 0, OOn01901. O, UOn02101. 0O
nD2901. 0, 0OD30M1. 0, UOn03101. 0, OOnD32[01. 0, OOnD33M1. 0, U034 [01. 00
nD3501. 0, O0OD3601. 0, OOOD3701. 0, OOOD3901. 0, OOnD431. 0, OOnD4701. 0O
nD5101. 0O

N 1010



L OOPSHIIIODOIDOODOOCOO0DOODO00O00O0000FOR/ WAHI LECO.00

U

MCODELUSTATI STI CSO
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