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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON. DC 20301-3140

DEFENSE SCIENCE JUN T4 2002
BOARD

MEMORANDUM FOR PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE
(ACQUISITION, TECHNOLOGY & LOGISTICS)

SUBJECT: Final Report of the Defense Science Board (DSB) Summer Study Task Force on
Defense Science and Technology

I am pleased to forward the final report of the DSB Task Force on Defense Science and
Technology. The Task Force was tasked to address issues involved in assuring that the U.S.
continucs to gain access to and develop technology from which to gain military advantage. The
Task Force looked at future technologies that should be developed and exploited for military
application, with particular emphasis on those potential technologies that can provide the U.S.
military an asymmetric advantagg.

The Report makes substantive recommendations on the content and conduct of the DoD
science and technology program. In their report, the Task Force statcs that the Department of
Defense must be cnabled by transformation of its scicnce and technology enterprise and must
continue to adapt rapidly to meet challenges and exploit opportunities.

T endorse all of the Task Force’s recommendations and propose you review the Task Force

Co-Chair’s letter and report.
W o Y5

William Schneider, Jr.
NSB Chairman
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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

MEMORANDUM FOR THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Final Report of the Defense Science Board Summer Study on
Defense Science and Technology

Transformation of the Department of Defense must be enabled by a
transformation of its science and technology enterprise, which is a critical enabler
for superior warfare capabilities. Today’s national security environment is
characterized by uncertainty and by a rapid pace of change. The DoD science and
technology program needs to continue to adapt rapidly to meet challenges and
exploit opportunities that arise in this environment.

The summer study task force was asked to review and evaluate three areas:
(1) how the Department’s S&T investment should be spent; (2) the level of
investment that should be made in science and technology; and (3) how the
military can realize the most value from this investment. In addition, the task
force was asked to examine the contribution of the DoD laboratories in this
changing world.

The task force believes that significant changes are needed in both the
content and conduct of the DoD science and technology program if the
Department is to continue to sustain a decisive military advantage into the

Juture.

Our recommendations focus on transforming the Department’s S&T
enterprise. They fall in seven areas:

1. Invest in new S&T initiatives in support of four transformational
challenges: defending against biological warfare defense, finding
difficult targets, making timely and accurate decisions, and enabling
high-risk operations. Expand and provide more focused management
for ongoing related S&T programs.

2. Maintain the level of S&T investment at 3 percent of the overall
DoD budget as currently planned by the Department. Provide
additional funds for new S&T priorities by reprioritizing current
programs.

3. Exploit commercial technology through expanded use of commercial
products and processes; elimination of barriers for commercial firms to
do business with the DoD; and new initiatives to forge relationships
with commercial industry.




4. Foster operational experimentation as an integral element of a new
S&T enterprise through assigned experimental units and sustained
senior attention.

5. Establish a new technology transition process with wide use of
spiral development, routine inclusion of independent red teams, and
acceleration of the acquisition cycle. Vest responsibility for joint
operational experimentation, ACTDs, and transition with the Director
of Transformation.

6. Enable development and acquisition of joint R&D by establishing
points of clear responsibility in joint C4ISR and biological warfare
defense.

7. Restructure the DoD laboratories and rebuild the scientific and
engineering workforce based on a major review of the function and
workforce in each laboratory.

Implementation of this set of recommendations will provide an enormous
improvement in the focus and effectiveness of the defense S&T enterprise. We
believe that we have identified those changes that will offer the greatest beneficial
results today.

Only modest funding is required to fully implement all of the
recommendations made in this report. The Department should be able to expand
existing programs and conduct new S&T initiatives to support transformational
challenges without new funding by reprioritizing within the S&T program.
Funding for operational experimentation and technology transition should grow
over the span of several years.

This study was completed prior to the events of September 11, 2001 and those
happenings are therefore not reflected in the text. However, a review of the
recommendations in light of that event confirms the validity of the conclusions
and the need to accelerate implementation.

Ltlhn L

Amta Jones Co-chalr Lar@:yl\q,flo-chair
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Preface

PREFACE

The Department of Defense is fundamentally transforming its
strategy, policies, and forces. This transformation is motivated by a
vastly different security environment that has emerged over the last
decade. Where once a single monolithic threat—the Soviet Union—
dominated the nation’s security planning and programming, today’s
environment comprises a broader, more diffuse set of concerns:
terrorism, biological warfare, regional tensions, and an array of
other transnational challenges. It is an environment characterized
by uncertainty, but more importantly by a rapid pace of change.

Transformation of the Department of Defense must be enabled by
a transformation of its science and technology enterprise, which is
so critical to its superior warfare capabilities. If the Department
fails to adapt to the pace of technological change, fails to rapidly
integrate new and breakthrough technologies into its operational
systems, or fails to sustain a research and development environment
that fosters innovation, the United States stands in danger of losing
what today is a significant lead in military capability.

Assuring that the United States continues to gain access to and
develop technology from which to gain military advantage is the
subject of this report.
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Executive Summary

EXECUTIVE SUMMARY

Technology has been and must continue to be a key enabler of military
advantage, both in conflict and in situations where conflict is close at
hand. Over the years, the Department of Defense (DoD) science and
technology (S&T) program has discovered, invented, harnessed, and
demonstrated such enabling technologies. As industry becomes more
global, as scientific endeavors in other countries become more
competitive, and as affordable technology increasingly issues from
commercial sources, the DoD science and technology program needs to
continue to adapt to meet challenges and exploit opportunities that arise.

The Defense Science Board 2001 Summer Study task force was asked
to examine three aspects of the DoD science and technology program:

= How the Department’s S&T investment should be spent.
= The level of investment in science and technology.

=  How the military can realize the most value from this
investment.

The task force concluded that significant changes are needed in both
the content and conduct of the DoD science and technology program if
the Department is to continue to sustain a decisive military advantage.

The task force offers recommendations for change in the following
areas:

= New initiatives and focus for sustained S&T efforts.
= The level of S&T investment.

= Adaptation of commercial technology.

» Operational experimentation.

= The technology transition process.

= Research and development for joint requirements.

=  DoD laboratories.
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S&T INVESTMENT PRIORITIES:
TRANSFORMATIONAL CHALLENGES

Challenges in the national security environment mean changes for the
Department’s science and technology program. New threats, new
adversaries, emerging disruptive technologies, and the speed with which
knowledge spreads and technology is applied are among the new
challenges to which the Department of Defense must respond.

The S&T enterprise must support these needs. The task force has
identified four S&T transformational challenges that will provide real
military potential if given more focus and acceleration. In each case, the
task force identified an ongoing S&T effort that warrants significant
augmentation, acceleration, and increased focus. It also identified a
particularly high-payoff and timely new project that can help focus the
efforts in each area. In addition to implementing these focused programs,
the task force recommends that the Department continue its level of effort
in basic research in emerging areas such as nanotechnology and quantum
science.

S&T CHALLENGE #1:
DEFENDING AGAINST BIOLOGICAL WARFARE

Biological agents present an increasing threat to the U.S. military,
allies, and homeland. The only effective strategy against this threat is to
address all dimensions of defense, from deterrence to therapeutics. A
DoD-wide strategy for biological warfare (BW) defense needs to be
implemented and supported by a comprehensive science and technology
program. DoD is investing in S&T research in a number of areas, but the
current program is not coordinated in a way that will provide effective,
integrated results. Moreover the current program needs a major infusion
of resources: an increase from the current $250 million to at least $1
billion per year.

The high-payoff, focused project recommended for the biological
warfare defense area is “Pathogen to Hit.” Its aim is to develop an
effective therapeutic response to biological agents by dramatically
compressing the time it takes to identify and develop effective drugs.
Modern geonomics and proteomics provide new tools to make this goal
achievable. While this is but one step in an integrated solution, an
effective therapeutic response can be a powerful deterrent against the use
of biological warfare agents.

vi
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S&T CHALLENGE #2:
FINDING DIFFICULT TARGETS

Recent operational experiences indicate a need to improve the
military’s ability to find targets that are concealed by camouflage, foliage,
or structure, or that are underground; to identify moving targets, especially
in adverse weather; and to discriminate decoys from real targets. The
United States needs a fully-integrated, layered intelligence, surveillance,
and reconnaissance (ISR) capability. The task force believes that with a
more focused effort over the next decade, progress in developing such a
system is possible. S&T efforts will need to focus on developing new
capabilities in remote sensing and data processing.

The focused project recommended in this area is referred to as “Micro-
Sensor Networks.” Proliferated surface sensors can provide another tier of
a layered defense, complementing airborne sensors and unmanned aerial
vehicles with sensors that operate “underneath” concealment.
Technological developments in micro-sensors—making them more
capable, smaller, diverse, and lower in cost—as well as advances in
adaptive networks provide an opportunity to develop the surface-based
sensing tier.

S&T CHALLENGE #3:
MAKING TIMELY, ACCURATE DECISIONS

Today military planning takes a long time, which may result in plans
that do not reflect reality at the time a mission is executed. The task force
believes that a focused, expanded S&T program can result in a much more
effective, integrated, automated decision support system, capable of being
used to synchronize both individuals and groups in joint and combined
operations. Such a system would include automated decision support
services as well as self-configuring, self-healing mobile networks.

Better decisions can also be enabled by increasing leadership
experiences and by a more diverse set of operational tactics and doctrine.
Because of its powerful potential, the recommended focused project to
address this challenge is the exploration of “Massive Multi-Player
Gaming.” This new cultural and technical phenomenon offers the
potential for a new way to devise and to explore military concepts. The
virtual environment provides a platform in which many individuals can
participate regardless of location, an opportunity for free-form
experimentation, and the potential for faster, more innovative concept
development.

vii
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S&T CHALLENGE #4:
ENABLING HIGH-RISK OPERATIONS

The majority of military casualties occur in close combat. Unmanned
systems offer the potential to effectively engage the adversary while
lessening friendly losses. Advances have been made in software agents
and robotic control technology that can accelerate the development of
unmanned systems. The task force advocates an expansion of existing
S&T programs in unmanned systems that focus on operational
demonstrations designed to achieve specific missions such as an urban
assault in a free-fire zone.

Combat performance is also limited by the human element. The
potential for improving “human performance” is sufficiently exciting that
a program of research and development should be undertaken in that area.
Demands on the warfighter are growing as operational tempo and the
sophistication of weapon systems increases.  Improving human
performance—using a myriad of techniques that could increase strength,
memory, or sensory perception or decrease requirements for sleep and
food—is one way to advance warfighting capabilities.

S&T INVESTMENT
STRATEGY

The task force believes the four transformational challenges
described above are appropriate investment priorities for the
Department.

The figure below summarizes the estimated level of current investment
as well as the recommended new investment in each of the areas
discussed. In the aggregate, research in the areas of the four
transformational challenges and in the areas recommended by the task
force for long-term basic research, currently receive funding of about $1.7
billion per year. The task force recommends increasing this investment by
$1.8 billion, to approximately double the annual funding for these
programs and thus make possible the changes and initiatives
recommended by the task force. Funding for these initiatives should come
from reprioritizing existing S&T programs (15-20 percent of the current
S&T funding), although other sources are also appropriate, such as
changes in accounting for advanced concept technology demonstrations
(ACTDs).

viii
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Curron: Funding (69 Transformational Challenges
) Defending Finding Making Enabling
Increased Fundin Against Difficult Timely, High-Risk
~$1.8B Biological Targets Accurate Operations
Warfare Decisions
Focused Ongoing | BW Defense ISR S&T Decision Unmanned
S&T Programs S&T (sensors, Tools Systems
exploitation) | Network S&T
$250+ 575011 | $650+$2001 | $250+5150M
New S&T Projects | Pathogento | Micro-Sensor Massive Human
“Hit” Networks Multi-player Performance
Gaming
$0+£2000 | $50+810001 |  $0+520M | $750+530M
Long Term Nano . $150 Quantum  $700
Research technology +g100m +$75M

Each of the S&T programs discussed (listed in the top row of the
figure) should be managed by a single organization but executed by those
best qualified—which typically will include many organizations. The task
force recommends that the Defense Threat Reduction Agency (DTRA) be
given the responsibility for biological warfare defense S&T and that the
other programs in the upper row be managed by the Director, Defense
Research and Engineering (DDR&E) but with more control than is
common today. The focused, high-payoff projects in the second row are
particularly well suited to the Defense Advanced Research Project Agency
(DARPA) style of project-oriented management. Research can be
managed loosely, as is the current practice today.

S&T INVESTMENT:
RECOMMENDATION #1

The additional resources needed to fund the four S&T initiatives
described should eventually reach a total of about $1.8 billion annually.
These initiatives can be funded through three measures.

The Secretary of Defense should

= Achieve and sustain investment in S&T of 3 percent (of the
top line DoD budget.

The Under Secretary of Defense for Acquisition, Technology and
Logistics (USD (AT&L)) should
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» Reprioritize 15-20 percent of the current S&T budget over
the next two to three years.

»  Provide $500 million of 6.4A funds to move current ACTDs
JSfrom 6.3 and use current 6.3 funds as part of funding new
initiatives.

MANAGING S&T INITIATIVES:
RECOMMENDATION #2

Managing the recommended S&T initiatives should take different
form for different projects—options include direction under a single focal
point, management within DDR&E, a project-oriented approach like that
of DARPA, and coordination as scattered efforts.

The USD (AT&L) should
= Establish a single focal point for biological warfare defense
S&T.

» Re-institute the ‘Format-I’ to provide muscle for the
DDR&E to effectively control focused ongoing S&T
programs.

PROCESS IMPROVEMENTS
IN THE S&T ENTERPRISE

There is an imperative related to each of the transformational
challenges: the need to capture and exploit technological advances that
are progressing largely in the commercial world—and that are progressing
at great speed. The Department’s science and technology enterprise must
become more agile, more flexible, and more adaptive to be effective in
this challenging environment. In particular, as technology becomes more
rapidly available to potential adversaries, DoD must be able to incorporate
the latest technology into military capabilities more rapidly as well—in
timeframes measured in months, not decades.

Over the last ten years, the Defense Science Board alone has
conducted nearly three-dozen studies on improving processes in the S&T
enterprise. Drawn from this body of work, this task force has identified
two areas that have the potential to transform the entire S&T,
acquisition, and requirements process. They are as follows:
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= Assuring access to developing commercial technology.

= Adopting an integrated process of operational
experimentation, spiral development, and technology
transition to users.

In addition, the task force believes it is important to comment on and
make suggestions regarding one long-standing and much-studied problem:
rejuvenation of the DoD laboratories.

ACCESS TO COMMERCIAL TECHNOLOGY
RECOMMENDATION #3

The Department of Defense no longer leads in the development of
many technologies essential in enabling the nation’s future military
superiority.  Because of its complex and burdensome system of
procurement regulations and processes—such as accounting and
information system requirements—the Department continues to deny itself
access to many industries.

To improve access to commercial industry and ensure continued
exploitation of commercially developed technology, the Department must
pursue a three-prong approach: 1) provide incentives within DoD to use
commercial products, practices, and processes as the norm; 2) reduce
barriers that inhibit commercial firms from working with DoD contractors
and with DoD directly; and 3) foster “relationships” and create new
incentives with critical technology sectors to motivate them to apply their
knowledge and people to critical national security challenges.

The USD (AT&L) should

=  Mandate the use of commercial practices, tools, techniques,
components, software, and materials in DoD systems by
establishing commercial technology as the norm; require
Jjustification for DoD-specific technology.

= Develop and implement acquisition processes that remove
barriers and create incentives for commercial corporations
to support DoD.

The Secretary of Defense should

= Personally engage with the biotechnology and
pharmaceutical industries to build relationships with DoD
and create effective partnerships.
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» Forge close relationship with the Secretary of Health and
Human Services.

OPERATIONAL EXPERIMENTATION:
RECOMMENDATION #4

The Department of Defense must dramatically improve its S&T and
acquisition processes or risk being out-paced by its adversaries. In
particular, there is a need for more rapid transition from technology to
system within timeframes that are measured in weeks or months.
Operational experimentation and spiral development, properly executed,
force a more integrated approach and provide the basis for an improved
technology transition process.

Operational experimentation addresses all three elements of the
Department’s transformation process—changes in organization of forces,
changes in doctrine and tactics, and changes in technology. The value of
experimentation is to pursue many options and ideas and to provide a
forum for collaboration between the operational warfighter and
technologist.

The Chairman, Joint Chiefs of Staff should

» Form experimental units in each Service and Joint Forces
Command.

» Form corresponding, dedicated operational red teams.

= Assign senior points of responsibility for fostering
operational innovation and full use of experimentation.

The USD (AT&L) should
» Provide funds for Joint and multi-Service experimentation.

* Fund and support increased use of ACTDs. Decrease
timescales and formality.

A NEW TECHNOLOGY TRANSITION PROCESS:
RECOMMENDATION #5

The science and technology and acquisition processes need to be
considered as a single enterprise. Within this enterprise, the purpose of
the S&T community is to generate options and opportunities for the
warfighter.  Significant changes are needed to more closely integrate
operational experimentation, spiral development, and technology

xii
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transition—providing a path from the S&T base to the user. Key elements
of a new approach include a dramatically shorter acquisition cycle,
expanded use of red teaming, expanded use of ACTDs, spiral
development, and operational experimentation.

The USD (AT&L) should

= Implement the new process outlined for innovative concept
development and expanded use of red teams and ACTDs.

- Mandate 5-year acquisition cycle.

= Give the Director of Transformation responsibility for joint
operational experimentation, ACIDs, and technology

transition.

=  Provide 6.4A funds to catalyze change.

- New funds growing to ~1.4 billion per year.

- Approximately $650 million of this funding should be
under direct control of the Director of Transformation; the
balance should be in ACTDs under Services.
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RESPONSIBILITY FOR JOINT
RESEARCH AND DEVELOPMENT:
RECOMMENDATION #6

There is a special case in the technology transition area that requires
further action: the lack of a joint development organization for critical
Jjoint warfighting capabilities. Without a joint development organization,
there is no customer pull and there is no integrated approach to systems or
solutions. Three areas where the problem has become acute are joint
command and control; joint intelligence, surveillance, and reconnaissance;
and biological warfare defense.

The Secretary of Defense should

* Establish organizations and activities responsible for joint
research, development and acquisition in command,
control, communications, and computers and intelligence,
surveillance, and reconnaissance (C4ISR).

- Joint Forces Command and a Joint Program Office (co-
located)
- Adequate technical and acquisition support

» Establish single point responsibility for biological warfare
defense research, development and acquisition at DTRA.

REJUVENATING THE DOD LABORATORIES:
RECOMMENDATION #7

Numerous studies have looked at the DoD laboratory system,
identifying serious problems. However, few have focused on the diverse
nature of laboratory functions as a basis for rejuvenating the laboratory
system. Much of the activity conducted in the laboratories, and the
majority of funds expended in or flowing through the laboratories, are not
related to S&T. The laboratories are involved in engineering
development, testing, in-service support and engineering, and acquisition
support. With a better understanding of the activities, functions, and
workforce of each laboratory, it should be possible to significantly reshape
the laboratory structure.

The USD (AT&L), with direction of the Secretary of Defense, should
instruct the DDR&E to

* Review each laboratory in detail and determine individual
courses of action, to include the following:

Xiv
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- Administrative personnel transfers.
- University management.
- Privatization, consolidation, or closure.
= Complete review and begin taking action within 9 months
with end goal of 2005.

= In any case, especially for those likely to remain structured
as they are, implement recommendations of the most recent
Defense Science Board study, Efficient Utilization of
Defense Laboratories (October 2000).

- Focus on personnel and quality improvements.

IN CONCLUSION

Two challenges will fundamentally change the nature of the S&T
enterprise and military capability:

= Rapid technology transition—time matters.
= Transformation to new ways of fighting.

Technology is one enabler of new military capabilities and is typically
most effective only in the context of new concepts of operations and
doctrine. To accomplish both rapid technology transition and
transformation to new ways of fighting, the Department must change its
S&T enterprise through operational experimentation, rapid spiral
development, and evolutionary acquisition. Only then will the
Department be able to fully realize the benefits of the S&T investments
described in this report.
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OVERVIEW AND
- RECOMMENDATIONS

CHAPTER 1




Chapter 1. Overview
and Recommendations

Over the years, the DoD science and technology (S&T) program has
discovered, invented, harnessed, and demonstrated technologies that have
become key enablers of military advantage. However, the technology
landscape has undergone many changes in recent years—industry has
become more global, scientific endeavors in other countries have become
more competitive, and affordable technology increasingly issues from
commercial sources. As a result, the DoD science and technology
program needs to continue to adapt to this evolving landscape to meet
challenges and exploit opportunities that arise.

Significant changes are needed in both the content and conduct of
the DoD science and technology program if the Department is to
continue to sustain a decisive military advantage. This report makes
recommendations in the following areas:

= New initiatives and sustained S&T efforts.

= The level of S&T investment.

= Adaptation of commercial technology.

= Operational experimentation.

» The technology transition process.

» Research and development for joint requirements.
= DoD laboratories.

This introductory chapter discusses each of these issues and states the
task force recommendations. The recommendations are discussed in
further detail in the chapters that follow.

SCOPE AND
STUDY APPROACH

The Defense Science Board 2001 Summer Study task force was asked
to examine three areas:'

» How the Department’s S&T investment should be spent.
What future technologies should be developed and exploited
for military application? Characterize essential attributes of
the Department’s S&T investment.

1 The complete terms of reference for the Defense Science Board Summer Study on Defense

Science and Technology can be found in Annex A. Annex B lists the members of the summer
study task force.



DSB Summer Study on
Defense Science and Technology

»  The level of investment in science and technology. How
much of the Department’s budget should be invested in
science and technology endeavors, today and in the future?

= How the military can realize the most value from this
investment. What changes can be made in the way the
Department manages and executes its S&T program to
improve the return on its S&T investment?

STUDY APPROACH

Changes in the national security environment mean changes for the
science and technology program. To be successful, the Department’s S&T
program must address:

» New threats and multiple adversaries.

* Emerging disruptive technologies that are driven
commercially and globally, not by DoD.?

= Increased speed with which knowledge spreads and
technology is applied.

= Asymmetric costs of some weapon exchanges.

To assess the success with which the Department’s S&T enterprise is
responding to these challenges, the task force pursued two separate but
necessarily related paths, as Figure 1-1 depicts: it examined the need for
new military capabilities and technological opportunities.’

At the intersection of these two paths, the task force identified a set of
key transformational challenges for the DoD. Each of these challenges is
sufficiently important that it deserves a well-focused, aggressive effort to
bring the military capability to the warfighter.

For each of the four challenges, the task force examined supporting
science and technology programs and made recommendations. In some
cases the task force recommends augmentation of and/or better focus for
ongoing programs. Specific new initiatives were identified as pacesetters
within the focused programs. In addition, the task force examined the
Department’s investment in basic research.

Disruptive technologies are those technologies that tend to change processes or approaches to
capability as opposed to bettering existing processes or approaches in an evolutionary way.

A separate panel of the Summer Study task force addressed each of these paths. The Military
Applications panel examined military capabilities; Chapter II contains the findings of their
effort. Chapter III presents the work of the Technology panel, which focused its efforts on
exploring technological opportunities.
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Figure 1-1. Study Approach

Military Need for

New Capability Technological

v -, Opportunities
Transformational |
Challenges
' o
Customer Focused Ongoing Basic Research;
Systems, |- S&TPrograms |gueem.| Identify & Exploit
e.g., Joint ISR Military Potential
S&T Initiatives

S&T

Finally, the task force examined the institutions and processes that
underpin or interface with the S&T enterprise.* There have been many
studies and recommendations in these areas over the past decade which
have recognized serious problems. Rather than review or repeat the prior
recommendations, this study tried to identify and concentrate on a small
number of improvements that would yield the greatest impact. The two
areas believed to have the potential to transform the science and
technology process were:

= Assuring access to developing commercial technology.

= Adoption of an integrated process of operational
experimentation, spiral development and transition of
technology to the users.

In addition, it became clear, as a result of this assessment, that there is
a lack of a “customer” for S&T in some critical areas, particularly joint
command and control; joint intelligence, surveillance, and reconnaissance
(ISR); and biological warfare (BW) defense. As a result, there is an
absence of customer “pull” for new technology in these areas. That in turn
impedes both the supporting S&T program execution and the speed of
technology transition.

4 Athird panel, Investment Strategies, examined the policies and processes that drive the S&T

enterprise. Their work is reported in Chapter IV.
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TRANSFORMATIONAL CHALLENGES:
S&T INVESTMENT PRIORITIES

In deriving S&T investment priorities, the task force sought answers to
some fundamental questions from a broad audience in the national security
community. It sought to understand:

=  What most worries current Combatant Commanders?
» What must the Services do well operationally?

* Where are the consequences of operational failure
unacceptable?

= What is necessary to enable future operational concepts?
» What dangers do threats pose for operational capabilities?

» What technological advancement will strongly influence
global military capabilities?

= How will current and emerging technologies actually affect
warfare?

The responses to these questions were instructive, and discussion with
the Commandant Commanders was particularly illuminating. These
inputs helped the task force derive nine high-priority military needs:
(1) biological weapon defense, (2) location of difficult targets,
(3) timely and accurate decision making, (4) enablers of high-risk
operations, (5) missile defense, (6) affordable, precision munitions, (7)
enhanced human performance, (8) rapid deployment and employment, and
(9) global effects. Each of these needs is critical and recommendations for
related science and technology and acquisition programs for each one are
discussed in detail in Chapter II.

These military needs were then subjected to further tests to determine
which should be the highest priorities for defense S&T. This additional
filtering considered the following:

= Are these vital military capabilities? The task force
determined that all of them are.

» Is there a technological opportunity to advance that would
deliver enduring advantage, for a decade or more? In some
areas, such as global effects, a substantive technology
enabler was not yet evident.

» Finally, is there a need for more focus or acceleration in
the S&T program? The task force found that ongoing
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programs already provide emphasis in a number of areas
including missile defense, Future Combat System, rapid
decisive operations, affordable munitions, space, and high-
energy weapons.

In the end, four transformational challenges, shown in Figure 1-2,
emerged from this filter. These four challenges will provide real military

potential if given more focus and acceleration:

= Defending against biological warfare.

» Finding difficult targets.

= Making timely, accurate decisions.

= Enabling high-risk operations.

Figure 1-2. Four Transformational Challenges

Transformational Challenges

Defending Finding Making Enabling
Against Difficult Timely, High-Risk
Biological Targets Accurate Operations
Warfare Decisions
Focused Ongoing | BW Defense ISR S&T Decision Unmanned
S&T Programs S&T (sensors, Tools; Systems
exploitation) Network S&T
New S&T Projects | Pathogento | Micro-Sensor Massive Human
“Hit” Networks Multi-Player Performance
Gaming
Long Term Nano- Quantum
Research
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These four transformational challenges are discussed below. For each
one, the task force identified an ongoing S&T effort that warrants
significant augmentation, acceleration, and increased focus. It also
identified a particularly high-payoff and timely new project within each.

In addition to these focused programs, the task force found that the
Department should continue its level of effort in basic research. This
program is particularly crucial to avoiding technological surprise.
Nanotechnology and quantum science are examples of such research.
These are areas that could, as technology matures, either provide
exceptional new capabilities or, if in the hands of adversaries, deny
important capabilities to the United States.

CHALLENGE #1:
DEFENDING AGAINST BIOLOGICAL WARFARE

Biological agents present a new threat to the U.S. military, allies, and
homeland. The only effective strategy against this threat is to broadly
address all dimensions of defense from deterrence to therapeutics. The
topic of biological warfare defense has been addressed in three recent
Defense Science Board (DSB) studies, which concluded that:*

The present U.S. defense effort ... will not effectively counter the
current threat.

This effort is hampered by an absence of a vision of what is
required and lacks leadership and coherent organization.

The task force believes that it is critical to develop a DoD-wide
strategy for biological defense—a recommendation made by all three
recent DSB studies. That strategy still needs to be implemented. 4 DoD-
wide strategy should be supported by a comprehensive science and
technology program for BW defense. An S&T program should address
all facets of biological warfare defense: warning, detection and
characterization, passive protection, intelligence, incident response,
forensics, collective protection and decontamination, diagnostics, and
vaccines and therapeutics. Each of these areas needs serious and focused

5 The Defense Science Board 1999 Summer Study Task Force on 21* Century Defense
Technology Strategies, Volume I (Washington, DC: Office of the Under Secretary of Defense
for Acquisition, Technology, and Logistics), 1999:Protecting the Homeland, Report of the
Defense Science Board Task Force on Defense Against Biological Weapons—Leveraging
Advances in Biotechnology and Medical Informatics to Improve Homeland Biodefense
Capabilities, 2000 Summer Study, Volume IV; and Report of the Defense Science Board/Threat
Reduction Advisory Committee Task Force on Biological Defense, (Washington, DC: Office of
the Under Secretary of Defense for Acquisition, Technology, and Logistics), June 2001.




Chapter 1. Overview
and Recommendations

S&T research. Even partial or incremental S&T results would collectively
enable an improved defense posture.

The Department is addressing a number of these areas, but the current
program is not coordinated in a way that will provide an effective,
integrated defense. Moreover, the current program needs an infusion of
resources: an increase from the current $250 million to at least $1
billion per year. Additional resources are likely to be required in the
longer term. With an aggressive effort, the Department can be successful
in addressing the challenge of biological defense.

Pathogen to “Hit”

Biological agents are terror weapons in part because the nation lacks
effective therapeutic responses. Today, it takes roughly 10 to 15 years to
develop a safe drug for a specific purpose.

The task force believes that it is possible for the United States to
develop a therapeutic response for bioagents. The process of finding an
effective drug to halt the damaging process that ensues when a pathogen
enters the body has two steps. The first step is moving from a pathogen to
a “hit.” The “hit” is a candidate drug that will intervene in the damaging
process that the pathogen triggers. There are two parts to finding a hit: (1)
analysis of the pathogen identifies (multiple) targets of intervention which
if successful will halt the destructive process; and (2) drug candidate
generation which produces candidate drugs that are optimized for their
effectiveness in making the desired intervention in the human body.

Modern genomics and proteomics provide new tools: rapid and high-
throughput empirical laboratory processes and computationally based drug
design. When it can be used, computational analysis is much faster than
laboratory experimentation. In either case, specific knowledge at the
molecular level leads to drugs that are more specific, and thus make
possible the desired intervention with fewer negative side effects or
consequences.

The second step in the process is to perform toxicity and safety
screening. The pathogen to hit process took five to six years a decade ago,
but now occurs in about half that time or less. In limited cases, modern
advances have created reasonable drug candidates in as little as nine
months. It appears that the same tools that can reduce the pathogen to hit
duration will be useful in shortening the toxicity and safety screening
process. Further, increased quality of hits can be expected to lead to better
performance in later screens.
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The pharmaccutical industry drives this research. However, there is a
role for DoD that is not being addressed by others. Reference databases
for bioagent threats are needed to perform the computational pathogen to
hit step, and DoD can play a role in building these databases. The
Department should also leverage its computational expertise to accelerate
first-principles approaches and build a research and development (R&D)
bridge to the pharmaceutical industry, academia, and government
agencies.

The task force recommends the Department undertake an initiative
that focuses on further compressing the pathogen-to-hit process, funded
at $200 million per year for five years. In the near term, the initiative
would seek to compress the pathogen to hit process from years to months,
in the mid-term from months to weeks, and in the longer run to compress
the toxicity and safety screening processes by a comparable amount. A
collateral benefit of this research would be to lower the cost of developing
drugs that are relevant to the military, but that the drug industry is not
motivated to pursue. While it is but one of the steps required in
developing an integrated biological warfare defense, possession of a
process that can quickly develop an effective therapeutic response to
pathogens would itself be a deterrent against the use of biological
warfare agents.

CHALLENGE #2:
FINDING DIFFICULT TARGETS

Recent operational experiences indicate a need to improve the
military’s ability to find targets that are concealed by camouflage, foliage,
or structure, or that are underground; to identify moving targets, especially
in adverse weather; and to discriminate decoys from real targets. In the
Persian Gulf, for example, approximately 6,000 allied sorties were flown
against SCUD TELs, but none were actually found. In Kosovo, many
tank “kills” were strikes on decoys.

There are a variety of airborne sensors in existence with a range of
capabilities for remote sensing. The data from these sensors must be
brought together, correlated, and assessed to translate the data into
information. New capabilities to process enormous volumes of data are
thus required, as well as some limited creation of additional sensor
capabilities. The extensive use of unmanned aerial vehicles (UAVs)—
from large, high-altitude platforms to micro-air-vehicles—can enhance
remote detection.

10
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The United States needs a fully integrated, layered intelligence,
surveillance, and reconnaissance capability. The task force believes that
with a more focused effort over the next decade progress in developing
such a system is possible. Funding should be increased by an additional
$200 million per year.

Microsensor Networks

Proliferated surface sensors can provide another tier of a layered
defense, complementing airborne sensors and UAVs. Technological
developments in microsensors—making them more capable, smaller, more
diverse, and lower in cost—as well as advances in adaptive networks
provide an opportunity to develop the surface-sensing tier. These
microsensors would be dispensed in great numbers in targeted areas, based
on cueing from longer-range assets. Local ground nodes with higher
power would interrogate the microsensors, use the Global Positioning
System (GPS) to locate them, and would communicate information back
to an airborne communication vehicle. These sensors would essentially
look up and around, and would have the potential to observe hidden
targets in close proximity.

The goal of a microsensor S&T program, with funding increasing to
8100 million per year, is to affordably increase the probability of
detection and correct identification of increasingly difficult targets—
those that are movable, under foliage, in buildings, or underground. The
key to finding and identifying difficult targets is integrated operations
among all surveillance layers. The microsensors are one very important
component of that overall operational concept; they must be both effective
and individually inexpensive since proliferation in very large quantities
(such as tens of thousands) will be the key to their contribution.

CHALLENGE #3:
MAKING TIMELY, ACCURATE DECISIONS

Today, military planning takes a long time. As a result, planning
occurs well before a mission and may result in stale plans that do not
reflect reality at the time of execution. Planning time needs to be reduced
from days to hours, so that operations can be executed at a speed
determined by the commander, not the supporting information system. A
commander must be able to “turn within the decision time frame of an
adversary.” The task force believes that a more focused, expanded
program can result in a much more effective integrated, automated

11
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decision support system, capable of being used to synchronize both
individuals and groups in joint and combined operations.

The development of an integrated, automated decision support system
should be driven by demonstrations of its various elements, which will
include automated decision support services as well as self-configuring,
self-healing mobile networks. These component demonstrations should
culminate in integrated technology demonstrations that focus on system
survivability that is tolerant of degradation.

While the civilian sector leads in communications and network
research, its network requirements differ from those of the military. In
particular, much of the infrastructure of a civilian network is fixed; for the
military, these networks must typically be mobile. Thus, the Department’s
research must focus on its unique requirements, while leveraging civilian
R&D. Science and technology funding to support these needs should
increase by $150 million per year.

Massive Multi-Player Gaming

A new cultural and technical phenomenon—massive multi-player
virtual environments—offers the potential for a new way to devise and to
explore military concepts. A virtual environment provides a platform in
which many participants can participate regardless of location. In
addition, it provides an environment that inexpensively supports free-form
experimentation. Such experimentation fosters the generation of more
options and may result in faster, or more innovative, concept development.
In civilian games there is an observed phenomenon called emergent
behavior—that is, groups of individuals self-synchronize and devise group
strategies. As supported by information technology, massive multi-player
gaming is a new medium in which to explore concept formation; the
military should experiment with it.

An S&T initiative would leverage the civilian on-line entertainment
industry, in which the most rapid growth is in massive multi-player games.
The goal is to create a military toolkit with virtual environments that
support the involvement of active military in the field. The program
would support exploration in unrestricted play, identifying both creative
concepts and individuals. The DoD S&T challenge is to understand,
identify, and capture a useful record of emergent behavior in order to
discover new concepts that emerge in an environment in which hierarchy
does not dominate.

The task force advocates an experimental program in which the
Joint Warfare Center or EUCOM Warrior Preparation Center acts as

12
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the “concept-testing master” overseeing experimental use of the toolkit.
To complement that activityy, DARPA should explore innovative
relationships with the gaming community and sponsor research on
automatic detection and analysis of emergent behavior.

Within the first 18 months, the Department should experiment with
off-the-shelf game engines supporting about 100,000 players. Over a five-
year period, the program should build to a dedicated DoD concept
exploration system potentially involving up to a million players in a
variety of virtual environments.® The peacetime doctrine and concept
development process is currently centralized, hierarchical, and time-
insensitive. It involves very few individuals. Massive multi-player games
offer an alternative that should be explored to determine whether it
provides value.

CHALLENGE #4:
ENABLING HIGH-RISK OPERATIONS

The fourth transformational challenge is to enable high-risk
operations. The highest number of military casualties occurs in close
combat; 85 percent of U.S. casualties occur within infantry. Unmanned
systems offer the potential to effectively engage the adversary while
lessening friendly losses. Advances have been made in software agents
and robotic control technology, which can accelerate the development of
unmanned systems. The task force advocates a focused expansion of
existing S&T programs in unmanned systems, driven by demonstrations
that have specific operational goals.

The task force recommends two demonstrations. By 2006, there
should be a platoon-sized demonstration of an urban assault in a free-fire
zone. This demonstration would achieve an integration of combat effects
through a mix of manned and semi-autonomous systems. The second
demonstration, in the 2010 timeframe, would expand to a company-sized,
autonomous search and clearance of urban buildings. In this case,
unmanned systems would be expected to operate in a more challenging
environment where mission duration and mobility would be consistent
with operational tempo.

§  Potential players include active, reserve, and National Guard forces; development

organizations; industry; academia; and the test and evaluation community.

13
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Human Performance

Demands on the warfighter are growing as forces operate with an
increased operational tempo, using increasingly sophisticated systems.
Improving human performance is one way to advance warfighting
capabilities. Medical science has myriad techniques to restore disabled
functionality—techniques that can also be applied to enhance normal
functionality. Examples include increasing strength, memory, or sensory
perception; decreasing requirements for sleep and food; and altering
perceptions of pain. New opportunities in cognitive psychology, cell
signaling and regulation, advanced therapies, sensors, implants, artificial
organs, and drugs can be tapped.

For example, profiling—Ilong used for pilots and special operations
officers—can be extended to identify superior warfighters using genetic
screening factors for cognitive abilities, reflexes, cardiac capability, and
strength. Advances in medical technology could help with prevention,
treatment, and care—boosting immunity, accelerating natural healing
responses, or stabilizing injuries. Advances in understanding of endurance
and physical performance can result in training benefits. Funding of $30
million per year is recommended to begin a program focusing on human
performance with well-chosen, very specific goals.

LONG-TERM RESEARCH

The science and technology program must include an element of long-
term research in those areas that have the most potential for military
application. It is critical that the DoD explore emerging technology, with a
clear focus on potential future military capability. DoD-sponsored
research in high-risk areas is also necessary to prevent technological
surprise. The task force highlights just two key areas to illustrate research
that might enable dramatically new military capability: nanotechnology
and quantum information technology.

Nanotechology

It is now possible, in the laboratory, to design and manufacture at the
atomic scale. For example, nanoscale electronics have been demonstrated
that allow 16-bit molecular memory at 10 times the density of silicon
CMOS. As nanotechnology matures, the potential for military application
is great. It may be possible to design materials with the weight of plastic
and strength of steel for ultra-lightweight combat vehicles. Pipes, hose
and aircraft skin materials may be made ultra-durable and self-repairing.

14
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The Department of Defense is already part of a multi-government
agency initiative in this area, with a total investment that is in excess of a
half a billion dollars per year and growing. DoD should focus on the
fundamental research questions most related to the potential for new
military capability and not likely to be adequately addressed with high
priority elsewhere. Such questions include precise control of the size,
separation, and placement of nanoscale components; connections between
nano and macroscales for high-strength materials and electronics;
fabrication of polymer nanocomposites; molecular recognition and signal
transduction in nanoscale biomolecular systems; and deformation, fatigue
and fracture of nanostructures. To address these questions, the task force
believes that an additional investment of $100 million per year is
warranted.

Quantum Information Technology

Control and detection of electron spin creates the potential for
quantum computing and communication. Theory predicts that a quantum
computer can factor large numbers quickly, and thus break today’s
encryption schemes. But it also offers the potential for unbreachable
command and control, clock synchronization, and robust GPS. The theory
for quantum computation is not yet well understood.

Quantum communication has been demonstrated in the laboratory and
has potential for revolutionary capability. While practical realization of
these capabilities is still a long way off, the United States cannot afford to
have others get there first, and the United States does not currently lead in
quantum research. DoD needs to invest sufficiently to stay in the game.
The task force recommends that the Department increase its investment by
$75 million per year.

S&T INVESTMENT
STRATEGY

The task force believes that the four transformational challenges
described above are appropriate investment priorities for the Department.
The new initiatives identified, together with ongoing initiatives and others
that will be developed, can offer a comprehensive program to address
these challenges. Figure 1-3 summarizes the recommended investment in
each of the areas discussed above and also shows an estimate of current
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investment in that area. To be effective these programs need to be
supported by increased investment and more focused management.

S&T INVESTMENT:
RECOMMENDATION #1

The new resources required to fund the S&T initiatives recommended
in the previous section—increases in ongoing S&T programs, new S&T
projects, and long-term research—should eventually reach a total of about
$1.8 billion annually. The task force believes that it is possible to fund
these initiatives by reprioritizing 15 to 20 percent of the investments
within the current 39 billion S&T budget over the next two to three
years.

Figure 1-3. S&T Investment

Current Funding (est) .
<$1.78 Transformational Challenges
Increased Funding | Defending Findin Making ;
p g ; Enabling
~$1.88 B’,,‘f,z;"ii , Difficult A’;’:L ‘i’g’te High -Risk
Warfare Targets Decisions Operations
Focused Ongoing | BW Defense ISR S&T Decision Unmanned
S&T Programs S&T (sensors, Tools Systems
exploitation) | Network S&T
$250+3750M | 3650432000 | $250+¢3150M | $50+3150M
New S&T Projects | Pathogento | Micro-Sensor Massive Human
“Hit” Networks Multi-Player Performance
Gaming
$0+$200M | $50 +3100M $0+320M | $7150+330M
Long Term Nano- $150 Quantum  $700
Research technology +gi001y +$75M

Reprioritizing the current program should be the primary path to
funding S&T for the transformational challenges described in the previous
section. Reprioritization would target funding cuts at programs with lower
output potential, making it possible to increase investment in other areas
without losing any significant output from the S&T system. Termination
of programs or funding reductions should be considered when:
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Technology is clearly lagging behind that in the commercial

world.

DoD can rely on commercial technology and broadly
understands it.

Effort is sub-critical in size.
Output is likely to have limited application.

Unproductively redundant efforts are ongoing in multiple
places.

Successful conclusion will not make a material difference.

DoD can otherwise anticipate low value in payoff.

In addition, the task force recommends that most of the funding for
advanced concept technology demonstration (ACTDs), currently about
$500 million/year, be funded from the 6.4 account but executed by S&T
participants; this recommendation is consistent with the purposes and
objectives of ACTDs.

Recommendation #1
S&T Investment

The Secretary of Defense should

o Achieve and sustain investment in S&T of 3% (of the top
line DoD budget).

The Under Secretary of Defense for Acquisition,
Technology & Logistics [USD (AT&L)] should
o Direct reprioritization of S&T to fully fund the S&T
initiatives outlined, within the S&T budget. .
—  Start now and complete within 9 months.
» Provide $500 million of 6.4A funds to move current

ACTDs from 6.3 and use current 6.3 funds as part-of
funding of new initiatives. .

|
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MANAGING S&T INITIATIVES:
RECOMMENDATION #2

Management of the recommended S&T initiatives should take
different forms for different projects, as illustrated by the shaded gray
areas in Figure 1-4.

The Defense Threat Reduction Agency (DTRA) should be assigned
responsibility for managing a focused biological warfare defense program.
The other ongoing S&T programs—ISR, decision tools and networks, and
unmanned systems—need a focused management approach that draws
together the spectrum of technologies being pursued in many
organizations and provides coherence in their execution. A single focal
point within the Director, Defense Research and Engineering (DDR&E) to
manage each of these efforts is recommended.

Figure 1-4. Management Approach

Total:
Increase ~$1.8B on
Base of ~$1.7B
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New S&T
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It is essential that a program manager have true control of the funds in
a given area, and that is not the case today within the Office of the
Secretary of Defense. Twenty years ago, the DDR&E used an authority
called “Format I” to exercise that control, but its use has since been
discontinued. The Format I was essentially a notification to the
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Comptroller that appropriated funds should not be released to a Service or
agency until and unless the DDR&E approved the program. Without this
or some equivalent “teeth,” the DDR&E does not have the authority to
effectively manage diverse efforts.

The project-oriented approach of the Defense Advanced Research
Project Agency (DARPA) is the appropriate way to execute the new S&T
projects, to be funded at $350 million per year above the current $200
million annual investment. Finally, the long-term research should be
executed, not as a focused program, but by a broad range of institutions,
loosely coordinated in their efforts, as is the case today.

Recommendation #2
Managing S&T Initiatives

The USD (AT&L) should

» Establish single focal point for biological warfare
defense S&T.

¢ Reinstitute the Format-I to provide muscle for the
DDRA&E to effectively control focused ongoing S&T
programs

PROCESS IMPROVEMENTS
IN THE S&T ENTERPRISE

There is an imperative related to each of the transformational
challenges: the need to capture and exploit technological advances that are
progressing largely in the commercial world—and that are progressing at
great speed. In some cases, such as for the biological sciences, these are
commercial communities with which the Department of Defense has few
ties or long-term relationships. Technology is pushing the Department to
think differently, to use information and products in new and different
ways, to explore ideas that may challenge traditional concepts.

The Department’s science and technology enterprise must become
more agile, more flexible, and more adaptive to be effective in this
challenging environment. It must establish new ties with new
communities. And most importantly, it must take a fresh approach to
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technology transition to be more responsive to the rapid pace of change
elsewhere in the world.

Over the last decade, the Defense Science Board alone has conducted
nearly three-dozen studies on improving processes in the S&T enterprise.
Topics have included strategies related to the technology base, the DoD
laboratories, technology transition, commercial industry participation,
access to commercial technology, ACTDs, and acquisition and
procurement.  Together these reports put forward a rich set of
recommendations, most of which are still relevant today. What is needed
now is implementation.

Drawn from this body of work, this task force has identified two
areas that have the potential to transform the entire S&T, acquisition,
and requirements process. They are

» Assuring access to developing commercial technology.

» Adopting an integrated process of operational
experimentation, spiral development, and transition of
technology to users.

In addition, the task force believes it is important to comment on and
make suggestions regarding one long-standing and much-studied problem:
rejuvenation of the DoD laboratories.

The following sections summarize the task force views and
recommendations on each of these issues. Addressing them can
significantly improve the effectiveness of the DoD S&T investment.

ACCESS TO COMMERCIAL TECHNOLOGY:
RECOMMENDATION #3

The Department of Defense no longer leads the development of
technology in many important areas, such as information technology,
biology, and microelectronics. Nonetheless, these commercial
technologies are essential in enabling the nation’s future military
superiority. Because of its complex system of procurement regulations
and processes—such as accounting and information system
requirements—the Department continues to deny itself access to many
industries.

To improve access to commercial industry and ensure continued
exploitation of commercially developed technology, the task force
recommends a three-pronged approach. First, DoD must provide the
incentives within the Department to turn to commercial products,
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practices, and processes as the norm rather than the exception. To have
real impact these incentives should focus on the program managers, who
work directly with commercial industry. Second, the Department must
reduce the barriers, identified in many past studies, which inhibit
commercial firms from working with DoD contractors and with the DoD
directly.

Finally, the Department must foster relationships and create new
incentives with critical technology sectors to motivate them to apply their
knowledge and people to critical national security challenges. In
particular, DoD must find ways to work more closely with the
biotechnology and pharmaceutical industries, research institutes, and other
government agencies engaged in biological research. The Department
needs to take advantage of the current Secretary’s understanding of the
pharmaceutical industry and the task force believes the Secretary must
take the lead. In addition, the Secretary needs to forge a relationship with
the Secretary of Health and Human Services (HHS). The National
Institutes of Health and Center for Disease Control, both agencies of the
Department of Health and Human Services, and DoD should begin to
work together more closely, particularly in addressing elements of
biological warfare defense.

Recommendation #3
Access to Commercial Industry

The USD (AT&L) should

+ Mandate commercial practices, tools, techniques,
components, software, and materials in DoD systems by
establishing commercial technology as the norm; require
justification for DoD-specific technology.

» Develop and implement acquisition processes that
remove barriers and create incentives for commercial
corporations to support DoD.

The Secretéry of Defense should

« Personally engage with the biotech and pharmaceutical
industries to build relatzonshlps with DoD and create
effective partnerships.

. Forge a close relationship with the Secretary of HHS

21




DSB Summer Study on
Defense Science and Technology

AN INTEGRATED PROCESS

Potential adversaries have increasing access to the most advanced
technologies from global and commercial sources in much the same
timeframe, as does the Department of Defense. The Department must
dramatically improve its S&T and acquisition processes or risk being out-
paced by its adversaries—which at its extreme could result in the United
States facing opponents with more advanced capabilities in critical areas.

The current technology transition process involves four separate and
distinct communities: science and technology, acquisition, test, and user.
Each of these communities has different people, different mindsets, and
are funded from different program elements. Real cooperation is the
exception rather than the rule. More the norm is a process best
characterized as “over the transom” rather than one of spiral development
and collaboration, as discussed below.

Within this environment, ACTDs provide some opportunity for the
S&T and user communities to work together. But there is weak
involvement by the acquisition and test communities, and programs tend
to go directly from an ACTD into the System Design and Development
acquisition phase. In some cases more accelerated acquisition would be at
least as effective and yet more cost-effective. Operational
experimentation and spiral development, properly executed, force a more
integrated approach and provide the basis for an improved technology
transition process.

Operational Experimentation: Recommendation #4

Operational experimentation addresses all three elements of the
military transformation process—changes in organization of forces,
changes in doctrine and tactics, and changes in technology.
Experimentation is quite different from exercises, training, and
demonstrations. Experiments are typically small, with only tens to
hundreds of participants. They are supported by extensive use of simulated
capabilities and are conducted in an environment that encourages risk
taking and considers learning to be the definition of success. The value of
experimentation is to pursue many options and ideas and to provide a
forum for collaboration between the operational warfighter and
technologists.

The Department needs to form experimental units in each of the
Services and at the joint level. These units should consist of dedicated
command staffs and equivalent dedicated operational red teams or
opposing forces. Other forces would be assigned to these units,
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appropriate to each series of experiments. The technology of massive
multi-player environments, discussed previously, could play a significant
role in this process.

Spiral Development

Spiral development is an iterative process that links users to
developers through an approach that is common commercial practice for
continuous development and deployment of both software and hardware.
The concept is to explore many technology options via experiments and
ACTDs. Those that demonstrate promise are rapidly deployed to the field
in limited quantities as “Block 1” systems. Inherent in the process is that
the systems are likely to contain some weaknesses in the Block 1
deployment, but increasing capabilities will be fielded in subsequent
“blocks” through a continuous development process.

The advantages of spiral development are many: more rapid
deployment of advanced systems, lower cost development at lower risk,
and a larger number of generated and demonstrated technology options.
Spiral development has been institutionalized in directives by the Under
Secretary of Defense for Acquisition, Technology, and Logistics and the
Vice Chairman, Joint Chiefs of Staff, but it is a process that has yet to gain
the kind of widespread use that the task force encourages.

Recommendation #4
Operational Experimentation

The CJCS should

« Form experimental units in each Service and Joint
Forces Command. R

e Form corresponding, dedicated operational red teams.

o Assign senior points of responsibility for fostering
operational innovation and full use of experimentation.

— Suggest Vice Chiefs and J-8 with accountable
responsibility

The USD (AT&L) should

- » Provide funds for Joint and multi-Service
experimentation. ‘

e Fund and support increased use of ACTDs. B
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A New Technology Transition Process: Recommendation #5

The science and technology and acquisition processes need to be
considered as a single enterprise not as individual entities that handoff a
product from one to the other. Within this enterprise, the purpose of the
science and technology community is to generate options and
opportunities for the warfighter. These options are tested in operational
experiments where their military value and usefulness can be assessed.
Some experiments will transition to ACTD-like activities and others will
spawn acquisition programs directly. The current process is illustrated in
Figure 1-5, where the entries in bold are occasionally included but more
often are not. In addition, while the USD (AT&L) has strongly
encouraged shortening the time between Milestone A and Milestone C
from five to seven years, this is persuasion rather than law.

Figure 1-5. Current Technology Transition Process
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The task force believes that significant changes are needed to more
closely integrate operational experimentation, spiral development, and
technology transition. These changes will create technology pull for the
S&T base and provide a path for technology to reach the user.

First, S&T should be driven by a 5-year acquisition cycle. The five-to-
seven-year acquisition process suggested by the USD (AT&L) should be
mandated as a five-year rule. The shorter timeframe will alter the
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dynamics of the whole process and create a sense of urgency in the entire
enterprise. Today the S&T community has limited coupling to the
warfighter and acquisition communities, and what does exist is relatively
artificial. So a “pull” for S&T from these communities is critical to a
more dynamic and iterative processes.

Another critical element is red teaming throughout the process—using
a smart adversary to challenge all concepts. Within the process, rapid
spiral development and operational experimentation are inseparable. The
task force also believes that ACTDs needs to be expanded as a customer
for S&T development and a vehicle for promoting early involvement of
the users.

This new technology transition process, illustrated in Figure 1-6, will
outpace old habits. In particular, the current inherent delay in transition of
two and one-half years that results from the Planning Programming and
Budgeting System (PPBS) cannot be tolerated. The Department must
work with Congress to provide flexible funding to proceed immediately to
acquisition for promising programs. Such an initiative would be similar to
the Rapid Acquisition Program (RAP) authority granted to the Army.

Figure 1-6. A New Technology Transition Process
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The newly created Force Transformation Office can play an important
role in implementing a more integrated technology transition process. The
task force has identified three specific areas. First, the transformation
office can be the advocate to foster real experimentation. It can be a focal
point for coupling S&T products to the warfighters, identifying and
supporting worthy experimentation candidates, and providing focus for
Joint and multi-Service experimentation in close cooperation with Joint
Forces Command (JFCOM). This office could also take responsibility for
ACTDs and in doing so be well positioned to exploit potential synergies
between experiments and ACTDs. Finally, the office needs to have
available, rapid acquisition resources to “pull forward” promising results
from experiments and ACTDs.

Funding required for this process is modest. The task force
recommends new “6.4A” funding for experimentation and transition
activities, growing over several years to $1.4 billion. This is the total
budgetary increase that applies to implementation of all process
recommendations in this report. This amount would include $200
million per year to sponsor operational experimentation, supplementing
Service experimentation funds with an emphasis on joint efforts.
Resources for ACTDs need to grow to $1 billion per year, double current
funding. The resources for ACTDs would include new 6.4A funds to
replace current 6.3 ACTD funding, previously discussed, with
approximately $250 million of the $1 billion in OSD and the remainder in
the Services.

Finally, the task force recommends $200 million in funding to “bridge
the PPBS gap” for rapid transition of successful ACTDs and experiments;
this investment would supplement the current $150 million of RAP.

The task force believes that these resources can be generated from
recent and proposed changes in the acquisition cycle and that they will
lead to faster development at lower risk. The additional funds
recommended represent less than 5 percent of the Department’s current
total development funds.

Technology is changing rapidly and requires a more flexible, and
responsive process of transition to the user. The task force believes that
the changes described will have the needed results.
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, Reéommendation #5
New Transition/Acquisition Process

The USD (AT&L) should

e Implement new process outlined for innovative concept
development, red teaming, and expansion of ACTDs.

- Mandate 5-year acquisition cycle.

¢ Give Director of Transformation responsibility for joint
operational experimentation, ACTDs, and transition

e Provide 6.4A funds to be the catalyst of change.
— New funds growing to ~$1.4 billion per year.

— Approximately $650 million under direct control of
Director of Transformation and balance in ACTDs
under Services.

Responsibility for Joint Research and Development:
Recommendation #6

A more integrated technology transition and acquisition process is
critical and will lead to major improvement in rapidly fielding advanced
systems. But there is a special case in the technology transition area that
requires further action: the lack of a joint development organization for
critical joint warfighting capabilities. Three areas where the problem has
become acute are joint command and control; joint intelligence,
surveillance and reconnaissance; and biological warfare defense.

Without a joint development organization, there is no customer pull
and there is no integrated approach to systems or solutions. And perhaps
most important, there is no support to the warfighters in their primary area
of concern—command, control, communications, and computers and
intelligence, surveillance, and reconnaissance (C4ISR). While this
problem has been long recognized, little progress has been made.

The task force’s recommendation for joint C4ISR is to assign
responsibility for research and development to Joint Forces Command.
JFCOM would be the focal point for developing and testing prototypes
using spiral development. It would work with the regional Combatant
Commanders to transition and tailor capabilities to each. To facilitate this
task, JFCOM needs technical, system engineering, and acquisition
capabilities and partners. Partnership with DARPA can facilitate a flow of
new technology. A systems engineering capability at JFCOM would
provide configuration control and other system engineering functions. A
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Joint Program Office needs to be created to acquire and deploy systems.
And partnership with a Federally Funded Research and Development
Center could provide technical support. This approach is consistent with
recommendations in prior DSB studies and by the Transformation Task
Force established by Secretary of Defense Rumsfeld.

Similarly, and as discussed previously, DTRA should be the single
point responsible for biological warfare defense R&D and acquisition.
DTRA would operate in a mode similar to that of DARPA, drawing on
talent in the Services, universities and industry. DARPA should continue
to operate with the freedom to pursue high-risk, high-payoff projects as
DARPA management sees fit. DARPA efforts would not be under the
centralized DTRA control but obviously must be coordinated with DTRA
which will continue to play an important role in achieving overall
capabilities for biological warfare defense.

Recommendation #6
Responsibility for Joint R&D

The Secretary of Defense should

» Establish organizations and activities responsible for
joint R&D and acquisition in C4ISR.

- JFCOM and a Joint Program Office (co-located)
-~ Adequate technical and acquisition support

¢ Establish single point responsibility for biological warfare
defense R&D and acquisition at DTRA.

Rejuvenating the DoD Laboratories: Recommendation #7

Research and operation in the 84 DoD laboratories consumes about
$2.5 billion dollars a year of the Department’s S&T budget, approximately
28% of the total. The laboratories also manage another equivalent amount
of DoD S&T. So, in total, the laboratories expend about 56 percent of the
total S&T budget. In addition, they manage another $11 to 12 billion of
non-S&T money. Some 25,000 personnel work in the laboratory system,
including the Research, Development and Engineering Centers. It is clear
that the DoD laboratories are an important part of the Department’s S&T
enterprise and require special attention.

Numerous prior studies have looked at the DoD laboratory system,
identifying serious problems. Some of the most pervasive and debilitating
problems include an inability to attract and retain quality people, an aging
workforce fast approaching retirement, and personnel systems that place
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many restrictions on dealing with poor performers. However, few of these
studies have focused on the diverse nature of the laboratory functions as a
basis for rejuvenating the laboratory system. Much of the activity
conducted in the labs, and the majority of funds expended in or flowing
through the labs, is not related to S&T. The labs are involved in
engineering development, testing, in-service support and engineering, and
acquisition support.

The task force believes that the Department should conduct an in-
depth review of each of the DoD laboratories to review its activities,
understand its functions, and understand its workforce. With this
information, the laboratory structure can be significantly reshaped.
Personnel, activities and facilities involved in acquisition can be
transferred into acquisition organizations. Laboratories with a strong S&T
or technology orientation, with significant in-house research, should be
moved to university management to relieve them from the restrictions of
the civil service personnel system. Other labs might be considered for
privatization, consolidation, or closure. This review should begin
immediately and conclude in nine months with specific recommendations
for each laboratory. Implementation should conclude by 2005.

Whether or not the Department chooses to undertake such a review,
the task force believes the recommendations of the most recent study of
the laboratories by the Defense Science Board, Efficient Utilization of
Defense Laboratories, should be implemented.” This study reviews and
consolidates recommendations of many prior studies and focuses on
personnel and quality improvements. Implementing its recommendations
is essential to improving the laboratory system.

Report of the Defense Science Board on Efficient Utilization of Defense Laboratories
(Washington, DC: Office of the Under Secretary of Defense for Acquisition and Technology),
October 2000. .
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Recommendation #7
DoD Laboratories

The USD (AT&L), with direction of the Secretary of
Defense, should instruct the DDR&E to

¢ Review each laboratory in detail and determine
individual courses of action, to include the following:

— Administrative personnel transfers.
— University management.
— Privatization, consolidation, or closure.

e Complete review and begin taking action within 9
months with end goal of 2005.

» In any case, especially for those likely to remain status
quo, implement recommendations of most recent DSB
study.

~ Efficient Utilization of Defense Laboratories, October
2000.

— Focus on personnel and quality improvements.

FINAL THOUGHTS

Two challenges will fundamentally change the nature of the S&T
enterprise and military capability:

= Rapid technology transition: time matters.
= Transformation to new ways of fighting.

Technology is one enabler of new military capabilities and is typically
most effective only in the context of new concepts of operations and
doctrine.  To accomplish both transition and transformation the
Department must change its S&T enterprise through operational
experimentation, rapid spiral development, and evolutionary acquisition.
Only then will the Department be able to fully realize the benefits of the
S&T investments described in this report.

In summary, the recommendations of the task force focus on
transforming the Department’s S&T enterprise. The primary recommen-
dations have been discussed in this chapter; supporting recommendations
are contained in the remainder of this report. The recommendations fall in
seven areas:

30



Chapter 1. Overview
and Recommendations

1. Invest in new S&T initiatives in support of four
transformational challenges: defending against biological
warfare, finding difficult targets, making timely, accurate
decisions, and enabling high-risk operations. Expand and
provide more focused management for ongoing related S&T
programs.

2. Maintain the level of S&T investment at 3 percent of the
overall DoD budget as currently planned by the Department.
Provide additional funds for new S&T priorities by
reprioritizing current programs and shifting funds for ACTDs
to the 6.4A account.

3. Exploit commercial technology through expanded use of
commercial products and processes; elimination of barriers;
and efforts to forge relationships with commercial industry.

4. Foster operational experimentation, as an integral element of
anew S&T enterprise, through assigned experimental units and
sustained senior attention.

5. Establish a new technology transition process by vesting
responsibility for joint operational experimentation, ACTDs,
and technology transition with the Director of Transformation.

6. Accelerate the transition process for joint R&D by
establishing points of responsibility in joint C4ISR and
biological warfare defense.

7. Restructure the DoD laboratories and rebuild the scientific
and engineering workforce based on a major review of the
function and workforce in each laboratory.

Funding for the full implementation of all recommendations of this
report is modest. Expanding existing programs and conducting new S&T
initiatives to support transformational challenges should eventually require
additional investment of $1.8 billion annually. These funds should be
found by reprioritizing within the S&T program. Funding for operational
experimentation and technology transition should grow to $1.4 billion per
year over the span of several years. This amount represents less than 5
percent of the total DoD development funding.

The task force believes that implementation of these recommendations
will provide an enormous improvement in the focus and effectiveness of
the defense S&T enterprise. The task force believes that that this report
identifies those changes that offer the greatest beneficial impact today.
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Chapter I1.
Military Applications

American warfighting doctrine emphasizes the employment of
technology and firepower to achieve decisive battlefield victory while, at
the same time, minimizing casualties and collateral damage. This
approach has long driven the Department’s science and technology
community to seek the most advanced weapons and systems
technologies—with great success. The Cold War was won by superior
technology and ready forces developed and deployed over a fifty-year
period. Since 1990, new operational commitments have created a new set
of technology demands to enable the conduct of effective combat
operations in all terrain and climatic conditions, against the full spectrum
of modern threats.

These new demands on the S&T enterprise are explored in this
chapter. First the chapter examines the many factors that influence
military needs. Based on this assessment, nine high-priority military
needs are identified and described, focusing on the science and technology
efforts that will be required to attain new capabilities. Among these nine
are the four transformational challenges described in the previous chapter.
Finally, the chapter addresses the challenge of improving the interface
between the science and technology and operational communities. It
closes with conclusions and recommendations related to these topics.*

ANALYTIC APPROACH

The analysis in this chapter is based on a wide range of inputs from
across the national security community. Two days of interviews were
conducted with the combatant commanders (or their immediate
subordinates) and selected senior operational commanders, based on a
detailed questionnaire used to stimulate discussion and interaction. These
discussions addressed operational deficiencies along with specific
technical solutions that might be explored—all with an emphasis on
operational realism.

Views were solicited from a wide range of administration officials
including the military services, Joint Staff, and Office of the Secretary of
Defense to gain insight into the Department’s concepts and plans for
future forces. Because the Secretary of Defense Strategic Reviews and the

This chapter reflects the work of and was prepared by the Military Applications Panel of the

2001 DSB Summer Study task force. The panel members consisted of a mix of military experts
with Joint and Service experience at senior levels as well as technical experts with experience in
defense research and development. The panel membership, along with the government advisors
and staff who contributed to this effort, is contained in Annex B.
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Quadrennial Defense Review were in progress during the course of this
study, special attention was given to the views being considered in those
activities.

Meetings were also held with a number of independent defense experts
and theoretical analysts deeply involved in studying the current trends in
military affairs. In addition, a historical review provided insight into
periods of significant organizational and operational change within the
military as well as periods of significant technological advancement in
warfare.

Finally, to ensure full understanding of the operational implications of
the most advanced technology concepts currently in early development, a
review was conducted of several programs with the potential to have
profound impact on military operations. These programs include the
Unmanned Combat Air Vehicle, the Future Combat System, and the DoD
robotics program.

IDENTIFYING
MILITARY NEEDS

National security policy drives military posture. The operational
priorities that emerge in turn drive the S&T investments needed to
maintain the superior technological edge held by the United States across
a wide span of military missions. These missions include (1) strategic
deterrence and missile defense adequate to support a nuclear deterrence
policy and protect the nation from limited attack; (2) power projection to
support U.S. foreign policy; (3) special operations, peacekeeping, and
counter-terrorism; and (4) assured access to and use of space and denial of
use to adversaries.

This traditional and broad view of military missions is by itself
inadequate to determine military needs. The task force tried to reach a
deeper understanding of the operational basis for science and technology
investment decisions. Thus, in deriving priorities for military needs, the
task force sought to understand the following seven factors:

* What most worries current combatant commanders?
= What must the Services do well operationally?

= Where are the consequences of operational failure
unacceptable?
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=  What is necessary to enable future operational concepts?

=  What dangers do adversary threats pose for operational
capabilities?

» What technological advancements will strongly influence
global military capabilities?

= How will current and emerging technologies actually affect
warfare?

These factors need to be considered in formulating a sound set of
military needs. Synthesizing the answers to these questions provides the
basis for S&T investment priorities.

FACTOR 1: WHAT MOST WORRIES
CURRENT COMBATANT COMMANDERS?

The concerns of the combatant commanders provide insight into
specific details of essential military missions and infuse operational
realism into the task force’s considerations. The joint field commanders
are on the front line, poised and prepared with ready forces to engage
when directed. They have responsibility for security, planning, and force
readiness. They constantly monitor intelligence information describing
risks to U.S. interests around the globe. These and other characteristics
make the combatant Commanders credible speakers regarding current and
future U.S. force strengths and vulnerabilities.

The most significant concerns expressed by the nine senior
representatives of the combatant commanders interviewed were:’

» Joint Command C4ISR. (9 of 9)

* Prompt and accurate target detection. (8 of 9)
= Integrated remote sensing. (7 of 9)

= Platform survivability. (7 of 9)

= Assured ability to deploy forces. (Continental United States
only; 2 of 2)

The nine representatives of the combatant commanders unanimously
agreed that Joint Command C4ISR is a critical concern; there is a need for
integrated communications and sensors that are secure, assured,

®  This list summarizes the areas of concern as expressed by the nine combatant commanders (or

their representatives) interviewed. Annex D contains the questionnaire provided in advance of
the interviews.
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connected, deployable, exercised, and ready for employment. The need to
find, identify, and track difficult targets—both fixed and mobile—in all
weather conditions was a near universal concern. Consistent with this
need was the desire for integrated remote sensing to support targeting and
situational awareness of the battlefield, whether on the ground, in air, on
or under the sea, or in space.

Equally important is the need for platform survivability. The specific
nature of this concern depended on the specific responsibilities of the
Commanders, but was of interest across the board. Concerns over threats
to survivability included counter-measures of various types such as
electronic warfare that could defeat U.S. warfighting capabilities;
frequency interference; network attack; and the ability of adversaries to
detect some platforms, making them vulnerable to active defenses.
Finally, the two combatant commanders in the Continental United States
(CONUS) expressed concern about the impact of certain threats—
including terrorism and the use of biological weapons—on the ability of
U.S. forces to mobilize and deploy to engagement locations.

FACTOR 2: WHAT THE MILITARY
MUST DO WELL OPERATIONALLY

U.S. forces will have to continue to perform certain operational
missions, now and into the foreseeable future. These missions include:

* Achieving and maintaining air-superiority over friendly
and hostile airspace. Air superiority is paramount for U.S.
conventional forces. The United States has not fought
without air superiority for several decades, and is unlikely
to do so on any significant operational scale. Without air
superiority, the capability to deploy, support, and sustain
U.S. forces is compromised.

* Controlling sea lines of communication. The military
cannot move and sustain sufficient force by air alone, so
the ability to move and supply by sea is essential. Recent
operations in the Persian Gulf, off the coast of Africa, and
in the Balkans all relied on access to sea-lanes of
communication.

*  Conducting effective strike operations. American
warfighting operations depend heavily on the use of air-
delivered strikes. When effective, it is a preferred mode of
operations. When air power alone is not enough to achieve
an objective, it is used extensively as a precursor to ground
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maneuver and in conjunction with ground operations.
Because air campaigns can extend for weeks or even
months, the rate of loss of aircraft must be kept small
(under one percent a day for a protracted campaign).

Deploying and supporting ground forces for a variety of
operations. The United States must be able to move and
support ground forces for missions ranging from forced
entry and protracted combat operations to peacekeeping
and humanitarian assistance. The ability to arrive in a
theater of operations quickly and set the conditions of the
battlefield requires forces be fully trained and readily
deployable. While the acceptable time frame can be
debated, rapid deployment is essential.

Operating in a joint and combined force with political
constraints. U.S. forces will almost always operate in a
joint and combined context with allies and partners. Most
modern operations—such as the Gulf War and the
campaign against Yugoslavia—were conducted with
political constraints that influenced the scope of the
operation and the acceptable levels of violence or collateral
damage. These constraints can be onerous to operators but
will continue to exist as long as U.S. forces remain an arm
of American foreign policy.

Constraining collateral damage to acceptable levels.
Across the operational mission spectrum, from long-range
interdiction bombing operations to peacekeeping and
peace-enforcement missions, U.S. forces will continue to
be politically constrained by limitations on collateral
damage—although some level of collateral damage will
always be unavoidable.

Avoiding large-scale and protracted casualties. U.S.
commanders will also be obliged to minimize risk and
harm to U.S. forces. In situations where vital interests are
at stake or the nation is in direct risk, the tolerance for
casualties will prove higher than when the mission’s
importance is less clear, as in the Somalia experience. The
Gulf War created the myth that large-scale conflicts can be
fought with minimal casualties, and many now believe that
this is always possible.

Military Applications
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FACTOR 3:
UNACCEPTABLE FAILURES

Failure is unthinkable in some mission areas, and developing force
capabilities to support those missions is a high priority." The task force
identified four events for which failure of defense is unacceptable: (1)
attack on the continental United States using weapons of mass destruction,
(2) attack on U.S. installations overseas using weapons of mass
destruction, (3) denial of access in areas of vital interest overseas, and (4)
the rise of a major competitor capable of defeating U.S. forces
conventionally.

The first two of these events would involve the high casualties
associated with employment of weapons of mass destruction, primarily
nuclear and biological weapons. For the foreseeable future, the United
States will rely on deterrence to prevent nuclear attack. As technology
matures, it may increasingly rely on defenses, at least for delivery by
ballistic missile. Technology should certainly be explored and fielded if it
matures. Biological threats are a more complex problem because of their
wider availability and the ability to deliver them covertly by a variety of
means.

On the conventional side, U.S. integration in an increasingly global
trading economy and its need for access to overseas energy sources are
compelling arguments for continued overseas basing and access on a
routine basis. While the emergence of a peer competitor with the power to
defeat the United States by either nuclear or conventional means is not
likely in the near term, the United States must work to ensure such a
capability does not emerge in the medium or long term.

FACTOR 4: ENABLING FUTURE
OPERATIONAL CONCEPTS

Each of the military Services is developing and implementing new
concepts for forces and warfare, as depicted in Figure 2-1, which are
influenced by the Department’s joint-warfare vision.

10 This study was conducted and completed prior to the September 11, 2001 terrorist attacks.

Perspectives on many issues discussed in this chapter would likely be influenced by those
events, but on the whole the task force believes its conclusions remain valid.
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Figure 2-1. Military Service Future Force Concepts

The viability of future operational concepts is directly related to
whether technological advances will provide the means to fulfill these
visions. The joint perspective, which is discussed first, provides an
overarching context for the individual Service visions, which are
addressed in turn. The unique management problem of S&T and
acquisition to support joint command and control is also discussed here.

Joint Warfare: Joint Vision 2020

The U.S. military must be a joint force capable of full-spectrum
dominance. Implementing this vision requires optimal integration of all
joint forces and effects. Its basis is four-fold:

= The global interests of the United States and the continuing
existence of a wide range of potential threats to those
interests.
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= The central role of information technology to the evolution
of not only the U.S. military, but also the capabilities of
other actors around the globe.

* The premium that a continuing broad range of military
operations will place on the successful integration of
multinational and interagency partners and the
interoperability of processes, organizations, and systems.

= Reliance on joint forces as the foundation of future U.S.
military operations.

In Joint Vision 2020, the operational concepts established in Joint
Vision 2010 remain key—dominant maneuver, precision engagement,
focused logistics, and full-dimensional protection—as Figure 2-2
illustrates. ~ The vision confirms the direction of the ongoing
transformation of operational capabilities. It emphasizes the importance
of further experimentation, exercises, analysis, and conceptual thought,
especially in the areas of information operations, joint command and
control, and multinational and interagency operations. Joint Vision 2020
addresses the full range of military operations—but warfighting remains
the primary focus.

Figure 2-2. Joint Vision 2020
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Changes in organization and doctrine require both technological and
intellectual innovation. Key S&T needs include C41 technology to support
integrated joint operations; wide-area sensing for a common operational
picture; and decision support technology for collaborative planning and
execution.

The Unique Case of S&T for Joint Command and Control

Despite their importance to operations, joint needs tend to suffer
considerably in the S&T investment allocation process. The lack of a
“customer” for S&T in a number of critical areas means that there is no
demand or “customer pull” for new technology. Thus, supporting S&T
programs are not executed, and technology transition to support joint
needs is slow at best. The need for an integrated joint command and
control and a joint intelligence, surveillance, and reconnaissance, (ISR)
suite is critical to effective joint operations and deserves special mention.
The combatant commanders confirm that this requirement is a priority.

When directed to employ joint forces, a joint field command is formed
and tailored to the specific mission or tasking—such as Desert Storm,
Bosnia, or Kosovo. Essential to employing joint forces, especially in the
critical early stages of a mission, are effective joint command and control
of assigned forces plus supporting communications and computer
interlinks and databases. A ready, trained, exercised, and demonstrated
joint-command element is fundamental to operational effectiveness. Yet,
the United States lacks such a capability today. Instead, command and
control and ISR assets are integrated for use at the time and point of need,
which means that systems are put together in ways that can be and have
been demonstrated to be detrimental to effective operations.

C4ISR assets are procured and owned by the Title 10 services and
provided, when needed, to a joint field command. The joint command
“assembles” its joint C4ISR suite as assets are provided, usually during the
early hours of an unfolding crisis. In general, these service-provided
CA4ISR capabilities have been procured over an extended period of time,
based on individual service needs and resource availability. As a result
they fit into service architectures that may or may not be interoperable
with the systems and processes of other services. Integration challenges
range from reconciling unrelated waveforms and entirely different
frequency operating bands to trying to link software with incompatible
formats and overcoming conflicting network protocols. While joint
standards and protocols are being put in place in the acquisition
community, they primarily apply to new procurements. The connectivity
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problems that exist today will continue well into the future—at least until
one generation of procurements has elapsed.

In addition to being a serious interoperability challenge, the lack of an
effective approach to joint C4ISR creates other problems as well. The
joint commander is responsible and accountable for exercising command
and control over the assigned service forces but does not determine what
assets will be available. This is a serious command weakness, if not
vulnerability, particularly in the early hours of a crisis. Jointly organized
field commands appointed, and often immediately deployed, to deal with
the designated national security crisis need pre-crisis assurance of what
particular C4ISR assets will be made available upon demand, intimate
familiarity with the to-be-provided C4ISR hardware and software (through
pre-crisis exercising with the personnel who will be accountable for
exercising joint command and control), and finally, demonstrated pre-
crisis C4ISR interoperability among the assets to be provided.

An alternative solution—particularly attractive from a command
accountability perspective—might be to provide sufficient C4ISR funding
directly to geographic combatant commanders for them to build their own
deployable joint C4ISR systems, tailored to their missions. The
Department would have to either set aside existing funds for these
procurements or seek new procurement authorities to direct congressional
funding for joint C4ISR to newly established geographic accounts for the
combatant commanders. Combatant commanders would not require a full
acquisition organization; capabilities and systems identified for joint
C4ISR could be assigned to the Services for procurement using existing
service acquisition capabilities.

Also needed is a core joint force command element that would be
embedded in Joint Forces Command and used routinely in joint sponsored
exercises to provide command and control and ISR support to assigned
service elements. The challenge is to use technology to overcome
fundamental  incompatibility = among  Service-owned electronic
communications, sensing, storing, and networking systems that would be
incorporated into a joint command and control system. The task is
substantial—requiring the use of existing joint communication and
information protocols and standards as guides to invent and field decision-
support tools that merge, integrate, display and move otherwise
incompatible voice, electronic, and data streams across the full range of
communication needs. Solutions need to be operationally tested as they
emerge, providing prompt and necessary feedback to developers as to the
potential for success. Once systems are fielded, the joint force command
element would be accountable to train frequently and exercise with an
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array of Service-provided C4ISR assets to ensure competence and
familiarity in their integration and employment.

In today’s environment, the lack of a customer means that there is no
interface between the S&T, acquisition, and operational communities to
provide essential feedback during the development and operational testing
processes. A solution to this problem will require a commitment by the
Office of the Secretary of Defense and the Joint Chiefs to a standing joint
command and control and ISR employment capability. Joint Forces
command would be a logical component to own, experiment, train,
operate, maintain, store, and ultimately employ a Joint C4ISR Command
Element—thus creating a “customer” and “customer pull” for technologies
to support these needs. The Office of the Secretary of Defense for
Command, Control, Communications and Intelligence (OSD(C3I)) could
sponsor and fund the necessary research and development efforts, with
DDR&E oversight and DARPA and the Director, Operational Test and
Evaluation (DOT&E) as important technology partners.

The subject of joint C4ISR is addressed separately in other parts of this
study. This issue deserves special attention here, despite the fact that it is
as much an acquisition and management issue as it is one of science and
technology. Without well-defined requirements, the S&T community
must be involved in a leadership role in experimentation and concept
exploration to provide the basis for acquisition efforts.

With the joint operational vision as a backdrop, the individual Service
visions for future forces and operational concepts will be discussed.

Army: Objective Force

The Army is committed to developing a future force based on lighter
vehicles and capable of being deployed by existing strategic and tactical
airlift. This force is intended to meet all Army operational goals and be
decisive in any combat mission. Because light vehicles are inherently less
survivable, the Army intends to rely on future situational awareness and
command and control systems to employ effects at extended range without
relying primarily on concentrating forces for close combat.

The concept of the Army’s objective force includes the following
elements:

= Mass of effects, not forces.
= Simultaneous, brief, violent attacks in multiple directions.

= Attack, disengage, reorganize, and attack.
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* Speed, situational awareness, robotics, and lethality together
replacing mass.

In addition to relying on situational awareness and command and
control to enable the massing of effects, the Army intends to rely on a very
high operational tempo to prevent an adversary from mounting a
successful defense or attack. Robotic systems are envisioned as part of the
force concept, as are extended-range lethal systems designed to limit
direct fire in close-in engagements.

The S&T needs required to support this concept are varied and include
the following: unmanned air and ground systems; advanced sensors for
air and ground; integrated real-time command and control and battle
management; extended range precision munitions; advanced vehicle
propulsion; and integrated survivability suites including signature
management. Though not all-inclusive, this list captures essential
capabilities needed to make the Army’s Objective Force a reality.

The Army’s plan includes an initial fielding in 2010 followed by block
upgrades and pre-planned, product improvements. Continuing technology
evolution and integration is central to the Army’s approach. The Army’s
goal is to be able to deploy one division anywhere in the world in 90 hours
and five divisions in 120 hours.

Navy: Network Centric Warfare

The United States Navy is undergoing a transformation to Network
Centric Operations (NCO), which will enable the Navy to more quickly
attain and sustain global access and to decisively influence future events at
sea and ashore—anytime, anywhere. NCO will dramatically strengthen
the Navy’s ability to shape an environment, deter an adversary, and should
deterrence fail, prevail in war.

The network centric concept is to be used as the organizing principle
for developing future Navy forces. It effectively pairs networking and
information technology with effects-based operations. NCO can be
broadly described as the art of deriving maximum force power through the
rapid and robust networking of diverse, well-informed, and geographically
dispersed warfighters. Effective Network Centric Operations will enable a
precise, agile style of maneuver warfare that can sustain access and
decisively influence events ashore. NCO focuses primarily on the
operational and tactical levels of warfare, but can have significant impact
on all levels of military activity in conflict resolution—from the tactical to
the strategic.
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Network Centric Operations harness the power of on-going
technological revolutions to dominate operational tempo and most rapidly
achieve warfighting aims across the full spectrum of military operations.
NCO requires an increased use of sensor networks and an improved
understanding of an adversary’s operational approaches to mass effects in
a way that will have the most impact on an adversary’s future course of
action by limiting his options.

Four major supporting concepts underpin Network Centric Operations:
gaining the information and knowledge advantage; assured access; effects-
based operations; and forward sea basing. The required science and
technology advances include: tiered and netted sensor grids above, on,
and below the sea; linked manned and unmanned vehicles; robust joint
C4ISR capabilities; decision aids and knowledge management
capabilities; interface capabilities between man and machine; and
efficient, high-speed and long-range surface and sub-surface platforms.

Air Force: Global Strike

The Air Force will meet the diverse challenges of the 21st century
through a vision of global vigilance, reach, and power—a concept based
on an integration of air, space, and information operations. The intent is to
“exploit the full air and space continuum on a regional and global scale to
achieve effects both on earth and in flight regimes beyond the horizon.” A
foundation of this capability is achieving decision dominance over the
adversary through the fusion of a full range of information drawn from
national and tactical means and rapid conversion of this information into
decision-quality knowledge. The Air Force will provide the balanced air
and space capabilities that are key to meeting national security objectives
and realizing the full-spectrum dominance envisioned by Joint Vision
2020.

The Air Force will achieve its goals by enhancing its capabilities as an
expeditionary force, configured for the full spectrum of operations. The
Air Force has constituted 10 deployable Air Expeditionary Forces
(AEFs)—two deployed or on call to meet current national requirements
while the remaining train and prepare for future operations. The AEFs
provide joint commanders with force packages that can be tailored to any
contingency. The Air Force vision is to increase capabilities through
innovations and adaptations that make these forces lighter, leaner, more
lethal, and more responsive.

The Air Force can deploy an AEF fast enough to curb many crises
before they escalate. In the near future, the Air Force will be able to
rapidly deploy up to five additional fully capable AEFs in 15 days, thereby
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providing joint force commanders options to begin offensive operations to
halt and win major wars.

To achieve this vision, the Air Force will require advances in a number
of areas. One requirement is the capability to horizontally integrate the
full range of information in real time and rapidly convert that information
to knowledge and understanding. Also required will be enhanced,
adaptive, real-time precision targeting, which increases the number of
targets that can be engaged; assured access to any target by overcoming
anti-access strategies; and enhanced capabilities to quickly defeat enemy
defenses. In addition, increasingly fast, flexible, responsive, and reliable
support will be the foundation of all Air Force operations..

The integration of revolutionary technological developments and
dramatically improved operational concepts and organizational changes
led to profound increases in combat capability as seen in recent successes
in Bosnia, Southwest Asia, Kosovo, and Afghanistan. Continuing
transformation efforts promise even greater potential, as the Air Force
continually transforms the way it approaches warfare. Assuring security
and stability requires global vigilance, reach, and power—global vigilance
to anticipate and deter threats, global reach to curb crises, and global
power to prevail in conflicts and win America’s wars.

U.S. Marine Corps: Expeditionary Maneuver Warfare

Expeditionary Maneuver Warfare (EMW) provides the philosophical
basis for the Marine Corps execution of future operations. It describes
Marine Corps operational capabilities across the spectrum, as they apply
not merely to amphibious operations, but to all aspects of warfare in and
around coastal waters. EMW is built on the twin pillars of maneuver
warfare and the Marine Corps’ expeditionary culture. The operational
concepts that constituite EMW are operational maneuver from the sea,
sustained operations ashore, and ship-to-objective maneuver.

Expeditionary Maneuver Warfare focuses the Marine Corps’ designed
competency and specifically enhanced capabilities in littoral warfare to
ensure that deployed future Marine Air-Ground Task Forces will best
support the Joint Force Commander throughout the spectrum of conflict.
EMW capitalizes on innovation, experimentation, and technology.

The properties of EMW are:  compatibility with joint and
multinational missions, strategic agility, operational reach, tactical
flexibility, and support and sustainment. Strategic agility implies rapid
and fluid transition from pre-crisis to operational capability with forces
that are ready, sustainable, and rapidly tailored for multiple missions.
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These forces will be able to project and sustain force across the spectrum
of conflict in conjunction with other forms of national power. The goals
are overwhelming tempo and speed against an adversary and a responsive
force in a non-combat scenario.

EMW will couple doctrine with technological advances in speed,
mobility, fire support, communications, and navigation to seamlessly and
rapidly identify and exploit enemy weaknesses across the entire spectrum
of conflict. More specifically, S&T needs include: networked operational
communications, information, and intelligence systems; global access
capability to domestic and international information resources; high-speed
lift; mine and obstacle countermeasures; and precision navigation.

FACTOR 5: DANGERS FROM
ADVERSARY THREATS

In the next 15 to 20 years, the United States does not expect to face a
peer competitor. There are, however, likely to be continued conflicts
around the world involving U.S. interests. Responding to these conflicts
will entail diverse global deployments in unpredictable environments.
U.S. forces will continue to be engaged in the full spectrum of conflict
conditions from peacekeeping to regional war. Facing the overwhelming
capabilities of U.S. conventional forces, adversaries will exploit
vulnerabilities in non-traditional ways, as Table 2-1 suggests. With
individual national interests around the world likely to change over time,
the United States cannot always rely on sanctuaries overseas, but must be
prepared to employ force from the continental United States, sanctuaries
far from the engagement area, and/or from sustainable maritime platforms.

Vulnerabilities

Potential adversaries with interests inimical to those of the United
States, will search out U.S. vulnerabilities not only in military and security
sectors but in other sectors of society as well. Adversaries who believe the
United States might intervene to protect its interests abroad are seeking
ways to frustrate or defeat the ability of the United States to respond to
crises. Examples perceived U.S. weaknesses allowing possible
exploitation include:

» Vulnerability to single-point critical failures.

= Vulnerability to catastrophic collapse of integrated network-
centric systems.

= Insecurity of information systems.
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Table 2-1. Example Vulnerabilities and Potential Counters to U.S.
Military Employment Concepts and Capabilities
u.s. Adversary Selected Non- Selected Technical
Concepts Concept to technical Adversary Adversary Responses
and Counter U.S. Responses
Capabilities Strengths
Precision Strike | Reduce target Distribute forces Camouflage Concealment and
signatures Hugging Deception (decoys, buried
Deflect U.S. Non-nodal forces targets, multi-spectral
weapons Human shields camouflage & smokes)
GPSj i
Employ rules (:f Embed military forces in jamming
engagemen civilian infrastructure
outside Geneva
Convention
Information Disrupt, degrade Deception Information warfare (IW)
Dominance U.S. capabilities Media manipulation techniques shared among
Create own effective | primitive comms (couriers) adversaries
comfnunl.catlons Better human intelligence Radio Frequency disruption
and intelligence Adversary capabilities:
Cell networks
Fiber optics
Quantum cryptography
Commercial space imagery
UAVs
Force Create early, visible Suicide missions Thermobarics
Protection casualties Terrorist-type attacks Tandem RPGs
(against barracks, ships) | Laser blinders
Rumors of biological CW/BW tactical use
ﬁg::: ch;WIchemlcal Cruise missile proliferation
contamination Low signature propellants for
. . surface-to-air missiles
Publicize casualties to
CNN
Dominant Prolong combat Force urban combat Hybrid (upgraded) ground
Maneuver and/or hide and Seek out complex terrain systems, including APS, night
survive Ambush Yisions . . -
Attrition Anllley-qellvered high precision
munitions
Obstacles
Assured Delay or deny Counter-coalition BW/CW against ports and
Entry/Access diplomacy and airfields (CONUS or theater)
propaganda Counter stealth, such as PCL,
Occupy access points and other advanced air
Hold civilians in targeted defense
access areas Advanced mines (naval and land)
Advanced torpedoes, unmanned
underwater vehicles
Focused Disrupt Deny host nation support IW against automated logistics
Logistics POL contaminants
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= Over-reliance on fragile technologies such as the global
positioning system or commercial communications
capabilities.

= Possible unanticipated technological vulnerability of
weapons and platforms.

= [Inability to effectively operate with coalition partners and/or
allies,

» Vulnerability in forced close combat, especially in urban
terrain.

= Vulnerability to effective attack upon rear areas, especially
the deployment, logistics, sustainment, and support
infrastructure.

= Vulnerability and fragility of U.S. space assets.

= Broad use by adversaries of chemical and biological
weapons, especially in civilian areas.

= Vulnerability to effective missile-defense countermeasures.

= Vulnerability to effective anti-access and preemptive
strategies.

Daunting U.S. military capabilities force adversaries to respond
creatively. They will consider U.S. strengths and weaknesses and will
design approaches to avoid the former and while exploiting the latter.
Careful self-assessment of existing and future vulnerabilities is essential in
setting priorities to remedy them in an orderly fashion and with the least
risk. Sound priorities will focus on areas where scientific and
technological advances can most rapidly improve U.S. capability and
reduce risk.

FACTOR 6: PROGRESSIVE TECHNOLOGIES
AND MILITARY CAPABILITIES

Any prioritization of DoD S&T must take into account the full
spectrum of military and commercial technologies being pursued around
the globe. Critical is the challenge of understanding the direction of
evolving technologies and the potential they may offer for improved U.S.
military capability. The task force believes that the following list identifies
those technologies most likely to advance military capabilities in the
future—for both the United States and its adversaries:

51




DSB Summer Study on
Defense Science and Technology

* Continued growth in computing power, both hardware and
software.

= High bandwidth wireless communications.
* Novel energetic materials.

* Sensor materials, including radio-frequency components and
electro-optical and infrared focal plane arrays, in particular.

= New capabilities offered through exploitation of
nanotechnology and microelectromechanical components.

* Biological detection devices and therapeutics.
* Unmanned systems.
* Commercially available space-based sensor systems.

= Active biological processes.

FACTOR 7: TECHNOLOGICAL
ADVANCEMENT AND WARFARE

Finally the relationship between future warfare and evolving
technology must be considered in identifying priorities for S&T
investment. Predicting, in peacetime, the optimal blend of organizational
structure, operational concepts, and technology for future conflicts is
always challenging. The best blend of the three has historically been
verified only by actual experience. Modern simulation and modeling
tools, however, provide a new opportunity to fully explore options in
peacetime.

At all levels of the S&T development process, modeling, simulation,
gaming theory, and war games should be used extensively in seeking out
useful insights, framing new concepts, and developing new and alternative
lines of scientific inquiry. This effort can also be extremely useful in
helping to educate end users, especially operational military personnel, in
the art of the possible before it can be demonstrated in the field or used in
actual combat.

This approach will also help to create “technological buy in” by
military institutions, which are often slow to change in the absence of
clear evidence of the failure or inadequacy of current concepts and
capabilities. The military has a tendency to use technology to do things
the same way, only better. Yet, the highest operational payoff is often in
doing new things or in doing old things in a totally different way. Today,
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there is a great deal of creative thinking driving the transformation of the
U.S. defense establishment.

Modern technology has already had a significant effect on the
battlefield and the nature of warfare. The increased lethality of modern
munitions—a result of improved range, precision, and energy—is
outpacing the survivability of nearly all systems. Reliance on extended-
range engagement is emerging as a preferred and possibly dominant
method of warfare for strategic, air, naval, and ground operations. Yet, as
technology becomes increasingly available around the world, potential
adversaries will gain capabilities that will enable them to defend against
U.S. power. Even more worrisome is adversary exploitation of weapons
of mass destruction—conventional, chemical, biological, and
radiological—that has the potential, especially in the near term, of
severely crippling not only U.S. military capability but the nation as a
whole.

Looking ahead, the next-generation battlefield will rely on a number of
emerging concepts enabled by new technologies, such as

= Assured situational awareness and communications.

= Highly automated operations including human control with
software decision aids and highly collaborative dynamic
operations.

= Reliance on extended-range fires in all warfare regimes.

= Reliance on unmanned systems for high-risk missions and
tasks.

HIGH-PRIORITY
MILITARY NEEDS

By assessing and synthesizing the “key considerations” described in
the previous section, the task force derived nine high-priority military
needs. In order to realize new operational capabilities in these areas, the
Department will need to make focused investments in science and
technology. The high-priority military needs are as follows:

1. Biological warfare defense for immediate detection and
defeat.

2. Capability to find and correctly identify difficult targets,
both static and mobile, which involves the ability to target
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adversary tactical forces for standoff engagement by air,
land, or from the sea.

3. Timely, accurate decision making that effectively
integrates joint and combined command, control,
communications, computers and intelligence (C41) systems
to support operations at all levels.

4. Support of high-risk operations with systems such as un-
manned systems capable of high-risk tactical operations.

5. Missile defense that is cost effective with low leakage
against tactical and strategic missiles and unmanned aerial
vehicles.

6. Affordable precision munitions that are resilient when
subjected to countermeasures.

7. Enhanced human performance that overcomes natural
limitations on cognitive ability and endurance.

8. Rapid deployment and employment of forces globally
against responsive threats.

9. Global effects that can be delivered rapidly, anywhere.

In the sections to follow, these nine military needs are discussed. For
each, the task force examines the basis of need, identifies the technology
required to advance U.S. capabilities, identifies potential vulnerabilities
and risks, and describes the goals and approach of an effective S&T
initiative.

1. DEFENDING AGAINST BIOLOGICAL WARFARE

The biotechnology revolution has profound implications for biological
warfare defense. While the United States, along with many other nations,
ceased development of offensive biological warfare several decades ago,
there has not been a global commitment to do likewise. More worrisome
are non-state adversaries who can pursue offensive biological warfare
strategies beyond the purview and monitoring of responsible government;
the efforts of the Aum Shinriko organization and the recent anthrax attack
in the United States are cases in point.

The widespread application of modern molecular biology to create
novel and targeted biological weapons, while possible, has not currently
been experienced. If such weaponry were suspected to be available,
serious policy and operational questions would arise as to how to deal with
the potential risk. And, while this study was completed prior to the
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September 11, 2001, series of events, the distribution of anthrax spores via
the U.S. mail has now already stimulated the general debate over
developing possible counters.

The use of biological weapons opens an entirely new battlefront, in
that the target might not be restricted to military forces but could be the
U.S. population at large. And while the effects of various biological
agents vary in their speed from minutes to weeks, they can affect a large
population well before effective remedies can be implemented, even if
they are available.

The impact of biological attack on military operations is potentially
devastating. The ability to deploy forces can be affected by consequences
such as debilitated transportation systems and paralysis of ports—
interfering with naval deployments, weapons shipments, and sustainment
supplies.

As noted earlier, information is lacking as to precisely what biological
warfare technologies and capabilities are being pursued around the world,
but intelligence estimates postulate that more than a dozen nations possess
or are pursuing offensive biological capabilities.

Smallpox is but one of may potential BW agents to which humans are
vulnerable. While a known and well-understood agent with known
vaccines for its various strains, the eradication of the disease in the early
1970s resulted in an international decision to terminate national
vaccination programs. Even those previously vaccinated are now
vulnerable, since vaccine effectiveness is estimated not to exceed 9 to 12
years. At present, vaccine supplies are insufficient to protect large
populations, military or otherwise.

One simulation of a smallpox attack in the Tidewater Virginia area—
where there is a broad concentration of key U.S. military installations of
all the Services—concluded that, for the assumptions made, there could be
50 million deaths. Obviously, the assumptions for immunity, movement
of infected personnel, and other key factors will drive the results of such
simulations.

Defending Against Biological Weapons—The Operational and
Technological Challenge

Developing a credible defense against and deterrence to the use of
biological warfare agents requires a broad spectrum of capabilities. The
demands on the S&T enterprise are significant and require a concerted,
coordinated, and integrated investment portfolio much greater than the
approximately $250 million per year the Department is spending today.
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Defense against biological weapons is extremely difficult and requires a
broad, systematic, and integrated approach.

A credible defense to deter biological warfare will require DoD to tap
promptly and effectively into the vast and expanding expertise in
biotechnology. Currently, DoD relationships with industry and academia
are weak in this area, with limited expertise within the military. Further,
the multi-billion-dollar research effort underway in the biotechnology
community is primarily oriented towards lifesaving and commercial
opportunities rather than DoD biowarfare concerns. Military
biotechnology interests are focused on the following:

* Indications and warning. Developing sensors and
precursor identification; developing protection techniques
and measures; and developing predictive indicators of
activity for intelligence purposes."

» Detection. Standoff wide-area surveillance with multi-
sensor, multi-dimensional data fusion; rapid agent
identification and classification; new forensic techniques to
determine, inter alia, attribution (signature of origin);
expanded field diagnostic capabilities.

= Prediction. Accurate, predictive dispersion modeling
techniques supported by decision-making systems and field
capabilities for rapid implementation, for civilian (such as,
first responders) as well as military use.

» Characterization and Response. Novel capabilities to
understand and mitigate health and performance effects and
neutralize toxicity; antidotes, vaccines, and therapeutics;
ability to rapidly identify newly engineered agents; and
ability to produce and prescribe effective countermeasures.

= Protection. Wide-spectrum pre-attack vaccines; collective
and personal protection systems.

= Agent-Defeat Weapons. The ability to attack rogue
biological and chemical production and delivery targets;
weapons capable of neutralizing facility and stored toxicity;
ability to rapidly neutralize and destroy already-distributed
agents over a wide area.

1 of particular interest would be standoff identification characterization. However, detection of

biological agents from a standoff does not yet appear to be within technological reach and
funding dedicated to such efforts should be targeted, controlled, and carefully assessed.
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Vulnerabilities and Risks

The nature of advances in biotechnology and our understanding of
fundamental structures and effects are increasing at a pace unimagined
even a few years ago. Thus, while the current estimates ascribe a limited
probability of the use of BW against the United States in the next decade,
we could be surprised. Further, the nature of the agents used might be
very different than expected and thus could defeat warning and response
systems.

Today, the U.S. intelligence and public health systems have very
modest capabilities in this area. As a result—as in the recent anthrax case
in 2001—the first indication of BW agent use is likely to be identification
of infected people, unless the agent used were extremely virulent.
Detection is more likely to be “bottom up”—at the individual physician
level—than to occur through a national detection system, which has not
yet been organized or integrated.

Goals and Approach

Recent comprehensive reviews have identified major systemic
problems with the current approach to biological warfare defense within
DoD and these problems remain valid today. Currently, efforts are
fragmented among multiple agencies. The relationship of DoD to non-
DoD research is not well coordinated, and, most importantly, the
magnitude of the effort is much too small. The Department lacks vision
for action and lacks leadership and coherent organization. A major step
forward can be made by putting someone in charge with the authority and
resources to manage a comprehensive program in biological warfare
defense.

Efforts for biological warfare defense must focus on two central
goals—goals that are bold and aggressive, but represent the capability
needed. They are to

= Enable U.S. forces and their support infrastructure to operate
in the face of a biological warfare attack.

= Deter adversaries from using biological weapons.

Previous studies have proposed a number of initiatives that should be
included in a comprehensive program for BW defense. In particular, the
1999 DSB Summer Study on 21st Century Defense Technology Strategies
proposed four major technology thrusts, which DoD should pursue.”? One

2 The Defense Science Board 1999 Summer Study Task Force on 21 Century Defense
Technology Strategies, Volume I (1999).
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of the four thrusts recommended by the study, BIOSHIELD, involves
S&T investments on the order of $1.4B per year.

The S&T program proposed in that study included several dimensions:
effective threat detection, effective threat response, and revolutionary
treatment options. One element of an effective threat detection and
response is the development of affordable sensor arrays that would allow
blanket coverage of an area through wide dissemination. Another is
development of a biosignature to assess a BW threat. The bio-signature
concept would include genomics and proteomics profiles, biochemical
fingerprints, and forensic attribution. Also important are decontamination
and countermeasures such as rapid automated responses, new classes of
decontaminants, and surface coatings to kill pathogens on contact.

Opportunities exist to use to use advances in biotechnology to develop
revolutionary treatment options. Presymptomatic diagnosis of infection
would enable early detection of the body defense reaction, allow rapid
treatment for a better outcome, and enable optimal control of the spread of
infection.  Advanced vaccine technologies would allow expanded
pathogen coverage and on-demand surge production of designer vaccines.
The development of new drugs would provide immunity enhancement, a
new broad spectrum of antibiotics, and pathogen grabbers."

The Defense Science Board Task Force on Defense Against Biological
Weapons examined the BW threat and in particular the implications for
homeland defense.” A large-scale biological attack on the U.S. homeland
would be devastating in its own right and would also have severe
implications for DoD’s ability to conduct its missions. Moreover, the
attack of high-value military targets in the United States provides high-
leverage asymmetric opportunities for an enemy, such as:

=  Compromised U.S. force projection.

» Inevitable cross-infection of civilians involved in logistics
support.

= Civilian impacts such as erosion of base services, panic, and
hostility.

One of the urgent priorities identified in the 2000 study was the need
to build a comprehensive, centralized database of bioagent fingerprints.

3 Each of these initiatives is described in more technical detail in the 7999 Defense Science Board

Summer Study on 21° Century Defense Technology Strategies, Volume II.

1 Report of the Defense Science Board Task Force on Defense Against Biological Weapons:
Leveraging Advances in Biotechnology and Medical Informatics to Improve Homeland
Biodefense Capabilities, 2000 Summer Study, Volume IV (Washington. DC: Office of the
Under Secretary of Defense for Acquisition, Technology, and Logistics). October 2001.
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These signatures would in turn enable the design of new diagnostics and
testing technology and provide potential insights to guide strategies for
drug and vaccine development. The study recommended creation of a
data acquisition and information architecture for biodefense that would
provide the following:

= A Bioagent Identification and Information Center,
responsible for the collection, analysis, annotation and
curation of a BIOPRINT database—a comprehensive
inventory of molecular signatures (or “fingerprints”) of the
most medically common microbial infections and the top 50
biothreat agents. The center would:

- Be laboratory-based.

- Be responsible for sample collection, archiving and
security.

- Use genome sequencing and other profiling tools.

- Probe designs for Z- and FZ-chips, to be used for rapid
diagnostic testing to distinguish between conventional
pathogens and bioagents.

- Provide a secure repository of bioagents and profiling to
limit open-source risks.

* A Bioagent Warning and Communication System that would

provide a monitoring and alerting function for biodefense. It
would include:

- A computational network.

- An alerting network for DoD bases and points of
embarkment, TRICARE, reserve component, and the
Center for Disease Control and other key civilian public
health systems.

- Advanced data-mining tools for epidemiological data.

Additionally, this study identified the need for creation of a New Joint
Biodefense Organization.

The Report of the Defense Science Board/Threat Reduction Advisory
Committee Task Force on Biological Defense is the most comprehensive
of the previous studies. The recommendations of this study are
extensive.” They include the following:

= Rank biological attack comparable to nuclear attack.

13 Report of the Defense Science Board/Threat Reduction Advisory Committee Task Force on

Biological Defense (Washington D.C.: Office of the Under Secretary of Defense for
Acquisition, Technology, and Logistics), June 2001.
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* Enable military mission and thus strengthen civil defense.
» Implement a coherent strategy and put someone in charge.
* Anticipate a central role in civil defense.

* Build a strong science and technology base.

= Reengineer the role of intelligence and deterrence.

= Educate, game, red team, experiment, exercise, and train.

It is important to note that the 2001 DSB study concluded that the
subject of biological defense is rich in opportunities for the DoD.
Biological weapons have characteristic weaknesses—Ilatency, sensitivity
to environmental conditions, sensitivity to vaccines and medical care as
countermeasures, and susceptibility to simple passive defenses.

The 2001 DSB study also concluded that there is much that can and
should be done to both improve the response to and reduce the risk of
biological weapons. The problem of BW defense is not “too hard” unless
it includes the unrealistic objective of “zero casualties.” Further, credible
defenses and the means to attribute the sources of BW agents are
tremendous deterrents to the use of biological weapons. Yet perceptions
that the United States has both these capabilities are inaccurate.

The task force believes that a comprehensive program is essential.
Many recommendations from previous studies are still valid. Key steps to
developing an effective program include

» Establishing and designating an agency within DoD to
manage all aspects of biological defense. The need for
someone in charge of this important area with authority,
accountability and resources to direct all aspects of DoD’s
BW defense program is critical. Without this step, there is
little hope for achieving the needed results. This effort
deserves establishment of an organization comparable to
the Missile Defense Agency.

» Implementing the recommendations for biological
warfare defense of the 2001 Joint DSB/TRAC Task Force
on Biological Defense. This report describes the bulk of
the activities that the Department of Defense needs to
implement.

* Increasing the DoD S&T investment from $250 million
per year to at least $1 billion per year. A program of at
least this magnitude is required to begin to adequately
address this challenge.
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= Implement the biological threat database and warning
system recommendations of the 2000 DSB Task Force on
Defense Against Biological Weapons.

2. FINDING DIFFICULT TARGETS

Unobscured, fixed military targets are relatively easy to detect and
identify. However, moveable targets, concealed by camouflage or foliage,
as well as targets in structures or underground, are currently extremely
difficult to detect and identify using standoff sensors. Vehicles moving on
the ground can be detected by ground moving target indicator (GMTI)
radar such as Joint STARS, but it is difficult with current standoff sensors
to identify them as military targets, particularly when they are obscured by
weather.

Recent experience in the Balkans and the Persian Gulf has
demonstrated the difficulty of discriminating decoys from actual military
targets. In Kosovo, for example, approximately 300 tank kills were
claimed, but less than a dozen tank kills could be confirmed; in fact, many
rounds hit only decoys. In the Persian Gulf, about 40 SCUDs were
launched. Six thousand Allied sorties were flown against SCUD TELs,
but no actual SCUD TELs were found and only about five decoys were
destroyed.

The examples cited are situations where finding, identifying, and
classifying targets has proven to be difficult. Technological and
operational approaches to solve this problem are being pursued within
DARPA as well as the four Services. DARPA is properly pursuing the
particularly high-risk potential technological approaches, while the
Services are more closely focused on nearer term solutions.

Concepts for Future Capabilities

Significantly increasing the capability to detect, identify, and
discriminate valid targets is essential to U.S. military transformation.
Multiple layers of intelligence, surveillance, and reconnaissance sensors
are recommended in order to provide broad-area search both through long-
range and shorter-range observation so that difficult targets may be
detected, identified, and subsequently attacked. Since targets can be
concealed in so many different ways, a multi-layered system employing
many different sensor types will be more likely to successfully detect,
identify, and discriminate difficult targets, and also be less sensitive to
countermeasures, than any single sensor system in isolation. Figure 2-3
illustrates the elements of a layered ISR system.
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Figure 2-3. Concept— Multiple Layers of Intelligence, Surveillance and
Reconnaissance
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Technology Requirements

The Department of Defense needs to establish a focused science and
technology program to develop the elements of this multi-layer ISR
system, to include high-altitude airborne, mid-to-low altitude airborne, and
ground-based layers.

High-altitude Airborne Layer. In a multi-layered approach, high-
altitude sensors would have the task of broad-area search for locations in
which to employ the mid-to-low-altitude and ground-based sensors. The
goal is to develop airborne radar capable of super range resolution, GMTI,
and 3-dimensional imaging through foliage and into structures.

A three-part ultra high frequency (UHF) radar technology program is
recommended for the high-altitude layer. All three parts of the program
need to be started now, but demonstrations of these new capabilities will
occur in phases due to the increasing difficulty of each. No science and
technology programs currently exist to accomplish any of the following:

* Incorporate super-range resolution into UHF foliage-
penetration radar without increasing interference with other
military and civilian systems operating in the UHF portion
of the spectrum.
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= Add a GMTI mode to the UHF radar in order to detect
vehicle movements under foliage and camouflage, as well
as in the open.

= Add a three-dimensional, high-resolution imaging mode to
the UHF radar to better separate targets under the trees
from the treetops themselves in the radar return.

Mid-to-low-altitude Airborne Layer. Operating below the cloud layer,
the mid-to-low-altitude airborne sensors would have the task of searching
for targets, as well as investigating potential targets cued by the high-
Ititude airborne sensors and other assets. A two-part technology program
is recommended for this layer:

» Develop multi-spectral laser radar capable of three-
dimensional imaging through camouflage and openings in
foliage. This sensor would be hosted on a small, long-
endurance unmanned aerial vehicle that is also equipped
with a laser designator and communication capabilities up to
the high-altitude layer and down to ground sensor networks.

» Develop a hovering and perching micro-air-vehicle with
optical day and night vision. The vehicle should be able to
approach within a few hundred meters of potential
concealment locations to detect, identify, and discriminate
difficult targets.

Ground-based Layer. Commercial micro sensors are becoming more
diverse, more capable, smaller in size, and less expensive. Examples
include radio frequency tags on store merchandise, accelerometers in
automobile crash-safety systems, and audio amplifiers in hearing aids.
This technology can be exploited to address the detection, identification,
and discrimination of difficult military targets.

The concept is to dispense huge numbers of inexpensive micro sensors
into areas of interest discovered by the high- and mid-to-low-altitude
airborne sensors and other broad-area ISR assets. The layout also includes
local control nodes that relay data from the micro sensors to the airborne
nodes. There are no sensors on the local nodes (which are depicted as
canisters in Figure 2-4 to symbolize work already done on the ARGUS
program). The local and airborne nodes will autonomously form mesh
networks with the microsensors. The mesh networks will use Internet
Protocol-based routing algorithms and continuously adapt to changing
traffic, mobility, and propagation patterns.
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Figure 2-4. Layered ISR Approach
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The ground-based sensor development program would begin with
sensor devices of a single type (for example, a magnetometer or acoustic
sensor) and expand over time to incorporate additional devices able to
sense different phenomena. As additional sensor types were added to the
network, various signatures would be systematically integrated and fused,
compared to a template database, and used to predict, if not conclusively
identify, the particular item of interest and properly classify whether it is a
target of interest or not.

Vulnerabilities and Risks

Airborne Sensors. Super resolution, as well as UHF and three-
dimensional imaging through foliage at UHF frequency ranges, has proven
to be a difficult technical problem as is accurate navigation of a mini-UAV
among trees or in dense urban terrain. Navigation would be further
complicated by countermeasures such as nets or barriers, although, if these
countermeasures were detected, flight altitudes could be adjusted without
excessive mission degradation. The operational importance of this
airborne sensing capability would lead to the development of
countermeasures such as jammers and decoys. Landing and/or perching of
mini-UAVs, while a highly desired operational capability, is currently
difficult as well. Finally, the balance between autonomy and tele-
operation for mini-UAV platforms is an area requiring additional study
and resolution.
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Ground-Based Microsensors. Ground-emplaced sensors need to be
highly reliable with minimum false alarm rates. Making them so is
difficult because of the wide range of stimuli that they must be assess and
correctly categorize. One possibility to reduce false alarm rates is to
explore the use of off-board processing for sophisticated assessments,
either on airborne platforms or at a larger-capacity local ground node.

The discovery and removal of a local node is a vulnerability that could
render a portion of an array inoperative (data exfiltration). Redundant
local nodes that remain silent until queried by the airborne nodes and that
can reconfigure their networks when a few nodes are removed may
address this concern. Microsensors would be quite small, thereby making
adversary detection more difficult but not impossible. Additional work
needs to be done to minimize the probability of detection of such arrays
and nodes; possible strategies include shielding transmissions, altering
reporting cycles, and using power modes that are close to ambient noise
levels. Even less expensive sensor and local node decoys could be added
to the array to further complicate enemy removal of sufficient quantities to
degrade the network.

The vitality and durability of a deployed sensor network is critically
dependent on reliable and sustained power. Recharging from solar cells
and introducing low-power “sleep” modes are possible approaches.
Standoff delivery and effective deployment of the microsensors and local
nodes is a technical challenge, but the Joint Standoff Weapon and Multi-
Rocket Launch System should be investigated as possible dispensing
mechanisms. Finally, until broad demand develops in the commercial
market for micro sensors and associated nodes, the cost of these
technologies may remain high and restricted to only the highest priority
military applications.

Goals and Approach

The task force proposes a series of demonstration milestones occurring
at 2, 5 and 10 years for both the airborne and ground-based layers. More
specifically, for the airborne sensors, demonstration milestones would
include the following:

= First demonstration, 2 years. UHF super range resolution

using radar in test chamber and existing ground-based
radar.

» Second demonstration, 5 years. Airborne foliage
penetration GMTI radar with super range resolution mode
finds moving and stationary vehicles under foliage; mini-
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UAV day and night optical sensor and ladar identifies
targets through openings in foliage; GPS coordinates with
foliage penetration radar and identification from mini-UAV
enables immediate targeting.

» Third demonstration, 10 years. Airborne foliage
penetration GMTI and three-dimensional imaging radar;
perching mini-UAV with optical sensor identifies fixed
targets under foliage and targets in structures.

Specific demonstration milestones for ground-based micro sensors
include the following:

= First demonstration, 2 years. Identify, discriminate, and
track any vehicle in a one-kilometer square area in adverse
weather conditions and/or under foliage; define
countermeasure vulnerability; transmit near real-time to
airborne relay(s).

»  Second demonstration, 5 years. Identify, discriminate, and
track people in addition to vehicles; increase area surveyed
(increased challenge in data fusion); system should remain
functional in active countermeasure environment.

» Third demonstration, 10 years. Integrate into common
operating picture; inside buildings; underground facilities;
mobile microsensors.

The phased demonstration approach will permit transition to
acquisition programs in phases consistent with spiral development.® The
task force recommends that DARPA manage the ground-based
microsensor technology program because of its revolutionary nature. The
Services may manage the airborne sensor programs, but it is essential that
DDR&E have authority to harmonize the pieces so that an interoperable
multi-layered ISR system can develop.

Figure 2-5 depicts notionally the potential for improved capability in
the detection, identification, and classification of difficult targets.
However, such progress is dependent upon results from ongoing and
future scientific and technological efforts.

Taking a systematic approach to “finding difficult targets” and
prioritizing S&T efforts across the various approaches—high-altitude
airborne, mid-altitude airborne, and ground platforms—should bring about
satisfactory solutions sooner. It is estimated that $200 million per year

16 A discussion of spiral development can be found in Chapter 4.
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will be required for the airborne sensor and platform technologies and
$150 million per year will be required for the ground-based sensor
technologies and the technology for their associated communications
nodes.

Figure 2-5. Operational Improvement and Funding
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3. MAKING TIMELY, ACCURATE DECISIONS

The many contingency operations undertaken by the U.S. military in
the past decade highlight the fact that planning cycles for employing U.S.
forces are too long to effectively conduct intended missions. The time
required to collect and consolidate situational information, to analyze
these data and develop a mission plan, and to gain approval for the plan,
can result in a plan that no longer reflects reality when the mission is
executed.

If U.S. forces are to be effective in the future, decision cycle time
needs to be reduced from days or hours to minutes. Reducing decision
cycle time will require exploiting information technologies and
reengineering the command and control process and its culture. The first
step is to develop and exploit information technology, which in turn will
facilitate the needed process re-engineering.
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Concepts for Future Capabilities

Timely, accurate decisions are the central element in all military
functions and missions, as Figure 2-6 illustrates. An integrated decision-
support system is needed to facilitate the decision-making process—a
system composed of decision-support tools, intelligent information
management, information fusion and dissemination, and integration of
communications. The system should provide robust, assured information
services to the warfighter very rapidly.

Figure 2-6. The Vision
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One concept for a decision-support system involves a multiple-layer
construct where information is shared between layers. Entities—such as
people, weapons platforms, sensors, or robots—would provide
information to and use information from the system. The system would
have the ability to dynamically adapt to meet the information needs of all
entities. The multiple layers of the system would include:

= Decision-support tools capable of supporting a variety of
interactions such as multi-party, on-line collaboration,
faster than real-time course-of-action planning; and
continuous machine-based planning.
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s Information services that rely on intelligent software
agents to provide automated information fusion,
management, and dissemination services. Intelligent
software agents would transform data into information to
support unit operations and would proactively provide
information to the user based on specific needs.

= Communication services that would take advantage of
commercial technology and networks. This layer would be
based on open-systems standards and protocols, with
minimal use of Service- or function-unique hardware or
software.

Technology Requirements

A great deal of available and evolving commercial information
technology can be exploited as components for developing an integrated
military decision-support system. Commercial information technology
standards facilitate system interoperability and the technologies can
provide improved decision response times. However, there are significant
military enhancements needed to meet DoD operational requirements—
capabilities such as self-healing and self-managed networking, anti-jam
capabilities, low probability of intercept, and spread-spectrum waveforms.

Through a focused S&T program, it is possible for the Department to
exploit the enormous private-sector investments in information
technology. DoD should invest its information technology resources in
three S&T areas: (1) decision support services, (2) information services,
and (3) communication services.

Decision-Support Services.  The technologies associated with
decision-support services include generative planning, case-based
reasoning, context-based information management, and coarse-grained
dynamic parallel processing. The latter technology is intended to allow
distributed parallel course-of-action generation. Additional technology
challenges to be addressed include:

= Operating systems that provide coarse-grained, distributed,
parallel processing between dispersed processing systems.

= Distributed algorithms that permit dynamic load leveling,
adaptive computation, and self-management, to ensure
graceful degradation at the point of service.

» Algorithms and protocols that tightly integrate distributed
computational resources with transport infrastructure.

69




DSB Summer Study en
Defense Science and Technology

*=  Collaboration tools that support multi-party, real-time
interaction.

Information Services. Information services are supported by
intelligent software agents and related infrastructure. Intelligent service
application software agents provide tailored data acquisition, processing,
and fusion, and also generate and disseminate information to users. These
agents deliver processed, synoptic information instead of volumes of data
and images. The service application software agents collaborate to
proactively recognize pertinent situation changes that may be of interest to
the user. The agents replicate themselves as necessary for efficiency and to
ensure that users are provided with continuous service.

Intelligent application software agents provide an array of functions
appropriate to the user’s mission and situation. The agents discover and
integrate information from multiple, heterogeneous databases; broker
information sharing between other agents; and negotiate with service
agents to establish appropriate network and resource allocations. These
agents are adaptive in that they profile user needs against direct user input,
past user requirements, and an understanding of user mission, status, and
intentions.

Intelligent software agent research and development is presently being
pursued both in the private and public sectors and should be leveraged to
achieve the capabilities described.

Communication Services. Communication services must transport
information in a secure, reliable fashion and must be adaptive and self-
healing. They include ground-based local area networks providing data
and information services, airborne networks and processors to transport
data and information services, and space segments to provide connectivity
over widely dispersed areas. The following technology challenges must
be met to develop integrated, scalable communication services. DoD has
made a modest investment in these areas, but its efforts need to be
expanded and focused on military-unique needs.

» Distributed algorithms and protocols that dynamically
manage communication hardware to provide (1) real-time
control of radio waveforms, link capacity, and network
topology; (2) intra- and inter-network data routing; (3)
distribution of network state information for adaptive, real-
time self management; and (4) distribution of state
information exchanged between transport and information-
processing layers.
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= Distributed inter-network management and control
algorithms and protocols that permit topology configuration
and balancing of loads across the network.

» Distributed algorithms and protocols that will adapt to meet
dynamic quality-of-service requests made by the warfighter.

Goals and Approach

Figure 2-7 identifies the challenges that should be incorporated into a
focused DoD S&T program to realize an operational decision-support
system. The approach suggested would allow the capabilities in each
layer to evolve over a 10-year period. For each layer, the technical
challenges involve increasing the number of real or virtual entities that
interact to support timely, accurate decision-making.

A series of advanced technology demonstrations are recommended
every two and one-half years to integrate the capabilities in each layer.
The demonstrations would be conducted against a specific set of
operational metrics, based on the accomplishments in the earlier
demonstration.  As these metrics are demonstrated, the maturing
technologies would ideally be transitioned into a baseline, integrated,
operational, joint C4ISR system. The end result will be significant
improvement in military operational capabilities, as the following metrics
detail:

= Planning will not limit execution. Decision time will be
reduced from hours or weeks to minutes.

= Ability to engage moving targets will increase significantly.
For field artillery, it will be reduced from 30 minutes to
time-of-flight plus seconds; for tactical air missions, from
days to minutes.

= Decisions will be based on a more robust set of analyzed
alternatives. The number of credible options analyzed will
increase from one or two to tens.

= Decisions will be made more quickly than the opponent can
counter—that is, within the opponent’s decision cycle.
Cycle time will be an order-of-magnitude faster than that of
an opponent.

= Synchronization of joint and combined actions will occur,
considering all relevant factors (including political and non-
military). The collaboration community will increase from 8
to 10 entities to hundreds.
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Figure 2-7. Time-Phased S&T Goals
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This system should be established in the near term by leveraging
commercial information technology and integrating existing DoD C4ISR
systems. The agent for developing a baseline system should be Joint
Forces Command, as suggested in numerous prior Defense Science Board
studies. The S&T program to support the decision-support system would
use the Joint Forces Command integrated-C4ISR baseline as the target for
advanced technology transition and insertion. To manage the program, the
many ongoing projects at DARPA and the Service laboratories and
research centers should be aggregated under a single program executive
director, who would focus additional S&T resources on developing the
technologies needed to meet the vision described.

4. ENABLING
HIGH-RISK OPERATIONS

Over the last century the United States has perfected its own unique
style of warfare that relies heavily on firepower in support of maneuver.
For example, when the Korean War began, U.S. forces used one artillery
battalion to support each maneuver battalion; by the end of the war’s first
year, 14 artillery battalions supported each maneuver battalion. More
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recently, the United States has relied heavily on air strikes as an additional
form of firepower. In Desert Storm, 46,000 air-interdiction and close air-
support air strikes were flown—many prior to the initiation of the ground
campaign—in addition to 70,000 sorties of other types. Furthermore, the
United States has sought to perfect standoff precision strikes as a way to
use firepower without placing U.S. combat personnel in harm’s way.

The impact of increased use of firepower on casualties is illustrated in
Figure 2-8. The effects of massive firepower can be significant in the
strategic and operational phases of war and then diminish at close-in
tactical ranges. On the other hand, friendly casualties are relatively few
during the strategic and operational phases of a conflict and increase
dramatically as tactical combat closes to close range. The point where
these two trend lines cross is termed the “point of convergence.”

Figure 2-8. Relationship Between Firepower and Casualties
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Over the last decade, adversaries have sought through various methods
to force U.S. forces into close combat—avoiding the effects of U.S.
firepower and taking advantage of the potential for higher U.S. casualties.
(Over the past one hundred years, 97 percent of all casualties have been in
close combat, with 85 percent in the infantry.) The United States will
continue to face close-combat situations when trying to achieve particular
military objectives. As a result, new approaches—such as the use of
unmanned systems—are needed to reduce risk to U.S. forces.
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Future Operational Concepts

Unmanned systems offer the potential to regain the initiative in close-
in combat by forcing the adversary to operate at a higher operational
tempo than he can manage. Unmanned systems can operate in conjunction
with manned forces while greatly reducing the exposure of manned forces
and can also be used for some high-risk tasks in the operational phase of a
conflict. Additional advantages could include

= Potential for a true “train as you fight” process.
* Simulator training that is the same as combat operations.
» Greater reach-back capability for remote war fighting.

* Lower cost of training, operations and maintenance, and
logistics.

* Long endurance and wider dynamic range.

* Enhanced survivability at greater ranges of temperature,
pressure, g-load, and altitude.

= Ability to conduct “one way” missions.
= Support and facilitation of team and joint operations.
» QGreater multi-mission, multi-sensor potential.

The use of unmanned systems in combat has been limited. The United
States used unmanned aerial vehicles to a very limited extent during the
Vietham War and subsequent combat engagements, primarily for
reconnaissance and signals-collection purposes. Their expanded use in
recent years reflects not only the utility of improved technology but also
increased acceptance of such capabilities to reduce risk to manned systems
as well as to relegate more mundane and routine tasks to automated
systems, as Figure 2-9 suggests. Newer approaches, such as the use of
robotic systems to perform these and other tasks, need further
conceptualization and testing,

Use of unmanned aerial vehicles, while still in its infancy, has largely
been accepted as a useful approach that requires expansion and further
exploitation. Operationally useful unmanned ground vehicles, however,
are not yet in widespread use. This fact is due to the difficult technical
challenge of coping with the much more complex ground environment—
possibly including poor weather, short lines-of-sight, and complex and
urban terrain—in and around buildings, trees, ditches, standing water, and
rubble, for example—and the more complex and diverse tactical situations
of ground operations. All of these factors combine to place constraints and
demands on the performance attributes such systems must possess. For
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unmanned systems (both aerial and ground) to be useful in supporting
infantry or carrying out infantry tasks, an array of technologies must be
advanced and integrated.

Figure 2-9. Unmanned Systems

Broadly speaking, the technical advances required are in behaviors,
mobility, power, miniaturization of sensors and processing, and lethality
of small weapons. But unmanned ground systems must possess two other
important attributes besides being functional themselves. First, they must
be integrated into the overall set of infantry systems, including being
controlled by humans when appropriate. Second, they must carry out their
tasks within the constraints imposed by the rules of engagement—and
these can sometimes be quite restrictive and complex.

Technology Requirements

While few systems have actually been fielded, technologies related to
unmanned vehicles have advanced significantly over the past several
decades. Many of these technologies can be integrated into an accelerated,
focused program leading to a meaningful ground operational capability.
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Key technological needs include

* Assured wideband communications providing near real-time
updates to operators.

» Development of self-learning, reasoning, and behavioral
algorithms.

= Integration of multi-int sensors with a robotic strike
platform.

* Neural modeling.

* Traditional wheeled vehicle tracked to organic mimicking
walking and crawling vehicles.

= Sensory exploitation and interaction with robotic control
architectures.

= Navigation and target detection sensor abstractions.

Goals and Approach

To develop the needed technologies, a multi-phased, 10-year S&T
program is recommended. The program would be structured into two
technically aggressive, successive five-year demonstration programs.
Each of these programs would culminate in an advanced technology
demonstration in which several lethal, highly mobile, reasoning robots
would be demonstrated in complex and realistic operational environments.

The goal of the overall program would be to develop a company-sized
force, of manned and unmanned systems, which would demonstrate a
clearing operation in an occupied urban block. The unmanned force
would be remotely directed to clear and secure buildings and streets,
detain and secure a segment of the population, and provide force
protection. The objective would be to demonstrate the ability of the
unmanned systems in

= Integration with human forces.

» Self-protection.

= Verification of hostile forces and non-combatants.
» Engagement of resisting hostile forces.

= Controlling and guiding non-combatants to the manned
force.

=  Conforming to rules of engagement.
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Phase 1 of the program would involve demonstration of semi-
autonomous systems in the 2003 to 2008 timeframe, at a cost of $150
million annually. The concept would be to conduct “platoon” sided, urban
assault in a free-fire zone. The Phase II demonstration, occurring from
2008 to 2012 at a cost of $100 million annually, would involve conduct of
a company-sized operation. This part of the program would expand both
the size and the operational requirements of the unmanned force.

5. MISSILE DEFENSE

Deployed U.S. military forces and the U.S. homeland face a genuine
threat from missile attack. Types of missile threats include surface-to-air,
air-to-air, and surface-to-surface missiles as well as long-range cruise
missiles and ballistic missiles. These missiles could be launched against
deployed U.S. forces and/or the homeland to attack the full array of U.S.
personnel and assets, including not only U.S. domestic and overseas fixed
installations, air and seaports, command and communication facilities, and
logistics centers but also U.S. urban centers, transportation networks,
industrial complexes and other facilities of value.

The United States has made a major investment in national and theater
ballistic missile defense over the past two decades. This effort has yet to
yield a deployable system, although several systems seem to be near
deployment today. The difficulties associated with missile defense are
well known. Current systems depend on uncertain capability to
discriminate real targets from decoys and debris as well as the challenging
technique of “hit to kill.” They also employ either very sophisticated and
expensive ground-based interceptors or relatively inefficient airborne or
ground-based chemical lasers.

Existing approaches cannot adequately defend against the threat of
cruise and ballistic missiles at all ranges. The cost of effective defenses,
the horizon limitations of ground-based systems, and the difficulty of
achieving confidence in discrimination approaches all suggest that a better
solution needs to be found.

One technology with the potential to address the limitations of systems
currently in development is the use of high-power electrically powered
lasers. These devices could be particularly applicable to theater missile
defense against relatively short-range threats.
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6. AFFORDABLE
PRECISION MUNITIONS

Recent warfighting experience highlights the importance of precision
and low-collateral-damage engagement. This phenomenon has evolved
since Desert Storm and today represents one of the most demanding
requirements placed on the U.S. warfighting infrastructure. Precision
weapons are often difficult to handle, difficult to employ, and costly.
Further, many of the target-designation and guidance systems employed
have inherent limitations, and many are susceptible to jamming or
countermeasures. Today’s systems also lack all-weather capability, which
severely limits utility. Moreover, the effects are often not scalable.
Existing precision weapons are generally delivered only by air, and other
ground and naval options are needed.

Concepts for Future Capabilities

The trend toward precision and effects-based operations will likely
continue. Extended-range engagement, employing precision munitions,
will be a preferred means in all warfare regimes. Precision will need to be
available to tactical forces—in the air, on land, and at sea. Precision
munitions will replace unguided munitions for almost all targets. In the
future, selective warhead effects will be needed, so that the effects can be
tailored to the characteristics of the target. These systems will need to be
capable of delivery very close to U.S. forces or to non-combatants.
Finally, they will need to employ cost-effective munitions that can be used
to engage discrete targets down to individual enemy soldiers

Technology Requirements

The Department of Defense has developed precision systems, thus far,
with an emphasis on performance over cost. New technology is needed to
make these systems more affordable. Technological opportunities include

» New energetic materials for propulsion and warheads.

= Multi-mode warhead technologies to reduce the need for
multiple weapon types.

» Jam-proof, redundant, autonomous guidance.
= Adaptive, post-launch target insertion.
= Lower cost, which facilitates large-scale production.

In developing new approaches, it will be possible to leverage
commercial technology such as inexpensive commercial sensor materials,

78



Chapter I1.
Military Applications

low-cost, producible, micro-electro-mechanical technology for guidance,
and nanomaterials for very lightweight structures.

Vulnerability and Risk

The availability of rapidly developing commercial technology and
adaptability of potential adversaries creates unknown but inevitable
opportunities for unexpected counters to existing U.S. precision means.
The only response is continuous improvements to weaponry.

A number of potential vulnerabilities exist. Total reliance on precision
can lead to large-sector failures—the result of enemy counters such as
GPS jamming. Unforeseen countermeasures can eliminate the
effectiveness of some weapons. Sensor and communication network and
information infrastructures provide an opportunity for indirect attacks on
the precision weapon architecture. In the future, adversaries may present a
proliferation of credible targets beyond the capacity of the precision
weapon inventory. Finally, the time to engage—involving processing,
prioritizing, time of flight, number of “launchers,” and rate of
engagement—Iimits the number of engagements possible prior to closure
of forces.

Goals and Approach

Tremendous benefit can be realized through modest investment to
leverage military and commercial efforts. It is important to focus on
design for affordability, ease of handling, and employment. A
recommended program should include:

= Implementing the recommendations of the 2001 Defense
Science Board Summer Study on Precision Targeting.

= Structuring a tri-Service technology program to reduce the
cost and improve the flexibility, adaptability, and robustness
of precision munitions.

* Pursuing a mix of military and commercial technologies as
described above.

= Developing a suite of technologies available for integration
into munitions as soon as available.

The annual funding required for such an effort is estimated at $50
million.
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7. ENHANCED HUMAN
PERFORMANCE

Joint Vision 2020 envisions new and more demanding missions
achieved with highly sophisticated equipment. Technology will equip the
armed forces with weapons systems capable of sustained, round-the-clock
operations. The people who man these systems must be able to keep pace.
Military tasks will increase in complexity. It is estimated that an
increasing number of the Army’s basic tasks for its Future Combat
Systems will be very complex. These tasks will have to be accomplished
by fewer people with far less supervision in tomorrow’s extended
battlefield. There will also be new tasks to accomplish. Some of the non-
traditional special operations missions will require non-traditional skills
for success. Despite these increasing demands, future recruits will be
much like those of today in terms of skill, knowledge, and attributes.

The armed forces are expected to continue using current instruments to
measure skills, knowledge, and attributes—and many of these tools are
very crude. These instruments are not fine-tuned to measure some of the
requirements for information-age weapons systems. They also do not
adequately measure the skills, knowledge, and attributes of people with
less advantageous educational backgrounds and who do not speak English
as a principal language. DoD definitely needs more sophisticated and
technologically advanced testing instruments and training capabilities to
properly measure, assign, and prepare people.

The Department also needs to use science and technology to help
improve performance and to enhance the ability of humans to operate
effectively on the battlefield. Acceptable methods of sustaining peak
performance, fighting fatigue, coping with little or no sleep, and coping
with stress must be developed.

Concepts for Future Capabilities

Science and technology can assist the DoD in identifying and
preparing superior fighting men and women by identifying and measuring
the skills, knowledge, and attributes that are essential for success on the
battlefield. This task is not equivalent to selecting world-class athletes, but
there are similarities. Physical strength and endurance will be required for
many tasks but not for all. Personality profiles can identify those who will
be successful on an unstructured battlefield. Certainly confidence,
functional intelligence, and an indomitable will characterize many
successful warriors. Such traits can be measured, but not with today’s
tools.
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Technology can be used to minimize combat fatigue and the
requirements for sleep, minimize the adverse effects of stress, and better
tolerate physical demands and heat. Heightened visual acuity, enhanced
night vision, widened hearing thresholds, and an expanded range of
detectible audio frequencies will improve situational awareness. Decision-
making aids and personal virtual assistants will enhance cognitive skills.
With more capable operators, U.S. weapons systems can be used to the
limit of their capability parameters and designed in a manner consistent
with improved human performance.

Technological Opportunities

Modern medical science has developed remarkable new techniques to
restore disabled functionality. Sports medicine has produced superior
athletes. Many of these same approaches can be used to enhance normal
functionality. Promising new techniques include cognitive psychology,
cell signaling and regulation, implants, artificial organs, and
pharmacology. These technologies can lead to greater performance and
reduced casualties.

The task force believes that these techniques will enable the United
States to field more effective humans with increased strength, reflexes,
alertness, memory, sensory perceptions, cognitive abilities, and resistance
to temperature extremes and motion sickness. Science and technology
will help to decrease and regulate sleep requirements, caloric intake,
fatigue, sensitivity to pain and counter productive stress reactions, and
serious injuries.

One simple, but remarkable opportunity has involved cooling the core
body temperature in order to dramatically increase endurance.”” In one
study, regular cooling of the core body resulted in a 200 percent increase
in the number of pull-ups performed per day over a series of days versus
an 80 percent increase achieved under normal conditions. This research
provides considerable insight into ways of increasing human physical
strength that could have specific battlefield applications. Given the high
payoff for using such techniques with special operations forces, for
example, the task force supports further research in this area at an
estimated $30 million per year.

Vulnerability and Risk

Initiatives to enhance human performance have a mixed history of
success and a perception by the general public and in the Congress of

17 Further detail on this example can be found in Chapter I1I.
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secretive and abusive applications. Invasive procedures such as implants
and administration of drugs are particularly sensitive subjects. The DoD
should limit its efforts to safe, reversible techniques for enhancing human
performance that are generally acceptable to our society.

Care must be taken to be both conservative and open in pursuing these
initiatives. Unforeseen consequences must be anticipated and addressed.
Even though this area is sensitive and subject to understandable scrutiny, it
should be investigated in order to enhance military capabilities. The
United States should also be concerned that potential opponents will
exploit science to create weapons systems and superior performing people
to oppose U.S. forces.

Goals and Approach

For the near term, S&T initiatives for enhancing human performance
should continue to focus on adding hardware to enhance the performance
of humans. The Services have programs that are addressing brain/machine
interface, better infrared goggles, hearing enhancers, sonar and
echolocation capabilities, and health monitors.

In the long term, DoD should approach physiological and
psychological enhancements. The possibilities include a wide range of
areas to include cochlear implants, retinal implants, implanted
micromonitor and microtracking devices such as virtual retinal displays
and in-ear language translators, supplements to food and drink, and
advanced skills, knowledge, and attitudes assessment and selection tools.

8. RAPID DEPLOYMENT

The U.S. military is often required to deliver large amounts of
equipment to distant places to support the national policy of carrying the
fight to the enemy. Airlift is used to carry the materiel needed early in a
mission, if it is light enough and can fit within the various transport
aircraft. The majority of needed materiel is carried by sealift.
Approximately 95 percent of the materiel used in Desert Shield and Desert
Storm arrived by sea and at a pace that necessitated a lot of time to build
up the force. Even a decade later, current air and sealift transport cannot
move large forces and materiel to a distant crisis in less than weeks or
months-—although limited forces can be deployed more quickly.

The vision for the future assumes that access needs to be achieved very
quickly and that forces and materiel need to be assembled and supported
quickly. This speed can be accomplished by a combined approach of: (a)
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increasing the speed of ships that carry the heavy and bulky materiel, (b)
increasing the volume and weight that can be carried by airlift, and (c)
developing ground-force systems that are sufficiently lightweight to be
carried by aircraft. Improvements in all of these areas should be pursued.

Concepts for Future Capabilities

Future concepts for more rapid deployment and employment
capabilities involve three potential thrusts.

Fast Sealift. Fast-sealift concepts can be supported by a dual
approach of reducing drag by various means and increasing propulsive
efficiency. The former results in much higher speed at today’s
thermodynamic efficiency (resulting in an increase in range), the latter in
additional range or carrying capacity.

High-Capacity Airlift. Airlift concepts trade the difficulties of
“logistics over the shore” with the need for airports in which to land and
off-load.  Lighter-than-air aircraft have an advantage in that the
requirement for field terminal facilities is minimal and close to the front
(though visible and potentially vulnerable). However, these aircraft are
dependent on low wind speeds for tactical off-loading and carry limited
payloads (less than 5-10 percent of that carried by an average ship). Other
airlift options include developing a large fleet of new short takeoff and
land tactical aircraft.

Light-Weight Force. The Army and DARPA are pursuing a major
initiative to develop the Future Combat System (FCS) to drastically reduce
the weight the Army must carry to the front. C-130s are the mainstay of
DoD’s tactical lift, and the FCS is being designed to use the long
remaining life of these aircraft.

Technology Requirements

Sealift Technology. Fast sealift will be possible when effective lift-to-
drag is substantially improved. Ship drag is primarily made up of two
components—wave drag and friction drag. Wave drag is entirely due to
the form of the hull and in particular due to the beam of the ship. Friction
drag is directly related to turbulence, and therefore not easily controlled.
Both must be addressed, and in both cases improved propulsion is part of
the solution.

Eliminating wave drag requires that the ship have minimum
interaction with the surface of the ocean, which implies either deeply
submerged buoyancy connected to a boxy hull by thin struts (as in Small
Waterplane Area Twin Hull ships) or deeply submerged lift-generating
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surfaces connected to the hull by thin struts (as in hydrofoils). Other
configurations are being explored as well. Reduction of friction drag is
possible by lubricating the interface between the hull and the water.
Lubricants that show promise include microbubbles, polymers (some
specially designed for the purpose), and supercavitation.

If, in addition, using higher energy density fuels, such as hydrogen,
and more efficient thermal energy conversion methods, such as fuel cells,
increases thermodynamic efficiency, additional range or payload becomes
available.

Airlift Technology. Delivering materiel near the front requires the
ability to use undeveloped terrain, which translates into exploitation of
short-takeoff-and-landing, tilt-wing, and tilt-rotor technologies. For
strategic airlift high-capacity designs have been studied to the point where
additional S&T investment is required to provide proof-of-principle
demonstrations. Partially buoyant concepts offer the potential to provide
high-capacity airlift without the requirement of large, fixed runways.
While these technologies have been developed to some extent, additional
performance is likely to be required. Industry has developed design
concepts that can meet future needs, but S&T funding is needed to
demonstrate the practicality and utility of these concepts.

Ground-Force Technology. Technologies required to develop a light-
weight force include:  advanced, integrated C4ISR systems and
applications; unmanned systems; integrated survivability suites; extended-
range, precision munitions technology; and hybrid electric propulsion.
The Army is moving very aggressively to field the first operational
generation of these technologies in the FCS program.

Vulnerabilities and Risks

Preparing a access denial capability is in some ways easier than
building a capability to attack. An adversary can concentrate resources to
build such a capability. In addition, the speed with which technology may
proliferate makes it possible that systems, concepts, and technologies that
deny access can outpace the counterpart developments in deployment of
offensive capability. Commercially available technologies, with military
application, may be used by smaller nations to develop access denial
capabilities.

Other challenges are associated with developing more rapid
deployment capabilities. First, sealift must be complemented by rapid
loading and off-loading technology, including over-the-beach capabilities.
The cost of airlift could be prohibitive. The survivability goals for light
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ground forces are challenging and may not be achieved as desired, or may
be easily countered by responsive threats.

Goals and Approach

Fast Sealift. Hulls designed for wave-drag reduction need to be
explored in a consistent way that includes known forms and hopefully
provides analytical avenues to extend the range of options. New forms
identified by this process need to be tested, probably in traditional ways at
existing facilities.

The goal for friction drag is an order-of-magnitude reduction. The
least expensive way to obtain the capability to perform the required tests is
to refurbish the Detroit Dam facility, which is estimated to cost
approximately $10 million. The Office of Naval Research has declared
strong interest in supporting research at such a facility at about $3 to 4
million per year. In addition, several universities with interest in fluid
mechanics have offered to prepare work packages for sponsored research.
An investment of $3 to 4 million per year for four to five years after the
facility becomes available will support great advances in this area.

Advanced Airlift. Major aerospace contractors have developed
designs for both advanced tactical and strategic transport. =~ While
innovative, these designs are not long-term technologies. A decision to
pursue either one or both of these designs depends on a consensus in the
Department of Defense about the need for and priority of advanced
tactical and strategic airlift.

Lightweight Force. FCS is a multi-faceted program, which the Army
seems to be fully committed to and investing in heavily. Continued S&T
investments beyond the first generation of FCS will be needed to maintain
its performance and address threats to the survivability of light vehicles.

9. GLOBAL EFFECTS

The global strategic environment has changed dramatically—a result
of globalization, the information revolution, revolutionary technological
developments, the decline of nation state power, and proliferation of
asymmetric threats. To deal with this altered world, a new conceptual
approach called “global effects” has been developed. The implementing
process for this new approach is “effects-based operations,” which focuses
on planning, assessing, and executing military activities based on the
effects that they produce rather than the destruction of individual targets or
even the objectives they deal with.
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This new approach is necessary in order to deal more effectively with
the diverse set of threats facing the United States. Such threats are
frequently asymmetric and covert and are difficult to trace or deter. As the
tragic events of September 11 demonstrated, the United States itself is a
vulnerable target for terrorist attacks. The U.S. military must now provide
needed capabilities to defend the homeland and to maintain forward
presence, and readiness to conduct power projection missions. The
general view is that the conditions of today will continue to be
characterized by limited wars fought with limited means for limited ends,
with low risk of military escalation in circumstances where the rules of
engagement are often uniquely crafted.

To confront asymmetric threats, the United States will increasingly
rely on the rapid and precise application of power through a combination
of military and non-military (such as diplomatic or economic) means.
Objectives will be broad, ranging from manipulating knowledge and
perception to the traditional task of seizing territory. Warfighters will
increasingly rely on agile, flexible, and decisive use of force, rather than
overwhelming massing of forces. Widely dispersed combatants will look
to leverage the unprecedented "instantaneity” of modern war to seize the
initiative and better inflict strategic and operational-level surprise.

An additional aspect of the new situation to appreciate is that
asymmetric situations can arise quickly, requiring almost immediate
response anywhere on the globe. The United States must be able to act
promptly in order to quickly set the conditions of a conflict before they
become too difficult to change, thereby risking the situation developing
into a protracted, indecisive first phase of a contingency. Such
responsiveness not only implies global reach but also global sustainability
to bring about prompt fulfillment of U.S. political objectives and
expectations.

The Concept

Global effects—the ability to defeat any adversary using effects-based
operations, anywhere around the globe, at any point on the spectrum of
conflict—will be crucial to warfighting success in this environment.
Three key capabilities are essential to producing global effects: the ability
of air and space forces to operate routinely and simultaneously across
strategic, operational, and tactical levels of warfighting; the ability to use
decisive force; and information dominance. Global effects are key to
achieving the full-spectrum dominance articulated in Joint Vision 2020.

The “effects-based operations™ process requires special tools and task-
organized units that take as input the “Commander’s Intent” and produce
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output-oriented, effects-based courses of action to achieve the desired
military effects for a given mission, including quantified estimates as to
the likelihood of achieving the desired effects for each course of action.
The process is also dynamic, continuing to assess and reassess the courses
of action during planning and execution to optimize the desired military
outcome.

Linking New Concepts to Future Capabilities

To be successful, the global-effects approach requires continued
development of joint air and space capabilities. Joint air and space power
provides a perspective that is global, regional, and local in scope providing
rapid target recognition and re-strike capabilities in all operating regimes.
The desired objective is simultaneous execution of joint air and space
power at the strategic, operational, and tactical levels of warfighting. The
net intent is to achieve the outcome desired by overwhelming the
opponent with multiple attacks against hundreds of targets at once—
limiting the freedom of action of that opponent.

It will be necessary to develop new operational, organizational, and
technological concepts, including Joint/Combined Air and Space
Operations Centers configured and equipped to function as complete
command-and-control weapon systems.  The Joint/Combined Air
Operations Center will direct air campaigns and integrate air and space
operations across the spectrum of conflict. Leveraging these capabilities,
joint/combined air and space assets can be seamlessly integrated, ensuring
information superiority throughout the battlespace—crucial to achieving
global effects—and thereby providing U.S. forces with a distinct
advantage at any level of warfare.

Capabilities to achieve information superiority include improved data
collection, analysis, and fusion; real-time communications (to include
bypass capabilities direct to “shooters”); remote sensing capabilities that
are networked and internetted for real-time exploitation; time-critical
target acquisition; effective fire control; and improved timing and
guidance functions for military systems. Through horizontal integration,
advanced surveillance and information management technologies will give
warfighters vastly improved local, regional and theater situational
awareness as well as the ability to act decisively in real time. The
eventual goal is the ability to find, fix, track, and potentially attack any
target on the surface of the planet at any time of the day. Flexible
targeting will permit air- and space-based systems to change their target
vectors en route through space-based communications.
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A natural corollary of information superiority is a materially improved
capability to provide integrated intelligence to users commensurate with
their time line demands. In this integrated conceptual context, all-weather
intelligence, surveillance, and reconnaissance assets will monitor
adversary actions; identify, locate, and track targets and threats; and
appropriately task, process, exploit, and disseminate the required
intelligence directly to users, including “shooters” where appropriate.
Accurate and timely intelligence will ensure “predictive battlespace
awareness,” by providing decision makers with actionable information
that gives them a proactive awareness of unfolding battlespace events
including likely adversary courses of action.

One emerging near-term expectation is much greater use of low-
observable and standoff systems to provide access to high-risk or denied
battlespace in order to identify and defeat adversary capabilities. These
assets will complement other joint air- and space-power assets and must
be able to rapidly deploy directly from CONUS and forward-based home
stations with little or no warning. They must be able to operate as an
integral element in the overall information collection, assessment, and
distribution system.

Technology Requirements

Successful implementation of the “global effects™ concept will depend
heavily on advancements in technology, particularly seamless integration
of information and intelligence inputs as well as maintenance of
operational confidence in the quality, accuracy and timeliness of the
various products and capabilities provided to leaders, planners and
operators. Key among the needed technology advancements are

= Incorporating and integrating new sensor technology into the
Global Information Grid.

= Determining the best “mix” and distribution of
complementary sensors among ground, sea, air, and space
platforms.

» Maintaining “trust” in the information infrastructure, the
Global Information Grid, by insuring it’s reliable protection
against intrusion, exploitation, corruption or disruption

» Operating Joint/Combined Air and Space Operations Centers
as weapon systems.

Sensor Technology and Mix. Advances in sensor technology will
enable U.S. forces to further exploit and manage the battlespace. In the
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future, information supplied by space-based radar and multispectral
imagery sensors will need to be optimally incorporated and integrated into
the existing constellation of ground-, sea-, air- and space-based C4ISR
assets. Data from new and existing sources and sensors must be vetted
and seamlessly merged into information provided to decision-makers, at
all levels, in near real time. These new information resources and sensors
also have to be evaluated to determine whether their best contribution to
predictive battlespace awareness is from ground, air, or space platforms,
or a combination of platforms. U.S. forces should then be able to
maximize global effects operations while minimizing resource
vulnerabilities.

Information Protection. One of the most pressing issues in the
Information Age is protecting, managing, and ensuring the integrity of
information while at the same time correlating, fusing, managing, and
turning information into reliable, actionable knowledge. This challenge
includes finding workable and secure means to readily share battlespace
information with allies and coalition partners, some of whom may become
adversaries in the next conflict. To this end, the Services must carefully
balance the need to share information with the need to protect it.

Command and Control: A Weapons System. The ability to operate
Joint/Combined Air Operations Centers as command and control “weapon
systems” will be difficult to achieve. The many pieces to this weapon
system need to be fully integrated to work most effectively in support of
global-effects operations. Currently information comes from legacy,
“stove-piped” systems that need to be networked together. Future forces
will rely on seamless information sharing among joint, service, and
coalition systems. In the interim, the information technology hardware,
software, and corresponding processes that make up the Global
Information Grid will continue to evolve and change.

By leveraging new operational, organizational, and technological
concepts to better exploit a global-effects strategy, U.S. forces will be able
to improve their unique asymmetric advantage and dominate the changing
global security environment.

S&T AND OPERATIONAL
INTERFACE

Throughout the process of identifying high-priority military needs, the
need to strengthen the relationship between the operational and S&T
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communities became increasingly apparent to the task force. Today, the
relationship between these two communities is far from satisfactory. They
lack a strong, continuous, two-way exchange of ideas and information on
technical constraints and relative operational priorities. Because of the
accelerated pace of technology, operators must increasingly rely on others
for technology insights. Technologists must listen carefully to feedback
about real operational insights and priorities. The level of dialogue on
technical opportunity and operational potential is currently inadequate.

To the extent that communication does exist, it suffers in a number of
ways. On the one hand, the operational community tends to follow a
policy of benign neglect toward S&T investment until specific capabilities
are needed. Then the operational community tends to pose arbitrary and
often unrealistic packages of performance objectives—as though
technology is available “on demand” without regard to the cost or realism
of the technical parameters. On the other hand, the existing S&T
community tends to take a broad, distributed approach to resource
allocation, with vested interests “dividing up the pie” over the spectrum of
technologies and applications. The result is institutional inertia in the
pursuit of technology—and in the allocation of technology investments—
without careful reference to its cost benefit or to its operational utility and
priority.

Neither situation is beneficial to DoD. Both lead to inefficient
resource allocation and inertia in the system. They also result in delays in
the efficient transition of valuable technology to the warfighter. Joint
needs in particular are short-changed because of the lack of a strong joint
voice in S&T investment allocation process.

These observations are not directed at any particular organization or
individual. While the Department does not suffer from these problems
across-the-board, they are sufficiently widespread to warrant serious
consideration and corrective action. Human nature, organizational
structures, and differing perspectives essentially explain the current
relationship between the S&T and operational communities. The issue is
not blame; it is creating a more effective system.

IMPROVING OPERATIONAL
AND S&T INTERACTION

A conceptual solution, consistent with current management approaches
in the formal acquisition process, could help to improve deficiencies in the
S&T system. Figure 2-10—depicting the double helix—portrays the type
of collaborative, interactive model for prioritizing S&T research and
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investment that is both desirable and possible. The concept starts with the
assumption that both the operational and S&T communities have much to
learn. They have much to learn about technology and about operations
and about the interactions of the two. These learning processes are not
independent, but are interwoven as the figure portrays. As both
communities learn they inform each other and accelerate the entire
process. At appropriate points, based on technical opportunity and
operational insights, technology is transitioned to development and
production.

Figure 2-10. The Double Helix Model

Increasing operational concept and
requirement maturity

Increasing technical maturity and
design specificity

Near continuous interaction
between S&T and operational
communities

—~

The dialogue and relationship imagined in this model demonstrate
both dependency and support between the two communities. The model
offers a structure that is stronger and allows operation and technical
concepts to mature more quickly because of a higher degree of interaction
and information exchange. If implemented, this approach could make a
significant difference in the productivity of the Department’s S&T effort.

For the S&T community to respond intelligently to user needs and to
understand the users’ perspective and priorities, and for the user
community to intelligently consider and respond to the limitations and
opportunities S&T can provide, there needs to be a transformation in how
the two communities interact. = Without a transformation in this
relationship, transformation of the nation’s warfighting capabilities will be
hampered.
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The relationship that must evolve is one of constructive cooperation,
which involves a great deal of listening on the part of each community.
As the S&T process moves forward, there needs to be a continuous
exchange of information and ideas. As new technologies emerge or fail to
materialize, the operational implications must be thoroughly evaluated and
priorities changed accordingly.

A double helix model will allow the S&T and operational communities
to increase their understanding of each other’s worlds through continuous
interaction. As knowledge increases, both operationally and technically,
decisions to transition new technologies to development and production
can be intelligently based on realistic expectations and sound operational
concepts. This double helix is not characterized by rigid a priori
requirements or by visions of technology independent of operational
relevance. Rather, it is characterized by a collaborative search for better
technology and more innovative ways to use it.

There are cultural and bureaucratic obstacles to better operational and
S&T cooperation. The long-term nature of S&T relative to the normal
operational timeframe of interest is an obstacle. So too is the tendency to
“approve” operational requirements at a high level, thus making it difficult
or impossible for lower-level individuals to make changes based on new
information. Most importantly, there is the attitude often encountered in
both communities that it knows best, either about technology or about
operations, and should therefore proceed independently to either set
operational goals or to define S&T program objectives.

The task force believes the following recommendation can help to
institutionalize this cooperative concept.

CONCLUSIONS AND
RECOMMENDATIONS

This section summarizes the recommendations for science and
technology investment priorities and for improving the relationship
between the operational and S&T communities. They support the broad
recommendations presented in the previous chapter.

INVESTMENT PRIORITIES

To attain the operational visions being pursued by the military
Services, S&T efforts should be focused on high-payoff goals. The
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military Services and the Joint Staff have operational visions of future
warfare. In general, these visions include a networked, highly lethal, and
agile force in which multiple capabilities are integrated using modern
communications and computing. In addition to variations on or
adaptations of some commercial technologies, these visions depend on the
development of enabling technology that is uniquely military or for which
commercial applications are limited.

While the commercial industrial base will provide some of the needed
technology, much of it must come from DoD investments. Yet, DoD
technology programs tend to be broad and comprehensive. As a result, the
future capabilities required by combatant commanders and embedded in
the various Service and joint concepts cannot be realized unless DoD
focuses its technology development on those areas offering the greatest
potential for transformational change in line with envisioned future war-
fighting concepts.

Recommendation: The Department needs to focus its investment
priorities on the nine priority areas below. These nine areas
should be given priority for investment either because they
represent the highest payoff areas or because they are associated
with high-risk threats. The nine areas are

= Defending against biological warfare.

=  Finding and correctly identifying difficult targets.

»  Making timely, accurate decisions.

»  Enabling high-risk operations.

= Missile defense.

= Affordable precision munitions.

» FEnhanced human performance.

*  Rapid deployment.

* Achieving global effects.

In the view of the task force, S&T resources could be focused on these
areas largely by restructuring existing efforts. Additional funding would
of course be desirable, as was discussed in this and in the previous
chapter.

Recommendation: Because of its potentially devastating effect
and likelihood of employment, biological warfare defense
deserves special emphasis.
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The potential threat from biological agents, particularly from terrorist
attack, but also as part of an access denial strategy, is devastating in its
consequences. Much could be accomplished in this area, and the task
force recommends a major effort to address all aspects of this problem, as
previously outlined.

Recommendation: When taken together, four other areas have
the potential to provide fundamental transformation to support
emerging concepts of operations and warfare. These are:
finding difficult targets, making timely and accurate decisions,
enabling high-risk operations, and developing affordable
precision munitions.

These four areas represent a suite of transformational technologies.
The combined ability to find difficult targets, make rapid accurate
decisions regarding engagement, and conduct those engagements in high-
risk areas with efficient affordable munitions will transform warfare.
Even though each Service has a somewhat different implementation in
mind, the net effect and the suite of capabilities envisioned are similar.
The Joint Staff properly captured this combination of capabilities in Joint
Vision 2020. The technologies that would support this suite of capabilities
have high synergy, both within the set and across Service applications.
The task force recommends that the Department manage these
technologies as a set of interrelated capabilities.

S&T AND OPERATIONAL
RELATIONSHIP

Transformation of the interactions between the operational and
technical communities is essential to transformation in general. The
essence of this relationship must be active, constructive cooperation
throughout the research and concept exploration processes. A double-
helix model of spiral development would provide the basis for a successful
process.

Recommendation: The operational communities—the Services
and the Joint Staff—should each appoint a single senior official
as an interface to the S& T community.

The authority of this official is critical for success. This official
should be able to set operational priorities and minimum thresholds to
drive S&T programs. The individual should understand and provide
guidance on cost constraints for new capabilities that would inform S&T
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leaders of the wviability of proposed technologies for operational
applications.  Finally and very importantly for transformation, that
individual should have the authority to decide what innovative operational
concepts are worthy of Service investment in experimentation to explore
the advantages and risks associated with new technology.

Focusing S&T investments on a set of high-priority areas and
improving the relationship between the S&T and operational communities,
will lead to successful transformation of the nation’s warfighting
capabilities.
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Chapter III. Technology

INTRODUCTION®

"Any sufficiently advanced technology is indistinguishable from
magic."
— Arthur C. Clarke, Profiles of the Future: An Inquiry into the Limits of the Possible

This chapter focuses on technological “megatrends” that span areas as
diverse as biotechnology, bionics, massive networked virtual
environments, nanotechnology, and quantum computing and the
opportunities they present for fundamental advancements for warfighting
and national security. To the military leaders who have the responsibility
of conducting current operations, implementing policies, and making
priorities for investment, these technology concepts often have the
tendency to elicit disbelief or, at the very least, intense skepticism. In
some cases this is due to a lack of perceived relevance to military
applications, and in other cases the time horizon looks to be so far away as
to make it too difficult to justify DoD investment.

The urgency of today’s needs and shortfalls dominates many
investment discussions. However, it is important to make investments in
today’s megatrends, because such investments capitalize on areas of
potentially explosive growth. Focused investment in emerging tech-
nologies can help DoD understand where and how new capabilities might
arise for the United States and, since these technologies will be available
globally, for our adversaries as well. These technologies also portend
major shifts in the mindset and talents of both future scientists and future
warriors, and thus are directly relevant to recruiting, training, and retaining
talent.

An underlying assumption of this report is that the acceleration in the
availability and globalization of advanced technology will continue into
the foreseeable future. Thus every military organization—and indeed,
every person—will be provided with unprecedented access to technology
and thus unprecedented offensive and defensive capabilities. One can
already catch a glimpse of what it means to live in such a world by
observing current trends in information technology. Cyber-security
incidents attract special attention because they reflect a basic fact about
our technology-rich world: individuals possess technology powerful

¥ This chapter reflects the work of and was prepared by the Technology Panel of the 2001 DSB
Summer Study task force. The panel membership, along with the government advisors and
staff who contributed to this effort, is contained in Annex B.
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enough to disrupt basic computing infrastructure on a global scale. There
is no reason to expect this phenomenon to be limited to the information
technology arena; indeed, the trend is clearly present in many areas of
science and technology.

Another fundamental assumption of this report is that the technology
landscape is no longer controlled or even predominantly influenced by the
Department of Defense. The potential for rapid technological change
demands great agility in exploiting new technologies, as well as a constant
awareness of their potential impact on defense operations and policies.
Achieving such agility is likely to require more than an understanding of
science and technology; it almost certainly will require a change in the
mindset of the organization and a willingness to “break the rules” of how
the organization operates. If the nation fails to see an opportunity ahead of
its adversaries or rejects an opportunity too early, it may be surprised.

Indeed, the task force believes that a primary factor limiting the
Department’s ability to become a technologically agile enterprise is that
imposed by the artificial line between technology and warfighting. Modest
progress has been made in experimentation and rapid prototyping
methodologies, but the incentive structures are misaligned, resulting in
mistrust, misplaced priorities, and missed opportunities in development. In
a nutshell, DoD has chief executive officers (CEOs), but lack real chief
technology officers (CTOs)—a role essentially relinquished to the
contractor base. As a result, the CEOs do not have a history of interactions
with trusted technologists and scientists who can advise them in decision
making at all levels, and they do not have sufficient technical training
themselves to do without. Similarly, too few technologists understand the
demands and fundamental limitations of the warfighting environment.
Thus, another overarching recommendation of this report is to improve the
quality, frequency, and content of the interactions of these two groups
throughout the Department of Defense.

This chapter begins with an overview of today’s technology landscape,
providing a preview of the “megatrends” that form the basis for the main
recommendations. It then discusses four technology initiatives that the
task force believes have the right characteristics to form the basis for
sound investment. Broadly speaking, these projects lie in the areas of
biotechnology, information technology, sensors, and robotics. The chapter
then turns to a discussion of promising areas of more basic research,
specifically nanotechnology and quantum computing. Discussions of
several other important areas can be found in the annexes to this report;
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topics include power systems, unmanned systems, and the novel concept
of a “remoter force.”"

A well-balanced science and technology approach must both address
the needs of current operations and look well into the future. This chapter
focuses on the latter—on technological opportunities, rather than currently
articulated needs. This perspective means that the concepts and
recommendations discussed herein are not all encompassing, nor are they
notional examples. Instead, this chapter focuses on a small number of
research areas that, if brought to fruition, would result in dramatic
improvements in warfighting capability as well as enhance the vitality of
DoD’s science and technology enterprise.

THE TECHNOLOGY
LANDSCAPE TODAY

The nation’s future talent pool has grown up using computers
fearlessly; electronic gadgetry is part of their everyday lives. Social
interaction takes on many forms, many of which do not require physical
presence—such as instant messaging, participation in massive virtual
environments, and collaborative information exchange. But the fact that
this new talent pool has substantially more access to information
technology is only part of today’s technology landscape. Other areas of
science are also producing capabilities that might have been unimaginable
only a few years ago. Notably, many of these are not capabilities on which
the Department of Defense has set its sights for the future. But there is no
argument about their feasibility—they are here now.

BIOTECHNOLOGY

On February 15, 2001, a 95%-complete draft of the human genome
was published in the journal Nature, with a 99.99%-complete sequence
projected for 2003, several years ahead of the originally envisioned
schedule. The grand vision and rapid pace of progress on the Human
Genome Project has helped spark an enormous shift of the world’s science
and engineering talent pool towards the life sciences. (See Figure 3-1.)
The combination of inspirational vision, an enormous talent pool, and
aggressive applications of advanced technology has led many scientists

1 Discussions on power systems, unmanned systems, and the remoter force can be found in
Appendix E, F, and G, respectively.
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and analysts to predict that the world is now entering into the “era of the
life sciences.” Indeed, the rate of progress in this field appears to be
accelerating rapidly, with applications to human life emerging on a daily
basis.

Figure 3-1. S&E Bachelor’s Degrees Awarded
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Source: From the Higher Education General Information Survey and the Integrated
Postsecondary Education Data System.

Importantly, the ability to engineer devices on length scales
approaching the physical dimensions of biological construction has
created a host of new opportunities, just beginning to be realized. For
example, biomedical engineers have demonstrated the feasibility of
growing entire blood vessels on demand. Experiments are being conducted
to etch capillary-like grooves into silicon wafers, seed the grooves with
endothelial cells, and grow capillaries as small as 10-20 microns in
diameter, as illustrated in Figure 3-2. Some day, it might be possible to
grow complex organs such as artificial livers.
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Figure 3-2. Growing artificial livers.

Source: Technology Review, April 2001.

NANOTECHNOLOGY

Equally startling is the recent progress in nanotechnology, particularly
in molecular-scale electronics. Today, the design and manufacture of
electronic components at the atomic scale is possible in the laboratory,
with companies such as Hewlett-Packard demonstrating molecular-scale
memories (shown in Figure 3-3) 10 times smaller than conventional
CMOS memories. Other demonstrations include an n-p-n nanowire
transistor that shows a high 16x gain and a resonant tunneling diode with
lower temperature on-off ratio greater than 1K. In university laboratories,
multi-transistor logic circuits at molecular scale are now being
demonstrated.
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Figure 3-3. An operating nanotube molecular memory.

Indeed, the concerns that researchers might never manage to link such
devices together into complex circuits, while still serious, diminished
significantly last year, leading Science magazine, for example, to name the
first complex molecular-scale circuits as the “Breakthrough of 2001.”%*
The full impact of such emerging technologies are possibly many years
away, but what these and other demonstrations show is the feasibility of
nanoscale computing devices that could have on the order of 10'° gates but
consume less than 2W of power. If realized, such a capability would
represent a two order-of-magnitude improvement in density and an order-
of-magnitude improvement in power consumption. Such devices would
provide unprecedented computing power in small battery-operated devices
and “provide computing power to launch scientific breakthroughs for
decades.”™

Besides molecular-scale electronics, nanotechnology also has the
potential to revolutionize materials engineering, leading someday to ultra-
high-strength lightweight materials, massive arrays of microsensors, and
ultra-sensitive chemical/biological warfare agent detectors.

UBIQUITOUS COMMUNICATION TECHNOLOGY

Surrounding the technological innovation in almost all science and
engineering fields is an explosion in ubiquitous communications
technology. Today, digital data traffic exceeds voice traffic on global
telecommunications networks. Much of this progress is fueled by

20 «“Molecules Get Wired”, Science, 294, pp 2442-2443.
21 .
Ibid.
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commercial demand, which last year led private companies to lay more
than 60 million kilometers of fiber-optic cable and researchers to develop
new network switching technology that increases bandwidth from 135
megabits per second in 1983 to over 1.6 terabits per second in 2001.
Augmenting this high-bandwidth communications backbone is a
proliferation of access to wireless communications technologies, with over
490 million new mobile handsets sold last year, involving over 450
million cellular subscribers.

Today, in order to be competitive, most large organizations, including
the Department of Defense, find it necessary to exploit these dramatic
increases in communications capabilities. Interestingly, to do so, many
companies look to young people. Not only do young people represent the
emerging talent pool, but they are also the focal point for several key
future markets. For example, Nokia, a market leader in mobile wireless
handsets, uses children of ages 12 to 18 to study the usefulness and appeal
of communications features such as new modes for wireless instant
messaging.

On the cutting edge of these communications-enabled markets is
arguably the most robust information-technology sector, namely the online
entertainment industry. Last year, video gaming and online entertainment
companies grossed over $9 billion, an amount on par with (and actually
exceeding) the U.S. market for motion pictures and videos. Video games
and consoles continue to be one of the fastest-growing information
technology market sectors, and one of the few sectors whose demand for
increasing amounts of computing power continues to increase rapidly. As
such, the video game market—a market made up primarily of youths who
at age 18 have more than 1,500 hours of video gaming experience—drives
the development of increasingly powerful graphics processors, and overall
is one of the most important drivers for the development of more powerful
computer processors.

In the realm of video games, the level of graphical and physical
fidelity has been improving steadily, to the point where professional pilots
of airplanes and racecars use games such as Microsoft Flight Simulator
and Psygnosis’ Formula 1 for both entertainment and training. However, a
recent development of potentially greater impact involves the rapid
emergence of massive multiplayer (MMP) environments such as Ultima II
Online, EverQuest, Lineage, World War II Online, Anarchy Online, and
others. These games allow a person to use the Internet to enter into a
massive virtual world, assume the identity of an “avatar,” and interact with
tens of thousands of other people through their avatars. Instead of focusing
purely on hand-eye coordination and reaction times, these games
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emphasize the collaborative development of self-organizing societies,
rapid development of tactics, and experience-based learning.

S&T INVESTMENT

In contrast to the science and technology landscape of 40 years ago,
the Department of Defense is no longer the major “customer” for new
technologies in the commercial sector. Advanced technologies must be
marketable to a large and willing customer base in order to yield favorable
returns. The Department of Defense is neither, and the profits from R&D
contracts are not attractive enough to many commercial companies in the
absence of follow-on acquisitions.

Corporate investments in science and technology R&D dominate the
landscape. Microsoft Corporation spent over $2 billion on the
development of the Xbox video game console. Corporate investments in
nanotechnology are now approaching $1 billion. A single pharmaceutical
company, GlaxoSmithKline, reported a research and development budget
of nearly $4 billion in 2000, and it is expected to climb to approximately
$5 billion in 2002. Commercial research and development in information
technology is projected to exceed $50 billion in 2002. The top 20
industrial R&D spenders” had a combined budget of nearly $100 billion
in 2000; this is compared to approximately $40 billion for the entire DoD
research and development investment for the same year. While it is
sometimes argued that industrial R&D budgets are focused primarily on
near-term product development, this point is only partly valid. Both
private companies and the DoD are required to do a good deal of
development in their R&D programs. And, like DoD, about half of the top
20 industrial R&D spenders have a significant commitment to basic
research. For these companies, R&D budgets as a percentage of sales
range between 10 and 20 percent.

Significantly, foreign countries are increasingly at the vanguard of the
deployment of the latest technologies, most of which are developed in the
United States. For example, many developing countries “leapfrog” the
need for conventional wired networks by exploiting wireless technologies,
with the result that the wireless infrastructure outside of the United States
is often superior and more pervasive. In basic science, in what was once a
rare occurrence, Chinese scientists are now routinely publishing papers in
the journal Science. The most successful massive multiplayer game today,

= Ford, General Motors, DaimlerChrysler, Matsushita, Lucent, Nortel, Siemens, Motorola,
Toyota, Sony, Hitachi, Ericsson, Pfizer, Cisco, IBM. Fujitsu, Microsoft. Nippon. Intel, Honda.
(GlaxoSmithKline is number 21 with an R&D budget of $3.7B in 2000.) Ref: Schonfeld &
Associates, Inc. “R&D Ratios & Budgets”.
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called Lineage, is not even available in the United States, but only in
Korea and Taiwan. In fact, several market research firms estimate that
about 10 percent of the Korean population subscribes to at least one MMP
game, and over 4 percent to Lineage, to which about 110,000 Koreans log
in each night. Predictably, Korean teams have been dominant in the annual
worldwide video-gaming Olympiads.

REVITALIZING THE S&T ENTERPRISE

It is in this fast-paced environment that the Department of Defense
must compete—for talent, to set the pace, and to exploit explosive
technological changes and trends. As such, the S&T challenge for the
DoD is not purely a technical one, but also involves the management of
technological innovation. How can the Department do what is right for
near-term health, while simultaneously focusing adequate resources and
attention on potential disruptive technologies that ultimately could become
decisive factors in national defense? To find answers to such a question
requires a degree of nimbleness that may be lacking in some aspects of
science and technology strategy of today’s Department of Defense.

The Department of Defense understands the importance of bringing
committed talent together and creating, through special management and
visionary leadership, a culture of innovation and a “magnet” for attracting
and retaining top talent. Some of the most astonishing science and
technology discoveries in history have been at the hands of “great groups”
working for the Department of Defense. The Manhattan Project and
various “skunks works” are but two examples. These achievements were
the result of individuals brought together with purpose, often against
conventional wisdom and the odds, to work on what to many might have
seemed impossible or foolish. But these endeavors were the works of
visionaries with a keen eye for military relevance. In each case, they were
handled outside the established order, “working in the white spaces”
outside the organizational chart and protectively buffered from the
mainstream. '

The S&T projects discussed in the remainder of this chapter were
identified in part because of their visionary nature. They are visionary in
their importance to the nation and hopefully in their ability to recruit and
retain top talent in much the same way that focused visions such as the
Human Genome Project have attracted thousands of young scientists into
the life sciences. When it is approached properly, the main limitation in
hiring top people should be less an issue of pay or benefits than one of
creating the belief that they will be well used. Within today’s DoD,
DARPA has a charter that is consistent with this goal, and thus it is
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already well-suited to managing some of the recommended projects. For
other projects, new organizational structures will likely be needed. In all
cases, the projects should consist of multiple people, technologists, and
operators who are given complete end-to-end responsibility with the
ability to engage in direct, intimate interaction, and experimentation.

BIOLOGICAL WARFARE DEFENSE:
PATHOGEN TO “HIT”

The threat of biological weapons arises in part from a decades-old
megatrend in the life sciences. New advances in molecular biology,
genetics, and related areas such as combinatorial chemistry have yielded
new discoveries in the treatment of disease, in the development of new
drugs, in agriculture, and in other fields. They have also yielded new
weapons in the hands of adversaries. Perhaps the single most significant
modern challenge to U.S. sovereignty is that created by the possibility of a
massive biological attack. It is a threat to the United States’ military, it
allies, and its homeland. Biological weapons can be delivered at the hands
of a few, and they present a small signature for which the United States
has ill-developed intelligence-gathering capability, against which
conventional concepts of deterrence are not necessarily effective, and for
which the nation has a limited response capability to contain the
consequences. The task force argues, as others have before, that the only
strategy is to broadly address all dimensions of defense from new
deterrence measures to new therapeutics. The Department of Defense
needs an integrated biological warfare defense program.

The Biological Defense study conducted by the Defense Science
Board and the Threat Reduction Advisory Committee made the following
conclusion: “The present U.S. defensive effort ... will not effectively
counter the current threat [of biological warfare]” and is “hampered by an
absence of a vision of what is required ... lacks leadership and coherent
organizations.” As discussed in Chapter 1, three DSB studies have made
recommendations for a DoD-wide strategy for bio-warfare defense. The
task force supports the recommendations of these studies to rapidly
increase defenses, including the conduct of near- and far-term S&T efforts
as well as the effective exploitation of “low-hanging fruit” such as the
stockpiling of vaccines and therapeutics. The recommendations need to be
implemented. In addition, the task force recommends the Department
embark on a new technology project pathogen-to-hit, also referred to as
“Bug-to-Drug in 24 hours.”
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BACKGROUND AND
HISTORICAL PERSPECTIVE

Interestingly, some of the earliest developments in biology were
rapidly embraced and developed in response to defense needs. “In 1929
Alexander Fleming discovered that the growth of bacteria was inhibited in
the presence of penicillium molds.” A strong military need drove the
rapid practical development of large-scale production of this antibiotic for
use in the war effort. “During the war, the American pharmaceutical
industry was given the task of producing penicillin on a large scale. With
the development of submerged cultures (as opposed to the surface cultures
used initially), large quantities of penicillin could be produced to meet the
demand created largely by the great numbers of wounded.”™ This
historical footnote aside, the Department has largely failed to exploit the
rapid developments in the life sciences, and as a result is behind in its
ability to combat the threat posed by these advances and to attract the
talent necessary to develop the needed capability.

In contrast, private investments in biotechnology and the life sciences
have “grown, matured and evolved immensely since the first wave of
biotechnology entrepreneurs in the late 1970s. In 1980, the year in which
Genetics Institute and Amgen were founded, there was a total of
approximately $500 million invested in healthcare venture capital
compared to $5 billion in the year 2000.”%

Coincident with this growth in the life sciences, the end of the Cold
War created new opportunities for smaller and emerging powers to expand
their influence and doctrine. The Gulf War taught the world that fighting
the United States on its terms in formal military combat is futile. As a
result, these emerging powers (that is, both state and non-state/religious
terrorist organizations) have been considering, and to some extent
developing, biological weapons as part of an arsenal for use against the
United States and its allies.

Naturally occurring outbreaks of disease have wreaked havoc for
generations. Small pox caused some 400 million deaths in the first half of
the 20th century, and the 1918 flu pandemic caused 20 to 40 million
deaths, having swept the globe in just six months. Some U.S. cities
experienced more than 10,000 deaths per week, and overall 500,000
Americans died. People were quarantined; ignorance and fear reigned. The

B In Quest of Tomorrow’s Medicines. Jiirgen Drews. Springer, 1999.

2% .
Ibid.

2 “Trends in Biotech Business Models: The More Things Change, the More They Stay the
Same.” Bryan Roberts, Venrock Associates. The Biotechnology Club Network.
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effect of this pandemic was so profound that the average life expectancy in
the United States was depressed by more than 10 years. And in June of
last year in Ohio an outbreak of a non-contagious disease from a known
pathogen created a local panic and made national news. Three patients
were initially identified; the Center for Disease Control and state health
officials were 99.9 percent sure of the identity of the disease but could not
confirm it quickly. This situation resulted in the emergency transport of
antibiotics from three states and the administering of antibiotics to 37,000
people. Indeed, global infectious disease is biological warfare in the hands
of Mother Nature.

Whether the objectives of terrorism are regional or worldwide, as of
September 11, 2001 terrorism has escalated to using weapons of mass
destruction (e. g., U.S airlines) within the shores of the United States.
Important implications of this horrendous attack include terrorists

»  Have invaded CONUS.

= Are willing to use weapons of mass destruction to cause
great loss of life.

= Are willing to sacrifice the lives of their own to accomplish
such attacks.

= Have the patience, experience, and resources to plan and
execute such attacks.

These revelations suggest additional, as yet unproven, thoughts that
such attacks may:

= Only be the opening move of a larger war-by-terrorism
within the United States.

= Extend beyond the United States to the territory of its allies.
= Inspire other terrorist organizations into action.

= Expand to include use of nuclear, biological, and chemical
weapons of mass destruction.

Terrorists have demonstrated the resources and capabilities to destroy
the World Trade Center and a part of the Pentagon; with this same level of
resources and capabilities, these (and other) organizations could
implement selected BW attacks. Also, the emergence of these hidden cells
means that the conventional thoughts about deterrence do not apply. The
potential for the use of BW in a large-scale terrorist activity against the
United States has never been greater.

BW has many features attractive for terrorists with the profile
described in the list above. Significantly, BW capability costs less to
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acquire in time, facilities, and expertise than its nuclear analog. Further,
unlike nuclear technology, virtually all of the technical components,
including most pathogenic organisms, needed to develop a dangerous BW
infrastructure remain readily available through completely unclassified
literature and microbial collections. While some reports have questioned
the practical feasibility of biological weapons—citing the requirement for
large quantities of complex, specially formulated pathogens delivered by
cumbersome mechanisms as barriers to their use—these conclusions apply
primarily to tactical military situations. In the context of terrorism, these
basic limitations are not necessarily applicable.

Well-resourced BW terrorists, even in the absence of advanced
molecular biological expertise, have a menu of at least one hundred
naturally occurring microorganisms from which to select a wide array of
effects. These effects range from diseases with acute and rapidly fatal
results to those with slow, highly contagious and, hence, farther-reaching
effects. Furthermore, the targeting possibilities for generating terror within
a free society such as the United States’ are endless and only limited by
the terrorists’ creativity and desired objectives. One does not need to fly a
crop duster over the Washington, D.C. area to cause widespread disease
and panic. Clever application of small aerosol devices with appropriate
microbes in a stadium or an airport can provide desired effects, long after
the perpetrator is gone. The terrorist, unlike his military counterpart, does
not have to overcome his enemy to obtain his objective; rather, the
terrorist can accomplish his mission by inflicting almost any degree of
documented suffering to an unsuspecting populous, as long as a wide-
based perception is created that more is possible. This feature creates an
“I-can-touch-you-anywhere-anyhow-anytime” terror.

Nothing in this summary regarding BW’s potential is new. However,
the tragic events of September 11, 2001, have demonstrated to the world
the resolve of at least one terrorist organization to inflict death and injury
on a massive scale against innocent people. With the moral barrier to such
destruction compromised, the task force believes that the willingness to
use BW, particularly as a weapon of terror, has increased.

TOWARDS A COMPREHENSIVE
BIOLOGICAL WARFARE DEFENSE

The 2001 DSB/TRAC Biological Defense Study, co-chaired by
George Whitesides and Josh Lederberg, outlined a vision for
comprehensive biological warfare defense. Importantly, the study
concluded that biological warfare defense was not “too hard” to counter
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and that both long-term and short-term actions would do much to mitigate
the threat. Several areas of emphasis were articulated in the DSB/TRAC
report, and that study’s findings are firmly endorsed here. The nine
components of this strategy appear below:

1. Effective intelligence and awareness.

2. Capability for warning and characterizations of attacks.
3. Capability for vaccination against biological agents.
4

Widely available means of passive protection, including
masks and citadels.

b

Rapid, effective incident and crisis response.

6. Access to therapeutics to minimize casualties during an
event.

7. Capability to decontaminate and restore function.

Forensic capability to guide attribution, retribution and
deterrence.

9. International laws and treaties and methods of enforcing
them that prevent the development and use of biological
weapons.

An effort to unify these considerably broad efforts in a comprehensive
manner has not yet occurred within DoD. An integrated defense will
require, in addition to incremental and near-term efforts to harvest the
“low-hanging fruit,” the acceptance of bold challenges. The 2000 DSB
Task Force recommended the creation of an advanced diagnostics
capability, the “Zebra Chip;” the fundamental pathogen databases; and the
integrated epidemiological reporting system that accompanies it. The
Zebra Chip Project is itself an important technology initiative, as is the
project proposed below. It is vital, however, to recognize that the
implementation of this initiative is best considered as part of a broader and
unified effort, which would address every component of the proposed
system needed to deal with biological warfare.

THE CHALLENGE: BUG-TO-DRUG IN 24 HOURS

The task force asserts that biological weapons are weapons of terror
because the United States lacks adequate therapeutic responses. Further,
the ability to generate a therapeutic response and control the consequences
of an attack would be a deterrent. Figure 3-4 gives a schematic for the
drug development process, showing that the development of a new drug
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takes approximately 10-15 years and costs on average $500 million. DoD
should undertake a technology initiative to compress key elements of this
process.

Figure 3-4. The drug development process

Find & ID pathogen
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By 2005, the DoD should create the capability to compress the
pathogen-to-hit process from years to months. It should demonstrate this
ability by using intelligence reports on new BW agents to create “hits™*
within a month of identification and to screen for therapeutics against
these new pathogens from existing antibiotics. Additionally, this
accelerated process should be used to create hits for the top 50 known BW
targets. As part of this effort, new approaches to compressing toxicity and
safety screening and manufacturing should be investigated.

By 2010, the DoD should create the capability to compress the
pathogen-to-hit process to weeks and the toxicity and safety screening
processes by a factor of ten. The manufacturing process should be
compressed by 50 percent and yield and shelf-life methods should be
improved 10-fold. Construction of large and dedicated manufacturing
facilities should be initiated based on improved methodologies.

By 2020, the DoD should create the capability to compress the overall
process from identification of a new pathogen to viable drug to 24 hours,
under emergency conditions. Manufacturing facilities should initiate
production, and the process for emergency manufacture should be brought
to within days or weeks.

26 A “hit” in the vernacular of the drug development process refers to an initial match between the

disease or pathogen target and the drug that elicits a favorable response at the target site. As an
example, this might be a particular chemical that interferes with a critical molecular signaling
pathway necessary to the survival of a virus. Additional steps are required to turn a hit into a

safe drug.
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The estimated cost of such a program is $100 million per year, and the
goals are 20-year goals. This project will necessarily require significant
collaborative efforts between industry, academic, and government
personnel. The collateral benefits and implications for world health are
staggering.

THE PROMISE OF AN
IMPROVED PROCESS

Such a program cannot be postulated, without describing some of the
current advances that inspire such vision. Figure 3-5 illustrates some of the
exponential trends fueling the revolution in medicine and the life sciences.

Figure 3-5. Genomics and proteomics in the life sciences.
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Within drug development itself, the process of generating ‘hits’ has
decreased from between three and five years to between nine months and
three years in the last decade. This advance has been fueled primarily by
modern genomics and proteomics, which provide an abundance of targets
and data sets that decrease the time for target validation. Two examples
loom large:
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= A mere 5 percent of the proteome for Tuberculosis resulted
in creation of the first new drugs to treat the disease in more
than 40 years.

» A detailed understanding of protein structures resulted in the
development of the first drugs that inhibited AIDS.

Furthermore, the development of drugs that more tightly target key
molecular biological events shows the promise of dramatically reducing
toxicity and safety concerns. As an example, the development of Gleevec®
for a rare form of leukemia (chronic myeloid leukemia) was designed to
attack key molecular pathways in the cancer cells themselves. The Food
and Drug Administration (FDA) approved Gleevec after only a 2.5-month
review of clinical data. A relatively small set of patient data was
submitted, but the data was so compelling and the disease so life-
threatening that the drug was rapidly approved for use.

Many commercial entities seek to further streamline the drug
discovery process through the use of high-throughput techniques for
genomics, proteomics, and cell-based assays; the development of protein-
folding predictions from first principles; and the computational
optimization of drug candidates. DoD should drive the processes that
industry, academia, and the National Institutes of Health (NIH) do not, to
include the building of reference databases for potential BW threat agents,
the design of FDA-specific clinical protocols for new BW therapies, and
the development of accelerated and high-yield manufacturing processes.
DoD should also seek to leverage its computation expertise to accelerate
first-principle approaches and in agile manufacturing, to build both a
research and a development bridge to the pharmaceutical industry, NIH,
Center for Disease Control, and FDA, and to serve as the “systems
integrator” for the accelerated approach described herein.

Recommendation: The DoD should increase S&T spending
in support of a comprehensive biological warfare defense
capability from $250M per year to $1B per year.

The DoD should undertake a project to dramatically reduce
the time from “Bug-to-Drug” with the objectives outlined
above. The cost of this program is approximately $200M per
year, and it should be considered a 20-year program.

77 Gleevecisa product of Novartis.
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NO PLACE TO HIDE:
MICROSENSOR NETWORKS

Recent experience in Bosnia and Kosovo has demonstrated the
capabilities of adaptive enemies and has indicated the extreme difficulty of
remotely targeting military vehicles and forces hidden under foliage, in
buildings, and in underground facilities. Such targets traditionally have
been pursued by ground troops who often suffer losses in the process.

Surveillance and reconnaissance systems, both present and planned,
are predominately based on active or passive electromagnetic remote
sensing from airborne or spaceborne platforms. These systems exhibit
significant problems providing critical surveillance and targeting data,
especially in real time. First, remote sensors perform inadequately in
certain environments, such as in urban canyons or under foliage. Second,
enemies can engage in camouflage, concealment, and deception by timing
activities to coincide with gaps in coverage or by masking or duplicating
the remotely sensed signatures. Third, many types of information cannot
be satisfactorily or cost-effectively obtained by remote sensing.

The Defense Science Board has discussed the technological
developments required to mitigate some of these shortcomings in previous
studies. One promising solution is to complement standoff sensors by
placing shorter-range sensors in the area of concern and to read out those
sensors remotely, permitting continuous sensing of a wide range of
signatures. Many interesting observables are present at close ranges, but
are difficult or impossible to sense remotely. They include

= DC to mm-wave electromagnetic emissions.
» Magnetic fields and magnetic anomaly detection.
= Acoustic signatures, including Doppler shifts.

* Chemical emissions: single substance detection to full
chemical analysis.

= Biological agents: detection, quantification, or agent
identification.

= Nuclear radiation.

= Pressure and vibration sensing.
= Air-flow sensing.

= Short-wave ultraviolet emission.

= Infrared emissions.
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» Imaging, object recognition, or image change detection.

Though close-in point sensors exist today, their utility has been
severely limited for several reasons. First and foremost, the power
consumption requirements of the sensors, combined with limitations in
battery technology, have resulted either in large, battery-dominated
sensors (such as those used in Vietnam), or in smaller sensors with very
limited functionality, transmission range, and mission lifetime. Limited-
range, “dumb” sensors do not provide wide-area coverage. The size, cost,
and performance of current sensors, combined with the difficulties in
emplacing them, have limited their use to small numbers in proximity of
high-value targets. In addition, the technology has not existed to create
very low-cost sensors or even those capable of sensing several
observables, such as chemical or biological agents; emerging technologies
promise to dramatically alter that situation. Finally, point sensors have
been viewed as either stand-alone devices or for use in locally controlied
clusters. An architecture that integrates these into a wide-area,
information-on-demand surveillance system has not been developed.

TECHNOLOGICAL OPPORTUNITIES

Advances in energy sources, microsystems technology, and
biotechnology promise low-cost, miniaturized sensors that could be cost-
effectively distributed over a theater of interest, providing real-time,
continuous, all weather, day-night surveillance. An enemy could not
practically evade such coverage. Key attributes of the proposed capability
are as follows:

= Ability to measure a wide range of signatures, making
concealment and deception a very difficult problem for an
enemy and greatly reducing his mobility and agility.

» Continuous real-time monitoring, with information
provided on demand through a wide-area network
controlled from overhead or terrestrially. Utilizing an
aircraft, or a space-based system employing a large-
aperture sparse-antenna array, the sensors can be
geolocated and “polled” to deliver their unique
identification and stored data. Alternatively, ground-based
networking options allow a secure, low-power
communications network with a robust connectivity and
low probability of detection. Forces operating in the area
could use this network. Because data delivery would
typically be in short bursts and the timing of transmissions
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would be remotely controlled by the user, major power
reductions and improvements in covertness could be
expected compared with present systems. Sensors could be
kept dormant until needed or commanded to report back
only if high-value events were detected.

» Small-size and low-cost sensors (on the order of one cubic
inch and costing less than $10 each). Such sensors could be
dispensed in overwhelmingly large numbers (such as
100,000 sensors over a theater of operations), which would
not only enable wide-area coverage from what is essentially
a point sensor, but also make location and neutralization
very difficult for the enemy. Even less-expensive decoys
could further complicate detection and cleanup by an
enemy.

= (Covertness, which would be achieved through small size,
camouflage, mobility, and low-probability-of-detection
communication enabled by on-board intelligence.
However, depending on the application, the very use of
large numbers of sensors, coupled with extensive
intermixing of “penny” decoys, might obviate the need for
covertness by simply overwhelming the enemy with too
many sensors to pick up or destroy. A sensor survival rate
of as little as 20-30 percent could still provide the required
functionality.

= Survivable systems, capable of long-duration operations.
Depending on the sensor type and intended application, and
particularly on advances made in power-supply technology,
conceivable operational periods of the network (not
necessarily of an individual sensor) range from months to
years.

» Effective deployment and emplacement. Non-traditional
deploy-ment means may be used—such as “crop dusting”
or “air burst,” inadvertent transport into inaccessible areas
by the enemy (sensors clinging to vehicles or clothing), or
the sensor’s own robotic or biologically aided mobility.
Other means could be used as well, such as artillery
delivery and hand emplacement (sowing), either overtly by
troop units or covertly by operatives behind the lines.

Such a system could have covered Kosovo with sensors spaced
approximately every 30 meters, at a total cost of only several tens of
millions of dollars for the sensors. The data from these sensors, integrated
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into a C4ISR system with other data acquired from more traditional
standoff sensors, would have provided a comprehensive view of the
battlefield, enemy capabilities, and enemy intentions. Of particular interest
is that such a sensor system would have the capability of gathering
information on weapons of mass destruction, of characterizing concealed
and hardened facilities, and of providing information on targets obscured
by foliage.

Achieving sensor system goals will require significant developments
in the overarching technology areas of energy, microsystems, and
biotechnology.

Table 3-3 captures the principal attributes required for a sensor
network and shows that an improvement of 10-to-100-fold is needed in
several of the technologies to make ubiquitous, inescapable, intrusive
sensing possible. Some key areas where research is needed are energy
sources, microsystems, and biotechnology.

Table 3-3. Technological Developments Needed for Close-in Sensors

Today Current Needed Key Technology
Technology Advances Area
Trend
Networked 2-10 100s 10-10,000x Information tech.
increase in Microsystems
number
Lifespan Hrs — days | Low-power 10-100x Microsystems
electronics + increase materials &
energy extraction materials
=> 2 weeks
Ensemble 4-5 Polymer films for | 10-20 bypes of | Biotechnology,
physical chem sensing, sensors: materials, &
sensors bio assays-on- physical, chem, | energy and
chip bio microsystems
Undetectable | Coke-can- | >1mm® seismic 10x decrease in | Microsystems,
. shoe box sensor, 3D size intrusive materials & energy
size: fixed | packaging e.g. biotechnology
biosentinels
Affordable $1,000/sen | ~$5 MEMS 100x decrease | Microsystems
sor accelerometers
Deployment | Hand- Li