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ABSTRACT

The Information Assurance Vulnerability Alert (IAVA) process was established
to provide an early warning and tracking capability for protecting Department of Defense
(DoD) networks againgt identified sysem vulnerabilitiess.  The Navy initidly used record
message traffic for the information digribution required by the process. This approach
was heavily adminigrative and prone to dgnificant delays in an dready time criticd
process.  Additiondly, it lacked support for automated data validation, resulting in
unrdiable vulnerability tracking information. As a result, the process was ineffective,
and Navy neworks remained highly susceptible to exploitation, even for wdl-
documented sysem vulnerabilities.  For this thess, web-enabling technology is used to
build and deploy an early warning and tracking sysem for Navy network vulnerabilities.
The research sponsor, the Navy Component Task Force for Computer Network Defense
(NCTF-CND), has named it the Online Compliance Reporting System (OCRS). It is now
being used by dl Navy commands and has proven efficient and highly effective in
defending Navy networks againgt known vulnerability exploitations. As a result, the
sysem has gained sgnificant interest from other organizations and the research sponsor
is now planning to fund maintenance and future enhancements by the Space and Nava
Warfare Systems Center in Charleston, South Carolina.
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INTRODUCTION

This thess continues previous work done by the author to establish the
Information Assurance Vulnerability Alet (IAVA) dissemination and reporting process
within the Navy. This chapter describes the process and then, based on the author’s first-
hand experience, details the problems with the Navy's initid implementation. Next, a
web-based gpproach to resolving the origind problems is discussed, which leads to a
preview of the solution that was developed during this research.  And findly, a brief
overview of the remaining chaptersis provided.

A. INFORMATION ASSURANCE VULNERABILITY ALERT PROCESS

The Information Assurance Vulnerability Alert process was edablished in June
1998. It was done in response to Assgtant Secretary of Defense direction that dl
Department of Defense (DoD) Commanders in Chief (CINCs), Services, and Agencies
edablish a dissamination and compliance tracking capability for protecting defense
networks againg sysem vulnerabilities. The process is primarily intended to protect
agang wdl-known vulnerdbilities, like network system buffer overflows, that are prone
to exploitation by third party threets, especidly hackers. As the designated agent for the
process, the Defense Information Systems Agency (DISA) is respongble for issuing
vulnerability messages to al services and agencies. This begins the early warning phase
of the process, derting network action officers to a potentid vulnerability with ingtdled
network sysems. Each of the services and agencies is then responsible for their own
internal  digtribution of vulnerability messages. The Navy Component Task Force for
Computer Network Defense (NCTF-CND) is respongble for internad notification
throughout the Navy.

Each vulnerability message contains procedures for securing systems agang an
identified wvulnerability.  When a vulnerability message is issued, organizations ae
required to inventory their vulnerable systems and to follow the prescribed procedures to
protect those systems that are affected. Individua commands are then responsible for
submitting reports detailing their vulnerability compliance satus.  This darts the tracking
phase of the process, for monitoring the dSatus of wvulnerable network systems.

Compliance reports are required to include vulnerable system inventories as categorized
1



by totd number of sysems, number of affected systems, number of corrected systems,
and the number waived due to specia circumstances. For the Navy, the reports are
submitted, via the gppropriate chain of command, to the Navy Component Task Force for
Computer Network Defense. They, in turn, compile the data contained in the individua
reports and submit a Navy-wide compliance saus report to the Defense Information
Systems Agency. The entire notification and reporting process must be completed, with
vulnerabilities corrected and reported, within a specified time frame, usualy 30 days.

1 Problemswith the Navy’'s Early Warning Phase

Vulnerability notification is a time critica function because there are only 30 days
to complete the reporting process for the entire Navy. The fundamenta objective is to
get known vulnerability information into the hands of appropriate network action officers
as quickly as possble. Doing so provides the greastest opportunity to take action and
defend againg potential exploitation. One of the mgor chalenges for the Navy is to
quickly didribute vulnerability messages to network action officers a dl commands.
This has proven to be paticularly difficult due to the Navy's organizational sructure and
the exceptiondly large number of commands.

The primay method used to digribute adminigtrative information throughout the
Navy (and other military services) is record message traffic. It is essentidly a wire
sarvice that uses a standard text-based format and provides a globd digtribution system.
In recent years, the addition of networks a most Navy commands has improved loca
record message traffic didribution.  Incoming messages are now typicaly routed via
electronic mal to appropriate action officers rather than being printed and routed
manualy.

When the Information Assurance Vulnerability Alert process was firg
implemented in late 1998, the Navy used record message traffic to didtribute vulnerability
notices interndly. However, there were two problems with the use of message tréffic that
added undesreble ddays. Fire, the Navy is a hierarchica organization and messages
were routed down the chain of command, from superior to subordinate. This added
delays a each level, as the messages had to be re-addressed to action officers at
subordinate levels.  Second, within a command or organization, record message treffic is

routinely addressed for action at the department head levdl and above. This added
2



additiona delay since the messages had to be read and then routed down to the
aopropriate network action officers within the departments at each command. Thus, the
use of record message traffic as a vulnerability message didtribution method could take
sverd days or longer, especidly for commands a the bottom of the Navy's
organizationd hierarchy.

2. Problemswith the Navy’s Tracking Phase

Like the natification process, vulnerability compliance reporting is a time critica
function, but it adso carries the burden of accuracy and accountability for the data being
reported. The fundamental goa is to depict an organization's current level of readiness
for defense againg vulnerability exploitation. This provides decison-mekers with the
ability to identify and track aress of strengths and wesknesses within their networks on a
command-by-command bass. The Navy’'s chdlenge is to quickly collect vulnerability
compliance reports from adl commands and then to generate and submit a consolidated
report that depicts an accurate view of the Navy's daus.  This has proven dmost
impossble to accomplish accurady and efficiently usng traditiond collection methods
due to the Navy's organizationd dructure and the large volume of reports that has to be
processed.

The Navy aso used record message traffic as a means to collect the vulnerability
compliance reports via the appropriate chain of command. Each command was required
to submit a status report to their superior that aso included the compliance status for al
of their subordinate commands. This process suffered from a variety of problems that
added delay, reduced accuracy and essentidly diminated accountability on a command-
by-command basis.

Fire, a dgnificant dday resulted from submitting reports via the chan of
command. In addition to the hierarchicd dday caused by traversng the chain of
command one levd a a time, each command was ad<o limited by the efficiency of thar
dowest subordinate. A consolidated report could not be generated and forwarded until
al subordinate reports had been received. This resulted in some mgor delays, especidly

in those cases where there was a degp organizationa hierarchy.



Next, there was the problem of report format. Despite having a standard format
gpecified in each vulnerability-warning message, most commands would submit data in
an undesirable format. For example, blank fields were skipped or deleted when a zero
was required if no inventory was avalable. In many cases, explanatory comments were
entered in each fidd next to the data instead of a the end in a comment block. Some
reports were submitted one fiedd per line and others contained multiple fields per line.
Overdl, the format problem went unchecked because the reports were submitted via text-
based messages that did not support field or format vaidation. As a result, there was no
way to automaticaly tabulate the data in the compliance reports. So, @ each leve in the
command hierarchy, an additiona reporting delay was incurred due to the necessity for

manually tabulating data received in each subordinate report.

Additiondly, in many cases the data was difficult to decipher from the reports.
This resulted in assumptions or guesses as to what was intended, which dgnificantly
reduced the accuracy of the data being reported. Furthermore, in an effort to ensure
reports from al subordinate commands were included, there was a strong tendency to use
the format with the lowest common denominator. By the time the reports made their way
up the entire chain of command, the consolidated reports condsted of little more than
percentage estimates regarding compliance status. For example, a consolidated report for
an entire subordinate hierarchy might dtate that 82% of the vulnerable sysems were in
compliance. This resulted in a complete loss of accountability with respect to the status
and inventory levels on a command-by-command basis.

3. Impact of the Navy’sInitial Implementation

Due to the problems described above, the Navy's vulnerability notification and
reporting processes were faling to achieve ther desred objectives. The early warning
sydem was ineffective snce Navy network action officerss were not receiving
vulnerability information in a timey fashion. The compliance daus reports were not
aufficient to depict the Navy's levd of readiness for defense agang vulnerability
exploitation. And there was no way for decison-makers to identify and track strengths
and weaknesses in the networks on a command-by-command basis. Additiondly, due to
dl of the delays incurred, the Navy was unable to complete the process in the required
time for any of the vulnerabilities issued usng record messsge traffic as the primary

4



means for information dissemination and retrieval. As a result, Navy networks remained
highly susceptible to exploitetion, even for wel-documented system vulnerabilities.
Unless a better solution was implemented, the Navy would be unable to meet Department
of Defense requirements for the Information Assurance Vulnerability Alert process.
B. PROPOSAL: A WEB-BASED APPROACH TO THE PROCESS

Mogs Navy activities are usng web dtes to disseminate information.  Following
this trend, a web Ste could be used by the host organization to post vulnerability-wamning
messages. However, a smple web dSte cannot meet the vulnerability natification
requirements because the network action officers & each command dill need to be
notified when a network vulnerability is posted before they can take action. To some
extent, dectronic mal (email) can support in this regard, but without knowing exactly
who to send messages to, an organizationd hierarchy will Hill have to be traversed in
order to get the information to the gppropriate network action officers. Maintaining an
up-to-date maling lig for thousands of action officers in a lage and dynamic
organization is no easy tak. Furthermore, even with an accurate list of action officers
and ther emall addresses, the problems associated with forwarding and consolidating
compliance reports will persst without some additional automated information collection
and processng capabilities.  Thus, some type of dynamic online capability is required to
fully address these concerns.

1. Area of Research: Developing an Interactive Web Solution

The mgor objective of this research was to design and build a web-based system
cepable of efficently and effectivdy handling the vulnerability notification and reporting
functions for dl commands by specificdly addressng the timeiness, accuracy, and
accountability concerns with the Navy's exiding implementation. There were three
gods (1) dissaminate vulnerability notices directly to network action officers as quickly
as posshle (2) collect compliance reports, then automaticaly summarize and forward the
data; and (3) provide a secure online environment for managing the entire process. The
scope of this research included the use of a persgtent data store and the development of
numerous interactive web-based applications that could provide automated on-line data
callection, with dynamic tabulation and rea-time datus display. It ultimately required

the integration of aweb server, a database server, and an gpplication server.
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The end result of this thess is a web-enabled early warning and tracking system
for network vulnerabilities. A prototype with minima capabilities was brought online in
September 1999.  The system has been modified and rewritten severa times over the last
year and a hdf and is now relatively mature and available for use throughout the Navy. It
has been named the Online Compliance Reporting Sysem (OCRS) by its host
organization, the Navy Component Task Force for Computer Network Defense (NCTF-
CND). The purpose of the sysem is to quickly disseminate vulnerability warnings
directly to al network action officers and then to collect and track the vulnerability
compliance reports from each Navy command. The sysem automdicaly organizes,
summarizes and presents the data according to the agppropriate chain of command. The
hierarchical dructure of the sysem provides each account holder with a red-time
summary view of ther entire subordinate organizationd hierarchy and further dlows
them to drill down and review the individud vulnerability compliance Satus of any
subordinate command.  Furthermore, it autometicaly prepares the consolidated Navy
report, which the host organization is required to submit to the Defense Information
Sysems Agency. The web-based sysem will be described in greater detail throughout
the remainder of thisthess.

2. Resolving the Administrative Challenges of a Web-enabled Solution

In developing a web-based solution, one of the mgor chalenges was to minimize
adminidrative support requirements (account regidration and approva, password
management, ec.). This was especidly important considering there would be thousands
of account holders accessng and using it from Navy activities dl over the world. To
overcome this problem, account adminidration was decentrdized by digtributing key
functions down to al account holders. This was done without jeopardizing the security
of the sysem or unnecessarily burdening subordinate account holders with complex
adminidrative  requirements. The didributed functions were incorporated in a
hierarchical fashion.  This provides each account holder with the full authority to
adminiger dl accounts directly subordinate to them in their chan of command. The
adminidrative functions that are digributed in this manner will aso be discussed in this

thesis.



C. SUMMARY OF REMAINING CHAPTERS

The remainder of this thess will cover the Online Compliance Reporting System
in much greaster detail. Chapter |l identifies and discusses the user requirements, the
vulnerability process requirements, and the web-based adminidtration requirements that
define the dructurad objectives for developing the web-based applications. It aso
describes the sdection and integration of web resources used to build and support the
sysem. Chapter 111 walks the reader through the system implementation. It includes
decriptions of the key web applications that were developed and displays severd
screenshots.  Security features and recommendations are discussed in Chapter 1V, dong
with lessons learned and specific proposds for future enhancements.  Chapter V
discusses the impact the web-based system has had on the Navy and on the network
vulnerability notification and reporting process. It dso discusses the issue of distributed
adminigrative responsibility, consdered by the author to be one of the primary keys to
success. And finally, Chapter V1 provides conclusions based on this research.
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1. IDENTIFYING REQUIREMENTSAND SELECTING WEB
TECHNOLOGY

This chapter discusses the requirements and technology that went into the design
and development of the Online Compliance Reporting System (OCRS). The full range of
requirements is presented.  These include the user requirements, the Information
Assurance Vulnerability Alert (IAVA) process requirements, and the adminidration
requirements that are critica to the web-based gpproach. Additiondly, a brief discusson
is included on the sdlection and integration of the server technology required for the web-
based system.

A. IDENTIFYING REQUIREMENTSFOR A WEB-ENABLED SOLUTION

This section discusses the user requirements, the process requirements, and the
web-based adminigtration requirements that have been identified and are supported in the
current verson of the sysem. In addition to andyds of the vulnerability warning and
tracking process, a build-and-fix development approach was used to derive requirements
based on user feedback.

1 System User Requirements

User requirements determine the online functions that are needed to fully
automate the process via the web. Throughout the course of the development effort, two
categories of clients, or user groups, are identified: network action officers and system
adminigrators.  Each user group requires different access levels and specific types of
interaction with the sysem. Severd different web applications will be required to
support the different capabilities.

a. Network Action Officers

Network action officers represent the primary user group (well over 2000).
Every user has network action officer privileges and respongbilities, including the system
adminigtrators discussed next.  These respongbilities include taking action on posted
vulnerability messages and reporting compliance results as directed. Therefore, action
officers require access to the system in order to read posted warning messages and to
submit compliance reports for their commands. Those with subordinate activities require
a capability to track the reporting status of their subordinates. As a reault, they will dso

9



be required to identify their subordinate activities to the sysem. Furthermore, network
action officers will be respongble for managing the accounts of the action officers from
their subordinate activities.

b. System Administrators

The top, or root level, organization in the system is the centra authority
for the vulnerability warning and tracking process. The Navy Component Task Force for
Computer Network Defense (NCTF-CND) fills this role for the Navy. Account holders
from this organization are cdled sysem adminigrators. In addition to network action
officer requirements, they adso have other specid requirements that are essentid to
maintaining the sysem. They require a different level of access in order to post new
vulnerability messages, to notify al network action officers of newly posted messages,
and to change the Navy’s organizationd hierarchy (as needed). They are dso responsble
for the satup, hogting and maintenance of the system. Additiondly, they are responshble
for handling trouble cals and providing support and/or training to network action officers
if necessary.

2. Vulnerability Warning and Tracking Process Requirements
Three primary functions related to the vulnerability warning and tracking process

are identified in support of the user requirements described above. Each of these
functiond requirements results in one or more web-enabled applications being developed
for the sysem and then made avalable for use over the Internet. The block diagram in
Figure 1 shows the Online Compliance Reporting System (OCRS) inputs and outputs
that are based on the following three primary vulnerability process requirements.

Provide an early warning for network vulnerabilities

Collect network vulnerability compliance reports

Track the satus of vulnerable network systems

a. Providing an Early Warning for Network Vulnerabilities

To support web-based early warning notification process, three supporting
requirements are identified.  Frs, sysem adminidrators require an application for
posing new vulnerability messages to the sysdem. The gpplication dso needs the
cagpability to later modify the posted messages if needed. To dynamicdly track each
network vulnerability posted to the system, the message, dong with a short vulnerability
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description, a tracking number, and due date information, needs to be stored in an on-line
database, dong with the poster's account number (for accountability). Next, a web
goplication is required that is capable of identifying and directly naotifying (via emall) al
network action officers (with active accounts) when a new vulnerability message is
posted to the system. And findly, another gpplication is needed to provide al network
action officers with on-line access to the posted vulnerability messages.  The inputs and
outputs, labeled A, B, and C in Figure 1, are associated with these supporting

requirements.

System
Administrators

F,G

— OCRS|+—

B,C,E

Networ k

A. New vulnerability message posted | Action
B. Email dert sent to all active accounts

C. Read new vulnerability message Officers
D. Submit command compliance report
E. Monitor status of subordinates

F. Monitor status of entire Navy

G. Generate Navy-wide report for DISA

Figure 1. The Web-enabled Vulnerability Process.

b. Collecting Network Vulnerability Compliance Reports
Coallecting vulnerability compliance reports from al commands requires
an goplication with the capability to present and process a standardized web-based form.
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Input D (from Figure 1) represents the requirement for this goplication. The application
needs to auto-validate the reports submitted to the grestest extent possible in order to
prevent errors in the data collected. If errors are identified, the gpplication needs to reect
the report and redisplay the form, including the incorrect data and an appropriate error
message. Each compliance report needs to be automaticaly stored in an arline database
adong with the submisson date and the network action officer’s account number (for
accountability). The agpplication must firsd present an action officer with a previoudy
submitted report, instead of a blank report form, if a report has dready been submitted for
the organization in quesion. And, there must be an option to modify previoudy
submitted reports.  Additionaly, there must be a capability for a network action officer to
submit a report for any subordinate command in the event subordinate action officers
cannot access the system for any reason. The system is required to ensure no more than
one report is submitted for each organization per vulnerability message.
C. Tracking the Status of Vulnerable Network Systems
Consolidating compliance reports from dl commands requires an
goplication with the capability to dynamicdly (red-time) generate a datus, or summary,
based on dl compliance reports receved for a given vulnerability message.  The inputs
and outputs, labeled E, F, and G in Figure 1, show the supporting requirements for this
goplication. The agpplication needs to summarize and present compliance data, but only
for the current network action officer’'s command and al of its subordinate commands.
Furthermore, the status gpplication needs to provide a capability for an action officer to
drill-down to any subordinate leve, to display a subordinate summary view, or even to
display a specific subordinate organization's actual compliance report.  Subordinate
commands with missng compliance reports need to be clearly identified in the web-
based summary report. For the system adminidrators, this application will be used to
generate the Navy-wide compliance report that will be submitted to the Defense
Information Systems Agency (DISA).
3. W eb-Based Adminigtration Requirements
Severa adminigrative functions that are criticd to the support of a web-enabled
process are identified during early devdopment. Each of these functiond requirements
results in one or more web applications being developed and incorporated into the
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sysdem. The block diagram in Figure 2 shows the system inputs and outputs that are
based on the following administration requirements. Each of these is discussed in greater
detall below:

Regigtering for anew user account

Logging in and out of the system

Adding subordinate commands to the system database

Approving pending subordinate user accounts

Managing passwords

Modifying persona account information

Closing user accounts

Changing the Navy organizational hierarchy

Generding a current mailing list of active users

a. Registering for a User Account

Every network action officer is required to register for an account using
the online sysem. In order to reduce adminidration, regisering for an account is
required to actualy establish the user account in the database with a status of “pending
goprova.” This prevents the account user from accessing the system until approved. Use
of an on-line web form is required to register for an account. This form will be available
from a button on the login screen. The application that presents and processes this form
is required to automdicaly validae as much informeation from the form as possble
Mandatory fiedds must be supplied, and verification is required. The form contans a
fied labeled as the Unit Identification Code (UIC). This field is used to link the user to a
command that must dready be in the system’s database.  Also, registering network action
officers are required to make up ther own user names and passwords. To enhance
security, passwords mugt follow drict rules that the registration gpplication can verify.
Furthermore, the application will check the existing database to ensure the user doesn't
dready have an account. If errors or problems are identified in the input, the application
will redisplay the form with the bad data and provide cler and specific guidance for

making corrections.
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System

. <
Administrators
B,C,G,K

A, D,EFH,IJ

——{OCRS|+—

A/DEFH,I
B,C,G
Networ k

A. Register for a new account »| Action
B. New account aert emailed to superiors :
C. Login Officers

D. Add subordinate commands

E. Approve (or rgject) subordinate accounts
F. Change password

G. Retrieve forgotten password

H. Modify personal account information

|. Close personal or subordinate account

J. Change Navy organizational hierarchy
K.Generate a current mailing list

Figure 2. Web-based Adminigtration Capabilities.

Once the application accepts the data as vaid (to the degree that can be
automaticaly verified), a confirmation screen will be displayed to the account requestor,
showing the actud name of the requestor's command, adong with the other data
submitted. The requestor will then have the option of modifying or confirming the
request. If the request is confirmed, the gpplication will automaticdly send an email
message to each account holder at the requestor’s superior command. The email message
will notify al of the gppropriste action officers that a subordinate account request has
been submitted and requires gpprova (discussed bedow).  Findly, the gpplication will
inform the requestor that the new account request has been received, the superior
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adminigrators have been notified, and the account is pending find gpprovd with
notification to follow.

b. Logging In and Out

A login application is necessary in order to provide access to the system
for users with approved accounts. Its primary purpose is to restrict access to authorized
users. When used to gan access to the system, this gpplication will provide a welcome
screen that displays dl functions for which the user has access.  This means that users
and gpplications will be assgned access levels to support a run-time comparison by the
login goplication. The login gpplication will aso be required to take the user to the new
password screen if the user’s password is flagged for expiration. Additiondly, if the
user’'s password has not been flagged for expiration, and there are subordinate accounts
pending approva, the login application will be required to digolay dl pending
subordinate accounts in order to alow the user to approve or rgect those accounts.
Findly, if the user’s password is not expired, and there are no pending subordinate
accounts, then the login goplication will need to digplay a lig of the ten most recently
posted vulnerability messages. A button, which can be used to log out of the system, will
be required on dl screens while logged into the system. If there is no user activity for
fifteen minutes, the user will be automaticaly logged out of the system.

C. Adding Subordinate Commands

Since the Online Compliance Reporting System is desgned to be a
hierarchicd sysem, a daabase contaning hierarcchica reaionship informetion is
required. Because of the need to minimize adminidrative staff support and to have an
accurate representation of the current Navy hierarchy, no organizationd data will be
identified or preloaded into the database. Instead, only the top-leved organization and the
initid system adminigrator will be prdoaded. This will dlow root level usars, or system
adminidrators, to register for system access. When gpproved, users will then be required
to enter a lig of commands that are immediately subordinate to their own (if the lit is not
dready present). Any user & a command may do this for their subordinate commands.
Once a subordinate command is added to the sysem in this manner, users a that
command may then regiser for an account, and then repeat the process for their own

subordinates when approved.
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This recursve gpproach will dlow for a more accurate organizationd
hierarchy while dso minimizing the root levd adminidrative daff by didributing the
burden of respongbility to network action officers for their own subordinates. Therefore,
an gpplication will be required to dlow dl network action officers to add and/or delete
their subordinate commands to/ffrom the sysem. The identity of an action officer who
adds or modifies a subordinate command will be stored with the command's record. This
will provide usr accountability for the organizationa hierarchy <ored within  the
database. This gpplication will dso be required to disdlow the removad of a subordinate
command from the database if there are users and/or vulnerability compliance reports
dready associated with that command.

d. Approving Subordinate User Accounts

Approving subordinate accounts will require a confirmation process to
ensure that each user requesting an account is authorized to have access to the system.
This would be a tedious and time-consuming process for a centrd daff, especidly with
thousands of account requests coming in from Navy network action officers dl over the
world. To diminate the centrd daff requirements and to diminate long delays in the
gpprova process, this function will aso be distributed down to subordinate users. Thus
each network action officer will be required to approve and/or regect new account
requests from users in commands tha are immediately subordinate to their own. By
doing this, the burden of agpprova is moved much closer to the users that are requesting
accounts, thereby ensuring the approva authority will be better acquainted with the
requestors (i.e, more likely to know them and ther authorization datus). Also, the
thousands of account requests will be more evenly digtributed across the entire user base,
which will dgnificantly minimize response times as wdl as centrd adminigrative daff
requirements.

As described previoudy, when a new user account request is made, the
users for the superior command will be immediatdy notified by email that a subordinate
account request is pending gpprovd. When a network action officer logs in after
receiving one of these notices, he/she will be immediately teken to the gpprova
goplication, which will lig al pending subordinate account requests. The user will then
be dlowed to sdect an account to approve (or regect) and will be taken to the account
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vadidation screen. Thus, to ensure the approva process is standardized across the entire
organization, the online goprova gpplication will require a gandard form.  The form will
need to be a checklist that can be completed by an approver as he/she goes through the
process of validating an account request. When the checklist is completed and the
approver presses the approve button, the account will be changed to an “active dtatus’
and the approver identity will be sored with the approved account record for
accountability. Then, an emal message will be automaticdly sent to notify the account
user that the account has been approved.

In addition to the gpprova checklig and approve button, the form will
display dl of the persond information for the requestor. There will dso be a text fidd
with a preformatted emall message for use when a rgection is required. The message
may be modified to reflect why the request is being regjected before pressing the reect
button, which will send the message, via email, to the requestor and change the account
to a“rejected tatus.”

e Managing Passwords

Password management would normaly be done entirdy by a centrd teff,
but one of the requirements for this system is minima system adminigtrator support. To
achieve this, functions necessary to manage passwords will be distributed entirely to each
individud user. First, as described previoudy, each user will be required to create their
own username and password when they register for an account. Second, a password
modification gpplication will be provided to dlow each user to change their password
whenever they like (or are required to). This gpplication will require their old password
(to prevent a passerby from hijacking their account) and will enforce the srict password
generation rules used in the regidration gpplication to ensure secure passwords ae
adways used. And findly, some means of recovering a logt or forgotten password will be
required. To support this, a third gpplication, which will be accessble from the login
screen, will dlow a user to retrieve a password by entering their email address in an
online form. If ther emal address matches tha of an account in the system, an emall
with the password will be sent to the address and the password will be automaticaly
expired. Then, snce emall messages are readable if intercepted, when the user logs in,
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he/she will be immediady taken to the password modification application to change the
password before proceeding to other system applications.

f. Modifying Personal Account Information

To support changing user information, the system will be required to
provide an gpplication that dlows users to modify their persond contact information. By
digributing this capability, dl usars will be able to chage their title (i.e, from Miss to
Mrs), email address, and/or phone numbers as needed, thereby dleviating the centra
daff of this respongbility. In order to maintain full accountability within the system, the
aoplication will not dlow users to change their red names or ther usernames. For
security, a password will be required when submitting the online form to meke any
changes.

0. Closing User Accounts

In the Navy, personnd trander from one activity to another farly often,
egpecidly active-duty personnd.  As a result, a means to easly close accounts for
tranderring personne will be essentid.  This will be accomplished in two ways. Firg, an
application will be provided that will alow each user to close hisher own account. To
do this will require a user to enter a password. If the online form for closing a user
account is submitted by that user, the user’s account will be changed to a “closed satus”
and the user will be immediately logged out. The second way to close an account will be
via an gpplication that adlows any user to close the account of any subordinate user (but
not peer accounts) a any leve in the subordinate hierarchy. If this method is used, the
account being closed will dso be changed to a “closed status’ and will then be reflected
as such in subordinate account lisings. Also, the identity of the user closng the account
will be logged with the closed account. Once accounts are closed, their users will no
longer be able to log into the sygem. The accounts will not be deleted because their
users might have submitted reports or entered other information into the sysem. By
keeping the accounts in the database in a closed datus, the accountability information
(i.e., who did what and when) will aways be available.

h. Changing the Organizational Hierarchy

The Online Compliance Reporting System will aso need to support a
dynamic organizationd hierarchy. In an organization as lage as the U.S. Navy,
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subordinate commands and activities occasondly shift within the hierarchy, which
cretes a new chain of command for the shifting activity, as well as dl subordinates to
that activity. As a realt, an application will be needed that can easily modify the
organizationd hierarchy on the fly. This gpplication will need to change the superior
identifier for a command that is being relocated. Furthermore, it will have to change the
chan of command for tha paticula command and al of its subordinates.  This
goplication will only be avaldble to the sysem adminidrators (centra <taff) a the root
levdl organization because commands might be required to move between two different
subordinate hierarchies, both of which will not be accessible by the subordinate users
involved in the organizationa change. Furthermore, this agpplication will have to dearly
identify potential changes that will result to the organizationa hierarchy (before actudly
processng a change request). This will dlow the sysem adminigrator to verify the
Cconseguences prior to proceeding.

i. Generating a Current Mailing List of Active Users

In addition to warning notices after posting new vulnerability messages to
the sysem, the syssem adminigtrators will dso need to notify al account users of changes
to the system, including upgrades and/or potentid down time. As a result, an applicaion
will be required to dynamicaly generaie an emall malling lig of dl currently active user
accounts.  This application will only be avalable to sysem administrators, who may use
the lig that is generated to formulate mass dectronic mailings to al active account
holders as deemed necessary.
B. SELECTING TECHNOLOGY FOR A WEB-ENABLED SOLUTION

A vaiety of hardware and software technologies are necessary to develop and use

a fully web-capable early warning and tracking sysem. This section briefly discusses the
sdection of the primary server resources that are integrated to provide the full suite of
web cgpabilities.  To provide the dynamic cepability required by web applications
supporting the vulnerability notification and reporting process, and by the adminidrative
gpplications described above, the following three server components are required. Each
is discussed further below:

A web server

A database server

19



An gpplication server

1. Choosing a Server to Host the Web Solution

Navy dandards require the use of a Microsoft Windows NT based server for
deploying a web-enabled system. Additiondly, the web server is required to have built-
in support for the Secure Socket Layer protocol, verson three (SSL3), which dlows for
encrypted exchange of information between the web server and its browser-based clients.
There are bascally two choices that meet these conditions and carry no additional costs,
Microsoft's Internet Information Server (I11S), which comes with Microsoft's Windows
NT Server, and Netscgpe Communication’'s Enterprise Server, for which there is a free
government license. The Netscape Enterprise Server was selected as the host web server
because the Microsoft web server is not compatible with the Navy's security certificates,
which are required to support the encrypted SSL.3 connections.

2. Picking a Databaseto Store Persistent Data for Web Applications

To provide a web-based solution that collects, retrieves and manipulates data for
dynamic datus reports from a large number of client commands in red-time requires the
use of a database. A database sarver that is Open Database Connectivity (ODBC)
compliant can be plugged into most commercid application servers and used as a
backend data store for web-based gpplications.  Furthermore, if the database is smply
used as a repogtory, with no embedded business logic, the database server can be
swapped out with just about any other database server should a higher backend storage
capability be required. Thus, with Open Database Connectivity as a requirement, and
usng cod-avoidance as a sdection principle, Microsoft Access database software was
chosen because it comes pre-packaged with Microsoft Office, and it is supported directly
by the Windows NT Server software. Microsoft Access is more than adequate for the
initid use of the sysem, and it can easly be changed to a higher end solution, like
Microsoft’s SQL Server, should the need arise.

3. Selecting Web Application Development and Hosting Software

An application server is needed to enable direct interaction between the web
sarver and the database. Web applications developed for the server will provide dl of the
busness logic necessary to dlow for automaing and managing the vulnerability process
dynamicdly via the web. Given the above web server and database requirements, the
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gpplication server will need to run on a Windows NT Server, work with Netscape's
Enterprise Server, and be able to connect with a Microsoft Access database. Everyware
Development Corporation’s Tango Enterprise software was sdected because it meets the
above requirements.  Additiondly, it is reativey inexpensve, and it is a fully cross
platform compatible solution, which can be used for application development on
Windows and Macintosh sysems and for deployment on Windows NT, Macintosh, or
Unix systems. It should be noted that the Tango Enterprise software has been sold twice
sance this project began, firs to Pervasve Corporation and then, more recently, to With
Holding Corporation. It is now caled WiTango, but will be caled Tango throughout the
remainder of this document.

The Tango software conssts of two applications: Tango Editor and Tango Server.
Tango Editor is used to develop web applications. It runs on Microsoft Windows and
Apple Macintosh platforms.  All of the web gpplication development for this thess was
completed on an Apple Macintosh system and then transferred to a Windows NT server
for deployment. Tango Server is a web server plug-in (Or application server) that extends
the capability of a web server to process the web gpplications developed with Tango
Editor. The Tango Server plug-in works with most web servers tha run on Microsoft
Windows NT, Apple Macintosh and Unix systems. It runs on the same machine as the
web server.  Additiondly, if Microsoft Access is used with the Tango Server, the Access
database must dso resde on the same machine.  This requirement does not extend to
other Open Database Connectivity databases, which may be hosted on a separate
mechine. For cost purposes, a sngle machine is used for the initid verson of the web-
based system; however, it can easly be scded for a larger client-base by migrating to a
higher-end database running as a dandadone server that supports multiple web and
gpplication servers.
C. SUMMARY

In this chapter, the requirements for a web-based approach were identified and
decribed in detal.  The specific areas covered included the requirements for system
users, the requirements specific to the vulnerability process and the adminidration
requirements that were necessary for a web-based sysem. Additiondly, the technology
resources required for developing and supporting a fully web-enabled early warning and
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tracking system were idertified. Brief descriptions, and sdlection criteria, were included
for the web server, the database server, and the web gpplication development and hosting
software used for the find web-based solution. The next chapter will more closdy
examine the current system implementation and the associated web applications that were
developed during this research.
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1. THE ONLINE COMPLIANCE REPORTING SYSTEM

The Navy is currently using the Online Compliance Reporting System (OCRS) as
an ealy waning and tracking sysem for known network vulnerabilities It was
developed in conjunction with this thess and is a fully web-enabled implementation of
the Information Assurance Vulnerability Alert (IAVA) process. The objective for this
gystem is to overcome the problems of data timeliness, accuracy, and accountability that
plagued the Navy’s origina record message traffic based approach. As a result, a variety
of functions were converted into web-based gpplications and made avallable over the
Internet to al Navy commands. Of particular concern were those functions related to
Navy-wide natification and individud command compliance reporting. To support these
functions in a web-enabled environment adso required an extensve aray of
adminidrative applications for maneging the online user accounts, as wdl as for

maintaining a database containing the Navy's organizationd hierarchy.

This chapter begins with a brief description of the interaction between a browser-
based client and the various servers that host the web applications This discusson is
intended to provide the reader with a fundamenta understanding of how web applications
work over the network before examining the inner workings of the actud applicaions
developed for this sysem. Severd of the key vulnerability and adminigrative web
applications are then presented dong with discussons on some of the background
processing that occurs when they are used. Each application discussed ties back to
gpecific requirements provided in Chapter Il, with some of the requirements being
restated to better support the discussion.

A. USER INTERACTION WITH WEB-BASED SERVERS

Before discussng the web gpplications developed for this system, it will be useful
to consder the differences in the flow of data that occurs between a web browser and a
web server for gatic web pages and for web pages that are dynamically generated from a
server-based gpplication. The system developed for this thess is cgpable of supporting
both gatic and dynamicaly generated web pages. The sarver is actudly a combination of
three different types of servers. a web server, an gpplication server, and a database server.

This combination provides for the dynamic page generation capability that is necessary to
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support interactive web-based applications.  As a result, the web applications and the
supporting static web pages are dl accessble from the same web server.  Figure 3
depicts the flow of data between a user and the server under both scenarios.  Also shown
in the diagram, is the domain name, or web page address for accessng the actua web
saver.  Note that it darts with “https” not “http.”  This indicates that an encrypted
connection is required between the web browser and the web server. This is one of many
security features that will be discussed further in the next chapter.

User (client with

Data Flow a 128 bit encryption-
capable web browser)

Web ServerHome Page: Al ‘AZ B1 ‘ B6
https.//www. iava.navy.mil

Web Server (SSL3

_ capable with a
Two Types of Requests: 128 bit certificate)
A) Static HTML Web Page
(1) HTML page request B2 |B5
(2) HTML server response

B) TAF - Tango Application File(. taf) Application Server

(1) TAF request (Tango Enterprise)

(2) Forwarded TAF request

(3) Database query or insert (optional) lBS B4

(4) Reguested data (optional)

(5) TAF generated HTML response Database Server

(6) Forwarded TAF response (ODBC compliant -
Microsoft Access)

Figure 3. Client-Server Data Flow.
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1 Requesting Static Web Pages

In the more common use of web technology, a user, with the ad of a web
browser, requests a page from a web server by entering a web page address (or the
domain name of the web server). The page, which is stored in a directory on the server,
is smply returned to the requesting browser.  This is a web transaction that involves a
datic page, or one that does not change between user requests.  Figure 3 digplays the data
flows associated with a satic page request from a user. The flow labeled Al indicates a
datic page request. The flow labeled A2 indicates the web server's response, which
includes the compl ete contents of the web page.

All that is normaly required to support a static page transaction is a web browser,
a web server, and a connection between the two. However, in this particular case, as
Figure 3 shows, the web server is aso required to support the Secure Socket Layer
protocol, verson three (SSL3), and must dso have a 128-hit certificate indaled. For the
user, the only additiond requirement is that the web browser be cgpable of supporting
128-hbit encryption. Almogt dl web browsars currently avalable support this
requirement.

2. I nteracting with Web Applications

One of the cgpabilities of a web gpplication is that it can dynamicaly generate a
web page based on user input and/or other data available to the application. This
capability dlows for red-time interaction between a user and a web server that can
support a wide variety of information exchange options, especidly if a database is used
as a repodtory for the web applications.  This is exactly the case with the Online
Compliance Reporting System.  An gpplication server hosts numerous web applications
for adminigrative and network vulnerability functions. The applications process data
coming from a user (via the web server) and occasondly store and retrieve data from a
database hosted on the database server. Based on the data processed, the web
applications then dynamically generate a web page that is routed back to the user.

A web gpplication is normdly triggered when a user requests a web page ending
with a unique file extendon. In this case, the web server recognizes a request as an
goplication request by the included three-letter extenson “taf”, which refers to a Tango

Application File (TAF). As mentioned in Chapter Il, Tango Enterprise provides an
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goplication server and a development environment for creeting the web applications that
work with the gpplication server. Figure 3 displays the data flows associated with a web
goplication request from a user. The flow labeed Bl is the origind user page request
containing the unique “taf” extenson. As depicted with the flow labeled B2, the web
sever recognizes the request as a web gpplication request, and forwards it to the
gpplication server for processng. The specific web application requested then processes
the user's request. In doing o, it may need to interact with the database server to insert
or retrieve data, which is represented by the optiona flows labeled B3 and B4. The web
goplication then generates a response by dynamically congtructing a web page, which the
goplication server then sends back to the web server (B5). And findly, as indicated by
the flow labeled B6, the web server smply forwards the newly constructed response back

to the user.

A user request that only indicates a specific web application is not aways
auffident to interact with the application. In many cases, additiona data is required from
the user to indicate what needs to be done by the gpplication. The user is able to provide
this data through the use of web forms that have input fidds. In the next section, sverd
key web applications are discussed and some of the associated web forms are presented.

B. KEY WEB APPLICATIONS

Two categories of web gpplications are integrated into the web-based system’s
aoplication sarver:  adminidrative  gpplications, and  vulnerability  notification  and
reporting gpplications.  Adminidrative gpplications are necessary to support the desired
web-based agpproach.  More gpecificdly, these are used to manage the Navy's
organizationd hierarchy and to control access to the sysem.  The wvulnedility
goplications, on the other hand, provide the functiond capahilities that are a required part
of the Information Assurance Vulnerability Alert process. These gpplications were
developed to meet the objectives for building a web-based system; however, they cannot
be deployed via the web without the administrative applications to support them. The
remainder of this section will discuss most of the web gpplications. Those gpplications
that are key to understanding the web-enabled solution will be discussed in more detall.
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1 Adminigrative Applications

a. Authenticating User Access

All but two of the web applications require user authentication to prevent
unauthorized access. A login application was developed to support this requirement.
The login application is cdled “Logintaf” and is dways the first application visble to a
sysem user (network action officer or system adminidtrator). It is actudly a complex
application that performs severa tasks behind the scenes to better support the user. The
web form that is used to interact with the login gpplication is shown in Figure 4 From
this form, users can either login or access one of the two gpplications that do not require a
login, new account registration and password retrieval, both of which will be briefly
discussed |ater.

Online Compliance Reporting System
Login:

UserName
Password

fLogin™

- - — m—— _ -
Request Account ... Retrieve Password ...

Figure 4. Login Screen.

When the login application is activated with a username and password, the
user is authenticated againgt the user accounts stored in the database. If the user is not in
the database, te login form is sent back to the user with an “Invalid login® message.  If
the user’s account is in a “pending” status, a web page is sent back to the user indicating
that the account has not yet been gpproved. Also, if the user's account has a “closed”
datus, a message informing the user tha the account has been closed is returned.
Otherwise, the user is authenticated and the application server establishes a sesson key

and severd sesson vaiables that are used to track the user through the system. To
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maintain the user connection and dtate, the sesson key is sent back and forth between the
user and the server with each subsequent request.

After a successful login, the user will then automaticaly be taken to one of
three other gpplications (each of which will be discussed briefly in the remaining
sections).  If the user's password has been marked for expiration (a result of using the
password retrieva gpplication), the user will first be required to create a new password.
For security reasons, this takes precedence over the other two options. Next, if the user’s
command has any new subordinate account requests that are pending approvad (as
determined by checking the database), the user will be presented with a lig of those
accounts that are pending and asked to process the requests. Otherwise, the user will be
presented with a list of the ten most recent vulnerability messages (most recent at the top)
that were added to the database. This automated application sdlection process ensures
that critical tasks are dways presented to the user on a priority basis and serves to remind
the user of pending requirements.

To logout of the sysem, a user is amply required to click the “Logout”
button. This will run the “Logouttaf” gpplication, which will delete the user's sesson
variables on the server and send the user back to the login screen. The “Logout” button is
a the right end of the button menu, which appears a the top of every screen in every
goplication after logging in.  The button menu is created by the “Menu.taf” application,
which is cdled by dl of the other gpplications in addition to the login gpplication. This
goproach dlows new agpplications to be added to the menu without requiring
modifications to existing goplications.

b. Registering for a New Account

An agpplication cdled “Regigertaf” is responsgble for handling account
regidgration for new usars. It is one of the two applications that do not require login
access.  Regigering for a new account could normdly be a tedious process for both the
requestor and the approver. However, grest care was taken during the development of
this web agpplication to automate account regigtration to the greatest extent possible and to
minimize the requirements.  Fire, the information required by a registrant was reduced to
just enough data to fully identify the user. The objective was to have a reatively clean

and inviting web form with as few fidds as possble. Furthermore, it was desired to only
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require information that was dready known to or immediately available to the registrant.

By meaking the process smple and concise, it was hoped that new account registrants
would be enticed to use the system as soon as possible without delaying registration due
to complex forms and/or difficult to locate information.

The online account regigraion form is shown in Figure 5. It fits on a
gngle screen and includes concise indructions, highlighted in a red font, just above each
fidd. All but two fieds are required, the title fidld and a second phone number field,
which many users might not have. The regigrant is Smply required to enter name, emall
and phone number data, followed by an organizaiond identifier. Then the regidrant is

alowed to make up a user name and password for ng the system.

Online Compliance Reporting System

Request an account:

Rank or title {IT1, LT, Mr., Mrs., Dr., etc.}. Spelling of First and Last names cannot be corrected later.
Rank: First: Last:

Your Email Address must be correct in order to be approved for an account.

NIPRNET Email Address:

Your COMmercial Phone # is required. Also provide your DSN Phone # if you have one.

Phone # (COM):" Phone # (DSN):

Enter your command's 6 digit Unit ldentification Code (begins with 'N' for Navy commands).

Command UIC:

Create a UserMame and Password. Use 8 to 12 characters in each (letters and numbers only).
The Password must contain at least 2 letters and at least 2 numbers in the total of 8 to 12 characters.
UserName: Password: Re-enter:

You will be notified via email message if (and when) your account request is approved.
If any information is inaccurate, the request will be denied and you will need to resubmit.

e B
{ Request Account

Figure 5. New Account Regigtration Form.

The Unit Identification Code (UIC) fidd is the only piece of information
that might not be immediady known to every regidrant; however, every Navy activity
has one. It is a unique Sx-digit dring that is used to link the user to a Navy command,
which mugt dready exig in the database. The code is readily available throughout most
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Navy commands. It is dso on the military orders for dl active duty personnd and is
commonly required on adminidration forms. Usng this code insead of the command
name dlows the sysem to automaticaly vadidate the user’'s command and prevents errors
due to misspdled command names  When the regidraion form is submitted, a
confirmation screen is presented to the regigrant with the actua command name, as
identified from the database (usng the code provided by the registrant). If the code is not
in the database, the regidrant is informed to fird verify the Unit Identification Code
entered and then to contact an administrator (network action officer) a the next leve in
the chain of command to have it added to the system (see the next subsection).

The regigration form adso describes the specific format requirements for
the user name and password fidds. These fidds are automaticaly vaidated when the
form is submitted to ensure the format is followed. In fact, when a regisration form is
submitted, a whole series of checks are performed to vdidate the request as much as
posshle. Fird, dl required fields are checked to ensure they were not left blank. Next,
the format of the user name and password fidds is vdidated. Then the database is
queried againg the email address and user name fields to ensure there are no matches
with exiging accounts. Both of these fidds are required to be unique. Requiring a
unique email address helps to prevent a user from establishing multiple accounts.  And
findly, the database is queried for the command name using the code as described above.
If the vaidation process is successful, the user is presented with a confirmation screen to
persondly verify the request, including the actua command name and the name of the
next activity in the chan of command. If vdidation fals the regidraion form is
redisplayed with the origina information (minus the password for security reasons) and a
detailed error message with ingructions is included above the form in a bright red font.

If the regisrant presses the “Confirm” button on the confirmation screen,
the account registration application creates an account in the database for the requestor
and assgns it a “pending” daius. An emall is then automaicaly generated and sent to
the network action officers a the next leve in the chan of command to inform them of

the pending account request.
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C. Building a Subordinate Organizational Hierarchy

As mentioned above, a user canot regiser for an account unless the
user's command is dready in the database. However, one of the requirements previoudy
discussed was that no command data could be preloaded into the database. This resulted
in the devdopment of the subordinate application, caled “Commandstaf”, which dlows
a network action officer with subordinate reporting commands to enter those commands
into the database. And, once the commands have been entered, the subordinate network
action officers from those commands can then register for an account. The idea was to
dat this process a the top of the Navy's organizationd hierarchy and continue down
until every command was in the sysem. In this manner, there would be a highly accurate
accounting of the commands within the organizationd hierarchy because al network
action officers would have direct control over the list of subordinate commands for which

they were responsible.

The image shown in Figure 6is the firs screen presented to a user when
the subordinate gpplication is used. As shown, it provides the information identifying the
user's command, which can be edited by the user. Next, the screen ligts dl network
action officers from the usa’s command. The user can look up persona contact
information from the accounts of the other network action officers that are lised; a
cgpability that is provided via an auxiliary application cdled “ViewAcctta”. And
findly, the screen dso ligs dl of the commands that are subordinate to the user’'s
command. From this section of the screen, the user can add new subordinate commands,
or choose to view the same screen for one of the liged subordinate commands. This
latter capability adlows a user to drill down to the lowest levels of the subordinate
organizationd hierarchy with rdaive ease  When directly viewing a subordinate
command, a user is dso provided with the capability to close the network action officer

accounts listed for that subordinate command.
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Detailed Command Information:

Command:

UIC: NODOB3

PLA: COMNAVMNETOPSCOM

Last modified by: LCDR Jacqueline Butler

"'rytew IS1C Detalli\ E‘.j_"EEE mmand

Command Accounts:

Name Phone DSN Status
fDetails ) Ms Linda Bushey (202) 764-0725 764-0725 Active
Fpetails® CDR Mark Harvey (202)764-2942 764-2942 Active
(Details ) CWO3 PRESTON GAYMON (202)764-0099 (312)764-0099 Active

Command Subordinates:
uIC PLA Last Mod By
{Details * N32858 DCMS WASHINGTON DC Ms Linda Bushey

Figure 6. Command Information Screen.

When using the subordinate application to add a new command to the
system, only two pieces of information are required, the Unit Identification Code and the
Plain Language Address (PLA) for the command, which is Smply an offica command
name. The identification code is required to be unique and is vdidated as such by the
goplication upon insertion. The subordinate gpplication automaticdly assigns the
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currently viewed command (as seen in Figure 7) as the superior command for any
command added to the system. In addition, a specid rapid indexing field is automaticaly
creasted and dtored in the database with the new command record. This field is used in a
variety of ways to efficiently retrieve data from the database for an entire organizationd
hierarchy usng a sngle query without having to traverse the hierarchy on a query-by-
query basis.

Add a New Command:

o WARNING: The UIC must be correct to allow POCs to register.

s UIC = & digit Unit Identification Code (begins with 'N' for Navy Commands).
o PLA = Command’s Plain Language Address (from SMNDL).
uicC:
PLA:
"-.Add Command
f-Cam:E-r\
Figure7. New Command Form.

d. Approving Pending Subordinate Account Requests

Approving accounts is a very criticad part of the sysem’s overdl security.
It is essentid that adminigtrators only approve those accounts for authorized subordinate
pesonngd. In a more traditiond system, the approva process would likdy ental
forwarding an account request up the chain of command. Then, an adminidrator at the
top levd would verify that the request had been authorized a each levd dong the way
before actualy establishing the user’s account. This approach is not used because it
would be extremdy difficult for a smdl group of adminigtrators a the top level of a large
organization like the Navy to persondly verify each and every account request. This
gystem takes a completdy different gpproach to new account approva. Instead of
recommending gpprova and forwarding a request up the chan of command, the
immediate superior of a user is given the adminidrative requirement to actudly approve
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the account in the system. As discussed in Chapter 11, there are many advantages to this
approach; however, a robust and easy to use gpplication is required to ensure that proper
procedures are followed during the account approval process. The account approval

application, called “Approvetaf”, was designed to meet these requirements.

The approva form depicted in Figure 8 is displayed to a user (network
action officer a any command) when a pending subordinate account is sdected for
goprova processing. All of the information the user needs to approve or reect the
account is avalable on the screen. There is a checklist, which must be followed. The
checklist is part of the gpprova form that will be processed when the form is submitted to
the gpprova agpplication. Each of the items in the checklig must be checked off. By
checking these items and submitting the form, the user is permanently sgning hisher
name to the requestor's account as the approva authority, which provides accountability
to the process (since it is stored in the database). Also, at the bottom of Figure 8, thereis
a form for rgecting the account request if the current user is unable to properly complete
the checkligt for the pending subordinate account request.

When a pending account is approved, its datus is changed to “active’ in
the database and the approved user is then able to login.  Additiondly, an emall is
automdaticaly sent to the email address of the gpproved user. The email informs the user
that the account is gpproved and avalable for use. It dso contans some hdpful
indructions to get the user started using the web-based system.



Approve a Subordinate Account:

POC: A Demonstration Request - (demo@do.not.respond)
Phone: (COM) Please Ignore; (DSN) R/ Jim Coffman

Command: NOOOOO - US NAVY IAVA ADMINISTRATOR

Approve:
Approval Checklist:
[ The POC is associated with the Command listed?
[ The POC is authorized to have an account?
[ Each Phone number provided by the POC is correct?
(1 The email address provided by the POC is correct?

REPFOvE
Reject:
Rejection Notice: (You may modify the message to provide more detail.)
A Demonstration Reguest, e
Your reguest for an account has been denied.
LEDR Jim Coffman
v

! Reject without emailing above notice.

f Reject }

Figure 8. Subordinate Account Approval Form.

e Other Administrative Applications
There are severd additiond adminigtrative applications designed based on
the system requirements. Each of these web applications is briefly discussed here, but no

screen shots are provided.  For more specific information on these applications, refer
back to the requirements in Chapter 11.

The “Accounttaf” application dlows usars to modify persond
information within ther own accounts. The information that may be changed with this
gpplication includes the user’'s title (or rank), either of the user’s phone numbers, or the

user’s emall address. The user must enter a password to make any changes. From within
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the “Account.taf” gpplication, a user can access the “Closetal” application, which smply

alows a user to close higher own account. Once again, the user’s password is required.

The “Movetal” application is only avaladble to sysem adminidrators
from the Navy Component Task Force for Computer Network Defense, the host
organization. It dlows for the reessgnment of a command within the organizationa
hierarchy. In other words, it changes the chan of command. When used, it dso
automatically changes the chan of command for dl subordinate activities of the
command being reassigned.

A password retrieval gpplication, caled “LostPasstafi” was developed so
users could automatically retrieve their passwords if they could not remember them. This
is the second of two applications that are avalable without being logged in to the system.
Another password related gpplication is caled “Password.taf”. It dlows users to change
their passwords when desred. It dso follows the same password verification rules thet
the “ Regigter.taf” application does during the account registration process.

2. I nformation Assurance Vulnerability Alert Applications

a. Early Warning

The wvulnerability process begins with an early warning phase that is
intended to notify dl network action officers of identified network vulnerabilities.  This
system implements this capability; however, it does not detect network vulnerabilities. It
amply fulfills the information dissemination requirement of the early waning phase It
automates this task by fird doring the vulnerability information in a secure online
database and then notifying dl network action officers (via dectronic mail) to login, read
the vulnerability message, and report compliance with the protective measures described
within the message. The web application that supports this part of the process is cdled
the “IAVAstaf” gpplication.

One of the capabilities of this gpplication is to post and/or modify
vulnerability messages to the online database. This portion of the agpplication is restricted
to sysem administrators. Figure 9 shows the web form used to post or modify a
vulnerability message to the web-based sysem. Other than a few fields for categorizing
the vulnerahility, the form is desgned to accept the message in its origind forma. When
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this part of the gpplication was first designed, it was intended to autometicaly create and
send emals to dl active network action officers in the sysem dadbase after a
vulnerability message was posed usng the form. However, despite severd different
approaches, the Tango Enterprise software has thus far proven incapable of efficiently
and rdiably handling this task due to the large number of network action officers in the
database. As a reault, a temporary solution has been implemented until the problems with
the automated gpproach can be fully resolved. The temporary solution employs a
sepade goplication, cdled “Mallingtaf”, which dynamicdly generates a maling ligt of
dl ative usrs. The maling lig gpplication is dso redricted to system adminigirators,
who use the generated mailing lig to broadcast the early warning notices.  This manud
fix only requires a few additiond minutes however, a fully automated mailing capability
isdill desired.

Add a New IAVA:

IAVA Number:
Short Title:
Report Due Date: [ mm/dd/yyyy |

IAVA Message:

] Auto-Notify all POCs (Auto-notification is currently disabled.)

“add 1ava®

Figure 9. New Vulnerability Form.
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After network action officers receive the emall notices that follow the
posting of vulnerability messages, they can login to the system and read the messages.
The web gpplication dso supports in this regard by lisging dl vulnerdbilities in the
database (most recent first). The network action officers can then sdect the vulnerability
message they are interested in.  Then they can either read it, or they can access the
compliance reporting and tracking capabilities that are specific to thet vulnerability.

b. Compliance Reporting

Every command in the Navy is required to submit a compliance report for
each vulnerability posted to the sysem. To support this requirement, a web-based
reporting gpplication was developed. It is cdled “CmdRpt.taf,” and it is accessble from
within the “IAVAstaf” application (mentioned above). This gpproach dlows a report to
be linked (autométicdly by the system) to a specific vulnerability. Figure 10 shows the
web form used by the reporting application to collect compliance report data from a
command. As can be seen, the identifying vulnerability information is dready included
in the header section of the report form. In addition to a specific vulneradility, a
compliance report is aso required to be associated with a particular command. To ease
the reporting process and to prevent inaccurate command information being entered by a
network action officer, the command identity is automdticaly assgned by the system.
As shown by Figure 10, the command identity is dso dready included in the header
section of the form.

Origindly, the reporting gpplication smply assgned the current user's
command identity to a report being submitted by that user. However, based on user
feedback, a new requirement forced a change to this approach. For various reasons, some
commands could not access the system and instead were required to send their reports to
a superior command. The action officers a these superior commands thus required a new
capability to submit the reports to the system (by proxy) for their subordinates. This was
achieved by dlowing the reporting application to indead assgn the identity of a sdected
command vice the user’'s command. As a result, any network action officer now has the
capability to submit a report for any command in their subordinate hierarchy.
Accountability is gill maintained because the identity of the network action officer that
submits or modifies a report is aways recorded with the report. Selecting a subordinate
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command (to submit a proxy report) is only avalable from within the vulnerability datus
tracking application, which will be discussed next.

Command Compliance Report:

Click here to read / print the detailed instructions.

FROM:N70294 - NCTAMS EURCENT MNAPLES IT
POC: LCDR Jim Coffman
SUBJ: IAVA #2001-A-5001, CODE RED WORM PATCH RE-VERIFICATION

Unclassified Classified
(NIPRNET) (SIPRNET)
How many assets were affected by the

1. vulnerability? la 1b
2 Of the assets affected in 1, how many have

' been corrected? 2a 2b
3 Of the assets not corrected in 2, how many

' have been granted an extension? 3a 3b
4 Of the assets not corrected in 2, how many

' have an extension request pending? 4a 4b
5. Comments [ Justification (optional):

(Reser)  (Submit Report

Figure 10. Vulnerability Compliance Report Form.

C. Vulnerability Tracking

The “Statustaf” application dlows network action officers to track
subordinate vulnerability compliance daus.  This application automaticaly summarizes
data from dl reports up to the command level of the network action officer using the
gpplication. In other words, the entire subordinate hierarchy is induded in the summary.
The user of the gpplication can drill down to any level and see the summary as it pertans
to a subordinate command, but cannot go above hisher own organizationd level. This
approach provides a red-time datus & each levd in the organizationd hierarchy;
therefore, depending on the user's levd in the chan of command, a different scope will
be presented.
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One of the governing principles in developing the satus application was to
place dl of the information that might be needed at the user's fingertips. The screen shot
disolayed in Figure 11 is the result of this principle.  The information is broken out into
four aeas. The top of the screen shows the current vulnerability and the current
command to which the remainder of the datus display applies. The section just beow
this provides the next two key areas of information. Firdt, there is the required summary
of the compliance datus (inventories) from the subordinate commands that have dready
submitted reports. At the top leve in the Navy, these are the numbers required by the
Department of Defense (DoD) to be reported to the Defense Information Systems Agency
(DISA). Next is the tota number of required reports, as determined by the number of
commands in the subordinate hierarchy. This number is used to cdculate the totd
number of missng subordinate reports, which is highlighted in red. In the bottom
section, there is a lig of the commands that are immediately subordinate to the current
command. The lig clearly depicts whether each subordinate has submitted a report.
From this section, a user may look a or submit a subordinate command's individua
report. The user may dso lookup the contact information for dl network action officers
from any subordinate. And findly, the user may drill down to see the Satus screen as it
gpplies exclusvely to any given subordinate command and its own subordinate hierarchy.
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Status of Compliance Reports
NOOODO = US NAVY 1AVA ADMINISTRATOR
IAVA # 2001-A-5001: CODE RED WORM PATCH RE-VERIFICATION
Posted: 08/28/01, Modified: 08/28/01

Summary of Assets (includes all Subordinate Reports):

Extension Extension
Affected Corrected Granted Pending

Unclassified Assets (NIPRMNET) 333 324 ] 1
Classified Assets (SIPRMET) 315 310 ] 1
Totals: 648 634 0 2

MNumber of Required Reports: 1389

Mumber of Reports Submitted: 305

Number of Missing Reports as of 09/02/01: 1084

Status of Immediate Subordinates:

¢ Press the Subordinates button to review the status of that command's subordinates.,
s« Click on the Report Date to view that command’s full report.

If "no report”, click on "no report” to Submit a report for that command.
¢ Click on the Command PLA to list the POCs for that command.

Report Date UIC Command PLA
fSubordinates® no report NO0014 CNR ARLINGTON VA

(Sibordinares 08/30/01 NO00015 ONI WASHINGTON DC

(Sibardinares no report N00018 BUMED WASHINGTON DC

(eubordimares)  noreport NO0019 COMNAVAIRSYSCOM PATUXENT RIVER MD

Figure 11. Status Tracking Screen.

C. SUMMARY

This chepter discussed applications developed for the Online Compliance
Reporting Sysem and how they worked to accomplish the complete set of vulnerability
waning and tracking requirements in a web-based solution. It included a brief
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decription of the information flow process between the various servers and between the
web sarver and the users when an agpplication is used. Additionaly, severa of the key
goplications were discussed, and developer indght into implementation decisons was
provided. There is much more to this sysem than presented here, but the applications
discussed provide the best foundation for presentation of this thess. The next chapter
will closely examine the security aspects of sysem and will then discuss some of the

lessons learned during development and use of the sysem. Proposds for future
enhancements will aso be discussed.
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V. SECURITY, LESSONS LEARNED, AND FUTURE
ENHANCEMENTS

This chapter discusses the security features of the Online Compliance Reporting
Sysem (OCRS). Severa recommendations for enhanced security cepabilities are
provided. The security section is followed by a discusson on lessons learned from the
use of this sysem. Recommended solutions to user problems are included with the
lessons learned. In addition, the find section detals severd proposds for future
enhancements based on user feedback.

A. SECURITY

There are many features employed in combination to provide a layered approach
to security for this sysem. The objective is to redtrict access to persons who ae
authorized to use it. This indudes the protection of information from being read as it is
transmitted back and forth across the network. Although the data contained in the online
database is not clasdfied, it should be consdered senstive because, like other
Depatment of Defense (DoD) information, it might be possible to abuse it when viewed
in conjunction with other sources. Additionaly, by mantaining controlled access to the
data, it is much esser to ensure the vdidity of the vulnerability compliance reports
received by the sysem. An integrated Public Key Infrastructure (PKI) approach would
address most security concerns, however, the related support technology has not fully
matured. The system can be adapted to take advantage of the Public Key Infrastructure
in the future. In the interim, a variety of features were used to address security. The
remainder of this section discusses the following security features and related concerns.

Internet domain restrictions
Encrypted web server connections
Password format vaidetion

Ensuring password confidentiaity
Auto-expiring user sesson credentids
Account hijacking protection
Automated password retrieval
Database security
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1. Internet Domain Restrictions

The fird security feature encountered by sysem users is an Internet doman
resriction. All dlients who access the web server must resde within the “.mil” domain.
The web server does a reverse Domain Name Service (DNS) lookup to verify that each
client browser resdes on a computer from the “.mil” domain (i.e, csnpsnavy.mil). If
the computer being used is from any other domain, it is immediately denied access.
Although this may not redrict a determined and technicaly knowledgesble individud
from outsde the “.mil” domain, it does serve to generdly restrict access to the subset of
the Internet population that requires access to the sysem. Additionaly, if necessary, the
restriction could be further tightened to alow only users from the “navy.mil” domain.

2. Encrypted Web Server Connections

The next feature employed provides for encrypted connections. The web server
uses the Secure Socket Layer (SSL3) protocol to establish encrypted connections with the
web browsers used by the network action officers. The server has a 128-bit security
catificate and web browsers are required to support 128-bit encryption. As a result, dl
data that travels across the network between the web server and the web browsers is
encrypted. This makes information in trangt very difficult to intercept. It helps prevent
passwords from being “sniffed” by network-monitoring devices. It dso helps prevent
andyssof dl the vulnerability data being transmitted back and forth.

3. Password Format Validation

To help prevent the use of passwords that can be easly guessed or passwords that
may be prone to a common word, or dictionary-style attack, the web applications impose
drict password formatting rules.  This is intended to save users from themsdves by
forcing them to make up passwords that are more complex and therefore more secure.
Currently, passwords (and user names) are required to be eight to twelve characters long.
Additiondly, the passwords must be composed of letters and numbers, with a least two
of each required. Password security can be further improved with modifications to the
“Regigertal” and “Password.taf” applicaions to impose additiond requirements for
password formats. For example, a longer password can be mandated, or the incluson of
one or more specid characters (like any of these “!@#$%&*7?') can be required to
further increase the complexity of the password.

44



4, Ensuring Password Confidentiality

To hdp mantain the confidentidity of passwords, online forms tha require a
password make use of a specid field that hides the password from view as it is being
entered. This helps prevent “shoulder-surfers’ from snatching passwords.  Additiondly,
if a form containing a user’s password is rgected and needs to be redisplayed for data
entry corrections, the password is required to be re-entered. This prevents the web server
from sending the rejected form back with the user’s password embedded in the web page.
Although the password would not be visble from the page when it is redisplayed in the
web browser, it would be visble by viewing te source code for that page. This feature
adso prevents passwords from being stored in a browser's web cache.  And findly, the
web gpplications never format web forms to use the “GET” method when submitting the
forms. When the “GET” method is used, it adds each field as a parameter to the web
page address. These fields are then vigble in the browser’s web page address line when
the next page gppears. Thus, if a form containing a password were submitted using the
“GET” method, the password would be visble.  Furthermore, the password would
automaticdly be dored in the browsar’'s link history file, and possbly even in the
bookmarks (or favorites) filee To prevent these security concerns, the web gpplication
forms dways use the “POST” method, which tranamits the form fields to the web server
without appending them to the web page address.

5. Auto-Expiring User Session Credentials

Each time a user logs into the Online Compliance Reporting System, a new
session is arted on the server to track the user. A unique session key is created and sent
back to the user. It is passed back to the server with every page request from the user and
is normdly stored on the user’s machine in the form of a temporary “browser cooki€’.
The gpplication server also embeds the sesson key within every web page sent to the
user in the event tha “browser cookies’ are disabled. The session key is used to uniquely
identify the user. It is used to track sesson variables on the sarver that maintain the
connection date between the user and the server.  The sesson vaiadbles are initidized
upon login.  Without the sesson key and its associated session varigbles, a user cannot
access the web applications and will automatically be redirected to the login screen for
any gpplication request. Every gpplication request checks the user's sesson credentials.
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This dlows the server to differentiate between system adminigtrators and network action
officers.  As a reault, sysem adminidrator gpplications are protected from norma user
access.  Furthermore, the sesson variables are automaticaly deleted after fifteen minutes
of user inactivity, which invaidates the sesson key. This is desgned to protect the
sysem if a user waks away from hisher browser for an extended period of time after
logging in. The fifteenrminute delay can be reduced if a tighter redriction on an
unattended sesson isdesired. It isaconfiguration parameter on the application server.

6. Account Hijacking Protection

Steps were aso taken to protect a usa’s account when logged in and left
unattended prior to the fifteen-minute automatic sesson expiration. The logged in user’'s
persond information (i.e, emall address, etc.) cannot be changed without the user's
password. Additiondly, the password cannot be changed, nor can the account be closed
without entering the user's current password in the required onscreen forms.  Taking
these precautions prevents a secondary individud from hijacking a user’s account when
left logged in and unattended; however, it does not prevent a secondary individua from
viewing the daa in the sysem and/or submitting or modifying a report. If any dda is
changed or submitted, it will be tagged (for dl to see) with the identity of the network
action officer whose account was used. The action officer may then be held accountable
for the changes. This provides a good incentive not to leave a connected sesson
unattended. It is possible to prevent unauthorized data entry under these circumstances
by requiring modifications to add password fields to al data entry forms. If a password
is required to be on dl forms, then the web applications that process the forms will aso
require modifications to authenticate the user when submitted.  If these changes were
made, a secondary user would not be able to submit or change data, but would be able to
view the data aready in the system.

7. Automated Password Retrieval

This syslem provides an automated password retrieval function, as required, to
dleviale sysem adminigrators of this responghility. It alows users to retrieve their own
passwords in the event they cannot remember them. To do 0, a user must enter higher
emal address. The “LogPasstaf” agpplication then locates the account with that email
address, retrieves the password, and then emails the password to the email address. This
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is farly secure because, even though a secondary individua might be able to enter a
user's email address, the password is never displayed. It is dways emailed to the user's
emal address and cannot be retrieved by the secondary individua unless hefshe has
access to the user’s email account. This provides another reason for user’s to secure their
computers before leaving their desks. Therefore, to hijack a user's password would
normdly require a secondary individud to be on a computer in the “.mil” domain, to
know a user with an account, to know the user’s email address, and to have access to the

user’s email account to retrieve the password.

In a ggnificantly less likdy scenario, a more sophisticated hijacker might be
successful by “sniffing” packets off the network. This vulnerability exiss because the
email message containing the password is transmitted “in the clear” to the user. In other
words, the email message is not encrypted. To help mitigate the risk associated with this
concern, when the “LostPassitaf” gpplication is used to retrieve a password, the passwvord
is marked for expiration. As a result, when the user retrieves the password and logs in
he/she will be autometicadly taken directly to the “Password.taf” application and asked to
change higher password due to the potentid for compromise resulting from the email
message.  The user could ignore the request and smply go to another application;
however, each time the user logs in, the “Password.taf” gpplication will be automaticaly
activated until the user changes higher password. It is possble to tighten the security of
this gpproach by modifying “Password.taf” to lock users out of their accounts if they do
not change ther passwords immediatdy after the firg login following use of the emall
password retrieval capability.

To completdy eiminate the vulnerability associated with email-based password
retrieva, the “LostPasstal” application could be rewritten to provide an online retrieva
method based on a series of severa unique questions (more is better), with answers only
known to the account user. The “Regigertal” and “Password.taf” applications would
require modifications to support user entry of the answers that would be needed to
authenticate the user during password retrievd. This gpproach would require careful
congderation of the questions used to ensure the answers could not be easly guessed,
epecidly snce this would essentidly be an dternate method for logging in to the

system.  Additiondly, it would be best to amply dlow a user to immediaidly create a
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new password after the question and answer authentication. This would avoid displaying
the current password in the user's web browser and mog likdy adso doring it in the
browser's cache. The security of this gpproach would rely totaly on the number and
quality of the questions and the confidentidity of the answers used to authenticate users.

8. Database Security

The current verson of the Online Compliance Reporting Sysem employs a
Microsoft Access database to dore information, including al user account information.
The database is located on the web server, which is physcdly outsde the hogt firewal
Security  perimeter. If the host machine for the web server were successfully
compromised, the intruder would likely have access to the entire database. Degtruction
of data is not a mgor concern due to the twice-daly backup procedure followed by
system adminigrators, however, confidentidity of the accounts is a concen. A
ggnificantly more secure approach to hogting the database would be to ingdl it on a
separate machine and place it behind the firewal. This is not possble usng Microsoft
Access with the Tango Enterprise software; however, dmost any other Open Database
Connectivity (ODBC) compliant database can be used. To support this change, the data
would have to be loaded into a new database and dl of the web gpplications would have
to be redirected to the new data source. Using this approach, only the web server, the
goplication server, and the web applications would be exposed, while dl of the data
would be secure in the confines of the firewal. Even if the web sarver's host were
compromised it would be extremdy difficult to gain access to the database without a
vaid account, especidly since the passwords would adso be safely located in the firewdl-
protected database.
B. LESSONS LEARNED FROM USER INTERACTION

The problems encountered by users of the Online Compliance Reporting System
can be generdized into two main categories training and network access. This section
discusses the lessons learned in these areas.  According to the system adminigtrators at
the host organization, the issues described only affected a very smdl percentage of the
users.  Some recommendations for overcoming specific concerns are included in the

discusson.
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1 Training

The sysem was put together with ease-of-use as one of the mgor guiding
principles, however, it was soon clear that the author did not accurately anticipate how
every dngle user would react to and interact with the provided interface. The online
screens are lad out uniformly across al gpplications and onscreen indructions are
provided where deemed hepful. The onscreen indructions are highlighted usng a red
font. Onscreen dutter is minimized by usng a sngle menu bar a the top and by
including no graphics.  Additiondly, with each new account approved, the agpplication
server automatically sends an email message to the user. The message contains concise,
detailed ingtructions for how to get started.

As reported by the system administrators a the Navy Component Task Force for
Computer Network Defense (NCTF-CND), a dgnificant mgority of the users have been
ale to access and use the sygtem with no additiond training other than what is
automaticaly provided as described above. However, there have been a small percentage
of usas who have required hedp from the sysem adminidraorss  The system
adminigtrators reported that, in amogt al cases, had the troubled users smply taken the
time to read the emal and/or the onscreen ingructions (rather than rushing through the

screens), they would have been able to do it on their own.

The sysem adminidrators have aso recently noticed that a smal number of users
have closed accounts, and then opened new ones. In many of these cases, this occurred
because the users had provided incorrect email addresses and then could not remember
their passwords.  With no way to automdicdly retrieve ther passwords, they smply
opened new accounts and then had their old ones closed by a superior. Although there
are only a few of these and there is no loss of accountability, this does result in redundant
data in the database. Contacting the system adminigtrators could have easly restored the

origind accounts.

In an effort to better address the above problems and any other common questions
from the users, the system adminidrators are preparing a lis of Frequently Asked
Questions (FAQs), which will be posted to the web server's home page.  Additiondly, a
monthly system gatus report will be prepared and sent by email to dl active account
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holders.  The emal will dso indude common and hdpful hints for udng the system
properly.

2. Network Access

The only mgor technical problem that has been encountered is one in which the
web sarver denies a vdid user access to the system.  In redity, it is not actudly a
technicd problem with the sarver, but an implementation policy that results in a denid of
access when a certain technica problem exigs with the end user's own loca network
configuration. For security reasons (as mentioned above), Navy policy requires that web
servers redrict access to usars from the “.mil” domain exclusvely. The sysem's web
saver follows this policy, which requires the server to do a reverse Doman Name
System (DNS) lookup on the Internet Protocol (IP) address associated with each client

(user) request. If the lookup does not return a
host of the client, then the client is not dlowed to access the sysem. There have been

mil” domain (eg., npsnavy.mil) for the

quite a few cases where users were unable to gain access because they were not resolving
to the “.mil” doman despite actually usng a dient computer on a “.mil” network. In dl
cases, the problem was a result of improper network configuration on the user’s end. The
networks had to be reconfigured to accurately report the “.mil” domain when queried.

There were adso some specia cases where users smply did not have access to a
“mil” computer. These cases resulted in changes to the web applications to dlow
network action officers a senior organizations to submit reports for subordinates by
proxy. In other cases, users have only had intermittent access. At the Nava Postgraduate
School (NPS) for example, access from Spanagel Hal is intermittent, but access from
Root Hdl or from the did-in modem bank is dways avaldble  The sysem
adminigrators a the Navy Component Task Force for Computer Network Defense have
dedt with this issue extendvely and work closdy with users to hep them correct the
problem whenever possble Some leve of intervention from the user organization's
network adminisirator is almost always required.
C. PROPOSALSFOR FUTURE SYSTEM ENHANCEMENTS
This section contains severa proposals for enhancing the current capabilities of
the Online Compliance Reporting System. They are based on recommendations made by
users. Some of the proposals are dready in the early planning stages for future addition
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to the web application suite.  The following five proposed capabilities are currently being
considered:
Additiona reporting capabilities
Acknowledging receipt of compliance requirements
Consolidated compliance status displays
Variable user access privileges
Mandatory periodic password changes
1 Additional Reporting Capabilities
In the author's opinion, the hierarchicad adminidration functions provide the red
foundation for the system’s overdl success. They have been designed to support any
type of reporting process for which the desired reports can be specified in a standard
format. As a result, the sysem is especidly suited to handle inventory, satus, and
acknowledgment types of reports, which are very common to the Navy and other
Department of Defense (DoD) organizations. The system provides a red-time, online
capability with automatic recording of accountability data that includes the organization,
the action officer, and the date and time for each report submitted. The reports collected
ae automaticadly summarized according to organizationd hierarchy; and a drill-down
cgpability is included to dlow viewing of each individud report from subordinate
activiies Due to the sysem's flexibility, adding a new reporting cgpability is farly
draightforward but does require copying and modifying a couple of the exiging
gpplications, which can serve as templates. Applications to support a new Tasking Order
compliance capability were recently added in this manner (this will be discussed briefly
in the next chapter). The effort to do s0 required only three days. Smilar reporting
capabilities can be added using the same approach.
2. Acknowledging Compliance Requirements
To further enhance the accountability of the system, the host organization has
requested a modification that will dlow the sysem to automaticdly record a timestamp
when a network action officer accesses a vulnerability message that has been posted. The
timestamp will sarve as an acknowledgement that the vulnerability information has been
reviewed and any required action is being taken. Additiondly, it is desred that the
summay report, as wdl as the individud reports, reflect current datus of these
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acknowledgements.  These modifications will dlow sysem adminigrators to track the
notification portion of the vulnerability process without having to wait for compliance
reports.  As time becomes a factor, the system adminigtrators will then be able to
proactively notify those organizations that have not accessed a time-criticd vulnerability
after a certain period of time. This enhancement is conddered a top priority and is
currently in the initid planning stage.

3. Consolidated Compliance Status Displays

Many users have requested the addition of a single-page, consolidated compliance
datus report covering their organization and their entire subordinate command hierarchy.
As previoudy shown, the current datus report displays an organizationd summary
followed by the individud datus of only those activities that are immediately subordinate
to the organization currently being disdlayed. This is a very concise display, but it ill
provides access to the more detailled subordinate reports.  With the current approach, a
usr can sHect any immediate subordinate to drill-down and view the same type of
summary report from the subordinate’s hierarchical view. The problem is tha a user
cannot see everything a once (on the same screen).  The origina prototype contained the
consolidated report verson, but it was modified to it's current form at the request of a
Chief of Naval Operations (CNO) N6 daff officer, who fdt tha the consolidated format
would generate too much information (overload) for the higher level organizations. The
consolidated dtatus report is currently being planned as an option, but will most likey
only be provided dfter other higher priority requirements  Additiondly, a similar
consolidated report is being planned, which will dlow a user to view their individud
organization's datus for dl network vulnerabilities in a single report rather than having to
look them up individudly.

4, Variable Access Privileges

Severd flag officers and other senior Navy officids have requested the addition
of read-only accounts. These accounts are expected to allow for executive-leve Navy-
wide review of the network vulnerability early warning and tracking process in red-time
without having to query sysem adminidrators. This is a high priority requirement with
no quick and easy solution because there are currently 24 different gpplications working

together on the sarver and most would require modification, some quite extensvely.
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These gpplications must be evauated from a systemic perspective to determine the extent
of any required changes before proceeding.

5. Mandatory Periodic Password Changes

In order to increese system security, system adminidraiors a the host
organization have requested automated password expiration cgpabilities. Currently, a
password change is only required after a user activates the password retrieva function,
which forces the user to change the password after the next login. There ae two
additional automatic password expiration cgpabilities that have been requested. The first
is me that would require passwords to be changed after a certain period of time, every 90
days for example. And the second is one that would dlow system administrators to force
a sysemwide password expiration that would require dl account users to immediatdy
change their passwords. Both options are being explored by the author and are likely to
be added as future enhancements.
D. SUMMARY

In this chapter, the Online Compliance Reporting System security festures were
described dong with some recommendations for incressing the overall security posture
of the sysem. Lessons learned during operationd use of the system were also discussed.
Pans to hdp dleviae the primary concerns with user traning were included.
Additiondly, severd proposds for future enhancements were provided. The next chapter
will address the impact the system has had on the Navy and, in particular, the Information

Assurance Vulnerability Alert process.
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V. IMPACT ON THE NAVY

This chapter addresses the impact of the web-enabled Information Assurance
Vulneradility Alert (IAVA) process on the Navy. It contains an extensve summay of
the Navy's progress with the ongoing operation and use of the Online Compliance
Reporting Sysem, a now fully web-enabled early waning and tracking system.
Following the summary is a section discussng adminidrative responsbility and, more
importantly, the didribution of that responshility throughout the Navy's organizationd
hierarchy. In the author's opinion, this is a factor that has played a criticd role in the
success achieved with the web-based system. It has greatly impacted the Navy’s ability
to use the system without requiring additiona adminigtrative resources.

A. THE NAVY’'SPROGRESSUSING A WEB-BASED APPROACH

This section describes the progress and success the Navy has experienced in using
the Online Compliance Reporting Sysem as an early warning and tracking system for
network vulnerabilities. The following key themes are discussed:

Navy chooses from two potentid web solutions

Web-based system is available to every command in the Navy
New system requires minimal administrative support

System flexihbility supports addition of new tasking order capability
Code Red: a Navy network defense success story

Web system garners positive feedback and Navy-wide awareness
Successful system generates interest from other organizations

1. Navy Chooses from Two Potential Web Solutions

The Defense Information Systems Agency (DISA) developed aweb-based system
cdled the Vulnerability Compliance Tracking System (VCTS). In purpose, it is amilar
to the one developed for this thess, however, it differs because it is desgned from the
ground up to be a centrdly managed sysem. As a result, the personne hosting the
system are responsble for adminigering al user accounts. It is dso an inventory-based
sysgem. In other words, it requires users to maintan an up-to-date inventory of al
network sysems. Then, whenever a new vulnerability is posted to the system, it will
warn usars of the vulnerability, but only those that have the vulnerable systems liged in

55



their inventories.  This is a proactive gpproach; however, if the inventories are not
current, the network action officers may not be poperly notified and, as a result, may not
respond with the required compliance reports. On the other hand, the system developed
for this thess is a mandaory reporting sysem. It notifies al network action officers
whenever a new vulnerability is posed.  Additiondly, it requires compliance reports
from dl commands, even negative reports  The sysem builds an inventory (of
vulnerable systems) based on the reports received. This gpproach ensures dl vulnerable
gysdems ae immediady identified, evaluated, and corrected by network action officers
when a new vulnerability is posed. It adso provides for a more comprehensve and

accurate assessment of the actud network systemsin use at thetime.

DISA offered to host their sysslem as a service to other organizations. This offer
was extended to the Navy for an annual cost of $400,000. At the time, the author had
dready completed an early prototype of the system based on this thess. Both systems
were demondrated for daff officers from the Chief of Naval Operations (CNO) N6
office.  After caefully weighing the merits and cods, the early prototype, tha would
ultimately become the Online Compliance Reporting System, was sdlected for use by the
Navy. The Navy Component Task Force for Computer Network Defense (NCTF-CND)
hosts and administers the current verson of this sysem, which reportedly costs less than
$15,000 per year to operate. This choice has resulted in annua savings of $385,000 for
the Navy. Also, the host syslem adminigirators have reported that they are experiencing
close to a 100% success rate for the entire Navy (in terms of the number of systems
accurately accounted for with each vulnerability posted). They have dso reported that
DISA is udng ther own sygem interndly for vulnerability notification and compliance
reporting, but is only experiencing about a 60% success rate for their agency.

2. Web-based System is Available to Every Command in the Navy

As of this writing, there are 1382 Navy commands using the current verson d the
web-enabled early warning and tracking sysem. Tha represents every U.S. Navy
activity in the world, with no known exceptions. From these commands, there are
goproximately 1600 active user accounts (and growing). Many commands have more

than one account. There is no limit to the number of accounts alowed per command, but,
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for various reasons, some commands have no accounts. Ingtead, they send their
compliance reports to their superiors, who submit them to the system by proxy.

3. New System Requires Minimal Administrative Support

Discussons with the host administrators reveded that there are currently only
three personnd who ae responsble for managing the Online Compliance Reporting
System, and then only as a collaterd duty. Between them, during pesk access times, they
gpend no more than two and a haf man-hours each workday managing the sysem. The
peak times are rare and tend to occur just before a vulnerability-reporting deadline. The
typicd daly adminidrative support time is usudly much less than that required during
peek times. Adminigrative duties include performing backups twice a day, monitoring
system logs, handling any trouble cdls, posing new vulnerahilities, reporting Navy-wide
compliance to DISA, and responding to specific queries from Navy leadership regarding
Navy-wide compliance status and/or vulnerable system inventories.

4, Sysem Flexibility Supports Addition of New Tasking Order
Capability

To dae there have been 24 Navy-wide Information Assurance Vulnerability
Alerts (network vulnerabilities) posted using the new system. In addition, the web-based
sysem has been recently enhanced to support notification and compliance tracking for
Navy-wide Tasking Orders that are issued by the host organization (Navy Component
Task Force for Computer Network Defense). Tasking Orders are specific directives that
must be responded to by each Navy command. Each Tasking Order requires a
compliance report.  The Tasking Order enhancement was possible because the
adminigration portion of the sysem was desgned to be flexible enough to handle any
type of digtributed hierarchica reporting process that can be reduced to a standard
reporting format.  Since the new Tasking Order capability was added, system
adminigrators have issued six Navy-wide Tasking Orders using the web-based function.
Ealy indications are that this new capability is working just as effectively as the dready
proven network vulnerability warning and tracking capability.

5. Code Red: A Navy Networ k Defense Success Story

To illugrate its successful impact, the leed system administrator, Navy Lieutenant
Commander Jacqueline Butler, reported that the new web-based system is playing a key

role in protecting the Navy's networks. It was used to defend against the recent
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worldwide “Code Red” worm atacks that were targeted againgt Microsoft's Internet
Information Servers (web servers). The Online Compliance Reporting System was used
to warn dl Navy commands of the potentid vulnerability to Microsoft web servers.  All
commands were required to ingtal the appropriate software patch on their servers and to
report compliance datus via the web system’s reporting cgpabilities.  The reporting
deadline passed before the worldwide “Code Red” attack occurred. As a result of this
effort, it was reported that the “Code Red” worm successfully attacked only 7 out of 3200
Microsoft web servers throughout the Navy. Furthermore, the seven servers that were
successfully attacked had been reported (using the web system) as being in compliance
by their respective host commands, therefore, the threat warning process worked as
planned and had the network action officers a those commands succeeded in properly
ingalling the patches, no Navy servers would have been infected.

Without this sysem, the Navy would not have succeeded in warning the
gopropricte network action officers, a al commands, of the pending threat, nor would the
commands have been able to inddl the patches and complete the compliance reporting
process prior to the “Code Red’ atack. Additionaly, the Navy would not have had
immediate access to the entire Navy-wide inventory of vulnerable Microsoft web servers.
The web-based inventory provided a red-time datus of the Navy's posture for defending
agang the “Code Red’ attacks. To further underscore the success of the Navy's effort,
according to Lieutenant Commander Butler, the Air Force and Army fared much worse
than the Navy during the attacks despite having the same amount of time to complete the
vulnerability notification and compliance reporting process.  Both were 4ill usng manud
methods to implement the process;, therefore, they did not have access to red-time
datisicd and inventory data regarding the numbers, locations, and daus of the
Microsoft web servers within their organizations.

6. Web System Garner s Positive Feedback and Navy-wide Awar eness
Oveadl, the user feedback for the Online Compliance Reporting System has been

very podtive. In generd, the network action officers are extremey pleased with the way

they are able to interact with the web-based system. In fact, many have asked to modify

the system to support other requirements. Some of the changes requested have aready

been implemented. For example, network action officers now have the ability to close
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subordinate accounts and they can now drill down to manage any leve within ther
subordinate organizationd hierarchy. Severd other requests are ill being considered.

Navy leadership is now keenly aware of the system and its capabilities. Chief of
Nava Operations (CNO) N6 doaff personnel routindy contact the host system
adminidrators requesting vulnerability compliance dstatus and inventory information.  The
information provided is being used to proactivdly ensure Navy-wide vulnerability
compliance as well as to measure the effectiveness of the network security policies and
procedures within the Navy. As a result of this high levd of vighility, flag officers from
severd senior Navy organizations have requested the addition of root level read-only
accounts to provide them with direct access to red-time Navy-wide vulnerability
compliance status without having to go through a host syslem administrator.

7. Successful System Generates Interest From Other Organizations

The Navy is currently the only organization that is collecting and reporting the
complete set of compliance data required by the Depatment of Defense (DoD) for
Information Assurance Vulnerability Alerts.  This is directly attributable to the successful
implementation of the Online Compliance Reporting System.  Other organizations are
currently reporting little more than percentage compliance esimates (i.e, 80% compliant
throughout the Army) based on the manua reports they receive. After seeing the new
web-based system successfully used by the Navy and viewing a demondration, severd
organizations have expressed interest, including the Army. In addition, the Air Force has
decided to build a smilar sysem. Also, the Navy Resarves have expressed interest in
adapting it for other purposes. As a reault, the sysem's host command (Navy
Component Task Force for Computer Network Defense) is interested in extending the
current capabilities.  They are planning to budget continued support and development
through the Nava Space and Warfare Systems Center in Charleston, South Carolina.
B. CRITICAL FACTOR: SHIFTING THE BURDEN OF RESPONSIBILITY

In the opinion of the author, the ultimate success of the Online Compliance
Reporting System has depended heavily on shifting the burden of repongbility for
adminigrative tasks from the centra sysem administrators at the host command to the
network action officers throughout the Navy. The action officers a the various levels of
the Navy’'s organizationd hierarchy use the system to suomit reports for their commands
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and, more importantly, to monitor the reporting status of their subordinates. They have a
veded interest in activey accepting the adminidrative responghbilities for managing
subordinate user accounts because they are ultimately responsible for the reporting status
of their subordinate commands. As such, snce their primary objective, with respect to
the wvulnerability reporting and tracking process, is to get the required information
reported up the chan of command as quickly as possble, it is to their advantage to
proactively use a system like the one developed for this thesis. However, to do so, they
must be provided with access to the adminidrative functions needed to support their
efforts.  This web-based system provides them with the automated administration and
management tools they need to fully support requirements for the vulnerability
notification and reporting process and other Smilar processes.

By successfully <hifting the burden of responghility from centrd system
adminigrators to, in this case, over 1600 network action officers, an on-line, web-enabled
system provides dgnificant leverage to a didributed hierarchicd notification and
reporting process for a large organization. In fact, the more adminidrative functions that
can be didributed to al action officers, the more automated the system can become from
the end user's pergpective while dso ggnificantly minimizing the requirement for a
dedicated centra staff.

C. SUMMARY

This chapter described the progress the Navy has made with the Online
Compliance Reporting System, and the successful impact the system has had on the
Information Assurance Vulnerability Alert process within the Navy.  Additiondly, the
issue of didributed adminigration throughout a large hierarchica organization was
discussed. It was presented as a critical success factor for the overdl impact of the web-
enabled solution provided by this thess The next chepter will discuss the author's

conclusions for this research.

60



VI. CONCLUSIONS

The successful initigtion and continuing operation of the Online Compliance
Reporting Sysem (OCRS) has demondrated that a network vulnerability early warning
and tracking capability for a globa organization can be achieved usng web technology.
More importantly, it has shown that didributed and hierarchicd adminigtration
techniques ggnificantly reduce centrdized sysem support requirements while aso
maintaining a high degree of accountability and security. The system was desgned to
overcome the problems of data timdiness, accuracy, and accountability that hampered
the Navy’s origind record message traffic based approach to the Information Assurance
Vulnerability Alet (IAVA) process To achieve this in the context of a web-enabled
solution, there were three specific goads (1) disssminate system vulnerability notices
directly to network action officers as quickly as possble; (2) collect compliance reports,
then automaticaly summarize and track the data; and (3) provide a secure orline
environment for managing the entire process. These gods ae tied directly to the
system'’ s early warning, tracking, and adminigtration capabilities, respectively.

A. WEB-ENABLED EARLY WARNING

The Navy's origind early warning cgpability was ineffective due to the ddays
incurred when record message traffic was used to disseminate the warnings. Routing the
network vulnerability messages via the Navy's organizationd hierarchy, and then
through commands to the network action officers, could take several days or more,
epecidly for those a the bottom of a degp hierarchy. This is a dgnificant delay
conddering the overdl 30-day time limit for the entire process and the scope of

compliance reporting requirements involved.

The web-based solution derived from this thess has brought the early warning
time down to within a few minutes of the rdease of a vulnerability-warning message. In
fact, network action officers throughout the Navy now receive emal warnings before the
messages are actudly tranamitted via the record message traffic network. This is possble
because the new sysem automaticdly tracks al network action officers that use the
system to report vulnerability compliance data Since each user is required to have a

vaid emal address (which is verified during the account gpprova process) the system
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can dynamicdly generae a malling lig of dl active accounts when a new vulnerability is
posted. The mailing lig is then usad to didribute the early warning emails to dl network
action officers in the Navy. This ragpid information dissemination capability provides a
great advantage for the web-based approach. It partidly addresses the issue of timediness
and fully accomplishesthefirst god of the system.
B. WEB-BASED NETWORK VULNERABILITY TRACKING

The web-based early warning capability leaves more time to accomplish the
reporting and tracking of vulnerability compliance data.  However, it does not address the
delays associated with the reporting process, nor the accuracy or accountability of the
data being reported. The reporting delays resulted from the hierarchica roll-up of data
(via the chan of command) and were dso affected by the efficiency of the dowest
reporting subordinate.  The inaccurate data resulted from a systemic failure to adhere to a
drict reporting format, which could support automatic tabulation. This problem was
exacerbated because the record message traffic reporting method could not enforce a
format or vaidate the data prior to submisson. The loss of data accountability was aso
tied to improperly formatted reports, which resulted in guesses as to origind intent and
led to very generdized status reports that could not be broken down by command.

The Online Compliance Reporting Sysem completdy diminates reporting delays
associated with submitting reports via the chain of command. Each report submitted
usng the sysem is automaticaly stored in a dadbase.  As a reault, red-time daus
reports are dynamicaly generated at dl levels in the chain of @mmand. The information
is avalable, even a the highest levd in the chan of command, immediately after each
report is submitted. There is no longer a need to wait for al subordinate reports before
forwarding a consolidated report to the next level. In fact, there is no longer a need to
fooward reports.  The sysem diminates this requirement by automdicaly building
summary reports based on dl reports received. This addresses the data timeliness
concerns pertaining to delays introduced by the vulnerability reporting process.

The ue of a wdl-dructured form provides the bads for drictly enforcing a
reporting format when usng the web-based sysem. This alows a web application to
vaidate the data being submitted before accepting the report.  Additiondly, if the deta is

vaid, the web application stores a record of the report in the database. This alows other
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goplications to autometicdly tabulate the data for dynamic datus reports while dso
maintaining a copy of each individud report received. Furthermore, the identity of the
command and of the action officer submitting the report are automaticdly linked to the
report.  As a result of this approach, the remaning problems with data accuracy and
accountability are addressed and the second god of the system is fully accomplished.
C. DISTRIBUTED ADMINISTRATION FOR A WEB SOLUTION

The mgority of the development effort for the Online Compliance Reporting
System was geared towards providing the adminigtration cgpabilities necessary to ensure
the security of the sysem and the accountability of the information it is collecting. As a
result, proper identification and authentication of every user is critical to the success of
the web-based solution. Every network action officer requires an account, which dlows
secure access to the redricted system.  Unfortunately, there is minima adminidrative
support available a the system’s host organization to manage the thousands of accounts
that are needed for dl of the paticipating commands in the Navy. Thus a unique
gpproach to managing the accounts is required.

System security is provided usng severd layers of features to redrict access to
authorized users while protecting the data and, more importantly, the accounts used to
submit the data (refer to Chapter 1V). However, managing the user accounts
(regigration, account approval, passwords, organizational hierarchy, etc) needed to
access the system presents a Sgnificant chdlenge in light of the limited central support
daff and the large number of accounts. To solve this, account adminigtration is entirey
decentralized. Adminidrative functions are distributed down to al account holders in a
hierarchicd manner. The sysem maintans the organizationd hierarchy and requires
network action officers to manage al accounts for users immediately subordinate to
them. This has proven highly effective because it evenly didributes the adminidrative
load throughout the entire Navy organizationd hierarchy. This digributed adminigtration
approach accomplishes the third and findl goa for developing aweb-enabled solution.

D. CONCLUSION

The Online Compliance Reporting Sysem has successfully addressed the
problems with the Navy's initid Information Assurance Vulnerability Alert
implementation. As such, it has fulfilled the promise of a web-enabled early warning and
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tracking system for network vulnergbilities.  Additiondly, the digtributed adminidration
capabilities that were incorporated into this web-based sysem have sgnificantly reduced
the adminidrative support requirements for managing a hierarchicd  information
dissemination and collection process. As a result, not only does the sysem solve the
network vulnerability notification and reporting problems, but it dso provides an
excdlent plaform for tackling dImilar concans in other web-enabled sysems. The
fundamental ideas and experiences gained can dso be used as a modd for other
goplications of Busness Process Reenginegring (BPR). For example, the web-based
distributed adminidration capabilities provided with this sysem offer an excelent
technicd foundation for the Web Enabled Navy (WEN) initiative.  This initiative, aso
known as Task Force Whiskey, is an effort to build a Navy web portal to leverage the
cgpabilities of the Navy and Marine Corps Intranet (NMCI) and the flegt’s Information
Technology for the 21t Century (IT-21) network.
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