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¢ Introduces concept of Network Centric
Warfare

¢ Network Power is Combat Power

¢ Network Defense is Combat Power
Protection

¢ Our information systems strength can
become a critical vulnerability
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Opportunities
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¢ Threats are real
Explosion in access
More to protect

g&g:. a;.;; ‘4.;‘;‘
¢ IT is key to operations TR <
Warfighter is dependent

Networks must be reliable | o

A
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¢ People are critical
Trained and experienced

Retained and satisfied # Technology must integrate

security
Computing and connectivity
Software
User interface and access

¢ Policy leads integration
Standards
Responsibilities
Direction
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Elements of |IA

il

INTFEGRIT( AVAILASILITY
Corlelitior S dsitinie) Waen el [

[SHCHENG ENTOITINISISOU
AN ENTESHIGINIEETT! a.cciden[
or rediciousihy oddificel,

I LETEUNOIRE ESIBYEES

NON-REPUDIATION AUTFIENTICATION

ASSUIElCENNEISENUEROIUELE

I arovicldelwitn oo

d ElIVETRAENGRITENECTPIENINS

aroviclze it orgai gi oricjinl;
SONEIERCATN ALETREEN

EVINGENPIBECESSEMNIE,

e
(1)
P

R
2

» (Y
§

CONFIDENTIALFT

ASSlIEnE
-

HaRIeHnANERNS
IEEISCIESEU

.
aelto) Upgeiigorizedl

a

[
PEISOINSHPIUCE!
olavices,

90634-4



® Training

® Certification

®* Awareness

® System Security
* Administration

® Physical Security

®* Personnel
Security

= Solrce DIAP

Technology

Defense-in-Depth
Layers

® Security Criteria

* |T/IA Acquisition

® Risk Assessments
*C&A

®* Assessments

®* Monitoring and
Analysis

* Warning
®* Response
® Reconstitution
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Nature of the Business (Problem)
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¢ Dynamic environment

¢ Multiple points of security failures

¢ Vulnerabilities occur unexpectedly

¢ Only as strong as the weakest link

¢ Problem goes beyond the |A professionals
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What Needs to be Done?

PR

il

«‘3”' 1 I ! , V"i:""‘-\.

'K:.u :
«i&lll

\ L’?
" o Must be enterprise-wide strategy

¢ Require risk management business
practice

¢ Ensure SCI Infrastructure Is reliable
and secure

Priority commitment

Protect all networks; all classification
-ocus on the human element
mplement Defense-in-Depth

® ¢ ¢ o
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How do we get there?
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Defense-in-Depth
[
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Protect the network

Protect the enclave

Protect the computing environment
Public key infrastructure

Detect and respond
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Protect the Network
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¢ Confidentiality Local Network

¢ Availability Operations
¢ Integrity
i - Site Infrastructure
Switches/Router
) ™ Management I(jDOD?I"SS and non-
 and Security 0 )
-
A JWICE 'Enterprise Infrastructure
Network Operations Center ~ Protection
¢ Network Management e Security Services
& Visibility : -

¢ Encryption (Type 1)
¢ Router-to-Router
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Protect the Enclave
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= Router SR
Filtering " Enterprise
Infrastructu re
% _ Protection

Site Infrastructure
(SCI) (DoDIIS ang
Firewell : non-DoDIIS) |

Network Operations Center = S
¢ Intrusion Detection i
¢ INFOCON Alert

¢ Enterprise-wide assessment Approved
of controlled interface Controlled

¢ Re-validate req for INnterface ————jp-
controlled interface (Guard)

¢ Reduce numbers

¢ Concentrate on approved , »
list Unclassified _

i-—f" JWICS

Non-SCI _
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User. Workstation Servers

¢ Information System Security Web application:
Management critical to success Mission application

¢ Chief Information Officer role
¢ Protection against the insider
¢ Manage and license system administrators
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Public Key Infrastructure
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In 'elligence '
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¢ Enterprise-wide management
¢ Operations emphasis
¢ Single approach DoD and IC

¢ Design and architecture
being evaluated

¢ DMB action item

A~ awies
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Detect & Reseond
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¢ Monitor
¢Analyze Site Infrastructure
(DoDIIS and non-
¢Respond DoDIIS)
¢Report gah
JWICS
Adffrusion Detection ¢ Internal Intrusion Detection
System System Report (CND)
Network Operations Center
¢ Monitoring
¢ Computer Network Defense

(&)\|p)
¢ Enterprise-wide management
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Initiatives
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f ¢ Development of DODIIS |A Strategy
Coordinate with DMB

¢ Modeling an |A business process &
risk management practice

Automated tool
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Conclusion
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¢ Enterprise wide |A management IS
essential

¢ Apply disciplined business process
¢ Risk management practice required

¢ New growth area with demanding
environment
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The Face of |IA
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Questions
and
Comments
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| Site 'infrastructur'e
(SCI) (DoDIIS and

Router iy
Filtering T ot

— Firewalls
P m a5

A

Approved ‘ (
» Controlled o
A IWICS interface -
Network Operations Center (Guard)

¢ Intrusion Detection
¢ INFOCON Alert

¢ Enterprise-wide assessment of
controlled interface

¢ Re-validate req for controlled
Interface ~ -
¢ Reduce numbers _ Unclassnfledw__‘

¢ Concentrate on approved list
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0 The primary function of IA Is to advise the
decisionmaker of risks by assessing and
recommending methods to reduce those
risks to the information infrastructure

Al RIS K
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