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DI SA | NSTRUCTI ON 630-225-7* 6 Septenber 1996

| NFORVATI ON SERVI CES
Internet, Intranet, and Wrld Wde Wb

1.  Purpose. This Instruction establishes policy, provides
procedures, and assigns responsibilities for using the Internet,
Intranet, and World Wde Wb (WMWY by Defense Information Systens
Agency (DI SA) organizations, personnel, and contractors. It provides
addi tional guidance on the use of the Internet, Intranet, WW
electronic mail (e-mail), and DI SA Network (DISANet) systens.

2. Applicability. This Instruction applies to all DI SA and Ofice of
t he Manager, National Comunications System (OWCS), personnel and

DI SA contractors who use U S. Governnent-furnished resources to access
the Internet, WW other governnment information systens or the D SA
Intranet to access DISA information systens and services.
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3.10 DI SAl 630-230-30, Electronic Mil Mnagenent, 6 Novenber 1995

3.11 Ofice of the Secretary of -Defense Memorandum, Instructicns for .

Submtting Government Information Locator Service Records, 5 Decenber
1995.

4, dossary and Definition of Terms. A glossary and a list of

definitions for terns used in this Instruction are provided at
encl osure 1.

5. Policy. The Internet enables users to obtain and exchange
information on a global scale. This capability, when used
productively, can benefit both DI SA m ssions and personnel

Informati on services access and use by either Internet or Intranet is
granted for conducting official business only (see reference 3.1).

Such use will be nonitored to ensure protection of networks and

20f11

information and to verify conpliance with these instructions.
DI SA personnel may al so be subject to unannounced conputer inspections

under the DI SA Vulnerability Assessnent and Anal ysis Program or other
authority.

5.1 Content Sensitivity.

5.1.1 It is a known fact that crimnal, foreign intelligence, and
terrorist organizations actively nonitor mlitary and technica
materials and discussions on the Internet and comercial OnLine

servi ce providers. Wil e encouraged to post appropriate materials and
docunents to the Internet or Intranet, all D SA personnel nust
exercise extrene caution to ensure they discuss or post no classified,
Privacy Act, unclassified sensitive, and contract (procurenent)
sensitive information. Uncl assified information regarding
capabilities, vulnerabilities, network topologies, acquisition

efforts, policies, and procedures when conbined together or wth other

uncl assified (non-sensitive) information can becone very sensitive, or
even cl assified.

5.1.2 All information posted to the Internet and/or Intranet wll be
reviewed and approved by the respective Deputy (Assistant Deputy)
Director or Commander (Vice Commander) and by the DI SA PAO in
accordance with para. 7, below, prior to rel ease.

5.2 Stewardshi p. Al'l DISA personnel and contractors have the

i nherent responsibility of "stewardship" and nust continually pronote
the safe, effective, efficient, and legal use of all U S Governnent
resour ces. DI SA personnel nmust:

5.2.1 Exercise the highest standards of professionalism and
responsi bl e behavior with the information they obtain from or make :
available to the Internet or Intranet.

5.2.2 Maxim ze the use of existing Federal Governnent |nternet
servers and the-NIPRNet as the neans to Internet access.
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5.2.3 Act to protect the interests of the taxpayers and the security
of the Nation. Personnel must al so exercise caution and protect
information that contractors,- foreign governnents, o-r others m ght-use
to the disadvantage of DISA or to the U S. Governnent. This

information may include contractual, operationally sensitive,. or
classified information.

5.2.4 Assune that "public" Internet conputers can be accessed by

anyone worl dw de and take action to protect information against
unaut hori zed di scl osure.

5.3 Oficial Use. Use of DISA Internet or Intranet services nust be
work-related and includes all comrunications determined to be in the
interest of the Federal Government and this Agency. Such use shoul d

be appropriate in its frequency and duration, be related to assigned
tasks, and include using the Internet or Intranet to:

5.3.1 Obtain or exchange information to support DOD or DI SA m ssions.

5.3.2 Obtain or exchange information that enhances the professional

skills of DI SA enployees and benefits the Agency and job perfornance
wi thin the Agency.

5.3.3 Inprove professional or personal skills as part of a forma
academ c education or mlitary or civilian professional devel opnent
program (when approved by an immedi ate supervisor).

5.4 Incidental Use. Governnent conputers may be used to access the
Internet for incidental personal purposes such as brief

comuni cations, brief Internet searches, and other uses allowed by
reference 3.2 as |long as such use:

5.4.1 Does not adversely affect the performance of official duties by
the DOD enpl oyee or the DOD enpl oyee's organization

5.4.2 Serves a legitimate public interest such as enhancing
professional skills, educating DOD enployees in using the system
improving morale of enployees stationed away from hone for extended

periods, or job-searching in response to Federal Governnent
downsi zi ng.

5.4.3 Is of mnimal frequency and duration and occurs during an
enpl oyee' s personal tine.

5.4.4 Does not overburden Federal Governnent conputing resources or

comruni cati ons systens nor does not result in added costs to the
Gover nnent .

5.4.5 1Is not used for purposes that adversely reflect upon this
Agency and the Federal Government. (A listing of prohibited uses of
information services is at enclosure 2.)

-—

6. Informati on and the Internet. Users may obtain or exchange
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information using Internet host capabilities such as electronic mail
(e-mail), WwW file transfer protocol (FTP), or telecomunications-
network (TELNET) services. This information may be categorized-as --
publicly releasable, linited release, oOr Privacy Act information.

6.1 Publicly Releasable Information. Publicly releasable information
is any information nade available to the general public without
security or access controls. It nust be unclassified, operationally
nonsensitive, related to DISA’s mission, and consistent with the

intent of the Freedom of Information Act. Publicly releasable
information will be maintained and nade available primarily through
DISA’s "external" WWservers or, when appropriate, through other
publicly accessible Internet hosts.

6.2 Limted Release. Limted release information includes

Dl SA- busi ness or other "for official use only" (FOUO information,
products with specific licensing or use restrictions, and source

sel ection-sensitive or proprietary information. |t may include
classified information only when appropriate system safeguards and
certifications are in place (reference 3.3). Limted rel ease o
information will not be nade available to the general public. Li m ted
rel ease informati on made available to activities outside DI SA nust

have appropriate user registration procedures, userid, and password
control s.

6.3 Privacy Act Information. This information identifies or
describes a person and requires that person's perm ssion for release
outside official DOD channels. Privacy Act information generally wll
not be nade available on the Internet or Intranet. When operation
requi renments mandate the use of Privacy Act information using the
Internet or Intranet, it must be properly protected.

6.4 Release of Materials. Material proposed to be made avail able
electronically to the publicly accessible Internet or the nore
restricted Intranet nmust be submtted through the sane public affairs
channels as "hard copy" material proposed for publication external to
DISA or Internal to DI SA, respectively.

7. DISA Information Release and Review Authorities. Al information

to be posted to a DISA Internet or Intranet host, whether for public
or limted release, mnust undergo organi zational and Agency-|evel
revi ews.

7.1 Reviews. Al information nust be reviewed and approved by the
respective Deputy Director or Commander or Chief (or their authorized
representatives) prior to posting to a DISA Internet or Intranet
server. The proposed information nust also be coordinated with and
approved by the DI SA Public Affairs Ofice (PAO before it is released
to the public or any audience outside DI SA (see references 3.4, 3.5,
and 3.6). Revi ews nust be redone when new information is made
avai l able or when the appropriate Deputy Director or Commander or

desi gnated repr&sentative determ nes that significant changes have
been made in the content of the information previously posted to a
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DISA Internet or Intranet server. DI SA organizations are encouraged

to coordinate with PRO to devel op and streamine procedures for .
review ng DISA WW naterial s. - - -

7.2 Special Reviews. Deputy Directors and Conmanders or Chiefs wll
coordinate the proposed infornmation to be released with the DI SA
Regul atory General Counsel (RGC) and the Procurenment and Logistics
Directorate (D4) whenever the information to be posted poses potenti al
| egal or contracting consequences. Wwen this review is considered
necessary and is not documented, PAC will ensure the required

coordination with RGC and D4 before approving the information for
rel ease.

8. DISA Internet Services. Al'l DI SA enpl oyees and contractor
personnel will be given basic Internet access through the DI SANet and
DI SA Internet services. Units with requirements extending beyond
basic Internet service nust conply with the foll ow ng procedures:

8.1 Specialized Internet Services. DISA will not provide specialized
network access or support services such as dial-in access or

Integrated Services Digital Network (ISDN) connections unless deened
m ssi on essenti al . Speci al i zed services will be funded by the
requesting organization or activity and nust be processed through the
Agency requirenents identification process (references 3.7 and 3.8).

8.2 Internet and Intranet Servers and Connections Al DI SA
directorates and nmajor field activities are encouraged to use existing
DISA Internet and Intranet resources unless requirements clearly
justify nore equipnent and services. Al organizations or activities

operating organi zationally owned Internet and Intranet servers mnust
al so:

8.2.1 Comply with established D SA Internet and Intranet nam ng and
addressi ng conventions for all internet host systens (reference 3.9).
(Exceptions nmust be coordinated with and approved by the Conmander,

DI SA Information Systens Center [DISC], and the Chief Information
Oficer [CIO].)

8.2.2 (btain approval from the Commander, DI SC, when servers require
connections to the DISA-IS and its DI SANet subconponent.

8.2.3 btain the approval of the CIO prior to entering into any
agreenents with conmercial Internet service providers.

8.2.4 Ensure that information systems security accreditation is

requested in accordance with reference 3.3 before any Internet server
becones operational .

8.2.5 Ensure that appropriate personnel are identified and nade
available to the DI SC local control center (LCC) to address

operational problens stenmng from the organization's web server or
hone page. —
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8.2.6 Ensure that all DISA Internet and Intranet servers comply wth

24 X 7 operations. If any outage occurs, personnel wll be called out_
during duty and nonduty hours- and-the server wild be-restored as -
qui ckly as possi bl e. Qutage reporting information will be reported to

the DI SA LCC.
8.3 E-Mail and FTP Servi ces.

8.3.1 E-Mil. Al use of Agency e-mail nust conply with the policies
outlined in reference 3. 10. Al'l personnel nust ensure that the
content of their e-nmail nessages is professional and does not

m srepresent or nisstate Agency or DOD positions or policies.

8.3.2 File Transfers. DI SA personnel wll not downl oad conmerci al
software or "shareware" that obligates the CGovernnment for paymnent.
Al users nmust ensure that downl oaded software is properly screened
and cleared of viruses before storing software on DI SA network
resour ces. (Mirus detection software is avail able under DISANet
"Uilities.") Users nust also be aware of network disk storage

[imtations and consider such limtations before storing files or data
on network resources.

8.3.2.1 Shareware |like comercial software may be purchased and used

when properly obtained through established Agency acquisition
processes (references 3.7 and 3.8).

8.3.2.2 ntaining executable software from FTP sites outside DOD and
ot her governmental agencies is discouraged.

8.4 Internet Chat and Phone Capabilities. Al Internet users nust
exerci se caution when using these services and nmust conply with the
policies outlined in this docunent. Al plans to use Internet phone

services nust first be processed and approved through the Agency
requi rements process as outlined in reference 3.7.

9. DISA Wrld Wde Wb (D SA WW . The DISA WW wi ||l be the primry
means DI SA uses to share information with the general public. As
such, all DISA organizations and activities using these resources nmnust

conply with the follow ng operational procedures devel oped by C O and
DI SC.

9.1 Wb Honme Page Desi gns. Al web pages within the D SA WW system

will be considered official and nust conform to established page
design and performance standards (found at URL
http://www.disa.mil/info/disawww.html). DI SA organizations and

activities nmay obtain web page design and managenent assistance from
DI SC through the DI SA Wbnmaster. Al DI SA directorates and "nmjor"

field activities that deveiop web pages nmust ensure that the a

information provided is professional, accurate, and nmintained on an
ongoi ng basis.

9.2 Wb Responsibility. Al information presented on the DISA WWis
the direct responsibility of the senior nanagenent within each DI SA
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directorate or activity who sponsors the web page. 1N€s€ persons nust

ensure that all information is kept current and that all DI SA WW .
resources which are no longer-required are properly released. T

9.3 Government Information Locator Services (GLS). &1l originators

of publicly released information dissem nation products w thin DOD
must ensure G LS records are created and, when appropriate, updated
(reference 3.11). The DI SA Webrmaster will nmeet this reporting

requi rement and provide the information required once the avail able

information has properly been cleared through proper review and
approval authorities.

10 DISA Internet Working Goup. The DISA Internet Wrking G oup
will serve as the Agency-wide forum to address issues _relating to_ the
provision and use of Intranet and Internet servers. This group wll
be chaired by a person appointed by the Conmander, DISC, its
menbership wll consist of representatives from DI SA organizations or
activities who operate Internet and Intranet services. INhis group
will coordinate its actions with the Comrander, DI SC ' (operations and
mai nt enance issues) and the CIO (policy, acquisition, business

pl anning, and information systens security issues).

11. Pr ocedur es.

11.1 Internet Access, Server, and Qher Special Internet

Servi ces. All requests for Internet and Intranet access and service
requi renments nust be submtted using procedures outlined in reference

7

11.2 Approval Process of DI SA Wb Pages. Al DI SA web pages will be
deveioped using the follow ng procedures:

..2.. Oganizational Approval. Al information to be presented on a
D135 wep page nust be approved by a Deputy Director or Commander or

~=iss or their designated representatives). This approval nust be
socumented either by letter or by e-mail. Wen practical, include an
exact representation of the information to be presented especially
wner, u2sing resources directly nanaged by the D SA Wbnaster.

‘ mation which has previously been approved by organizational

:zies and the PAO for public or external distribution need not
bmtted for approval for publishing on a Wrld Wde Wb

n 3t
c i

_....Z Agency Approval. Once the organizational information is

srproved and assenbled, it is forwarded to the DI SA PAO for approval

wner information is slated for public release or release to activities
sutside DISA (see references 3.4 and 3.5). (I'nformation which has .
eviously been approved by the DI SA PAC for public or external ’
istribution need not 'be resubmtted for approval for publishing on a

orld Wde Web server.j Once approved by PAQ the planned information

| ease and web pages are forwarded by PAOC to either:

_‘
D

11.2.2.+ The DI SA Webnmaster for DI SC provided web services and
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posti ngs.

11.2.2.2 The subnitting organization when the information and web
oages are to be posted to an organizational server

11.3 Security Accreditation. Security accreditations nust be
acconplished for all Internet and Intranet hosts (to include all DISA
WMV servers) and web pages. Security accreditation must be requested
fromthe C O using the procedures described in reference 3.3.

11.4 Qperational Approval. Al DISA Internet and Intranet hosts that
interface with or connect to the DISANet nust be reviewed by the
Commander, DI SC. Requests for this service should be submtted to the

Commander, DI SC, through the Agency requirenents process outlined in
reference 3.7.

12. Responsi bilities.
12.1 Chief Information Oficer (cio). The CIO will:

12.1.1 Develop Agency policy regarding the use of the Internet and
I ntranet.

12.1.2 Coordinate the effective use of security-related resources to

include the devel opnent and pronul gation of cost-effective approaches
to securing information technology and for providing centralized

| NFOSEC enforcenment and oversight of all DI SA information systens

8ofll

including those interfacing with the internet and intranet.

12.1.3 Incorporate DI SA Internet and Intranet plans and
infrastructure requirenerits into the DISA-IS architecture.

12.1.4 Develop appropriate Agency standards for products and services

to be used with DISA Internet, Intranet, and associated infornation
servi ces.

12.1.5 |Issue statements of accreditation after requirenents for
security accreditation have been net in accordance with reference 3.3.

12.2 Conmander, DI SA Information Systens Center (D SC). The
Commander, DISC, will:

12.2.1 Manage, plan, budget, maintain, and operate the DI SA Intranet

system the DI SA WWV and Internet system and the DI SA WAV I nt er net
i nfrastructures.

12.2.2 Appoint the DI SA Webnmaster and devel op the appropriate

techni cal support staff required to provide DI SA enterprise-w de
Internet and Intranet services.

12.2.3 Devel op operations and mai ntenance policies and supporting

procedures reguired for the DISA WWV and its enterprise-I|eve
infrastructure.
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12.2.4 Through the DI SA Wbmaster, develop standards and policies _
appropriate for information presented to the pubiic on the DI SA WWW- or.

' publicly available Internet hosts and include GLS reporting for DI SA
WAV i nf or mati on sources.

12.2.5 Establish appropriate auditing and control processes and

procedures to ensure the efficient and effective use of the Internet
and | ntranet.

12.2.6 Develop, staff, and operate an Agency-level programto train
DI SA organi zational web masters and "web page" editors.

12.2.7 Integrate functional applications planned for the D SA-IS and
DI SA Internet and Intranet infrastructures.

12.2.8 Manage the Internet and Intranet services and servers.

(Managenment will be in accordance with the directives of the Technical
Architecture Franmework for Information Managenent [TAFIM and d obal
Control Concept docunents. Managenent of the health and welfare of
both the base operating system and supported applications wili be
handl ed by the Sinple Network Mnagenent Protocol [SNWP], wherever
possi bl e.)

12.3 Chief, DISA Security (D16). The Chief , D16, wll, in

conjunction with CIOQ investigate crinmes and security violations
(outside the purview of the DI SA Inspector Ceneral) regarding D SA
personnel and their use of the Internet and/or Intranet.

12.4 Commmander, Joint Interoperability and Engi neering O ganization
(JJEOQ . The Conmander, JIEOQ, wll:

12.4.1 Provide required interoperability engineering support to

ensure the DI SA Internet infrastructure conplies with appropriate DOD
and industry standards.

12.4.2 Help develop DISA Internet standards to ensure DISA’'s

compliance” with appropriate Defense Information Infrastructure, Conmon
Qperating Environnment, and Shared Data Environnment standards.

12.5 Deputy Directors, Headquarters, DI SA; Commanders and Chiefs of

DISA Field Activities; and the Deputy Manager, NCS. These individuals
Wili:

12.5.1 Appoint organizational web nasters and web page editors to
manage organi zational web servers and oversee the design and
mai nt enance of organizational web pages.

12.5.2 Serve as the organizational approval authority for information

that is to be released to DI SA Internet hosts to include DISA WW
(  servers.

12.5.3 Appoint organizational representatives to the D SA Internet

9of 11 4/3/97 7:35 AM
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Wirking G- oup when organi zations operate or use Internet hosts or web
pages as a neans to distribute information.

12.5.4 Ensure that information provided on any of their

organi zational information servers connected to the Internet and/or
Intranet does not contain classified, unclassified sensitive, or
Privacy information, or information that could enable the recipient to
infer classified or unclassified sensitive information, either from

i ndi vidual segnents of the information, or from the aggregate of all
the information avail abl e.

12.6 Chief, DISA Public Affairs. The Chief, PAQ serves as the
Agency information rel ease approval authority for all DI SA Internet
information in accordance with references 3.4, 3.5, and 3f.

12.7 Deputy Director for QOperations, DS. The Deputy Director of

Operations, through the G obal Operations and Security Center (GOSC),
will:

12.7.1 Wrk with the NSA to resolve any risk assessnments identified
to DISA invoiving DI SA-Internal Security and DoD Policy within the
G0SC realm (including approved Vulnerability Assessnment and Anal ysis
Prograns (VAAPs) of DI SA web sites).

12.7.2 Provide professionai guidance and referral, relevant to the
content of information released on external domains.

12.8 Program Director, |NFCSEC Program Management O fice (D25).

12.8.1 Provide information systems security certification and
security testing to ensure that user access to DI SA external web

servers is isolated from DISANet, other Dl SA networks, and internal
LANs.

12.8.2 In coordination with the C1Q periodically assess the
effectiveness of web server security controls inplenmented.

13. Use of DISA Internet, Intranet, and World Wde Wb by DI SA
Personnel.. Al DI SA personnel are responsible for pronoting the
effective and efficient use of the DI SA Internet, Intranet, and WW
servi ces. All DI SA personnel shoul d:

13.1 Ensure that all information provided to D SA Internet and
Intranet hosts reflects the highest standards of quality and utility.

13.2 Report all suspected intrusions or conpronm ses of DI SA Internet

or Intranet services, controls, or any suspected alterations of the
information DI SA nmakes available on its Internet hosts. Direct these :
reports to the Commander, DISC, or to the D SA Wbmaster and staff.

13.3 Abide by all patent, copyright, trade secret, and |icensing
agreenents in their use of software, services, or information obtained
from | nternet.
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14. Policy Changes. All servicing civilian personnel offices must be

notified of any changes to this policy well in advance of its - '
i npl enentation to ensure DISA’s bargaining obligations are effecti veI y

nmet in the collective bargaining process.

FOR THE DI RECTOR, DI SA, AND MANACER, NCs:

2 Encl osures: A. FRANK VH TEHEAD
1 Gdossary and Definitions Col onel , USA
2 Prohibited Uses of Chief of Staff

I nt ernet Services

*This Instruction cancels D?L 95-13, 14 Septenber 1995
OPR CIO

DISTRIBUTION: Y

Return t o:
Beginning of DISAI 630-225-7
Publication Listing
DISA Home Page
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CIO
DISA
DISAI
DISA-IS
DISC
DISANet
DOD
e-mail
FOUO
FTP
GILS
GOSC
HTTP
INFOSEC
ISDN
JEO
LCC
NIPRNet
OMNCS
PAO
RGC
SNMP
TAFIM
URL
VAAP
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d ossary and Definitions

Acronynms and Abbreviations

Chief Information Officer

Defense Information Systems Agency

Defense Information Systems Agency

DISA Information System

DISA Information Systems Center

DISA Network

Department of Defense

Electronic Mail

For Official Use Only

File Transfer Protocol

Government Information Locator Services

Global Operations and Security Center

Hypertext Transfer Protocol

Information Security

Integrated Services Digital Network

Joint Interoperability and Engineering Organization
Local Control Center

Non-secret Internet Protocol Network

Office of the Manager, National Communications System
Public Affairs Office

Regulatory General Counsel

Simple Network Management Protocol

Technical Architecture and Framework for Information Management
Uniform Resource Locator

Vulnerability Assessment and Analysis Program/td>
World Wide Web

Defini ti ons
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Basic Internet Services. In this publication, |nternet services refer
to the general Internet capabilities provided to the typical DISA --
user. These services are provided within estab-lished DI SA Network

(DISANet) resources and typically include a web browser, access to FTP
and telnet services, and e-mail capabilities to Internet and Intranet
addr essees. Internet services are predom nantly user-I|evel services.

Br owser . A conputer application that allows a user to view
information on the Wrld Wde Wb. At a mininum browsers are able to
display information they receive in the hypertext markup |anguage.

DISA | nternet. Refers to interconnection of DI SA- owed and

Dl SA-operated networks or conputers with access to the Internet.
These systens are not the sane as the Internet, but rely on the
Internet to connect DI SA-owned systens with other non-DI SA networks.

DISA Intranet. Refers to D SA-owned and D SA-operated networks or
conputers with restricted access from the WW and Internet through the
use of security or access controls to essentially create a private or
limted access network using the Internet protocols and services.

This network's users are strictly limted to be within DI SA its
conponents, or its contractors.

DISA World Wde Wb (WWy . The conplete collection of hardware and
software owned and operated by DI SA that provide DISA’s presence on

the WWV and provide DI SA users with hypertext protocol features and
servi ces.

External Server. An |Internet host conputer system which is accessible

by the general public w thout user access controls such as user ids
and passwords.

File Transfer Protocol (FTP). A software protocol that facilitates
transfers of files between Internet users and systens.

Government, |nformation Locator Service (GLS). A card catalog-like
system that identifies public information resources throughout the
Federal CGovernnent, describes information avail-able in these
resources, and provides assistance in obtaining the information

I ntranet Server. Refers to a server that uses security or access
controls to strictly limt access to users fromwthin an agency,
organi zation, or conpany by enploying security features such as

firewalls to control access to other Internet and Intranet servers and
aut hori zed | ntranet users.

I nt ernet. A collection of a worldw de "network of networks" that uses
the transm ssion control protocol/interface protocol (TCP/IP) for
conmmuni cati ons. The Internet includes resources that span academ a,

busi ness, governnent, and personal interests.

I nternet Chat. Systens that allow users to exchange text
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Encl osure 2: Dl SAl 630-225-7
PROH Bl TED USE ‘ OF | NTERNET SERVI CES T

1. The use of Internet services in the following types of activities
is specifically prohibited.

1.1 Illegal, fraudulent, or malicious activities.

1.2 Partisan political activity, political or religious |obbying or
advocacy, or activities on behalf of organizations having no
affiliation with DI SA or DCOD.

1.3 Activities whose purposes are for personal or comercial
financial gain. These activities may include chain letters,
solicitation of business or services, sales of personal property.

1.4 Unauthorized fundraising or simlar activities, whether for
conmmercial, personal, or charitable purposes. Oficial norale,
wel fare, recreation, officer, and enlisted aid activities are
aut hori zed.

1.5 Accessing, storing, processing, displaying, or distributing
of fensive or obscene material such as pornography and hate literature.

1.6 Storing, processing, or distributing classified, proprietary, or
ot her sensitive or for official use only (FOUO information on a
conputer or network not explicitly approved for such processing,
storage, or distribution.

1.7 Annoying or harassing another person, e.g., by sending or
di splaying uninvited e-mail of a personal nature or by using |lewd or
of fensive | anguage in an e-mail message.

1.8 Using another person's account or identity without his or her
explicit permssion, e.g., by forging e-mail.

1.9 Viewing, damaging, or deleting files or comunications bel onging
to others wi thout appropriate authorization or perm ssion.

1.10 Attenpting to circunvent or defeat security or auditing systens
wi thout prior authorization and other than as part of legitinate
system testing or security research.

1.11 Cbtaining, installing, storing, or using software obtained in
violation of the appropriate vendor's patent, copyright, trade secret,
or license agreemnent.

1.12 Permitting any unauthorized person to access a DI SA- or
DOD- owned system

1.13 Modifying-or altering the operating system or system

configuration without first obtaining permssion from the owner or
adm ni strator of that system
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2. These activities may result in admnistrative or other
disciplinary action such as actions mandated by-the Uniform Code of
Mlitary Justice, non-judicial punishnments, performance appraisals,
and personnel disciplinary actions.
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