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ABSTRACT

This thesis presents a model of intranet implementation for a military facility
within the context of an organization that is in the process of discovering Web technology
and the browser as a central communication application. It surveys the genesis and
evolution of intranet technology, examines the interface between emerging technology
and organizational culture, specifies software and hardware components, and offers
recommendations on intranet security and the requirements for successful information
technology implementation. Intranet pages built with Microsoft Front Page 98 and a
connection from back-end to front-end constructed with ColdFusion Application Server
3.1 are presented.
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I. INTRODUCTION

A. OBJECTIVE

This thesis will analyze the usage of web technology in an organization by
establishing an intranet as a mean of information system. The development will include
designing database as a back-end for personnel records, building Web pages, and
analyzing middleware. Ultimately database will be integrated using middleware to front-
end using Internet technology so the users can update, add, query or view the database
with their Web browsers.

B. BACKGROUND

The birth of the World Wide Web (WWW) in 1990 came and went almost totally
unnoticed by the rest of the world. As far back as early 1989, Tim Berners-Lee, a then-
unknown researcher at the European Particle Research Center (CERN) was writing
proposals about a new method people could use to transfer information between
computers. The new method took advantage of the Hypertext concept proposed years
earlier, and already being written into on-line publishing applications like WinHelp. The
innovations that Berners-Lee and his colleagues proposed came in two parts; Hypertext
Markup Language (HTML)! and Hypertext Transfer Protocol (HTTP)2. [Bernard, 1996].

The “Web” refers to all those interconnected data sources; everybody gets there
via Internet. Web technology developments stand a good chance of radically
transforming enterprise networks. But what are new and different are the Internet
applications, principally the set of intra-enterprise capabilities available to PC or
workstation users via the use of web technology. Using this web technology, the
applications will be virtually tied together to utilize the software integrity. It is in need of
the software integration to combine all of the applications in web technoldgy

employment.

1 HTML is a way of marking text so it could be published easily online with embedded hyperlinks, font
changes, pictures, and other features.

2 HTTP is a communication method that could be used by clients and servers to exchange hypertext
documents over a network.




The Web is the premier Internet application that makes people can access
resources around the world. However, an organization can use the Internet technology to
build information system inside the organization. Internet technology makes people easier
to access any information within an organization because client computers only need Web
browsers and point to hyperlink available on the Web page and information is on their

fingertip.
C. RESEARCH QUESTIONS

The following research questions establish a framework for this thesis.
1. What is web technology?

This question pertains to all Web technology development and as a tool to
improve communication, business processes and profitability within the organization.

2. Can the database management system fulfill the demand of the

organization?

This question assumes a database is used for developing a database on-line

transaction.

3. Is an intranet feasible to support an information system in an

organization?

This question has many political implications and may be difficult to answer

objectively.
D. EXPECTED BENEFITS

This thesis is not intended to offer a panacea for a military information system. It
does, however, explore the areas such as the benefit of building and implementing an
intranet within the organization. It begins with an explicit understanding of the objectives
being sought. The primary focus is on implementing Web technology.




II. INTRODUCTION TO INTRANET

A. INTERNET

The Internet gets most of the attention, but the computer technology revolution
going on inside organizations today is use of Web technology to create enterprise-wide
intranets. In this chapter, the background of intranet will be introduced. Between 1994
and 1995 someone in the media called internal use of Internet technology for corporate
intranet and the name stuck [Hills, 1997].

The Internet is series of computer networks spread around the world, connecting
government, military, educational and commercial institutions, as well as private citizens
to a wide range of computer services, resources, and information. According to Picard
[1998], the Internet is a series of inter-connected local area networks in which a group of
routers around the world all tight together. A core of the Internet is made up of a high-
speed line and at the edge of the Internet is a boundary connected with a medium-speed
line. Internet is based on TCP/IP (Transmission Control Protocol/Internet Protocol) stack
to communicate. All users get a TCP/IP address administered by the Internic. The Internic
is a private company that has a sole contract from the US government to manage the
TCP/IP and domain names for the world. TCP/IP address blocks are allocated by the ISP
(Internet Service Provider). Currently, Internet version 4, IP addresses are divided into
five classes (A to E). It is important to understand that these divisions were conceived for
the Internet Architecture Board (IAB) to ease the management of IP addresses; they have
less immediate significance for the network manager. Class A and B addresses are not
available anymore while class D and E are not for general use [Washbunrs and Evans,
1996]. Eventually the IP address scheme version 4 will be changes to IP address version
6. The IP address scheme version 6 idea is to extend the address range. This project is
called “the Internet II”.

B. INTRANET

An intranet is a contained collection of computers and networks within an
organization (it may span the globe), connecting an organization's members to a range of
computer services, resources, and information using a Web browser such as Microsoft

Internet Explorer, Netscape Navigator, or Mosaic [May, 1998]. An intranet is an internal




web that uses an open standards, protocols and technologies such as TCP/IP and HTML
(Hypertext Markup Language)-that unite different systems into a unified information
architecture, even though the computers that are linked together use many different
hardware and software platforms. Figure 1 shows the typical intranet infrastructure.

INTRANET PHYSICAL VIEW

“TCP/IP

FDDI
Ring - -

Ceniral Office:
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Figure 1. Intranet Physical View
Although an intranet can potentially connect internal users to the Internet, the
converse is generally not true without proper authorization. This means that an intranet is




insulated by a firewall and in effect is invisible to external users of the Web. Connectivity
to an intranet via the Web is possible however, once the proper security measures are in ‘
place. In fact, this is one of the main advantages of an intranet, it will allow internal users
a quick means of contacting others and instant access to all kinds of internal from
practically anywhere in the world. [Adelaja, Bryan, and Yao, 1996]

The main difference between the Internet and an intranet is in the terminology not
in technology. Both intranet and Internet use the same technology, a TCP/IP network to
carry the traffic. TCP/IP stack is the primary protocol used for data transmission on the
Internet and intranet. [May, 1996]

There are several differences and commonality between the intranet and the
Internet as shown in Table 1.

_ PARAMETER ' | =~ THEINTERNET |

Security Low (None/Some) High

Speed Low/Medium High

Services Almost unlimited Specified by Organization

Access Control None or limited. Public | Account Name and Password. Generally
encouraged to visit. no external (public) access.

Membership Unlimited. Population of Organization

Reliability Low High (Mission Critical)

Control Low (None) High

Compatibility High High

Table 1. The Difference and Commonality between an intranet and the Intranet
C. GROWTH OF INTRANET

Figure 2 includes everything related to an intranet or Internet as well as the growth
of domain, users, and access providers. The x-axis lists the years from 1990 to 1995 and
estimates for 1996 to 1998. The y-axis reveals the amount of the Internet and intranet
growth related to Internet hosts, domains, servers, and users.

Campbell [Hills, 1997] predicts that there were 100,000 intranet web servers in
1995, and that this number will grow to 4.7 million by the year 2000. He also said that
there were approximately 10 million Web browsers in use in 1995, and he estimates that
number will be 40 million in 1996 and 180 million in the year 2000.




Number of
hosts, servers,
and users

Figure 2. Growth of an Intranet and the Internet [Hills, 1997]

Internet and intranet have dramatically expanded. An intranet spending will
outpace Internet expenditures by more than four to one, reaching $400 million in 1995,
$1.2 billion by 1997 and up to $7.8 billion by 1998. Purchases for web server hardware
and software alone are expected to reach over $5 billion by the year 2000. Driving these
outlays is a shift toward an access-driven environment that can deliver information in a
neutral content-type to the end user. Approximately 15 million users currently have
adequate Internet technology available to support the implementation of intranets and will
increase significantly by 1998. [Potter, 1996]

D. BENEFITS OF INTRANET

An intranet is not only for communication but also for collaboration within the
organization provides several benefits over proprietary networks such as a LAN. With an
intranet, universal communication is reliable using the same standards protocol. Users
only need Web browsers on their desktop computers to interact with others.

An intranets provide tangible benefits, including cost savings, time savings and
improved productivity.. They provide even more significant intangible benefits, such as
better decision making, more collaboration and improved knowledge sharing [Hills,




1997]. To give an idea how an intranet will benefit organization here are just a few of the
possible reasons why the organization will setup an intranet:

1. Tangible Benefits of Intranets

To start an intranet, the organization needs a Web server, browsers for clients and
building the web pages. The Web server is fast and easy to manage. When the initial
server is up and running the intranet is ready to go. Since browsers are provided for free
and many people have used them, it is not difficult to open a browser and surf an intranet.
An intranet provides fast access to information. Rather than wasting time to get it from
file cabinet or making a phone call, users can have the most up to date information in
their finger tips. [Hills, 1997] Here are some of tangible benefits of intranet:

o fast and easy to implement

e cheap to implement

e casytouse

e savestime

e provides operational efficiency

e saves cost

e based on open standards

e connect and communicate among disparate platforms
e put users in control of their data

e secure
e scalable
o flexible

e provide the richness of multimedia
e leverage your infrastructure and applications investment
e supports push technology

e collects data as well as distributing it
2. Intangible Benefits of Intranets

Information is valuable, and things may happen slowly when the information to

make a decision is not available. An intranet can provides critical communication to



organization at the same time. An intranet also enable coordination and collaboration of

workgroups or team such as video teleconfrencing or chat. [Hills, 1997]

e provide better communication

e provide access to accurate information

e capture and share knowledge and expertise

e provide better coordination and collaboration

e provide for creativity and innovation

e provide new business opportunities

e provide new business partnerships through access by suppliers and customers




III. INTRANET COMPONENTS

A. INTRANET COMPONENTS

An intranet is similar to LAN (Local Area Network) using client/server model.
The only difference is that an intranet uses Web technology as the main component.
Although these components are not required fully implemented but some of them should
exist within an organization. Some of the major components of an intranet suggested by
Hills [1997] are:

e Network Infrastructure

e Electronic Mail

e Internal Web
e Newsgroups
e Chat

e FTP

e Telnet

B. NETWORK INFRASTRUCTURE

A network enables the exchange of information in electronic form among
individuals, groups, and organizations. The network provides the communication
mechanism between connected users. This is achieved through a combination of
hardware and software. Computers and peripheral devices are interconnected via a
physical medium, such as copper cables and/or fiber-optic cables. Building a network is a
process of selecting cost-effective components to meet the requirements of the users.
More than one option is nofmally available for these components. Different technology
choices can be made to solve the same problem. Making the right choice can be difficult
because technology is advancing at a rapid pace. Competition among vendors should
reduce costs. At the same time, there is a race to increase performance that typically
increases costs. Thus, it is important to understand the requirements of the organization
so that valid technology tradeoffs can be made to arrive at a cost-effective solution. [IPT
and DoN INPO, 1997]




1. Network Categories

The category of network employed is distinguished by the geographical coverage
of the network. A LAN is restricted in coverage to within a small geographical area, such
as might be associated with a workgroup. The members of the workgroup may be co-
located in a single building, or in a small number of buildings in close proximity. Several
LANs can be interconnected within a building or buildings to extend connectivity and
reduce contention for resources.

A Campus Area Network (CAN) covers a larger geographical area than a LAN,
on the order of a few miles. A Metropolitan Area Network (MAN) would cover an area
the size of a small city. A Wide Area Network (WAN) provides connection between sites
in diverse locations [IPT and DoN INPO, 1997]. An intranet is a local or wide area
network using the Internet technology such as TCP/IP and World Wide Web Protocols.
So the software and hardware for LAN is similar to the one for an intranet.

For an organization with approximately SO0 people connected to the network and
geographically spreads in range of 0.5 mile local area network with fiber in the backbone

is sufficient to cover the traffic around the network.

2. Network Architecture

Just as there several different ways to cable LAN, there are also several different
forms a network can take. These different shapes are known as Network Architecture or

Topology.
a. Star Topology

Star topology derives its name from the arrangement of devices so that
they radiate from a central point. At the central point we usually see a device generically
called a hub (Figure 3). Star topologies do require more cable than a simple bus
topology, but most use a relatively inekpensive type of cable called twisted pair cabling
which helps control costs of wiring. The hubs themselves require expense and the level of
that expense is directly attributable to how complex a hub is needed. Star topology
systems offer better troubleshooting and management capabilities, but require more
physical resources than a comparable bus system. Another advantage of star topology is
that network administrator can give certain nodes higher status than others. The star
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architecture also makes it easier to have centralized diagnostics of all network functions.
Because all messages come through the central computer. [Schatt, 1993]

=
IBM Compatible
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Scanner
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Workstation

Figure 3. Star Topology

b. Bus Topology

In bus topology, all devices share a common wire to transmit and receive
data through in the bus topology (Figure 4). This approach is very economical as a single
cable is cheaper to purchase than several individual cables for each device. Additionally,
a single cable is easier to install than several cables. These apparent advantages of the bus
topology are offset, however, by the difficulty in troubleshooting a problem in this layout
scheme. Unlike the star topology in which dozens of cable can cause logistical problems
when they congregate near the central computer, bus cabling is simple. Another
advantage of the bus topology is that the failure of a single workstation does not cripple
the rest of the network. [Schatt, 1993] In summary, the key strength for the bus topology
is its minimal use of cable and ease of installation. Its major drawback is its difficulty to
troubleshoot.
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Figure 4. Bus Topology

¢. Ring Topology

The ring topology combines advantages of the star and the bus. A
workstation assumes the role of monitoring all network functions. The failure of one
workstation does not result in the failure of the entire network [Schatt, 1993]. Ring
Topology describes the logical layout of token ring and FDDI networks. A token is a
stream of data that circulates through the network stations when they are idle. If a station
has a message to transmit, it waits until it receives a “free token.” The “free token”
becomes a “busy token,” transmitting a frame immediately following the token. The
frame contains the full message or part of the message the station wishes to send. While
the station is transmitting the message the token is busy, so other stations that want to
send must wait. The receiving station copies the data to the frame and the frame continues
around the ring until it gets to the station that transmitted the original message. That
station then purges the "busy token" and inserts a new "free token" and the process starts

over with a new station transmitting a message.




In this scheme, a ring is created to which each device attaches (Figure 5).
The logical creation of a ring allows information on such a LAN to travel in one
direction. Since only one device is allowed to transmit at a time, collisions are not a
problem on ring systems. Of course there are always problems that can occur like bad
network cards or hub units that will bring a ring topology LAN to a grinding halt, but they
are often very resilient. Typical ring system network interface cards (NICs) contain the
ability to perform what is known as signal regeneration. This means information received
by them is copied and retransmitted at a higher amplification. Since every piece of data
traveling around a ring must visit each device, the signal gets regenerated numerous
times. This feature allows for greater distances between nodes and increased chances that
good data will completely traverse the ring [Coulter, 1997].

Server =k
IBM Compatible

Laser printer

Laptop computer :
Workstation

Workstation

Figure 5. Ring Topology

3. Network Components

A local area network can be composed of several components. This section deals
with what those components are focusing on terminology and functionality.
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a. Servers

Server is a generic term applied to any machine running a "service"
application. That service being performed might include access to shared files (file
server) or access to shared printers (print server). There are other types of servers besides
file and print servers. Communication servers offer access to remote devices outside of a
network. That access might be to a mainframe or minicomputer, or other networks,
workstations or servers. Typically, a machine that allows multiple users to share one or
more modems for external connections is called a modem server. Modem servers are
becoming increasingly popular today as more and more companies find the need to access
external information or ;e-mail services. [Coulter, 1997}

Another type of server is known as a database server. This device assists
users in interacting with databases by coordinating the data sent to the local workstation.
It takes a burden off the local PC by filtering out all but required data, which also reduces
LAN traffic. [Coulter, 1997]

A print server's role is important in the shared peripheral environment as it
carries out the crucial task of making sure data from an application successfully reaches
its temporary holding tank (queue) and subsequently the printer for which it was destined.
[Coulter, 1997]

b. Workstations

In PC-based local area networking, a workstation refers to a machine that
will allow users access to a LAN and its resources while providing intelligence on-board
allowing local execution of applications. Workstations may allow data to be stored locally
or remotely on a file server. [Coulter, 1997] Workstation as a client computer can be a
thin or a fat client depending on the usage inside the organization. Most people like fat
client because they also want to control their own computers. However, thin client will

ease the management for administrator.
¢. Network Interface Cards (NIC)

The NIC is obviously a crucial component to networking. It allows a
device to participate on the network. Token ring LANSs require token ring NICs, Ethernet
LANSs require Ethernet NICs, etc [Coulter, 1997]. Every NIC has its own MAC (Medium
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Access Control) address or physical address consists of 48 bits number. MAC is
configured into the hardware of network card so every packet will go to destination in

according to this number.
d. Hubs

Hubs are a crucial element to all star topology LANs. Hubs serve as a
central device through which data bound for a workstation travels. The data may be
distributed, amplified, regenerated, screened or cut off. Hubs have different names
depending on the type of LAN. In token ring LANs they are referred to as Multistation
Access Units or Controlled Access Units (MAUs or CAUs). In 10BASE-T Ethernet, they
are referred to as concentrators. In ARCnet they are simply called hubs. Hubs vary in their
capabilities and sophistication. ARCnet passive hubs are inexpensive and only split
signals among several devices. Other hub units cost several thousands of dollars
providing state-of-the-art remote management and diagnostic capabilities. [Coulter, 1997]
Other type of the newest hub is smart switch. This switch acts as a router to deliver
messages in the networks. Smart switch will be able to determine the short route to
destination because it has routing table built in that can learn.

e. Peripherals

_ The idea of a network is to share peripherals such as printers, scanners,
modems, plotters, and CD-ROM among the users. Peripherals include any device that
would ordinarily be attached to a computer. LANs allow many of these devices to be

shared among several workstations.

[ Software

There are two main types of software used in an intranet environment -
operating systems and applications. In the Windows environment there are at least two
operating systems used. They are Windows NT server operating system (OS) residing on
and operating the file server and Windows 9x, Workstation, DOS, 0S/2, or Macintosh on

the client computers.
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C. ELECTRONIC MAIL

Electronic mail was one of the earliest functions on the Internet, and in many ways
is the basis of much of the web technology. The content standards for mail and the web
technology are shared. Mail is an important tool for Intranet applications because it
provides the major form of push [Tellen, 1997].

Electronic Mail or e-mail allows people to send messages electronically to anyone
in the world who has an e-mail address established. E-mail is used to limit to text files but
the e-mail software right now can manipulate picture, voice or even video. E-mail is
generally an organizations first intranet application. It provides the opportunity to
communicate from one person to another or to many people [Hills, 1997].

D. INTERNAL WEB

The internal web is not synonymous with an intranet. It is only a part of an
intranet but it is the important part. The internal web is simply using Web tools inside the
organization. It makes the information inside the organization easy to access. What the
users need to know is how to use a mouse to point and click. If they can do that, then any
information they need will be available at their fingertips. [Hill, 1997]. By building the
search tools in the internal web, the users can locate any information they need without

difficulties. The internal web consists of two major components.

1. Web Server

Web server is the heart of an intranet. It is the computer that contains all the web
pages and use the Hypertext Transfer Protocol. Web server will process the request and

send the needed page to a client or web browser. [Hill, 1997]

2. Web Browser

The second component of the internal Web is the browser or client. The main
function of the web browser is to act as a graphical user interface (GUI) between the user
and the web server [Hill, 1997]. The basic -of Web technology takes advantage of the
hypertext concept HTTP and HTML. The client computer needs Web browser to read
HTML file and translates it into readable format. One of the browsers’ software from
Microsoft called Microsoft Internet Explorer is provided for free. Microsoft Internet
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Explorer enables you to connect to the Internet to gain access to the vast stores of
information on these computers. Whether you’re searching for information or having it
delivered to your. The other popular browser is from Netscape called Netscape

Communicator.
E. NEWSGROUPS

Newsgroup is a discussion in the Internet or an intranet. The users can publish the
information so everyone accessing the newsgroup can read the current content. This form
of communications also reduces the congestion of hardware resources because the users
check a newsgroup instead of everyone being sent the same e-mail. In addition to that,
newsgroup enables people to post their interest in different topics or categories in the
form collaboration. Finally, newsgroup can act as a knowledge base for corporate
information when they conduct thread discussion on-line. [Hill, 1997]

F. CHAT

Internet Relay Chat (IRC) allows someone from one computer to type messages
on the keyboard and has that messages instantly appear on someone else’s computer. It is
very good for quick conversations because it closes to real time discussion [Gralla, 1996].
On an intranet, chats can take the place of long-distance phone calls between locations.
They allow you to communicate ideas more quickly than through e-mail. Chats facilitate
brainstorming sessions for participants who can convene at the same time, but not at the
same place. You can schedule a chat about any topic of common interest and anyone can
participate. You can also use chat for impromptu conversations [Hills, 1997].

G. FTP

File transfer protocol (FTP) provides you a repository of information that is
readily accessible. Anyone with FTP can log in to the repository and download what they
need to their computer. FTP works well for transferring files that are too large to send by
e-mail [Hills, 1997]. FTP enables you to transfer files back and forth from your machine
to the remote machine or from one remote machine to another remote machine thousand

miles away.
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H. TELNET

Telnet provides access to resources that reside on remote mainframes. Users run
Telnet on their local machines but they have to know before hand the IP Address of
remote computer they want to connect to. Telnet does not provide graphical user interface
(GUI) so users have to know the correct syntax that is usually in Unix environment
operating system. Once they are connected to the remote machine, they can call
applications and run them as if they are sitting on that computer (remote).




IV. ISWAHJUDI AFB

A. ISWAHJUDI AFB

Iswahjudi? Air Force Base (AFB) is located in Madiun, East Java - Indonesia
(Figure 6). The mission is to prepare, develop and operate all assets under its command
and to maintain air superiority. Iswahjudi AFB operates and maintains different types of
fighter aircraft. Iswahjudi has LAN and WAN connected to an Air Force headquarters in
Jakarta but mostly for aircraft maintenance and supply.

Q.

Figure 6. Iswahjudi AFB Location. [Virtual Globe, 1998]

3 Iswahjudi is the name of Air force Base in Indonesia often called “The Home of Fighters”
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B. THE USAGE OF INTRANET FOR ISWAHJUDI AFB

Electronic mail may be the biggest communications advance since the invention
of the phone [Adelaja, Bryan, and Yao, 1996]. People exchange the information
seamlessly at the low cost. Indonesian Iswahjudi AFB can use the intranet as a means of
communication as well as collaboration. After an intranet is established, Iswahjudi AFB
can use simple Web pages created using HTML editor to access information from a
central server. Messages can be stored, filed, managed, and forwarded quickly. However

users will still be able to respond concurrently. Some intranet features that are relevant to
Iswahjudi AFB:

e Home pages for all divisions: Every division can publish their own web pages for
information sharing.

e Database for personnel records: Build personnel database and make it available
on-line to every computer connected to the server. Username and password
needed to gain access to database. For security reasons, not all personnel can
update or add data to database.

e E-mail: Use e-mail as a mean of communication for daily activity because e-mail
can reach everyone in the network without simultaneous availability.

e Manual/Standard Operating Procedure (SOP): Publish SOPs using standard
HTML so they can be accessed via Web browser.

e Report standard for daily, monthly, quarterly, and yearly report: By making it
available on-line, everyone can gain access to report standard. When the real
report is generated, it complies with standardization required by organization.

e Training schedules such as daily flying schedule.

e Announcement such as news event.

e Phone book: Iswahjudi does not need to print phone book anymore because it is
available on the Web and is up to date. This is one of the examples of a paperless
office. ,

e Organization charts: To find out the organization structure, click the browser and
point it to organization charts.

e Map: If you are new to Iswahjudi AFB, print out Iswahjudi AFB map from the

Web.
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e Frequently Asked Questions (FAQ): FAQ can reduce burden on administration
staff in answering the same questions.

e Personal classified ads: Let people put their classified ads on the Web for personal
benefits but this should be controlled carefully otherwise a lot of junks will be on
the Web.

C. BENEFITS TO ISWAHJUDI AFB

Cutting costs is the most crucial issue for government agency since the
government does not produce a profit. The best cost-cutting feature an intranet has
offered is its ability to reduce publication costs within an organization. Iswahjudi AFB,
like other organizations,‘ conducts communication and collaboration everyday. With the
intranet, the information pool will be easy to set up. An intranet will cut down the time
spent on routine communication tasks. For example, if headquarters wants to send an
announcement for the entire organization, a secretary only needs to sit down in front of

computer and launch an e-mail program.
1. Attractive Interface

The use of client browsers with one standard window’s interface, offers an easy
integration with other applications, such as electronic mail, videoconferencing, and hot
links within messages. As a single interface to a variety of information sources, the
browser is cost-effective (it is free), highly efficient, and very easy to use.

2. Paperless Data

Intranets have also lowed costs by eliminating printed phone books. Iswahjudi
AFB does not need to print phone books for distribution to divisions. However, the
reduction of printing is not as big as it seems. Research shows that reading from a PC
monitor is 20 to 30% slower than that from a hard copy. Monitors are simply difficult to
read. As aresult, a lot of information on the corporate intranet will be printed out [Slevin,
1997]. But it will still reduce the demand for paper because not all people need the same
information, so only those who need it will print it. In fact, the information can be easily
updated so every person will get the latest information.
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3. Quick and Easy Distribution

An intranet has a Web server, which is designed to take advantage of Internet
technology. This Web server will eliminate the need to replicate databases by providing
users with easy access to source data. With database on-line, users can easily creates
forms for collecting registration information for upcoming training classes or seminars. In
fact, database software such as Oracle, Informix, SQL Server, and Microsoft Access can
provides tools for more sophisticated database applications. Once more, an intranet takes
the human intervention out of the registration process, allowing the information to move

more quickly from originator to end-user of that information.
4. Consistency Of Information

With intranet, the information exchange in organization is much easier.
Information is also easy to update because it is distributed in standard format and
published from single location. The consistency of information is maintained through out

the organization.
5. Gateway to the Internet

An intranet does not need to be connected to the Internet. But because of intranet
uses the same technology as the Internet, the organization only needs specific gateway

software to connect an intranet to the Internet.

D. COST CATEGORIES

An intranet will run smoothly if the infrastructure is well defined. It consists of
hardware and software systems that enable, support, and monitor the transmission of data

over the network and humanware who will setup and maintain the intranet itself.

1. Hardware

Iswahjudi AFB needs a set of computers with Internet cards installed for server
and client. The server is the computer that makes information available to the web. The
client is the computer with software that retrieves and displays information from Web
servers [Chandler, 1995]. The computers act as servers such as file and print server,

application server, Internet/intranet server, messaging server, remote access services
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server and firewalls. Firewalls are only needed for connection to the Internet. The other
computers are also required as client computers depend on how many the end users will
access the intranet. Printers and scanners are the peripherals used to provide the users
with hard copy. The requirement for hardware installed for an intranet depends on how
the organization will use it. It is required to have dedicated server for each application so
the highest possible performance can be reached. A firewall server should not be
combined with other servers because hackers may be able to exploit bugs in the software
to bypass the security functions of firewalls.

Iswahjudi AFB with offices spread along a wide area already has LAN and WAN
infrastructure. But Iswahjudi still need computers with NICs, hubs, bridges, untwisted
pair (UTP) cables or fiber, connectors, and router/smart switch to comply with an intranet
requirement. These components should be arranged with planning in advance before an
intranet can be established. Figure 7 illustrates several hardware connections of intranet in
LAN model.
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2. Software

Since an intranet is a local area network that uses TCP/IP, it needs the operating
systems that can run in the network and have the TCP/IP protocol. There are several
network operating systems available in the market such as Windows 95, Windows NT,
Unix, Macintosh and Novell NetWare 4.0 (Novell NetWare version below 4.0 do not
have TCP/IP).

Web server and Web browser software are the heart of an intranet. Various COTS
(Commercial-Off-The-Shelf) products are available for free such as Microsoft Internet
Information Server and Internet Explorer respectively. In considering these software
choices, It is better to have products from specific vendors to reduce management
difficulties.

To provide enhance capability with database application through the Web,
middleware application is also required. For content creation of homepage, Iswahjudi
AFB needs HTML editor. Front page 98, Hot Dog, or Adobe Pagemill can be used to

create a homepage.
3. Humanware

Often the last things considered is the amount of human capital any project will
entail. Questions of setup, maintenance, management of content, as well as training and
documentation should be factored into the intranet implementation. The need for greater
technical skills is not as necessary with intranets in comparison to many proprietary
client-server solutions. This opens up the possibility of greater enterprise-wide
involvement by more individuals. It's not just for information systems folk anymore.
[Potter, 1996]

4. Social Cost

To develop a culture feel, in which the information should be considered as a
corporate asset, employees must be empowered and traditional power struggle must be
resolved. Changing the culture of the organization to make information a corporate asset
requires changing fundamental needs and values of individuals in an organization. It
requires changing mental models. Sharing or withholding information is one of main

methods people use to maintain status in the eyes of others. Mental models involving
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power and control are some of the most difficult to change, because managers themselves
are often afraid of losing their power as they empower their employees. The success of
intranet tool for information sharing depends on changing the power base of information,
changing the way information is valued in the organization and changing the mental
models [Bridges, 1993].

E. INTRANET CHALLENGE

An intranet also has some challenges and risks because of its capabilities in rapid
technology improvement. Intranet’s administrator faces many issues once it is deployed
within organization. They have unleashed a technology that gives new meaning to the
word client/server. By putting up an intranet that allow employees to publish basically
whatever they want, the IS manager has lost some control on the information that will be
shared in the organization. The IS manager of an intranet faces some of the same issues as
a manager of a LAN. [Gandhi, Hsieh, Miao, and Williams, 1997]

1. Security Risks

Providing robust security services is a challenge faced by information systems
teams that are building full-service intranets or connecting to the public Internet.
Information System teams want to provide such services as single-user login, message
privacy, and access control for safeguarding confidential documents. These services need
to be provided a cross platforms (Windows, Macintosh, Unix, etc.) and be application
independent (Web server, Web client, mail server, news servers, directory server, proxy
server, etc.). Fortunately, industry-standard solutions to these challenges are emerging.
Cryptography plays a pivotal role in these standard solutions. [Gandhi, Hsieh, Miao, and
Williams, 1997]

2. Potential of Chaos

There are individuals who try to publish their own Web page without following an
organization policy. The key characteristic of Internet technology is its ability to shift
control of electronic information management from the technology specialist back to the
information creators, and control of information flow from the information creators to the
information users. If the user has the ability to easily publish and retrieve or view the
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information, this can cause chaos in information. Management control is needed to reduce
this challenge.

3. Information Overload

According to Miller [1956], we are limited in the amount of new information we
can retain in short-term memory to "seven plus or minus two" chunks. If the movement of
information from short-term to long-term memory is not successful, we experience
information overload. Confusion ensues and information already in short-term memory
may be lost as the capacity of short-term memory (threshold) is exceeded.

Since the threshold for short-term memory is determined by new information
awaiting a connection with existing information, it is important to recognize the variety of
experience levels of the users in organization. The threshold for some people may be

lower if information being introduced is new.
4. Waste of Productivity

Once an intranet has been established, people may surf an intranet or the Internet
and not get their work done. Péople play with their new toys for the first few days. After
that they will settle down and use the Web more appropriately. [Hills, 1997]

5. Cultural Environment/Change

Management challenge in information technology is how the culture change?
affects the use of information. Users should move from traditional paper-based work
processes to paperless processes. The users should be flattered to embrace the new era of
communication and collaboration. In order to urge people to use an intranet, the will
power from the top is very dominant. Although an intranet provides users with a network
instrument, there is significant consideration of the user’s capability to interpret and use
information. People need to be trained to be information processors to manipulate, filter

and refine information.

4 The way organization does things around in order to succeed. It is the essential way, or fundamental
method of operation, chosen by an organization.
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IS managers may find their entire world shifting around them once again, as the
internal web becomes the dominant environment for delivering data and applications. The
entire method of application design and delivery may require a new phase of
reengineering with a focus on more modular, applet-based information systems, and a
more serious look at ways of integrating the entire information stream, including data,

documents, multimedia, and applications.
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V. INTRANET ANALYSIS

A. INFRASTRUCTURE

Since Iswahjudi already has LAN and WAN connected to Air Force headquarters,
an intranet can use this infrastructure to connect computers in every division. The
requirement for infrastructure including hardware and software depends on how many
~ users and what application will be used in deployment. It is also important to consider the
amount of CPU, RAM, and Disk Storage resources. Table 4 shows how many subnets
needed to design a network using client load metrics from Tables 2 and 3 [Strebe,
Perkins, and Chellis, 1997]. This analysis includes hardware components but exclude the

cabling. The author tries to introduce software and middleware requirements to build an

intranet.

1. Estimating Client Load

To design a network, we need to estimate load capacities of networks. Tables 2

and 3 illustrate the metrics to compare different network technologies and relate them to

client computer requirements.

L CCLIBNTS S JVMETRIC |era 7 8 7 EXPLANATION

Macintosh 1 | As a basis for network metric

DOS 2 | MS-DOS machines tend to run simpler application software that does not
demand much from a network

Windows 3 | Windows is more complex than DOS

Power Macintosh 3 | PowerPC is very fast so it hits the network hard because of the speed

UNIX X-Terminal 3 | Diskless

Windows 9x 4 | Typically runs on fast client computer

0S/2 4 | Similar to Windows 9x

NT Workstation 5 | Muititask multiple network applications

UNIX Workstation 5 | Usually used by bandwidth-intensive users

Diskless DOS 6 | Must use network for every I/lO command

Diskless Windows 9 | Demand more bandwidth

TCP/IP Print Server 10 | Every document will go across the network when it sent to print server

Table 2. Load Requirements of Network Clients
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. _NETWORK " ‘| CAPACITY_ i S R B XPEANATION 0 2. i i

Ethernet (10 Mbps) 100 | The most common network data link technology (use as a
basis of comparison)

Token Ring (16 Mbps) 200 | Single Token Ring can support roughly twice as many
computers as a single Ethernet

Fast Ethernet 100 Mbps 500 | Although the bit rate is ten times of Ethernet but there is a
delay involved in resolving collisions

FDDI (100 Mbps) 1,000 | Ten Ethernet networks can be connected in a single FDDI
ring

FiberChannel (1 Gbps) 10,000 | Perfect backbone technology in campus environment

ATM-155 OC-3 1,000 | Switched network technology. 80% of bit rate can be used
for traffic

ATM OC-12 4,000 | At 622 Mbps, ATM OC-12 is sufficient for the most
demanding backbone application

ATM 0C-48 16,000 | At 2.2 Gbps is used for MAN (high. speed link)

ATM 0C-192 48,000 | At 8.8 Gbps is used for major trunks between metropolitan

areas by telephone companies

Table 3. Load Capacities of Network Technologies

2. A Network Design Example

To calculate load versus capacity, we should allow 25% of network growth added

to the total sub-networks to achieve maximum performance. Given the following
information and using the method from tables 2 and 3, we can determine how many
Ethernet or Fast Ethernet sub-networks we need to support these clients.

_CLIENTS . 'NUMBER '} LOAD .|. . TOTAL: | “"ETHERNET FAST . ETHERNET "
DOS 10 2 20
Windows 9x 75 4 300
NT Workstation 50 5 250 — th
Power Macintosh 25 3 75 8 8
0S/2 Workstation 10 4 40
UNIX Workstation 5 5 25
TCP/IP Print Server 4 0 40
Total Load 750 | 8 subnets 2 subnets
Total Load 25% Growth 937,5 | 10 subnets 2 subnets

Table 4. Sub-Networks Results




B. HARDWARE

The design of the network will determine the majority of the hardware
requirements for an intranet together with the software requirements. It varies in
complexity depending on the design objectives of the intranet. Miastkoski [1998]
suggested that combination of a Pentium II-300 or Pentium II-333, 64 MB of RAM, and
4GB hard drives will provide adequate power for up to 50 users. They can share files and
printers, send e-mail, and deploy a small application such as accounting or a basic
mtranet. On the other hand, if organization has more users connected, runs more-
demanding application such as full-fledged database, or wants to use the box as an
Internet server, it should increase the RAM to at least 128 MB and increase hard drive

capacity.

Lot o SERVER - e o PRICE ) i CPU - RAM{MBY | i "HARD'DRIVE .7
Compaq ProSignia Model 4300 | $2440 | PII-300 32 4GB wide Ultra SCSI
Dell PowerEdge 2300 $3166 | PII-333 64 4GB wide Ultra SCSI
Digital Server 1210 $2582 | PII-300 64 4GB wide Ultra SCSI
Gateway NS-7000 333 $2582 | PII-333 64 4GB Ultra SCSI
Hewlett-Packard NetServer E50 | $2589 | PII-333 64 4GB wide Ultra SCSI
IBM Netfinity 3000 8467616U $2579 | PII-300 64 4GB wide Ultra SCSI
Micron NetFrame 3100 $4299 | PII-300 64 4GB wide Ultra SCSI
NEC Express5800 ES1200 $2247 | PII-266 32 4GB wide SCSI

Table 5. Budget Servers [Miastkoski, 1998]

C. SOFTWARE

1. Server Operating System

A server operating system is the primary component in an intranet. Most of
Iswahjudi AFB computers are equipped with Windows operating system such as
Windows 95 and Windows 98. Windows NT server developed by Microsoft Corporation
is a server operating system which is optimized to provide network services to client
computers. As a server operating system, Windows NT belongs at the heart of network.
Windows NT is true 32-bit operating system, and it provides a 32-bit environment for
windows program to run. The best usage of Windows NT server is to provide file and
print services, route mail, and support back-end database servers and Internet host
packages in and out local area network. The first version of Windows NT released to the
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public in 1993 as Windows NT Advance Server version 3.1. In 1996, Microsoft released
Windows NT server version 4. NT 4 is boosted to support the World Wide Web and the
Internet with the Internet Information Server as a web server. [Strebe, Perkins, and
Chellis, 1997]

2. Web Server

The World Wide Web is built upon a protocol called Hypertext Transport
Protocol (HTTP). HTTP is designed to be small, fast protocol that is well suited for
distributed multimedia information systems and hypertext jumps between sites. The Web
consists of pages of information on hosts running web-server software. This computer is
referred to “Web Server.” Actually this is not correct, the computer is not web server but
the software itself is a web server. Web server is a program that serves up web pages
upon request. When users at a specific address request a specific file, web server tries to
retrieve that file and send it back to user. The requested file might be the HTML source
code for web page, a GIF or JPG images, AVI files or VRML. This is also called “pull
technology,” it is the web browser that determines what should be requested, not the web
server. [Forta, 1998] .

The Web servers are continually emerging, each must be evaluated on flexibility,
cost, and ease of use. Currently, Netscape FastTrack Server is best a no-frills server.
Netscape Enterprise Server and Microsoft Internet Information Server (free with NT 4.0
server) are more powerful. They each contain security features, search engines, and
ability to interact with databases.

Microsoft's IIS (Internet Information Server) 4.0 is free, although it requires NT
Server to run. Seamless integration into the NT environment and the ASP (Active Server
Pages) application engine make it a formidable power. Microsoft Internet Information
Server complies with the HTTP 1.1 standard, including features such as PUT and
DELETE, the ability to customize HTTP error messages, and support for HTTP headers.
Also, with support for Virtual Host Headers, you can run many Web sites on a single
computer running Windows NT Server. This is critical for most Internet Service
Providers, and useful for corporate intranets that want to host multiple intranet sites on
the same server

Enterprise Server 3.5.1 from Netscape Communications Corp. offers performance
on par with IIS, as well as native database connectivity, CORBA Common Object , Java,

32




and a number of other tools for extending its server capabilities. Its cross-platform
consistency is an especially big win for today's mixed environments.

OReilly and Associates Inc. WebSite Professional 2.0 offers many of the
extensibility hooks found in IIS and a good bundle of tools for Web server administrators.
While the product has improved much since the prior release, the competition seems to
have surpassed WebSite on most fronts.

Turning to Unix, Netscape and The Apache Group are at the forefront. The
consistency of Netscape's implementation across various platforms, before we even get
into some of its terrific features, is a big plus for heterogeneous networks serving Web
content from a variety of platforms.

The Apache server delivers the ultimate in flexibility and extensibility. Its
modular design allows a Web administrator to build an application-specific binary,
specially suited for the requirements of that installation. There's no sissy GUI or other
hand-holding with Apache, and the end users' level of technical expertise usually makes

- these unnecessary. [LAN, 1998]

Tables 3 and 4 show the price comparison between Netscape Fast Track and
Microsoft Internet Information Server. This prototype is developed using Windows NT
server 4.0 as a server and Microsoft Internet Information Server 4.0 as a Web server with
IP Address 131.120.178.243.
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T FASTTRACK

'SERVER FOR

| WINDOWS 95 |

PEER WEB
FOR NT.WS

- NETSCAPE
FASTTRACK

| SERVER

. NETSCAPE
'ENTERPRISE |
- SERVER & | =

| MICROSOFTTIS 4.0

Operating System

Windows 95

$209

NT Workstation 4.0

$319

$319

$319

NT Server 4.0

$809

Web Server

$295

Free

$295

$995

Free

Content Creation,
Application
Development, and
Management Tools

Netscape Navigator
Gold 2.0

Free

Free

Free

Microsoft FrontPage

$149

Free

Netscape LiveWire

$200

Netscape LiveWire
Pro, which includes:
All LiveWire
functionality
ODBC and native
database
_connectivity
Informix On-line
Workgroup Server
for LiveWire
applications
Crystal Reports

$695

$495
(with Enterprise
Server)

MS Visual Basic

$499

$499

MS SQL Server

$849

Internet Database
Connector License
for SQL Server

$2995

Technical Support

Free installation
and setup

$450

Free
installation
and setup

Free installation
and setup

$450

TOTAL

$704

$1417

$1309

$1809

$5602

Table 6. Comparison Web Server [Gandhi, Hsieh, Miao, and Williams, 1997]
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... SERVER .| 10CLIENTS ‘| 100 CLIENTS . | ' :1000 CLIENTS ‘| 10,000 CLIENTS

Netscape SuiteSpot $4,410 $ 8,140 $ 32,905 $ 230,395

Microsoft BackOffice $4,889 $23,998 $170,199 . $1,296,000

Table 7. Netscape and MIIS per clients [Gandhi, Hsieh, Miao, and Williams, 1997]
3. Web Browser

Web browsers are client programs used to access web sites and pages. The web
browser has the job processing received pages, parsing HTML code, and displaying the
page to the user. The browser will attempt to display graphics, tables, forms, formatted
text, or whatever the page contains. The most popular web browsers now in use are
Microsoft Internet Explorer, Netscape Navigator and Mosaic. Unfortunately these web
browsers support different HTML tags. The same web page often looks different on
different browsers because every browser renders and displays web page objects
differently. For this reason it is better to test web pages using multiple browsers to ensure

the final output appears as intended. [Forta, 1998]
4. Middleware

An intranet is similar to client/server computing concept. The client server
computing is a type of network relationship in which a node runs front-end (client)
software to access the software running on a server. [Schatt, 1996]. The are three
building blocks of client/server computing. The client, the server and the middleware
[Edwards, Harkey, and Orfali, 1994]. The client handles the user interface, translates the
user's request and sends the user request to the server. When the server responses, client
presents present the results to the user. On the other side, the server listens for the client’s
request and processes it then returns the result back to the client. The middleware
building block runs on both the client and server sides of an application [Edwards,
Harkey, and Orfali, 1994]. Microsoft offers Active Server Page (ASP) to connect legacy
database to the web browsers. While others have different approaches such as ColdFusion
application server from Allaire Corp, Tango from Everyware Corp, and Common
Gateway Applications (CGI) as the first middleware created using Perl language. For the
purpose of the prototype two types of middleware are discussed:
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a. Active Server Pages

An extension of Microsoft's Active Platform suite of technologies, Active
Server Pages exist in order to give web developers the choice between server-side or
client-side, parsing when dealing with web scripting languages such as JavaScript/Jscript
or VBScript. In many instances, it is preferable to have these scripts run on the server, so
that they can access data which is local to the server (as in the case of a local, dedicated
database system), and present web pages to the client as standard HTML. This data can be
viewed with any web browser regardless of whether or not the browser itself supports the
scripting language. Clearly, this makes the delivery of dynamic web content much more
flexible, allowing for greater personalization and fresh content. [Powell, 1998]

b. ColdFusion Application Server

ColdFusion from Allaire Corp. is the component of the ColdFusion rapid
application development system that provides the foundation for integrating browser,
server, and database technologies into powerful Web applications. Application Server
offers comprehensive support for deploying scalable Web applications and integrates with
ColdFusion Studio, the visual development environment for CbldFusion.

ColdFusion gives professional developers a powerful tool for creating
dynamic Web applications and interactive sites. Unlike other approaches to Web
application development, ColdFusion uses a flexible server-side markup language that
seamlessly integrates with HTML called ColdFusion Markup Language (CFML).
[Allaire, 1998]

Language (CFML) in addition to HTML. CFML gives the ability to
control the behavior of applications, integrate a wide range of server technologies, and
dynamically generate the content that is returned to the Web browser. When a page in a
ColdFusion application is requested by a browser, it is automatically pre-processed by the
ColdFusion Application Server. Based on the CFML in the page, the Application Server
executes the application logic, interacts with other server technologies, and then
dynamically generates an HTML page which is returned to the browser. The diagram
below (Figure 7) shows what happens when a Web browser requests a page in a
ColdFusion application. .

When a user requests a page in a ColdFusion application by submitting a
form or clicking a hyperlink, the user’s Web browser sends an HTTP request to the Web
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server via the Internet or Intranet. The Web server passes the data submitted by the client
and the requested page to the ColdFusion Application Server either through a server API
or CGIL ColdFusion pages are automatically compiled and cached in memory, so
processing is very fast and scaleable even under high loads.

ColdFusion reads the data from the client and processes the CFML used in
the page. Based on the CFML, the ColdFusion Application Server executes the
application logic and interacts with a wide range of server technologies. ColdFusion
dynamically generates an HTML page and returns it to the Web server. The Web server
returns the page to the user’s Web browser (Figure 8). [Allaire, 1998]
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Figure 8. ColdFusion Diagram. [Allaire, 1998]

- According to Powell [1998] Allaire's ColdFusion and Microsoft's Active
‘Server Pages (ASP) are two high-end tools contesting for market share in the professional
Web application development arena. In the summer 1998, Microsoft came out with
Version 6.0 of Visual InterDev as a Web application development software. Allaire Inc
also released ColdFusion 4.0, sets the stage for a rematch in this battle of the
heavyweights. Powell’s team installed the application servers on a pair of Pentium II-
300Mhz servers with 128M bytes RAM running Windows NT 4.0 with IIS 4.0. Access
and SQL-Server databases were installed on the same server. The sample application
included static HTML pages, database generated pages, basic JavaScript for update form
validation, a local search engine and graphic navigational elements.
After working with both development environments, they found that

Visual InterDev excels in management of the site development process and scripting. But
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ColdFusion Studio, Allaire's IDE for ColdFusion, has the edge over Visual InterDev with _
respect to HTML coding and basic database integration. This time, ColdFusion's
improved coding tools and database connectivity features make it the overall winner.

As for the application servers themselves, ColdFusion Server now is ahead
of ASP. Allaire's new version of the application server addresses performance and
scalability issues on almost every level. To improve database access speed, the Enterprise
version of the ColdFusion server now supports not ohly Open Database Connectivity
database connections, but also OLE databases and native drivers for Oracle and Sybase,
as well as stored procedures. Actually we don't need to choose between ASP and
ColdFusion because we can use both products on a single site, although we can't run them
on the same page. ASP is an NT-centric environment, while ColdFusion Server runs on
NT, Solaris and soon, Linux.

The best approach may be to exploit the strengths of each product. For
many, the choice of one technology or another boils down to familiarity or personal
preference. For the purposes of this prototype I use ColdFusion Application Server 3.1
and 4.0 running on Windows NT 4.0 with Internet Information Server 4.0.

5. Database

A database is a centralized place where information of all kinds is stored.
Databases simplify the collection and maintenance of data and facilitate querying and
displaying data in a wide variety of formats. The actual data in a database is organized
into tables, which are collections of information that relate to a particular topic. Each
table has many fields, each of which is a particular type of information, such as a first
name, address, zip code and phone number. Using tables, a lot of information that is
related in simple or complex ways can be organized and managed. This database might
have a table called 'tblPersonnel’ that contains fields such as the person’s first name, last
name, rank, ID number, address, city, state, zip code, and phone number. The most
serious problem with the database is data integrity. A collection of data has integrity if
the data are logically consistent, that is, if they mesh together logically. If data items
differ, they will produce inconsistent result (Kroenke, 1997).

Microsoft Access database as a relational database management system provides
the easiest way to relate tables in logical way so the information can be presented
efficiently [Prague and Irwin, 1997]. Multiple tables simplify data entry and reporting by
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decreasing the input of redundant data because not all the records have all the values.
Also by separating data into multiple tables within database, the system is easier to
maintain because all records of a given type are within the same table.

| The strategic rationale for distribﬁted databases is not solely to save money,
improve reliability, or improve performance but to position the I/T data assets so that they
can endlessly reconfigure themselves in harmony with constantly shifting business
environment diversity. It is desirable to evaluate the impact of life-cycle database
maintenance on the design. Is the design easy to evolve with the changing times and
circumstances, or having built this design, are you stuck with it and have contradicted
your own intent? There are basically five actions that can be taken against the scenario
database designs and their internal objects: [Boar, 1996]

e You may wish to add new objects (e.g., data elements, tables, partitions,
replicated databases, etc).

¢ You may wish to modify existing information objects (e.g., change the size of data
element or the data type of a data element).

e You may wish to delete information objects (e.g., remove a data element or a
table).

e You may wish to resize the objects (e.g., resize partition).

e You may wish to move the objects (e.g., change the physical location of a

replication database).

D. ORGANIZATION WILL POWER

1. Change

When we think about change we focus on the need to create a vision and strategy
for the change. But even more challenging is what follows the strategy and vision; this is
the implementation in which three broad roles involve:

a. Change Strategies

Change strategies is the early work that should be decided before change is
started. Upper management identifies the need for change, creates a vision of the desired

outcome, decides what change is feasible, chooses who should sponsor, and defends it.
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b. Change Agents

Change agents are the CIO and an intranet team who make change happen
by managing the day to day process of change. They must respond to the vision from

above and the responses from below.

c. Change Recipients

This is the largest group including those who must adopt and change. They
determine whether the change will hold. [Jick, 1995]

Change does not occur by following a-well-defined path; rather it is a laborious
journey on hands and knees toward an elusive goal with many wrong turns and missed
opportunities. Only rarely does an organization know exactly where it is going and how to
get there. No matter how much thought has gone into the change effort, there will be
unforeseen external, uncontrollable and powerful forces that will have a profound impact

on the success of the change effort.
2. Reaction to Change

No organization can institute change if its staffs will not, at the very least, accept
the change. No change will work if the whole organization does not help in the effort to
accept the culture change. In fact, the staffs who have the power to transform every niche
of organization need to reach the change. There will be reaction to change from staffs at
Iswahjudi AFB when they have to deal with the new information system. According to
Jick [1993], there are four stages in which the organization will face when there is a

change in an organization.
a. Shock Stage

The first phase what is called “Shock” stage. The staff members are afraid
to loose their jobs. They will feel unsafe and timid because they have to do things in a
different way. They have to learn a new thing in order to succeed but it takes time.

b. Defensive Retreat Stage

The defensive retreat makes the personnel uncomfortable because they feel
the commander or chief information officer is always around them to watch what they do
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with the new thing. The crews still have the conventional feeling of working with papers
and typewriter or phone for communication. They are not used to sharing information.
The fear of sharing information is one of the most difficult disadvantages to deal with.
Intranets scare those middle managers who always have hoarded information and refused
to share it with their subordinates. These managers are afraid that their jobs are in
jeopardy if everyone has information [Hills, 1997].

c. Acknowledgement Stage

The third phase acknowledgement where the personnel begin exploring the
pros and cons of the new situation. Each “risk” that succeeds builds the confidence and
they are ready for the final gate. The leader should learn that cleanfng up and changing
operations was not just a matter of fighting but also of winning respect, helping people
accomplish improvements. If the upper management works well the organization will feel
that the upper manager support them to make their life easier. They acknowledge what

the management does for the organization accomplishment.
d. Adapt and Change Stage

The final phase is called “adapt and change.” In this phase, the staffs feel
the effort comes into its own. They adapt the new way of thinking and working. They are
back to high gear where they belong before. There will be a growing sense at the
organization that change was possible.

3. Action Plan

An intranet represents a significant departure from computing paradigms that have
prevailed for the last 15 years. And in breaking the paradigm, they open up new
opportunities for enterprises (the now popular intranet term is "intraprise”) to change the
business practices. [Gregory and Reingruber, 1996]. This paradigm will have the payoff
when the managers manage the result, not people and empowered people are not afraid to
try new things. To make sharing and cooperation become the norm, become the culture of
organization, and cross-functional teams will become the way of doing projects in the
future needs to develop an adaptive culture. There are four steps suggested by Baxley
adapt the culture change [1996]:
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a. Internalize the Organizational Vision and Values

Iswahjudi AFB has a vision, values, and shared beliefs that affect people's
behavior. In an adaptive culture, staffs not only understand the vision but also act on it.
This makes a real difference in how they do their work. To achieve this level of
personnel activism, one method is to tie people performance evaluations to the goals of
the organization, the operation units and the IT department. Another is for IT executives
to internalize the vision and values and demonstrate them in their deeds.

b. Communicate

In some cases, people are confident in their IT leadership, sometimes
simply because they understand and agree with the company's vision and direction. The
CIO as the change agent should make Iswahjudi adaptive culture strong by initiating top

down communication.
¢. Be Externally Focused

IT department should develop a strong external focus. Do not be too busy
talking to each other and play with the new toy. All command under Iswahjudi AFB

Commanding Officer need to become leaders who can empower the whole organization.
d. Encourage Innovations and Appropriate Risk-Taking

In this situation, people are generally afraid to take risks because of the
fear of failure and punishment. In an adaptive culture, staffs are willing to take risks and
think creatively. Encourage the people to take risk as long as it is considerable. Since
crews are more in-tune with the vision, they know in their hearts the right risks to take.

The quantum leaps of improvement can occur as a result of these innovations.
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VI. INTRANET PROTOTYPE FOR ISWAH]JDUI AFB

A. BACKGROUND

Record numbers of personnel are generating a surge in the Indonesian Air Force
chain of command at the Iswahjudi AFB. The information flows slowly because the data
for every activity are kept in separate places. Iswahjudi AFB does not have advanced
computerization. Manual paper work is still common and familiar in all aspect of
activities. Most data are available in flat files including the personnel records. In the past,
a flat file from word processor or spreadsheet was used to provide a means of looking up
individuals and viewing their personnel status over time. This file was of limited value
because little to no personnel information was contained in the record. More over, the flat
file is difficult to maintained and updated. Few individuals actually used this file because
it went out of date and became obsolete.

Over the years there has been a continuing need for a file that would not just do
what the previous file did but would support a host of other user requirements such on-

line transaction using Web browser. This prototype is meant to choose the right
middleware to integrate data files using web technology. The database will consist of all
personnel records from eleven divisions at Iswahjudi Air Force Base. This enables users
to store, modify, and pull out information from the database. It will affect how quickly
and flexibly the data can be extracted as useful information. The DBMS includes form
and report to enables users to enter data and get the output respectively. This prototype
includes the integration of database using web technology to front-end so the data input
and/or output can be done using a Web browser on an intranet. Security will involve PCs
and servers that have both LAN and modem connections. It is designed to limit damage
to the corporate LAN through modem connections. One way is to use passwords for
access to input or update by authorized personnel only. The other users will be able to
query the database but still need the password because the data are confidential to the
military operation.

B. DATABASE MANAGEMENT SYSTEM

The author used Microsoft Access Professional 7.0 as the Database Management
System. There are three databases used to build the prototype. The first database
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maintains all the personnel records. The other two databases are used to handle the
authentication for the user to access the database on-line using Web browser. The purpose
of building three separate databases is to make sure each database does not interfere with

each other during transaction.
1. Personnel Database

The personnel database consists of 25 tables to hold all personnel histories for
eleven divisions. A complete listing of the tables and relationship are in Appendix A. To
simplify updating and managing data entries there exists one or more tables for each
entity. This database has 70 forms to facilitate data entry and obtain the reports. The
familiar interface is built to make this database as a “stand alone” package. Database
queries are automated through self-explanatory menus that issue a query and produce
reports at the click of a button. Later in this chapter the author will explain the on-line

transaction using middleware.
2. Authentication Database

There are two databases built to handle authentication in on-line transaction:

a. Administration Database

Administration database only has one table to handle authentication for
on-line transaction. The table contents all the usernames and passwords to gain access to
the Iswahjudi database main page. The values in the attributes username and password are
compared to the login name and password entered by the user. If both user entered values
match those in the user table, access to the main page is granted otherwise the message

’try again” will appear.
b. Data Entry Database

Data entry database also has one table to handle authentication for on-line
transaction. This table provides the access to data entry page for personnel records, flight
hour data entry, and personnel detail data. The purpose of this authentication is to give
only to specific users access for data entry and personnel detail. This authentication is

used as the second barrier to the database.




C. WEB ACCESS

In the Web’s architecture, the browser comprises the GUI tier; the Web server is
the middle tier containing application logic with ties to back-end databases; and
application servers are the third tier [Hill, 1997]. Users only need Web browser that has
familiar interface to access database. By using Web access to database, the client machine
does not need database networking software. Web also makes information available to
anyone on an intranet without worrying kind of platforms are used.

The interaction of database to the Web browser, ColdFusion Application Server
4.0 plays the major role. The ColdFusion Application Server integrates the Web server
(Microsoft Information Server 4.0) with the ODBC (Open Database Connectivity).
ODBC driver is needed for database interaction. The ColdFusion Application Server runs
as a multi-threaded system service and handles all the dynamic processing. HTML
(Hypertext Markup Language) is used to allow users to specify links to documents inside
Iswahjudi intranet. These links specifications are then interpreted by a Web browser
which enables users to access pages as universal clients. A web browser can do all this
with the single click of a mouse. Besides, the document has “hyperlink” from any
document to any number of other documents or data files distributed across a network.

File structure is on Appendix B.
1. Mainpage

Iswahjudi mainpage (Figure 9) is the main gate to entire sites at Iswahjudi AFB.
Microsoft Front Page 98 is used to build all the pages. From the mainpage, user can tailor
the information provided by using buttons and hyperlinks. The hyperlinks will bring the

user to specific page including the search engine.

45



You are now entering Military Institution "Iswehjudi AFB ", Use information available wisely,

Surfing this page require you to maintain nettiquette.
Any question or suggetion ,please inform us,

[ {ES Tocamhanstzone

Figure 9. Iswahjudi Main Page
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We are at the first line of opposition to any possible disturbance to =
the people's safety, public order, domestic security, and anypossible external :
threat to national independence and sovereignty of

Republic of Indonesia. &

& e 3 Wk

What's New.

Figure 10. Iswahjudi Hyperlinks
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Iswahjudi AFB
Discussion
Forum
Database ID
Database Eng
Exchange

ID Student
Local Search
Help

% Personnel

% Logistics

Any question or suggetion pleass inform us

Global Search Engine

_ |Altavista

=] [ SEARCH

Capyright 1988 42 Desins Yieod A6l Right Rarervad

DESIGHER

Homepage: 4B Design VInc
Phone: (0351) 869 - 274

Figure 11. Iswahjudi Hyperlinks cont’d
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2. Search Engine

Search engine for this intranet uses Verity’s Search97 technology which is
integrated with ColdFusion Application Server. It supports for searching binary file
format such as word processing files, spreadsheet, text-based files. Verity’s search
functionality centers around a concept of a collection. A Verity collection is, quite simply,
a mass of documents that Verity tracks and makes searchable [Forta, 1998]. There are
four pages to handle this search engine. The search form, result, index, and openfile.
Before the user can find specific files the Verity collection should be indexed.

@ hitp://archie/iswahjudi/iwisearch/IswahjudiS earchE ngine_VSearchForm.cfm :V”]

Keywords: |

Max Rows: ]10 v[

Figure 12. Iswahjudi Search Engine
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3% Iswahjudi Search Engine - Search Results

Netscape

1 0.9999
0.9992
0.5771
0.9352
0.9115
0.8907
0.8792
0.8351

0 N U A WwN

9 08169

10 0.7967

MICROS~1.00C
CORCOM.DOC
MSMONO~1.DOC
Case3.doc
Competdoc
MICROS.DOC

chpt9o.html
Caseb.doc

Case8.doc

thlcont.htm

Microsoft is the most successful, widespread software company on the planet
Object News Home

DO3J versus Microsoft
The Death of Competition

Intranet Organization Chapter 9
What should DODis distributed systemis middleware strategy?

In ITSG, Audio processing services as well as Document processing services, Electronic publishing
services, Geographic Information System (GIS) services, and Video processing services are part of
multimedia services

Networking Course Table of Contents

%%

Figure 13. Iswahjudi Search Engine Result
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3. Discussion Forum

Microsoft Front Page 98 has the facility to accommodate discussion forum.
swahjudi discussion forum is used to discuss everything from general to specific. Access
to discussion forum does not need passwords so everyone can post his message and

anyone can answer it. This discussion forum is similar to Newsgroup.
4. Database

Before building Web pages for database on-line transaction, Microsoft Access
database should be registered to ODBC. ColdFusion recognizes this registered database.
ColdFusion Application Server provides a wizard to build data entry or query pages from
tables and queries in a database. Actually, we do not need to build fancy database to make
it available on-line because ColdFusion builds applications by combining standard
HTML with a straightforward server-side markup language, the ColdFusion Markup
Language. ColdFusion is an ODBC client so it uses standard database language SQL
(Standard Query Language). In Microsoft Access, ColdFusion uses Access driver. In fact,
most of codes implemented in CFML tags are standard SQL as seen in Appendix C.

Database on-line transaction Supports SQL queries or other interactive retrieval,
display, and updating of database information. When users access database page, they are
required to pass the usernames and password in Login page. Not all the users can make
data entry or query the database, it depends on an authorization listed in authentication
database. This on-line transaction also available for record updated. When user makes an
entry to a database, user IP address and time when user makes an entry will be logged and

e-mail will be sent to administrator.
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[5 3ndaEe9EBSE -

Database Iswahjudi

ENTRY SEARTE
Adding Personne] Stetus Personnel (Table)
Flight Hours Entry Status Personnel (Java Applet)
Feed Back Persennel Detail
Flight Hours
Personne! Directory
Next Rank Date
Birthday
Married Status
LINK
Designer Iswahjudi
Iswahjudi Search

Homepage: AB Design VInc
Phone: (0351) BEY - 274
E-mail: Co-Founder
Address: Iswahjudi AFB Madiun 63392 Indonesia
Present: NPS

AT oo i oy
R Gt SRR
LR s 3 PRI LA

¥l

e
Toppian 148 AE Daign VI All Ugtt Reveryers

Figure 14. Iswahjudi Database Main Gate

This prototype includes all the personnel reports as we can see from Figure 15. On
the left frame, there are three choices for data entry, data update, and data query. When
user clicks on one bullet in data entry, hyperlink will bring user to the entry page where
the user can add records. While the button under data query is used to query the result or
other transaction such as detail personnel data, rank history, military education, etc. Other
page has the ability to delete the records from database (Figure 16) but this feature should
be implemented very carefully because once the record has been deleted from database,

the user can not undo the operation.
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Iswahjudi Database-Lengkap - Microsoft Intemet Explores

Detal A UQ
Rank  AUQ
Dy  AUQ
MiEd  AUQ
cvEd AUQ
Meit  AUQ
Relatives A U Q
Heath AUQ
Phone AUQ
Emal AUQ
Fight AUQ
Jumping A U Q
Discipline A U Q
Criminal A U Q

Qg Archie Arpega - Air Squad #3

ISWAHJUDI

et e

Directior:

Please choose from menu on the feft:

- A=Addmg Records {ADD}

- Y= Lpdate Records [UPDATE)

w  Q=Duery Recards {QUERY}

Co,':\,r'ghl 1938 A8 Daian VIne® AII °|g'a Recerved

Figure 15. Data Entry and Drill Down Query
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|_CHOICES

[Edit OR Delete.

[Edit OR Delete:

ILogistics FOB2 _Edit OR Defete!
{Train Squad #103 FOB7  Edit OR Delete,
/Arbi Romoranck FOB1  [Edit OR Delete|
{Archie Arpega FOB1 _[Edit OR Delete.
;;EArmando FOB1 iEdit OR Dslete’
{Armando Soga FOB1 _ [Edit OR Delere
larsad  Delete

‘Arumaroka

ok

Logistics

F0B2

Add Personnel

JEdit OR Delete;

NUMBER OF PERSONNEL = 11

Wednesday, 03 February 1993, 22:56:21

I~

Back =

Next

Figure 16. Add, Update, and Delete Page
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@ Archie Arpega - Alr Squad #3

Detal AUD
Rank AUQ
Duwy AUQ
MIEd AUQ
CwEd AUQ
Met  AUQ
Relatives A U Q
Health A UQ
Phone A UQ
Emal AUQ
Fight  AUQ
Jurmping AU Q
Discipline A U Q
Crmiral A UQ

Detail Records of Archie Arpega

NAME :
RANK :
CORP :
SNID:
DIVISION :
POSITION :
STATUS :
TITLE :
DATE DUTY :

OFF PHONE :
HMO PHONE :

Archie Arpega
Letkol

Prb

516256

Air Squad #3
Komandan
FOB1

sD

11 March 1995

1986

Wednesday, 03 February 1999, 22:53:56

Figure 17. Detail Personnel Records
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[¢-»-BRRAARBSR[HBHH

ISWAHIUDI

CORP
POSITION
DIVISION
STATUS

MaX ROW

AR ARSI st LA PN 05

~d-

Figure 18. Typical Query Form
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_ Kadislog

2 ino iKolgnel. B Logistics
3 [amrullah Asnawi ‘Mayor | {Kasiharpes |Logistics
4 Somnyarto Kapten |TEK 502132 [Kasilogic |Logistics
;]5 '''' Isenen Lagi iLetda {TEK 565666  |Logistics [Logistics
6 Harmono Rusman Letda TEK 486556 isti

ukangBarang

ITEK !

JLobo {Prada

jair Squad #3

AIr Squad #3

J|Air Squad #3 ¢

Alr Squad #14

14 lupala Train Squad #103FOB1 ;
(15 konata ! Train Squad #103[FOB1 :
X H £
: i &
&
NUMBER OF PERSONNEL = 26 7 ,
Friday, 15 January 1999, 06:47:03 o
[«]  Back [l next £

Figure 19. Query Result
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D. TRAINING

What makes the Web browser so useful is that it is intuitive and requires no
training: just point and click. Except for the persons who operate personnel database as a
stand alone application. Iswahjudi personnel database has an encouraging graphical user
interface that make it easy to administer. However, trained administrators and webmasters

are needed to maintain the whole intranet.

E. SITE MAINTENANCE

Probably the best way to manage an intranet may be to have an internal vanguard
team that functions as consultants and advisors to the rest of the organization on web
technology. It is likely that such a tearﬁ might be assembled from the ranks of IS, network
services, or other groups that have an IT orientation. Or you may want to pick individuals
from various disciplines, such as technical communications, marketing communications,
database services, corporate communications, and IS. [Bernard,1997] The
responsibilities of an internal vanguard team could be quite diverse, but would probably

include:

e promoting the use of web technology within the organization

o helping train employees in how to use the technology;

e developing standards and templates for web page design to promote a more
consistent interface and level of quality

¢ developing standards and templates for offline tools that feed content into the
web

e researching and recommending productivity tools that will help automate web
publishing and programming functions

¢ dealing with software licensing and distribution for various common web
tools, such as browser and servers

e cvaluating and critiquing the contribution of different departments to the
overall Web

e answering questions and providing support functions such as a 24-hour help
center or on-line discussion groups where people can get their questions

answered
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advising departments on innovative ways to apply web technology to specific
applications '

providing the technical expertise where needed to develop more advanced
applications such as interactive forms, CGI programs, and database integration
keeping track of changes in the Web, possibly by certifying Web sites or
providing a registration form

creating and maintaining high-level menus or search tools that provide a
centralized path for accessing all Web resources

assisting in managing the overall Web, including broken link analysis and
usage reporting

an internal consulting group set up to perform these tasks can help promote
organization goals without creating a centralized bureaucracy. At first it may |
be that such a group exists independently of IS, since in many cases an
Intranet is considered a foreign concern to IS. It may be that someday this
evolves into a department that actually swallows the IS function completely
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VIL. INTRANET SECURITY

A. THE STATE OF SECURITY

The security of organization computer network is a term that has both a business
meaning and a technical meaning. Security depends on proper administration of systems,
client and server, as well as observation of related business procedures, physical access
control and audit functions. Today's corporate networks are built from many different
computer and operating systems. Operating systems are working together and many times
open links from a system to another do exist. Thus a break-in into one system may give
access to another systems also. Two small security defects in different systems that look
very harmless alone can lead into great security threat when put together in a certain
environment [Laamanen, 1998]. By opening a host system to Web users means being
ultra-prepared and never letting down the guard. in addition to that, organization must
impose guidelines for themselves and their employees to prevent from improper use of
technological resources. Many times because there are no guidelines so no one knows
.what is right and what is wrong. The most network break-ins come from inside the
organization. It gets more dreadful when considering that more and more sensitive data is
traversing organization Web sites. Especially when integrating an intranet with a legacy
system - a host typically loaded with highly confidential, proprietary organization
information - that fact gets downright frightening [Blass, 1998]. To understand security
means we must understand the points of vulnerability.

Security strategies should not be based on current or future products or
technology. They need to be based on the functional needs and risks of the organization.
The toughest part of developing a security strategy is determining what needs to be
secured, and from whom. Security is not free. Every time the security level is tightened,
the organization pays in terms of increased complexity of access, increased response time
and reduced communication. As stated above, security is a balance of value, risk and
practicality. Before developing a strategy it is important to understand something about
the concept of risk. [Tellen, 1998]

As Intranets become the primary computing infrastructure in organizations, the
issue of availability becomes increasingly important. In a very real sense, the network
now is the computer, and all the requirements we had for single image systems apply to
the distributed systems and network interconnections that make up the Intranet. If a part
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of the system between the user and the information the user needs is not working, the

enterprise function in which the user is engaged is in jeopardy.
B. INTRANET SECURITY

When an intranet is connected to the Internet, an intranet becomes more
vulnerable. In olden days, brick walls were built between buildings and wood houses so
that if a fire broke out, it would not spread from one building to the next. Quite naturally,
these brick walls were called firewalls. In today's modermn networks, such as the Internet, a
similar approach can be used to guard the valuable network resources against the hazards
("fire") that result in loss of competitive or other vital information. The devices that
prevent the network and resources from this "fire" on the outer "walls" of the network are
called firewalls [Anan, 1998].

Firewall is hardware and software combinations that block intruders from access
to an intranet while still allowing people on an intranet to access the resources of the
Internet. Servers and routers are the primary components of firewalls. Most firewalls use
some kind of packet filtering. In packet filtering, a screening router or filtering router
looks at every packet of data travelling between an intranet and the Internet [Gralla,
1996]. Routers play a major role in firewalls. Routers are the first filtering from the
Internet to an intranet. Every transaction from both sides must pass the routers.

Proxy servers are another important tool in the fight of intranet security. They
allow people on an intranet to get to the Internet resources but proxy servers act as a kind
of go-between. The proxy servers evaluate the request against authorization database and
if the request is acceptable, the proxy contacts the Internet. The returning page also passes
through proxy server from the Internet and passes it to the person who requested it. Proxy
server also can keep a record of all transactions, and provides a trail to track any kind of
attacks. [Gralla, 1996}

Another kind of server for intranet security is a bastion server. A bastion server is
configured especially to resist attacks. Frequently, it is put on its own subnetwork, known
as a perimeter network. That way, if the bastion server is attacked and broken into, an
intranet is still shielded. [Gralla, 1996]

Finally, viruses are a major concern to organization running an intranet. Viruses
can naturally spread between different operating systems. They can reproduce always
when the application is started. Of course the file system permissions can be set in such a
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way that the harm will be minimized. Viruses are usually spread between users through e-
mail attachments or unknown resource software. Administrators should be on the look
out for a new strain of computer virus that can wreak havoc on the networks [Burns,
1999]. Remote Explorer virus is the first new class of virus that can readily move across
the networks found in January 1999. This virus encrypts executable, text and HTML files
on NT system rendering the files unreadable. Unlike typical virus strains, Remote
Explorer can transport itself from one networked machine to another without the user’s
help. To protect the computers from viruses, administrators should always check for the
new patch from vendors or joint the newsgroups available in the Internet.

The rationale for installing firewall is almost always to protect a private network
against intrusion. In most cases, the purpose of the firewall is to prevent unauthorized
users from accessing computing resources on a private network, and often to prevent
unnoticed and unauthorized export of proprietary information. In some cases export of
information is not considered important, but for many corporations it is a major factor.
Many organizations will want simply to address the problem by not connecting to the
Internet at all.

C. ISWAHJUDI ON-LINE SECURITY

Before opening a Web-to-host link, make sure intranet has been appropriately
secured. This means addressing the issues of authentication, authorization, accounting
and availability - not only in terms of policy but also in practice. For example, require
passwords for all network access. Make guest accounts a thing of the past. Assign each
login ID to one person only. Make sure network activities logged by Web servers are
attributable to specific individuals. One way to meet accountability conditions is using
passwords protected for specific pages. One login ID does not mean full access to the
whole network. ColdFusion Application Server 4.0 development services also provide the
infrastructure for secure remote development across an intranet. It uses Integrated
Authentication System in existing user authentication systems in Lightweight Directory
Access Protocol (LDAP) directories and Windows NT.

Iswahjudi intranet prototype is using two databases to handle usernames and
passwords. The first database controls authorized personnel to access the main page but
the user can only do simple query such as to find out how many personnel are on base or

how many people who got married. The second database is used to authorize the user to
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data entry and detail query. Login ID might be the same but passwords are different, so
only specific user can make data entry to database or access to personnel detail data.

£} Iswahjudi Database - Microsoft Internet _E'x'p!g

| Back < Fpemd | Stop | Seach  Favodes Histoy  Channels | Fuls \
| Addiess [€) htp //archie/database/database him = &1

- T

Please Login

Username [

Passvord [ ’ ULogin ,\'Zl

Enter your wsarname and pasavord o lag into the system.

Copyright 1595 A% Darigr VircS 1t Right Rezer ved

B T

f
Figure 20. Authentication Page

Whenever user accesses ColdFusion pages (CFM extension) via Web browser,
there is one file called APPLICATION.CFM will check the user’s host. This type of
authorization is to make sure the user’s host is within the boundary of the IP addresses
approved by application.cfm. If the user’s host is not authorized, the message
“Unauthorized Host Detected” will come up and the page automatically backs off within
twenty seconds. When unauthorized detected, e-mail will be sent to administrator telling
that there is an unauthorized entry to the page with the user’s IP address, time detected,
and the user’s browser. There is also e-mail generated by ColdFusion Application Server
when there is an unauthorized entry to Coldfusion page. This e-mail can be applied if
organization network has an e-mail server and the name of e-mail server should be
registered to ColdFusion Application Server through ColdFusion administration page.




Below is the e-mail generated by ColdFusion when there is an unauthorized host
detected to CFM page.

Subject: Unathorized Detected

Date: Fri, 8 Jan 1999 21:46:02 -0800
From: detector @abdesign.com '
To: aasnawi@nps.navy.mil

Hi AM.. '

Unathorized Detected at 08-Jan-99 09:46 PM
Client IP address is 131.120.50.220

Client browser is Mozilla/4.5 [en] (Win98; 1)
Virtually,

AB Design Vinc

Copyrighe 1933 AB Des:
=R

Figure 21. Unauthorized Host Detected Page
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D. SECURITY SUMMARY

To reduce the attack to an intranet, Tallen [1998] suggested:

e view security pragmatically, based on the consequences and likelihood of a
failure

e have an official policy and plan

¢ publicize expectations and sanctions

e monitor and audit céntinuously

e visibly prosecute violators

e use outside experts to provide a broader experience base and remove blinders
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VIII. CONCLUSIONS

A. SUMMARY

An intranet makes the information system decentralized. People can access any
information available on-line without knowing where the information is stored. Using
Web technology, people are empowered to deliver information inclusively.
Empowerment is making people help themselves, which means they have knowledge,
tools, and techniques to do what need to be done to make the system work.

An internal web can provide an excellent way to unify the remote operations of an
organization and increase the ease, frequency, and quality of inter-departmental
communication. But this will not happen on its own without careful planning. The
administrator should pay close attention and take responsibility for developing an overall
web strategy. The one fact most agree on, however, is that choosing the right tools is
critical to the success of Web technology environment. When it comes to web technology
selection, as a professional, the application must be transparent to the entire data-sharing
to be considered successful and it must provide added value for the organization.
Working within this paradigm, network must accept information or data and translate it
with guaranteed delivery. |

The need to organize information in such a way using Web technology can
provide a quick answer to a multitude of questions such as human resources, training
schedule, report standard, new event, and etc. Information from such a resource leads to
the reconciliation of long-standing pay and benefit issues. Perhaps the greatest value of
this project is the practical implementation of the on-line database. Database could also
be a reporting system that could produce manpower aggregation useful for official
reporting.

Web technology is not designed for security flawless. When computers are
connected, they are vulnerable to the hackers from inside or outside organization.
Applying security in several layers will make hackers take longer time to break—in. So the
concept of computer security using Web technology must be able to protect the inside
information from unauthorized access. Passwords and IP address protecting scheme is
only small software protection besides firewall and proxy server. An encryption is also

suggested to protect confidential information when it is sent via the network.
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Top management needs to take a strong and active leadership role in developing
strategies to gain a benefit from information technology. The value of information
technology is high today and is expected to be even more important in the future.
Computers are potentially more powerful than ever because they can be linked to virtually
any source of stored information through <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>