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IMAGE Oimage.med for Mathcad Plus 6.0 F. Felber JAYCOR 14 May 1996
Filters, Fourier analyzes, and binary-thresholds an array of detector signal traces to produce an image.
S -READPRN(azowd) N =rows(S) i =0.N- 1K =cols(8)-1 Kk =0.K ps = 10° kHz =10°
Sis a matrixof cols(S) =110 and rows{$) =512

1. INPUT the number of rows in the image R =11
2. INPUT the number of columns in the image C =10
3. CHECK that this quantity equals zero R-C - cols(S) =0 if not, change Ror C.
4. INPUT 0 for top-down scan, 1 for switchback s =1 Defauitis 1
5. INPUT the oscilloscope sampling time in us At =leps
6. INPUT the standard-deviation filter factor a =15 Defaultis 1.5
r=R-1 ¢ =C-1 m =0.r 1 =0.c t =i-At ] =l..§- f S N

! 2 3 (N-1)at
Frequency resolutionis  f, =1.957 *kHz
Noise filter: View any of the cols(S) = 110

S = |ke0 noise-filtered waveforms by changing
B the second index of S in this graph:
for k€0..K

! > ]
sestdeviS¥ )

i—0
for 1€0..N-1 S, 70 0

Ae-S,

P. .0 if I|A| <a-0
i.k

P A otherwise 0 P10 210t 30t aer0? 510

t
1

P

Fourier transform of waveforms:

fl = k-0 fm =1l , L=fl,
for k€0.K
> N Maxi smax(D) K1 =iffMaxi=[ k.0 kmax =max(K1)
FSe— RS> ) o
—_— Max FT signal is in pixel number kmax =70
AFSe |FS! , . L ~3
Max FT signal in that pixel is Max1 =1.94°10 °
AFSoa—O
Max FT signal occurs at frequency fm_ . =201.566 kHz
Memax(AFS)
je=0 View frequencies at which FT signal
. maxima occur vs. pixel number
while AFSJ.<M
jei=1 2'“’”1’ WMT/\NJ\*M !
fl f ’
k0 )
2 fm
ﬂk.l‘—M X
fl 1410° H
l

70




Select lower and upper bounds of frequency filters between 0 kHz and floor! 10 fx l'i =500 kHz

7. INPUT lower bound of frequency fitter lower =198-kHz '

2

8. INPUT upper bound of frequency filter upper =208-kHz

low = floor(lower-(N - 1)-At)

up = ceil(upper-(N - 1)-At) low =101 up = 107

Apply frequency filter to FT: After frequency filtering:
fl =|ke0 me =ﬂk'0 L =ﬂk'l
for k€0..K )
 as Max] =max(I) Kl = 1f(Max1=l.k.k.0f. kmax =max(K1)
FSe-fR(S¥”) ' ‘
— Max FT signal is in pixel number kmax =70
AFS |FS] - o o
0 Max FT signal in that pixel is Maxi =1.94:10 ~
Me—
while m<low Max FT signal occurs at frequency fm_ = 201.566 *kHz
AFS 0 Mean of frequencies at which FT
m maxima occur in each pixel mean(fm) = 203.825 *kHz
mem+ 1 View frequencies at which FT signal maxima occur vs. pixel no.
D= —
2 !
while n=up 205°10° .'
De~n- 1 - (11
Me max(AFS) 210° 1y N
. ! !
=0 0 50 100
while AFSJ.<M k
.o View FT signal maxima vs. pixel number
jJe—j+1
ﬂk.o""fj i |
ﬂ'k.l._Mz
fI I, o001 -
Q =reverse(sort(1)) Q0 =1.94- 10-.3
Linear Array —> Matrix
I = loe0 0 50 100
for n€0..c K(m.n) =I k I I N
JA) = , v = m.
me0 m.(l—s)...s.xr1+(-1)“"'l.,/l'_m‘,Ln m.n n
L2 \2 /]
for me0.r
Im.n"_lm-o-n-R
I

View surface plot before

brightness and contrast filtering:

71




9(a). INPUT number of pixels that should exceed brightness filter threshold p =19
Min =Q, Min =2.90410

9(b). Or INPUT brightness filter threshold directly (untoggie this equation) Min =18
Contrast filter is set 1% above brighfness fiter: Max =1.01-Min

I(m.n) = ]I if I <Max 1 =lm.n) I(m,n):={I if I >Min 1 =I(m.n)
m.n m.n m.n m,n m.n n,r—m
Max otherwise Min otherwise
10. To SET GRID on this contour plot, ! ] 1
(a) click on piot, —'-'===;\\L

(b) click on Graphics, =
(c) click on 3D Piot Format

(d) click on Axes.

(e) under X-Axis, set No. of

Grids and Max. Val. equaito c¢=9
() under Y-Axis, set No. of r T ! =
Grids and Max, Val. equaito r=10

b

_—N W S ~) 00 \p
19

—
L]
w
»
W
(-]

To transform the grid points (x,y) above to pixel numbers k (starting at 0), and vice versa, use these:

To transform (xy)tok: x =0 y =10 Kk =Rx+r- y-(-1)** k=0
oL = - ./k\ _T ! T .\ X =
To transform kto (xy): k.=70 x =floori—j ¥ ———{R'x-———ki-(-l) x=6 y=6
~ )T 200 2

11. SCALE BORDER of final processed image to dimensions of imaged area. Comers of border
correspond to centers of corner pixels.
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RADAR CWD TESTS

Subject 1
Spectral density of subject with handgun (solid) and without (dashed)
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Subject 2
Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

Subject 3
Spectral density of subject with handgun (solid) and without (dashed)
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Subject 4
Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

1-10
8000
| 6000
4000

2000
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Subject 5
Spectral density of subject with handgun (solid) and without (dashed)
I T 1 | |
I > i
0.5 1.5 2 2.5 3 3.5 4.
Frequency (GHz)
Subject 6
Spectral density of subject with handgun (solid) and without (dashed)
I I | I I
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Frequency (GHz)
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RADAR CWD TESTS (CONT.)

Subject 7
Spectral density of subject with handgun (solid) and without (dashed)

1-104 T T T T T T
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Subject 8
Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

Subject 9
Spectral density of subject with handgun (solid) and without (dashed)
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Subject 10
Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

Subject 11
Spectral density of subject with handgun (solid) and without (dashed)
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Subject 12

Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

Subject 13
Spectral density of subject with handgun (solid) and without (dashed)
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Subject 14
Spectral density of subject with handgun (solid) and without (dashed)
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RADAR CWD TESTS (CONT.)

_Subject15 |
Spectral density of subject with handgun (solid) and without (dashed)
1.1 04 T ] T | 1 I
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6000 - -
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APPENDIX A

Fusion of radar and ultrasound sensors for concealed weapons detection
F. S. Felber, H. T. Davis I, C. Mallon, and N. C. Wild

JAYCOR
P. O. Box 85154, San Diego, CA 92186

ABSTRACT

An integrated radar and ultrasound sensor, capable of remotely detecting and imaging concealed weapons, is being
developed. A modified frequency-agile. mine-detection radar is intended to specify with high probability of detection at
ranges of 1 to 10 m which individuals in a2 moving crowd may be concealing metallic or nonmetailic weapons. Within
about 1 to 5 m, the active ultrasound sensor is intended to enable a user to identify a concealed weapon on a moving person
with low false-detection rate, achieved through a real-time centimeter-resolution image of the weapon. The goal for sensor
fusion is to have the radar acquire concealed weapons at long ranges and seamiessiy hand over tracking data to the
ultrasound sensor for high-resolution imaging on a video monitor.

We have demonstrated centimeter-resolution uitrasound images of metallic and non-metallic weapons concealed on a human
at ranges over 1 m. Processing of the ultrasound images includes filiers for noise, frequency, brightness. and conirast.

A frequency-agile radar has been developed by JAYCOR under the U. S. Army Advanced Mine Detection Radar Program.
The signature of an armed person.. detected by this radar, differs appreciably from that of the same person unarmed.

Keywords: Sensor, sensor fusion, concealed weapon. concealed weapons detection, radar, ultrasound. imaging. image
processing.

1. INTRODUCTION

An integrated ultrasound and radar sensor, which will be capable of remotely detecting and imaging concealed weapons,
is being developed. A scenario for the use of such an integrated sensor in law enforcement might be the following. From
an unobtrusive site more than 10 m away, a frequency-agile radar will specify with a high probability of detection (Pp)
which individuals in a2 moving crowd may be concealing metallic or nonmetallic weapons. The radar will hand over the
Jocation tracking data on the concealed weapon to the ultrasound sensor. At ranges up to a few meters. the active ultrasound
sensor will enable a guard to identify the concealed weapon on a moving person with a low false-detection rate. achieved
through a real-time centimeter-resolution image of the weapon on a video monitor. The high resolution and anticipated low
false-detection rate of the ultrasound sensor complement Fourth Amendment bans of unreasonable searches and seizures.

Both the radar and ultrasound sensors will detect not only metal guns and knives. but also such nonmetallic weapons as
ceramic handguns. sharpened stakes. and bottles of caustic or flammable fluids. The frequency-agile radar has been
developed by JAYCOR and tested for mine detection under the U. S. Army Advanced Mine Detection Radar Program. In
field tests it has successfully detected and located 100% of buried plastic and metal mines at ranges up to 15 m. The radar
finds plastic mines. and might also find nonmetallic weapons, by differences in the dielectric constant. The radar and
controlling software will be modified to detect, screen, and locate concealed weapons at 10 m in a moving crowd.

For accurate identification of concealed weapons. the radar will provide acquisition data on detected weapons to the active
ultrasound sensor. Handheld, battery-operated uitrasound rangefinders. available in hardware stores, have over a 10-m range
at low (40 kHz) uitrasound frequencies. High-resolution imaging of concealed weapons with higher frequency (200 kHz)
ultrasound requires high effective radiated power (ERP) and sensitive detectors. We have developed and demonstrated a
novel repetitive and efficient source of high-power, coherent ultrasound radiation suitable for remote imaging in air. With
sensitive ultrasound detectors and high-gain transceivers, this advance makes possible the centimeter-resolution ultrasound
imaging of concealed weapons at ranges of several meters.
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2. SENSOR FUSION

When operated together in an integrated system, the ultrasound and radar sensors will provide for detection at 10 m and
unambiguous identification of concealed weapons up to 3 to 5 m. We expect to achieve high probability of detection (P,
> 95%), while maintaining an acceptably low false-detection rate. The radar-based weapons detector will serve as a bell-
ninger by alerting the operator and the ultrasound subsystem to a possible concealed weapon at a particular location in the
radar field of view (FOV) up to 10 m away. The ultrasound transmitter and receiver will then slew to the suspected location
and provide finer details of concealed objects in its narrower FOV up to 3 to 5 m away. Figure 1 shows the main compo-
nents of the integrated sensor system.

FREQUENCY ULTRASOUND
SYNTHESIZER SOURCE
AD ULTRASOUND
DETECTOR
A
SYSTEM SIGNAL
OPERATOR PROCESSOR
r' N
RADAR
AD RECEIVER
FREQUENCY MODULATOR RADAR
SYNTHESIZER SWITCH TRANSMITTER

Figure 1. Block diagram of concealed weapons detection system and components.

The need for a system that can detect and image concealed weapons in real time has driven the design to include two
complementary sensor technologies. These proven technologies, radar and ultrasound, should provide for high P, and low
occurrence of false detections. Table | summarizes the main characteristics of the two sensors integrated for concealed
~capons detection. The extended range of the frequency-agile radar will provide early warning of concealed weapons and
command the high-resolution uitrasound aperture 10 slew to the indicated individual(s). The best uitrasound image resolu-
tions (1 to 2 cm) will be realized for fixed-site applications. where 60-cm-diameter aperture receiving antennas can be
accommodated. As can be seen from Table 1. the integrated ultrasound/radar approach can address applications of both
long-range (10 to 15 m), early-warning threat detection, as weil as close-range imaging and identification for low faise-

detection rates. _
Table 1. Advantages/trade-offs of ultrasound/radar

An imponant feature in fusing the sensors will be the interface system.
link between the frequency-agile radar and the ultrasound
source/receiver subsystems. This link will provide for radar Propenty | Radar ] Ultrasound |
handover of data to the ultrasound subsystem and also provide
for health and status checks on each subsystem to the operator.  Range 10-15 m 3-5m
Fi 21 ketch of where the various interface links could Resotution A 102 cm
fgure £ 15 a SKEICh Of u Frequency 0.5-4 GHz 200 kHz
be implemented in an integrated sensor. Aperture 60 cm 60 cm
Potental Fixed site, Fixed site. mobile,
3. ULTRASOUND SENSOR configurations mobile handheid
FOV Crowd Body
. . Penetration Excellent Excellent
The heart of the uitrasound sensor is the proprietary ultrasound Nonmezallic CWD Good Excellent
generator. It produces high-power coherent ultrasound Safety Excelient Excellent
radiation, tunable from about 10 kHz (high audible) to at least Social acceptance Satisfactory Excellent
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Figure 2. Block diagram showing system components and potential sensor and signal processing interface linkages.

660 kHz. The electrical-to-ultrasound efficiency of up to 5 to 10 percent is much better than that of commercial
piezoelectric-crystal air-ranging transducers. The ultrasound power is up to ten times higher than the rated powers of
commercial piezoelectric transducers. And unlike transducers. at peak power, this ultrasound source can operate continuous-
ly, and not just at some low duty cycle. The uitrasound frequency, burst repetition frequency. and burst duration are all
tunable. By contrast. commercial transducers have a narrow-band (generally less than 1 percent) resonance in the power
spectrum at some fixed frequency.

With the active ultrasound imaging sensor, we have achieved both diffraction-limited resolution and the theoretical limit
of resolution determined by geometrical optics. In resolution tests. the ultrasound signal was reflected from a 1.6-cm-
diameter cylindrical post over a range r = 1.3 m onto a mirror with a diameter d =13 cm and a focal length f= 8 cm. The
mirror focused the 200-kHz ultrasound at the face of a 200-kHz wansducer. The transducer had an aperture of diameter
a = | mm immediately in front of it. With this setup, the detector was in the far (radiation) zone of the source. The
effective source of ultrasound is equivalent to a narrow slit at the surface of the cylindrical post and at the angle that
produces specular reflection from the true source into the transducer.

According to geometrical optics, the resolution R, of the detector/aperture should be the same as the footprint cf the 1-mm-
diameter aperwre projected onto the post. Under the conditions of our test. the pixel footprint, or geomerricai-optics
resolution, is

1 mm

R=28,= 1.3 m= 1.6 em. n
£ f 8 cm

According to Fraunhofer scalar diffraction theory, the resolution R, given by the full-width-at-half-maximum (FWHM) of
the central diffraction bright spot is

R=1032r=10311™ 13m=175cm. @)
d d 13 cm
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The actual FWHM source width was measured with the ultrasound to be 1.6 cm. which was the same as the resolution limit
of geometrical optics in our test. Our measured source width was slightly smaller than the diffraction limit. though within
experimental error. We performed another ultrasound resolution test at 40 kHz (A = 8.5 mm) and a range of 4.5 m using
a nearly three-foot receiver dish. and measured a diffraction-limited resolution of 5 cm. In any experiment. the larger of
the two resolution limits, R, and R, , should pertain.

4. ULTRASOUND IMAGE PROCESSING

We have produced reasonably good remote ultrasound images of metallic and nonmetallic weapons concealed under clothing
on a human body. And we have demonstrated that when the imaging process is repeated under identical conditions, but
with no weapon. the weapon image is gone. leaving a blank or nearly blank picture.

Because we use only a single ultrasound detector. instead of an imaging array, the imaging process requires a painstaking
pixel-by-pixel scan of the body. Although the ultrasound exposure time per pixel is only about 1 ms, the process of imaging
a concealed weapon and then imaging the control without the weapon lasts 1 to 2 hours. An imaging array of ultrasound
detectors is in an early development stage. When the array of detectors becomes available to produce real-time video
images of ultrasound “scenes”, the image processing will differ substantially from the processing we used for producing
images pixel-by-pixel. In this section, we describe the image processing we actually used for the pixel-by-pixel imaging.

The receiver dish and detector are scanned over a rectangular grid on the body using a semi-automatic x-y positioning stage.
At 200 kHz. the pixel footprint on the body is about 2 cm at a range of 1.3 m. where we have done most of our imaging.
A typical scan might invoive a rectangular grid of 10 to 15 pixels on an edge, with center-to-center spacings at the body
of about 1 to 3 ¢m. .

At the end of the scanning process, our data is one ultrasound waveform per pixel. Each ultrasound waveform has 512 data
points, typically at 1-ps or 2-ps intervals. With about 100 to 200 waveforms, all the data for a single image typically fits
on one 1.44-MB floppy disk. A typical uitrasound waveform for a single pixel is shown in Fig. 3(a). In the following, we
will show the steps we used to process data into an image of a concealed weapon. The image is of a nonmetallic lexan
knife concealed under a wool sweater on an author’s body at a distance of 1.3 m from the ultrasound sensor. The
proprietary ultrasound source was used at a frequency of 203.5 kHz.

We developed an image processing program. IMAGE, using the commercial Mathcad® Plus 6.0 program as a platform.
If the image has nxm pixels, the IMAGE program reads all the data into a 512 by axm array. Then it filters for noise.
frequency, brightness. and contrast.

The noise filtering exploits the fact that our 100-us ultrasound waveforms are much shorter than our 1-ms exposure times.
IMAGE calculates the standard deviation ., of each waveform. Then it sets equal to zero each data point in a waveform
having an amplitude less than some multiple of the standard deviation of that waveform. Of course. the same multiple is
used for all pixels. or else we could produce any picture we like. A filter set at 1.50,,, seems to work best for our images.
If the waveform contains a signal. then the signal is evident as a "localized" puise, as in Fig. 3(a). The 1.50,, noise filter
acts on this waveform to produce the filtered waveform shown in Figure 3(b). On the other hand. if the waveform is just
noise with no signal from a weapon. then the noise pattern is fairly "uniform”, as in Fig. 3(c), and is mosuy eliminated by
the 1.55,,, noise filter. as shown in Fig. 3(d.

A frequency filter in IMAGE works synergistically with this noise filter. IMAGE calculates the fast Fourier ansform of
each noise-filtered waveform. The absolute square of the Fourier transform of the filtered waveform of Fig. 3(b) is shown
in Fig. 4(a). Since low-amplitude noise at 200 kHz was mostly filtered out by the noise filter. those filtered waveforms
not carrving 2 signal have a broad frequency spectrum. A 4-percent-bandwidth filter around the transmitter frequency, as
shown in Fig. 4(b). is adequate to enhance the signal-to-noise. The final image 1s insensitive to filter bandwidth between
about a few percent and 20 percent. The frequency filter is prudent to eliminate spurious noise sources. such as the 60 kHz
noise that afflicts our laboratory, and acoustic noise sources.
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Figure 3. (a) Typical ultrasound signal waveform from a single-pixel 0.5.ms exposure. (b) Same waveform after
1.50,,, noise filtering. (c) Typical waveform from a pixel with no concealed weapon. (d) Waveform of (c)

after 1.5G,,, noise filtering.
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Figure 4. (a) Absolute square of fast Fourier transform of waveform in Fig. 3(b) versus frequency. (b) Same as (a)

after 4-percent-bandwidth frequency filtering.

After the noise and frequency filtering, IMAGE extracts from the filtered spectral density of each pixel waveform. like the
one in Fig. 4(b), oniy a single number, the maximum within the frequency window. These nxm numbers for the image of
the knife are arraved linearly in Fig. 5(a). IMAGE assembies these numbers into a matrix. following the pixel roadmap
from the image scan. A two-dimensional plot of the matrix is shown in Fig. 5(b) and a contour piot in Fig. 5(c).

A brightness filter sets equal to zero all points in the image matrix that are less than a threshoid. The contour plot of
Fig. 5(c), with low-intensity points filtered out, is shown in Fig. 5(d). In this sense. the brightness filter is really a spectral-

density amplitude filter.
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Figure 5. (a) Maximum filtered spectral densities of waveforms versus pixel number. (b) Surface plot of (a)
arranged in image matrix. (c) Contour plot of (b). (d) Same as (c) after brightness filtering.

Finaily. a contrast filter in IMAGE sets equal to a threshold all points in the image matrix that exceed the threshold. The
contrast filter eliminates ultrasound glints, or highly specular reflections. from individual pixels, since they only distract from
the perception of an ultrasound image. The contrast filter threshold is set | percent above the brightness filter threshold
to give the best appcarance of an image in a contour plot.

The concealed lexan knife that was imaged is shown in Fig. 6(2). The final ultrasound image, after processing for noise.
frequency, brightness. and contrast. is shown in Fig. 6(b). The knife and the ultrasound image are depicted in Fig. 6 with
the same length scalc. The box around the image represents a rectangular area at the sweater of 8.89 cm by 24.0 cm. The
image comprises 11 pixels vertically, separated by 0.89 cm. and 10 pixels horizontally, separated by 2.67 cm. (Each corner
of the box is the center of a pixel.)

When the knife was removed from under the sweater. the image taken under identical conditions of the same body in the
same motionless position. and processed by IMAGE with exactly the same filter settings, showed a complete blank. No
pixel signals from the unarmed human survived the filtering. Of the four images of humans with and without concealed
weapons that have been processed by IMAGE. the rate of false-positive pixels (signals from areas of clothing not concealing
weapons) has been less than 2 percent.

The remote ultrasound image of a handgun concealed on an author under a heavy sweatshirt is shown in Fig. 7. The image
and the photograph of the handgun are depicted with the same scale length. This 10x12 pixel image, processed by IMAGE,
had two false-positive pixels. When the handgun was removed from under the sweatshirt, the resulting image showed just
one false-positive pixel. determined to have been caused by a seam in the sweatshirt that was crimped towards the sensor.

S. RADAR SENSOR
JAYCOR has deveioped a forward-looking, frequency-agile ground penetrating radar system (GPR) that can detect and
locate both buried and surface-deployed land mines at a stand-off distance. The GPR is currently mounted on a jeep,

although it couid easily be installed at a fixed site. It is capable of detecting land mines at ranges between 3 and 30 meters
in front of the vehicle. It is currently capable of scanning a path 4 meters wide directly in front of the vehicle traveling

A-6



(a) LEXAN KNIFE

Figure 6. (a) Lexan knife. (b) Remote (1.3 m) nitrasound image of same knife concealed on human body under
wool sweater.

Figure 7. Remote (1.3 m) ultrasound image of handgun concealed on human body under heavy sweatshirt overlaid
on the handgun to same scale.

at speeds of up to 5 kph. but this can easily be modified for a path of up to 10 meters wide (requiring faster processors).
The current system uses approximately 1 kW of electrical power, weighs approximately 91 kg (200 Ibs), and takes up a
volume of approximately 1.4 m* (50 ft®) exclusive of power generation equipment

Frequency-agile radars have an advantage over conventional radars because they use multiple carrier frequencies to

characterize a target. Most targets, including land mines, reflect different amounts of energy at different frequencies. At
a single frequency, many targets may look alike or be totally indistinguishable from the background, also other targets return
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no signal at some frequencies due to nulls in the RF response. Consequently, by using many frequencies. the probability
of detecting and identifying a target is dramatically increased.

The JAYCOR frequency-agile radar uses three antennas. The transmit antenna is in the center and the two receive antennas
are mounted one meter to either side of the transmit antenna. The radar transmits narrow pulses at 36 different carrier
frequencies. Objects in front of the radar reflect a portion of the energy in the pulses back to the radar receivers. The
receivers coherently detect the amplitude. phase, and time delay of the reflected pulses and store this radar reum to be
processed by our signal processing software algorithms.

The software algorithms begin by mathematically increasing the signal-to-noise ratio in the radar return signals. The
magnitude of the radar return is initially used to detect an object. The approximate location of the object is determined by
comparing the time delay of the reflected pulse between the two receivers. Once the approximate location of the object
is known. the phase of the radar return at each receiver is used to accurately locate the object. The spectral density, or
magnitude versus carrier frequency, of the return is used to uniquely identify the object.

The JAYCOR frequency-agile ground penetrating radar system (GPR) consists of three major parts: the radar, the signal
and data processing, and the display system. The radar consists of one transmitter, two receivers, three antennas. one timing
control unit. two digitizers. and one radar controller. The signal and data processing consists of a digital signal processor
(DSP), a master controller, and software. The display system consists of software and a display screen.

The signal and data processing section consists of a master controller computer with a graphics accelerator and digital VO
board. a DSP card containing four i860 digital processing units, and the accompanying software. The software is responsible
for controlling the data acquisition and processing the data. all of which happens concurrently. The data processing software
can be divided into four basic steps as shown in Figure 8. The first step performs the initial signal conditioning and
enhances the signal-to-noise ratio (S/N) of the radar returns through pulse return averaging. This step also provides a rough
estimate of the target range. but no azimuth information. The second step computes the correlation between the right and
left channels to get azimuth information. The third step computes the correlation between the outgoing pulse and the return
signal to accurately determine the target range. The final step is the reduction of false alarms through the classification and
identification of the targets.

Inital .
Data Processing Azimuth Range Redt;?txon
& Cross- Cross- o
Range Correlation Correlation N
Estimate arms

Range Delta ~ 10 ft Range Delta - 10 ft Range Delta ~ inches
Azimuth Unknown Azimuth Delta - 0.7 deg Azimuth ~0.7deg  \
To Marking
System

Figure 8. Software block diagram.
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APPENDIX B

Ultrasound Sensor for Remote Imaging of Concealed Weapons
F. S. Felber, C. Mallon, N. C. Wild, and C. M. Parry*
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P. O. Box 85154, San Diego, CA 92186

*GenCorp Aerojet
P. O. Box 296, Azusa, CA 91702

ABSTRACT

A breadboard ultrasound sensor was developed for remotely detecting and imaging concealed weapons.
The breadboard sensor can detect metallic and non-metallic weapons concealed on a human body under
heavy clothing at ranges up to 8 m and image the concealed weapons at ranges up to 5m.

This breadboard sensor has produced the only remote ultrasound images of concealed weapons ever
published,' including lexan (plastic) knives and a handgun concealed under a heavy sweatshirt at 15 feet.
The remote imaging by ultrasound was made possible by several new technological developments. The
sensor includes a novel, highly efficient source of high-power, tunable ultrasound radiation suitable for
remote imaging in air. Together with millimeter-sized, highly sensitive uitrasound detectors and high-gain
transceivers, these advances make possible the centimeter-resolution imaging of concealed weapons at
ranges between 1 m and 5 m.

The ultrasound images are processed by our IMAGE binary-thresholding program, which filters for noise,
frequency, brightness, and contrast. To be developed is a brassboard sensor with an imaging array of
ultrasound detectors, capable of real-time, video-frame-rate imaging of weapons concealed on moving
humans.

KEYWORDS: ultrasound, sensor, concealed weapons, imaging, concealed weapons detection, non-
metallic weapons, ultrasound detectors, image processing

1. INTRODUCTION

The feasibility of an ultrasound sensor that can remotely detect and image concealed weapons has been
demonstrated. A breadboard ultrasound sensor has imaged metallic and non-metallic weapons concealed on
human bodies under heavy clothing at ranges up to 5 m.

The ultrasound sensor was designed to be integrated with an active radar sensor that would detect concealed
weapons at long ranges. The integrated ultrasound and radar sensors were intended for fixed-site use in law
enforcement and military applications. A scenario for the use of such an integrated sensor in law enforcement
is illustrated in Figure 1. From an unobtrusive site more than 10 m away, an active radar sensor can specify
with a high probability of detection which individuals in a moving crowd may be concealing metallic or non-
metallic weapons. The radar would then hand over the location of the potential concealed weapon to the
ultrasound sensor. At ranges up to a few meters, the uitrasound sensor could image, and enable a guard to
identify, the concealed weapon on a moving person.

The objective of this effort was to develop and demonstrate a breadboard concealed weapons detection (CWD)
sensor that can detect and identify metallic and non-metallic weapons at distances of 1 to 10 m. Figures of
merit for the breadboard CWD sensor include reliability, safety, public acceptability, low cost, and
unobtrusiveness. An additional important consideration is scalability of the CWD sensor to lightweight,
handheld devices.

B-1



B

REM-33393

Figure 1. Artist’s concept of CWD system at building entrance.

The breadboard ultrasound sensor succeeded in meeting the objective and in ranking high on figures of merit.
The sensor has produced the only remote ultrasound images of concealed weapons ever published.l Remote
ultrasound images have been produced of metallic and non-metallic weapons concealed on human bodies
under heavy clothing. The attenuation of ultrasound by a variety of types of clothing from thin shirts to heavy
winter coats has been characterized. The penetration of clothing by ultrasound at 40 kHz is excellent, and at
200 kHz is lower generally by less than 10 dB. Section 4 will show that metallic or non-metallic, hard
concealed weapons return much louder ultrasound echoes than clothed human bodies. Both the low return
from the body and the resolution of the images eliminate concerns about privacy issues that beset certain other
high-resolution CWD imaging systems. The public acceptability of an ultrasound CWD system should be

high.

The safety of the uitrasound CWD imaging system adds to the public acceptance. Ultrasound is generally
considered by the public, the medical community, and regulatory agencies to be benign. The American
National Standards Institute (ANSI) imposes no safety standards for ultrasound, either for effects on hearing,
for tissue penetration, or for thermal effects.*> The Food and Drug Administration (FDA) imposes the normal
regulatory guidelines for the manufacture and use of medical diagnostic ultrasound equipment that it imposes
on any medical equipment. Of course, the guidelines allow unlimited real-time ultrasound imaging of a fetus in

utero.
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The ultrasound images of concealed weapons were achieved through development of: novel, high-power
ultrasound sources; novel, mm-sized, sensitive ultrasound detectors in arrays; and image processing adapted to
the hardware. Section 2 summarizes the conceptual design of the breadboard ultrasound CWD sensor. The
breadboard sensor and its operation are described more fully in Section 3. Image processing for the
breadboard ultrasound sensor is described in Section 4.

2. CONCEPTUAL DESIGN

The breadboard ultrasound sensor is an active imaging system like an active imaging radar. It comprises an
ultrasound source and an imaging receiver. The receiver has focusing optics and detectors on a focal plane.
The ideal illumination source for an active ultrasound sensor is the acoustic equivalent of daylight. That is, we
would like to have ultrasound illumination of concealed weapons from a wide range of angles. In practice,
however, the range of illumination angles for the ultrasound is limited. The limited range of angles of
illumination causes glints, or specular returns from flat facets, from the concealed weapons. If the sensor has a
video frame rate of 30 Hz, then the glints will appear to pass over the moving concealed weapons, and will not
unduly affect the visual perception of the ultrasound image. Glints can even be favorable in the sense that the
intensity of the specular return from a glint falls with range only as 1%, rather than the r** typical of active radar
returns.

We have tried two approaches, and gotten good results from both, to increasing the uniformity of the reflected
intensity. The first approach was to use a roughened transmitter dish with a novel, coherent, high-power point
source of ultrasound. The transmitter dish was roughened on a length scale of about 0.1 to 0.2 of the
ultrasound wavelength in order to spoil the coherence of the point source. The roughening turned the
transmitter dish into a diffuse source of ultrasound, instead of a plane wave. The effective range of angles of
incidence of the ultrasound on the concealed weapons, therefore, was increased to the order of the transmitter
dish diameter divided by the range to target. The second approach was to use an array of small, inexpensive
ultrasound transducers. The array subtended an area larger than that of the roughened transmitter dish. The
transducers were pulsed in unison. Generally, though, the signal into each detector element was dominated by
the specular glint of only a single transducer at the transmitting array. Therefore, the effective power of the
array was the power of a single transducer for each detector element.

We intended an active radar to perform long-range detection at 10 m or greater ranges, and an ultrasound
sensor at 200 kHz to image the detected concealed weapons at closer ranges up to about 3 m. Our tests of an
ultrasound sensor at 40 kHz, however, have shown that such a sensor might be able to handle much of the long-
range detection mission of an active radar. Table 1 shows the range and resolution tradeoffs of uitrasound
sensors at 40 and 200 kHz. The range of 200-kHz ultrasound is limited by attenuation in air to about 3 m for
CWD. Because of its short wavelengths, however, 200-kHz uitrasound offers excellent resolution for imaging
and identifying concealed weapons. At 40 kHz, the range of an ultrasound sensor is not limited by air
attenuation. Rather, it is limited by the need to project a wide range of illumination angles at the concealed
weapon. Since the resolution is proportional to wavelength, 40 kHz is more appropriate for detection and for
locating a general area in which the higher-frequency ultrasound should be directed for imaging. To exploit the
respective strengths of ultrasound sensors at 40 and 200 kHz, we were led to the concept of a dual-frequency
Sensor.

In a dual-frequency sensor, the field of view (FOV) of the 40-kHz sensor is about the length of a human body
at ranges up to 8 m. The lower-frequency sensor can scan a crowd and find those bodies that appear likely to
be carrying concealed weapons. It can then hand off the directional information to the higher-frequency sensor
for close-range imaging and positive identification of concealed weapons. The higher-frequency sensor has a
smaller FOV, about the width of a human torso. The resolution of the lower-frequency sensor, however,
should be good enough to point the higher-frequency sensor to the area of interest. Various configurations
allow the transmitters and receivers for both frequencies to be combined within the same system. For example,
low-frequency and high-frequency transducers can be intermingled in a transmitting array. We even have some
designs for detector arrays that allow the same array and same receiving dish to be used at 40 and 200 kHz.
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Table 1. Comparison of ultrasound CWD sensor characteristics at 40 and 200 kHz.

Property Ultrasound @ 40 kHz Ultrasound @ 200 kHz
Range From2to 8§ m Fromlto3m
Resolution 2to 10cm 1to2cm
Aperture 90 cm 90 cm
FOV Body Torso
Penetration Excellent Very Good
Non-metallic CWD Excellent Excellent
Safety Excellent Excellent
Public Acceptance Excellent Excellent
Potential configurations Fixed site. mobile, handheld | Fixed site, mobile, handheld

Table 2 shows that the penetration of clothing by 40-kHz ultrasound is excellent. At 200 kHz, the penetration
is not quite as great, but certainly adequate for all but the heaviest winter coats. Both frequencies are able to
image non-metallic weapons and have excellent discrimination between the weapons and clothing or bodies.
Also, the ultrasound frequency has no bearing at all on the perception by the public that ultrasound radiation is
both safe and acceptable.

Table 2 shows the percentage of voltage signal transmitted through various clothing materials relative to a
baseline of no intervening clothing. Transmitting and receiving transducers were placed on both sides of these
clothing materials, separated by 2 m. The ratios of the peak-to-peak voltage, with and without the clothing
between, are shown in the table at the two frequencies, 40 and 200 kHz. A transmitted voltage signal of 0.11
percent for the down-filled winter coat with nylon shell at 200 kHz implies that the total attenuation of intensity
at that high frequency, from a round-trip through the coat, is of the order of 120 dB. The attenuation of
intensity for a round-trip at 40 kHz is only about 74 dB for the same winter coat. That is another reason why
the lower frequency is being considered for long-range detection, and the higher frequency only for close-range
imaging. At close ranges, air attenuation would not affect the higher frequency so much. We measured the
attenuation of 200-kHz ultrasound in air to be about 9 dB/m. In comparison, the worst-case attenuation of 40-
kHz ultrasound in air (at relative humidity of 50%) is only 1.3 dB/m. '

Table 2. Amplitude of ultrasound signal (in volts) transmitted through various articles of clothing at 40
and 200 kHz as a percentage of baseline signals measured at the same 2-m distance with no

intervening clothing.
Transmitted Voltage Transmitted Voltage
Signal (%) Signal (%)
Material @ 40 kHz @ 200 kHz
Baseline 100 100
Heavy Polyester Sweatshirt 69 44
Nylon/Polyester Shop Coat 67 55
Cotton Flannel Shirt 57 33
Acrylic Sweatshirt (folded double) 52 16
Wool Sweater 47 11
Wool Navy Pea Coat : 34 11
Cotton Sweatshirt (folded double) 23 0.82
Wool Suit Coat #1 18 7.7
Wool Suit Coat #2 15 5.5
Wool Suit Coat #3 12 2.2
Down-Filled Winter Coat, Nylon Shell 14 0.11
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As is the case with several other breadboard CWD technologies, the breadboard ultrasound sensor produced
images by exposing one pixel at a time. A brassboard will contain an array, probably of 50 x 50 ultrasound
detectors, that can produce moving images at real-time video frame rates. Since the breadboard sensor is only
equipped with single detectors, the images must be produced pixel-by-pixel of stationary scenes over periods of
many minutes. The exposure process with the single detector in the breadboard sensor was speeded up by
equipping the receiver dish with a motorized drive unit on an x-y translation stage. We have also written a
drive-control and data-acquisition computer program, CWD, that coordinates the motion of the receiver dish
with the pulsing of the ultrasound source and the collection of data from the detector. Of course, this will
become unnecessary once an imaging detector array is developed for a brassboard sensor.

Table 3 shows the characteristics of the existing breadboard ultrasound sensor in the first column and the
upgraded characteristics of a brassboard ultrasound sensor in the second column. The breadboard sensor
requires about 30 minutes to produce a 12 x 12 image one pixel at a time. The brassboard ultrasound sensor
will produce 50 x 50 images at video frame rates of about 30 Hz. The breadboard sensor can operate at any
single frequency. High-frequency ultrasound is appropriate for close-range imaging. Low-frequency
ultrasound is appropriate for distant detection of concealed weapons. A brassboard sensor will have dual-
frequency capabilities that will allow it to detect distant concealed weapons and then hand over that
information to the higher-frequency sensor that will perform close-range imaging. The breadboard sensor
generates data that is post-processed with tuning and filtering algorithms. The brassboard will be equipped
with knobs that can tune and filter a real-time image on a video monitor. The breadboard images are produced
by binary thresholding of pixels for brightness and contrast. The real-time brassboard images will have gray-
scale shading or perhaps colors corresponding to the intensity of the ultrasound signal in each pixel. The
brightness and contrast will be controllable by knobs, just as in many computer monitors. Before scanning a
scene with the breadboard sensor, the scene must be pre-framed using a laser pointer. The brassboard
ultrasound sensor will have automatic centroiding that centers the receiver on the area producing the brightest
return. The breadboard uses two inexpensive parabolic solar concentrators for receiving and transmitting
dishes. It has also used a small array of 9 transmitting transducers. The brassboard ultrasound transmitter will
probably be a much larger array, perhaps 3’ by 5°, of about 30 transducers at each of the two frequencies. Each
transducer is only about 1 cu. in. and can be mounted on a very lightweight frame for fixed-site applications.
The larger effective transmitter area will produce a greater range of incident angles of ultrasound at the
concealed weapons. The breadboard has been using an 18-in. parabolic reflector for a receiver at 40 kHz and a
4-in. spherical mirror at 200 kHz. The brassboard receiver dish will probably be a good quality parabolic dish
with about a 30-in. diameter and a focal plane that automatically translates axially for focusing. The
rangefinder for the autofocus will probably be similar to the uitrasound rangefinders in cameras. The larger
receiver dish will improve the resolution at both frequencies and will improve the gain at least at the lower
frequency.

3. BREADBOARD ULTRASOUND SENSOR

Figure 2 shows the main components of the breadboard ultrasound sensor. The three main subsystems are the
transmitter, receiver, and image processor. All operate from the same 110-V wall socket.

The transmitter power supply conditions the electrical power and produces pulses of the desired repetition
frequency, typically about 1 Hz, and duration, typically about 100 ps at 200 kHz and 500 ps at 40 kHz. The
ultrasound source was either our novel high-power coherent point source, which requires a transmitter dish, or
an array of small, inexpensive transducers at 40 kHz. The array does not require a transmitter dish. If the point
source is used, then the transmitter is roughened to spoil the coherency and spread the range of angles in the
beam incident on the target. The tunable point source has a higher efficiency (about 5 to 10%) of conversion of
electrical to ultrasound power and a broader spectrum, which helps avoid speckle. But the point source has
less shot-to-shot repeatability than the transducer array. Also, the transducer array can be made to have a wide
spread of angles of radiation in the beam more easily than the point source. Even with a wide spread of angles
in the incident beam, however, any facet on a weapon typically reflects ultrasound specularly to a detector from
just one transducer in the array.



Table 3. Characteristics of existing breadboard CWD ultrasound sensor (first column) compared to
brassboard (second column).

Breadboard CWD Sensor Brassboard CWD Sensor
30 minutes/image 30 milliseconds/image
12 x 12 pixel images 50 x 50 pixel images

Close imaging or distant detection

Close imaging and distant detection

Single frequency

Dual frequencies

Post-processed tuning/filtering

Real-time tuning/filtering knobs

Binary thresholding of pixels

Variable amplitudes of pixels

Laborious preframing of images

Automatic centroiding

Resolution limited (18" rcvr)

Improved resolution (30" rcvr)

Range limited (18" x-mitr)

Improved range (36" x 60" array)
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Figure 2. Schematic of breadboard ultrasound sensor.
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The breadboard receiver has just a single ultrasound detector at the focal plane. The receiver dish is rotated
incrementally to scan a rectangular grid at the target. The x-y translation stage that controls the rotation of the
receiver dish has been motorized in the vertical, but not azimuthal, scan direction. The vertical scans are
controlled, and the azimuthal scans are prompted, by the computer program, CWD. After the receiver dish is
moved to each new location, the ultrasound source is pulsed, and the reflected signal is registered on an
oscilloscope and recorded by the CWD program. The grid spacing at the target is generally chosen to be about
half of the diffraction-limited and geometrical-optics-limited resolutions. Generally, the detector size and
optics are such that the diffraction limit is a little bigger than the geometrical-optics limit.

Although the breadboard sensor could only acquire data from one detector at a time, the detectors were
developed in arrays to demonstrate fabricability. We have tried several different detector types, and settled on
the design that offers the greatest sensitivity and fabricability in small arrays. The detectors are piezoelectric-
film benders. They vibrate as edge-clamped thin plates. The 40-kHz detectors are about 2 mm square. The
frequency of these detectors are proportional to the ratio of thickness to area. Thus, 160-kHz detectors can be
made by quadrupling the thickness or halving the diameter of the 40-kHz detectors. An array of 50 x 50 40-
KkHz detectors is about 4 inches across. An array of 50 x 50 160-kHz detectors might be only 2 inches across.
Alternatively, a higher frequency mode of the 40-kHz detectors could be amplified for detection at a higher
frequency.

A tuned amplifier/filter was custom built for the 2-mm sized 40-kHz detectors. The amplifier needed to be
designed specifically to handle the few picofarad capacitance of these small detectors. The quality factor Q of
the transmitting transducers was of the order of 20 to 40. The amplifier/filter was tuned to the relatively narrow
waveband of these transducers. The signal from the tuned amplifier was fed into an oscilloscope. An
oscilloscope display is not needed for a brassboard ultrasound sensor, but was useful for research and
development of the breadboard sensor. The oscilloscope data was fed through a GPIB card into a notebook
computer, where it was collected and stored by the CWD program. Each voltage waveform comprised 512
data points at a sampling rate of 2.5 data points per ultrasound period. For example, at 40 kHz, one voltage
sample was collected every 10 us. The low sampling rate relative to the period, just above the Nyquist
criterion, gave the highest frequency resolution in the Fourier transforms, and also the greatest depth of field.

With a total record length of about 5 ms, echoes from the target were recorded over a depth greater than 5 feet.

After voltage signals were recorded for each pixel of the image, the data was uploaded from the CWD program
to the image processing program, IMAGE. The IMAGE program is described in the next section. It processed
the image, which was then printed out. As mentioned in Section 2, and specifically in Table 3, all parts of the
breadboard sensor, including the image processing, will be vastly different in a brassboard ultrasound sensor.
The breadboard sensor has performed its mission of demonstrating feasibility of the important aspects of
ultrasound imaging of concealed weapons.

4. ULTRASOUND IMAGE PROCESSING

For the ultrasound breadboard sensor, we developed an image processing program, IMAGE, using the
commercial Mathcad® Plus 6.0 program as a platform. If the image has n x m pixels, the IMAGE program
reads all the data into a 512 by n x m array. Then it filters for noise, frequency, brightness, and contrast.

IMAGE calculates the standard deviation Gan, of each waveform. Then it sets equal to zero each data point
in a waveform having an amplitude less than some multiple of the standard deviation of that waveform. A
filter set at 1.5G,m seems to work best for our images. If the waveform contains a signal, then the signal is
evident as a “localized” pulse, as in Figure 3(a). The 1.56,, noise filter acts on this waveform to produce
the filtered waveform shown in Figure 3(b). On the other hand, if the waveform is just noise with no signal
from a weapon, then the noise pattern is fairly “uniform,” and is mostly eliminated by the 1.5C,m noise
filter.
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Figure 3. (a) Typical ultrasound signal waveform from a single-pixel 0.5-ms exposure. (b) Same
waveform after 1.50,, noise filtering. (c) Maximum filtered spectral densities of wave-
forms versus pixel number. (d) Surface plot of (c) arranged in image matrix. (e) Contour
plot of (d). () Same as (e) after brightness filtering.

A frequency filter in IMAGE works synergistically with this noise filter. IMAGE calculates the fast Fourier
transform of each noise-filtered waveform. Since low-amplitude noise at the transmitted frequency was
mostly filtered out by the noise filter, those filtered waveforms not carrying a signal have a broad frequency
spectrum. A 4-percent-bandwidth filter around the transmitter frequency is adequate to enhance the signal-
to-noise. The final image is insensitive to filter bandwidth between about a few percent and 20 percent.
The frequency filter is prudent to eliminate spurious noise sources and audible noise sources.

After the noise and frequency filtering, IMAGE extracts from the filtered spectral density of each pixel
waveform only a single number, the maximum within the frequency window. These n x m numbers for the
image of a concealed lexan knife are arrayed linearly in Figure 3(c). IMAGE assembles these numbers into
a matrix, following the pixel roadmap from the image scan. A surface plot of the matrix is shown in
Figure 3(d) and a contour plot in Figure 3(e).

A brightness filter sets equal to zero all points in the image matrix that are less than a threshold. The
contour plot of Figure 3(e), with low-intensity points filtered out, is shown in Figure 3(f). In this sense, the
brightness filter is really a spectral-density amplitude filter.

Finally, a contrast filter in IMAGE sets equal to a threshold all points in the image matrix that exceed the
threshold. The contrast filter eliminates ultrasound glints from individual pixels, since they distract from
the perception of a motionless ultrasound image. The contrast filter threshold is set 1 percent above the
brightness filter threshold to give the best appearance of an image in a contour plot.



The concealed lexan knife that was imaged is shown in Figure 4(a). The final ultrasound image, after
processing for noise, frequency, brightness, and contrast, is shown in Figure 4(b). The knife and the
ultrasound image are depicted in Figure 4 with the same length scale. The box around the image represents
a rectangular area at the concealing sweater of 8.89 cm by 24.0cm. The image comprises 11 pixels
vertically, separated by 0.89 cm, and 10 pixels horizontally, separated by 2.67 cm. (Each corner of the box
is the center of a pixel.)

When the lexan knife was removed from under the sweater, the image taken under identical conditions of
the same body in the same motionless position, and processed by IMAGE with exactly the same filter
settings, showed a complete blank. No pixel signals from the unarmed human survived the filtering. Of the
images of humans with and without concealed weapons that have been processed by IMAGE, the rate of
false-positive pixels (signals from areas of clothing not concealing weapons) has generally been less than or
about 2 percent.

(a) LEXAN KNIFE

{b) ULTRASOUND IMAGE
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Figure 4. (a) Lexan knife. (b) Remote (1.3 m) ultrasound image of same knife concealed on human
body under wool sweater.
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The reason for the low rate of false-positive pixels is seen in Figure 5. Figure 5(a) shows a surface-plot
image of a handgun concealed behind a heavy sweatshirt and suspended motionless within inches in front of
a standing human subject, who was wearing a shirt and tie. Figure 5(b) shows the identical image after the
handgun was removed from the scene. Therefore, Figure 5(b) is an image of the torso area of an unarmed,
clothed individual behind a heavy sweatshirt. The vertical voltage scale was the same in Figure 5(b) as in
5(a). Only the normal 1.5G,y noise filter was applied in both images. No frequency, brightness, or contrast
filters, which would have altered heights in the surface plots, were applied.

The diffraction-limited resolution for these images produced by a transducer array at 40 kHz was 1.2 in.

The measured resolution was 1.6 in. vertically and 2.1 in. azimuthally. The vertical and azimuthal center-
to-center pixel spacing (grid cell size in Figure 5) was 1.5 in.
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Figure 5. (a) Remote (1.5 m) 40-kHz ultrasound surface-plot image of handgun concealed by heavy
sweatshirt on clothed human body background. (b) Identical to (a), except no handgun.
Both images are same scale and without filtering for brightness or contrast.
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