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ABSTRACT
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TITLE: Information Dominance: Special Operations Forces in MOOTW
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Three trends aro shaging the selationship among Information Operativas (I0), special
operations fhrces (SOF), and Millitary Operstions Ocher Than Wae (MOOTW). The first trend is
the wransition of the battlespace toward uncoaveational warfire with rising global terrorism, drug
trafficking, and proliferation of woepoas of mass destruction (WMD). The secoad trend is the
mounting preasure (o furcher reduce Depertmest of Defense (DoD) foros structure while
' recagitalizing fbroes for the tture, The third trend is the rapidly improving capability 1o wage
10 worldwide.

This study examines the emerging role of 10 relative to missions of the United States
Special Operstions Command (USSOCOM) in MOOTW. The hypocaasis of this peper coatends
10, condactod by SOF, should play s more pivotal role i the capability o/ DoD 1 support our
satiooal objectives a8 complex MOOTW dorminate conflict in the 310t Century. Strategy, policy,
operstional concepts, and crganizational structure must adapt quickly to “lnformetion Age™
challenges 10 counter evolviag thrests to our national security. 1a s apidly changing weeld, SOF
must be affordable yet techaologically advanced 1o fully support emerging operatioaal concepts
and achieve critical information domizance for America in MOOTW.
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INT=DUCTION

“The one country that can best lead the information revolution will be more
poweryil than any other.”

Jossph S. Nys, Assistant Secretary of Defenss for Inemational
Affairs; William A. Owens, Vice Chairman, Joint Chisfs of Suft'

The purposs of this peper is to examine the emerging role of atbrmation Operations (1)
relative ¥ missions of the United States Special Operations Command (USSOCOM) in Military
Operations Other than War (MOOTW). The paper will begia with pertineat definitions,
followed by discussion of curreat issaes snd trends. Analysis and evaluation of the potential
syergy of Specia! Cperstians Forces (SOF), 10, and MOOTW will then be discussed in terms of
the evolving threat, s amaller Department of Defense, tstioas policy and stratsgy.
Recommendations d eonclusions will be offered.

The hypotbesis of this paper coutends 10, ecndwcied by SOF, should play & more pivoeal
role in the capability of the Departnent of Defense 1o support our astional objectives as complex
MOOTW doeninates conflict in the 21 Contury. Strategy, noticy, operaticnal concepts, sod
«mnmmmwmuywwmufmpamrmm
threats to our natiooal security. Rising globat terrorism, transnational crime, and proliferation of
wespons of mass destraction (WMD) thresten our world even as Defense budgets shrink. SOF
must be sffordable yet tecknologically advenced to respond to tho changing battlsspacs and
achicve eritical information do: inance for America in fiure MOOTW.




DEFINTTIONS

“Coming to grips with inforrnation wirfare (3 ilke the effort of the Mind
men so discover the Rature of the elephant; the one who touched its leg
calisd Ut a tres, snother who touched his teil called & & rope...”

Maatin Liblckd, Naticasal Defense University?

Infaoustion Warfare

US Naticasl Security Strategy discusses the irportance of information to the
schigvement of our national sbjectivas, of the identification of emerging thrsats to our
information systeens, and the nead %o develop prosection strategics.” The 1957 US Naticnal
Milkary Strategy rpoaks of winning the infoemation war by leversging reconnaissancs,
intelligence, colloction and analysis, high-speed data processing and transmission to assure our
ahility o dominsts our adverearies.! Tha Departncat of Deftuse defines infor:nation Warfare
aw) ax

Actions taken to achieve information superiority {a support of national

wmilitary swasegy by affecting adversery information and information

Cveing, g ey 1 e, comol, i sl

of military forces and in the implemeatation of national policy.

The sevan basic forms of IW are definod in Figurs 1.

Joint Vision 2010 discusses the vital need for information supetiority 10 meet emerging
openaticasl concepts of dominant mansuver, precision engagement, full-dimensional protection,
and focussd logistics. Information superiority is defined as the ability 0 ... “collect, process, and
disseminate an usinterngyted flow of information while exploiting or desying an adversary’s
ability to do the same.™ Both offensive and defensive Information Operations (10) will be

required to achicve such superiority,




Jj

10 permisats the full range of military operstions integrating all aspects of information to
enbanse the elements of combat power.” Psychological aperations (PSYOP), deoeption,
Electronic Warfare (EW), computes network attack, physical destruction, and special informstion
operstions (S10) are used to conduct offensive 10, Defensive O includes information asscrance,
physical security, operatioas security, counter-deception, counter-psychological operatiuns,
counterintelligence, EW, and SIO.! IW kavolves “aa 10 conducted during tme of crisis or
condlict to achieve or proraots specillc objectives over a specific adversary or sdversaries.” IW
{s a means, rot an end. ‘

The concepts snd terms wsed in conjunction with IW are still developing. CAPT Gravell,
USN, of the Joint Staff Information Assarance Division states ... “ the DoD is not yet ready to
sachor mnninelogy related to IW snd 100 Whatever the final definition, IW has emaerged as 8
key joins warfighting mission ares with control of infonmation pivotal to the continuing success
of our nation’s Armed Porces.”!

Special Qparations
“Special operstions (SO) encompase the use of small units in direct or iadirect military

actions that e focused on strataglc and operstional objectives.™? SO ase conduucted slong the
entire spectrum of military conflict, including wartime opersticas snd MOOTW, independently
or in coordination with conventional forces. JCS pud 1-02 further clarifies SO as:

Operstions conducted by rpecially organised, trained, snd squipped
militry snd paramilitary forces 10 achieve military, politicsl, economic,
or psychological objectives by unconventional military mesns in bostile,
denied, ov politically sensitive areas. Political-military considerations
froquently sheps special operations, requiriag clandosdns, covert, or low
visibility vechniques and oversight at the netional level.”




SOF are designated by ths Secretary of Dafense to conduct SO and include comporients
from the Asmy, Air Force, and Navy. The nine principel missions of USSOCOM (ses Glossary
for definitions) are listed below:

Psychological Operations (PSYOP)
Direct Action (DA)

Foreign Internal Defease (FID)
Civil Afairs (CA)

Combatting Termoriem (CBT)
Info.mation Operations (10)
Unccaventional Warfars (UW)'¢

In addition to we principal missions, JOF perform a varisty of collateral activitles
ranging from oounterdrug actions to combat search and rescus. SOF provide the National
Command Autbexity (NCA) & bighly-treined, rapidly-deployable, joiix forca capatis of
conducting a wids reage of taskings arywhers in the word.'?

Military Opsrations Gther Than War

Military Operstions Other Thaa War (MOOTW) includes & wide range of activities
conducted to deter war sl promots peace.'* MOQTWmmbcfm.duh;.ndaﬁaw."
~ Jolnt Pub 3-07 defines MOOTW a8 ... “the use of military capebilities acroes the rangs o/
military operations short of war. These military actions can be applied to coaplement any
carbination of the other instruments of national powee ..."!*

There are 16 types of MOOTW (see Glossary for definitions) ranging from pesce
operations, to combatting serrorism, 10 ams control.'? The full range of military operations,
including MOOTW, Is showna at Figure 22 A recent srudy completed by the RAND
Cotporation found characteristics common to MOOTW include political constraints, restrictive




rules of engagement, and operations in an urban enviroament. Additionally, MOOTW routinely
involve nou-governmental orgsnizations, coalition efforts, and the use of SOF.»
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Current Isanes and Tronds
“the electrov: is the witinate precision gaided wespon.™
Jobst Deutch, former Directoe CIAZ

Thres simultaneous wrends are sheping the synergistic relationship smong 10, SOF, and
MOOTW. The first trend is the transition of the bastlespacs taward unconventional werfare with
rising global terroriam, drug trafficking, and proliferation of weapons of mass destruction
(WMD). The second trend is the continuing pressure to reduce the Do) forcs structure while
recapitaiizing forces for the future. The third trend is the rapidly impeoving capability to wage
W worldwide.

AChangizg Battlespece

The end of the Cold War has fundamexinily changed Araarics's seurity loparatives.
Threats todsy are mors diverss and incressingly lovolve US forces in MOOTW. Aloag the
spectruzs of conflict, MOOTW #s  reans 10 support our National Security Strategy (NSS) of
engagement and enlargecnent is gaining importance. Noa aation-state conflict is on the rise. The
threat of tertociam continges 10 grow. Trasnational drug wrafficking and crime have seached
new beights, The proliferation of ‘WMD and the incressing possibility of their use poses
serious threst to more and more nations. The number of peace operations undertaken 10 cnsure
regional stability sod control ethaic axd religious hatreds fs growing

Funws adversaries are likely to be politically, sthically, and Jegally unrestrained, readily
willing to sacrifice innocents to m:hduc.nla." General Sullivas, former Chicf of Staff of the
Asmy, dsscribes futurs operstional enviroaments as having greater lethality and dispersion,
increased volums and precision of fire. Advanced ints,-++ve technology will provide greater




nvisidility for some yet increase detectability of others, with smaller units able w create decisive
resulns.®

As- 1 exier an ena of strategic 10, with no geographic “front lines,” the significance of
i ~ve with respect to deploymszs 1 id use of weapons is reduced® Qur borders are no longer
impeoetrable und everytaing and everybody is fair game. W lovels the international playing
field impacting political, sconomic, and military power projection. For instance, no single nation
can currently challenge US policy using traditional warfare bui the US is highly vulnerable to ['W
attack by an adversary who may or may aot claim responsibility. IW asttack against a highly
informatica dependent America has already begun.’” The cosi 1o the US of IW sttack has been
estimated 10 He as kigh as $100-300 billion per year aod growing.®

IW will rede;ine the betticspacs In ways yet to be discovered. Futire 30 aad 1O will biur
the traditioas! distinctions between strasegic, operstional, and tactical operations.” W departs
from the ocacept of attrition of enemy forces snd destructina of plxysical targets ca & linear
battlefleld I'W empbasizes effects both in and outsids the battlespacs, of lethal and noa-lethal
measares, in & nco-linear fashion. ™ Economics {s replacing territey in globel competition and
the vector 10 econornic power and military victory s information.”!

Rastructuring the Dold

New priorities snd the realitios of “dowrsizing™ eve chaaging the sizs of the Armod
forces and the organizational structure of the military lnstitutions. DoD reductions are seen a8 8
politically expedient way to Yalsace the fed2ral budget and rediice the astion’s daficit ia the near-
terz. Cumrendly, the Armed Forces are smaller than at any time in the 1ast 43 years.’ Despitsa
70 percent reduction {n scquisition and s 45 pescent budget reduction from 1985 levels,” the US



public has rising epectations of success and an intolerance foc casualties, which drive the need
foe surgical strike capability and short conflict durstion. To mest the expectations of the
Ametican people, US forces coztinue to modernize and incresss integration of service
capabilities.™ |

Eliot A. Coben, Professor of Strategic Studies at Johns Hopkins University recently
stated ... “The new military will be an increasingly joint force—or peshaps, ens might say, less
and lass & traditional, servico-oriented force.? In countries eround tie world the traditional
separation of the military into armies, navies, and air forces has beguo o break down. Alrand
naval operations have becons inseperable from almost any action on the ground. “Quasi®
servics orgrnizations oriented toward SOF, spacs operations, and IW ars growing ia all militarily
sophisticsted countrien.

Although the sechuology of warfar hos alicred the relative importance of land, air, and
sea power, technology alone will not Jead 10 revolutionsry lacreases in force capubllity. Changes
must occur indo trine, training, leader development, and organization to Aully leverage
information technologies to our advactags.”’ A comprebentive review of the military is
currectly underway, offering 8 sigrdficant opportunity to asalyas e role of SOF and IW in
fizure conflict. The Pentagen’s Quadrennial Defense Review (QDR) is exmmining defense
strategy, forcs stracture, modernization plans, hifrastructurs, snd readiness. The National
Defense Panel will scrutinizs the findings of the QDR. Hopetully, Cold War thinking will not
domninate the review procass, as the emergencs of an asymmetrical threst to marginalize US
mvmwmcﬁmtoummmhmm"




The importent questions of who will take the lead for IO within DoD and how DeD will
interfiace with outside agencics during [0 is currently being debated. The future effactivensss of
10 will be heavily dependent oa the ability of the Nutional Security Agency (NSA), Cestral
Iaselligence Agency (CIA), Feceral Buresu of Investigation (SBI), ths DoD and others 10
succesatully share resources in the interagency process.” The Defease Sciencs Board Task
Force 0n Information Warfire-Defanse (JW-D) recently secommended the SECDEF desigaste
the Assistant Secretary of Defense for C31 as the focal point for coordination of IW. The new
focal point would be charged witk integration of policy, doctrine, sad practios end serve as the
kny intarface for IW interagency activites. The task force also suggests the eventual need for 8
Us. ‘er Secretary of Defense fox Infornuation and calls for immediam finding sad implementation
of 30 actions 10 improve functioning of IW within the DuD.* How mach 10 ceotralize snd under
whom, 5 affectively devalop an [W stretgy, is atill o Kighly contentious fasus wirkiz Dob).

The US Governmert sad the DoD sre aggressively pursuiag defensive and offerive IW
initiatives. For example, Executive Ordor 1301 0--Criticr] InSrastructure Protection, established &
commissicn to overses development of s aational strategy to peotect our natioeal interests. US
Attorney Geaeral Janst Reno recently asked hee filiow Cabingt members, inchuding the
Secretaries of Commaroe, Energy, Treasury, Transportation, the CIA asd FB] directors, and the
Assistant Secretary of Defense, 0 creats 8 national cyberspace de’anse “entity” sad establish a
cyberwas defease policy board.*?

DoD is spending $3 billicn over the next four years t© a:feguard its inforration
systerns.’ The Chairman Joint Chisfs of Swaff is expanding [W functioning in J3 and the Joint
Information Warfare Center (JIWC). The JIWC will be staffied wound the clock and Interface




with the CTNCs IW cells, the Joint Spectrum Caztes, the Joint Warfare Analysis Center, the Joint
Command and Control Warfare Caater, 1nd the Servico IW organizations.*

Advancing Informatian Technology
Improved detection, prioritization, and sssessment of information snd precision of
combat power employment are all a result of sdvancing information tschnology. Most, if not all,

of our emerging wespoas technologies rely increasingly on the integration of information
tachnologies. A global astwork Nnking compusers and informetion functions to each cther by
fiber-opde and satellite Links, wil} eventually silow almost instantsmeous cornmuaication to
anyons else, anywhere in the world.* The microprocessor has brought us inso the “Information
Age.” ﬂnmdhmotmpﬂngpmhcmu_lﬂmunupcdmdefwadm
wnitof cost* Logic would dictata this pertionlsr rase casnct contiane indefinitaly. “All
components of the global informastion nstwork are growing exponsatielly. ™ The rapid
integration of information techaology is impecting all arees of govemments and socisties as
information become the capital commodity of the future

| New commercial-of-the-shelf (COTS) tachnologies are affordable and thus avsilabls o
snti-west~ organizations. Information technologies cre linking our trsranstional adversaries
with significant IW capabilities.® The ability to insert airbome computer viruses into encmy
cornputers is being srudied and could have significant implications regarding both effensive and
dafensive IW. % Now “cruise viruses” are like & smast info wespon. Thelr purposs is © capeure
specific data or destroy & specific hard diske, Once introduced into & network of computers, the
virus waits until “riggered™ te sttack its specified target. Additionally, mew software programs
can oot only replicate thenselves once inserted inno & compter network but can also alter their

10




owa structure autonatically over time. Defense against the new “evolutionary” computer viruses
will be difficult** Super Quantum Interfesence Devices (SQUIDs) which read buman \-ain
waves may one day lead to the direct insertion of information into the brain of an adversary from
afir.® The possibilities are astownding sad 100 cumerous to maztion bere.

Proliferstion of informaiion technologies is outstripping information security with dire
consequences for the US. As technology advances 50 does dur dependence on information
systezus and our valnsrability to information warfre sttack. In most US facllities, command and
communications nodes aro a0t well hidden md are vulnersble 10 precision zike.® Although C2
vuloersbility has been reduced by ths tpidly Alling cost of beadwidth and redundancy.
Coaversely, expansion of cellular nodes makes effective C2 communications dended éifficult.
Multiple channels of el ectronic aczars complicates both peyshological cperstions ard slectro.ic
countermeasures. | | '

The US will retain & significant edgs in sprce and systems intogration fie the near-term. **
Recent advances ia the integration of comeand, control, communications, computor,
intelligence, surveillancs, and recormaiseance (C4{SR) systems gives dGecision makers a more
accursts understanding of the battiespace more quickly than sver before. For the firat time,
CAISR architecture is being developed baftce the weapon systems designed to operate within this
new architecture.

New anabdling tochnologies are becoming available for werfighters now. A world wide,
three dimensionsl, digial map will provide a common referencs system vitat to sensors and
fusion of data for C2, planning, and operational execution. Advanced owitispectral end
byperspectral sensors will Acilitats sutomatic change recognition (ACR) technologies which can




provide vitl warning systemms. Eshanced battespace awareness techaologies ink unmanned
autooomous vahicle (UAV) seasors to the jcint narveillance teryt attack rader sysicm
(ISTARS), providieg real-timo video of operations activity.” The Defense Advanced Research
Projects Ageacy (DARPA) Is crafling a strsteghe response # ensure the DoD cam achieve
infiramation superiority {10 the 218t century. DARPA is developing smaller, lighter, aod more
mobile information systems. They are focusing cn electronics where 40 percent of the life-cy<le
cost of Many Wespon systemms occurs. memmmmmmww
geared 1o dual civilmiliary use. DARPA belioves thet pilitary reveerch effets sbould look
beyond \as tmediats borizon and capitalize on the short-term absence of 2 pear-peer
competitor.

12




Analysts aad Rvaluation
. the straggle for pewer chanpes when Inowiedpe abont knowledge
decomes the prime sourve of power.”
w Alvia Toffler®

Focusing the analysis of information operstions, wdom.MMOOWh
thive key arvus reveals both challengs and benefits in the noar future. First, *he coreplementary
characteristics of 10 and SO as fome rsultipliers and as providers of responss options se courer
m evolving threet are avaluated . Secondly, the impact of changing rissioas ané Do
“downsixing” upon organizational sructures is reviewed. Finally, the metamorphosls of nadonal .
policy and stratrgy that must occur 10 saccessfully implemert emargiog military capabilities is
dixcussed.

Mulan Bapanss te an Evolving Thraat
mmmmﬂhmtmmmmbwmum. £OP

must develop both offensive snd defensive IW capabilities to meet the evolving threat. 80
should embrace I'W 10 ensure continaed relevance as conventional forces develop capabilities
peeviously associzted only with SOF. Tus sateral synergy between JO and 80 should lead to
mmmmmmwuomuwm«mmm“
Ths primary haw of 10 in supnort of s MOOTW should be to preserve the peacs, deter
escalation of conflict, a0d prepare the SattlefSeld for offensive I'W should the crisis cscalaze.®' 10
srategy and implementation “may have its greatest impact in peace and the initial stages of
crisis.™® 10 supports US serategic poiicles by improving the effectivencss of deterrence and
influencing the perceptions and dacision making of others. Our uss of information-based warfire
(IBW) provides sn additional option more Likely 10 bo acceptable in political end diplomael::

3




chauhudmmmmwhhmnﬁmdwim Superior knowiedge of ths battlespacs also
eaables policymakers to act sooner to contain oc deter a crisis. Mvcmofmfmﬁo@
mmma.mmotmmmmmwmmuw
outcomes. mwmm.mzwammlymmwmmhm<
of kowledgs a3 power.® |
Information-based warfare also complanents our zuclear deterrent. Controlling access to
critical informatioa gives the US and ber allies significant advantage in achieving nstional
objectives, including the noa-proliferation of WMD.* SOF’s contribution o counter-
proliferation of WMD can be eahanced by integrating their peincipal missions of 10, direct
action, special reconissance, and PSYOPS. *SOF can be effective early in the weapon
soquisition cycle %0 monitor, deter, or delay the cycle as weil as later 1> deter, prevens, ot protect

sgainst wespon use.”™

Computers may well be ths wespon of cholos for tervorists in the near furire. Accessing
a computer pstwork offsrs a chesp, quick, and reliable method to attack vital NIL Such attacks
can be plsusibly denjed and are espacially effective against the industrislized “west™ "The odds
of getting caught are low, of being prosocuted lower still ™ Future IW attacks by intemational
tarroris organizations could be effactively countered by SOF trained to combat IW cutside US
| soverely,n erritory.”

To avoid direct confromtation with US streagths, séversaries may sttempt indirect attack
by focusing on weake? US allles in onder to creste US domestic upheaval and expense.
Examples might include the disruption of Mexico's less-protested computer flaancial network to
uadermaine their sconomy or assisting with the communications requirements of Latin American

4




drug cartels.® Alematively, US rug interdiction could be supported by disrupting drug cartel
lines of communications and financial networks or by cooducting 8 PSYOP campaign with the
goal of isolating the adversary from extarnal support.®

The regional arientation of SOF is respoasive 10 US Comx.aandars-in-Chial while the
stratagic flexibility of SOF is respoosive (o the Nationa! Cornmand Authority.

e o oy o il s, By bl md

for the use of SOF... Wa will noed special operstions forcss to opernts

behind an enemy’s front lines, 10 attack targets of major importance, 0

intograts reconnaissaios and intelligence efforts, 10 exteblish clandestine

and uncouventional operetions...™
SOF can be surgically rgeied and rapidly deployed 10 aay locstion warldwide providing
thester CINCs with 10 optians to prepase the battiespace. The ability of SOF 10 penetrats hostile
ammumummwmmwmunmu
aetworks is not possible. " |

Many of the characieristics common 10 SOF sre needed for successfl impleracatation of
10. SOF have & shortened chain of command t0 speed response 10 erises while maintaining
operations secusity. SOF ales bave considerable exparience working interagency operations so
eritical 10 effective 10 execution. Both 10 and 80 requise discests, low-profile, inselligesce-
eriented actions to effectively support MOOTW, Additicaally, SOF persoanel are linguistically
trained and culturally attuned, and polidcally sensitive which enhances their valus for MOOTW.
10 and SO can icvolve indirect tactical actions of strategic significance. SOF are inherently
joint, often combined, snd capable of forming small, versatile, seif-contained teams to meet

information dominance requirements.”

5




Advanced infbroaation technologics make it possible for small teams of combetants to
Bava the capability of 8 C31 communications node.™ To eliminate such a powerful end mobile
adversary will require the mobility and poteatial lethality that SOF provides. Urban warfare and
srectfighter confrontation is on the rise and will not be bloodless as many snalysts predict.
Terrorists attack may focus on the will of the US and play oa our aversion to casualties.”
Hostage-taking and indiscciminate sttack will require s specialized farce capsble of fighting
terrorists on their own twrf. SOT zaust continue to embracs unorthodox approechus, inchading
the spplication of emerging 10 capabilities, is vital 10 combeting uncoaveutional adversaries.™
Qrganizational Changs

What the cutreat QDR and future NDP reviews should suggest is less dupiication of
military cagabilities in 8 declining budget eavironmont. Eliminstion of pasalis] capabilicy must
uMbmemmmndwmequ. The
potsatial impact of 10 and SO oa DoD structure is not expected to be seriously considered until
the next QDR;™ however, orgenizational and conceprual changes will gain momentum in the
next few years as the potential impact of emerging operstions is betser wnderstood.

The information revolution and the energence of I'W as both a capebility and a threat to
critical rational infrastructures wi! change the DoD and the interagency process of which it is
pact. 10 as an integzating serategy requires a seamliess interfhce among agencies, services,
departents, and programs. The Defense Information Iafastructure (DII) of communications
setworks, oomputsrs, software, databases, applications, deta, and other informstion processing
capabilities strotches acroes the eatire spectrum of coaflict. It is widely recognizad that existing
“sovepipe” information eystems and organizations will have difficulty mesting futuse needs of

i6




the warfighter. A reductioa in [0 classification regarding the “who” and the “what™ will be
required in order 1o cut across “stovepipes” and achieve missicn success. Establishment of a
swlti-agency 10 techaology center could improve integration of new sechnosogics, standardize
sysems, and realize coxt savings. mumny.mmuudunwwq
Counctl (NSC) 10 establish an organization o parce] out 10 responsibilities 10 agencies and a
strengthened Joint Staff organization to orchestrats 10 withia DoD to impwove IO procasses.™

An important way Congress coatrols agency interaction, sad thus organizational
structure, is throush the budget and the Economy Act, which requires eack agency to relmburse
other sgencies for any services provided. Cur. ently, this act inhibits the sfuctive cooperation of
agencies during [0 where clear roles are difficult 10 establish and dollars are tight. The decision
a 80 who takos the Jesd role snd who provides suppert in 8 cocstartacrorisa (C1) 10, for
axazple, i3 50t always obvious. For traditional CT, the NSC takes ovenell reapecsibility then
sseigns the Dopartmast of State R overseas operaticns o FBI foc US only activisy; however, IW.
does not lend itself well 10 clesrcut sgency assignment. Ofien Lo single agency has total
responsibility, suthority, capability 1o moet 10 taskings.”

Government and private sectors ooust work 10 together 10 resotve manry of the ssuss.
relatod & defense of our WII and infilwation of adversary information iafrestructure.™
Eventaally the US may creste an organization hesded by an “TW Czar” but for the aser term, at
least, the NSC will appoint & lead ageacy to cooedinate with the growing sumber of players
aeedad to work 8 setional [O effectively.™ Cortainly benedt can be gained by merging offensive
end dafensive 1O activities under single orginizalosns within the various government sgencies as

1




in the Joizt Staff where the J3 provides the CINCs an office of primary responsibility for [0
mﬂ

Within USSOCOM, sub-commands bave developed varying levela of competzncs
regardieg JO executioc. Theater Special Operations Commands (SOCs), however, ars not yet
fully insegrated with IW theater campaign plans. Joint Task Fores JTF) orgsnizational structure
now calls for an [0 cell 43 part of the JTF staff 1o sssist with IO integration with the larger JTF
mission. The Jolat Force Air Component Commander (JFACC) and the SOC Ale Control
Elemeot linkage % the [O ceil needs improvemeat. The use of SOF and IW liaisons in the
JFACC to work issuss for the Joint Targeting Coordination Board should prove benefi:ial to
fiture operations.” New orgasizations sre creating demand for 10 specialists. USSOCOM is
aaraining &3 Army study which proposcs three primary carcer patls, one of which fucludes
davelopment of 10 personnel.®

“Future defense budgsts will demand cost-effective solutions. Because of its low
costhigh peyback ratio, SOF will contiaue t be called upon.™® SOF manning is relatively
small when cormpared to coaventional foros requirements enhancing their desirability. The
information revoiution cag also be leversged for high payback and lends faeif 10 & smaller, flaster
DoD. Many would argus informstion connectivity improves the ability to mass forces quickly at
the precise location they are needed and thereby reduces ovenll convestional force sequirements.
Obrioualy there are . imits to how fhr this logic can be spplied as physical mass on the ground is
still an imperative for many situstions.

The militsry’s large, traditional, function-oriented, pyramidal swructures should be
reevalusted. Business has shown that smaller process-oriented horizontal sauctures work well in
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an information intensive environment.™ Currswrly, so Army corps orgarizational chart looks
mors like the organization of General Motors in the 1950s than a cutting-edae corporation of
today like Motorola.* Tremendous flexibility is needed to rapidly direct actions ia complex
military operations. Careful review of hierarchy, span of control, response time, and
cestralizstion is ceeded. I3W will change the way we spproach conflics, much ke the tank and
the airplane have doue previously, New spproaches will require radical restructuring to fully
imp et an effective National militaey [W strategy.”
Natiossl Strategy aud Palicy

Any strstegy for [W and its jntegrasion with SOF must be fully sepportive of the broader
NSS snud the NMS (see Figure 3). The NSS directs that strong inteltigence cepabilities and
dafouse be mainseined, fo tnclude specializad unizs. ™ The NMS directs the Arsned Foreds 10
“win the information wer."® Additicaally, strategy should it within the conceptual templats
provided by Joint Vision 2010 1o leveruge itbrmation based tachaologies aad IW ia the next
century.”® JV2010 stops short of specifying how sesponsibility for inbermation dorainance is to
be parcelod out amoog the sarvices but, clearly establishes the central importance of information
superiorit 1o enurging operational concepts.™

[nforrastion operations mus becoms accepted as intagral 1o combat and as mose than
combat sepport. Achieving informstion docinance will require prester fusion of Oparations end
Intelligence fanctions within an sdvanced CAISR framework. 1t is essential that alf the services
fully exploit und integrate TW concepts.”? Effective strategios to counter growing [0 thrests are
being implementsd. General Shelton, CINC USSOCOM, statas:

Our eraphasis in the rapidly evolving [0 mission Inchudos continued

Mm«wm (links, nodes, human fiyctors),
determining intelligence requirernents, assessing bostile/fHendly
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Any future strategy must Also be based on natioaal policy. Attempts to developa _
Netional Information Policy and answer difficult questions sbout the changing nature of TW are
mmwtmmdgwdﬁme. mruddan's'
NdondSmﬂvTelewmlaﬁvaimComﬂm (NS‘I:AC) pro udes a private
industry perspective to the executive branch on National Sesurity. NSTAC has assigned a task
force 1o revier NI and infarmation assurance.™

Policy must determrine who will ssintda ¢2ntrol of ur N1 aad develop procedures for
integration with our DIL® Currexitly, 95 pasent of Dol wuay wnications ride on public
switched networks whirein DoD has little sbility 1o control or influence sesnrity standards.
Cutrent linitaticns o the DoD 10 pwovide a visble d<firsive capability for our NII Jeaves us
open 10 stack by (bs many forces who wish to topple i US.” NMS dictates that US forces
project powst beyoad our national boundanee. Such projection requires policy development for
long-distance, globally fused informaticn systems.™

Policy must clarify whether an iaformatios sttack against our industry or econemic
interests s an artack against the US hself™ Additionally, who pulls the IW “trigger” must be
detsrmined.'® Currert nationa! policy requires Neticoa! Security Council (NSC) spproval for
IW actions which support non-militry elements of power or £l into the category of naticnal
seategy. Theater operational contro) of IW has baon delegated 10 the CINC. Rules of
engagement (ROE) for W activity are cspocially difficult in a MOOTW scenerio, a8 is the
question of how much information to share with our coalition partaers. Internatioeal and US




Laws are often non-specific ot overly restrictive, making [0 implementetion difficuit. For
instance, the US Privacy Act seversly limits our actions against advessaries, sven in the US.'*

Information is non-linsar, can be used by both sides at ths same time, and is hard to
measuro and retaia advastage over, making protaction extremely difficult.'® A pew capsione
policy should emphasize security and a basic famewark for networking, interoperability, and
distribution strategies.’®® Policy should tategrate the media with other . wcts of 10 1o US
benefit, 23 secbnology provides journalists access to every detail of s MOUTW. The “press” will
increasingly serve a3 the “poor man's” lntelligence service.'*

Aoquiring information technologies will require a systematic acquisition stratsgy. The
reistive value of military research and developmsent (RAD) projects as compased 1o private
induwry offores, commercial of the shelf (COTS) systems, or direct intslligencs scurcss, asust be
astablished. Uniike in the past, todsy's technical breakthroughs come faster in the civilian sector
than in defense-relsted R&D. This change calls for & atrategic reexaminatioa of prioritics and &
restructuring between military and civillan science sad technology. ' The gap beewoen loading-
edge techaologies and in-use sechnclogies must be bridged quickly to ensurs successful
application of IW by SOF Ia the “Information Ags”. DII prototyping, Jeint Wasrior
Interoperability Demonstrations, and COTS evaluations provide the means for rapid migration of
technologies o mission application. DISA and ARPA have jolned to fonn aa Advanced
Iaformation Technology Services Joinz Program Offics which will further expedive transition of
technology to warfighting capability."*

Uatil recently, 20 truly overarching national strategy for the implementation of IW
existed. A significant step toward such & strategy occurred with the completion of DoD
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Directive 3600.1. The opportunity now exists for USSOCOM to develop & “line of authority™
negarding IW. Tbe Joint Staff, as the Jead agent for DoD in developing joint doctrine, completed
Joint Pub 3-13 (First Draft) oo “Taformation Operations” in Pebrusry 1997.'7 The drat
publication lists myouihuﬂa (se¢ appendix 3) for USSOCOM based on DoD Directive 3600.1
ad Chairman, Joint Chiefs of Staff Instruction 3210.01, “Joint IW Policy.™*

USSOCOM should datermine the capabilities required to mest these potential new
responsibilities now. A mission need statement ca Joist IW, validated by the Joint
Roquiremants Oversight Councii (JROC) ia Octuber 1996, provides & vehicie for the services
and USSOCOM to develop requirements.'® Using major force program 13 (MFP-11)

'USCINCSOC can allocats the nscessary resources to creats new capsbilities in outyear budgets

besed oo the definad line of authority. The separste MFP provides freedom to react quickly and

 greatex visitAlity of SOF'a multi-<sevice programs to the DoD and o the Congress.'!*




Recommendations and Couclusions

“We must have Informetion Superiority...Information Superiority
will require both cffensive end defensive information werfere.®

Joint Vision 2010'"

Recommendations
The transition of the DoD and USSOCOM 10 meet a radically differeat fisture must be

socotlersied. Improved interagency coordination between government, industry, snd privats
organizations are & must f the full potential of SOF coupled with IW is 1o be fully reallzed.
Recommaaded actions inckude:

Establish multi-egency 10 Technology Canter to include USSOCOM lisison
Incresss resousves for 10 within the DD Joint Staff and USSOCOM
Ml review of SO and 10 impact on DoD structure durisg QDR and NDP
Develop sationsl policy and docwine which detter integrates NII and DIl and
esablishos interagency procadures to enhance SOF execution of 10 mission
Raducs levels of scosss whenever possible 10 improve istemgeacy functions
Estabiizh iaws that increase the govanment’s Sresdom o respond 10 JO attack
Screngthen acquisition “line of suthority” linking SOF, JO, naticnal policy

o USSOCOM desermine responsidilities, required capebilities, and required

resources 10 implemerst taeitiags listed in JCS pub 313

o USSOCOM establish training program to mest new 1O msponsibilities

¢ FPocus SOF recapitaliration on CAISR systems integratioa
Crests 8 deployable W Unit in USSOCOM 10 serve a8 & catalyst for rapid
Wumwmmummm
awsronsss of IW capadilities and vuinersbilities
Establish JO career path where perscane! receive experience in multl-disciplinery
aress (i.a. PSYOPS, public affairs, intelligence, JTF 10 cell staff)

Io the near tenn, the DoD should continue 10 conoentrate its efforts In defensive IW but not to the

exclusion of offensive IW. SOF should aggressively intsgrats 10 concepts to counter an
asymmetrical attack aimed at US informational vulnerabilities and to bolster thels strategic

relavancs in a chasging world.




Cancinaions

Currently, the United States has a window of opportunity 10 prepare for the fisture,
With o neez-pesr competitor, & heslthy cconomy, and military and technolegical preeminence,

te time o Tploit new information technologies and develop new mi'litary strategies is now. We

| e 8o longer afford o spend ss miuch of our scarce resources on “industrial age™ weaponry but
should concentrate our efforts © leversge “information age” capabilities and consepts.,

Coeverging trends indicate 8 rising need for 30, 10, and MOOTW in the nesr futzre. A
frvorable cvrergy ansong these types of eperations and continuing budgetary press.res will
Mhth"dﬁedw'hbobmmumﬁmmmlsm DoD
will be sraaller, Satter, more horizontal, less ceatralized, and more depeadeat oa SO and 10. By
{nersasing omphesis cn 10, USSOCOM will integrats critical leading-edge IW capabilities
MmmdepnwymwmmwMMa Us
strategic dominance will increasingly depend oa owr informational advantage and our ability to
anploy SOF along the eatire spectrum of conflict, sspecially in MOOTW, well iato the next
millsanivm.
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GLOSSARY

Terms for Special Operations Perees Principal Missions'

Civil Afiairs (CA): Activitics that establish, maintain, influsnce, or exploit relations between
military forces and civi) authorities 1o ficilitate military operations.

Cembatting Terrerism (CBT): Offensive and defansive messures to prechude, preempt, and
resolve terrorist actioas throughout the entire threat spectrum.

Counterpreliferation (CT): Actions taken to seize, destr"y, Capture, or recover wesdons of
mass destruction, including the application of military power to protect US forcos and interests;
Inteiligence collection and anslysis; and support of diplomacy, anms control, and export controls.
Accomplishment of stated activities may require coc dination with other US govemment

Direct Action (DA)s Short-duration strikes, and other small-scale offensive actions 1 selzs,
dastroy, capture, recoves, or inflict darmnsgs oa designated persoans] or materiel.

Fereiga Interna! Defonse (FID): Assict, organize, train, and advise host netion military and
foroes to eneble ther to free and protect their sccicties from subversion,

pecwivilitacy

infrmatisn Operations (TO) Actions taken to achieve information supericeity | support of
ostioaal military strategy by affecting adversery information systems while leveraging and
protecting US information and infbrmation systems.

chologionl Operations OP)¢ Activitics 10 convey selected information o foreign
%tWﬂWMnﬂh&ﬂaﬁMtWaMm

Special Ressnnalssanee (SR): Actions 10 obtain or verify, by visual obesrvation or other
collection methods, iaformation concemning the capabilities, intenstions, and activities of an actual
or pountial ensmy; or L0 secure dats conceming the characteristics of a particular area.

Usnesaventional Warfare (UW) Support 1o military and paramilitary operations, aormally of
long durstion, predominetely conducted by iadigmous or surrogsts forces. Includes guerrills
warfere and othwr ofTensive, low-visitility operstioas.



Terms for Military Operations Other Than W

Arms Centrel: A conoupt that connotes: (s) any plan, sraagement, or process, resting upon
explicit or implicit International agreemment, governing sny aspect of the fllowing: the numbers,
types, and performance charscteristics of weapon systerns (Including the command and control,
logistics support arrangoossnts, and any reletad intelligence-gathering mecheniam); and the
sumaricsl strength, organization, equipment, deployment, or employment of the Arwed Forces
reixinad by the parties (it encompasses discrmement); and, (b) on some occasions, thoss
measurvs Saken for the pirpose of redueing instability in tw military enviroament.

Cembetiiag Terrorism: Asticns, inchuding anti-werrorism (defensive measures taken 10 seduce
vulnersbility 1 tarrorist acts) and counterterrorisn (offeasive measures takea f0 prevent, deter,
aad respond to terrcrism), taken 10 oppose terrorixm throughout the estire theest spectrum.

mnwammmmmmwuwdm»
mmwﬁthmﬁmhMMdmd

Exforeing an Exclusioa Zone: A zone established by & sanctioning body to prohibit specific
activities ia a specific goographis aren. The purpose mey be 10 persusde nations o groups to

: m&ww«nmumwdmmw«wmwmd
ssctions, oF w0 or threst of foroe.

Tasuring Freediom of Navigation: Operations coaducted 10 demonstrats US or internatienal
rights 10 navigate air or sea routes.

Bumsaitarisa Assistanes: Programs conductad 10 relicve or reduce the results of asteral or
manmade dissstors or other endemic conditions such o bumen paia, disesse, humger, or privation
that might present & serious threst to Lifs or that can result in grest damage t0 or 1089 of property.
Humaniterian assistancs provided by US$ forces is limited {n scope and duration. The assistance
provided is designed to suppiement or complement the efibrts of the host nation civil suthorities
or agencies that may have the primary responsibility for providing humemitarien assistance.

Military suppert to civil suthorities: Those activities and measures taken by the DOD
Components to foster rautual assistance and support between the Department o Defanse and any
civil government agency in planning or preparedness foe, or in the application of resources for
response to, the consequencss of civil emergencies or attacks, inchuding national security
emergencies. Also called MSCA.

Natien Assistanes: Civil and/or military assistance rendered to & nation by foreign forces within
that nation's territory during peacetime, crises or emerpencies, ér war based on agreements
mutally concluded betwesn nations. Nation assistance programs inciude, dut are not Limited to,
security assistance, foreign internal defense, other US Code Title 10 (DOD) programs, and
activitics parformied oo & reimburssbie basis by Federal sgencies or international organizations.

%




Noacombatant Evacuation Operations: Operstions conducted to relocate threstened
nancombatants from locations i & foreign country. Thess operations normally lavolve US
%m&mmhw , sod may also include sslectad foreign sationals. Also called

MWmMmmmummm
mm;mdaﬂmdmumulﬁdmuhm

Protection of sXipping: The use of pecportionate forcs by US warships, military sireraft, and
ocher frcet, when nscessary for the protection of US flag vessels and airerat, US citizens
(whethar emdarked in US or foreign vensels), and their property againet unlawfll violence. This
mmqum»mmmmummm
Inteeratiooal 'aw.

mmwm»“u.mm.mam
pecsorms! or human remaing, sensitive squipment, or itsms critical to national security.

Show of fercs: An operation, designed 10 demoastrate US resolve, which involves increased
visibility of US deployed foroes in an stiempt 10 defisse & specific situation, that if allowed to
ocontinus, may be detrimental 10 US interests ot astional objectives.

Striee and Radda. Rsid: Aa operation, usually small scale, iavolving s swift penststion of
hostiic srisoey 12 swcure informatios, sonfiue the soemy, or to destroy ingtalistions. It ends with
a ploannd withdrawal upos completion of the assigned mission. Strike: An attack which is
intendad 10 inflict damage on, seizs, or destroy an objective.

Support te lvsurgeacy: Support provided 10 s orgstized movement aimed o the everthrow of
s oonstituted government through use of sybversion snd anmed coudlict. Support
counietinsargency: Support provided 10 8 government in the military, peramilitary, political,
sconomic, psychological, and civic actions 1t uadertakes w0 defrat insurgency.







ILLUSTRATIONS

Figure 1

INFORMATION WARFARE

Source: Nativnal Defense University, Instituts for Netionsl Strategic Studies, “Strategic
Assessment [996: Instruments of National Power,” Washingion GPO, p. 194,
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Source: Jobn 7. Kesowdy School of Governmane, “Roads o New Strecgth: Preparing Leaders
mmmommommw«."mmmmwwww
$4-02, Harvard University, 1994, p2.

Figure3

Winning the Info War

—_—ﬁ’R 10 - Offanse |

New

Trends Info Superiority ~ EmergingOps  National Objecti-es
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Source: Adaptad from US Joint Chiefs of Staff, Jolat Vision 2010, and Information Warfare-
Special Tactical Operations Division briefing, 13 February 1997,
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Figare d

Jolat Dectrinie for Information Operations
Rasponsibilities of Comriander in Chief, USSOCOM

——

1. Conduct research, devolopme:t, testing and evaluation, and procwremant of 10
Wﬂnmmwmdmnﬂm

S MW%&S«MWWQM«MWW»
minimize duplicaion of IO capabilities.

3. ldentify intelligence requirements applicable o [0 capabilities being developed or
Belded. Coordinate with Defrase Ianlligence Agsacy (DIA) and the Joint Staff 10 ensure
thess requirernents are communicatsd 10 the Inteiligence Commumity.

4. onmwmlmuwwmu
educstion sctivities, Maﬂhﬂnuﬂ&ﬁnﬂnmoﬂowhm

s ommmiom mm»mwmwm
Exnsure Services’ 10 forces and capadilities effectively support the combatant
commanders through the appropriats Service component cornmanders.

6. mmmbﬂiﬂum’hwdmm

7 mmmmmsmwmumAu
and population of databeses supporting collaborative plamaing,

ubrd-.ummo

& As required, develop Service IO palicy, doctrine, and tactics that complement
emerging joint doctrine.

-

Source: Ugited States Joint Chiiefs of Staff, Joiat Pub 3-13 (First Draft), Pentagon, Washington

DC, 21 January 1997, pp. 1-10 thru I.11,
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