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Mission and Organization

Joint Staff Mission and Organization

The Chuirman of the Joint Chiefs of Staff, assisted by the joint Staff, is the principal military advisor

to the President, the National Security Council, and the Secretary of Delense. The specific duties of

the Chairman and the Vice Chairman of the Joint Chiefs of Staft are delineated in Titles 10, 22, and

50. US Cede. and DOD directives. The other members of the Joint Chiefs of Staff (JCS)--the Chicl of

Staff, US Army. the Chief of Naval Operations; the Chief of Staff, US Air Force: and the
Commandant ol the Marine Corps--are military advisors 0 the President, the National Security
Council, and the Secretary of Defense.

FTILE
no (I M

1L

@

G4,

4 Functions of the Chairman
N of the Joint Chiefs

Tt S

The Chairnan of the Joint Chiefs of Stafl is the principal military
adviser (o the President, Secretary of Ddense, and National Security
Council.  Subjeet to the authority, divection, and control of the
President  and - Seeretary of - Ddense--the National  Comimand
Autharities (NCA), the Chairman is responsible for:

¢ Strategic Direction
- Assist NCA in providing tor strategie direction of the Armed
Forces
s Strategic Plauning
- Prepare stralegic plans
- Prepare jolnd logis Ge and mobility plans to support those
strategic plans
- Perform net assessments of the capabtlities of the Armed
Forces
¢ Contingency Planning
Provide {or preparmtion and review of contingency plans
- Advise on critical deficiencies and strengths in loree
capablilitics

* Requirements, Programs, and Budget
- Advise on the priorities of requireinents
- Advise on program reconunendaijons and budget proposals
< Assess military requirements for defense acqulsition programs
* Doctrine, Training, and Education
Davetop docteine for Jotnt cmploynient
- Formmlkie policies for coordinating militany education and
traning

¢ Other Matters

EExercise exclusive direction of the Joint Staft

- As direceted by the President, attend and participate in
meetings of the NSO

- Advise and assist the Naton Conumand Authorities (NCA) on
establishing combatan t commands
Transmit communleations between the NCA and cotabatant
comimiands
Review plans and programs to deterimine adeguiey and
feasibility

- As appropridie, consult with and seck the adviee ol the sJotng
Chicts of St and combatant comutanders

Figure 1. Functions of the Chairman of the Jont Chicls of Sta™

doint Statf Stiategic information Tecluology Plan |




| M.ssio: and Organization

Chairman of the JCS
Vice Chairman of the JCS*

* Vice Chainnan acta
in the absence of the
Chaiiman

Chairman of the JCS
Chiet of Staff, Army
Chief of Naval Operations
Chief of Staff, Air Force
Commandant, Marine Corps

Director, Joint Staff
Operations Deputies

Vice Director, Joint Staff
Depuly Operations Deputies

Inspector Director, Joint Staff Agencies & Reps
Gereral [ ., | Vice Director, Joint Stalt of CJCS
Directorate
of The Joint Staff
Management
J-1 J-2 J-3 J-4
Oirectorate Joint Staff Diractorate Directorate
for Intelligence for for
‘ Manpower & Directorate Operalions Laglstics
‘ Personne! (DIA)
J-5 J6 J-7 J-8
Directorate Directorate for Directorate Diractorate for
for Command, Cantro!, for “orce Structure,
Strategic Communications, & Operatlonal Plans Resources, &
Plans & Policy Computer Systems & Interoperability Assessmants

principle functions:

Figure 2. Joint Staff Organization

Subjeet to the authority, dircction, and control of
the President and the Secretary of Defense. the
Chairman shall be responsible for the following

tion and review of program recommendations

and budget proposals.

I. Advise and assist the Secretary of
Defense on the preparation ol annual policy
guidance for the heads of Department of
Defense (DOD) components for the prepara-

2. Advise the Secrctary of Defense on the
preparation ol policy guidance for the prepa-
ration and review of contingency plans,

3, Assist the President and the Secretary of

Defense in providing foc the strategic direc-
tion of the Aimed Forces, including the

Joint Staff Strategic Information Technaology Plan




direction of operations conducted by the
Commanders of the Combatant Commands.

4, Prepare strategic plang, including plans
which conform with resource levels projected
by the Secrctary of Defense.

5. Prepare joint logistic and mobility plans
to support those strategic plans and recom-
mend the assigninent of logistics and mability
responsibilities to the Armed Forcees in accor-
dance with those logistic and mobility plans.

6. Prepare military strategy and assessments
of the associated risks to include:

a. A military  strategy to  support
national objectives  within  policy and
resource-level guidance provided by the
Secretary of Defense.

b. Net assessments o determine the
capabilitics of the Armed Forces of the
United States and its allics as compared
to those of possible adversaries.

7. Provide for the preparation and review of

contingene  plans that conform to policy
guidance from the President and the Seeretary
ol Defense.

8. Prepare joint logistics and mobility plans
to support those contingency plans  and
recommend the assignment of logistic and
mobility  responsibilitics to the  Armed
Services in accordance with those logistics
and mobility plans,

9. Advise the Secretary of Delense on criti-
cal deficiencies and strengths in force capa-
bilities  (including manpower, logistic, and
mobility support} identificd during the prepu-
ration and review of contingency plans, and
assess the effect of such deticiencies and
strengths on meeting, national security objec-
tives and policy and on strategic plans.

10. Alter consultation with the Commanders
of the Combatant Commands. establish and

Joine Staff Strategic Information Technology Plan
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naintain a uniform system for evaluating the
preparedness of cach Combatant Command to
carry out missions assigned to the command.

11. Advise the Secrctary of Defense on the
priorities  of the requirements, especially
operaticnal requirements, identified by the
Commanders oi the Combatant Commands.

12. Advise the Sceretary of Defense on the
extent to which the program recommendations
and budget proposats of the Military Depart-
ments and other components of the DOD con-
form with the priorities established by strate-
gic plans and with the priorilics established
for requirements of the conunanders ol the
Combatant Commands,

13, 1f deemied necessary, submit to the Secre-
tary of Defense alternative program recom-
mendations and budget proposais v.ithin pro-
jected vesource levels and guidance provided
by the Secretary of Defense, o achieve
greater conformance with the priorities estab-
lished in strategic plans and with the priorities
for the requirements of the commanders of the
Coimbatant Commands.

14, In accordance with guidarze of the Secre-
tary of Defense, recommend budget proposals
for uctivities of cach Combatant Command,
as appropriate.  Activities for which funding
may be requested include:

a.  Joint Bxercises

b. Force Training

c. Contingencies

d.  Sclected Operations
{5. Advise the Secretary of Defense on the
extent to which tajor programs i .id policies
of the Armed Forees in the arca of manpower

conform with strategic plans.

16, Assess military requirements for defense
acquisition programs.

)




Mission and Organization

.7. Develop and establish doctrine for all
aspects of the joint employment of the Arraed
Forces.

18. Foamulate policies for coordinating the
military education and training of members of
the Armed Forces.

19. Provide for representation of the United
States on the Military Staff Cornmittee of the
United Nationg in gccordance with the Char-
ter of the United Nations,

20. Submit to the Secretary of Defease, not
less than once every three years, a report
containing such recommendations for changes
in the assignment of functions (roles and
missions) o the Armed Forces as the Chair-
man considers necessary o achieve maximum
effectiveness of the Armed Forces,

21. Prescribe the duties and functions of the
Vice Chairman of the Joint Chiefs of Staff
sibject to approval of the Secretary of
Delense.

22, lixercise exclusive direction of the Joint
Stalf.

23. Subject to the direction of the President,
attend and participate in meetings of the
Nalional Security Council.

24. Advise and assist the President and the
Secretary of Defense on establishing Combat-
anl Commands o perform military missions
and on preseribing the foree structure of those
comirands.

25. Periedically, not less than cvery two
years, review the missions, responsibilities
(including geographic boundaries), and force
structure of each Combatant Command: and
recommend to the President through the Sec-
relary of Defense, any  changes (o missions,
responsibilities, and foree structure, as way
he necessary.

26. Transmit communications between the
President or the Secretary or Defense and the
Commanders of the Combatant Commands,
as directed by the President.

27. Perform duties, as assigned by the Presi-
dent or the Secretary of Defense, to assist the
President and the Secretary of Defense in per-
forming their command function.

28. Oversee the activities of the Combatant
Coramends.

29. Advise the Secrctary of Defense on
whether 4 Commander of a Combatant Com-
mand has sufficient authority. direction, and
control over the commands and forces
assigned to the command to exercise effective
command over those commands and forces.

30. Advise and assist the Seccretary of

Defease on measures to provide for the
admiinistration and support of torces assigned
to each Combatant Command.

31. Advise the Secretary of Defense on
whetlier aspects of the administration and

support necessary for the accomplishment of

missions should be assigned to the Com-
mander of a Combatant Command.

32. Serve as the spokesman for Commanders
of the Combatant Commands, especially on
thc operational requirements of their com-
mands.

33. Provide overall supervision of  those
Defense Agencies and DOD JField Activitics

for which the Chairman of the Joint Chiefs of
Staff has been designated by the Secretary of

Defense to oversee.  Perform such other
functions with respect to the Defense Agen-
cies and DOD Field Activities as may be
assigned by the Secretary of Defense.

34. Periodically, not less than every  two
years, report to the Sceretary of Defense on
the responsiveness and readiness of desiz-
nated combat support agencies.

Joint Staff Strategic formation Technology Plan




35. Provide for the participation of combat
support agencies in joint training cxercises,
assess therr performance. and take steps o
provide for changes to improve their perform-
ance.

36. Develop, in consultation with the director
of cach combat support agency. and maintain
2 uniform rcadiness reporting system  for
combat support agencies.

37. Advise and  assist the Secretary  of

Detense on the periodic review and revision
ol the curriculum of each professional mili-
tary education school to enhance the educa-
tion and training of officers in joint matters.

38. Review the reports of selection boards
that consider for promotion officers serving,
or having served, in joint duty assignments in
accordance with guidelines furnished by the
Secretary of Defense and return the reports
with determinations and comments o the Sec-
retary of the appropriate Military  Depaurt-
ment.

39. Advise the Sceretary of Defense on the
establishment of career puidelines Tor officers
with joint specially.

40. Submit to the Sceretirv of Defense an
evaluation of the joint duty performance of
officers recommended for an initial appoint-
ment to the grade of lieutenant general or vice
admiral, or mitial appointment as general or
admiral,

41 Promulgate Jomt Chiefs of Staff publica-
tions JCS Pubs) o provide mibtary guidance
for joint activities of the Armed Forces,

4Z. Review the plans and programs of the
Conmanders of Combatant Commands 1o
determine their adequacy and feasibility for
the performance of assigned missions.

43, Provide military puidance for use by the
Military Departments, the Military Services,

Joint Staff Strategic Information Technology Plan

Mission and Organization

and the Defense Agencies in the preparation
of their respective detailed plans.

44. Purticipate. as directed, in the preparation
of combined plans for military action in con-
Junction with the Armed Forces of other
nations.

45. Determine the headquarters support, such
as facilities, personnel, and communications,
required by Combarant Commands, and rec-
ommend  the assignnient to the  Military
Departments of the responsibilitics for pro-
viding such support.

46. Prepare and submit to the Secretary of

Defense, for information and consideration.
general strategic guidance for the develop-
ment of industrial and manpower mobilization
programs.

4/, Prepare and submit to the Secretary of

Defense military  guidance for use in the
development of military aid programs and
other actions relating w  foreign  military
forces.

48, Formulale policies for joint training of the
Armed iForees.

49. Assess juint military  requirements for
command. control, and communications: rec-
ommend improvements: and provide guidanee
on aspects that relate o the conduct of joint
operations.

50. Prepare and submit to the Scerctary of
Defense, for information and consideration in
connection with the preparation ol budgets,
statements  of military  requirements  based
upon US strategic war plans.  These state-
ments of requirements shall include tasks,
priority of tasks, force requircments, and gen-
cral strategic guidance for developing military
installations ard bases, and for equipping and
maintaining military forces.

S1. In carrying out his funcions, duties, wnd
responsibilities, the Chairman ol the Joint

-
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Mission and Organizalion

6

Chiefs of Stafl, shall. as he considers appro-
priate, consult with and seck the advice of e
other members of the JCS and the Command-
crs of the Combatant Commands.

52, Convene, preside over. and provide the
agenda for meetings of the JCS and deter-
mines when issucs under JCS consideration
will be decided.

53, Sit as a member of the Armed Forces
Policy Council.

54, Sitas a member of the Nuciear Weapons
Council (VCICS).

550 Sit as a member of the Strategic Envi-
ronmental Rescarch and Development Pro-
gram Council (VCICS).

56.  Arrange for the provision of military
advice o all Office of the Secretary of
Delense (OSD) offices.

57. Administer the Commanders in Chiel

(CINC) Initiative Fund.

S8 Administer the Partnership for Peace
Program.

59. Coordinate all conimunications of joint
interest between OSD and the combatant
commands.,

60. Chair the Joint Requirements Oversight
Council JROC)(VCICS),

61, Sitas a member of the Defense Acquisi-
tion Board (VCISC).

62, Advise and  assist the  Secretary  of

Defense with promulgation of cost-accounting

system for use by the military departments in

preparing  budget requests for operation of

professional military schools.

63. Advise  the  military  departments  of
National Detense University budget needs.

64. Coordinate the President’s report to Con-
gress on adherence to and compliance with
arms control obligations.

65. Provide military representation for US
government delegations for selected  treaty
negotiations, including those refated 0 arms
centrol.

66. Identity for the Secrctary of Defense
deficiencies in the combat support capabilitics
of the Detense Intelligence Ageney (DIA) and
the National Sceurity Ageney.

67 Provide operational control over DIA for
purpose of obtaining intelligence  support
required to perform the statwtory and assigned
duties and to ensure that adequate, timely,
and reliable intelligence support is available
to the combatant cominands.

08, Advise and assist the  Secretary  of

Defense in furnishing  guidelines o officer
promotion boards to ensure proper considera-
tion of joint duty ussignments.

69. Approve organization and unit structure
of the Selected Reserve in accordance with

conlingeney and war pluns.

70. Perfari such other duties as the President
or the Sccretary ol Defense may prescribe.

Joint Staff Strategic Information Technology Plan

T NP X T

&

4
|
i
|
|
{




{RM Vision

Joint Staff Information Resources Management Vision

Information Technology: Providing an Affordable Path to Enhanced National Security

through Superior Decisionmaking

Advances in information technology have greatly
improved the capability of the Joint Staft o per-
form its mission in support of the national
defense.  Continuing  progress in - information
management, executive decision systems, and the

emabling technologic. provide the Joint Staff

oppariunities for even greater capabilities in the
future.  From rouline internal administrative
support and action staffing to external communi-
cations and coordination necessituted by rapid
troop deplovments w0 domestic or international
crises, the decisionmaking leverage provided by
improved information management ard technol-
ogy in becoming more critical for successiul
accomplishment of Joint Staff missjons,

The underlying foundation of the information
resources nanagement (IRM) vision tor the Joint
St reflects, o a large degree. a vision shared
by many public and privaie seetor organiza-
tions--improved  productivity and effectiveness
promoted  through  enhanced  technology.
Towards this goal. the Joint Staft” envisions an
IRM environment that:

a. Fosters the establishment of” an accurate
and effective information base responsive 1o
the user’s requirements.

b, Employs business reengineering practices
to the development or refinement of processes

belore system automation is undertaken.

. Lstablishes @ secure open-system  ap-

proach to the acquisition and deployment of

information technology.

d.  Establishes  data-standardization  pre -
dures  addressing  clear  data  ownership
responsibility, casy information sharing, and
common user-interfuces.

oint Scafl Strategre Information Technology Plan

c.  Fosters user involvement to ensure lim-
ited resources are effectively used to address
prioritized mission-essentizl requirements,

The IRM vision combines a base of IRM goals
and objectives found throughout the public and
private scctors and the Joint Staff’s specilic
requirements (o support the Chairman of the
Joint Chiefs of StdT in his role as principal
military adviser to the President, the National
Security Council, and the Secrctary of the
Defense. The following scenaric illustrates the
pervasive technological impact on how a Joint
Staft action officer wilt conduct business in the
not o distant future.

Puassing through an untoniited security
svstem that  comtrols  entry into the
workspace. the business day may stait
with the action officer’s review of the
day's schedule via the electronic calen-
dar present on the workstation.  The
Jirst scheduled activiry, « directorate
Maff meeting, is a video conference ai
the workstation.  This interactive ses-
sion, complete with video screens of the
puriicipants  and  animated  briefing
graphics, allows the action officer o
interact with botlt peers and  sentor
leadership withowt leaving the office.
Follosv-on sessions anid meetings can be
efficiently arranged using the electronic
calendar software present throughout
the Joing Staff interactive  aemork.
Additional  participants  and  periinent
information can he broweht into the
sesston for real-time interaction and

decisionmaking.

After the on-tine staff meeting,  the
action officer can read. forvard, and
quiickly — answer  elecironic . mail.



IRM Vision

reducing  the delay  associated  with
paper-tised processing.  Questions on
particidar issues can be researched and
reselved using a variety of compatible
electronic resources. ranging from on-
line qucries 10 standardized government
and conunercial dara bases 1o reference
material stored on CD-FOMs.

The action officer can prepare briefings
foir senior management using tools such
as digital scanning. corporate data file
exiracts, and on-line reference mdie-
rial. 1o nume o few. Electronic action
tasking and tracking, archival research,
package  prepuration,  coovdination,
editing. and approval will  fucilitae
irmely senior management review and
processing of staffing actions.

Although this scenario of technological progress
could be typical of many organizations within
the nent several years. the IRM vision of the
Joint Staft extends beyond office automation
(OA) improvements 1o address essential deci-
sionmaking and information systems to support
the Joint Saff’s key role in the national defense
structure. These decisionmaking and informa-
ton svsters extend from modeling and simula-
tion requireiments associated with research and
development. test and  evaluation,  education,
tratning. military operations and exercises, and
analvsis, 1o critical command  and  control
functions.,

Tomorrow’s action oflicers and serior leadership
will rely on improved models and simulation o
support aid - process assessments of - military
foree generation: command. control. communi-
cations, computers, and  intelligence: ballistic
missile defense; nonlethal combat: low intensity
confiict: and  special  operations. Enhanced
models and simulations are also needed 1o
cvaluate the political. cconomic. ethnic. and
religious effects on international security and
their impact on mintary actions. Modern net-
work activities such as the Defense Simulation
Internet. in concert with initiatives relating o
open architecture, application portability  and

connectivity. and protocol standards, will enable
the entire joint communily o interact  and
responsively address the changing international
environment.  Core competencies in various
subject areas will be readily accessible to form
collaborative and more informed responses to
senior leadership issues.  Advanced simulations,
for example. will include applications of virtual
reality, synthetic environments, and integrated,
multilevel simulations. Joint Staff action officers
and their counterparts in the combatant com-
mands, Services, and Defense agencics, will have
more powerful information technology tools to
use (o investigate. analyze. and assess national
security options and alternatives.  These new,
more powerful information technology tools
include simultanzous. multisite. distributed war-
gaming via rcmote Jog on. shared workstation
conferencing, rapid information  interchange.
multiparty video conferencing, and host-to-host
coonectivity.  This interaction will provide the
Joint Staff leadership with informed. broad-

sed Joint Military Net Assessments, National
Military  Strategy Documents. and  Program
Objective Memorandurn evaluations contained in
the Chairman’s Program Assessment.

The IRM vision is further amplified by the criti-
cal demand for providing fused information to
military tactical decisioninekers. The develop-
ment of an interoperable and responsive infor-
mation infrastructure is essential for effective

joint military operations.  The nature of’ modern

warfare demands that we fight as ateam 1o apply
overwhelming force from different Jdimensions
and directions 1o shock, disrupt, and defeat the
enemy. Joint military operations involving land,
sea, air. space. and special operations forees in
flexible joint force structures require joint net-
works and systems that are fully interoperable
across the air, sea, space, and ground environ-
ments. Towards this end. a new way of doing
business is evolving which must accompuny the
advances being made in information  decision
systems and information technology.

The revitalization of senior management struc-
tures such as the Joint Requiremens Oversight
Council and  the  Militury - Communications-

Join: Staff Straregic Information Technology Plan




Electronics Board enable the joint community to
focus on functional requirements of crisis plan-
ning, force deployment, force status, logistics,
intelligence, and personnel in an environment of
diminishing personnel and funding resources.

Tomorrow's action officers and senior leadership

will rely on an information infrastructure that
provides current and accurate operational data in

Joint Staff Strategic Information Technology Plan

IRM Vision

a consistent, complete, realistic, geographic rep-
resentation. They must have this new, improved
technological infrast:ucture (data, hardware, and
communications) to facilitate the acquisition,
processing, distribution, and protection of infor-
mation to effectively and efficiently support the
Chairman of the Joint Chiefs of Staff in his vital
role in national defense.

9
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IRM Goals and Objectives

Information Resources Management Goals

The goals of the Jcim Staff IRM program are to enhance the capability of Joint Staff personnel to per-
form their jobs more accurately, efficiently, and responsively. The IRM goals describe the actions the
Joint Staff must undertake in order to establish the organizational environmeni necessary lo achicve
mission cssential information requirements.  Within each stated goal. several objectives or strategies
have been formutated to assist in successtully accomplishing each of the IRM goals.

IRM GOALS AND OBJECTIVES WITH
ASSOCIATED PROGRAM INITIATIVES AND PERFORMANCE MEASURES

I. Improve the quality of automated infor-
mation systems and services available to the
Joint Staff,

Objective A, Imiplement  quality management
techniques within the IRM program.,

Objective B.  Employ business reengineering
practices in the design and development of auto-
mated information and decision support systems.

Program Initiatives:

1. Execute a Total Quality Management
(TQM) training program to provide all Joint
Staff personnel a basic level of understanding
of TQM principles.

2. Identily user needs for new or improved
auwtomated procedures.

3. Evaluate procedures and processes from

a business mengineering process (BRP) or

TQM approach prior 1o automating them.
Performance Measures:

1. Common basis of understanding of TQM

principles will facilitate BRP efforts thrcugh

increased attendance of Joint Staff personnel
at TQM training.

Joint Staff Strategic Information Technology Plan
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2. Implement business process reengineering

practices prior to automation of Joint Staff

procedures.

3. Implementation of automated procedures
and electronic processing to shorten the time
required 1o research, staff, analyze, and pre-
pare coordinated Joint Staff aciions.

¥ X X ® X ¥ ¥ ¥ X

11, Promote the cffective use of information
resources in the accomplishment of mission
requirements.

Objective A, Provide the Joint StafT user com-
munity with the appropriate information technol-
ogy tools necessary o satisly information and
decision support requirements.

Objective B.  Continually  review  existing
information syswm capabilitics for echnology
infusion where appropriate,

Program Initiatives:

I, Maintain contracts 1o allow the Joint
Swafl to obtain required QA cquipent. soft-
ware, maintenance, and support quickly and
cost effectively.

N7




IRM Goals and Okjectives

2. Program for incremental fechnological processing through common OA software and ®
advances in OA hardware and software, shared data.

3. Provide OA training to Joint Staff per- 2. Increased use of integrated software &)
sonnel tailored to their level of expertise-- suites which facilitate user trainirg and )
basic, intermediate, aid advanced. accessibility.

Performance Measures:

¥ ¥ ¥ ¥ ¥ X X X ¥ #
[. More efficient Joint Staff action process-
ing and information sharing through interop-
erability, standardization, and configuration IV. Iniprove the quality of the Joint Staff’s
management reviews, IRM process.
2. Improved efficiency through periodic Objective A.  Review the existing IRM process
hardware and software upgrades to capitalize and incorporate improvement meusures where
on technology improvements. appiopriate.
Objective B.  Foster functional user involve-
¥ % ¥ ¥ ¥ F¥ ¥ ¥ #® I mentin the prioritization of limited resources in
addressing the acquisition and the employment of
information technology.

IiL. Promote efficient user accessibility to

information and decision support automation Programn Initiatives: @

tools and media.

1. Use the directorate information resources

Objective A, Establish a “user friendly™ IRM management officials (IRMOs) as a corporate

environment in accessing and utilizing automa- body to review and coordinate IRM policics.

tion data bases and technology.

2. Manage OA resources with a configura-

Objective B, Improve the automation informa- tion management board(s) to ensure usecr

tion system training program, needs are satisfied.

Program Initiatives: Performance Measures: !
1. Provide templates and electronic forms on 1. Periodic Information Resources  Man- i{
the OA network., agement Working Group (IRMWG) review of ;

IRM instructions and procedures to facilitate i
2. Provide improved means of user support timely revie'w and updates. 1
to troubleshoot. repair, and assist. ]

2. Implement greater corporate involvement |
3. Provide OA (raining to Joint Staff per- and consideration of user concerns (functional i
sonnel tailored to their level of expertise-- requirements) in IRM decisions. i
basic, intermediate, and advanced. ;

Performance Measures: ¥ 0 X X ¥ X X X X Rk ‘
. Replacement of paper-constrained  sys-
tems with higher quality eclectronic action

12 Joint Staff Strategic nformation Technology Plan
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V. Improve the informatien system and the
information technology environment in the
Joint Staff.

Objective A. Build information and decision
support systems based on Federal and DOD data
standardization guidance.

Objective B.  Acquire network and data proc-
essing equipment in accordance with open-
system and interoperability standards; invest in
open-systems architecture.

Program Initiatives:

1. Review existing data policy and processes
to ensure that functional user information
requircments conform to existing data stan-
dards of integrity. quality, and security.

2. Use existing DOD data definition stan-
dards in data base and application software
development,

3. Coordinate and assist ongoing industry,
Federal, and DOD data standardization ini-
tiatives.

4. Apply appropriate Federal policy and
guidance regarding open-system architecture
to the development and moderization of the
Joint Staff infrastructure.

Performance Measures:

1. Improved Joint Stafl operations resulting
from accurate, reliable, available, and secure
informHtion,

2. Improved internal and external interoper-
ability across the Joint Staff and the DOD
enterprise.

3. Greater hardware, network, and data
interoperability.

X ® ¥ %X X X B H H I
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IRM Goals and Qbjectives

VI. Reduce costs associated with information
system development and maintenance.

Objective A, Use structured  scfiware  tech-
niques and tools in application software devel-
opment.

Objective B.  Where practicable, use commer-
cial-oft-the-shelf (COTS) software.

Objective C.  Foster competition in acquisition
and monitor in-place contracts for efficiency and
effectiveness of products and services provided.

Objective D.  Employ life-cycle management
practices in the management of all automated
information system programs,

Program Initiatives:

. Maintain proactive training programs,
such as GSA’s Trail Boss, for personncl
responsible for program management and life-
cycle management of automated information
systems (AISs).

2. Develop or modify software only if

COTS docs not meet the users' requirements.

3. Use standard operaling systems and
graphical user interfaces for all OA systems.

4. Use proactive program management and
contract  administration  to  economically
obtain  required OA  hardware,  software,
mainienance, support, and training.

Performance Measures:

1. Action officer etfectivencss and capabili-
ties improvement through transfer of skills in
one application to other applications in the
OA suite (e.g., word processing and graph-
ics).

2. Disciplined life-cycle management  will
cnable orderly development and maodification
of AlSs.




IRM Geals and Objectives

3. Well-trained program managers and con-
tracting officer representatives will maximize
the return on AlS investments.

4. Increased use of COTS software.

¥ ¥ ¥ ¥ ¥ ¥ ¥ HF ¥ 2B

VIL. Improve the security of automated
information systems (AISs).

Objective A, Improve the Joint Staff” security
awdreness program.

Objective B.  Employ  appropriate  security
measures to prevent unauthorized acceess to and
contamination of Joint Staft AISs.

Objective C. Conduct periodic internal reviews
of Joint Staff IRM policies, processes, and pro-
grams,

Program Injtiatives:

I. Comply with all DOD AIS security
requirements,

2. Conduct periodic  sccurity awareness
trainir | for Joint Staff personnel.

3. Actively use directorate security man-
agers to improve compliance with security
measures.

Performance Measures:

I. Improved security awareness through
effective working level relationships  wiih
Joint Staff Security and the directorates.

2. Increased security awareness training and
education to reduce the risk of security viola-
tions and improve the protection of classified
information.

Joint Staff Strategic Information Technofogy Plan
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OA Infrastructure

Joint Staff Office Automation Infrastructure

The Joint Staft Automation for the Nineties

(JSAN) program is an initative in support of
Jont Staff’ OA requirements. The JSAN Data
Comununications System is partitioned into two
independent systems: the data communications
network and the video distribution system.

a.  The JSAN Data Communication Network
design is based on a dual, high-speed fiber
distributed data interface (FDDI) backbone
supparting corporate processors and routers
providing  Internet-working  capabilities
among communities of interest (COls). The
JEAN network employs a FDDI Ring/Star
and Ethernet star topology.  The network is
designed for high availability due to the inher-
ent self-healing nature of FDDI and also 1o
the dual-home architecture applied to all criti-

COMMUNICATION NETWORK CONFIGURATION

cal network resources. The FDDI backbone
provides high-speed common access among
COls and JSAN corporate assets. The COIs
are composed of personal computers {PCs)
with access to QA processors configured on
an Ethernet 10Base-T network. A high-level
conceptualization of the data communication
network is depicted in Figure 3.

b. The JSAN Broadband Video System
(JSANBVS) is based on a branching-tree
topology using copper coaxial cable for its
implementation. The system provides cight
channels of video and audio to the end users
and can be expanded to support up to 60
channels. if required. Figure 4 depicts a high-
level conceptualization of the JSANBVS.

=
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Figure 3. Data Communication Network
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Fiber Optic Isolator

) [_\ External
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—— e

Remote Local Remot
i | Distribution emote
Wiring Hub Center Wiring Hub

Remote
Wiring Hub

Figure 4, JSAN Broadband Video System

2. Data Communication Network and concentrators  are  positioned  on
immovable objects (concrete walls. con-
a. Design Philosophy. Scveral key design crete pilings), thus minimizing rewiring
points were considered  during the  design requircments when the layout of a room
process for the JSAN architecture including changes.
minimization of traffic flow over the FDDI,
minimization of single points of failure for (4) Technical  Enhancements  and
users and corporate processors, the ongoing Growth. The design philosophy provides
Pentagon renovation efforts, and emerging for future growth, enhancenients, nd
technologies.  These considerations are dis- migration to new technologies.  This s
cussed in the following paragraphs, accomplished by specifying state-of-the-
raarket  cabling and  components,  and
(1) Minimization of FDDI Traffic implement.ng them in a way that provides
Minimization of traffic flow over the an efficient migration path,
5DDI has been accomplished by isolating
COI trafiic through the use of ronters, (a) The installed backbone cable is a
camposite  cable comprised of cight
(2) Elbuination of Single Points of Wail- strands of muiti-mode anu four strands
ure. Single peints of failure are reduced of single-mude fiber. Eighi of the 12
in a nwmnber of ways, as shown in Table 1, strands car support up o four FDDI
rings, while the four single-muode filer
(3) Renovation Efforts. In recognition strands can suppart FLDLL as well as
of Pentagon 1enovation efforts, all routers cemergang high-bandvidth technologics
16 Joint Swafl Straregic Information Technology Plan
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such as Asyschronous Transfer Maode
{ATM) and Synchionous Optical Net-
work (SONET).

(b) The shielded twisted pair net
cabling distributed from the hubs to the
workstations can support 100 mega-
bytes per second (Mbps) technologies.
such as Copper Distributed Data Inter-
fuce (CDDD), providing 10 times the
bandwidth of Ethernet 10 a workstation.

{ty The components have been
designed with modular  architectures

OA Infrastructure

technologies,  For example, the ¥DDI
concentrators can potentially support
multiple FDDI rings. In thc cvent
added bandwidth is required, the addi-
tion of a FDDI interface card to the
concentrator is all that would be
required to support the added ring, or
rings. These concentrators would then
be able to attach to existing spare cable

to form the additional ring. Minimal, if

any, additional cable plant would be
required. The Cisco router supports
technologies  such  as  ATM  and
SONET.

x) B8

)
X

that allow for migration (o future

€ Using the built-in fault tolerance of FDDI tachnology. The network is zble to sur-
vive a break in the hackbone without isolating any of the users, a capability of
FDDI! and fiber technologies, When a break in the cable occurs, the two nearest
coricentrators loop back, away from the break, thereby maintaining connectivity for
all users.

® Augmenting the protected wire distribution systein (PWDS) in order to implement
a ring technology. A FDDI backbone provides two paths of connectivity between L ®
any pair of aitached systems. However, to truly exploit this redundancy, the two
paths must follow a physicaily diverse placement. This physically diverse ring
topology forms a network backbone which is genuinely immune to a single point of
failure (including catastrophic failures along the PWDS).

¢ Having all FDDI concentrator connections through dual-attach interfaces to fully
exploit the availability of the FDDI backbone network, each concentrator must be
connected to both the primary and secondatry fiber optic rings. Such dual attach-
ment precludes any possibility that a concentrator could become isolated from the
rest of the network due io any single peint of failure of the backbone.

® Having all FDD! concentrator connections include optical bypass units. Optical
bypass units preserve the integrity of both primary and secondary fiver optic rings
when an attached station's FDDI interface hardware becomes inoperable.

® Redundant connections to routers at the COI. In the USAN design, each hub clus- ®
ter is attached to a primary and a secondary router. Normal traffic {lows over the
primary router. Should the first become unavailable, the secondary router can
dynamically shift the traffic from the primary router, taking over routing for the
primary. In addition, the secondary router is able to off-load the primary router
during peak traffic periods.

Table I. Ways to Reduce Single Points of Failure

Joint Staff Straregic nformation Teclinology Plan 17 ”
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b. Data Communication Network Com-
porents. Figure 5 provides a breakout of
network components and should be reterenced
throughout the discussion.

(1) FDDI Backbone Cable. The buck-
bone cable is a 12-strand comiposite cable
comprised of eight tight-buffered $2.5/125
micron multimode fibers and four tight-
buffered single mode fibers. The 12-
strand  composite  cabie  provides  for
growth and adequate sparing. Two of the
12 strands are required for the backbone:
six spare multimode and four spare single-
mode  fibers are  provided  for  future
expension and repair should any fibers
fail.

(2) Fiber Optic Distribution Cable.
The fiber optic distribution cable is a four-
strand cable comprised of {our tight-buff-
cred 62.5/125 micron multimode fibers.

This fiber optic distribution cable is used
for all FDDI concentrator-to-processor
FDDI connections. The processors are th 2
processing subsystem (OAPS). the eom-
mupications processing subsystem (CPS).
the data basc processing subsystem, and
router-to-workgroup hub connections.  In
addition, this cable is used for Ethernet-
connected processors and  Ethernet-con-

nected PCs having cable runs in excess of

100 meters.

(3) Copper Shielded Twisted Pair
Sabnet Distribution Cable. The shielded
(wisted pair distribution cable is a Cate-
gory Five cable comprised of cight 24-
AWG shielded copper wires. Four of the
wires are required for distribution: the
remaining four wire pairs are spares pro-
vided for future cxpansion and repair
should any wires fail. The copprer shiclded

FDDI Backbone Cable
e

V) Bypass Switch

Primary FDDI Ring

Secondary FDD! Ring

FDDI Concentrator

Fiber Jptic
Distribution Cable ———=#]

10Base-FL Transceiver

To Backup
—  FDDI
Concentrator
Cisco 7000
Routar

Office Automation

Server
DEC 2100
STP Subnet

Distribution Cable

™~

/

10Base-FL Transceivar

|4——— Fiber Optic Distribution Cable

> SV EI T ] 10Base-T Hub

T——> To Backup Router

PCs D
——

Figure 5. Data Communication Network Components
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twisted pair subnet  distribution  cable
serves several purposes, Tt is used tor all
Ethernet  10Base-T  workgroup  hub-to-
workstation connections and for Ethernet-
connected  processors and  Ethernel-con-
nected workstations whicn have cable runs
cqual to or less than 100 metevs.

(4) Local Distribution Center. Euch
Local Distribution Center (LDC), at a
minimum, consists of one 70-inch equip-
ment cabinet with locking  doors,  one
router, one FDDI concentrator, an uninter-
rupted  power supply (UPS). a  video
amplifier. a cable distribution system (two
wall-mount distribution euclosures or one
rack-mount distribution [patch| paneh) and
two electromagnetic interference and radio

0A Infrastructure

frequency interference enclosures,  Fach

COI subnet distribution point consists of

one UPS, a video amplifier, video splitters,
COI subnet hubs, and a cable distribution
system.  The COI subnet hubs are wall-
mmounted on a shelf above the video distri-
bution splitters along with the  Simiple
Network Management Frotocol (SNMP)
agent for the UPS,

(5) FDD! Concentrators. The FDDI
concentrator provides a means of attaching
FDDI devices to the backbone without
impacting  backbone  performance  and
reliability. The FDDI  concentralor
provides many advantages over directly
connecting FDDI devices o the backbone
(See Tuble 2,)

¢ Providing a means of attaching/detaching FDDI stations to the backbore without
interrupting backbone performance.

® Increasing backbone reliability by decreasing the number of ring segments,
thereby reducing backbone exposure.

® Previding @ means to dual-home all FDDI-attached devices.

® Increasing manageability of the backbone by providing individual port statistics
and a means of port blocking by protocol and access criteria.

® Adding security by preventing lilegal attachments.

Table 2. Advantages of FDDI Concentrator

(6) Routers. The Cisco 7000 router
provides o current packet-forwarding rate
of 110,000 packets per second. A packet-
switching module is available for the
Cisco 7000 that forwards packets at a rale
ol over 220,000 puckets per sceond, This
could be providad as a Tuture lechnology
cihancement,  should  the  need  for
increased  packet forwarding  hecome a
requireiment.

Soing Staff Streaegic Information Technology Plon

(7) 10Base-T Workgroup Hubs. The
3Com Hub provides 12 Ethernet 10Base-T
ports in a compact scalable format. Hubs
are clustered in order to keep within the
design philosophy ol dual-homing and to
provide the additional ports required by
larger COlLs. One hub acts as an SNMP
host, providing management for all hubs in

a cluster. A minimum cluster consists ol

two hubs providing 24 subnet port connee-
tions. One hub provides a host connection
(o the primary router while the other hub

[9
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provides a host connection to a secondary
router. A cluster can expand from the
minimum  configuration of two  hubs
suppotting 24 users to maximum of four
hubs supporting 50 users. Each work-
group hub has its own por er supply and
incorporates cither a 10Base-FL (Ethernet
over fiber) or an atiachment unit interface
(AUIN.  The !0Base-FL interface is used
0 connect the hubs to the router; the AUL
interfuce is provided for flexibility. It
provides other Ethernet media-type con-
nections such as [0Base2 (Thinnet) and
10BaseS (Thicknet),

{8y LDC UPS. The UPS provides clec-
trical backup capability for the LDC
router and FDDI concentrator, supplying
15 minutes of uninterrupted power in case
of a power outage. The UPS also provides
an SNMP capability and rack enclosure
environmental monitoring,  These capa-
bilities allow for remote monitoring of
UPS conditions such as power statistics,
battery voltage levels, runtime, and load,
as well as rack temperature and hunidity.,
Four inputs are provided, permitting
remote monitoring of external events such
as door closure. smoke. and fire detectors.

(V) Ethernet 10Base-FL. Fiber Optic
Transceiver.  The Lthernet 10Base-FL
trunsceiver attaches directly to an AUl
port without requiring an AUI cable. The
unit has six indicators that monitor power,
link status, jubber, collision  detection,
transmit, and receive, and allows point-to-
point Ethernet communications over fiber
optic cabling. The unit is connected to the
router’s AUL port, allowing a fiber optic
connection to the 10Base-T workgroup
hub fiber optic port. 1t is also used for
other devices requiring Ethernet connee-
tons with cable runs that exceed 100
meters.

(1)) Ethernet 10Base-T Twisted Pair
Transceiver.  The Ethernet  [0Base-T
transceiver attaches directly o an AUIL

port without requiring an AUI cable. The
unit has four indicators that monitor
power. link status, polarity and signal
quality, and allows point-to-point Ethcrnet
communications over shielded twisted pair
cabling. The unit is used to connect the
workstations to the 10Base-T workgroup
hubs. It is also used for other devices
requiring Ethernet connections with cable
runs that are less than or equal to 100
melers.

(11) FDDI Bypass Switch. The FDDI
bypass switch provides a means of seg-
menting a failed concentrator from  the
backbone and preventing the adjacent con-
centrators from going into a wrap mode.
By scgmenting we failed concentrator
from the backbone and continuing the pri-
mary and secondary data paths, the
integrity of the backbone is maintained.
When the concentrator has been repaired
and put back into service. the bypass
switch will automatically switch back 0
its normal mode.

Network Implementation

(1) Backbone. FDDI is based on a dual,
counter-rotating. 100 wlbps fiber optic
token-passing ring. The dual ring is com-
prised of a primary ring and a secondary
ring.  The primary ring is used for data
transmission and the secondary ring s
used as i backup, should the primary ring
fail.  (Reference Figure S5.) The FDDI
ring is comprised of FDDI concentrators
which provide the host ports for the
backbone to the COI routers, COI servers,
and corporate processors. The Cisca 7000
routers provide the necessary iselation and
filtering required for e COI networks.
More than one TOI may be supported by
one router. I addition, all routers are
dual-homed to the backbone via the FDDI
concentrators, as  shown in Figure 6.
Should a router path to a primary FDIDI
concentrator fail, the secondary (standby)
puth to the secondary FDDI concentrator
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Concqtftor
——— ¥

Office Automation
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Office Automation
Subsystem

Figure 6. Dual-Homed Network Implementation

will become active, allowing a data path to
the FDDI buckbone. Tae cable plant de-
sign and implementation minimizes  the
need for future cable runs within the
PWDS. In addition, spare fiber oplic
cables are provided to support multiple
FDDI  backbones and  emerging  tech-
nologies such as ATM.  Also. by using
Category Five shiclded twisted pair cable
in the subnet design, high bandwidth (100
Mbps) copper technologies such as CDDI
can be implemented without having to add
or change the cable plant within  the
directlorates.

{2) Community of Interest. At a mini-
mum, the COI consists of access to an OA
processor, a PC(s), and a hub cluster(s)
and a routing capability. The 3Com Hubs
are scalable from 4 single hub providing
12 user ports o a 4-hub cluster supporting
50 user ports. A COI is comprised of one
or more hub clusters, depending on its
size. In addition, the nature of the 3Com

Jowt Staff Svrategic Informaiion Teclmology Plan

Hub provides flexibility in the CQOI
implementation, which allows a hub clus-
ter 10 support more than one COI.  The
COI network is based on the Institute of
Elcctrical and Electronic Engineers (IEEE)
Standard 802.3 10Base-T standard for a
twisted pair cable Ethernet star topology.
10Base-T is distributed over shielded
twisted pair cabling a distance of no more
than [00 meters,  When configuring a
COL a minimum of two 3Com Hubs per
cluster is specificd to conform with the
JSAN dual-home architecture design. By
providing two Ethernet 10Base-FL com-
munication paths from the hub cluster to
the primary and sccondary router, a high
degree of reliability is met. Should a com-
ponent common o the data path fail, the
redundant link will take on the failed path's
traffic.

d. Communications Software Architec-
ture. The overall communications concept is
centered upon the protocol suites that are
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implemented in the various components of the
JSAN system. Most of the protocols fall into
two principal classes: the DOD prowcols and
the 1SO protocols (as defined in GOSIP).
Within the JSAN system, DOD protocols
predominate. whereas with communications
to systems external 10 JSAN, SO protocols
are likely 10 be pecessary.  Note also that
some protocols do not fall into either class.
such us SNA. This third class is potentially
necessary  for communications with  some
external systems,

(Ih The distinction between classes of

protocols is essential because it dictates
which protocols are implemented in the
various JSAN components.  None of the
PCs/servers  comraunicates  directly  with
external systems and  therefore do not
require all of the 1SO protocols. The
communications processor is the compo-
nent that directly interfuces external sys-

tems und it consequently implements all of

the classes of protocols. Where necessary.,
it wranslates (through protocol gateways)

from [SO (or other protocols) to DOD
protocols,

(2) DOD protocols include SNMP, File
Transfer Protoco! (FTP). and Telnet Pro-
tocol. These protocols are running on the
Windows-based platforms (the user PCs
and the OAPS) and on the UNIX plat-
forms (including the network management
station (NMS) and the communications
processor), Other protocols specific to the
Microsoft environment include data link
control (DLC). NetBIOS. NetBEULL and
SMB: the additional protocols specific to
the UNIX envirommiern include NIS and
NFS. The protocol stack of the PCs and
OAPS is illustrated in Figure 7 and the
stack for the NMS is illustrated in Figure
8. NMS incorporates OS] and TCP/IP
systems and communications management
capabilities, enabling it to manage Com-
mon  Management Information Protocol
(CMIP) and SNMP components.  The
communications  processor implements a
complete dual stack that inciudes all of the

SMB
FTP
NstBIOS
TELNET
uDP TGP SNMP
NetBEU! '
ICMP P ARP
DLC i
!
IEEE 8U.. °
Ethernet
!

Figure 7. Personal Computer and Office Automation Processing Subsystem
Protocol Architecture
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| ICMP P ARP

IEEE 802.2

|EEE 802.3 FDDI

x.400 | CMIP
RTSE ROSE | X-500
NFS ACSE
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Figure 8. Network Management Station Protocol Architecture
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Figure 9. Communications Processor Protocol Architecture
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classes of protocols, as illustrated in Fig-
ure 9. To external systems, the communi-
cations processor can interface with DOD,
ISO. or other selected protocols.  For
internal communications, it uses the same
set of protocols as the PCs and servers.
The 1SO protocols  include: X.400
(message handling). X.500 (directory).
CMIP, and File Transfer, Access, and
Muanagement Protocol. Those components
that are in a COl implement 1IEEE Stan-
dards 802.2 and 802.3. ISAN compo-
nents  that interface directly to  the
backbone implement FDDILL

3. Video Network. The JSANBVS is a one-
way distribution system designed to provide
eight video channels with audio to Joint Staff end
users. The JSANBVS has the ability to accept
various radio frequency (RF) signal input
sources, combine and amplify the resultant sig-
nals. and then distribuie them over a cable distri-
bution subsystem to end user outlets. The reuse
of the existing Joint Staff Support Information
System (JSSIS) network coaxial cable was
implemented when possible, thus, eliminating the
disruptions associated with installingy new cable
in the work areas.

The local origination programming capability
satisfies the current requirement of eight pro-
gram  ag channels and provides for various "in-
house” requirements: an example includes play-
back of prerecorded tapes (VHS. BETA) for
waining.  Additionally, the desier nrovides a
point of demarcation for fur 4 sources
which may include off-air a... 1 broadcast
transmissions (both VHF and UHF), satellite
antenna, and community access television inter-
faces. as required.

Should the Joint Staff require conncctivity to one
of the future signal sources. security must be
maintained by preventing emanations and video
signals from fecding back through the signal
source interface. This is accomplished by utiliz-
ing fiber optic wechnology between the input sig-
nal source and the headend equipment.  The
input signal source must interface through the

24

copper port and be converted to light within a
fiber optic transmitter. The signal then goes out
through the fiber optic port over single mode
fiber cable into a fiber optic receiver where the
signal is converied back to RF. From the
receiver, the RF signal goes out through the cop-
per port and into a modulator for channel selec-
tion and input to the video system. This satisfies
the NACSIM regulation since it is impossible for
internal transmissions to feed back out into the
external signal source via fiber optics because
the RF emanations are eliminated once the con-
version o light oceurs. Therefore, the external
source will not receive ingress if there are no RF
emanations being introduced to the external
source.

The JISANBVS is a single cable 50-450 MHz
one-way distribution system. The system pro-
vides cight video channels and has enough
expansion capability to provide transmission of
up to 60 TV channels to the end user worksta-
tion. JSANBVS is comprised of the headend.
trunk distribution | and feeder distribution sub-
systeins.

a. Headend Subsystem. The JSANBVS
headend location is located in the Joint Staff
Message center to provide the RF signal
source(s) to the Joint Staff end user. The
headend receives the various incoming RF
signal sources. converts them to a desired TV
channel, and then transmits the video/audio to
the end users.

b. JSANBVS Trunk Distribution Subsys-
tem. The trunk distribution subsystem pro-
vides the main broadcast traasmission path
from the headend location to strategic LDCs
located throughout the Joint Staff facility.
The trunk cable originates from the equin-
ment cabinet in the Message Center, passas
through the PWDS. and terminates in prede-
termined LDC locations.

¢. Feeder Distribution Subsystem. The
feeder distribution subsystem provides the

secondary broadeast transmission path from
the LDC location to strategic remote wiring

Jaint Staff Strategic Information Teclinology Mlan
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hubs located throughout the Joint Staff facil- case where the distance between the LDC and -
ity. One feeder cable originates from the the hub locations exceeds the operationally ®
splitter to each of the predetermined remote sound performance characteristics of the
wiring hub locations. The splitter uses the 16 cable, an amplifier will be appropriately
available ports to "feed” individual kubs at an placed to amplify the signal to the remote )
average distance of 200 feet away. In the areas of the Joint Staft,
PROCESSOR SUBSYSTEM COMPONENTS AND RELAT™.D SERVICES
Until the National Security Agency's (NSA) The standard JSAN hardware configuration
cvaluation of the JSAN Bl Compartmented for the Pentium is as follows:
Mode Workstation is complete. an interir solu-
tion is being implemented. This interim solution « Pentium PC 5D 66PCl
is bused on the original JSAN infrastructure » 200 Watt Power Supply
supporting a client-server network comprised of * 16 MBRAM
DEC 2100s performing as the OAPS and 80486- ¢ 545 MB Drive
based PCs performing as user workstations. The * 1.44 MB Floppy Disk Drive
DEC 2100 executes Windows NT Advanced * 15" Monitor
Server as its operating system; the PC runs Win- * Serial Ports (2)
dows NT as its operating system. * Parallei Port (1)
* Keybourd
I.  Workstation. The user PCs are 80486- * Mouse and Mouse Pad ®
based PCs running the Windows NT operating *  Netwoik Interface Card
system.  Configuration details of the PCs are » Intel S3805 PCI Video with | MB
inciuded below,
b. Network Connectivity. Connectivity (o
a. Basic Hardware Configuration Data. the JSAN Network is iliustrated in Figure 10,
The standard JSAN hardware configuration The software which is installed on the PCs is
of the 804! 5-be. »d PC is as follows: as follows:
o O66ME, L ¢ Windows NT 3.5
¢ 200V 2t Cower Supply * Microsoft Office 4.2, consisting of
« 16N T.awm Word for Windows, Excel for Win-
e 430w Drive dows, PowerPoint for Windows, and
« .7 s oppy Disk Drive the Microsoft  Muail  Workstation
* 5.2 .nFloppy Disk Drive License
o 25 . Cache Memory * WinQVT/Net, which provides terminal
« [Sinch SYGA Color Monitor emulation
¢ Serial Ports (2) * Schedule+, which provides it scheduling
» Parallel Port (1) capability
« 101 Key Keyboard *  Mail
+ Mouse and Mouse Pad
» Ethernet 16-bit SNMP Capable Port A block diagram showing the application
« Video Adapter software environment ol the PC 1 illustrated
in Figure T1.
Joint Staff Strategic Information Technology Plan 25
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A ®
0
—_-l FDDI Concentrator { =0 .8
%)
To Backup
FODI L
“— Concentrator
Cisco 7000
Router
Office Automation
Server ®
et I, | 3 Com Hub Cluster
To Backup Router ®
Figuee 10. Personal Computer Connectivity ¢ e
| Microsoft Office .
| WinQVT/Net
‘ Word 6.0 Excel 50 |PowerPoint 4.0
®
Windows NT
Mail 3.1 Scheduler+
®
Network . .
Device Drivers
Protoco! Stack
Figure (1. Personal Computer Software Environment ®
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2. Office Automation Processing System
(OAPS). The OAPS provides such shared
services for its community of interest as mail and
file sharing. The platform for the OAPS is a
DEC 2100. The JSAN DEC 2100 basic hard-
ware configuration is as follows:

+ 190 MHz Alpha Chip

e 600 MB CD-ROM

+ 2.83 MB Floppy Disk Drive

* 64 MB RAM

* Two 1-GB Internal Disk Drives
¢ Keyboard

¢ 3.Button Mouse

OA Infrastructure

* 16 inch Color VGA Monitor,
1280x1024

* 3-Port SCSI Controlier

¢ Two 3.5 inch Disk Drives, 2.1 GB

+ 8mm 5 GB Tape Drive (in Pedestal)

« FDDI Interface

¢ Ethernet Interface

a. Network Connectivity. Each DEC 2100
is connected to the FDDI backbone through a
FDDI concentrator and through a router for
access by all authorized network users. Net-
work connectivity of the DEC 2100 is
depicted in Figure 12.

FDDI Concentrator —]-—-ﬂ)-l-—

FDDI

Office Automation Processing
Subsystem

FDDI

Router

Figure 12. Office Automation Processing Subsystem Connectivity

b. Sofiware Compoiients. Windows NTS
is a superset of Windows NT. It provides an
environment in which user privileges and
access to data can be centrally managed.
NTS supports the concept of domains, where
a domain is defined as a basic unit of security
and centralized administration.  Within the

Joint Stuff Strategic Information Technology Plan

JSAN configuraiion, the single domain muodet
has been implemented.

The primary domain controller (PDC) serves
as the single source for administration infor-
mation, and is a configuration of & Pentium
processor with 64 MB of RAM.  Euach OAPS

is configured as a backup domain controller
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(BDC). The administration information is
automatically replicated from the PDC to the
BDC(s) on a periodic basis. Configuring the
OAPS as BDCs avoids problems, should the
PDC fail. Because a PC must be able to
access o domain server to be penmitted to log
on, BDCs increase performance of the logon
process by eliminating the need for the PC to
go across the network to find the PDC.
Instead, the PC is able 10 access the local
OAPS for the necessary administration
information to log on.

This single domain model offers the following
advantages over other models:

¢ Centralized nctwork account admini-
stration,

e Centralized network resource  admini-
stration,

o Centralized network security.

* Counsistent and understandable  user
working environment,

+ Elimipation of additional hardware
needs (only one PDC is needed to per-

form administration duties, hence only
one machine).

« Minimizes complexity of maintaining
“trust relationships” between scparate
domains.

The software which is installed on the OAPS
is as follows:

+ Windows NTS 3.5

< Microsoft Office 4.2, consisting of

Word for Windows, Excel for Win-
dows, PowerPoint for Windows, and
the  Microsoft  Mail  Worksiation
License

¢ WinQVT/Net, which provides terminal
emulation

* Schedule+, which provides a calendar-
ing capability

¢ Mail 3.2a

¢ Resource Kit. which provides adminis-
trative tools for Windows NT

A block diagram showing the application
software environment at the QOAPS is illus-
trated in Figure 13,

WinQVT/Net

Microsoft Office

Windows NTS

Resource Kit | Mail 3.2 Upgrade | Scheduler+

Network
Protool Stack

Device Drivers

Figure 13. JSAN Officc Automation Processing Subsystem Environment
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3. Communications Processing Subsystem.
The CPS supports services for high-speed com-
munications support and  store-and-forward
service for electronic mail, Automatic Digital
Network (AUTODIN), and other message traffic
to external networks.

a. Basic Configuration Data. The CPS is
hosted on two IBM RISC System/6000
Moxdel 950 processors. The system is a rack-
mounted server. The basic configuration data
of the communication processing subsystem
is as follows:

* Processor - 42 MHz

* Main Storage - 64 MB RAM, expand-
able to 512 MB

« Internal Hard Disk Storage - 857 MB
DASD

« IBM FDDI Controller - Provides FDDI
backbone access with optical bypass
feature

* CD-ROM

» Diskette Drive - 3 inch Floppy Drive

« Internal Battery Backup

« RS/6000 Model 220 as Maintenance
Console, with monitor and keyboard

OA Infrastructure

Two Model 950 processors provide for a
level of redundancy in communications ser-
vices. Similarly, support for the external
sources is distributed between the two, mak-
ing it possible to provide backup paths for
JSAN and external sources. This distribution
also supports load balancing between the pro-
cessors. Each processor includes a battery-
powered backup unit that provides up to 1500
watts of standby power for a minimum of 10
minutes. The backup ensures that communi-
cations services can be brought down
"gracefully” in case of problems. thercby
minimizing time to restore full service after
recovery. The CPS provides the capability to
support over 100 external sources and pro-
vides expansion capability to 200 sources.

b, A block diagram showing the application
software environment at the CPS is illustrated
in Figure 14. The operating system is
depicted at the lowest level and includes AIX
system calls, AIX kernel services, and the
interface  communications to  petipheral
devices such as printers and storage devices.

USER

JSAN User Interfaces

APPLICATIONS

X Windows l

Corporate Procassing
Performance Management
Network Management Software

E Mail (X.400 MTA, MS)
User Diractory (X.500 DSA)

l POSIX AP |

AlX System Calls Operating System

AlX Kernal Services

Scanners

Displays I Prhurdpmnuul

Devices Prolocol Stack

Storage ] Network

Figure 14. ISAN Communication Processii, ; Subsystem Environment
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The protocol software is packaged with the
operating system. The POSIX API inierface
sits between POSTY.-compliant applications
and the AIX Operating Svstem. The applica-
tions software will alse aterface with the X-
Windows software, When an application is
executed, it is executed within an X-Window.
X-Windows provides the windowing min-
agement capabiiity to the user such as resiz-
ing a window. closing the window to an icon.
ar woving a window, Thus, the user is also
shown o be interiacing with X-Windows.

4. Network Management System (NMS). The
network  management system monitors a full
range  of network,  system, and application
resources within networks comprised of hetero-
geneous workstations, servers, PCs, and network
devices by providing a centralized view of the
compulers and devices in the network environ-
ment,

a.  Basic Configuration Data. The busic
configuration of the NMS consists ol 1BM
RISC System/6000 Model 550L. The NMS
is configured with the following hardware
configuration:

¢ Processor - 25 MHz, rated at 119
MILOPS

*  Muin Storage - 64 MB, expandable to
256 MB

o Internal Hard Disk Storage - 2 GB.
expandable 10 7.2 GB

« IBM IFDDI Controller

« [BM Ethernet Adapter

« IBM SCSI Adapter - 4 MB/see data
rate

s Diskette Drive (Standard) - 1.44 MB;
35 inch

*  Microchannel Stots - Four available

s 21 inch Monitor und Keybouard

* Standard Device Ports/Connection

* 30 KVA UPS with SNMP Adapter

» High-Speed Corporate Storage ( with
SCSI High-Performance External Inter-
face. SCSI Device-to-Device Cable and
Host-to-Device Cable

+ Double-Speed CD-ROM

30

* Mouse

» Low-Speed Corporate  Storage  with
8mm Tape Media

*  Graphics Color Printer - {4 MB and
Serial Cable

+ Low-Speed Page Printer with Input
Drawer, Etnernet Interface, 4 MB
Memory, und Serial Cable

b. Network Connectivity. The NMS is
connecled 1o the FDDI backbone through a
router.

¢. Software Components, The software
running at the NMS is as follows:

e Corpurate Process Performance Moni-
toring and Management

*  Network Management Software

« DUAL FDDI Device Driver

* Llectronic Mail

*  Uscr Directory

5. Printer Architecture,  Implementations of
print services available within the JSAN Infra-
structure are:

« PC or OAPS Connceted
Implementation
*  Network Connected [mplementation

Both of these implementations are achieved by
the Print Manager functionality of the Windows
NT or Windows NT Advaneed Server operating
systems.  Print Manager capabilities include
installation of printers and connection 1o printers,
control of documents that have been sent 1o the
printer. and management of local and remolte
printers. A printer may be connected direetly Lo
a PC or an OAPS and may be connected through
either the paraliel or the serial interface.

a. PPC- or Server-Connected Implementa-
tion.  Printers directly connected may be
shared by other users on the network.  Shar-
ing a printer allows others on the network to
connect 1o the printer and to print their docu-
ments on it. Conliguring a printer as 4 "share
printer” is a systems administrative task and

Joint Staff Strategie Informaiion Technology Plan
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is accomplished on sile. This functionality is
available through the Windows NT Server
Print Manage: (for OAPS-connected printers)
or the Windows NT Print Manager (for PC-
connected printers). Windows NT and Win-
dows NT Advanced Server allow remote
administration of printer servers, printers,
print jobs, and printer drivers.  Figure 1§

OA Infrastructure

illustrates this concept using a PC-comnected
printer as an cxample. Although the printer is
directly connected 1o user A's PC, it has been
configured to allow others on the network to
print to it. Print jobs are spooled to the hard
disk of user A’s PC. and then sent by the
spooler to the printer.

Community of Interest

| OAPS

o

DEC 2100

User A Y |

HUB ] o

JSAN Infrastructure

Loglcal Connadtion

Community of Interest

eger
Physical Conneclion DEC 2100 Router

Figure 15, Personal Computer or Server Connected Implementation

b. Network-Connected  !miplementation.
Windows NT and NT Server use the DLC
protocol for communication with network-
connected printers.  In this configuration, the
printers are directly connected to the network
through a hub, The print spooling arca exists
on hard disk at one of the PCs or OAPSs, as
configured by the system administrutor. The
spoaler exeeuting at that PC or OAPS then
sends the print document to the printer.  in

Joint Staff Strategic Information Teclnofogy Plan

Figure 16, the printer is configured as a net-
work printer, with its spooling arca located at
OAPS A. As with printers connected direetly
o a PC or a OAPS, a network-connected
printer can also be shared.  This figuie
depicts the printer as being shared, and
accessible, by all users on the network.  Print

jubs are queued (o the spooling area, and then

sent by the spooler to the printer.
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IRM Strategy

Joint Staff Information Resources Management Strategy

BROADLY DEFINED INITIATIVES

The Joint Staff IRM strategy consists of several
initiatives  that provide the foundation for
achieving the Joint Staff IRM vision. Consistent
with Federal and DOD initiatives, the Joint Staff
IRM initiatives identificd below provide the
guidance promeoting  organizational  efforts
toward attaining the vision:

¢ Implementation of management information
systems that provide effective, responsive,
and accurate information to the decision-
makers on the Joint Statt.

e Development of a  cohesive information
architecture that facilitates internal and
external data sharing, data integrity con-
trols, and reduces the burden of data collec-
tion and information processing on the user
community.

s Design and implementation of an informa-
tion technology architecture that complies
with open-system  environment  specifica-
tions.

e Simplification of information exchange and
sharing within the user community through
common data standards.

There are management risks associated with any
planning effort and IRM planning is no excep-
tion.  Joint Staff IRM managers face many
challenges in choosing and implementing appro-
priate courses of action in support of the Joint
Staff mission. The dynamics associated with
lechnological  change,  functional  mission
requirements, information reguirements, security
requiremients, and evolving standards in combi-
nation with an organizational environment char-
acterized by reduced personnel and {unding re-
sources  pose  significant challenges o IRM
planning.

Within the framework of the information archi-
lecture initiative, for example, external clectronic

Joint S1aff Strategic Information Technology Plan

connectivity between the Joint Staff and other
DOD elements (as well us non-DOD organiza-
tions), has been severely curtailed for many
years. The restriction on external connectivily
has been the result of security mandates imple-
mented 1o protect classified information.

The protection of classified information remains
as the primary limiting factor where external
connectivity is concerned. The tcchnology sup-
porting the electronic transmission of data
through wide area networks has developed much
more rapidly than the technology safeguarding
information systems aud their respective data
bases from tampering and intrusion. Although
recent  security advances in such areas as
“firewalls™ (on-line devices designed to preclude
unauthorized intrusions) and encryption devices
have provided marked improvement in network
security, the Joint Staff. due 1o the classified
nature of its operations, must carefully balance
the requircments of external connectivity with
appropriate risk management considerations.

From a policy and procedural perspective, the
risk assessment  associated with  information
systems security will require sustainment of an
information security program that will align
itself with the goals of current DOD program
cfforts and locus on:

e Jdentifying, developing, and deploying
appropriate sccurity technologies for Joint
Staff initiatives.

¢ Decfining and implementing effective secu-
rity management processes.

e Deploying and operating an intrusion detec-
tion system.

e Employing an architectural design philoso-
phy with security protection measures.

e [mproving information systems  securily
training within the Joint Saff,
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Putting policy into practice is being addressed
with near-term alternatives that have the promise
of providing a basis for a long-term solution.
Identification of a major segment of the Joint
Staff user community requiring less than top
secret network support, for instance, has pro-
vided the Joint Staff with the option of accessing
the Secret Internet Protocol Router Network
(SIPRNET) at the secret level and accessing the
Unclassified Internct Protocol Router Network
(NIPRNET/INTERMET). In combination with
such efforts as the NSA's Multilevel Information
Systems  Sccurity Initiative, the Joint  Statt
should be in the position o eftectively implement
a viable external connectivity capability.

34

Resolution of the challenges confronting the Joint
Staff's information architecture initiative and
external connectivity as described, as with all the
initiatives, is predicated on more than succcss-
fully addressing the described technological and
securily concerns. The successful attainment of
the IRM vision and its respective initiatives,
goals, and objectives has its foundation in senior
leadership commitment and functional user
involvement. Success in the strategic manage-
nent of information resources is but one aspect
of success in the strategic management of the
Joint Staff’ and the accomplishment of its
national detense mission,

Joing Swff Strategic Information Technology Plan
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Analytical Gaming and Studies Support

Analytical Gaming and Studies Support

Directorate: J-8

Mission Statement: Studies, Analysis. and
Guaming Division (SAGD) is responsible for:

. Analyses, assessments. interagency and
international war games, seminars, and work-
shops pertaining to the entire spectrum of
defense issues.

2. Assessments, analytical studies, and war
games to support joint warlighting capability
requirements. readiness. the Enhanced Joint
Requirements Oversignt Council, the statu-
torily required Joint Military Net Assessment,
and the Joint Strategic Planning System.

3. Analytical and wargaming support for
operation plan and concept of operation
assessments.

4. Supporting international  form and
Chairman of the Joint Chiefs of ...l and
Combatant  Command-sponsored — exercises
and vrar games.

To accomplish these objectives SAGD develops,
conducts. executes, and analyzes war games and
simulations that span the full gamut of military.
political. and soctal phenomenon.  Support of
gaming activities may necessitale not only pre-
seribing model, data base. and  simulation
requireraents, but  also the  designation  and
operation of equipment at u variety of facitities,

ANALYSIS SUPPORT

Budget EBiement Description: Analysis  support
provides for the development of new models and
stmulations (M&S) when existing M&S prove to
be inadequatte or inappropriate 10 support gam-
ing or analysis objectives. Due o the often
unpredistable nawre of SAGD taskings, rigorous
or validated capabilities often do not exist
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support required key analyses or assessments,
This element also addresses the modification of
existing applications necessarv to implement
capabilities not ctherwise available. In special
circumstances, M&S development may be tied to
a specified hardware environment to meet exi-
gencies of situations (e.g., foreign electric power
or network compatibility). As such, a full range
of information resources might have to be
addressed including the acquisition of COTS
software when it satisfies operational needs and
is deemed cost effective.

SAGD Gaming Suite: SAGD's mission has
ungergone revision and expansion, As a result,
it will be called upon to address a wider range of
situations  using both gaming and analytical
approaches. Table 3 gives characteristics of
some of the types of applications that SAGD has
been or is likely to be tasked with. The lists can
be viewed as a menu: e.g., a tasking might call
for multinational operations other than war,
exercising logistics and transportation capability
in air and land operations.  To achieve this
capability, SAGD will use or adapt extant M&S
where possible. When required. however. it will
specify and develop M&S 1o satisty absent
capabilities. SAGD will devzlop this capability
o support seminar. man-in-the-loop, stochastic,
and analytic gaming. An umbrella architecture
will be pursued to define an extensible. reconfig-
urable. portable. and variable resolution (it pos-
sible) environment that will be life-cycele man-
aged.  Similarly. support tools will also be
incorporated to complement M&S and ensure the
paming suite will be functional and responsive
under the time-critical requirements of seminar
play.  Such twols include graphical user inter-
faces, data bases. and report and seenario gen-
erators. The intent ¢f the suite is not to displace
or replace existing inodels. but rather o satisty
the unigue requireiments of analytical gaming and
studies support.
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Analytical Gaming and Studies Support

Crisis Management

Agenls Crisis Function Domain
Joint Task Force Conventional Warfare Combat Land
Multiservice Political-Social-Econ Logistics Sea
Coalition Low Intensity Combat Transportation Air
Multinational Operations-other-than-War Cél Space

Table 3. Studies. Analysis. and Gaming Division Application Characteristics

Analysis support also provides resources for the
maintenance of models, simulations, and data
bases developed. acquired, or used for gaming or
analytic support.  Examples of such models
include but are nol limited to the Theater
Assessment Model (TAM) and Regional Devel-
opment Simulation System (RDSS). Data base
preparation will be on an as needed basis in sup-
port of particular gaming requirements. Coding
and data development done under this item will
be tested and validated: documentation will pro-
vide all specitications and instructions on eftec-
tive execution of the system.

Budget Eicment Justification: In its role as ini-
tialor, evaluator, and honest broker for Joint
Staff-directed assessments, SAGD is often called
upon to become engaged in issucs for which
traditional or existing M&S are inadequalc.
Funds would be used to develop and improve
capabilities that were deemed essential to be
responsive to speeific taskings.  While applica-
tions used by SAGH mivhy satedy special and
specitic ganming needs. M&S will still comply
with Joint Staff life-cycle management initia-
tives, and satisty compatibility. interoperabitity.
and portability requirements.  This initiative
supports IRM goals and objectives 95-11, 95-111L
and 95-V.

Joint Swaff Strategic Information Technology Plan

WAR GAME SUPPORT

Budget Element Description:  War game  sup-
port covers all aspects of SAGD gaming and
analysis particularly before and during major
scheduled activities that might involve hardware
or software requirements both within Joint Staff
space and at oft-site locations. Examples of this
support include: assistance in preparation of
game specific data bases: surveying SAGD or
off-site  information resources requirements;
installation, setup and takedown of cabling,
hardware, or software; operation, modification,
and exceution of M&S: and technical assistance
in extracting., arraying, and displaying emerging
game results.

Budget Element Justification: Whereas most
gaming support can ordinarily be satisfied from
current assets. scheduling overlaps or off-site
activities may place demands on the staff that
exceed its capability.  Additional support is
needed at those times to ensure efficient and
scamless accomplishment of gaming objectives,
This initiative supports IRM goals and objec-
tives 95-11 and 95-111.
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MAPP

Joint Models and Simulation Modern Aids to Planning Program (MAPP)

Directorate: J-8

Mission Statement: The Joint Staff is charged
with supporting the etforts of the commanders of
the combatant commands (CINCs) in developing
and maintaining warfighting analysis capability.
Specifically, the Joint Chiefs of Staff established
the Modern Aids to Planning Program (MAPP)
to provide the CINCs with analysis tools to sup-
port operational and contingency  planning,
MAPP cstablished and supports analysis cells in
each command. The MAPP capability permits
rapid analysis of courses of action (COAs) in
support of operation plan (OPLAN) evaluation,
assessment o warfighting  requirements, and
CINC decisionmaking. MAPP equipped  the
CINCs with the personnel, computer hardware,
and software to establish a responsive decision
aid 10 the CINCs in operations  planning
(analyzing  force employment options). joint
strategic planning, and planning. programming,
and budgeting.  The analysis cells were used
extensively  in DESERT  SHIELD/DESERT
STORM and continue 1o support CINC deci-
sionmaking both in current operations and  the
Iinhanced Joint Requirements Qversight Council
GROC  MAPP s a multimillion dollar pro-
gram that provides funding and a technical ser-
vices support contract to maintain and enhance
CINC analytical M&S capabilities. The mission
ol the Simulations, Technical Operations, and
Policy Division, I-8 is to provide direct analyti-
cal support to the CINCs through MAPP.

Buaget Element Description: MAPP is
Chairman of the Joint Chiefs of Stall inidative 1o
assist the CINCs in establishing and raaintaining
collaborative wartighting analysis capabilities to
mmprove the CINCS plaming processes, This
initistive provides interoperable. state-of-the-art
MES wols, both hardware and  software, o
improve the CINCS ability to develop OPLANs,
cnhance  esereises. and execute the  actions

required by command missions. This support
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ensures basic interoperability and responsiveness
of the CINC staffs to conduet rapid and mean-
ingful collaborative analysis. During DESERT
SHIELD/DESERT STORM, analysis groups
used their respective MAPP analysis suites o
evaluate operational courses of action and ana-
lyze force structure and force mix requirements.

Budget Flement Justification: MAPP is used to
capitalize on ongoing advances and improve-
ments in M&S analysis tools and technigues that
enable new and innovative ways to perform mis-
sions. such as COA analysis. The analysis of
COAs in an accurate and timely manner can
save lives and win wars. With this capability we
are able to sec outcomes in a logical progression
and determine the costs, both human and fiscal,
that each action will require. An improvement in
this efTort will protect lives as well as reduce the
costs of regular and contingency missions. A
reduction to this program will limit military
capability 1o cffectively react and correspond-
ingly endanger personnel and the success of the
mission.  MAPP is the enly program that sup-
ports  consistent technological improvement o
the joint military  planning process,  Without
MAPP, CINC analysis will be disjointed. There
would be a deterioration in analytical equipment
and systems as well as a tack of coondination in
the development of planning lools.  Initialives (o
Facilitate and improve the plarning environment
will be stifled in the day o day requireiments of a
combatant command.  Any developments that do
oceur may be proprictary and valuable only to
the current user. MAPP has been a key clement
in the Defense Department’s ability to respond to
current national interests, particularly in light of
reduced forees and adeclining budget. MAPP is
a program that allows g competent fook at pos-
sihilities before a conmilment or use ol any re-
sources. This initiative supports TRM goals and
objectives 9510 95-1195-111, U8 Voand 95-VIL
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Copmputer Technology Enhancing Information Gathering and Decisionmmnaking Processes

Computer Technology Enhancing Information Gathering and

Decisionmaking Processes

Directorate: J-4

Mission Statement:  J-4 is charged with pro-
viding assistance to the Chairman ol the Joint
Chiefs of Staff by (1) cstablishing joint logistic
doctrine: (2) providing logistic parameters for
strategic and contingency plans development; (3)
developing logistic mobility and modernization
annexes in support of strategic and contingency
plans, maximizing the logistic capabilitics of the
comhatant commands, to include developing
st * mobility. mobilization, medical readi-
ne. ol sustainment policies and procedures to
support combut forees; (4)  planning and pro-
viding guidance for the logistic aspects of secu-
rity, humanitarian and disaster assistance, and
support to civil emergency agencies;  (3) pro-
viding guidance to the Military Services and
combatl support to Defense agencies for the
preparation of their respective logistic and mobi-
lization plans; and (6) cstablishing combined
logistic strategy, doctrine, and plans:  Informa-
tion technology und resources will be used o
facilitate logistics mput o and participation in
plans. exercises. and wargames.  Information

technology will also support the execution of

logistics operations during erises and contingen-
cies, and the development off medical reporting
systens,

Joint Staf] Strarevic nformation Technoloey Plan

Budget Element Description:  The joint war-
fighting capability assessment (JWCA) process
identif?2d the need 1o provide total asset visibility
of logistical and transportation resources within
the joint task force (JTF) arca of operations.
This IRM initiative applies Advanced Concept
Technology Demonstration (ACTD) methodoio-
gies in the development of JTF support to logis-
ticians, medical, and personnel specialists, pro-
viding real-time decision support information
and visibility. Use of smart cards and other
developing technologies in the medical and per-
sonnel arcas will enhance the capability to
reduce  battleficld  casoalties  and  provide
improved combatant care.

Budget Element Justification: Furnish the JTF
commander with a readily deployable wol that
provides an inmediate logistical and personnel
picture upon arrival in an arca of operations in
order that the decisionmaking process can be
enhanced. This initiative supports IRM goal and
objective 95-111-A.




JDSS

Joint Decision Support System (JDSS)

Directorate: -6

Mission Statement: The Joint Decision Sup-
port System (JDSS) provides analytical support
to command, control, communications, and com-
puter (C4) planners. 1t was developed to help
the J-6 staffs of the CINCs and the Joint Staft to
develop C4 systems master plans (C4SMPs),
asscssments, and evaluations, The JDSS allows
the DOD C4 community to share the benefit of
information gathered and assessed by separate
C4 planners. It provides a structured approach
to assessment which allows a common method-
ology and frame of reference among the CINCs,
the Defense Information Systems Agency
(DISA), and the Joint Staff. JDSS has scveral
functions:

a. It performs an automated color assess-
meut of the ability of C4 systems to support
CINC mission requirements in various was-
fighting environments based on a user-
defined framework and relational data struc-
ture.

b. It ranks both CINC programs and C4
objectives using CINC assessment data and
user selected criteria.

¢. It preduces standard reports for direct
inclusion in the C4SMP.

d. It oaggregates and  organizes  analysts’

notes from the JDSS to form the C4SMP
outline.
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e. It provides the CINC J-6 staff with C4
reference data (e.g., program descriptions,
requirements data, and Joint Uniform Les-
sons Learned (JULLS) data).

Budget Element Description:  Provides  for
periodic hardware upgrades, COTS software,
and maintenance relecases/upgrades for JDSS
application software.

Budget Element Justification: JDSS is  well
received by CINC users and has improved the
C4 master plan development process.  In addi-
tion, JDSS was used by the J-6 for the Informa-
tion Warfare portion of the JIWCA and is being
used for readiness and other assessments by the
US Air Force and US Murine Corps. Both Lhe
US Atlantic Command and US Strategic Com-
mand have discussed the intent of using JDSS
roll up features for the Chairman of the Joinl
Chiefs of Staff (CJCS) Joint Monthly Readiness
Reporting (JMRR).  IDSS will meet future
requirements  through  planned  improvement
modifications 10 its  modular  elements  as
required. The improvement modifications are
dictated by current user requirements and com-
ments from the J-6 Joint Staff CINC C4 Master
Plan Working Group.  The requirement for
JDSS is documented by CICST 6111.01 (draft).
Providing for recurring data maintenance and
planned soliware upgrades for user applications
and COTS software will allow the Joint Stalt o
muaintain the currency  of JIDSS as required.
JDSS  supports IRM goals  and  objectives
95-11-A, 95-111, Y5-1V-B, and 95-V,

Jowu Swall Straregic nformation Technology Plan




Joint Electronic Library (JEL)

JEL

Directorate: J-7

Mission Statement: The Joint Doctrine Divi-
sion (JDD} is charged with providing assistence
to the Chairman of the Joint Chiefs of Staff in
fulfilling the responsibilities under 10 USC
153(a)5), DODD 5000.49, and DODD 5100.1
to develop. revise, and publish joint doctrine by:

a. Serving as Joint Staff office of primary
responsibility (OPR) for all matters in the
development of joint doctrine and joint tac-
tics, techniques, and procedures (JTTP).

b. Identifying voids in joint doctrine and
JTTP.

¢.  Coordinating the evaluation of joint duc-
wine and JTTP in CJCS-sponsored  and
-directed cxcercises with the Evaluation and
Analysis Division,

d. Reviewing and developing recomimenda-
tions on the role of the Services, combatant
commands, and Joint Staft activities in the
development and evaluation of joint doctrine
and JTTP,

¢. Iinsuring consistency of Service. joint,
and multinational doctrine and JTTP.

. Establishing policies, criteria, and proce-
dures concerning the standardization of joint

and multinational terminology.

2. Serving as OPR for Joint Pubs 1, “Joint
Warlare of the Armed Forees of the United

Jomi Staff Strategic Tnjormation feclmology Plan

States,” and 0-2, “Unified Action Armed
Forces (IINAAF)”,

h. Promulgating newly standardized joint
and multinational terminology for the DOD:
publisking Joint Pub 1-02, “DOD Dictionary
of Military and Associated Terms”,

. Sponsoring ihe Joint Electronic Library
(JEL), an electronic on-line system containing
the most current joint, Service, and multina-
tional doctrine, as well as research studics
from within and outside the DOD and related
clements of information pertaining o joint
cducation programs.

Budget Flement Description:  This  program
supporls the requitement to manage the joint
doctrine and JTTP development process and the
DOD Military Terminofogy Program. The JEL
AIS comprises upproximately 15% of the funds
expended Tor overall joint doctrine mission sup-
port.

Budget Element Justification: 1o provide
technical and research support in the form of
worldwide electronic access (o joint publications
and on-line communications used to coordinate
doctrinal issues lor the Joint Stalf. Services,
combatant commands, and DOD agencies in the
development ol juint doctrine and JTTP.  'This
support entails installing joint pubs onto JEL and
operating and maintainmg JEL.  This program
supports  IRM goals and  objectives 95-1-A,
O5-1-AL and 95-11-A.
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JEMP

Joint Exercise Management Package (JEMP)

Directorate: J-7

Mission Statement: The mission of the
Evaluation and Analysis Divisicn (EAD) is to
assess the preparedness of the combatant com-
mands to carry out assigned missions and the
responstveness  and  readiness  of  designated
defense ugencies to support operating forces.
The Division ussesses the impact of OPLAN
strengths and deficiencies on national security
objectives, policy, and strategy. In addition,
EAD monitors, evaluates, and analyzes national,
theater, and tactical joint forces and systems.
The Division is also responsible for operating the
Joint Center for Lessons Learned (JCLL).

Budget Element Description:  The Joint Exer-
cise Management Package (JEMP), a suite of
five software programs, provides the Joint Staff,
combatant  comminds, Services, and  combat
support agencies (CSAs) a ool o systematically
plan, schedule, exccute, and ussess training dur-
ing exercises and operations,  Included is the

procurement of hardware and software to main-
tain and enhance the package.

Budget Element Justification: The functional-
ity of JEMP is cssential to enhancing the training
and operational readiness of the total force. It
improves the institutional ability of the Joint
Staff, combatant commands, Services, and CSAs
to collect, store, retrieve, and analyze planning,
scheduling, cxccution, and assessmunt  data
which contribute  towards  improved combat
effectiveness and interoperability,

Funds are used to procure contracting support in
order to enhance JEMP soltware components
and to procure required hardware for the opera-
tion of the JCLL. Funds are also used to support
the training mission of the JCLL. This budget
element supports IRM  goals and objectives
95-1-A, 95-11-A, and 95-11-A.

Joint Staff Strategic Information Technalogy Plan




JMAPS

Joint Manpower and Personnel System (JMAPS)

Directorate: J-|

Mission Statement: Joint Manpower and Per-
sonnel System (JMAPS) is a reenginecred man-
power and personnel  system whose  data
requirements were consolidated from five exist-
ing manpower and personnel systemis. The new
system has been expanded to provide for addi-
tional information requirements and reorganized
to cnhance data and process modeling.  This
system pravides an automated method to coordi-
nate manpower changes at joint locations with
the Joint S1aff and the Services. JMAPS assists

joint uctivities and the Joint Staff' o maintain,

review, modily. and report manpower work-
center and  billet requirements. JMAPS  also
provides an interface to the Joint Duly Assign-
ment Management Information System. JMAPS
provides an automated means for the Services to
interface  joint manpower requirements  into
service  automated  manpower  data - bases.
IMAPS is used to store and report billet, person-

nel. and security information for Joint Stafl

agencies, The system is used o support all Joint
StalT activities,

Budget Element Deseription:  Soltware  sup-
port is required to maintein and upgrade this
system which is being developed asing COTS
puckages, Included is the procurement of hard-
ware and software o maintain and upgrade
IMAPRS. The IMAPS sysient:

a. Provades maintenance,
upgrades. and technical support for the man-
power portion ol IMAPS.

OPCTUions,

b Provides an automated method o coordi-
nate manpower changes af joint focations with
the Jaint Stafl and. eventually with the Ser-
ViCes,
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¢. Supports the tracking and reporting of
mobilization augmentation of the Joint Stalf
and the organization directly attached to the
Joint Staft.

d. Records and reports manpower informa-
tion related to North Atlantic Treaty Organi-
zation (NATQ) activities.

¢. Supports the tracking and reporting of
information concerning personnel reports for
individuals within the Joint Stafl,

. Supports the tracking and reporting of
billet, personnel, and security information lor
Joint StafT agencices.

Budget Element Justification: The  function-
ality provided by the manpower portion ol
IMAPS is essential to the fulfillment of the Joint
Stalf, Services. and combatant commands” abil-
ity to maintain - manpower  billet/workeenter
information at their location. Analytical support
requirements continue (o motivate the need for
greater amounts  of  data.  faster  processing
speeds. expansion of knowledge-based soltware
tools. and greater interoperability.  Funds ure
used (o upgrade the hardware and soltware com-
ponents of JIMAPS and 1o provide the main-
tenanee ol hardware and renewal ol soltware
licensing, Maintenance support of the hardware
system is needed to o protect the  significant
investiment in equipment. Contractor technical
support is needed o keep both the hardware and
softwire systems operating reliably and 1o pro-
vide user support services. This program sup-
ports IRM wvoals and  objectives 95-10 Y5-11.
S5-I 9S-IV and 95-V.
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IM&S

Joint Modeling and Simulation (JM&S)

Directorate: J-8

Mission Statement: The Joint Staff is charged
with providing the most advanced M&S capa-
bility to DOD and the joint analysis community,
ensuring a US advantage in National security
decisionmaking.  Specifically, the lJoint Staff
supports this goal by:

a. Enhancing guidance and  leadership
through an M&S master planning process.

b. Maximizing M&S capabilities through
the integration and sharing of resources via
distributed operations.

¢ Maximizing synergistic effect of multi-
organizational M&S using video-teleconfer-
encing and computer-to-computer connectiv-
ity.

d. Optimizing analytic tasks through exploi-
tation of shared data and state-of-the-art
knowledge management techniques.

¢ Achieving virtual battlefield simulation
capability linking tactical- through theater-
level M&S.

The mission of the Simulations, Technical Oper-
ations. and Policy Division, J-8. is (0 provide
system administration and automated  informa-
tion system technology support to the Joint Staff’
M&S conununity, support customer needs by
providing required information technology tools,
and provide users with ready aceess o reliable
and accurate data and data sources.

Budget Element Description:

Analytical Suite: The Analytical Suite provides
autonmated data processing equipment, operating
system resourees, and commercial and govern-
ment soltware W support the analytical mission
ol the Joint Stafl. The key requirements are to:
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a. Provide for operations, mainienance, up-
grades, and technical support to the hardware
suite.

b. Procure hardware and software to main-
tain and upgrade the analytical suite systems.

c. Provide the tlexibility to perform complex
research and analysis on an ad hoc basis for
one-time tasking and scenario excursions,

Analytical Tools: The functions of Analytical
Tools are to support the development, main-

tenance, and technical support for the family of

Joint Staff analytical software tools and simula-
tions supporting the assessment requirements of
the Chairman, Joint Chicfs of Staff to conduct
studies and evaluations of military forees, pro-
grams and strategies. Key functions includes:

a. Softwarc  development, maintenance,

documentation, and (raining on Joint Stafl’

analytic tools and simulation models.

b.  Developmient, design, and integration of

database and  graphics  environments  with
associated interfaces.

¢. Software enginecring of analytical code to
achieve software portability. interoperability.
efficieney, performance. and enhanced analyst
productivity,

d. Administrative and technical support for
confipuration management of all controlled
models Tor consistency and interoperability of
supported software, soltware ools, and com-
puter hardware systems.,

¢, Contracted technical expertise 1o assist
Joint Staft military analysts,

Joint Staff Strategic information Fechnology Plan
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f.  Exploring leading edge technologies and
methodologies in the joint M&S arena.

Budget Element Justification: The  function-
ality provided by the Analytical Suite and Ana-
Iytical Tools is essentizl to the fultillment of the
analysis and assessment taskings of the Joint
Swff.  Analytical support requirements conlinue
to motivate the need for greater amounts of data,

Jomit Siaf] Crraregic Infornyaiion Fechnology Plan

JM&S

faster processing speeds, expansion of knowl-
edge-based software ools, exploration and incor-
poration of new modeling methodologies, and
greater interoperability among distributed analy-
sis networks and existing and emerging joint
M&S systems.  This program supports IRM
goals and objectives 95-1, 95-11, 9S-I, 95-V,
and 95-VI1,
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JWEC

Joint Warfighting Center Automation

Directorate: J-7

Mission Statement:  The mission of the Joint
Warfighting Center (JWFC) is 1o assist the
Chairman, Joint Chiefs of Staff, the CINCs, and
the Service Chicls in their preparation for joint
and multinational operations in the conceptuali-
zation, development, and assessment of current
and future doctrine in the accomplishment of
Joint and multinational training and exercises.

Budget Element Description:  Successiul  ac-
complishment of the JWFC mission  demands
focus on operational readiness o ensure that
Jomt and.  where  appropriate, multinational
training and joint doctrine efforts meet today’s,
as well as tomorrow’s, needs across the full
range of military operations. JWFC must take
full advantage of technology, especiully remoted.
distributed. and interactive simulations and net-
working.  Information technology resources sup-
port exercise simulation reguiremients for Aggre-
e Level Sinudation Protocol (ALSP), Corps
Battle Simulation (CBS). Research, Evaluation,
and  Systems Analysis Facility (RESA), Air

0

Warfare Simulation (AWSIM). Joint Elcectronic
Combat  Electronic  Warfure  Simulation
(JECEWSD, Marine Air-Ground Tusk Foree
Tuactical Warfare System (MTWS), and Tuctical
Simulator {TACSIM).

Budget Element Justification:  Automation re-
quirements for the JWFC are based on models,
geographic locations, and workstations necessary
10 support cxercise requirements.  Wargame
simulations  (models/systems) along with their
unique proprictary tools require maintenance in
the form of code updating and improvement.
Software tools require upgrades and technical
support.  System architecture and  processing
requirements are determined by maodel require-
ments (type and processing power), remole oper-
ations/transportability, future growth, perform-
ance, and price. This baseline system archilee-
ture and corresponding simulation support is
depicted in Figure 17.  JWPC supports IRM
goals and  objectives  95-I-A0 9S-I-AL and
95-lHI-A.
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Figure 17. Joint Warfighting Center Baseline System Architecture
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Logistic Aspect of Joint Wargames and Exercises

Logistic Aspect of Joint Wargames and Exercises

Directorate: J-4

Mission Statement: -4 is charged with pro-
viding assistance to the Chairman of the Joint
Chiefs of Staff by (1) establishing joint logistic
doctrine; (2) providing logistic parameters for
strategic and contingency plans development; (3)
developing logistic mobility and modernization
annexes in support of strategic and contingency
plans, maximizing the logistic capabilities of the
combatant commands, 1o include developing
strategic mobility, mobilization, medical readi-
ness, and sustainment policies and procedures to
support combat forees; (4) maintaining a logistic
and mobility assel prioritization capability for
contingency operations: (5) performing logistic
studics. assessments, and analysis; (6) reviewing
the logistic and mobilization plans and programs
of the combatant commands (o determine their
adequacy: and (7) reviewing service logistics
related programs to assess inleroperability and
compatibility. Information technology  and
resources will be used 1o facilitate logistics
maodeling, simuladons, and analysis und logistics
input to and participation in plans, cxercises, and
Wargames.

Budget Element Description:  This  program
includes the requirement o improve joint logis-
ties activity in exercises and wargames in sup-
port of the JWCA process. Tasks include at a
minimum:
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a. Improve logistics assessments in  joint
wargames and exercises.

b. Develop recommendations to  improve
modeling. simulation, and logistics assess-

ment in the JIWCA arcas.

¢ Develop recommendations 1o directly link

exercises with CINC, Service, and Joint Staff

wargiines,

d. Evaluate advanced technical  concept
methodologies, procedures, or ADP tools that
develop logistic requirements or shortfalls in
WRrgames or exereises,

Budget Element Justification: Deficiencies cur-
rently exist in joint logistics play in exercises and
wargames. Joint exercises and wargames have
not properly portrayed joint logistics issues or
capabilitics because of cither exercise or war-

game design, duration, level of detail, or luck of

compulter aided tools to support exercises or
wargames.  These deficiencies impact logistic
assessments in support of the JWCA areas and
do not allow fo; the impact of logistical support
requiremients Lo be fully analyzed. This initiative
supports IRM goal 95-1.

Joing Staff Strategic Information Fechnology Plan




Logistic Concept Development

Logistic Concept Development

Directorate: J-4

Mission Statement: J-4 is charged with pro-
viding assistance to the Chairman of the Joint
Chiefs of Staff by (1) establishing joul logistic
doctrine; (2) performing logistic studies, assess-
ments, and analysis; (3) operating a Logistic
Readiness Center (LRC) to monitor and support
the logistic aspects ol current and future opera-
tions for the NCA and CINCs: and (4) imple-
menting information technology as required
support logistics information systems and direc-
torate operations,

Budget Element Description:  This  program

provides technical assistance to the Joint Staff

J-4 for organizing. analyzing, concepl develop-
ment, and presentation.  The initiative supports

domr Stajf Straiegic Information Lechioloey Plan

the development of a useful analytical construct
for presenting results and findings via a high
information content, high impact medinm.

Budget Element Justification: To suppurt the
Chairman of the Joint Chiefs of Staft and to
ensure accomplishment of the J-4 mission often
requires technical expertise and automated data
pracessing know-how, not resident in the Joint
Staff. When such a requirement arises, technical
assistance is required to support or augment the
LRC during crisis situations or periods of in-
creased world tensions.  In addition, technical
assistance i required to provide support for
logistic assessment presentations to the JROC,
This initiative supports IRM goal 95-11
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Logistic Informeation Requirements

Logistic Information Requirements

Directorate: J-4

Mission Statemient:  J-4 is charged with pro-
viding assistance to the Chairman of the Joint
Chicls of Stdt by (h establishing joint logistic
doctrine: €21 deseloping  logistic: mobility and
modernization anpeaes insupport ol strategic
and contingeney  plans, maximizing the fogistic
capahilittes ol the  cor.batant commands,  (©
include developing stricegic mobilits. mobiliza-
ton. medicul readiness, and sustainment policies
and procedures o support combat forees: (3)
maintaining a logistic and mobility asset prioriti-
sation capability for contingeney operations: (4)
planning and providing guidance Tor the logistic
aspect ol securily. humanitarian and disaster
ansistance. and support 1o civil emergencey agen-
cies: (3) reviewing the logistic and mobilization
plans and programs ol the combutant connnands
o determine their adequirey: (6) providing guid-
ance to the Miliary Services and combat support
o Defense agencies Tor the preparation ol their
respective fogistic and mobilization plans: 17)
establishing combined logistic strategy . Jdoctrine,
and plans: and (8) reviewing service  ogistics-
reluled programs 1w assess interoperabilitn and
compatibility.  Information technoiogs and re-
sourees wil be used 1o support the execution ol
fovisties aperations during crises and - contin-
cencies, and the deselopment of medical report-

INE syslcims,
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Badget Element Description:  This  iniliative
focuses on the delinition ol the logisties inlor-
mation and control system requirements neces-
sary for mobilization, sustainment and niobil-
ity/deployment functions to enhance the war-
fighting capabilities of the combatant comimands.
It also involves the development of an interoper-
able  logisties  urchitecture  for responsive
resource information systems in sapport ol the
warfighting CINCs. The logistic architecture
would describe the fogistic information reguire-
ments in terms ol various logisteal disciplines.,
such as medicar, civil engineering, material,
transportation, and their support data require-
ments. The architecture would serve as a guide
Tor Tunctional sponsors and deselopers (o man-
age the evolutionary  development ol logisties
systems, identily system shortlalls, avoid dupli-
cate dey elopunent. and improve data management
collection by identifving the data required (o
suppori logistics.

Budget Element Justification: To  provide a
fogistics  information  architecture using new
technologies Tor the Jomt StalT i support of (he
combatant commands and Serviees. This eflort
will resalt in beter availability of Togistics inlor-
mation for the Joint Task Foree Commander.
The Jogisties architecture should provide  the
integration capability of theater distribution and
mavement contral functions, This initiative sup-
peits IRN goad ST
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JSAN

Joint Staff Automation for the Nineties (JSAN)

Directorate: Dircctorute of Management

Mission Statement:  The Joint St Automa-
ton lor the Nineties USAN) Program will mod-
ernize. enhance, and replace existing Joint Staft
compuler and communications systems that sup-
port geaeral purpose OA Gand related) require-
menls, and provide expanded  communications
intertaces to ouiside organizations. The purpose
of the JSAN Program is 1o inerease mission
ellectiveness ol the Joint Stalt through o user-
fricndly. imegrated suite of” hardware and soft-
wire.

JSAN will satisly mandatory noncommind and
control, headquarters QA performancee require-
ments such as word processing. locul area net-
working, electronic mail. data base applications,
vraphios and image  processing, spreadsheet
capabilities, automated message handling, and
action tracking on commercally available hard-
ware and software platforms,

JSAN will mect future requivements  through
planined  nnprovement projects ina modular
fashion as those requirements are  identified.
JSAN wll mantain curreney with technological
advancements  through an annual technology
refreshiment program. The ISAN vision includes
eventual connectivity with the Global Command
and Control System (GCCS), the Delense Mes-
saging System (DNISE and anoperationad mult-

fevel secure processing environment,
APPLICATIONS BIAINTENANCE

Budget Element Description: Provides  support
for the niainicnaince of uiigue Joint Stalt como-
rate and directorate data hase applications soit.
ware. Corporate data base applications include
the Comptrolfer’™s \utomated  Budget System
(CABSL  Action Tracking  System-lmaging
CATS D Joint Stall Actuon Processing System

CISAPL Jomt Stalf Automated Message Handler

UMD Jome Automated Records Managemers

doing Staf) Stvanevac Lifornairon Feclmolagey Plan

System JARMS), Joint Stall Ofticer Traming
System USOTS)L and the Programming  and
Budgeting Svstem (PBS).

Directorate data base applications inciude the
International  Negotiations  System (INS).
IMAPS. the Joint Stalf Reguisition and Tracking
System (RETS), the Joint Manpower Data Sys-
e (JMDS). and various data hases that support
the Secrctary. Joint Stat (818) Administrative
Section,

Overall program manageinent is by the Jaint
St Informution Resources Management Ofiiee
CSIRMO). Directorate of Management (DOM),
with sub-program managers assigned as neees-
sary. Directorates that are Tunctional proponeils
ol these OA applications  coordinate — their
requireiients with JISIRMQ. - Maintenanee of
applications are currently implemented by DISA
with JSIRMO exercising prograny nianagenment.

The applications software or managenent infor-

mation systems that Talb within the purview of

JSAN support various operational reqguirements
within the Joint ST, These svstems and their
associated  dita bases are deseribed in Turther
dewil following this section. Each system or
data birse deseription rellects Joint StlT organi-
zational responsibility for the sysiem tunctional
proponenth. system or datia base purpose and
deseription. and narrative budget justilication.

Budget Element Justification: Provides  Tor re-
curring  corporate and  directorate-specific
managenicnt mformiation  system requiremicnts.,
Supports IRM goals and - abjectives 95 1-B.
OS5 H-ALCO5 TTTL9S- VA and 90-VL

APPLICATIONS DEVELOPMENT

Budgetislement Deseription: Provides  support
lor the conversion of existing corparate and




JSAN

directorate OA and data base applications o
ISAN as well as the development of new OA and
data base applicatons as the Joint Stalt work
process s orelined and as new requirements
emerge. Where applicable, the modification and
changes associated  with specilic application
software are described in the pages following the

JSAN IRM initiative.

Budget Elenmwent Justification: Provides for the
design and development of new OA application
which serve @ corporale purpose. Supports IRM
soals and objectives 95-10 9S-I, 95-1], and
Us-v.

CORPORATE OFFICE AUTOMATION

Budget Element Description: Provides Tor pro-
curement ol corporate OA automaied data proe-
essing equipient (ADPE) as determined by the
Senior - Information  Resources Management
Official (SIRMO) in conjunction with various
Joint Sl IRM bodies,  Tunds are primarily
used for corporate OA infrastructure. Examples
nclude  FDDL - OAPS. corporiale soltware,
required hubs. servers, cabling, conduit, operat
ing systetns and peripherals, and printer inter-
luces.

needed
autennation advances 1o support the strategy (o
replace one third of the Joint Staft user comput
ers cach sear. Supporls TRM gouls and abjec-
(ves 951195 V95V and 95 VI,

Budget Element Justilication:  Provides

DIRECTORATE OFFICE AUTOMATION

Budget Blement Deseription: Provides Tor pro-
curement ol directorate OA ADPE as deemed
necessiry by directorate IRMOs. ADPE pur-
chused through this sub-clement are dor diree-

torate OA hardware and software, Funds are

distributed based on the sumber of Joint StalT

personnel assigned 1o cach Joint Staff activity.,

Budget Blement Justification: Provides for the
replacement ol one-third ol the Jome Sl users”
computers cach year. This will ensure o more
consistent strategy inautomation Tor the Joint

Stall, rather than waiting until an entire Joint
StafT ADPE system becomes obsolete. Supports
IRM  goals and  objectives 95-110 US-111-A,
US-V-B. 95-VI-B. and Y5-VI-D.

FUNCTIONAL APPLICATIONS

Budget Element Description: Provides  support
for Joint StlT OA  functional  applications,
These applications are other than the core pro-
gram but are highly desired in (hat they allow the
Joint Stall 1o prepare for uture, cmerging
requirements.  Initiatives include, but are not
limited to, the implementation of external local
arca networks (LANs). DMS, GCCS, a graph-
ies/desktop publishing LAN. unother LAN at an
alternate security classitication, and other pro-
grams,

Budget Element Justification: Provides  lor el-
[orts to test and refine unstructured and perhiaps
ill-defined future concepts and  requirements,
This provides the micans (o Tinish structuring
these Tuture requirements and Tor integrating the
proposed technical solutiongs) into the Joint Staff
OA architecture. Supports IRM - goals and
objectives 95-1Tand Y5 V.,

HARDWARLE MAINTENANCE

Budget Element Deseription: Provides hardwie
maintenance (corporate and directorate) Tor the
Jait Stal™ OA cauipment. This hardware
includes both the remaining ISSES/WANG and
installed  ISAN/GTE hardware components.
Naimtenanee costs include monthly core main-
tenanee chavees and time and material cosls,
Maintenance s performed by contractors, and
supports the entire range of ADPE the Joint
Stafl uses. Cabling requirements e also sup
ported,

Budget Element Justilication: Provides Tor hard -
ware maintenance for all ADPE supporting (he
Joint StalT OA requiremients. Supports IRM
poals and objectives ST AL 9S T AL 9S-V,
and 95-V1L
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INFORMATION SYSTEM REQUIRE-
MENTS DOCUMENT (ISRD)
PROCESSING

Budget Elemeat Deseription: Provides for minor
ADPLE hardware and software changes requested
by the directorates.

Budget Element Justilication: Such changes are
requited as o omeans o maintaining currency
wilh technology or 1o facilitate interoperability
with outside agencies whose automation archi-
teetares are dilferent from that of the Joint StalT,
Supports ITRM goal and objective 95-11-A.

TRAINING

Budget Element Deseription: Provides for com-
mercially  available  oll-the-shell software
vaining for Joine Stalt action officers. Training
is conducted on-site in the Peatagan through
contractor support. Courses are available on a
monthly basis and are managed by Operations
Division. DOM. and  coordinated  with cach
directornte IRMO,

Budget Element Justification: A constant tran-
sition of one-third ol the action olficers in the
Joint ST cach year necessitites 0 constiant
requiremient to bain the new personnel. Sup-
ports IRA goal and objective 98 111,

SINGLIE AGENCY MANAGER

Budget Element Deseription: Enables the Joint
Sl o reimburse the Pentagon Single Ageney
Manager (ISAM) Tor services rendered in support
o Joimt Stall QA requirements.,

Budget Element Justification: The  SAM will
provide networking and wntomation services lor
all agencies inthe Pentagon, The Joint Swadi
must pay Tor its Tatr share of those services that
will be used i response o Joinl Staft requiee
ments, This s expected o begin in FYU7. All
agencies in the Pentagon will be required 1o
reiburse SAM. Supports IRM goaly and
objectives 95 1B 9S-IV-A9S- Voand 95 VB

Jownt Staf] Stratevic tnformation Tedlhieloey Plan
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SOFTWARE MAINTENANCE

Budget Elewient Descripuon: Provides  for an-
nual upgrades and maintenance releases for Joint
Staff-wide common-user soltware and corporite
OA software Tor the Joint Stall” OA network.
This also provides for annual operating syslems
upgrides as well as Tor monthly saltware fees For
various  legacy  corporate computers (i,

VST0000, VSRS, VST7310).

Budget Element Justification;  Providing for re-
curring and planned software upgrades for both
user applications and the vperating systems will
allow the Jaint Staft o maintain currency with
enliincenmients in functionality  and  features
oflered as a result of commercial ¢lforts, Sup-
ports IRM goals and objectives 95-11, 95-V,
Y5-VI-13, und 95-VIL

USER SUPPORT TEAM

Budger Element Description: Provides for gov-
crament and contractor personnel 1o support
vivrious JSAN progrant requirements, including
the JSAN program management office. netwuork
and systems administration, inlormal user train-
ing redquiremenis, and  network  engineering
requirements. ‘The key players include the con-
tractor-stalfed User Support Team and the Gow-
crnment-stalled DISA personnel. This also
provides for the management ol miscellaneous
cilegories such as OA seeurity Lishs, muanoge-
ment of the OA inventory data bases, and inven-
tory/supplies receiptand handling.

Budget Element Justlication: On-site. one-on-
one user support s provided through the a con-
tructed User Support Team. This team provides
assistance on-a 2-hour per day basis, and s
capable of supporting national emergencies and
crises. More adninistrative and systenic sup-
port is provided through IISA. ensuring the
proper oversight exists Tor various security and
dita base administrator requirenients, Supports
IRM goals and objectives 98- and 95-VII
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CABS

Comptrollers Automated Budgeting System (CABS)

Directorate: Directorate of Munagement

Mission Statement:  The Joint Stalt Comp-
toller is responsible for the management of all
linancial resources aliocated o the Joint Stalt,
financial resources provided by other agencies
lor Joint StatT use, and all aspects of the Plan-
ning.  Programming. and  Budgeting  System
(PPBS).  As Chairman ol the Working Re-
saurces Management Council and Exceutive
Secretary W the Resource Management Council.
the Comprroller provides miediation and coordi-
nation during the planning. programming, and
budgeting process, negotiading Tinancial priori-
ties throughout the Joint Stalf. The Compurolier
establishes financial policy and procedures and
provides Joint Staff contract management pol-
icy. procedures, and oversight. The Comptiolier
manages the niernal Management Control pro-
eram. The Joint Stalt Comptroller is charged
with capturing the cost data for DOD involve-
ment in United Nations peaccheeping missions
and provides financial advice and guidance Tor
Joint Sttt involvement in new DOD missions.

Budget Element Description:  The Complrol-
lers Antonuted Budgeting System (CABS) is an
awloniated  Tinaneial - management system that
assists the Comptroller v the performance of his
duties. Ieprovides management with infornution
concerning budgeting ol Joint stlT trave! and
training. The system functions are:

a. Allocation of funding.
b Forms processing.

¢ Performance ol all user and travel office
functions,

d Control of interface with Supply Man-
agenient Information System (SMIS).

e Upload, download. and reconcile: Wash-
igton Headguarters Service tWHS) data.

. Exccute summiry reports,

Budget Element Justification: The major ob-
jective of CABS is 1o provide a system that will
efficiently and effectively manage and maintain
accountability over the total Joint Stalf” manage-
ment of travel and training expenditures. CABS
is also designed o maintain accurade and com-
plete control records Tor periodic reports and
reconciliations, Specific objectives are:

i Anautomated on-line system capable of

providing all data needed for elfective linan-
cial aecounting o assist management in its
overall planning, evaluation,  and  control
functions.

b. A comprehensive  sel of  management
reports and on-line queries o assist direetor-
ate-level personnel in yesponding o user
reguests coneerning reguest status and  in
determining  funding  availability  and
accountability.

¢ Provide Comptroller personnel with a set
of automated records that will reduee the need
for voluminous hard copy files, logs, and re-
cords,

d. Provide information that will assist the
directorates in satistying “quick  response™
requests for travel and training.

¢ Provide saleguards that prevent the over
allocution of resources by the users,

I Provide users with the capability o plan
for and execute expenditures that are funded
i more thun one liscal year.

This program supports IRM gouls and objectives
9S- 1 95-TLOS-THL 9S-1V and 95-V.
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Custoimer Service and Printing System

Printing

Directorate: Dircctorate ol Management

Mission Statement:  The mission of the Joint
ST Printing Section is to provide reprographic
services, o include printing requests contracted
through Defense Printing Services or the Gov-
crnment Printing Office. Tor the Chairman ol the
Joint Chiels of Stafl” and the Joint Swdf. It is
also responsible for managing and budgeting the
Jaint Sttt Oltice Copier Program and Contract
Printing.

The Joint StalT operates an internal duplicating
facility to meet suspense reqguireiments on clis-
sified and waclassified docuinents for distribu-
tion within the Joint StalT or to the Seeretary of
Delense, the Military Services, and combatant
commands.  The Printing Section also provides
duplicating support 1o selected relocation facili-
ties during milttary exercises and  real-workd
reguirements.

Budget Element Description:  The  Customer
Service and Printing Systen data base maintiin:

i Official records ol customer service work
arders.

b Printing and copier cquipnent dala o

include date ol purchase, cost, Jease to puy-
chuse mformation, and wirranty,

Soan Staff Strateeric Information Pechnoloey Plan

¢ Names ol wvuarious  vendors, types  of
maintenance. and costs.

d. Location ol the copiers, names of key
operators, and telephone numbers,

¢, Repair services for cach copier and
printing equipment.

. Individual supply itlems for cach copier
and printing equipment.

The data base provides:

a, Costanalysis of Joint StalT printing.

b.  Monthly. quarterly. and yewrly reports of

in-house printing impressions and collations.

¢.  Monthly, quarterly. and yearly reports of

printing supply usage.

d. History ol repairs 1o all copier and
printing equipment.

Budpget Element Justification:  All ol the infor-
mation above is vital o control the Joint StafT"s
printing operations wnd to - detenine upeoming
liscad year printing budgets, This program sup-
ports IRM oals and  obhjectives 951, 9511
9S-UIL 951V and 95V,
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INS

International Negotiations System (INS)

Directorate: J-§

Mission Statement:  The Director for Strategic
Plans and Policy (J-5) is charged with providing

assistancee 1o the Chairman of the Joint Chiefs of

Stalt, by

a. Preparing joinl strategic pluns, docu-
ments, and  stucies on current and - luture
military stralegy.

b, Providing recommendations an politico-
militey  matters, nuclear  and - chemical
requiremients  and  development matters,
secnrity assistance policy and requitements
tless follow-on fogistic support), arms and
lechnology transter policy, national disclosure
isstes, and Serviee programs allecting joint
matlers,

¢ Developing guidance Tor the combatint
comnumds and  the Services on plamiing,
arganization. and policy matters (less logis-
Lics).

do Preparing coordinated military positions
on projected and ongoing international nego-
tations that allect national seeurity.

¢ Providing  recommendations  on - intelli-
pence policy and intelligence related matters.,
froni the user perspective,

I Providing recommendations and develap-
ing policy on malters, pertaining o NA'TO,
nuwitine affairs, arms control, disarmanent,
seeurity assistance, the Taw ol armed condlicl

5¢

and other aspects of national seeurity, includ-
ing international drug interdiction,

Budget Element Description: The International
Negotialions Syslem (INS) provides access o
real-time AUTODIN message traffic. INS has a
data base that contains an AUTODIN historical
record. the complete Arms Control Disarmament
Agency computer likes, and the complete Defense
Nuclear Agency Negotiations lnformation Sys-
tem computer liles. INS searches the entire data
base o lind user-requested words or phrases.
INS supports international negotiations studics
o complianee, verification, and westing activitics
and o analyze US/INATO/MWarsaw Pact capa-
bilities/pasitions for both nuclear and conven-
tional weapons,

Budget Element Justification:  Technical  and
automatic data processing support is required for
INS (o support the development of the US mili-
tary position in preparing inlernational treaties,
docaments, and Joinl Stalf position papers,
Funding is required o perform international
negotiations  studies  Tor determining relevant
US/INATO/Warsaw Pact weapon relationships
and propose o methodology Tor reducing or
climinating comparable armament capabilities.
These types of studies are also required to help
determine relevant measures needed 1o consum
male treaty accords and 1o develop treaty con
cepts and foree trade-olT apportunities, JSAN
will subsuimie (e existing systemn and provide
service, This initiative supports IRM goals and
objectives 95-11 AL 95 1B, and 95-THI-A.

Josnt Siafl Information Fechnology Straieere Plan
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Joint Staft Action Processing (JSAP) System

Directorate: Dircctoraw of Management

Mission Statement:  Actions  Division  (AD)
assists the Secretary, Joint Staff. in establishing
information  management requirements for and
managing the corporate Joint Staft  decision
process 1o include developing action processing
policy and procedures and related administrative
support systems.

Budget Element Description:  AD uses Joint
St Action Processing  (JSAP) tor  action
assignment, data collection, input, and distribu-

tien of reports on status of correspondence or

internally generated documents received by the
Secretary, Joint Stall. JSAP interfaces with the
Joint Staff Document Management System to
provide access o historical data as well. 1t con-
sists of the following software applications:

a Action Tracking Sysiem (ATS)--u revised
and  modernized  Joint - Stafft specific
application o track action packages from
creation to archive entry. All Joint Staft per-
sonnel can determine the status ol actions.

b, Workllow -a COTS package that pro-
vides work delivery, tracking, and reporting,
All Joint Sttt personnel can receive and
return dactions from their workstations.

¢, Blectronic Filing System (LFS)--a COTS
package that provides users the capability (o

Soint Stafl Strategic Information Technology Plan
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search and retrieve filed documents by key-
word. Al Joint Stait personnel can research
their directorate and corporate actions {rom
their workstations.

Budget Element Justification: The major ob-
jective of JSAP is to provide an automated
system that will efficiently and cifectively pro-
vide Joint Stafl” personnel with complete process-
ing of Joint Staff actions. JSAP ulso contributes
o the Joint Stalf goal of a paperless office,
Reports are structured in various ways (o pro-
vide management tools for control and reference
use by Office of the Chairman of the Joint Chiefs
of Staff (OCICS). Office of the Director, Joint
Stal1 (ODIS): Office of the Secretary. Joint Stalt
(QSIJS ) and directorates and offices of the Joint
Stalf.  JSAP assigns serial numbers o 8IS
papers and memorandums and identifies distri-
bution and printing requirements for the docu-
ments and other comrespondence. JSAP s the
coordination,  control, and  liaison  center for
documents  and  correspondence  exchanged
between the Joint Stafl and the Military Ser-
vices, Office of the Sceretary  of Delense.
National Security Council. White House, com-
batant commands  or  subordinate  commands
within the national military command structure,
and other Government agencics. This program
supports IRM goals and objectives 95-10 95-11,
9S5-111, 95-1V and 95-V.
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JSDMS

Joint Staff Document Management System (JSDMS)

Directorate: Dircctorale of Management

Mission Statement:  The Information Manage-
ment Division assists the Seerewary. Joint Stadl,
in establishing information requirements for and
managing the Joint Staft decision process 1o
include archiving policy for the official corporate
Joint Staltrecords, Tt is responsible Tor:

a0 Managing und operating the central office

of record Tor the official corporate records of

the Chairman. Vice Chairman. Joint Staf?,
and Joint Chiels ol Stalt.

b, Managing and operating the autonated
Joint Stalt Document Managemenl Sysiem
(ISDMS)  providing  library,  professional
research, information retrieval, and docament
services,

¢. Preparing and  publishing  the  Annual
Index ol” Directives of the Joint Stafl” and
Jaint Chiels of Sl and other records control
and manage ment publications,

d. Manitoring Joint Stafl and joint num-
bered publications.

¢ Developing and  adiministering  special
administrative saleguards and procedures for
control and distribution of Joint Stalt and
JCS records and information.

U NMunaging and operating the Joint Stalt
NATO subiegisiry.

g Managing and  administering the  Joint

ST Vital Records Program.

. Maintaining essential records and infor-
mation for relocation and reconstitution pur-
poses and providing related services to oper-
ating stall elements at Joint Staft relocition
sites.

i, Developing and administering foint Stalf
information management policy  and - pro-
cedures,

Jo Managing and  administeraz the Joint
StadT Records Management Program.

k. Developing and administering the Joint
Stall Reports Management Program,

1. Developing and administering the Joinl
StalT Forms Managenment Progran,

m. Preparing and publishing the  monthly
Joint Staff Bulletin,

. Developing and administering the Joint
Stall Administrative Instruction Program,

o, Managing and administering  the Joint
Stalt Micrographics Progran,

p. Developing and maintaining an inventory
of clectronic records-keeping  sysleims ano
their outputs including a list of records, dis-
position  schedules. and  responsible indi-
viduals.

(. Developing and administering the Jaint
StalT Freedom ol Information Act and Joint
Stalt Mandatory - Dectassilication - Review
Programes.,

r. Developing and administering the Joint
Stall, General Accounting Office. and Assis-
tnt Inspector General for Auditing Program.

Budget Element Description:  The Joint Stall
Document Management System provides  the
Joint St at the action oflicer level with infor-
nution retrieval capabilities Tor most of the ofTi-
cid records ol the Joimt Chiels of Stalt and the
Joint Stafl from 1942 onin varving degrees of

Joing Stafi Informaneny Lechioloey Stratesie Phan




JSDALS

detail. COTS software is used as the hasis of Joint Sttt personnel with geeess o archived
the application. This integrated system is com- Joint StalT records. ISDMS also contribuies to
prised ol Tour automated tunctions which sup- the Joint Swalt goal of a paperless office. Spe-

port allaspeets of the Joint Swlts archiving and cific objeetives are:

documeat storage related activities. These tune-
LHoOns are:

o Storesindex records and - abstracts of
Joint Chiels ol StlT papers.

b, Stores actual papers on oplical (image)
and magnetic (lext) disks,

¢ Uses electronic lile search soltware full
st Utussy™ search capability 1o retrieve
Papers.

d. Iaterfaces with the Joint Stalt Action
Processing system o be accessible from all

work stations,

Budget Element Justification: The major objee-

a, Create  an automated  on-line system
capable of providing all data needed for
elfective  docwment storage o establish @
complete record of past Joint StafT policy and
actions,

b, Provide a comprehensive set of tools and
on-line queries that will assist the action olfi-
cer in developing approuaches (o the presenta-
tion ol actions.

¢. Provide Information Management Divi-
sion personnel with o set of awtomated re-
cords and research ols that will redoce the
need for voluminous hard copy files, logs, and
records,

tive of JSDMS s o provide an aufomated This program supporls IRM goals and objectives

system that elficiently and eltfectively provides Y5-1.95-11, 95 1L VS5-IV and 95-V.
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JSOTS

Joint Staff Officer Training System (JSOTS)

Directorate: Directorate of Management

Mission Statement:  The Office of Executive
Services is charged with the responsibility o
support OCICS. ODIS. ond OSIS in the arcas
ol personnel. automation, budget, security, JCS
meetings, and other administrative tasks,  The
office provides every incoming action otficer and
oiber designated personne! with an introduction
(o the Joint Staflt through the Joint Stalt Otficer
Training System (JSOTS).

Budget Element Description:  ISOTS is  a
two-day indoctrination for wll incoming officer
personnel o the Joint Stall using computer-
based training. The sutomated portion of it is

Of)

based on custom and COTS software.  The
presentations are stored on CD-ROMs and given
to the students in classroom situations,  The
COTS packages are COREL DRAW and MS
WORD.

Budget Element Jusiification: All of the in-
formation above is vital to the education of new
personnel. It is the only vehicle that provides
comprehensive information on Joint Statl orga-
nization und action processing procedures. This
program supports IRM goals and  objectives
95-1, 95-11, 95-HI, 95-1V and 95-V,

Jodnt Staff Stratesic Information echaology Plan




RETS

Joint Staff Requisition and Tracking System (RETS)

Directorate: Directorate of Muanagement

Mission Statement:  The Joint Swall Supply
scection establishes and maintains aceountable
records of assigned Joint StalT equipment and
nopeypendable  supplies. conducts periadic
mventaries  of equipment. and  requisitions,
receives, stores, and issues required iems,

Budget Element Description:  The Joint Stalt

Requisition and Tracking System (RETS) will
provide management with informadon concern-
g budgeting,  imventory management for
expendable itemis, and the utilization and -
countahilits Tor matericl, The system will be
designed o monitor the status ol procurement
requests [rom initiation Grough contracting and
receipt in the Supply Section (o the actuad deliv-

ery ol the dlein o the requesting Joint Stalt

ageney. COTS seftware will be used where
feasible,  The integrated system will be com-
prised of seven aomated functions which sup-
port allb aspects of the Joint Stalfs procureiment-
and inventony related activities, These Tunctions
are:

ao Mantain procurement tracking inforn-
Lon,

b Maintin orgimization  budgeting infor
maticn,

e Mamain property accountability infor-
mation,

do Maintain Toint St inventory

o rovide ol accounting ol prop
Criv/inventory actions,

I Provide information to Jomnt Stalt Comp-
troller,

g Produce management and conirol repors.

Towr Stadd Stvente i Toteaation Pechreloey Plan

RETS will use bar-code technology to maximize
efficicney in the inventory operation. RETS will
rick on-hand quantitics and due-in and due-out
items,  Budgeting data will be automatically
updated based on supply transactions,

Budget Element Justification: The major ob-

jective of RIFTS is to provide a systenmy that will

clhiciently and effectively manage and maintain
accountability over the total Joint StafT inventory
ol supplies, equipment, and property.  RETS s
also desie wed 1o maintain aceurate and complete
invente y  control records o he used lor
periadical physical inventories, RETS will ree-
oncile expendable inventory records and  the
actuad invemory and property records with prop-
erty accounting records, Specilic objectives are
detailed below:

a0 Create an automiated  on-line system
capable of providing all data veeded for
effective fnventory management (requisition,
receipt, warchousing, issue,  disposal and
tm-ins) and financial accounting data which
management can use in its overall planning,
evaluation, and control functions,

0. Bstablish accountability  and - control
immiediately apon the reecipt ol accountible
property and maintaie accountability undil the
property leases the possession ar ownership
ol the Joint StalT.

o Provide @ comprehensive set of manige-
menk reports and on-line queries that will
assist supply personnel inresponding 1o user
FeqUests coneerning procurement stitus and in
determining Joint SGdT property location and
accountabitity. A future version will allow
customers  read only - aceess o specilied
mfornation,
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d.o Provide Supply Scetion personnel with 0
set ol automated records thut il ieduce the 8

need Tor voluniinous hard copy files, logs, and
records. A Tutwee version will have on-line
capability Tor customers and supplices, Tur- & -
ther reducing hard copy Tiles,

e Provide information that will assist (e

Supply Section in satisfying ™ uick response™ e
procurement reguests for supplies, services,

furaiture, e,

This progra supports IRM goals and objectives
051 95-1L 95 HL YS-1V and Y5-V,
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DINTDB

Mail Distribution System and Distribution Data Base (DISTDB)

Directorate: Directorate of Management

Mission Statement:  The primary mission of
the Mail and Distribution (M&D) Section is to
receive and disseminate classitied and unclassi-
fied correspondence for the Chairman of the
Juint Chiels of Staft and the Joint St This
involves processing. controlling. properly hun-
dling, and delivering thousands ol our country”’s
most sensitive correspondence.

Budget Element Deseription:  The main [une-
tion of the DISTDRB system is o account for and
truck documents being disseminated. not only
throughout the Joint Stalf. but worldwide., The
M&D Scction accounts Tor and tracks docu-
ments by using a reeeipt. With the DISTDB,
ane can quickly generate @ document receipt tha
accompanies the document for the recipient (o
sign and return, The recipient’s signature veri-
fies that the document has reached ity destina-
tion. With the DISTDB, one can also search and
sort o any of the data items, allowing quick and
ellicient tracking of all docwments given to the
M&D Section Lo distribute, The DISTB consists
of the Tollowing data:

a0 The Document Control Number. Each
docwment thal is given to M&D for distribu-

Gon is given a numeric control number,

b Document Identitication. An unclassilied
e that identilies the document.

Jomt Stafl Strateve bformationt Peclmotogy Plan

¢, The classitication of the document.

d. Holder Number. A unigue three-digit

number that is assigned o cach Joint Staft’

directorate, demtitying the  directorate  that
authorized distribution of the document.

¢ Number ol copies.

I, Copy nuinbers. For top seeret documents
which require cach copy ol the document ©
be numbered.

¢, Short addressee tides. Luch short ad-
dressee title has a holder number dassigned to
it These addressee titdes are directorate,
commands. and agencies the Joint Stall [re-
quently correspond with,

Budget Element Justification:  Top seuret and
seeret material must be transmitted under a chain
ol reeeipts covering cach individual who gets
custody (DOD 5200.1 Ry, Reeeipts for conti-
dential  material - are required  for material
transiitted o foreign governments and cmbas-
sies Tocated inthe nited States. Additionally.
many ol the unelassiticd  documents the Joint
Stall disseminates are ol vital importance and
must be fracked o ensure the right agencies
receive then This program supports IRM goals
and objectives 95-10 Y5-HL 9S-HIL 95-1V il
95-V.
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Programmir¢ and Budgeting System (PBS)

Directorate: Directorate of Management

Mission Staterment:  The primary mission ol
the Program and Budget Otfice is o manage wl
budgetary actions/inpuis under the PPBS inelud-
ing the  Progriun  Objective Memorandum
(POM). Budget Estimate Submission (BES), and
the President’™s Bodget (PB) through budget exe-
cution. The Program and Budget Office also:

a. Defends Joint Stall liscal requirements
CSD and Congress and analyzes. prepares.
and coordinates all resulting funds adjust-
ments.

b, Originates and presents recommendations
to the Joint Stall general/lTag olficer repre-
sentatives 1o the Resource Managenient
Council  and implements  and
rsource allocation decisions.,

IONIors

¢ anterprets and implements financial legis-
lation, directives. and policies,

Budget Element Deseription: The  Program-
ming and Budgeting System (PBSy is an auto-
mated financial management system which pro-
vides Jomt Stalt” management with informeation
coneerning the development and execution ol the
Jomt Staf? budget. The PBS data hase consists
ol the following data:

a. The Joit Requirements Packuge (JRP)
number. This wdentiies ithe tunding require-
ments by J-Directorate (st nuimeric digit
and provides a prefis of D7l s o decision
or upfunded package (DIRPY or aa 1770l it
a tunded JRP (FIRP).

b, JRP Tule.  tdentifies supporied budger

request or program,

e Priority and Security . Lists the prioriey
and the security classification of the JRP

O
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d. JRP Maonitor.

action officer,

Lists  the  responsible

¢, Dirccterate/Phone Number,  JRP moni-
tor’s assigned directorate and phone number.

. JRP Description. A summary ol the pro-
erain being funded in the JRP.

. Subelement Description/Justitication. A
detailed deseription of the supported subele-
imentts) followed by the justification for the
funds needed.

b Financial Dag. - Appropriation, Program
Element. Object Class, Subelement. Total

Budget Authority. and JRP totals. Bach of

these deseribe w different evel - dard
financial data required for POM. is. . and
BB submissions and anulysis.

i Change Contral Numbers ¢CCN). This
number provides the audit trwil for DIRPs 1o
FIRPs. Only FIRPs reecive a CON.

1. Dollar amoums. Dollar amounts by [is-
cal vear are used @ show status and make
changes within JRPs,

The primary Tunction of PBS is to manage the
Joint StalT budget through screen handling, data
greries, and reports, This systentis designed 1o
access the budget information from three groups
ol data: Tormudation data, budget data. and his-
torical data. The Tormulation side ol the data
base consists ol information on DIRP< DIRPS
can be created and mamtianed by all users Tor
wsting purposes and/or real budget changes. For
audit purposes. funded JRPs can anly be aliered
through the creaton and activation of DIRPS,
The total of alb FIRPS tusing Joint Stalt budgect
authortty onlyy must be in balance with OS50
fscitl audance betore submiting reguired

oy St Syade e Infeaination Tediologey Plan

: €
X
Q

PORRPRREE B ! sei g

X




documents. PBS wracks all budget changes for
the JCS.

Budget Element Justification: PBS is the only
integraled data basc for preparing the POM,
BES. and PB documents required by OSD. This
program  supports IRM goals and  objectives
95-1. 95-11. 95-1I1. 95-1V. and 95-V,

Jewnt Siaff Stratesie Informaiion Technoloey Plan
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Mobility Modeling and Analvsis

Mobility Modeling and Analysis

Directorate: J-4

Mission Statement:  J-4 is chuarged with pro-
viding assistanee o the Chairmun ol the Joint
Chiels of Stadt by (11 providing logistic parame-
ters lor strategic and contingency plans devel-
opments (21 developing logistic mobility and
modernization annexes in support of strategic
and contingeney plans., masimizing the logistic
capahilities o the combatant commands, o
include developing strategic mobility, mobiliza-
tion, medical readiness, and sustainment policies
and procedures (o support combat Torees: (3)
maintaining a logistic and mobility asset priorili-
sation capability Tor contigeney operations: (4
performing  logistic studies, assessmenls, and
amalysise (5) advising oncritical Togistical
requirements in the PPBS, o include developing
aternative budget recommendations: (0) review-
g the logistic and  mohilization plans  and
programs ol the combatant commands to deter-
e their adequacy: (73 providing guidanee o
the Military Services and combat suppart 1o
Defense agencies Tor the preparation ol their
respective logistic wnd mobilization plans: and
() reviewing service logisties related programs
Lo assess interoperability and compaiibility.

Budget Eiement Description:  Strategic mio
bility siudies and analyses support the Logistios
Disectorate (hrough the development of new
acthods Hor enhancing the capabilities of the
computer simulation models and by assisting in

00

the ereation, maintenancee, ad execution ol foree
deployiment databases, Tasks include al a mini-
muni;

i Test evaluation. and refinement ol the
Model for Intertheater Deplovment, Air and
Sea (MIDAS) data munagenient systems o
include  seenarios, shipe and  movement
requirenents databases.

b, Perform support for CICS/CINC-spon-
sored wargines,

¢ AsssE in data collection. manipulation,
and execution that address the “Fort o Fox
hole™ mobility requirement.

A Support 1o the Logistics Directorate ana-
Iysls.

Budget Element Justification: To provide the
Logistivs Dircctorate with technical and analytic
expertise over the total spectrum ol mobility
modeling,  compuler  systeins  operations and
interfaces, data management systems, and  the
family ob interconnecting and supporting hard
ware systems, inosupport ol strategic mobility
studies and analysis as mandited by CINCs,
Chairman ol the Joint Chiels of Stall, Seeretary
ol Delense. or Congress, This initialive supports
IRM goal 95-11.

Jowne Seaff Stranccac ijormanon Fechnolosy Plan




Security

Compliance with the Computer Security Act (P.L. 106-235)

Summary of Computer Security Plans:  The Joint Staff is in full compliance with Public Law
100-235, “The Computer Security Ace of [987.7  All Joint Stafl’ computer systems processing
sensitive information have a computer security plan which meets the requitements of OMB
Bulletin 90-08, “Guidance for Preparation of Sceurity Plans for Federal Computer Systems that
Contain Sensitive Information.” Guidance for preparation of security plans is in accordance with
focal instruction. A computer security plan is developed during concept development and
maintained throughout the system's life cycle.  Bach plan identifies the protective measures
mplemented 0 ensure adequate security and privacy ol the computer system.  Security Plans are
reviewed and updated on an annual basis through the Joint Stalt AIS Security Inspection Program.,
toint Stafl Instruction S210.01, “Automaled  Informadon  System Security  Management
Program™)

Jount Siaft Strategic nformation Technology Plan 07
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Term

ACTD
AD
ADPL
AlS
ALSP
ATM
ATS
ATS-1
Al
AUTODIN
AWSIM
BDC
BES
BRP
Cd
C4ASMP
CABS
BS
CCN
DDt
CINC
Cles
CMIP
COA
Ol
COTS
CPS
CSA
DIA
DISA
DISTDB
DIRP
e
DMS
HoD

ACRONYMS
Mecaning

Advanced Coneept Technology Demonstration
Actions Division

automated data processing equipment
automated information system

Aggaregate Level Simulation Protocol
asynchronous transfer mode

Action Tracking System

Action Tracking System-Imaging

attachment unit interface

Automativ Digital Network

At Warfare Simulation

backup domain controller

Budget Estimate Submission

business reengineering process

command, control. communications, and computer
C4 systems master plan

Comptroller Automated Budgeting System
Corps Battle Simulation

Change Control Numbers

copper distributed data interface

commander in chiel (of a combatant command)
Chairman of the Joint Chieis of Staff
common managerment information protocol
course ol action

community of interest
commerciai-ofT-the-shelf

communications processing subsystem
combat support agency

Defense Intelligence Agency

Detense Informiation Systems Ageiney
Distribution System and Distribution Data Base
decision or unlunded package

data link control

Defense Messaging System

Department of Delense

Jeint Staff Srratevic Information Technology Plan
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¢
ACRONYMS -
DOM Directorate ol Management ‘ g
LEAD Lvaluition and Analysis Division, J-7 LA
LES Electronic Filing Systen d
FDDI liber distributed data interface &
FIRP funded JRP
e file vansler protocol
GCes Global Command and Control System e
IEEL Institute of Llectrical and Elecuronic Bngineers
INS International Negotiations System
IRM inforination resources managenient
IRMO information resources management ollicial °
IRMWG Information Resources Management Working Group
ISRD Information System Reguirements Document
JARMS Joint Automated Records Management System
JCLL Joint Center for Lessons Learned
JCS Jaint Chiel’s of StalT °
JDD Joint Doctrine Division, j-7
JDSS Joint Decision Support Systen
JECEWS! Joint Electronie Combat Electronic Wintire Simulation
JELL Juint Elecwonic Library ® ®
JEMP Joint Exercise Management Package
IM&S Joint modeling and simulation (or joint models and simulation)
IMAPS Joint Manpower and Personnel System
IMDS Joint Manpower Data System
; IMIH Jomt Stafl Automated Message Handler i
: IMRR Jomt Monthly Readiness Reporting,
IROC Joint Regquirements Oversight Council
TRP Jomt Requirements Package
JSAN Jomt StlT Automation for the Nineties ®
ISANBVS JSAN Hroadbane Video System
ISAP Jomt Staft Action Processing
JSDHMS Jomt Sl Document Management Systenn
JSIRMO) Jomt Sl Information Resources Management Qlfice °
ISOTS Joint Staf T Officer Training, System
ISSIS Jomt Stafl Support Information System
| JTE Joant lask foree
Jrre Joint tacties, techniques, and procedue
JULLS Joint Uniform Lessons Fearned ®
TWCA Jomt warlightmg capability assessmient
’ 70 Joent Staft Stracegic Injormation Feclmology Plan @




IWEC
1LAN
LDC
1L.RC
M&D
M&S
MAPP
Mbps
MIDAS
MTWS
NATO
NCA
NMS
NSA
OA
OAPS
OCIes
Ohls
OPLAN
OPR
OSh
ONIS
I’y
PBS

e
PHe
POM
PPRS
PWDS
RDSS
RESA
RETS
RF
SAGD
SAM
SIPRNLET
SIRMO
SIS
SMIS

Joint Warfighting Center

local arca network

locul distribution center

Logistic Readiness Center

Mail and Distribution

modeling and simulation (or moedels and simulations)
Modern Aids to Planning Program

muegabytes per seeond

Maodel for Intertheater Deployiment. Air and Sea
Marine Air-Ground Task Foree Tactizal Warfare System
North Atlantic Treaty Organization

National Command Authorities

network management station

National Security Ageney

office uumomation

oflice automution processing subsystem

Office of the Chairman of the Joint Chiels of StalT
Office of the Director, Joint Staff

operation plan

olTice of primary responsibility

Oftice of the Secretary of Delense

Office ol the Secrctary. Joint StT

Presideni’s Budget

Progrinuning and Budgeting System

personal computer

primary domain controller

Program Objective Memorandum

Planning. Programming. und Budgeting System
profected wire distribution system

Regional Development Sinlation System
Rescurch, Evaluation, and Systems Analysis Facility
Reqquisition and Tracking System

radio frequency

Studies, Analysis, and Gaming Division, J-8

Single Ageney Manager

Secret Internet Protocol Router Network

Senior Information Resources Management OfTicial
Secretary. Joint Stall

Supply Management Information System

doint Stafp Straiegic Information Technology Plan
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ACRONYMS

SNMP
SONET
TACSIM
TAM
TOM
UNAAF
UPS
WHS

simple network management protocol
synchronous optical network
Tactical Sinmulator

Theater Assessment Model

total quality management

Unified Action Armed Forees
uninterrupted power supply

Washington Headguarters Service

Jaint Staff Strategic Information Technology Plan




