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Abstiract of

CREATING THE COMMAND AND CONTROL DIFFERENTIAL

The Desert Storm experience and the explosion in electronic
technologies have highlighted the need for a joint war fighting
strategy that attacks the enemy's command and control process whils
sroctecting gour own capabilities. nderstanding the Command and

Tanival (C®) process and the int=2lligence cycle interacztion is hay

(43

o the implersntation of a joint strategy. By attacking hkey

o

1y

[(EL

namy C® process, Command, Contrel, and Cerununications

vnctione In

i)

Countermsasures (C¥CHM) strate2gies can create the environment that
2nables friendly forces to act faster than enemy forces (the
command and control differential)., Successful executiocn of joint
C=CH involves zmployment of joint zssets in a integrated,
synchronized, and coordinatad manner. Although there are many
consicerations in employing ioint C®CM strategies the following are
key. First, the joint force commander should ensure a dedicated
team of sxperis are on the joint staff to plan and conduct joint
C=CM strategies. Component commands should mirror the smphasis by
the joint commander. Second, C® protection, including operations
eecurity, must be emphasized to ensure that cur command and control
functions effectively and Counter C® measures aré guarded. Last,
critical intelligence and communications system problems, such as

interoperability, need to be corrected for the command and control

differential to be achieved.
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PREFACE

Throughout this paper the terms Command and Control (C2)
systems and Command, Control and Communications (C3) systems are
used. In recent publ;cations the term Command, Control,
Communicstions and Computer systems (C4) systems has repl:izec CZ
systems, C3 systems, communications, and communications-—
electronics., To avoid coniusion when discussing C3 countermeasures

the term C2 systems iz used to sncompass all other terms associated

with C3 ang inziudes cowmputer hardwarz and sofiware,
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CREATING THE CCOMMAND AND CONTROL DIFFERENTIAL
CoAPTER 1
INTRODUCTION

The Problem. Desert Storm emphasized the critical role of
Command, Conitrol and Communicstions (C®) systems. For allied
forces C® was not just a force multiplier but a force enabler. In
addition, some of the first horbing targets were Saddam Hussein's
command and control siructure.®? During this war, though, we faced
an enemy that underestimated coaliticn abilities and allowed allied
forces months to install scophisticated C® systems and mahe them
interoperable.® As our adversaries also learn lessons from Desert
Storm, U.5. forces may no longer have the advantages it had when
fighting against the Iragis. 7To create the command and control
(C2) differential coalition forces enjoyed during Desert Storm,
joint commanders need to use an integrated C®CM strategy based on
knowledge of the C= process and intelligence cycle. This sirategy

may be the iey iu suciessTui operations in the future.

Jhesis. Joint Publication 1 calls for concentration of
overwhelming joint forces, based on skillfulness of employment,
seizing the initiative by taking calculated risks to throw the
enemy off balance, and agility, which aims to out do the enemy's
ability to think, plan, communicate and act.® The successful

implementatiaon of these principles of joint warfare are divectly
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relat=d to the evtficiency of %hz Joint Force Commander’s {JFT)y C
process in conjunction with an ineffective enemy C= preocess. 1If
the JFC cav create 2 gositive differential between how fast
friendly forces can act versus the ensmy = sbility to act ths
principles of joint warfare can be implemented.

The new doctrinal statement of joint operational concepts calls
far the IT2 Lo ghpgliclit Lhe Tiaforsstion differential”. This may be

the key to "avoiding umnecessary and expensive operations, in terms

of lives and national resources".* Today, the U.S. military
anfoys sugsrizr intellizsrcos and comounicationsg capsbilitiss. s

can assume an information differential with any potential
adversary. This may ot cccur in the future as third world
countries gain more space capabilities, anti-satellite weapons
increase, high quality intelligence becomes increasingly availsble
on the commercial market, and our own capabilities are degraded
through defsnsz cutbacks. [In the Tufture it will be inereasingly
necessary to use joint C®CM assets to create an information

differential io gain an advantage in the C® grocess.

Recommendations. 7The JFC must be preparsd to employ a
combination of air, land, sea, special operations, and space
capabilities as C®CM to blind the enemy and sever command links.®
The JFC and dedicated team of experts must fully implement a joint
war fighting concept based on C®CM to create the information and,
correspondingly, the C® differential. This cannot be a piecemeal,
fraghented effort delegated for the components to implement

independently but one that incorporates all assets into a

b i)
)

uwr
L
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synergistic war fTighting stratsqy. Thez team must employ C=CH
strategies that use the components tools of operations security,
jamming, deception and selected destruction to perform the mast
effective Counter C® ang criticzcal C® Przigction missions.

The JIFC and the e;pert team needs to direct efforts towards C=
Protection. First, C? Protsction measures can and should be
enforced through heightened training and awareness to increase our
Capadiilvy in wariime 1o creais ihe O gifferzniiai. Iperaclioos
Security {(OPSEC) must be practiced in day-to-day actions to be
2ffactive during & crisis. Sscondly, interoperable communicatiaons
ard reliable intelligence dissemination must be an enfovced
standavd, not something that tskes six months of reengineering
efforts to accomplish. An ineffective C® process is created when
forces lose the capability t{o communicate with each other and the
feedback on evants during the crisis. Until the communications and
intelligence systam prohlems are solved C®CM war fighting
strategies can neither be fully effective or imple@ented.

In srder to provide a baseline understanding of the joint use
of CFCM =trategies, th2 next chapter explains the C2 process and
its interaction with the intelligence cycle. Chapter [Il explains
C=CM and how it can be used to create the C® differential. Chapter
IV provides rzcommendations for the joint commander which, if
implemented, will lead to successful C2CM war fighting strategies.

The last chapter revisits the key issues on C2CM and the

requirements for implementing an effective joint strategy.
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CHAPTER 11

UNDERSTARNDING THE DIFFERENTIAL

The Commarnd and Control Process. Understanding the process

that commarders, bhoth frisrgly and ensmy, use to control forces in
the fiz2ld is crucial to implementing strategies aimed at this
critical center of gravidy,

Comzand and Control {(C#®)3 nhas two purposes. 1t provides control
over friendly forces while also acting to guide opponent decizions
by occupying the enemy so completely that he can only respond and
70% initiate any actions. These purposes act in support of the
accamplishment of the mission.?

C= can rot be discussed without defining an impprtant
ingredient to its effectiveness. C® consists of = process followed
ta contral forces and 3 system used to physically implement the
process. This system, defined as Command, Control, Communicstions
(C®3, is the particuiar arrangement of personn=2l, equipment,
communications, facilities, and procedures used by a commander to
support decision making and control forces. C® is the central
system that ties together the C® process. Effective employment and
control of C® system resources o support the C® process are the
responsibility of the joint commander.® Although the remainder of
the discussion of C® will center on the process, the system is hey
to the efficiency of the process.

1t 3s important to understand the steps of the C® process for
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friesndly commanders most critical stegps while disrupting the
enemy’'s protess.

Numercus models atizspt 1o describe the T grocess. One r~oted
model, shown in Figure 1, was developed by Dr. Joel Lawson. There
are five basic functions degicted in the model: SENSE, PROCESS,
COMPARE, DECIDE, angd &CT7.9

The SExSE function involves all the data gathering activities,
systems and procedures. It uses national and tactical assets to
give the commander continuous and timely coverage of =2vents and
areas. The PROCESS function takes the raw data collected in the
SENSE function and turns it into meaningful information. In the
PROCESS function, fusion of intelligence data is performed. This
fusion converis raw data from multiple sources into finished
intelligence information for use in other functions. In the
COMPARE function, the siate of the environment determined from the
information deliveraed by the PROCESS function is compared with =
gesired state. The DECIDE function determines the specific action
that needs io e a2ccomplished in order to change the current state
of the environment to the desired state. Finally, ths 2I7 function
is the interface between the commander and the envirocrment. It is
the means by which decizions are directed and subordinate forces

controlled, =

Intelligence and the C® Praocess. Intelligence is imperative
for a commander to make decisions. It pgrovides the SENSE function

with the data necessary to beqgin the C®2 process. Hithout
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intelligence on eneny capabilities and assets, =ffective plans can
not Sz Pswvslgped no- zan good decisions be e, Intelligence can
pravide the sdge that comes from rot only krowing what the enemy is
doing, but also from énticipating what he will do next. The
following s=ections explain the intelligence cycle, and show the
interaction of intelligence in the C® process.

Intelligence is the product that results trom evaluating,
analyzing, integrating and interpreting all available information
an one or mare sspects of foregign nations or areas of gperaticns.™
Cotwerting information into intelligence is a five stap cycle.

Planning and direction invoives determining the exact
inteliigence reguirements and greparing & collection plan. The
joint commander and staff provide needs for collectian by
identifying eszsantial elemsnts of informsticon (EEls). Dnce an
intelligence raquiraments have been wvalidated, orders and requests
for infermation are issued to information collection assets. This
sraocess is dynamic and continuous checks are performed an the
collection assets. Plans and divections are modified based on how
well the intelligence oroduced sctually satisfies user
requirements.

Collection is the acquisition and delivery of information to
the praper preocessing unit for producing intelligence. The full
spectrum of collection systems have the capability to deliver vast
guantities of detailed information but directed collection, basecd
on EEls, depends on how cooperative the enemy is and the type of
collection efforts that are erplovyed.

Processing is the conversion of information into a form that a

rage 7




nerzon or maching can usg,. Precessing includes translation o7
foreign documents into the Ianguage of the user, converting
photographic information in a form that can to *-=erted i~*- -
computer, or reformatting intelligence into compatible transmission
standards. in the praduction stage, information is converted into
finighed intelligence through integration, analysis, svaluatis~ z=nd
interpretation of all scurce data to support known or anticipated
LEEr reguicrements. This is where information from various scurces
is fused to give a complete picture, situation or =vent. At the
CTINC level this is accomplished at the Joint Intelligence Center
{3i1cs.

Dissemination involves getting the intelligence to the uszer in
a farm he can understand. Without the delivery of intelligence to
the user, the rest of thes cycle is useless.®

This intslligence zycola s imporizsnt for the £® to operate
effectively. Figure 2 shows the interaction between the
Intelligence cycle and the C® process. Intelligence hzlps the
gecision maker plan, struciture, and employ forces to counter the
enemy. The intelligence cycle interacts with and operates as a
function to the C® process. The essential tasks of intelligence
for the process are to assess and forecast changes in the enemy
situation. These forecasts guicde the C2 SENSE functions by
indicating where and when to look for more data and allaw the
DETIDE function to determine the best means to accomplish a given
mission. The DECIDE functian correlates available intelligence
from the intelligence cycle with real time information. This

intelligence aids the PROCESS function by providing a base to
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identify the patterns that may signify important enemy activities.
Because of the interrelationship of the intelligence and C® cycles,
the timeliness and effectiveness of €2 is dependent on the

timeliness and effectiveness of the intelligence cycle.

*
a

3

The Command and Contrgl Differential. The C2 process iz =

dynamic and continuous process that is based on the enwvircamant.
The goal of thz commandsr is o understand the situation and direct
forces through the system faster and more effectively that the
gpsonsnt. [n this way the initiative and element of surprise is
zained and the likelihood of success for the operations is
increased.

Time iz ezsential in the area of operations. The commander who
can depnloy Torces at the right place and at the right time can
vsually do well in a crisis. To do this thes commander has to Tind
cut what is going on, compare and decide what to do abcut i1t, act
on the decision by directing his foreces, and keep track of how the
cperation is going. He must perform this cycle iIn such a way as to
force the enemy 1o respond defensively rather that independently
planning his ocwn acticons.

e time it takes the C® process to operate plays heavily in a
commander s ability to deploy forces. Figure 3 shows the dynamics
of the C® process. An event requiring a response occurs at time,
Te, and the response must be completed by some later time, Tp,
after which planned actions may be preempted by other events.
Figuré 3 shows that two major time factors make up that total time

to act. These are the C® system response time, To, and the time
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required by ftorces to sct once directed, Tp - To.” Within the
context of avaiiable time, the faster tha C® process operates, the
more time the forces have to act. The command and control
differaz. ..a:. se.aa@@n friendly and enemy forces is created b
decveasing the friendiy C®” control cycle time or incr=zasing the
enemy’'s. Because of the interr=slationship between thz I+ pricass,
C2 and the intelligence cycle, the faster and more effectively =ach
2% angd interzzt thez greaisrs the chanzzs are for creating ths
command and control differential. The efficiencies of these
systems are key to the:jcint forces mission success.

The JFC can use a war fighting strategy to slow down the enemy
C= process for increase the cycle time) while protecting his own C=

argcess. This strategy, C"CM is explained in the following

chaptar.,

oage 12




CHAPTER III
THE WAR FIGHTING STRATEGY

Throughout history commanders have realized the importance of
both intelligence and deception for success in battle. Sun Tzu
theagrized that in battle tnowledge of bath your own situation and
the enemy's was one of the keys to success. He recommended the use
of secvret agents, tiraps, and maneuvers to both confuse the ansnmy
and gain information. This knowledge should then be used to bath
ageceive the enemy and allow strikes against his most vulnerable
points or, in mare mode-= terms, centers of gravity. Sun Tru
summarized that by masking the strength of aone's aoawn military
forces, thes snamy could B2 lulled into caoamplacency and surprised by
an attack in unexpected places and at unexpected timas.?

In this =r2 of reducing military capabilities Sun Tzu's
principles require greater scrutiny and integrated implementation.
Caoncepts and strategies must be integrated at plamming and
execution that use a C®CM war Tighting strategy to destroy or
disrupt enemy C® while conserving our own prc-ess and sysitens. 5Sun
Tzu’'s principles of "smart fighting” through deceiving and
manipulating an cpponent while continuélly striking at critical
enemy comnand and control elements must be fully implemented as a
war fighting strategy of the future. The JFC needs to use C®CM to
create the C® differential. Joint Forces need to use an integrated

strategy that ccorcdinates available lethal and nonlethal amsans of

S}ge 13




attacking an enemy ‘'z £ while protecting friendly C® capabilities.

CaCM is gdefined as the integrated use of operations security,
military deception, jamming and physical destruction, supported by
intelligence, to deny information to, influence, degrade, or
destroy adversary C® capabilities and to protect friendly C=
against such actions.®

The C®CM model in Figure 4 shows the relationships inherent in
the C3CHM definitions. The tools of the trade, OPSEC, jamming,
deception, and destruction are used to perform the two noted
wmissions to implement the total C3SCHM strategy.® The use of C=CM
tools can best be understocd by examining how they are used to

support Counter C2 ar C® Protection activities.

Counter C=. OPSEC is the means by which weapons tactics and
technology are protected from disclosure to unfriendly sources.
Secure compunicationz, TEMPEST protection, pﬁysical csecurity, and
counterintelligence all! can leave the enemy guessing as to thse
friendly force's real intentions. OPSEC is often considered
defensive in nature, but when used effectively, it can cut off the
enemy’'s ability to anticipate friendly forces’® actions. Practicing
good OPSEC often can keep the enemy’s intelligence gathering
apparatus idle and deter the SENSE function in the enemy's C=
praocess or it can steer the enemy's SENSE function to ciil, receive
inmfar-mation deliberately made svailable to him. By hkeeping ocur
miiitary's actions and intentions hidden, the enemy will be forced
to operate in the dark. Without knowledge, the opponent will make

operational decisions based on incomplete o+ possibly erronecus
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information, thereby degrading his overall mission effectiveness.

The JFC should realize that by overdoing OPSEC the positive
benefits of this tool may be overshadowed by hidden costs. The
dangstr of “too much" OPSEC is that by concealing all friendiy
activities, tne tviow of wvital information to friendly units is
decreased and overall friendly control over subordinate units may
be lost.

Sun Tzu rezalized that deception could provide commanders with
the means 0 use surprise to strike rapidly at enemy critical
nodes.” Deception is & wmeans of manipulating the enszmy to act in a
wanner that is more beneficial to friendly fqrces. For deception
to b2 accomplished, inteiliigence is needec con ow the so&ny Tninks
and operates, how hiz C® system works, what his intelligence assets
are, and how he perceives friendly forces. Deception acts on the
enemy's C® process by allowing his SENSE function to gather false
information that is intentionally macde available. Erroneous
information on unit size and location, 2ssets and ;apabilities, &g
intenticons can bz leaked to the enemy so that a distorted view of
friendly military forces and intention is obtained. This may cause
enemy decision making to be flawed so that decisions made may
actually burt their subordinate forces rather thap help them. The
JFC must integrzis the use of deception with OPSEC angd jamming for
if the enemy doesn’'t sense the deception information deception
efforts effects are reduced.

Jamming to used to degrade enemy C®. 1t can interrupt the
commynications that are needed for the C® process to operate:

making it difficult for the PROCESS, COMPARE, DECIDE, snd ACT
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functions io perform. 3By discupting sensor input or Zommunications
within a C® system, the flow of information to the commander and
the rate at which he can disseminate orders is decreased.

fad

Subsec:.

m

rtly, Mis C® process is slowed. Jamming, however, is only

temporary, and operators, once they realize they are being jammed,
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A jamming operation should support the JFCs overall operational
plan. Fragaxented jamming may hinder the snemy in some aspects,
but, at the same time, alert him to friendly actions. A jamming
plan for the appropriate targets shoulc be cevelopeo and executed
in a concerted manner to ensur2 friendly actions are not
intentionally given away to a perceptive enemy commander. For
instance, jamming short range acquisition radars, while leaving
long range early warning radz-z zlzaz, will allow the znamy to
prepara his defenses along the line of approach, since h2 will
sense incoming aircraft before they get into his primary cefense
2one. By jamming early warning radars, the enemy reaction time anid
subsequent ability to get weapons on target is reduced.

s considered o be the most permanent Counter 2

b

Destruction
measure and can adversely effect any or all of the C® functions.
Destruction technigues in support of Counter C® measures involve
the selcz=zd use of debilitating actions to destroy identified
critical parts of a C2 system that implement the C® process. This
surgical dissection of the C® system may be more effective than the
less efficient mass destruction of units and eauipment.

Destruction involves the identification of critical components

whose absence will cause the greatest impediment to enemy C=.
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Before using destruction, gquestions about the =ffects, =zcope,
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possible to destroy some targets, it is virtually impossi
destroy every potential C® target. Destructive techniques can also
ke used to cause apprehension. For example, if radar sites are a

] K
primary target, radar operators, after seeing adjacent units radar
assets destroyed, may hesitate to turn on their own radars.
Operator apprehension may cauze limited or total disruption of the
remaining radar with 3 reduction in sensory input to the enemy CT=
system.

Counter C® is concermed with the effective degradation of an
eneny‘'s C= capability rather than total destruction. As mentioned,
the JFC doe= not have the assets to destroy all C® nodes of
interest. Haowever, by spplying C®CM strategy the enemy is forced to
ocperate diffsrently causivg his operations o be Z2egraded. Forcing
the enemy to use nodes and means of communications that he does not
normally use or overlioading n=2ts with $raffic normally received on
other networks will, almost czriainly, reduce his ability to move

information through the T zystewm and create the C® differential.

Uil

C® Protection. C= Protection consist of those activities
friendly forces take to maintain the effectiveness of joint forces
C® despite the enemy’s a2nd friendly counter C2 actions.
Understanding that everything done against an enemy can be
reciprocated, the critical role of C® protection becomes evident.
OPSEC is one of the key areas that the JFC can use to protect

friendly capability and intentions. OPSEC is accomplished by
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idenitifying, camirolling, and zrotsciing incdicaiors with provide
the enemy information on plans and operations.® Intelligencs
gathering against enemy OPSEC can be increase to keep up to date
inforamaticn an enemy actions to better protect against them. The
ability to mask deployment, snc deceive the enemy could create the
. i
C= differential and influence the outcome of the operations but the
commancer must be aware ihat even the slightest indicators may tip
the enemy to friendly plans.

Protection against destruction consists of physically
hardening, dispersing, or moving friz-dlv £2 sites. To protect
against the eneany's capability to create the C® differential
friendly fovrces need to protect critical C® nodes through use of
flardened, redundant, mobile survivable communications assets. For
protecticon against jamming action electronic
counter—-countermeasures can be used to ensure friendly effective
use of the spectirum despite the enemies afforts ta deny friendly
usa.

Countery C® reqguires discipline in all areas of military
gperations snd encompasses physical, communications, electronic,

emissions, transmissions and cryptographic security measures.

Intelligence and C®CM. The requirements for intelligence can
be defined by the type of C®CM strategy that the JFC implements.
As the commander decides how and when to use his war fighting
strategy, intelligence must be tailored to support the strategy
implementation. For intelligence to contribute to the war fighting

strategy it must be accurate and timely. Intelligence information
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amust be gathsred on ereay systems, cspabilities and intenticns for
Counter ™ missions. Tounter TP depends on the ability ts

determine which adversary C® zystems are the most critical for the
Joint actions planned ar underway.? It is impnrtapt to identify

and *he rritical nodes.
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C3CM strategies require identification of the enemy's EEl needs and
his means of intelligence collection and processing. Friendly
intelligence needs to provide information to the JFC for direction
and redirection of C3CHM effoarts with timely feedback to determine

effectiveness. The JFC nesds intelligence for his C7CM stratezgy

+ obtained from all sources of collection
* Real time or zs mear as possible
+ pver an exiended gesography and a deesp look
* bxzed on systems that are interoperable and are able to
function in a jzint environment.
Intelligerce on sn2my C2 is necessary to properly plan CFCOM. It

-

is clear without intelligence CPCM too0lzs are ineffective and

Counter C® and C® Praotection can not te accomplished.
Fi)

There iz = direct imterralation

i
n

o

between the inielligence
cycle, €2 and C3CM. Figure 5 show how intelligence impacts on the
C® process and C®CM strategy. C®CM iz implemented through the C2
pracess. Decisions that commanders make are guided by the tailored
intelligence groduced in the intelligence cycle. This cycle
produces intelligence both on the enemy’'s C® systemz and the
protéction to his C® systems. The commander then makes a decision

to employ tn= sols of C®CM to attack the enemy’s attempts %o
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grotect his £ or disrupis thz onemy (® svstems.

Conclusicons. Counter CF za2rnd C® Protection activitiesz do more
than Jus?t counter or protect €2, These C2CM strategies should be

I Zomisection with sthge sb-atenizg of war in avder to bring

the best combination of lethal and nonlethal assets to bear cn the

eneny a2t the right place and the right time. C®CM can create the

C= differential by preventing the enemy from effectively using his
C= system to counter other offensive actions.

The hey probtlems facing the JFC in implementing C2CM are
integrating and blending the options, techniques and capabilities
inherent in the component commands. Desert Stc:rm praved that
2lectronics are pervsasive thrcoughout the joint command, not just in
communicatiaons, intelligence and electronic warfare systems.”?
Integrating CFCM threoughouit the command requires the JIFC have

tzam to take advantage of %the

w

zuparts workirg together as
terefits of this war fighting strategy. The next chaptsr offars
suggestions Yor improving the planning and implementation of joint

CICM.
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CHAPTER 1V

IMPLEMENTING C=CHM
i
‘Effectivaely integrated joint Torces exgose no wesk goint or
seams to enemy actions, while they rapidly and efficiently find and
attack enemy weak points.”? This chapter offers suggestions for

the JFC to accomplish the above goal while implementing C®CM.

CPCM in the Joint Environment: lntegrated, Synchronized,

Coordinated. C®CM prirnciples must be integrated into a war
fighting strategy at the joint level. Integrated emplovment of
CaCM iz the eszence of the war fighting strategy.® It is necessary
to have a coordinated glan fraom the JFC to schieve superiocr C£Lf and
synchronize actians sgainst adversary C®. Too often C®CHM is
included as a3 afterthousht «without realizing ifs potential to seizs
the initiative during awn ogp=rstion. Iz is fnorgugh trhe [sing,
syvchrenized plaming and execution of deception, OPSEC, jamming
and destruction that the C® differential can be attained. C=CM
must be part of cgperations glanning.

The Mavy has developed a2 glan to establish a separate
electronic warfare and space commander veporting to the Navy
Component Caoammander. The purpose is to integrate communications,
intelligence and electronic warfare assets and techniques with one
commander tao provided a synchronized war fighting strategy.® The

lesson for the JFC is that this type of warfare requires dedicated
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zzvmsrders sed staff to be suszessful in joint operaticns. First,

the JFC should have a team of dedicated =uperts in cperations,

- o

intelligence, cocacunicatigns, and component commands C=CM
capabilities to plan and execute C®CM as an integrated,
synchronized and coordinated war fighting strategy. Through the

the IFC czn b ownhat his C®, intelligence

{11}

use of x tea~ oF =wpert
and C®CM assets are, plan for an integrated C3CM strategy, and use
service C3CM assets that are mutually supportive to the overall
operations. Secondly, in the future the JFC may find it necessary
to appoint a joint force component commander responsible for C3CM,
space and electronic warfare similar to the Navy's concept to
control and deconflict the ayriad of employment options.

[

Cuscding the [ndicators. ZCZounier % peasures are the most

difficult to implement and measure the effectiveness. Often in
times of crisis protecting frisndly C® efforts suffer éither
through n=glect, time factors or igneorance. OPSEC reguires
constant vigilance and forethought. The JFC wmust establish clear
cut directisgn grior to hostilities and enforce those divectives.

The JFC and staff must control tertiary variations in actions that .

give the adversary cluss to friendly asctions. Frl:- o the
commencement of t{he Desert Storm air raid over Baghdad, Iraqis
could have estimated the time of attack by monitoring the phone
lines of pizza shops in northern Virginia. There was a noticeatble
increase in rush pizza delivery orders from staffers who were
working late at the Pentagon.«

The JFC and staff must regulate changes in communications
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patterns that provide iaformation on actions, At the

Headquariers, curopean Command, during a classified operatiocn in
one of the African countries, uncleared telephone operators knew
that a3 crisis was occurring and knew the country it was occurring

in from th= pattern and frequency of calls they were zashked to
: A
place.

The JFC and staff must institute and practice habits in day to
day operations that will provide operations security during war.

For instance at the beginning Desert Shield, critical €C® circuit

sutsges were vot classified. Adversaries could have gleamed

L

ential I -“--mation about the most critical C® nodes by

[y
\

monitoring signalers caonversations about C® outages. After several
days, this information became classified. Difficulties resulted
oecause this required instituting practices that had not bsen
axercised previously. What should have been second nature and a
matter of habit was nwot because OPSEC in this area had nat bHeen

instituted in day to day operations.

Firzing Joint Intelliqence Cycle and C® Capabilities. C2CM

efforts are inextricably linked to the efficiency of friendly
intelligence efforts and communications capabilities. C® systems
provide the JFC with critical and relevant information, in time to
make the difficult war fighting decisions. C® systems provide the
medium for the command and control process to function. The more
relevant, timely and concise the medium the more efficiently the C=
process will function. Key to the effectiveness of the C® process

is a correlated intelligence cycle that is responsive to requests
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for oee=ntial z2lz2ments of information.

Lessons from Desert Storm indicate that there are illnesses in
intelligsnce and communications capabilities that must be cured.
Joint interoperability is not a principle that can be assumed by
the JFC. A review of the Desert Storm lessons learned showed
problems such as: intelligence systems not designed to withstand
the rigors of combat; different C® procedures for the U.5. Marine
Coarpse suppart to maritime avd land operations; inability to
caommunicate with coalition forces; lack of centralized control of
communications: and aoverloaaded communications systems preventing
units from chtaining needed intelligerce. Irn addition, there were
o operatignal C2 plans during the firet four mdnths of th2 Desert
Shield and ro frequenc: management for several weeks. Problemss
with segcondary dissemination of intelligence data in theater caused
uwsers difficulties with intelligence timeliness, accuracy and
useyulness.”

Intelligence and communications assets must function properly
tr snsure that C¥IM is implismeni=2d and the f=ze=dback regquired to

=nsure ithe effectivernzss of joint C®CM strategy is provided. 1f

the intelligence and communication problems are not repaired we can
rreaztie & regative C® differential that benefits the adversary while
degrading aur own C® process. In future operations, commanders

must ensure that we are not our own worst enemy and cure the

intelligence and communications problems.
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CHAPTER V

CONCLUSION

Fof success.in thé high technology wars of the future the JFC
must plan, practice and execute integrated and synchronized joint
C3CM to create the C=2 differential. The joint and coordinated use
of C3CM assets generates an opportunity not only to compensate for
the weak areas in the ;omponent commands assets but also to obtain
an intensifying effect. Land, sea, air, special.operations and
space assets all contribute to the joint commanders ability to
defeat the C®2 capabilities of the enemy.

C3CM is an effective war fighting =trategy that is aimed at the
enemy's C® process, communications and intelligence cycles while
orotecting friendly capabilities to control forces. For the joint
strategy to be most effective it needs to planned anq directed by a
team of a2xperis on the joint staff. Joint Commandérs need to
smphasize T2 Protection missions with a concentration on OPSEC.
Continued emphasis needs to be placed on making our communications
and intelligence capabilities interoperable and effective among the
component commands for continued joint success.

In the future, strategic objectives may be met by linking joint
-assets in a C®CM strategy to debilitate the enemy’s abi.iiy o
control his forces in conflict. When the C® differential is gained
and the enemy commander can no longer control his forces his defeat
is virtually assured. Joint C®CM strategy can be most effective

because its aim is to defeat the commander. JFC can render enemy
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commanders helpless by employing joint C3CM strategies. B.H.
Lidell Hart states that "It is in the minds of the commander that
the issue of battle is really decided“.* The JFC can use C=CM to
attack the minds of the enemy commanders and meet our strategic

military objectives while conserving our {erces.
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