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SUMMARY

This document provides guidance to Australian Government ageéncies, both defence and
civilian, on the specification and selection of trusted computing systems and products to be
used for the electronic processing of National Security and/or Sensitive Material.
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FOREWORD

Governments at all levels in Australia increasingly are required to hold on their computer systems
significant volumes of information that is classified. Given the increasing demand for the connectivity
of those systems, it is quite clear that computer security assessment guidelines for managers, tailored to
the Australian scene, are necessary to ensure a consistent and, as much as possible, standardised level
of security to protect the information they hold.

The guidelines presented herein are designed to give assistance to managers in assessment of the minimum
level of trust, and some advice on required functionality, for computing systems which may hold naticnal
security or civilian sensitive data. The advice regarding the levels of trust and functionality is presented
in the notation specified in the harmonised European Information Technology Security Evaluation Criteria
(ITSEC). The guidelines focus on confidentiality and do not explicitly address integrity and availability
issues. As yet, the research community has not settled on a definition of integrity and availability, and
so it would be premature to propose minimum standards with respect to those two security requirements.

The guidelines are based on an enumeration of threat environments and quantitative risk analysis and
can show correspondence to the US National Computer Security Center (NCSC) standard, “Guidance
for Applying the Department of Defense Trusted Computer System Evaluation Criteria in Specific
Environments™ (Yellow Book) as well as the UK DADPSWG/88-1 guidelines. Discussions with various
national authorities leads us to believe that the use of other risk methodologies, such as those represented
by annual loss estimates and fault tree analyses, are inappropriate for the military domain for several
reasons. Prevalent among these is the influence that the subjective opinion of the analyst conducting the
risk analysis has on the results. Further, the annual loss estimate model is difficult to apply in a national
security context since it is difficult to measure national security "loss” in the form of dollars.

The Yellow Book promulgated by the NCSC does not have the same susceptibility to subjective opinions.
It specifies the minimum level of functionality and assurance required in specific military environments.
Heace it would at first seem an ideal candidate for use in the military domain as a standard for enforcing
the consistent procurement of trusted systems. However, the Yellow Book measures data exposure risk
based only on user clearances and the maximum sensitivity level of data held in the system. The sensitivity
lost through this ultra-simplicity means that the optioas available for minimising the required level of trust
in computer componeats by reducing the technical risk for a given environment, is severely restricted.
Moreover, all too often the resuits obtained indicate that the required level of trust is beyond the ability
of the current level of technology. Yet many computer security experts are able to see specific factors
whereby the risk could be satisfactorily reduced and thus reasonably allow for a lower required level of
trust. In summary, the Yellow Book certainly removes the influence of subjectivity by enumerating and
aggregating many factors but the heavy price paid is that a worst case analysis results. Landwehr and
Lubbes recognised this and attempted to take more factors into account in their risk methodology for US
naval systems. However, application of the Landwehr-Lubbes methodology clearly shows that lowering
the risk profile in most cases causes severe restrictions on the operational interface.

The strategy of these guidelines is to show a correspondence with the Yellow Book as a point of origin in
a given frame of refereace, but to take more factors into account while still ensuring that subjectivity on
the part of the analyst using the guidelines cannot have an undue influence. Of course these guidelines
do not take into account the number of factors that result from first principle techniques, but they are a
step in that direction and are able to prove their "pedigree”. Intuitively, one would like to see a series of
guidelines developed over a period, each consistent with its predecessor, and taking into account more and
more factors which can have significant impacts on the risk profile in the government environment, finally
arriving at a methodology which has the flexibility of a first principles analysis but is also traceable in
origin to an "ancestral” standard.
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1 INTRODUCTION

1.1 Scope

This document is a guide to the analysis of the risk associated with the electronic processing of information
which is classified as National Security Material or Sensitive Material in accordance with the Protective
Security Manucai (PSM) [1].

In this documeant, the analysis of risk is primarily concerned with the security requirement for confiden-
tiality, the requirement whereby information is disclosed only to those users authorised to access that
information.

Throughout these guidelines it is assumed that the necessary communications and compromising ema-
nations (eg. electronic, acoustic, etc) security requirements as specified in the PSM (Part 6) are or will
be satisfied.

The assessment of risk involves the consideration of the factors which contribute significantly to likelihood
of unauthorised disclosure of information. This document is restricted to the consideration of those factors
which directly relate to logical computer security (COMPUSEC). Physical, administrative, and procedural
security factors are only considered as possible secondary influences on the sirength of the COMPUSEC
factors. Consideration of communications security (COMSEC) is restricted to the security functionality
issues relating to network interconnections. Electronic emanations security (TEMPEST) factors are not
considered in this document.

1.2 Purpose

The purpose of this document is to provide guidance to Australian Government agencies, both defence
and civilian, on the specification and selection of trusted computing systems and products to be used for
the electronic processing of National Security and/or Sensitive Material.

The document provides a method for the measurement of the risk of unauthorised disclosure of information
in specific computer environments and the specification of the minimum level of safeguards, in the form
of Trusted Computer Systems (TCSs), required to counter this risk.

2 BACKGROUND

2.1 Requirements of the Guidelines

In the process of formulating these guidelines, particular consideration has been given to the follov.ing
requirements:

a. Applicability to Australian Government Users
‘The guidelines must cover Australian Government computer systems, both in the defence
and civilian sectors. It is assumed that the information processed on the system is subject
to formal security classification controls and the users of the system are subject to formal
sccurity clearance coatrols, these controls being specified in the PSM.

b. Give guidance in terms of the use of TCS products to reduce COMPUSEC risks
TCSs are designed specifically to counter COMPUSEC risks. A number of TCS products
are commercially available. Consequently, the use of appropriate TCS products should be
enconraged to counter COMPUSEC threats.

c. Applicability to Computer Networks
It is envisaged that many of the users of the guidelines will be planning or re-configuring
computer networks. Hence, guidance on the risks specifically related to computer networks
must be given.

d. Use of Quantitative Methods
The different classes of TCSs which have been defined have quantifiable differences in
COMPUSEC functionality and assurance. In order to choose a particular class of TCS,
the amount by which the risk is to be reduced to an acceptable level must also be quantified.

UNCLASSIFIED 1
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e. Establish a balance between a complex risk assessment technique and ease of application
The guidelines should specify a risk assessment technique which can be easily understood
and applied yet be sufficiently sophisticated to preclude a significant over-statement or under-
statement of risk due to coarse measurement techniques.

f.  Compatibility with Australia’s Allies
For National Security classifications and Designated Security Assessment Position (DSAP)
clearances, there is a requirement to maintain compatibility with the equivalent classifications
and clearances of Australia’s allies.

g. Consistency with the US Yellow Book
The US National Computer Security Center documents Computer Security Requirements
— Guidance for Applying the DoD TCS Evaluation Criteria in Specific Environments [2]
(commonly referred to as the Yellow Book), together with a Technical Rationale [3), provide
a methodology for establishing which class of TCS, as defined in the US DoD Trusted
Computer System Evaluation Criteria (TCSEC) [4), is required as a minimum in specific US
environments. A major consideration in the production of this document is consistency with
the Yellow Book standard for reasons of compatibility with Australia’s allies. In order to
achieve consistency, a number of assumptions have been made as to what is regarded in the
Yellow Book as a “typical” system in terms of environmental characteristics.

h. COMPUSEC product Evaluation Criteria
In order to determine the most suitable COMPUSEC product in a given environment, it is
necessary to appraise the security features offered and the level of confidence in the operation
of those features against a standard set of criteria. Since the majority of available COMPUSEC
products are developed outside Australia (specifically in the US and Europe) and accredited to
the security standards indigenous to the country of origin, it is necessary to provide consistent
mappings of the risk index onto each of the most significant international evaluation criteria.

i.  Focus on Confidentiality Issues
In order to produce useful COMPUSEC risk analysis guidelines as soon as possible, one
main area of risk should be the focus. The priority area here is confidentiality (i.e. cases
where unauthorised disclosure would cause some damage).

j.  Provision of a foundation for inclusion of Integrity Issues
The next priority in areas of risk is integrity (i.e., cases where unauthorised modification or
deletion would cause some damage). While COMPUSEC issues relating to integrity will not
be addressed now, provision should be made in the guidelines (as far as possible) to facilitate
inclusion of guidance in this area at a later date.

k. Consideration of non-standard Secure Connections
A secure network architecture can include components which are not general purpose TCS
products but which enhance the overall computer security. The guidelines should take into
account the use of such products.

2.2 Existing Risk Analysis Approaches

[n order to establish the most suitable approach to risk analysis in the context of this document, it has been
necessary to conduct a thorough review of what is considered to be the most significant risk analysis
approaches currently available.

For each approach reviewed, the limitations to their applicability in the Australian context are discussed.

For convenience, the approaches considered have been broadly categorised according to the type of
application, either military or commercial, for which they were originally developed. However, it should
be emphasised that this distinction is by no means clear-cut since many of the “commercial™ approaches
have been applied in military environments. o

The results of this review are summarised below.

221 Military-Based Approaches

These approaches are all specifically applicable to defence environments and have the following features
in common: ¢
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they are COMPUSEC specific;

they are quantitative;

they focus on confidentiality;

they use a non-financial asset measurement system based on national standard security
classification levels;

they use a user threat measurement System based on national standard security clearance
levels;

they have limited applicability outside the country of origin due to the fact that each country’s
national security classification and clearance levels may not be directly comparable;

the basis for measurement of risk is the degree of mis-match between the highest classification
of material that the system protects and the lowest clearance level of any of the system’s
authorised users with adjustment due to the influence of “environmental” factors, varying in
the degree of sophistication;

they are consistent with the Yellow Book; and

the minimum recommended safeguards are measured in terms of national evaluation criteria.

Yellow Book

The limitations to the applicability of the Yellow Book are assessed as follows:

1.

Data sensitivity and user clearance levels reflect US national security conditions. These
conditions are not always relevant in the Australian national security context. However, it is
possible to map the Australian sensitivity and clearance levels to their US counterparts.
The treatment of categories does not hold in the Australian context where caveats or
compartments are present.

The generic environment in which the system operates receives only limited consideration.
The sole environmental distinction made is that between "open” and "closed” environments.
The definition of a closed environment is of such a restrictive nature that it is unlikely to be
applicable in the majority of cases.

The coarseness of the risk measurement technique may, in some circumstances, result in an
over-statement of risk with the subsequent recommendation of a TCS which of a higher class
thaa is actually required. This may lead to an economically infeasible solution.

The formula for the calculation of the risk index is inconsistent. There exists a stated
anomalous case in the calculation of the risk index (i.e. TS(BI) clearance with TS data).
There is no rationale behind the treatment of categories and no indication of how to
differentiate between hierarchical and non-hierarchical categories.

There is a heavy reliance on qualifying footnotes in the various rating tables in order to
handle special cases.

There are references to other factors which may influence the final TCS class (e.g. high
volume of information at the maximum data sensitivity, large numbers of users with minimum
clearance, integrity and denial of service requirements) but there is no indication as to how
these factors should be treated.

2.2.1.2 Landwehr and Lubbes

The paper “Determining Security Requirements for Complex Systems with the Orange Book™ (5] co-
authored by Landwehr and Lubbes provides, in some respects, a more comprehensive guide to the
application of the Orange Book (TCSEC) in specific environments. Additional factors which affect the
actual system risk are introduced with different levels of risk for each factor. The factors introduced
are as follows:

Local Processing Capability;
Communication Path;, and

User Capability.
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An overall system risk rating is derived from the aggregation of these factors. This system risk rating
and the data exposure risk index (calculated as per the Yellow Book) are combined to produce a mapping
onto the TCSEC classes. The limitations to the applicability of this methodology are assessed as follows:

1. The System Risk factors are not genuinely orthogonal since all these factors relate to the

scope of the user interface.

The issue of open and closed security environments (as defined in the Yellow Book) is not

considered in this methodology. For simplicity’s sake, all environments are considered to

be open.

3. The majority of the levels within these factors relate to outdated features (e.g. store/forward)
which are unlikely to be applicable in the context of current systems.

4. In certain cases, more than one TCSEC class is recommended for a Data Exposure / System
Risk combination but no guidance is given on which to select.

5. The majority of deviations from the Yellow Book selections occur where all users have access
to the computer via "dumb” terminals which is unlikely to be the case in modern practice.

6. Networks have not been considered.

(3%

2.2.1.3 DADPSWG/88-1

The UK Defence ADP Security Working Group produced a guide to COMPUSEC requirements in
specific environments [6). This guide recommends a TCSEC class based on a risk index, calculated
using a similar method to that used in the Yellow Book, and a system qualifier, determined according to
the characteristics of the system. The guide attempts to separate security requirements into functionality
and assurance so as to allow more appropriate combinations than those specified in the TCSEC.

Unlike the Yellow Book and Landwehr and Lubbes, ancillary factors related to data sensitivity and user
clearance are considered when calculating the risk index. These factors are as follows:

Total number of users;

Volume of Data;

Mix of Data; and

Special Data Separation Requirements.

The system qualifier is determined by the level of the Software Production Standards, extending the
Yellow Book concept of security environments, and the Scope of the User "n!-rface, an interpretation
of the Landwehr and Lubbes system factors.

The limitations to the applicability of this methodology are assessed as follows:

1. Data sensitivity and user clearance levels reflect UK national security conditions. These

conditions are not always relevant in the Australian national security context. However, it is

possible to map the Australian sensitivity and clearance levels to their UK counterparts. This
possible mapping does not extend to the treatment of caveats/compartments.

For the data characteristic factors Volume of Data and Mix of Data the boundary values are

stated as “arbitrary to a degree” with no justification given for the values.

3. For the system characteristic Scope of the User Interface the measurement of strength is
purely in terms of the terminal type and does not take into account the level of system
commands available to the user.

4. No account is taken of the potential threat to the system from the external environment.

5. It is unclear how the functionality level and assurance level may be used in combination to
determine the most cost effective TCS product.

6. The methodology focuses on the consideration of TCSEC criteria.

7. The methodology does not provide clear guidance on how to deal with networks.

[
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2.2.14 Logicon

This approach, outlined in “A Guide to Effective Risk Management: Decision Support System” [7], uses
the basic notion of data exposure, as defined in the Yellow Book, to arrive at a preliminary TCSEC class.
A number of risk factors (including those identified by Landwehr and Lubbes) are considered, each with a
range of weighting values corresponding to different generic environmental types. The weighting values
are summed and suggested “feasible actions™ are given regarding adjustments to the preliminary TCSEC
class, ranging from a decrease by two levels to an increase by one level dependent on the value of the sum.

The limitations to the applicability of this methodology are assessed as follows:

1. The analysis approach is complex and is intended to be automated in the Effective Risk
Management (ERM) Decision Support System, although the procedure can be done manually.
With a total of 15 classes of risk factors to be considered, each having a range of possible
divisions (e.g. low, medium, high), the risk of the system perpetuating erroneous subjective
judgements is high.

2. Many of the risk factors are related, which is stated as a deciding factor in the assignment of
weightings.

“ However, for simplicity, the many complex interdependencies among them were disregarded
and the risk factors were treated as mathematically independens entities.” [7). Clearly, such
factors as User Capability and I/0 Device are inexplicably connected.

3. The factor Mission Criticality is connected with availability rather than confidentiality.

4. The three communication-related factors are not significant since the user /O bandwidth
“bottle-neck™ is more likely to be the terminal interface rather than the communication line
speed.

5. The TCSEC level adjustment table has a number of footnote qualifications.

6. Network considerations are restricted to the single trusted system view. Here, the guide states
that the risk factor I/O Device should be ignored. The rationale for this is not clear.

2.2.1.5 ANSSR

This approach is described in the paper “ANSSR: A Tool for Risk Analysis of Networked Systems™ (8].
ANSSR performs three levels of analysis,

i. asimple Yellow Book heuristic, where a TCS class is recommended based on the standard
Yellow Book inputs;

ii. a more complex risk index heuristic, based on Landwehr-Lubbes and Logicon work, extended
to address risk factors associated with networking, including the cascading problem; and

iii. a scenario-based analysis, which shows ways deliberate attacks on a network could proceed
and be countered by system security features. The analysis is a continuously variable measure
of risk based on threat scenarios which are a succession of pre-identified events leading to
an event with disclosure impact. The analysis allows either of two definitions of risk: single
occurrence of loss (SOL) and annualised loss expectancy (ALE).

The limitations to the applicability of this methodology are assessed as follows:

1. The scenario analysis is complex and relies on the use of specialised risk analysis software.
2. There is uncertainty about the correctness and accuracy of the algorithms for individual events.
3. The scenario analysis expresses a network risk value but does not recommend a TCS class.

2.22 Commercial-Based Approaches

These approaches are most commonly applied in commercial/financial environments but are intended
to be sufficiently general to apply in any type of environment. These approaches have the following
features in common:

1. they do not provide a generalised risk assessment approach but tend to require many specific
input parameters and produce many specific countermeasures;
2. they are aot COMPUSEC specific;
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3. guidance on general Security measures is given rather than which class of TCS product is
required;

4. they do not identify the COMPUSEC functionality or the level of assurance in that function-
ality which is necessary to reduce the risks to an acceptable level;

S. they tend to identify specific threat/security functionality countermeasure pairs many of which
are of a non-COMPUSEC nature;

6. they tead to be more subjective than the military-based approaches and their generally complex

nature tends to compound this subjectivity producing exaggerated results;

they are partiaily or wholly implemented as automated packages; and

8. the cost/benefit assessment is based on the identification and valuation of assets in monetary
terms.

~

2.2.2.1 Asset-driven Approaches

These approaches are based on the formulation of an inventory or “checklist” of assets together with the
possible threats against those assets and the vulnerabilities of the system to those threats.

An ALE is calculated, in monetary terms, for each threat event based on the estimated cost of impact
on an asset from the event given the likely frequency of occurrence of the event and the probability of
the event successfully impacting the asset.

The safeguards required to counter the threats are identified and a cost/benefit plan is formulated to
reduce the risk.

Advantages of these approaches are:

1. the techniques used are simple and can be applied in any situation; and
2. they produce detailed asset inventories.

Disadvantages of these approaches are:

1. a significant amount of data collection effort is required;
2. there is an inability to substantiate logically the safeguard effectiveness estimates; and
3. the nature of the estimates is arbitrary.

Examples of this type of approach are the US National Bureau of Standards (NBS) Guideline for
Automatic Data Processing Risk Analysis [9] and the Courtney method [10].

2.2.2.2 Function-driven Approaches

These approaches are characterised by “matrix” methods based on threats verses organisational functions
(rather than specific assets). The approach is based on the concept of business dependence rather than
computer vulnerability and models the functions the system supports rather than the methods employed
to carry out these fuactions.

Critical functions are identified together with the threats which apply to those functions, the vulnerabilities
corresponding to each threat and the safeguards which apply to each vulnerability. A minimum set of
safeguards is selected based on the number of times a particular safeguard is deemed to be required for
each type of vulnerability.

Advantages of these approaches are:
1. the functions to be examined can be specified by the user.
Disadvantages of these approaches are:

1. the choice of functions to be examined is open to subjective considerations; and
2. the volume of entries required to complete a matrix describing a system leads to imprecise
measurement of impact levels.

An example of this type of approach is described in the paper “A Matrix/Bayesian Approach to Risk
Management of Information Systems™ [11].

6 UNCLASSIFIED




UNCLASSIFIED ERL-0621-RR

2.2.2.3 Vulnerability-driven Approaches

These approaches are based on fault logic/event tree modelling. The effect of every possible threat event
on an asset is simulated by vulnerability paths organised in a logical tree structure with the loss condition
(the result of a threat event) at the root. Individual events in the tree are linked to one another by either
direct or logical connectors. Connectors can be assigned attributes or can have calculated attributes based
on the attributes of subsidiary events.

Advantages of these approaches are:

1. the resuits of the application of a safeguard can be seen explicitly in terms of the inhibitions
in the vulnerability paths; and
2. the generation of scenarios is facilitated by these approaches.

Disadvantages of these approaches are:

1. the complexity of the models; and
2. the subjective nature of asset identification and evaluation leads to unreliable estimates of
impact costs (this equally applies to the other approaches).

An example of this type of approach is the CCTA Risk Analysis and Management Methodology
(CRAMM) {12].

2.2.2.4 Qualitative Approaches

These approaches are based on automated “expert” systems whereby a user inputs qualitative “guesses™
and the system outputs a quantitative computed result. Rather than expressing attributes in terms of
absolute values such as percentages or dollars, users may express their opinion in levels, such as low,
medium and high, qualified by a confidence level.

Using the technique of fuzzy estimating, the system computes a value, with a probability that the value
is what was meant, based on the context of the problem and the expert knowledge built into the system.

Advantages of these approaches are:

1. they can be used dynamically to perform risk assessments using a number of different
scenarios.

Disadvaniages of these approaches are:
1. they rely on complex software packages.

An example of this type of approach is the Los Alamos Vulnerability/Risk Assessment (LAVA) System
(131

2.3 Adopted Approach

The adopted approach is one which is related to the military-based approaches described above, rather than
the commescial-based approaches. The approach taken was essentially an outcome of the requirements
of the guidelines, with due consideration given to the assessed limitations of the existing approaches. It
represents a balance between the need to provide an accurate, objective method fcr the measurement of
risk and the need to produce a concise, usable guide.

The guidelines are primarily concerned with the confidentiality security requirement. Issues relating to
the integrity security requirement which have a bearing on confidentiality are noted.

The Australian security classification and clearance controls, as described in the PSM, form the basis
for the risk measurement. In order to fulfil the requirement for compatibility with Australia’s allies, the
guidelines provide a set of equivalence tables for Australian/US and Australian/UK classification and
clearance levels.

The method adopts the basic Yellow Book factors, Minimum User Clearance and Maximum Data
Sensitivity, as a foundation for the calculation of a risk index. Additionally, significant ancillary factors
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relating to specific attributes of the system (associated with either data, user, or system) have been
introduced. The factor strength measurement scale is roughly equivalent to that used in the Yellow Book o
based on the Australian/US national security classification/clearance level equivalences. The choice of
these factors was influenced by the Landwehr and Lubbes system factors, the Logicon vulnerability
factors, and the DADPSWG/88-1 ancillary factors. For each factor, a set of values are specified
representing the levels of strength of the factor (this may range from present/absent to several levels
of strength). The level of subjectivity is restricted to the judgement by the user of the appropriate level
for each of the factors given their specific environment, o

The method for arriving at an overall risk index is influenced by Landwehr and Lubbes. The method
involves the identification of the different groups of users of the system (e.g. system administration,
analysis, development, etc). For each user group, a risk assessment is performed and a risk index is
obtained. The overall risk index is taken to be the worst case of the risk indices from all the user groups.
This method, whereby the risk is contained within each group of the users, may result in risk index value ®
which is lower than that resulting from an assessment where all the users are considered as a single group.

The risk assessment mechanism is table driven, producing an integer value. In common with the Yellow

Book, a Data Exposure Risk Index (DERI) is calculated as a function of the Minimum User Clearance

(of the user group), the Maximum Data Sensitivity, and the Exposure of Categories which, unlike the

Yellow Book, is treated as a separate factor. In the case where the data-related and user-related ancillary

factors are to be considered, the DERI is adjusted to take these into account. The risk index is a function )
of the DERI value and any system-related ancillary factor weightings. The user of the guidelines may

wish to ignore the ancillary factors and perform the equivalent of a Yellow Book assessment. In this

case the results will be consistent with the Yellow Book given the same environment,

The overall system risk index is mapped to a TCS evaluation level which indicates the minimum level
of assurance required of a TCS given the level of risk in the environment under assessment. Guidance
is also given on the TCS security functionality level required. ®

In the case of networks, the guidelines give advice on the choice of TCS products with respect to cost,

usability and availability of products and allow alternative network architecture solutions to be analysed

in terms of the fulfillment of the security requirements. The network may be decomposed into separately

assessable components. In order to ensure that the network as a whole satisfies the security requirements,

the rules for the secure interconnection between the network components are specified. The guidelines o
provide a description of the special purpose interconnection devices which enable non-standard secure

connections to be established between the components of a network. These devices are themselves treated

as separate network components and a separate risk assessment should be carried out on each to establish

a minimum level of security criteria.

24 COMPUSEC Evaluation Criteria

Both the recommended minimum level of COMPUSEC fuactionality, as well as the recommended
minimum level of assurance that the COMPUSEC functions perform correctly are expressed in these
guidelines in terms of the criteria specified by the Information Technology Security Evaluation Criteria
(ITSEC) {14). The ITSEC form the harmonised criteria of France, Germany, the Netherlands, and the UK. ®

The ITSEC defines criteria for assessing trusted systems and products (termed Targets of Evaluation)

according to the level of security functionality and the level of correctness of implementation of that

functionality. Unlike TCSEC, there is no required link between the functionality specified and the level

of assurance claimed. There are ten predefined functionality classes, the first five (F-C1, F-C2, F-B1, F-

B2, and F-B3) corresponding to the functionality offered by the TCSEC classes C1 to B3 inclusive. The )
remaining five classes (F-IN, F-AV, F-D], F-DC, and F-DX) are intended to match common re~irements

for particular types of system. There are seven evaluation levels, EQ to E6, which signify the level of

assurance in the correctness of the corresponding security functions.

For users wishing to consider TCS products which have been evaluated against other criteria, mappings
of the ITSEC criteria oato the TCSEC criteria and the UK Governmeat Communications Headquarters
(GCHQ) Communications Electronics Security Group (CESG) criteria {15] are provided in Appendix C. ®
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It is envisaged that the majority of products which are likely to be considered will have been accredited
against at least one of these criteria.

2.5 A Comparison with other military-based approaches

Table 2.1 provides a summary of the major features offered by the military-based risk assessment
approaches which have been reviewed.

UNCLASSIFIED 9
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Table 2.1 A Comparison of Features offered by the military-based Risk Approaches

A Comparison of Features offered by the military-based Risk Approaches
Yellow L‘"n hr"" DADP- These
Book and SW/88- | Logicon | ANSSR Guide-

Lubbes 1 lines

Is consistent with the Yellow Book
security requirements

Uses the basic Yellow Book
approach to initial DERI * * * * *
calculation

Applicable under US National
Security Conditions

Applicable under UK National
Security Conditions

Applicable under Australian
National Security Conditions

Applicable under Australian
Civilian Government Conditions

Based on TCSEC criteria * * * * *
Based on ITSEC criteria *

Separates Functionality and
Assurance criteria

Addresses TCS network
connectivity

* * * * * *

Gives guidance on limited
functionality network *
interconnection devices

Takes into account system factors
other than Open/Closed security * * * * *
environment

Takes into account the threat from
the external operating * *
environment

Takes into account ancillary data
Jactors

Takes into account ancillary user
Jactors

Incorporates an automated
software package

Separates users into groups for
risk assessment

A summary of the various method used to establish which level of TCS is required as a minimum in
order to counter the risk of data exposure is given below.
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2.5.1 Yellow Book Method

The following steps are requicred to perform a risk assessment:

1. calculate by look-up table the Minimum User Clearance rating;

2. calculate by look-up table the Maximum Data Seasitivity rating;

3. calculate a risk index using a function; and

4. map by look-up table the risk index to the TCSEC levels (one table for each type of security
environment),

2.5.2 Landwehr and Lubbes Method

The following steps are required to perform a risk assessment:

1. calculate by matrix the Process Coupling Risk as a function of the risk factors local processing
and commuanication path;

2. calculate by matrix the System Risk as a function of the Process Coupling Risk and the risk
factor user capability;

3. calculate the Data Exposure rating in the same manner as the Yellow Book Risk Index; and

4. map by matrix the System Risk and Data Exposure to the TCSEC levels.

253 Logicon Method

The following steps are required to perform a risk assessment:

1. answer questions relating to system risk factors;

2. determine preliminary TCSEC value based on the application of the Yellow Book using the
answers to the data exposure questions;

3. multiply values of the remaining data exposure questions and remaining classes of risk factors
by the appropriate division value;

4. sum the products of the multiplications;

5. follow the guidance as directed by value of sum to determine the validity of the preliminary
TCSEC value; and

6. apply cost, network, assurance coasiderations and re-evaluate.

254 ANSSR Method

The following steps are required to perform a risk assessment:

1. perform a Yellow Book Assessment specifying a target TCSEC class;

2. perform an extended Yellow Book assessment, inputting a number of attributes relating to
disclosure asset, user community, and other systems;

3. for networks, assess the risk in terms of the existence of cascade paths;

4, perform a Scenario Analysis by identifying specific threat events; and

5. calculate the risk in terms of SOL and ALE.

255 DADPSWG/88-1 Method

The following steps are required to perform a risk assessment:

1. Assess the TCSEC functionality level requirements using a 3—dimensional matrix, based on
Highest Classification of Information, Lowest User Clearance, and Mode of Operation.
2. Assess the TCSEC assurance level requirements. This is doae as follows:

a. calculate by matrix the user clearance rating as a function of the Lowest User Clearance
and the Number of User;

b. calculate by look-up table the overall data qualifier as a fuaction of Volume of Data,
Mix of Data, and Special Data Separation Requirements;

UNCLASSIFIED 11
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¢. calculate by matrix the data sensitivity rating as a function of the Highest Classification
of Information and the overall data qualifier;

d. calculate th2 risk index as a function of the user clearance rating and the data sensitivity
rating;

e. calculate by look-up table the system qualifier as a function of the Software Production
Standards and Scope of User Interface; and

f. map by matrix the system qualifier and risk index to the TCSEC levels.

Of the methods specified here, these guidelines most closely follow the DADPSWG/88-1 method.
However, there are a number of significant differences between the two. Table 2.2 summaries these
differences.

Table 22 Comparison of Risk Assessment Methods between these Guidelines and DADPSWG/88-1

Comparison of Risk Assessment Methods

DADPSWG/88-1 These Guidelines

Applicable to UK conditions Applicable to Australian conditions

Restricted to defence systems Applicable to defence and civilian government
systems

Requirements focus on the TCSEC criteria Requirements focus on the ITSEC criteria

No test for cascade paths Heuristic algorithm for network interconnection

No description of network connection devices Description of network conaection devices

No rationale for the development of the risk Rationale for the development of the risk model

model

Limited rationale for the risk index calculations | Comprehensive rationale for the risk index
calculations

Limited rationale for the risk factor rating values | Comprehensive rationale for the risk factor rating
values

User and data ancillary factor weightings do not | User and data ancillary factor weightings take
take into account the level of user clearance or into account the level of user clearance or data
data sensitivity sensitivity

User ancillary factors restricted to Number of User ancillary factors include Number of Users
Users and Proportion at Lowest Clearance

External environment not considered as a system | External environment included as a system factor
factor

User Interface is represented by a single factor User Interface is represented by three factors

User and data ancillary factor weightiogs applied | User and data ancillary factor weightings applied

at source after the DERI is calculated
Risk assessment performed on whole user Risk assessment performed on user subgroups
population
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3 RISK MODEL

To perform an assessment of risk in a particular system environment it is necessary to be able to describe
that eaviroameat in terms of a discrete set of characteristics or factors which have an influence over risk.

In order to achieve this objective, a risk model has been developed. The model is a representation of
the attributes of the system, in terms of the data residing oa the system, the users of the system, and the
system eavironment, which together determine the level of risk relating to the unauthorised disclosure of
information. This model applies specifically to Australian government computer systems.

The model has been developed by considering the major components of risk. For each of these
components, the eatities which specifically relate to the model are identified and the attributes of these
eatities are coasidered.

Each significant attribute is represented in the model by a risk factor.

3.1 Assets
The assets of a computer system may be categorised as follows:
*  hardware;
*  software;
» information; and
e  personnel.
The following assets, which will be referred to as Dafa hereafier, are included in the model.
1. Software

All non-TCB software is to be included. Its sensitivity level should be sufficient to permit
authorised users of it to have read access. Typically, this will be the level at which the lowest
cleared authorised user can gain read access.
2. Information

All information stored aod processed on the system is to be included. This includes
documentation (except hardcopy documentation which is not included in the model since
it is protected by physical safeguards), system administration / control files, and all other
types of information.

The following assets are mot included in the model.

1. The TCB software is not included since it is a countermeasure and not an asset in the sense
defined here.

2. The security audit file is not included since it is essential that the file be processed at system
high. The high sensitivity level of the file may not be representative of the sensitivity of
the majority of its records and therefore could result in 8 spurious assessment of the risks
relating to data volume and data distribution. This equally applies to all other operating
system log files.

3. The hardware and personnel assets are not included since they are protected by non-
COMPUSEC safeguards.

This aspect of the model is represented in Figure 3.1.
3.1.1 Data

The data assets in this model are in the form of classified material which may be of two types — National
Security and Sensitive. Both types of material may co-exist on the same computer system.

3.1.1.1 National Security Material

This material includes data (in any form and on any storage medium) dealing with or associated with
the protection of Australia’s or, through international agreements, another country’s security, defence,
international relations, and national interests.
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3.1.1.2 Sensitive Material

This material includes data, other than National Security Material, which requires protection to prevent:

a.

3.1.2

harm (including financial harm) to the country, Government, or the legitimate activity of a
Government Agency;

prejudice to the establishment and maintenance of lawful methods for the protection of public
safety;

a breach of a statutory requirement to protect that material; and
an unfair advantage being given to any entity.

Data Attributes

The attributes of the data assets which may influence the risk of exposure are discussed below.

3.1.21 Data Sensitivity

The data assets are classified into a number of sensitivity levels based on the expected level of threat
impact which is likely to be caused by the unauthorised disclosure of the data (see Section 3.4 for a
description of the threat impacts).

1.

National Security Material
There are four levels of National Security Material:

Restricted (R);
Confideatial (C);
Secret (S); and
Top Secret (TS).

A further pseudo-level Unclassified (U) covers material which is not classified and is
considered to have no sensitivity. There is a hierarchical relationship between each of the
sensitivity levels such that Unclassified < Restricted < Confidential < Secret < Top Secret.
Sensitive Material

There are three levels of Sensitive Material:

In-Confidence (IC);
Protected (P); and
Highly Protected (HP).

Again, a further pseudo-level Unclassified (U) covers material which is not classified and is
considered to have no sensitivity. There is a hierarchical relationship between each of the
classification levels in terms of sensitivity such that Unclassified < In-Confidence < Protected
< Highly Protected.

In general, the relationships between the seasitivity levels of the two types of material can be described
in terms of the physical protection that they must be afforded as specified in the PSM (Part 4). In this
sense, Table 3.1 indicates their equivalences with respect to the recommended strength of protection
mechanisms appropriate for data at each level.
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Table 3.1 Relationship between the Protection level of National Security and Sensitive Material

Relationship between National Security and Sensitive Material
Nation al Security Material Level of &nswveoyﬁrzl ﬁii:en the same level
Restricted (R) In-Confidence (IC)
Coafideatial (C) Protected (P)
Secret (S) Highly Protected (HP)
Top Secret (TS) t

Note
(1) There is no equivalent level.

The most conservative representation of the level of vulnerability of the data assets of a system is based on
the most sensitive material which resides on the system. The strength of this attribute may be influenced
by the other data attributes specified below.

This attribute is represented in the model by the factor Highest level of data classification.

3.1.2.2 Data Separation

There may exist at each seasitivity level one or more mandatory requirements, over-and-above the normal
clearance restrictions, applicable to specific groupings of information. Access to these groupings is
conditional on a security caveat which specifies special handling and need-to-know provisions. The term
“caveat” is used here in the generic sense, however, for the purposes of these guidelines a more specific
definition is given below.

These groups of data are termed categories. There are two types of categories.

1. Caveat
Caveated material may be accessed by a specified group of users and/or under specified

circumstances for which no special briefing is required. Caveats may be characterised iato
the following types:

awareness — the labelling of data with caveats warning the recipients of the sources of
the information (e.8. WNINTEL);

extensive — the extension of releasability to a set of users (e.g. releasability indicators);
or

restrictive — the restricting of distribution to a set of users (¢.g. AUSTEO).

For the purposes of assessing the risk of data exposure oanly restrictive caveats should
be considered. Caveats cover all categories which do not fall under the definition of
Sensitive Compartmented Information (SCI) and in some agencies are termed General Service
(GENSER) categories.
2. Compartment

Compartmented material may be accessed oaly by users who have received a special briefing
covering the handling of this material. Compartments are always restrictive. Compartments
cover all SCI material. The sensitivity of data contained in compartments is significantly
higher than data contained in caveats.

It is believed that the number of caveats or compartmeunts present on a system does not have a sigaificant
bearing on the risk of data exposure [16]. That is, there is no significant difference between the risk
associated with the exposure of a single category and the exposure of a number of categorics of the
same type.

This attribute is represented in the model by the factor Exposure of categories. This factor is only
significant for systems where some users are not authorised access to all categories.
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3.1.2.3 Data Volume

A first principles approach to the measure of the overall sensitivity of the data assets of a system might
suggest that it would be accurately expressed as the sum of the sensitivities of data at each classification
level existing on that system. The sensitivity of the data at a particular level might be measured as the
product of the number of units of data at that level and a seasitivity factor for that level. The sensitivity
factor is related to the amount of damage which is expected to result from the disclosure of a unit of data
of a particular classificaion. Consequently, any measure of data sensitivity which disregards the volume
of data might be expected to produce skewed results in the extreme cases. Furthermore:

1. the attractiveness of data to threat agents is related to the volume of data present on the
system;

2. the likelihood of a random disclosure succeeding, given limited opportunities available to a
threat agent, also is related to the volume of data present on the system; and

3. in general, the aggregate level sensitivity of information may be regarded as higher thaa that
of the constituent parts. Although the aggregate sensitivity level is determined by the contents
of the information, the volume of information is also significant insomuch as the context and
the relationship between individual items of information is frequently more significant and
more sensitive than are the items separately. More opportunities for heightened sensitivity
through aggregation will be present with larger volumes of data.

Consequently, in certain circumstances an extremely high or low data volume warrants an adjustment
to the data sensitivity rating. In order to avoid over-complex calculations, the guidelines shall confine
consideration of this attribute to the highest sensitivity level, since this is the most significant level.
This is in accordance with the Yellow Book which recognises the factor “High volume of information
at maximum sensitivity” as significant.

This attribute is only significant in the situations where there are potential threat agents, i.e. systems
where not all users are afforded sufficient trust to access all seasitivity levels of data on the system.
These systems operate in Multilevel mode.

(Note: This attribute is not significant for systems operating in Compartmeated mode since the mea-
surement of the volume of data at the TS sensitivity level is not necessarily indicative of the volume of
compartmented data. Compartmented data is taken into account by the Exposure of Categories factor].

This attribute is represented in the model by the factor Volume of data at highest classification level,
where volume is measured as the number of bytes.

3.1.2.4 Data Distribution

Following the same argument as for the data volume, a measure of data sensitivity which disregards the
spread of data over all sensitivity levels (distribution) may produce skewed results in the extreme cases.
More specifically, given a random distribution of disclosures, the likelihood of a disclosure causing the
greatest amount of damage possible, given the information on the system, is related to the proportion
of data at the highest level of classification. Consequently, an extremely high or low proportion of data
at a particular sensitivity level may warrant an adjustment to the data seasitivity rating. In order to
avoid over-complex calculations, the guidelines shall confine consideration of this attribute to the highest
seasitivity level since this is the most significant level.

As with data volume, this attribute is only significant in the situation where there are potential threat
agents, i.e. systems where not all users are afforded sufficient trust to access all sensitivity levels of data
on the system. These systems operate in Multilevel mode.

(Note: This attribute is not significant for systems operating in Compartmented mode since the com-
partmented data is considered to be more sensitive than TS and not distributed across sensitivity levels.
Compartmented data is taken into account by the Exposure of Categories factor).

This attribute is represented in the model by the factor Proportion of data at highest classification level.
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3.1.2.5 Data Availability

For systems which operate in different modes, the availability of data at the highest classification level
may be restricted to specific periods. Hence, the opportunity for a threat agent to access this data is
restricted and the vulnerability may be reduced. Since the mode of operation which is most likely
to apply in these circumstances would be either Dedicated or System High where the vulnerability is
regarded as low in any event, this attribute is not significant and is not represented in the model.

3.2 Threats

The threats to a computer system may be either deliberate or accidental.
Deliberate threats involve the following:

*  malicious actions by humans who are authorised to have access to some or all of the data
on the computer; and

*  malicious actions by humans who are not authorised to access, directly or indirectly, any
data on the computer.

Accidental threats involve the following:

*  natural, random, and environmental events;

*  malfunctioning hardware or software; and

¢  erroneous actions by humans who are authorised to have access to some or all of the data
on the computer.

This aspect of the model is represented in Figure 3.2.

Threats
Deliberate Accidental
Actions by humans Malfunctions of
suthorised to hardware or
access some dats software
D Covered in Guidelines
Covered by non-COMPUSEC
Users safeguards

Figure 32 Risk Model — Threats

This model is primarily concerned with the threats posed by the deliberate or accidental action of humaans
who are authorised to have access to some or all of the data on the computer,
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For the purposes of these guidelines, it is assumed that the safeguards required to counter the threat
from humans who are not authorised to access, directly or indirectly, any data on the computer are of
a n100-COMPUSEC nature (i.e. physical security measures). However, if the user wishes to rely on
COMPUSEC authorisation measures to counter this threat then this group must be taken into account in
the risk assessment. Where this is so, it is necessary to categorise this group as potential “users™ and
determine their attributes. The attributes will be based on the group of humaas who may gain physical
access to a terminal conanected to the system but have no authority to use that terminal to access the
system. The existence of physical security controls on the access to terminals should be takea into
account when determining these user attributes. In a situation where all persons who are authorised
to have physical access to the terminal area are known, it is possible to make assumptions about the
minimum level of trust based on the minimum clearance of this group. If, however, the physical security
measures do not preclude the possibility of unknown users having access to the terminal area then the
assumption must be that these users are potentially hostile (i.e. must be treated as uncleared users).

The likelihood of an accidental disclosure resulting from a hardware or software malfunction is a function
of the level of assurance that a given Trusted Computing Base (TCB) will perform its security functions
as specified by the security policy. The lower the minimum requirement for a2 TCS the more probable
a TCB malfunction can occur. The guidelines specify that the level of assuraace required of a TCS in
a specific eavironment is that which, as a minimum, will reduce the risk associated with the probability
of data exposure to an acceptable level.

The safeguards required to counter threats from natural, random, and eavironmental events are, generally,
of a non-COMPUSEC* nature and are not considered in this model.

[Note: (*) It is reiterated here that, in the context of these guidelines, the term COMPUSEC refers to
logical computer security.]

The set of humans who are authorised to have access to some or all of the data residing on the computer
will be referred to as Users hereafier,

3.2.1 Users

The users of the syste.n may be categorised as follows:

1. Direct Users
These are persons authorised to have direct access to data via a terminal connected to the
system (this connection may be either local or, in the case of a network, remote but must
be a component of the system); or

2. Indirect Users
These are persons authorised to have indirect access to data transferred via:

¢  aterminal which is has a communication link to the system but is not considered part
of the system (this may be a connection via a remote dial-up modem link or an indirect
connection via another system); or

* removable media (i.e., hardcopy, removable disk, magnetic tape, etc)

where no manual review has beea performed. Manual review is the activity, carried out by
an authorised person, which ensures that the sensitivity label of the data being output from
the ,ystem accurately represents the contents of the data. Data which has undergone manual
review is subsequently protected by non-COMPUSEC measures and consequently persons
accessing this data are not considered in this model.

The users of the system may be regarded as assets or threat agents. In this model the attributes of the
users in terms of threat ageats is sigaificant in determining the risk of data exposure.

This aspect of the model is represented in Figure 3.3.
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Users User Attributes Risk Factors
Trustworth- Lowest level
e ——— e ——
Direct iness of user
clearance
Number of
f—eeept  Number j—————eeee—gp{ users at the
lowest
clearance level
Cearanes Proportion o
 — ——
Distribution lowest
Indirect dearance level
—— )

D Covered by Guidelines
Not covered by the Guidelines

Figure 3.3 Risk Model — Users

3.2.2 User Attributes

The attributes of users, as potential threat agents, which may have an influence on the risk of data
exposure are discussed below.

3.2.2.1 User trustworthiness

The level of confidence in the loyalty and reliability (trustworthiness) of a user is signified by the
security clearance level granted to the user, and allows access to classified material at and below a
certain classification level (in the absence of any “need-to-know™ restrictions). The clearance process
involves a formal security checking process. There are two types of security clearance, Designated
Security Assessment Position (DSAP) and Position of Trust (PoT). Users cleared through either of these
processes may co-exist on the same system.

1. DSAP
This clearance allows access to National Security Material. In order to access material which
is classified above Restricted, users are required to be cleared to access at least that level of
classified material. The checking process is of two types:

Negative Vetting (NV) — used for most clearances; and

Positive Vetting (PV) — more thorough, used for access to certain Top Secret (TS)
material.

20
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A security clearance is not required for access to Restricted (R) material, however, a need-
to-know requirement must be established.

2. PoT
This clearance allows access to Sensitive Material or to valuable resources (e.g. money,
drugs, and computer equipment). There is oaly one type of checking undertaken for PoT
clearances. The formal clearance processes correspond to two clearance levels for access to
Sensitive Classified Material:

Protected (P); and
Highly Protected (HP).

A security clearance is not required for access to In-Confidence (IC) material, however, a
need-to-know requirement must be established.

No PoT clearance is equivalent to any DSAP clearance. The holder of a PoT clearance alone must not
access National Security material which is classified Confidential or above. Unless otherwise specified
by and for a particular organisation, a DSAP clearance can permit the holder to access Sensitive material
in accordance with Table 3.2.

Table 32 Levels of Sensitive Material which may be accessed by DSAP cleared Personnel

Access to Sensitive Material by DSAP cleared personnel
DSAP Clearance Allows access at:d Si:::sli::; gMatenaI up to
Confidential (C) Protected (P)
Secret (S) Highly Protected (HP)
Top Secret through Negative Vetting (TS (NV)) Highly Protected (HP)
Top Secret through Positive Vetting (TS (PV)) Highly Protected (HP)

Access to Sensitive material by the holder of a DSAP clearance requires that the need-to-know must
be established.

The most conservative representation of the level of trust afforded any group of users of a system is
taken to be the level of trust of the least cleared member of the group. The strength of this attribute may
be influenced by the other user attributes specified below.

This attribute is reprcsented in the model by the factor Lowest level of user clearance. This factor
applies to both direct and indirect users.

[Note : For TCS classes where sensitivity labelling is a security function, the TCB is only trusted to
label correctly sensitive data within a range of sensitivity levels determined by the evaluation level of
the TCS. This range, which has an upper bound of the highest sensitivity level on the system, may be
narrower than the full range of data sensitivity levels on the system. In this case, the TCB cannot be
trusted to correctly label data at a sensitivity level lower than the lower bound of the allowable range.
If data labelled at a sensitivity level below the lower bound is to be released, without manual review, to
indirect users thea the TCS evaluation level must be increased. In this case, the minimum TCS evaluation
level is obtained by taking the Minimum User Clearance level in the DERI calculation to be that which
is required by indirect users (as a minimum) to access data at the lowest label given to released data.)
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3.2.2.2 Number of Users

The probability that some user of the system is a threat agent may be more accurately expressed as the
sum of the probabilities, for each level of user clearance on the system, that there is a threat agent in the
group of users cleared to that level. Each of these probabilities may be expressed as the product of the
number of users at that level and the empirical likelihood that a user cleared to that level is a threat agent,
which is related to the trustworthiness attribute. Hence, a measure of the likelihood of a threat agent
which disregards the number of users at each level may produce skewed results in the extreme cases. ®
Consequently, in certain circumstances, an extremely high or low number of users warrants an adjustment
to the user clearance rating. In order to avoid over-complex calculations, the guidelines shall confine
consideration of this attribute to the lowest level of user clearances since this is the most significant level.
This is in accordance with the Yellow Book which recognises the factor “Large number of users with
minimum clearance” as significant.

This attribute is only significant where there is data on the system to which the lowest cleared user is
not cleared to access, i.e. systems operating in Multilevel mode.

[Note: Although this atiribute may possibly be relevant to systems operating in Compartmented mode,
the factor is ignored in this case since no other ancillary factors are applicable).

This attribute is represented in the model by the factor Number of users at the lowest clearance level.

3.2.2.3 User Clearance Distribution

Following the same argument as for the attribute Number of Users, a measure of likelihood of a threat
agent which disregards the spread of users over all sensitivity levels (distribution) may produce skewed
results in the extreme cases.

This attribute is only significant if there are some users who are not cleared to access all the sensitivity
levels on the system, i.e. systems operating in Multile. .1 mode.

[Note: For systems operating in Compartmented mode, this attribute is not applicable since all users are
cleared to access data at TS level].

This attribute is represented in the model by the factor Proportion of users at the lowest clearance level.

3.2.24 Ability of Users

The likelihood of a threat agent perpetrating a disclosure is influenced by the degree of expertise, system

knowledge, and information available to a threat ageat. While this attribute is undoubtedly significant,

it is difficult to formulate a coasistent discriminatory measure. Hence its influence has been removed

from the guidelines by the conservative assumption that any threat agent will either possess the necessary ®
expertise, system knowledge, and information to perpetrate a disclosure or will have access to other

persons who do.

3.3 Vulnerabilities

This model considers the vulnerabilities of a computer system which have a significant effect on the
frequency of occurrence and level of impact of the data exposure threat.

The vulnerabilities of a system are associated with the attributes of the assets of the system in terms of

computer hardware, firmware, and sofiware and the environment under which the system operates.

{Note: Vulrerability is also a function of the attributes of the data and the personnel (user) assets,

however, these have been considered in the preceding sections.) ®

This aspect of the model is represented in Figure 3.4.

33.1 System Attributes

The attributes of the hardware, firmware and software assets and operational environment which may ®
have an influence on the risk of data exposure are discussed below.
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33.1.1 System architecture

The hardware configuration (e.g. embedded, monolithic, distributed) may have an influence on the
vulnerability of the system. However, within an eavironment which is controlled by the appropriate
physical security measures, the type of system architecture is not sigaificant in terms of vulnerability
{16). Furthermore, the specific features of a system which are likely to influence its vulnerability (e.g.
intelligent terminals, remote devices, communication lines, local output facilities, etc) must be considered
individually rather than attempting to generalise in terms of a generic architectural type. Consequently,
this attribute is not represented in the model.

3.3.1.2 System distribution

A distributed system in a controlled environment is 0o more vulnerable than a centralised system in
the same environment, but, the preseace of unprotected communication lines which are external to
the controlled environment does represent a significant increase in vulnerability [16]. However, the
countermeasures required to reduce this vulnerability are of a COMSEC nature. For the purposes of
these guidelines, the assumption is made that the prescribed COMSEC safeguards to counter the risk
of interference with external communication lines are in place. Consequently, this attribute is not
represented in the model.

33.1.3 System management

The degree of control over the administration of system functions (iacluding security-related functions)
may have an influence on vulnerability. This is particularly the case in a network where the system
management and security management functions are distributed over a number of sites. The degree of
coatrol of the administration of the system functions has an important bearing on the risk of misuse of
these functions in order to circumvent the security controls. This attribute is not represented in the model
by a specific factor but is implicit in the user interface factors.

3.3.14 External environment

The external environmental conditions under which a system operates may have a significant influence
on the number of threat agents present or, conversely, the probability of the existence of a threat agent,
on a system.

The external eavironment may be categorised into the following levels of potential hostility.

1. Hostile .
The characteristics of the external environment are such that it is highly likely that there will
be at least one threat agent active on the system (e.g. a foreign embassy).

2. Neutral
The characteristics of the external environment are unlikely to influence the probability of a
threat agent being active on the system.

3. Benign
The characteristics of the external environment are such that it is unlikely that there will be
a threat agent active on the system (e.g. a government department central office).

This attribute is represented in the model by the factor External Environment.

[Note: This factor is related to the Logicon risk factor “Overall System Eaviroament”, however, the
Logicon factor is more related to the degree of physical and administrative security measures in place
rather than the type of location].
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3.3.1.5 Remote access

In the situation where terminals, printers, or other systems outside the controlled security perimeter are
connected to the system under assessment there may exist a greater degree of vulnerability due to the
threat from remote users (either humans or processes) who are not known to the system. However, this
attribute relates to the users of the system rather than the system itself. That is,

1.

if the remote user is known to the system and appropriate non-COMPUSEC safeguards are
in place then, for the purposes of the DERI calculation, the remote user should be treated in
the same way as a local user; and

if the remote user is not known to the system or appropriate noa-COMPUSEC safeguards are
not in place then, for the purposes of the DERI calculation, the remote user should always
be assumed to be Uncleared.

Consequently, this attribute is not represented in the model.

3.3.1.6 User Interface

Of particular significance to the vulnerability of the system is the scope and bandwidth of commands
which may be input by the user, or by a process operating on the users behalf, and accepted by the
system. The scope and bandwidth of commands will be influenced by the mechanisms available to the
user to generate such commands (e.g. local processes and host applications).

The user interface may be described ia terms of three key characteristics: terminal interface, host interface,
and host services. It may be argued that a fourth characteristic, communication circuit, shouid also be
considered since the bandwidth of commands may be influenced by the speed and the mode of the
commuaication circuit between the terminal and the host. This characteristic does not warrant a specific
risk factor for the following reasons:

1.

2.

where commands are manually generated, the bandwidth is determined by the speed of the
keyboard input; and

where commands are electronically generated, in the case of the intelligent terminal, the
bandwidth of the communication circuit is assumed to be greater or equal to the bandwidth
of the command input program.

These characteristics are not truly orthogonal since the possible levels of a particular characteristic may
be dependent on the levels of one or both of the other characteristics. In particular, if the user has
access to an extensive set of host services then the user must be connected interactively to the host
via a full-function terminal. Conversely, a user with a limited functionality keypad cannot establish an
interactive session with the host.

Nevertheless, it is useful to make this distinction in order to provide a more objective measurement of
the level user interface and to avoid the explicit specification of all the possible combinations.

33.1.6.1 Terminal Interface

The terminal is responsible for the interpretation and transmission of user keystrokes to the host and the
display of data received from the host on the user’s screen. The following types of terminals represeat
an increasing level of vulnerability to the system.

1.

Limited function

These terminals have special limited fuactionality keypads which preclude the user from
entering direct commands. Both the scope and the bandwidth of commaads is severely
restricted in this case.

Full function — dumb

These terminals have standard alphanumeric keypads which permit direct command iaput.
The terminal may have some limited local software or firmware (e.g. read-ahead buffers)
but is not capable of being programmed locally. The scope of commands is greater but the
bandwidth is limited to the speed of the keystrokes.
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3. Full function — intelligent

These terminals possess the capability to be programmed locally (e.g. PCs). These devices 4
provide the user with the capability to generate commands at a high bandwidth from a process

running locally in the terminal. A local process may also be capable of intercepting the output

of sensitive data or the input of user identification data.

[Note: It could be argued that a PC should be treated as separate TCS component rather than

a terminal. This would require a PC-local TCB and the treatment of the system as a network

where interconnection considerations apply]. L J

This attribute is represented in the model by the factor Terminal Type.
[Note: This factor is related to the Landwehr and Lubbes factor "Local Processing Capability”].

33.1.6.2 Host Interface

The level of restrictions imposed on the allowable commands or transactions received from the terminal
by the host application servicing the terminal has an influence on the vulnerability of the system. The
terminal servicing program acts as a filter between the user and lower layers of system software (iacluding
the TCB). The more restrictive the filter, the less vulnerable the system is to penetration.

These modes are categorised as follows: e
1. OQutput only
The host interface program provides predefined outputs regardless of the inputs the user
presents.

2. Transaction processing

The host interface program will only accept predefined, well-formed commands. All other

input is rejected by the program. e
3. Interactive

The host interface program provides direct access to the operating system.

[Note: It is recognised that in many systems there are different levels of interactive processing

(e.g. application, supervisor, kernel), this is discussed under the Host Services attribute.}

This attribute is represented in the model by the factor Session Type. ()
[Note: This factor is related to the Landwehr and Lubbes factor "User Capability”].

3.3.1.63 Host Services

The extent to which users are authorised to utilise the operating system services (including the TCB) has
an influence on the vulnerability of the system. The possibility of establishing a covert chaanel is greatly ®
enhanced when the user has access to privileged commands.

This attribute is most likely to apply to interactive processing. In many systems there are hierarchical
levels of processing or modes of operation (e.g. application, supervisor, kernel) with increasing access
to privileged commands. Due to the relative coarseness of the risk measurement mechanism only two

levels are considered: o
1. Limited
System services are restricted to a basic set of non-privileged commands.
2. Full
System services are extensive and may include privileged commands which manipulate the
operating system. Py

This attribute is represented in the model by the factor Scope of Utilities.

33.1.7 Development and operational environment

The type of eavironment under which application software is produced and run has an influence over the ®
vulnerability of the system to penetration. A threat agent is more likely to succeed in exposing data when
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the agent is able to utilise application software which has been specifically developed to compromise the
9 security policy. By means of malicious logic, such application software may:

1.  deliberately or accidentally perform an unauthorised modification to the TCB
{Note: This is an integrity issue];

2. deliberately exploit covert or overt changels; or

3. deliberately or accidentally exploit weaknesses in the TCB.

L Each of these actions may result in the unauthorised exposure of data.

The iatroduction of such software is less likely to occur on systems where configuration control procedures
are enforced and the level of trust of the application software developers is high.

For consistency with the Yellow Book, eavironments are categorised as either open or closed. The
definitions are taken directly from the Yellow Book.

1. Open Security Environment

... includes those systems in which either of the following conditions holds true:

a. Application developers (including mainsainers) do not have sufficient clearance (or au-
thorisation) to provide an acceptable presumption that they have not introduced malicious
logic. Sufficient clearance is defined as follows: where maximum classification of data
to be processed is Confidential or below, developers are cleared and authorised to the
same level as the most sensitive data; where the maximum classification of data to be
processed is Secret or above, developers have at least a Secret clearance.

b.  Configuration control does not provide sufficient assurance that applications are protected
against the introduction of malicious logic prior to or during the operation of system
applications.

” [3]'
2. Closed Security Environment
“... includzs those systems in which both of the following conditions holds true:

a. Application developers (including mairsainers) have sufficient clearance and authorisa-
tions to provide an acceptable presumption that they have not introduced malicious logic.
b. Configuration cortrol provides sufficient assurance that applications are protected against
the introduction of malicious logic prior to or during the operation of system applications.

" [3].

The mechanism in the Yellow Book, whereby this factor is the sole determinant of the TCSEC level
in the high risk case, has been somewhat tempered in these guidelines since the final risk index is
depended on a combination of all the system factors. The lessening of emphasis takes into account
the possible inadverteat introduction of malicious applicatioas logic which may occur ia both open and
closed environments.

“A recent study [17] has shown that, in many cases, there is a larger threat (than deliberate introduction
of malicious logic) from software errors and authorized users who do not follow established procedures
or who ignore system warnings. Clearly, the holder of a security clearance is no less likely to make
programming crrors or deviate from established procedures than someone who is not cleared.” [7).

With the increasing trend towards the development of systems using Commercial Off-the-Shelf (COTS)
application software, the applicability of a Closed Security Environment is diminishing.

This attribute is represented in the model by the factor Security Environment.

33.1.8 Opportunity for User Collusion

Where a number of threat agents are active on the same system, the likelihood of a threat event occurring is
higher if these agents are acting in concert rather than in isolation. However, the security countermeasures
against this type of threat are administrative rather than COMPUSEC. Consequently, this attribute is not
represented in the model.
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33.19 Mode of Operation

The system may be regarded as operating in one of a number of security operating modes. These modes
are determined by the following factors:

the level of trust in the system hardware/software;
the range of data sensitivity levels processed;

the extent of user access to the data; and

the presence of compartments.

Dol ol i

The number of possible modes and the definitions of these modes are subject to some inconsistences
between risk methodologies. The definitions given below are taken from the Yellow Book, with the
omission of “Controlled Mode™ which is not significant in the context of these guidelines.

1. Dedicated
“... the system is specifically and exclusively dedicated to and controlled for the processing
of one particular type or classification of information, either for full-time operation or for a
specified period of time.” [3].

2. System High
“... system hardware/software is only trusted to provide need-10-know protection between users.
In this mode, the entire system, to include all components electronically and/or physically
connected, must operate with security measures commensurate with the highest classification
and sensitivity of the information being processed and/or stored. All system users in this
environment must possess clearances and authorizations for all information coruained in the
system, and all system output must be clearly marked with the highest classification and all
system caveats, until the information has been reviewed manually by an authorized individual
10 ensure appropriate classifications and caveats have been affixed.” {3].

3. Compartmented
“... allows the system to process two or more types of compartmented information (information
requiring a special authorisation) or any one type of compartmented information with other
than compartmented information. In this mode, the system access is secured to at least Top
Secret (TS) level, but all system users need not necessarily be formally authorized access to
all types of compartmented information being processed and/or stored in the system.” [3).

4. Multilevel
“... allows two or more classification levels of information 1o be processed simultaneously
within the same system when some users are not cleared for all levels of information present”

(3l

The mode of operation of a system is oot a contributory factor to the vuinerability of the system but rather
a consequence of the risk factors. The mode of operation is significant, however, when considering the
following:

* the applicability of data and user ancillary factors;
+ the minimum level of COMPUSEC functionality required to operate ia a particular mode; and
*  the miaimum level of COMPUSEC assurance required to operate in a particular mode.

3.4 Threat Effects (Impacts)

The threat effects which may result from a successful attack on the data residing within a system, carried
out by a user or users of that system, are as follows:

+  data exposure;
» data corruption (of which destructioa is a special case); and
*  denial of service.
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This model is primarily concerned with the impact of data exposure. Data exposure is directly related to
the level of trust in the users and their agents not to utilise for malicious purposes the material accessed,
regardless of whether the material was accessed deliberately or accidentally.

[Note: The argument regarding the level of trust in the users does not hold for all integrity-related
effects since an impact may result directly from an accidental event, and in this case the likelihood of an
occurrence is not related to the clearance level of the user. Data exposure may result from integrity-related
effects such as the mis-labelling of data by a faulty TCB, and faulty or malicious untrusted software.
In the case of an accidental labelling malfunction the risk of data exposure is confined to the situation
whereby data is accidentally downgraded.)

The security requirements which relate to these threat effects are as follows:

+  confidentiality;
e integrity; and
*  availability.

The threat effects are not universally orthogonal. An integrity violation may cause a confidentiality
violation. For example, the incorrect sensitivity labelling of a data item in a multilevel secure eavironmeat
by TCB software may result in the exposure of that data item to users who are not authorised to access
the data. [Note that as a protection against this eventuality, the Bell and La Padula Multilevel security
model [18] specifies the so called *-property which restricts “write-downs™]. An integrity violation may
also cause a denial of service (availability violation). For example, the unauthorised modificatioa of
system software may result in a system crash when that software is executed.

The relationship between security violations and threat effects is represented in Figure 3.5.

Security Violation related to: Possible Threat Effects
Confidentiality —= Data Exposure
of SW and audit
Integrity

of SW

[ coveredby Guidetines

Not covered by
Guidelines
Figure 3.5 Risk Model — Threat Effects

The impact of the exposure of National Security material is measured in non-monetary terms as the level
of damage to national security of Australia and/oc Australia’s Allies which could reasonably be expected
to be result. Table 3.3 summarises the impact levels for National Security material.
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Table 3.3 National Security Material — Impacts

Impacts caused by exposure of National Security Material

Sensitivity level Impact
Restricted (R) Could possibly be harmful to national security
Confidential (C) E:t‘il;i :leasseco::il:)l'y be expected to cause damage to
Could reasonably be expected to cause serious
Secret (5) damage to national security
Top Secret (TS) Could reasonably be expected to cause

exceptionally grave damage to national security

The impact of the exposure of Sensitive material is measured in non-monetary terms as the level of
damage to any person, organisation, or Local/State/Territory government which provided information to
the Commoawealth under an assurance/expectation of confidentiality or about which the Commonwealth
holds information. Table 3.4.summarises the impact levels for Sensitive material.
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Table 3.4 Sensitive Material — Impacts

Impacts caused by exposure of Sensitive Material
Sensitivity level Impact

cause harm to the country, Government or the icgitimate
activities of an agency

be prejudicial to the establishment and maintenance of
lawful methods for the protection of public safety

In-Confidence Might possibly | cause harm to any person, organisation, or

1o Local/State/Territory Government which provided
information to the Commonwealth under an
assurance/expectation of confidentiality or about which the
Commonwealth holds information

give unfair advantage to any entity

cause harm to the country, Government or the legitimate
activities of an agency

be prejudicial to the establishment and maintenance of
lawful methods for the protection of public safety

Protected (P) Could reasonably | cause harm to any person, organisation, or

be expected to Local/State/Territory Government which provided
information to the Commoawealth under an
assurance/expectation of confidentiality or about which the
Commonwealth holds information

give unfair advantage to any entity

cause serious harm to the country, Government or the
legitimate activities of an agency

be seriously prejudicial to the establishment and maintenance
of lawful methods for the protection of public safety

Highly Protected | Could reasonably | cause serious harm to any person, organisation, or

(HP) be expected to Local/State/Territory Government which provided
information to the Commoanwealth under an
assurance/expectation of confidentiality or about which the
Commonawealth holds information

give unfair advantage of significant proportions to any entity

34.2 Safeguards (Countermeasures)

The safeguards which may be used to counter COMPUSEC vulnerabilities may be categorised as being
either:

1. standardised and available as part of existing commercial TCS product; or
2. non-standardised and developed to perform one or more specific COMPUSEC functions.

The safeguards ia the former category are defined as COMPUSEC fuactions by COMPUSEC standards,
primarily the ITSEC criteria which includes those functions identified in the TCSEC criteria. The ITSEC
criteria specify the safeguards in terms of functionality classes, each class defining a minimum set of
safeguards required to satisfy the functionality criteria for that class.

The safeguards in the latter category are typically employed on individual computer systems where a
specific need is identified which is not fulfilled by a commercially available TCS product. These non-
standard safeguards require development according to the same standards as the commercially available
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products. The uniqueness of the non-standard safeguards makes detailed description of them impractical
here. However, some of these products are potentially useful in a network architecture and are addressed
in Section S.

The risk analysis process described in this document is primarily concerned with the use of commercially
available TCS products to counter the risk of data exposure. The use of non-standard safeguards is
addressed only as part of guidance oa the use of specific non-standard safeguards within a network
architecture.

3.5 Risk Factor Hierarchy

The risk model represents a set of hierarchical factors which are categorised according to their repre-
sentation of the attributes of the entities; data, users, and system and their relative contribution to the
overall risk.

The model is represented in Figure 3.6..

3.5.1 Data Dependent Factors

These factors represent the attributes of the data assets discussed in Section 3.1.2.

3.5.1.1 Primary

These factors are considered to have 2 major influence on the risk of data exposure. The factors are:

Highest level of data classification; and
Exposure of categories.

3.5.1.2 Ancillary

These factors are considered to have a lesser influence on the risk of data exposure but, if combined,
may have an influence on the streagth of the primary factor. The significance of each of these factors is
dependent on the Highest level of data classification. The factors are:

Proportion of data at highest classification level, and
Volume of data at highest classificationlevel.

3.5.2 User Dependent Factors

These factors represent the attributes of the users as potential threat agents discussed in Section 3.2.2.

3.5.2.1 Primary

This factor is considered to have a major influence on the risk of data exposure. The factor is:

Lowest level of user clearance.

3.5.2.2 Ancillary

These factors are considered to have a lesser influence on the risk of data exposure but, if combined,
may have an influence on the strength of the primary factor. The sigaificance of each of these factors is
dependent oa the Lowest level of user clearance. The factors are:

Number of users at the lowest clearance level, and
Proportion of users at the lowest clearance level.
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353 System Dependent Factors

These factors represent the attributes of the system which are significaat in determining it’s vulnerability
to data exposure as discussed in Section 3.3.1. The factors are categorised as follows.

3.5.3.1 Environment

The factors relating to the system environment are: ®

Security environment, and
External environment,

3.5.3.2 User Interface

The factors relating to the user interface are:

Terminal type;
Session type; and
Scope of utilities.

4 RISK ASSESSMENT

4.1 Overview

The output from the risk assessmeat process is an integer value, the Risk Index, which represents a
measure of the risk of unauthorised disclosure of data, given the computer system eavironment under e
assessment.

Prior to the risk assessment, it is necessary to separate the user population into functional groupings.

A separate risk assessment should be performed for each of the user groups identified, with some user-
related and/or system-related factors varying between groups. The overall Risk Index value is the highest
of all the group risk indices. o

Each risk assessment involves the definition of the system, with respect to the user group, in terms of
the security parameters; the identification of the appropriate level of each of the risk factors identified
in Section 3 based on these parameters; and the calculation of a risk index value based on the factor
weighting values.

It should be noted that the factor weighting values specified below represent best estimates based on ®
current knowledge of risk assessment techniques and are not based on rigorous mathematical analysis.

A certaia level of crudeness and arbitrariness must be expected here due to the imprecise nature of risk

quantification and the narrowaess of the risk index range reflecting the limited number of TCS evaluation

levels,

It is the intention of these guidelines to minimise this crudeness and arbitrariness and to avoid any o
compounding of inaccuracies resulting in an unrealistic risk index for particular circumstances.

Figure 4.1 provides a diagrammatic representation of the risk assessment process.

4.2 Identify the User Groups

The process of categorising users into functional groups is very much dependent ou the particular system ®
under assessment. These guidelines do not attempt to specify an exhaustive list of possible user groupings,

however, the following general rule must be adhered to in order to avoid producing spurious results due

to antificial groupings.

No two user groups should have all of the following risk factors in common:
Lowest level of clearance; L
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Terminal type;
Session type; and
Scope of Utilities.

A risk assessment specifying only one user group comprising the whole user population is not precluded.

For each user group identified a risk assessment is performed as specified in Section 4.3.

4.3 Perform the Risk Assessment

The risk assessment involves the calculation of a risk index. This calculation may be considered as a
hierarchical operation which is represented in Figure 4.1. If a limited Yellow Book type assessment is
required then it is possible to restrict the calculation to a subset of the hierarchy, as indicated in Figure 4.2.
More generally, if any aspect of the system is considered not to be applicable, then the particular branch
of the hierarchy tree relating to this aspect may be removed with no effect on the risk index calculation.

The process involves the measurement of the risk factors in the environment under assessmeat. It should
be noted that, although the user interface factors and some system-related factors will be specific to the
user group under assessment, the data-related factors and the other system factors will be the same for
each user group.

In order to facilitate the assessment proforma copies of Security Parameter Record and a Risk Assessment
Record are provided in Appendix A (Tables A.l1 and A2).

The following information should be recorded on the Security Parameter Record:

the system identity;
the user group identity;
the maximum sensitivity level of the data which resides on the system;

the presence of at least one category of data for which some users of the group are not
authorised access;

5. the type of the most seasitive category or categories present;

6. the number of bytes of data at the maximum sensitivity level on the system;
7. the total number of bytes of data residing on the system;
8
9

Lol o

the minimum clearance level of the users of the group;
the number of users of the group who are cleared to the minimum clearance level;

10. the total number of users in the group;

11. the type of user interface available to users of the group in terms of terminal type, session
type, and scope of utilities;

12. the conditions under which non-TCS software is developed and run on the system; and

13. the nature of the environment under which the system operates.

With reference to the Rating Tables specified below and the completed Security Parameter Record, the
Risk Assessment Record should be completed.

43.1 Rating Tables

43.1.1 Primary Data dependent Factors

Below are the rating tables for the primary data dependent factors.
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Table 4.1 Rating Scale for Maximum Data Sensitivity — National Security Material
o
Highest level of data classification
Unclassified (U) 0
Restricted (R) 1
Confidential (C) 2 °
Secret (S) 3
Top Secret (TS) S
Notes
1. ‘The presence of categories within classification levels is to be treated as a separate factor o
(see Table 4.3). :
2. Table B.1 gives an equivalence table for US and UK National Security data classification
levels.
.
Table 42 Rating Scale for Maximum Data Sensitivity — Sensitive Material
Highest level of data classification
Unclassified (U) 0 @
In-Confidence (IC) 1
Protected (P) 2
Highly Protected (HP) 3
Notes o
1. The rating values reflect the relationship between the level of protection afforded to National
Security Material and that afforded to Seansitive Material as specified in Table 3.1.
2. The presence of categories within classification levels is to be treated as a separate factor.
[ ]
o
®
| J
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k Table 4.3 Rating Scale for Exposure of Categories — National Security
Exposure of categories
Highest data classification Caveats Compartments
Unclassified (U) 0 0
Restricted (R) or 1 0
In-Confidence (IC)
Confidential (C) or Protected
1 2
(P)
Secret (S) or Highly Protected 1 2
(HP)
Top Secret (TS) 1 2
Notes
1. By definition, categories cannot exist at Unclassified level.
2. Compartments only apply to National Security Material at Confidential and above levelis.
3. The factor weighting value is the same regardless of the number of categories present on

the system.

4. This factor is only significant where some users are not authorised to access one or more
categories present on the system.

5. Oaly count the most sensitive level of categories (i.e. where caveats and compartments exist
on the same system then only count compartments).

43.1.2 Ancillary Data dependent Factors

Below are the rating tables for the ancillary data dependent factors.
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Table 4.4 Rating Scale for Volume of Data

Volume of data at highest classification level
Highest data . .
clagsslﬁmtion Low * Medium High **
Unclassified (U) 0 0 0
Restricted (R) or
In-Confidence (IC) 025 0 0
Confidential (C) or
Protected (P) -0.25 0 0
Secret (S) or
Highly Protected 0 0 025
(HP)
Top Secret (TS) 0 0 0.25
Notes
1. This factor only applies to systems operating in Multilevel mode.
2. For data classified below Secret or Highly Protected levels, a high volume of data is not to

be significant. This is due to the fact that variations from the base sensitivity value due to
volume considerations are based on a proportion of the sensitivity value, being a function of
the attractiveness of the data at that sensitivity level. In these cases the sensitivity value is
low therefore the variations in absolute terms are considered small enough to be discounted
(zero in the Unclassified case).

For data classified at Secret, Top Secret, or Highly Protected levels, a low volume of data is
not significant. This is due to the fact that, for highly sensitive data, a low volume does not
necessarily indicate a lower risk and therefore not a sufficient justification for a reduction in
the base sensitivity value.

(*) The low volume range is intended to indicate a small portable micro-computer system.
A somewhat arbitrary figure of 40 Mbytes or below is currently indicative of this type of
system but this value is likely to change over time. This figure may be subject to review
in borderline cases.

(**) The high volume range is intended to indicate a large DBMS mainframe system. A
somewhat arbitrary figure of 1000 Mbytes or above is currently indicative of this type of
system but this value is likely to change over time. This figure may be subject to review
in borderline cases.

40
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Table 4.5 Rating Scale for Proportion of Data

Proportion of data at highest classification level

Highest data

classification Low (below 10%) Medium High (above 80%)
Unclassified (U) 0 0 0
Restricted (R) or

In-Confidence (IC) <025 0 0.25
Confidential (C) or

Protected (P) 025 0 025

Secret (S) or
Highly Protected 0 0 0.25

(HP)
Top Secret (TS) 0 0 0.25

Notes

N e

justify a lowering of the sensitivity rating [19].

3. ltis believed that less than 10% of the data at the highest classification level is an extremely
low proportion and more than 80% an extremely high proportion [19). The range limits may
be subject to review in borderline cases.

43.13 Primary User dependent Factor

Below are the rating tables for the primary user dependent factor.

This factor only applies to systems operating in Multilevel mode.
It is believed that a low proportion of data at levels above Confidential or Protected does not

Table 4.6 Rating Scale for Minimum User Clearance — DSAP

Top Secret through Negative Vetting (TS(NV))

Top Secret through Positive Vetting (TS(PV))

Lowest level of user clearance
Uncleared (U) 0
Restricted (R) 1
Confidential (C) 2
Secret (S) 3
5
7

Notes

Lol adi e

a oeed-to-know requirement.

4. Unless otherwise specified by and for a particular organisation, a DSAP clearance can permit

Table B.2 gives an equivalence table for US and UK clearance levels.
The TS(PV) level incorporates the now defunct TS(Ab) level.
There is no formal Restricted clearance procedure. Access to Restricted material is based on

the holder access to Sensitive Material in accordance with Table 3.2.
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Table 4.7 Rating Scale for Maximum Data Sensitivity — PoT

Lowest level of user clearance
Uncleared (U) 0
In-Confidence (IC) 1
Protected (P) 2
Highly Protected (HP) 3

Notes

1. The rating values apply to access to Seasitive Material only. The holder of a PoT clearance
alone must not access National Security Material which is classified Confidential or above.

2. There is no formal In—Confidence clearance procedure. Access to In—Confidence material
is based on a need-to-know requirement.

4.3.1.4 Ancillary User deperdent Factors

Below are the rating tables for the ancillary user dependent factors.

Table 4.8 Rating Scale for Number of Users

Number of users at the lowest clearance level
Lowest user s .
clearance Low (below 10) Medium High (above 200)
Uncleared (U) 0.25 0 025
Restricted (R) or
In-Confidence (IC) 025 0 025
Confidential (C) or
Protected (P) 0.25 0 0.25
Secret (S) or
Highly Protected -0.25 0 025
(HP)
Top Secret through
Negative Vetting 0 0 0
(TS(NV))
Top Secret through
Positive Vetting 0 0 0
(TS(PV))
Notes [
1. This factor only applies to systems operating in Multilevel mode.
2. This factor does not apply to groups where all users are cleared and authorised to access all

data on the system.
3. The low and high ranges are intended as a guide and may be subject to review in certain
circumstances. ()
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Table 4.9 Rating Scale for the Proportion of Users

Proportion of users at the lowest clearance level
Lowest user , .
clearance Low (below 10%) Medium High (above 80%)
Uncleared (U) -0.25 0 0.25
Restricted (R) or
In-Confidence (IC) 025 0 0.25
Confidential (C) or
Protected (P) 025 0 0.25
Secret (S) or
Highly Protected -0.25 0 0.25
(HP)
Top Secret through
Negative Vetting 0 0 0
(TS(NV))
Top Secret through
Positive Vetting 0 0 0
(TS(PV))
Notes
1. This factor only applies to systems operating in Multilevel mode.
2. This factor applies to the proportion of users within the group. If all users in the group are

cleared to the same level thea clearly the factor is not applicable.
3. The range limits for the extreme values were chosen to reflect the analogous data attribute.

The range limits may be subject to review in borderline cases.

43.1.5 System dependent Factors

Below are the raling tables for the system dependent factors.

Table 4.10 Rating Scale for Security Envirooment

Security Environment

Open

0

Closed

-0.5

Note

The interpretation of the types of security eavironment is the same as that in the Yellow Book.
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Table 4.11 Rating Scale for Terminal Type

Terminal Type
Limited function 0
Full function - dumb
Full function - intelligent 2

Notes

For limited function, all users in the group access the system via terminals which have special
limited functionality keypads which preclude the entering of direct commands.

For full function — dumb, all users in the group have access to the system via terminals
which permit direct interactive command input sessions

For full function — intelligent, some users in the group L .ve access to the system via locally
programmable devices (PCs/Workstations).

Table 4.12 Rating Scale for Session Type

Session Type

Output only 0

Transaction processing

Interactive 2

Notes

For output only, for all users in the group the system is programmed to provide predefined
outputs regardless of the inputs the user presents.

For transaction processing, all users in the group have access to the system via transaction-
based application. The application is programmed to only accept predefined, well-formed
commands. All other input is rejected by the application software.

For interactive, some users in the group have direct access to the operating system.

Table 4.13 Rating Scale for Scope of Utilities

Scope of Utilities

Full

Notes

DN =

This factor only applies to users who have some access to the operating system utilities.
For limited scope, access to system utilities by all users in the group is limited to non-
privileged operations.

For fu't scope, some users in the group have access to a wide range of system utilities,
including privileged operations.
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Table 4.14 Rating Scale for External Environment

External Environment
Hostile 0s
Neutral 0
Benign 0.5

Notes

43.2

A hostile environment is one in which it is likely that there will be at least one threat agent
active on the system.

A neutral environment is one which has no influence on the likelihood of a threat agent
active on the system.

A benign environment is one in which it is unlikely that there will be a threat agent active
on the system.

Calculation of the Risk Index

The risk index is calculated using the Risk Assessment Record.

The calculation involves the following steps:

1.

Calculate the Maximum Data Seasitivity rating,

R = Highest level of data classification + Exposure of categories ratings;
The Minimum User Clearance rating,

Ruin = Lowest level of user clearance rating;

Calculate the sum of the data ancillary factors,

Adus = Volume of data at highest classification level + Proportion of data at highest
classification level ratings;

Calculate the sum of the user ancillary factors,

Awa = Number of users at the lowest clearance level + Proportion of users at the lowest
clearance level ratings

Calculate the Net Ancillary Factor Adjustment,

Ry = Adas + Amin rounded in accordance with Table 4.15;
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Table 4.15 Net Ancillary Factor Adjustment

Data/User Ancillary Factors

Adaa + Ayer

-1.00

-0.75

-0.50

-025

0

025

0.50

0.75

1.00

Note

In the case where ancillary factors are not considered significant, set Ry to 0.

6. Calculate the DERI value in accordance with Table 4.16;

Table 4.16 Data Exposure Risk Index

Data Exposure
Rmar — Ruia + Ragj DERI value
<0 0
>0 Rupax — Ruia + Rygj

7. Calculate the User Interface rating,

User Interface = Terminal Type + Session Type + Scope of Utilities ratings rounded in

accordance with Table 4.17;

Table 4.17 User Interface Rating

User Interface
Terminal 1jyp:] ;l:i:s:z;"z” + Scope of Rating
0 -1
lor2 05
Jor4 0
5 05

Note

In the case where the User Interface factor is not considered significant set the rating to 0.

8. Calculate the System Risk value,

Ryn = Security Environment + User Interface + External Eavironment ratings rounded in

accordance with Table 4.18;
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Table 4.18 System Risk

@
System Risk
Security Environment + User Interface + R
External Environment ratings o
200r-15 2
L -1.0 or 0.5 -1
Oor 0S5 0
1.0 1
9. Calculate the risk index based on the DERI with adjustment to allow for the System Risk
P value in accordance with Table 4.19.
Table 4.19 Overall Risk Index
Risk Index
DERI value Ren

o 2 -1 0 1

0 0 0 0 0

1 0 1 1 1

2 1 2 2 2
® 3 2 2 3 4

4 2 3 4 5

5 3 4 5 6

6 4 h) 6 7
® 7 5 6 7 8

8 6 7 8 9

44 Determine the Overall Risk Index

e After risk assessments have been carried out on all the user groups, thea the overall Risk Index is taken

to be the highest of the iadividual risk indices for each group.

4.5 Rationale for the Assessment Methodology

Assessment on a per user group basis is attributed to Landwehr and Lubbes. Landwehr and Lubbes
e give an example of a Sea Surface Surveillance System (S4) where two major classes of user, analysts
and subscribers, are identified. “Since analysis and subscribers are permitted differens kinds of functions,
have differens clearances, and communicate with the S4 system over different paths, it is necessary 10
apply this [risk assessment] technique to each class of user separately. ™ (5]. Furthermore, Landwehr
and Lubbes consider that “Security requirements for the system as a whole must be determined on the
basis of the most risky part” [5].

This methodology provides a measure of flexibility in the specification of the user groups. The worst
case risk index from all the user groups will be no worse, but may be better, due to the moderating
influence of the ancillary user factors and the user interface factors, than the risk index obtained by
treating all users as a single group.

Consequeatly, this methodology reduces the likelihood that the overall risk will be overstated, as is the
o case with the Yellow Book under certain conditions, due to a more detailed analysis of the user population.

UNCLASSIFIED 47
. . R T NI~




ERL-0621-RR UNCLASSIFIED

A discussion of the ratings assigned to each of the factors and the mechanisms for the combination of
these ratings is given below.

4.5.1 Maximum Data Sensitivity

Unlike the Yellow Book, where the presence of categories is treated as an integral part of the data
sensitivity rating, this document treats the presence of categories as a separate factor. The advantages
in adopting this method are as follows:

1. the method gives a more accurate representation of the true situation in the Australian context;
and

2. the method allows easy consideration of categories at any sensitivity level.

The category rating value is summed with the data sensitivity rating value to arrive at a Maximum
Data Sensitivity value corresponding to the Yellow Book values under the heading “Maximum Data
Sensitivity Ratings With Categories™.

The rating values for the data seusitivity levels in this document are equivalent to the ratings used
in the Yellow Book under the heading “Maximum Data Sensitivity Ratings Without Categories”. The
equivalence in values is based on the Australian and US national security data classification relationships
which are specified in Appendix B.

The rating increments are linear up to the Secret level and twice the incremental value from Secret to
Top Secret. “This difference derives from the fact that the loss of Top Secret data causes exceptionally
grave damage 1o the national security, whereas the loss of Secret data causes only serious damage ™ (3).

For categories containing Secret or Top Secret data, the Yellow Book differentiates between the presence
of a single category (1C) and multiple categories (MC), where the latter is considered to be twice as
sensitive as the former. In the context of these guidelines, this representation has not been followed
for the following reasons:

1. Itis unclear whether the categories referred to in the Yellow Book at the Secret and Top Secret
sensitivity levels are of the same type as the categories at the other seusitivity levels. The
inference is that categories at Secret and Top Secret are SCI and at other levels are non-SCI.

2. It is believed that the type of category (caveat or compartment) is the significant feature in
terms of sensitivity [16). This reflects the strength of the special handling procedures required
for each of the two types of categories which indicates that compartments are more sensitive
than caveats.

3. It is believed that the distinction in terms of risk of exposure between the presence of a
single category and the presence of multiple categories is not significant in the Australian Py
context {19].

The category rating values were chosen to provide some consistency with the Yellow Book, subject to

the interpretation that multiple SCI categories (MC) as defined in the Yellow Book are equivalent in risk

10 a compartment or number of compartments in these guidelines and all other non-SCI categories in the

Yellow Book are equivalent in risk to caveats in these guidelines.

(Note: There is no equivalent in these guidelines of the one SCI category only (1C) case in the Yellow ®
Book].

In the situation where both types of categories are present on the system then the rating is based on the
category of the highest sensitivity. This is consistent with the treatment of data sensitivity levels where
only the highest level is considered.

The similarity in metric scales between these guidelines and the Yellow Book facilitates the direct ®
comparison of risk assessment methods with a view to maintaining consistency.

4.5.2 Minimum User Clearance

The rating values for the minimum user clearance levels in this document are equivalent to the ratings P
used in the Yellow Book up to Secret level. The equivalence in values up to Secret level is based on
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the Australian and US user clearance relationships which are specified in Appendix B. Above the Secret
level the ratings differ as follows:

1. The TS(NV) rating is set to 5 which is one above the Yellow Book rating for the equivalent
US clearance level (TS(BI)). This overcomes the Yellow Book anomaly whereby TS(BI)
clearance is sufficient to access TS classified material yet in this case the result of the Risk
Index calculation (5—4=1) indicates there is a risk associated with this access. It is recognised
as an anomaly by the Yellow Book in a footnote on page 5 which gives the corrected Risk
Index value of O.

2. The TS(PV)rating is set to 7 which is two above the Yellow Book rating for the equivalent US
clearance level (TS(SBI)). The Yellow Book identifies two pseudo-clearance (authorisation)
levels above TS(SBI) as follows:

a. One Category (IC)
“ In addition to TS(SBI) clearance, written authorization for access to one category of
information is required. ™ (3), rated 6.

b. Multiple Categories (MC)
“ In addition to TS(SBI) clearance, written authorization for access to multiple categories
of information is required. ™ [3], rated 7.

There is no equivalent to this situation in the Australian context where the authorised access
to categories by users does not indicate a higher overall level of trust in users, the sole
measure of the level of trust being the minimum user clearance level. A user cleared to
TS(PV) lcvel, having been given the appropriate formal briefings, may be allowed regular
access to a number of compartments. It is therefore considered that the level of trust afforded
to these users should be equivalent to the US MC level.

The similarity in metric scales between these guidelines and the Yellow Book facilitates the direct
comparison of risk assessment methods with a view to maintaining consistency.

4.53 Net Ancillary Factor Adjustment

The weighting values for data and user ancillary factors only apply io cases where the corresponding
attribute is considered t0 be extreme enough to warrant a review of the DERI value and are dependent
on the specific level of data sensitivity or user clearance.

The weightings have a uniform absolute value of 0.25. The reasons for this choice of value are as follows:

1. The relative importaace of each of the ancillary factors is highly subjective and in terms of
the DERI value are not significant. In view of this and the desire to keep the guidelines as
casy to use as possible, the weighting values have been assigned uniformly.

2. [Itis believed that the sum of the factor weightings should never increase or reduce the DERI
value by an amount greater than a single unit (16]. A choice of 0.25 with a maximum of
four possible weightings produces a DERI adjustment range of +1.0.

The calculation of the net adjustment factor is based on the following rules:

1. A combination of factor weightings is positively significant (i.e. set to 1) if the difference of
the sum of the data factor weightings and the sum of the user factor weightings is > 0.25.

2, A combination of factor weightings is negatively significant (i.e. set to —1) if the difference
of the sum of the data factor weightings and the sum of the user factor weightings is < -0.25.

3. A combination of factor weightings is aot significant (i.e. set to 0) if the difference of the
sum of the data factor weightings and the sum of the user factor weightings is in the range
-0.25 to 0.25.

The calculation is based on the fact that a single attribute is considered iasufficieat to warrant an increase
or decrease in the DERI value. However, a combination of factors may warrant an increase or decrease
in the DERI value. Table 4.20 indicates the effect on the DERI of a combination of weightings.
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Table 420 Data/User Ancillary Factor Weightings
Net DERI adjustments for ancillary factors °
Significant Data Attributes
Significant User | None | LVD | HVD | LPD | HPD | LVD | LVD | HVD | HVD
Attributes & & & &
LPD | HPD | LPD | HPD PY
None 0 0 0 0 0 -1 0 0 +1
LVU 0 -1 0 -1 0 -1 0 0 0
HVU 0 0 +1 0 +1 0 0 0 +1
LPU 0 -1 0 -1 0 -1 0 0 0
HPU 0 0 +1 0 +1 0 0 0 +1 .
LVU & LPU -1 -1 0 -1 0 -1 -1 -1 0
LVU & HPU 0 0 0 0 0 -1 0 0 +1
HVU & LPU 0 0 0 0 0 -1 0 0 +1
HVU & HPU +1 0 +1 0 +1 0 +1 +1 +1 A
Legend

LVU = Low volume of users at the lowest clearance level

HVU = High volume of users at the lowest clearance level

LPU = Low proportion of users at the lowest clearaace level o
HPU = High proportion of users at the lowest clearance level

LVD = Low volume of data at the highest classification level

HVD = High volume of data at the highest classification level

LPD = Low proportion of data at the highest classification level

HPD = High proportioa of data at the highest classification level

In contrast to DADPSWG/88-1, where ancillary factor weightings are applied at source (i.e. directly to
the data and user factors before the DERI is calculated), the net adjustment factor is applied after the
DERI is calculated. The reasoas for this are as follows:

1. this method is easier to use where a straight Yellow Book interpretation is required (i.e. where

ancillary factors are not to be considered); and o
2. the application at source may result in over or under adjustments to the DERI value du. 10

the effect of double rounding.

4.54 DERI Calculation

The DERI is an integer value which is a function of the Maximum Data Sensitivity, Minimum User @
Clearance, and Net Ancillary Factor Adjustment. The value represents ihe measure of “The disparity

between the minimum clearance or authorization of system users and the maximum sensitivity of data

processed by a system” {3] moderated by consideration of any extreme ancillary factor weightings.

Results of zero or less are equated to a zero value. Whereas the Yellow Book specifically adjusts the

DERI value to 1 in the case where categories are present to which some users are not authorised, it is )
not necessary to do this in these guidelines. The adjustment is made in the Yellow Book in order to

eaforce the functionality requirement for mandatory access coatrol in the case of systems operating in

Compartmented mode (i.c., minimum B1 level). Since the recommended minimum ITSEC Functionality

class for systems operating in Compartmented mode is F-B1 (see Table 5.1), these guidelines are consistent

with the functionality requirements of the Yellow Book.

As with the Yellow Book, results of 1 or more are taken as they are.  J
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In the case where these guidelines are to be used in the limited Yellow Book sease, then the Net Ancillary
Q Factor Adjustment is omitted and the DERI value is directly mapped to an ITSEC assurance level.
4.5.5 System Risk Calculation
(] The System Risk value represents the aggregate effect of the weightings of the factors related to the

system and its operating environment which are considered to be of sufficient significance to warrant a
review of a minimum TCS assuraace requirement based solely on the DERI value.

The process involves two levels, the calculation of the User Interface value and the calculation of the
System Risk value using the result of the first operation. This hierarchic approach was adopted in order to
give a choice as to the level of detail required for the measurement of the factor weightings. Consequently,

o if the user interface factors are not applicable to the system under review then the User Interface rating
value can be set to zero without the necessity to assign values to the sub-factor weightings.

The scale of system factor weighting values is not directly related to the data and user factor values.
These values have been chosen to simplify their aggregation and are not directly factored into the next
level in the risk index calculation hierarchy but are translated by table.

® Due to the necessary coarseness of the system risk value, some of the fidelity achieved in the summation
of the weightings at both levels is lost in the table translations. This, to some extent, restricts the effect
of exaggerated values due to dependencies between factors.

Py 45.6 Risk Index
The Risk Index rcpresents the DERI value, adjusted to allow for the possible influence of the System
Risk factor.
The degree of influeace of the System Risk factor over the DERI value is proportional to the DERI value.
) For the purposes of this mapping, an arbitrary figure of 20% of the DERI value for each unit of System

Risk has been taken as the adjustment factor which is rounded to the nearest integer.

5 COMPUTER SECURITY REQUIREMENTS

In order to establish which trusted products/systems meet the minimum security requirements of a given
computer system it is necessary to calculate the minimum levels of functionality and assurance according
to the ITSEC criteria. This process is done in two stages.

1. Calculate the minimum TCS functionality level required. This involves taking into account
@ the Mode of Operation and the specific security functionality requirements of the system and
mapping onto an ITSEC Functionality Level using Table 5.1.
2. Calculate the minimum TCS assurance level required. This involves mapping the previously
calculated Risk Index onto an ITSEC Evaluation Level using Table 5.2 or 5.3.

If the user wishes to ascertain the equivalent TCSEC assurance/functionality levels or the CESG assurance
® levels, thea the equivalence tables are provided in Appendix C.

It is important to emphasise that, for systems where trusted application software products which may

contain a subset of the TCB (eg. DBMS products) are to be installed, the level of trust of a system as a

whole is given by the componeat which has the lowest evaluation level. For example, a TCS evaluated

to E4 level running an MLS DBMS product evaluated to E3 level is only trusted to E3 level.

(Note: A trusted product must never bypass the security policy of the TCS on which it is running, ie,
® the product must be evaluated to run specifically on that TCS.]
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5.1 Functionality

The COMPUSEC functionality requirements in terms of the ITSEC Functionality Classes are shown in
Table 5.1.1.

Table 5.1 COMPUSEC Functionality Requirements

Minimum ITSEC Functionality Class
Mode of Operation Class
Dedicated* F-C2
System High F-C2
Compartmented F-B1
Muitilevel F-B1

Notes

1. These are the minimum fuactionality classes required, however, the COMPUSEC require-
ments defined in the system security policy may dictate a higher class.
2. (*) This follows from the requirements specified in ACSI 33[20).

In addition to these minimum requirements, the functionality class must satisfy all the COMPUSEC re-
Quirements specified by the system security policy. The circumstances under which a higher functionality
class (F-B2 or F-B3) is required are discussed below,

The remaining ITSEC functionality classes are not relevant to the coafidentiality of the data within a
system since:

* class F-IN applies to integrity of data within the system;

* class F-AV applies to availability of systems;

¢ class F-DI applies to integrity of data during data communications;

*  class F-DC applies to confidentiality of data during data communications; and

*  class F-DX applies to confidentiality and integrity of data within a computer network.

[Note: Class F-DC is addressed by COMSEC requirements, while class F-DX is indirectly addressed in
Section 6 when considering limited functionality network interconnection devices).

5.1.1 Identification and Authentication

There is no increase in the Identification and Authorisation functionality between a class F-B1 system and
a class F-B2 system, however, the assurance in the correct operation of Ideatification and Authentication
is increased by the ITSEC requirement “/dentification and Authentication shall be handied by a trusted
path between user and system initialised by the user.” [14).

If it is required that the trusted path be initialised by the system rather than the user then a class F-B3
is required. Such a requirement is necessary for systems where there is a risk of a subject (process)
intercepting, masking, or faking a user initialised path.

[Note: This requirement is fulfilled by many commercially available MLS systems based on TCS
workstations].
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5.1.2 Access Control

5.1.2.1 Support of Roles

If the system must support roles in addition to users then a class F-B1 is not sufficient.

In this case, if the requirement is restricted to the roles of system operator and system administrator being
performed by separate users, the class F-B2 is sufficient. If, additionally, the role of system security
officer is to be performed by a separate user then a class F-B3 is necessary.

The preceding rules for the support of roles is made under the assumption that only products which fit
within the specified classes are available. Of course if an evaluated product which had the appropriate
functionality with the additional role mechanism was available, then it could be used. Hence it is possible
for an FB-1 with the extra feature for the first case to be employed. Naturally, its defined functionality
class would have to defined as something other than those currently specified by the ITSEC.

5.1.2.2 Multilevel Communication Channels

Where multilevel communication channels to attached physical devices are to operate over a range of
sensitivity levels, and this range is narrower than the full range of sensitivity levels of data stored and
processed on the system, then a class F-B2 is required as a minimum.

5.1.2.3 Mandatory Access Rights

Where the system is required to associate attributes (i.e. sensitivity labels) to all objects (rather than just
storage objects) which are directly or indirectly accessible by subjects (e.g. ROM), then a class F-B2
is required as a minimum.

5.1.2.4 Mapping of Subjects to Objects
If the requirements specify that for each object (i.e. process, file, storage segment, or device) under
discretionary access control, the system must be capable of specifying;

1. alist of all subjects (i.e. users and user groups) who have access to the object together with
their mode of access, and

2. a list of all subjects who have no access to the object;

then a class F-B3 is necessary.

5.1.2.5 Multilevel Subjects
In a situation where users are accessing data of different sensitivity levels through a single inicractive
session, and where it is required that the user

1. be notified immediately of any change in the security level associated with that user by the
subject (process) running on their behalf or the user; and
2. be able at all times to display all the suhiact’e att~ibytes

then a class F-B2 is required as a minimum.
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513 Audit

If it is a requirement for the system to be able to audit known events which could be misused to allow

an unauthorised flow of information by exploiting covert channels then a class F-B2 is required as a
minimum.

Additionally, where it is required that those events which are particularly security relevant to the system
as well as those events which have a critically high frequency are audited and

1. a nominated authorised user is to be informed of the occurrence of those events without
delay; and

2. the system be able to initiate measures to prevent those events from further occurrence
then a class F-B3 is necessary.
5.2 Assurance

The COMPUSEC assurance requirements in terms of the ITSEC Evaluation Levels are shown in Tabie 5.2.

Table 52 COMPUSEC Assurance Requirements

Minimum ITSEC Evaluation level - Nat. Security and Sensitive Material.
Risk Index Mode of Operation
Dedicated System High Compartmented Muitilevel
0 E2* E2 E2 E2
1 - E3 E3 E3
2 - - EA EA
3 - - - ES
4 - - - E6
5-9 - - - P
Note

1. (*) This follows from the requirements specified in ACSI 33[20].
2. (**) The COMPUSEC security measures required to couater this level of risk are beyond
that state of current technology.

53 Rationale for Mappings

53.1 Functionality

Systems operating in Dedicated mode need not rely on software functions for security requirements.
However, for systems where integrity and/or denial of service requirements are specified in the security
policy for the system the Yellow Book recommends a TCS class ClI as a minimum.

In the Australian context, ACSI 33 specifies that all systems should have a minimum functionality class
of F-C2. This requirement clearly satisfies the weaker Yellow Book recommendation.

Systems operating in System High mode require discretionary access coatrol only, with access to data
based on a need-to-know requirement. Users of these systems must therefore be individually accountable
for access to data. The functionality class F-C2 is the minimum class to provide individual accountability.

Systems operating in Compartmented mode require mandatory access control since users must have
formal authorisation to access compartmented data. The data must be protected by a sensitivity label
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which restricts access to only those users who are authorised to access data of that sensitivity. The
® fusctionality class F-B1 is the minimum class to provide mandatory access control.

Systems operating in Multilevel mode also require mandatory access control since users must have formal
clearances and authorisation to access data, The data must be protected by a sensitivity label which
restricts access to only those users who are cleared and/or authorised to access data of that seasitivity.
The functionality class F-B1 is the minimum class to provide mandatory access coatrol.

53.2 Assurance

In the Australian context, ACSI 33 specifies that all systems should be evaluated to at least the E2 level,
regardless of the risk index. Consequently, in the situation where there is no prescribed minimum level
of assurance required of the system (Risk Index is 0) an E2 evaluated system is required as a minimum.
This requirement more than satisfies the Yellow Book in the circumstances under which the a minimum
recommended TCSEC class is D or Cl.

For users of the guidelines wishing to make a limited Yellow Book type assessment, the recommended
minimum ITSEC Evaluation level is consistent with the minimum TCSEC level recommended by the
Yellow Book in the same circumstances. This is based on the equivalence relationships specified in
Appendix B, Allies National Security Equivalence Tables, and Appendix C.1, Mapping of ITSEC to
TCSEC.

The Yellow Book distinction between the presence of a single category (1C) and the presence of a
number of categories (MC) is not applicable in the Australian context. The level of assurance required
to counter the risk of exposure of one category is comsidered to be no less strong than that required
to counter the risk of exposure of a number of categories. Consequently, in cases where exposure of
categories is a factor, the mappiog should be equated with the Yellow Book MC case regardless of the
number of categories present.

For Compartmented mode operations where some of the users are not authorised to access all the
compartments, the Yellow Book recommends 3 class Bl system as a minimum. This recommendation is
based on the functional aspects (i.e. mandatory access control) rather than the assurance aspects of this
class. The recommeadation for a minimum functionality class of F—B1 for all Compartmented mode
operations easures consistency with the Yellow Book.

Furthermore, the Yellow Book recommends a class B2 system as 8 minimum in cases where aultiple
compartments exist and the minimum user clearance is lower than the pseudo-level MC (see Section
4.52 for a definition of this level). This, in the Australian coatext, equates to a System uperating in
Comparimented mode where some users are cleared to TS(NV). In this case the guidelines are coasistent
with the Yellow Book (see the example specified in Appendix D.4).

In certain cases, the guidelines do not satisfy the Yellow Book requirement “Where a system processes
classified or comparimented data and some users do not have at least Confidential clearance at least a
class B2 system is required” (3] (e.g. systems operating in Multilevel security mode, processing data
at a maximum sensitivity level of Confidential with lowest cleared users at Restricted level). There is
no rationale in the Yellow Book for this requirement and it is unclear whether it relates to B2-specific
functionality or assurance, We believe that these exceptional cases do not warrant this restriction in the
Australian context.

5.4 Limitations of TCSs

When coasidering the use of particular classes of TCS products, it is important to appreciate the
operational and procurement impacts that exist with them. The following points should be takea into
account in this regard:

1. While the ITSEC is a more general standard and includes the scope of the TCSEC, the
majority of TCS products have been developed according to the TCSEC standards.
2. Most commercially available products exist in the C1, C2, and Bl TCSEC classes.

UNCLASSIFIED 55

PRGNSR E RN A A -




ERL-0621-RR UNCLASSIFIED

3. The TCS products in the B2, B3, and A1 TCSEC classes are unique computers with limited
commonality with general commercially available computers and they support a limited set ®
of commercially available application software.

6 NETWORK CONSIDERATIONS

6.1 Introduction

The US National Computer Center Trusted Network Interpretation (TNI) [21] indicates two views for
the accreditation and evaluation of a network which are dependent on the operational and technical
characteristics of the environment in which the network exists. These views are summarised as follows:

1. Interconnected Accredited System (IAS) View o

Parts of the network may be independently created, managed, and accredited. The network

consists of multiple TCSs (components) that have beea indepeadently assigned operational

sensitivity levels. Each component is accredited to handle sensitive information at either

a single level or over a range of levels. The range of sensitive information that may be

exchanged between two components cannot exceed the maximum sensitivity levels in common

between the two components and must not give rise to a potential cascading path. ®
2. Single Trusted System View

A single trusted system is accredited as a single entity. The network has a single trusted com-

puting base referred to as a Network Trusted Computing Base (NTCB) which is distributed

across the network components in a manner that cosures the overall neiwork security policy

is enforced by the network as a whole.

Thi> document is primarily concerned with the assessment of risk in networks based on inteiconnected

accredited systems. A method for the possible reduction of overall risk by means of its confinement

within logical partitions within the network is specified below. It is not, however, the intention of

these guidelines to provide an algorithm for the definition of a minimal network security architecture.

When designing a minimal network security architecture it is necessary to consider factors such as

administrative controls, user community, network tcpology, and security policy. The specification of a ®
single, generalised algorithm which encapsulates all these factors is beyond the scope of this document.

These guidelines provide a set of rules for the connection of evaluated components which, if followed,

will ensure that a particular network architecture presents an acceptable level of technical risk given that

the appropriate physical measures are in place.

For networks based on a single trusted computing base, the risk assessment should be carried out as

specified in Section 4, treating the whole network as a single distributed system. The system will then ®
satisfy the TNI criteria at a TCSEC class which is equivalent to the minimum ITSEC evaluation level

required by the guidelines.

The following terms are used in the discussions which follow.

Network Component

A component is an element in a network which performs a specific function. This functionality
may range from that of a full TCS to a special limited functionality device (e.g. a LAN
server). In all cases the component must have an assigned range of sensitivity levels over
which data is stored and/or processed on the component and at least one direct user (this
may be a system/petwork administrator in the case of limited functionality components). All
components must possess the necessary functionality to import data from and/or export data Py
to the network.

Component Processing Range

The range of sensitivity levels of data which is stored and processcd on a component.

Component Evaluation Range

The range of sensitivity levels of data over which a component can be trusted to export data

reliably. This range is determined by the component’s ITSEC evaluation level. The ranges Py
are specified in Tables 6.1 or 6.2.
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Communication Channel Security Functionality

o The ability of a compoanent to export/import data is determined by the componeat’s ITSEC
functionality class. Table 6.3 specifies the minimum functionality class required to support
the various modes of communication between components.
Zone Processing Range
The aggregate range of sensitivity levels of data which is stored and processed within a zone'.
Zone Evaluation Level

@ The evaluation level of the zone is equivalent to the level of the highest evaluated assuraace
component in the zone (which is the evaluation level of all components in a homogeneous
zone). This level is equivalent to the Network Table Evaluation Class as specified in the TNI.

6.2 Risk Assessment in IAS Networks

o The assessmeant of risk in networks comprising a number of independently accredited components is
based on the concept of partitioning the network into a number of logical security zones.

An independently accredited componeat in the context of these guidelines is a component which satisfies
the requiremeats of the guidelines in isolation (i.c., an assessment has been carried out as per Section
4 taking into account the data processed on the component and the users directly connected to the

P component and the resultant minimum evaluation level required is less than or equal to the evaluation
level of the component).

The flow of data between zones is subject to certain conditions which are specified in Section 6.2.5. The
control of inter-zone data flow is achieved by the use of special limited functionality connection devices
which are described below.

® The assessment procedure comprises the following steps:

1. the partitioning of the network into zones;

2. for compoanent connections within each of the zones, the application of the specified Intra-zone
connection rules and Cascading Problem Heuristic;

3. for each zone, the assessment of the aggregate risk; and

4. for connections between zones, the application of the specified Inter-zone connection rules.

e Using this technique it may be possible to satisfy the requirements of the guidelines on a zone-by-
zone basis and, providing the Inter-zone connection rules are satisfied, satisfy the requirements of the
guidelines as a whole.

Tables 6.1 Network Component Evaluation Range Tables — National Security Material

e

Network Component Evaluation Ranges - National Security Material
Minimum Maximum sensitivity level 1
sensitivity
level U R C S TS TS+ CP
e U E E3 E4 ES (EA$) * (E61) *
R - E2 E3 E4 E6 (ESY) *
C - - ) E3 ES (E4}) * (E6%)
S . - - E2 EA E6 (ES$)
o TS - - . - E2 E4 (EAY)
TS + CP - - - - - E2
Legend
U = Unclassified

® ! The concept of zones is discussed in a foliowing sectioa.

UNCLASSIFIED 57

T AT N =




ERL-0621.-RR UNCLASSIFIED
R = Restricted
C = Confidential
S = Secret

Notes

TS = Top Secret
TS + CP = Top Secret with Compartment/s

(1) This table gives the required component evaluation level for a given componeat evalu-
ation range (maximum sessitivity level, minimum trusted sensitivity label). The maximum
seasitivity level refers to the upper bound of:

a. the range of data received from an external source in the case of a Pre-typer device
operating as a receiving device (Pre-typer and Integrity Filter Devices are discussed in
a later section);

b. the exporting zone processing range in the case of an Integrity Filter device or Pre-typer
device operating as an inter-zone connection device; or otherwise

¢. the component processing range.

(1) These levels apply to components which have been developed and distributed in a Closed
Security Environment. Otherwise, it is assumed that components have been developed and
distributed in a Open Security Environment.

(*) The COMPUSEC security measures required to counter this level of risk are beyond the
state of current technology.

Network Component Evaluation Ranges - National Security Material

Evaluati-
on
Level

Maximum sensitivity level {
S TS TS + CP

TS TS+CP

TS TS+CP

S(CH TS (§%)

C R?) S ()

RIRIT| B8

clajciaclc| &
ol N=jl Nl Noll B -2 B -
clajalmial a
cl|a(m@{n|wn

R (U3) C RY)

Notes

The coatents of the main cells in the second table refer to minimum trusted sensitivity labels
as a function of component evaluation level and maximum sensitivity level.

(1) The maximum seansitivity level refers to the upper bound of:

a. the range of data received from an external source in the case of a Pre-typer device
operating as a receiving device;

b. the exporting zone processing range in the case of an Integrity Filter device or Pre-typer
device operating as an inter-zooe connection device; or otherwise

c. the component processing range.

(1) These levels apply to componeats which have been developed and distributed in a Closed
Security Eavironment. Otherwise, it is assumed that components have been developed and
distributed in a Open Security Eavironment.
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Tables 6.2 Network Component Evaluation Range Tables — Sensitive Material

Network Component Evaluation Ranges - Sensitive Material
Minimum Maximum sensitivity level 1
sensitivity level U IC P HP
U E2 E3 E4 ES
IC - E2 E3 E4
P - - E2 E3
HP - - - E2
Legend
U = Unclassified
IC = In-Confidence
P = Protected
HP = Highly Protected
Notes

1. (f) This table gives the required component evaluation level for a given component evalu-
ation range (maximum sensitivity level, minimum trusted seasitivity level). The maximum
seasitivity level refers to the upper bound of:

a. the range of data received from an external source in the case of a Pre-typer device
operating as a receiving device;

b. the exporting zone processing range in the case of an Integrity Filter device or Pre-typer
device operating as an inter-zone connection device; or otherwise

¢. the component processing range.

Network Component Evaluation Ranges - Sensitive Material
Evaluation Level Maximum sensitivity level 1

U IC P HP
E2 U IC P HP
E3 U U IC P
E4 U U 0] IC
ES U U U U

Notes

1. The conteats of the main cells in the table refer to the minimum trusted sensitivity level as
a function of component evaluation level and maximum sensitivity level.
2. () The maximum sensitivity level refers to the upper bound of:

a. the range of data received from an external source in the case of a Pre-typer device
operating as a receiving device;

b. the exporting zone processing range in the case of an Integrity Filter device or Pre-typer
device operating as an inter-zone connection device; or otherwise

¢. the compoaent processing range.
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Table 63 Communication Channel Functionalijty

Communication Channel Functionality

Level of Support Required Minimum ITSEC Functionality class
Single-level export channels where the sensitivity
level of the data transferred is implicity specified by F-C2

the attribute of the channel.

Siagle-level export channels where the sensitivity
level of the data transferred is explicity specified and
must match the attribute of the channel.

Multi-level export chaanels where the range of F-B1
sensitivities of data transferred is implicity specified
by the component processing range of the export
componest.

Multi-level export channels where the range of
sensitivities of data transferred is explicity specified F-B2*
by the attributes of the channel.

Notes

1. These requirements are taken from the ITSEC Access Control requirements, see Section
5.12.2.

2. (*) For components exporting data outside the zone via a filter device, this requirement may
be relaxed as the filter device may provide the necessary functionality.

6.2.1 Logical Security Zones

In this section we introduce the notion of Logical Security Zones which can coafer the following benefits:

1. They provide coantainment of risk within zone boundaries, thus creating a barrier to the
propagation of risk across a network.

2. They provide insulation from network elements outside the zone for the components (and
users) inside the zone.

3. They provide a link between the computer security architecture and the physical security
environment.

{Note: This aspect is outside the scope of this document.]
4, la certain circumstances, they “break”™ potential Cascading Paths.

The criteria for identifying zones is dependent on a number of issues which are identified as:

» the ideatification of user groups;

¢ the relationship between user groups and data use;
e the data flow requirements;

« the security functionality requirements;

¢ the volume of data;

*  the number of users;

+ the range of data seasitivity levels;

»  the range of user clearance levels; and

« the presence of categories.
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Components in a zone need not be confined to a single physical location but may be geographically
dispersed. An example of this is given by two networks located at separate sites and linked by a two-way
secure (high-grade cryptographic) communications link. If all the components and data paths in both
networks satisfy the conditions governing the definition of a valid zone (see Section 6.2.2) then the two
networks and their communication link constitute a single zone.

Zones may be homogeneous (i.e. coasisting of components evaluated at the same level) or heterogeneous
(i.e. consisting of components evaluated at different levels). It is envisaged that most zones will be
homogeneous in nature. It is recommended that the design of heterogeneous zones be avoided unless

there are special circumstances which require TCSs at different evaluation levels to be connected within
a zone.

Partitioning of a network into zones should be kept to 2 minimum due to the stringent constraints imposed
on inter-zone data flow and the need for special-purpose zone interconnection devices. There is nothing
to preclude the whole network being a single zone so long as the condi ions governing the definition of
a valid zone are satisfied (see Section 6.2.2).

As will be seen in later sections, zones are interconnected with special purpose devices such as Integrity
Filters and Data Diodes.

6.2.2 Zone Partitioning

A group of interconnected network componeats constitute a valid zone if all the following conditions
are satisfied:

1. all components within the group operate under an agreed set of compatible administrative
controls;

2. all componeats within the group are subject to a common security policy;

3. ail components within the group are linked by two-way data paths; and

4. o two components within the group are connected by a data path which is subject to manual
review.,

In his paper “Factors Affecting Distributive System Security” (22], Nessett argues that, in distributed
systems, the assumption that each component TCB trusts all other component TCBs is dangerous due
to physical security environment considerations. However, Nessett gives a proviso that the assumption
is valid where the physical security environment for each component is homogeneous. The conditions
required to satisfy membership of a zone (1. and 2. above) easure that the physical security eavironment
for each component within a zone is homogeneous and, therefore, Nessett’s argument will aot hold
within zone boundaries.

6.2.3 Intra-Zone Connections

An intra-zone connection is defined as a two-way data path between two components ia the same zone
where there are no intermediate components. For convenience, this two-way conpection is separated out
into two “logical” one-way connections. This is done in order to allow for the possibility of asymmetric
transfer of data sensitivity ranges (e.g. Component A exports data to Component B with a range U-S,
Compoaent A imports data from Component B with a range C-S).

[Note: Data paths betweea components and zone interconpection devices are not considered as intra-
zone connections).

A compoanent’s ability to export data to and import data from other componeats within a zone at a single
sensitivity level or over a range of sensitivity levels is dependent on the component’s levcl of support
for commuaication channels. This is determined by the ITSEC Functionality class of the component.

For multilevel communication channels, the range over which a component can reliably export data to
another component in the same zone is dependent on the range of data sensitivity levels for which a
component can be trusted to segregate and manage. This is determined by the ITSEC Evaluation level
of the componeant.
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For zones comprising two or more componeats, there is a potential risk of exposure resulting from the
cascading problem. This problem is described in Section 6.2.3.2.

In order to ensure that the transfer, within a zoge, of labeled information is reliable and the risk of
exposure throughout the zone is within the limits of these Guidelines, it is necessary to apply the Intra-
zoge Connection Rules and the Cascading Problem Heuristic as specified below.

6.2.3.1 Rules for Intra-zone Connection

These rules are required to ensure the reliability (i.e. the integrity) of the sensitivity labels attached to
data which are transferred between components within a zone, It may be argued that, since the exposure
risk is contained within zone boundaries, satisfying the Cascade Heuristic for intra-zone data transfer is
not necessary for the maintenance of confidentiality within a zone. However, the stronger, “TNI” label
integrity condition resulting from a Cascade analysis is a requirement of these Guidelines since:

1. it provides consistency with the TNI Interconnection Rule; and

2. it ensures that, for inter-zone transfer, the importing zone can rely on the integrity of the
sensitivity label of imported data, i.e. there is some level of assurance in the labelling
security functionality of the component from which the data originated to assume that the
data was correctly 1zoelled.

For convenience, the rules have been categorised into those applicable to exporting components and
those applicable to importing compoaents. The onus is on the importing component to ensure that the
sensitivity labels can be “believed”.

6.2.3.1.1 Export of Data

The following rules apply to components exporting data to other components within the same zone and
it is the exporting compoaent’s responsibility, or more precisely that component’s system administrator’s
responsibility, to ensure that these rules are satisfied:

1. The component must have the necessary security functionality with respect to export com-
munication channels. This can be established by reference to Table 6.3.

2. Data may be exported only at sensitivity levels which are dominated by at least one level in
the target (importing) component processing range.

6.2.3.1.2 Import of Data

The following rules apply to components importing data from other components within the same zone
and it is the importing component’s responsibility to ensure that these rules are satisfied:

1. The component must have the necessary security functionality with respect to communication
channels. This can be established by refereace to Table 6.3.

2. Itis the respoansibility of the importing component, given knowledge of the evaluation range
and processing range of the exporter, to protect its own standards of trust in labelling, by
upgrading, if aecessary, imported data which the importer may wish subsequently to re-export.
This will imply relabelling of data whose classification dominates the minimum sensitivity
level of the importer’s evaluation range, but does not dominate the minimum seasitivity level
of the exporter’s evaluation range, to a label which does dominate the minimum seasitivity
level of the exporter’s evaluation range. Note that data whose sensitivity level is strictly
dominated by both the exporter’s and importer’s evaluation levels may be freely passed, as
there is an assurance that all users on both systems are cleared to see it, and that it can only
leave the zone via a manual downgrading process (as with system high).
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Figures 6.1, 6.2, 6.3, and 6.4 give examples of intra-zone connections.

Processing range: U-S
Least cleared user: C

. ZONE A

Figure 6.1 Intra-zome Connections — Example 1

Figure 6.1 represents a homogeneous zone where all components share a common processing level.
In this situation, it is valid to transfer data over the whole processing range since there is no loss of
confidentiality within the zone (subject to the zone aggregation considerations, see Section 6.2.4) and the
sensitivity labelling is homogeneous throughout the zone.

Processing range: U-C
Least cleared user: C

| et ZONE B

Figure 6.2 Intra-zone Connections — Example 2

Figure 6.2 represents a homogeneous zone where the intra-zone ccanection rules do apply. In this case
there are two problems.

1. For Component 1, the data transfer range is a proper subset of the processing range. In this
situation, the component must possess the ability to assign explicitly a range of sensitivities
to the communication channel. The ITSEC Functionality class F-B1 does not support this
level of security functionality.

2. For export of data from Component 1, its evaluation range is insufficient to give the importing
Component 2 trust of data labelled at Restricted (which is within Component 2’s evaluation
range). Restricted data exported from Component 1 would therefore need to be relabelled
Confidential to be accepted by Component 2.
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Processing range: U-S
Least cleared user: C

CSs

Here the ion rules are sstisfied nd

there is 0o Cascading path within the zone.

L ZONE C

Figure 6.3 Intra-zone Connections — Example 3

Figure 6.3 represents a heterogeneous zone which satisfies the intra-zone connection rules.

1ng range: C-S
Least cleared user: C
Operating mode: Multilevel

”~

Trasfer of this range of data from

Component 1 0w Componet 2 s
not allowed

Cs

U-R

Transfer of this range of data from

Compooent 2 0 Comp lis

subject the the re-labelling of the U-R data 10 C ZONE @

Figure 6.4 Intra-zone Connections - Example 4

Figure 6.4 represeats a homogeneous zone where the components have disjoint processing ranges. The
transfer from Component 1 to Component 2 is not allowed since the transfer range is not dominated
by any level in the processing range of Component 2. The transfer from Component 2 to Component
1 is allowed (since the transfer range is dominated by all levels in the processing range of Component
1). However, the two components do not constitute a valid zone since only uni-directional data transfer
between components is permitted. In this case the components must reside in separate zooes.

All relevant intra-zone coapections should be tested. If the rules are not satisfied for any connection then
that data path presents an unacceptable risk and the components cannot be connected in the way specified.
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6.23.2 Cascading Problem Heuristic

The cascading problem is described in the TNI as follows.

“The cascading problem exists when a penetrator can take advantage of network connections to compro-
mise information across a range of security levels that is greater than the accreditation range of any of
the component systems he must defeat to do so. Cascading is possible in any connected network that
processes a greater range of security levels than any one of its component systems is accredited to handle,
ard it is possible in others as well” [21).

Establishing whether a cascading problem exists within a logical security zone involves the consideration
of the risk of exposure along all data paths linking components within the zone. Since each individual
component satisfies these Guidelines in isolation, the risk of compromise at any single component is
acceptable, however, the cumulative effect of a number of compromises over several components along
a particular data path may result in an unacceptable risk.

Appendix C.3.2 of the TNI specifies a number of approaches for the recognition of a poteatial cascade
problem. The approach given in these guidelines is an adapted version of the TNI algorithm, “An
Heuristic Procedure for Determining if an Interconnection Should Be Allowed™.

The algorithm is based on the idea of dividing up a zone into sets of components that can poteatially
exchange information (i.e. send and receive data at a common sensitivity level) and are at or below
a givea evaluation level. The range of sensitivity levels of data which may be potentially transferred
directly or indirectly between the components in the set is compared with the evaluation range for the
given evaluation level to determine if the set represents an acceptable risk.

In order to assess whether there is a potential cascade problem, the procedure below should be followed.

1. A Network Security Parameters Table is produced for the zone as a whole. [Note: A pro-
forma table is provided in Appendix A (Tabie A.3)].

2. If the Zone Evaluation Level is greater than the ITSEC level E3 (i.e. E4, ES, or E6), then
step 3 should be followed and a Network Security Parameters Table produced for each ITSEC
evaluation level below the Zone Evaluation Level down to and including E22,

3. Further Network Security Parameters Tables are produced by first recording any one compo-
pent in the zone whose evaluation level is equal to the ITSEC evaluation level being treated.
Added to the table are components which meet all of the following conditions.

a. They have an evaluation level less than or equal to the ITSEC evaluation level being
treated.

b. They receive data from another component within the same zone at a sensitivity level
that is being sent by a component which is already in the table.

¢. ‘They send data to another component within the same zoane at a sensitivity level that is
equal to or less than that being received by a component which is already in the table.

(Note: Data paths between components and zone interconnection devices should not be
coasidered here].
Each component at the ITSEC evaluation level being treated must be in a Network Security
Parameters Table for that level. In the situation where more than one component with that
evaluation level exists within the same zone and these components are linked only via a
component of a higher evaluation level then a table for each of these components is required.
4, For each table, the Table Evaluation Level, the Table Maximum, and the Table Minimum
should be recorded and compared, with reference to Tables 6.1 and 6.2, to establish whether
the requirements of the guidelines have been satisfied.
5. If any table fails to satisfy the requirements of the guidelines then the zone presents an
unacceptable level of risk and should not be connected as currently designed.

2 Of course there must be at least one component ia the zone at a given level in arder to construct a Network Security
Parameters Table for that level.
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If the heuristic is satisfied then it can be assumed that the risk of data at a particular sensitivity level being
improperly transferred to a component in the same zone which is not accredited to handle it is acceptable.

[Note: The cascade heuristic does not take into account any possible reduction in data exposure due to
favorable ancillary factors. It is possible to have a situation where components satisfy the Guidelines in
isolation but do not satisfy the heuristic. For this reason it is not possible to specify a general exclusion
clause for the cascade heuristic (e.g. homogeneous zones in which all components have a common level of
least cleared user are not guaranteed to be free of cascading paths). Conversely, no account is taken of the
effect of adverse ancillary factors. However this case is covered by the aggregation effects assessment.]

ZONEEJ

Figure 6.5 Intra-zone Connections - Example §

Figure 6.5 gives an example of a cascading path between Component 1 and Component 2. Data classified
at Secret on Component 1 may be erroneously downgraded to Confidential and transferred across the
connection to Component 2. This data may then be exposed to users of Component 2 cleared oaly to
Restricted level. For this level of risk, the Guidelines require a minimum evaluation level of E4.

6.2.4 Aggregation Effects Assessment

In order ensure that the zone evaluation level is sufficient to counter a possible increase in the risk of
exposure resulting from a “blow-out” of the aggregate ancillary factors across the zone, an assessment
of the significance of the aggregation effects is required.

This rule effectively precludes the arbitrary partitioning of a system which fails to satisfy the Guidelines
as a single compoaeant due to high ancillary factors but may well satisfy the Guidelines when separated
into a number of components. It is recognised that in certain circumstances the high ancillary factors
may be restricted to a single component and that component evaluation level is sufficient to counter the
resultant increase in risk. The assessment takes this possibility iato account.

For each zone, the following steps should be carried out.

1. For all components in the zone which process data at the highest seasitivity level of any data
in the zoae, calculate the sum of the Volume of data at highest classification level factor
values, Sd...

2. For all components in the zone which have users cleared to a level which is the lowest
clearance level of any users in the zone, calculate the sum of the Number of users at lowest
clearance level factor values, Syger-

3. Compare the values Squs and S... with Tables 4.4 and 4.8 respectively.

4. If both values are in the High category and there is no one component within the zone for
whirh both these factors are locally in the High category (with respect to data at the highest
sensitivity and users at the lowest clearance in the zone) then the risk within the zoune is
unacceptable and the zone should not be connected as currently designed.
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In case where the risk is unacceptable, two possible methods of reducing the risk to an acceptable level
are as follows. '

i. Increase the evaluation level of every component in the zone which has an evaluation level
equal to the current zone evaluation level. [This effectively increases the zone evaluation
level).

ii. Re-group the compoaents into two or more zones where the aggregate effects of ancillary
factors are no longer significant within each zone.

6.2.5 Inter-Zone Connections

An inter-zone connection is defined as a one-way data path between two components in different zoaes.
The data flow is controlled by an intermediate limited functionality security device, which is logically
isolated from both zones. This control of data flow effectively creates a barrier against the propagation
of risk across zone boundaries and, in certain instances, confines the Cascading Problem within zooe
boundaries.

6.2.5.1 Limited Functionality Security Devices

In order to ensure limited and appropriate inter-zone data flow, certain security devices are necessary
which are of limited functionality. A consequence of this limit on functionality is the fact that the device
can more easily be developed to be highly trusted, thus providing a more cost effective countermeasure.

6.2.5.1.1 Data Diode

The security function of a data diode is to allow data to flow in oaly one direction so as to ensure
confidentiality.

A data diode may be used to help easure integrity through the device having additional properties which
check on various attributes of the data which is transferred. For example, the diode may pass only
documents which satisfy a given format, or only those containing characters of a given alphabet. The
main reason for this checking is to help prevent the introduction of viruses and other data which may
have a purpose other than that permitted.

If a data diode finds data which does not satisfy its given criteria, it may re-route the information to a
dedicated device or machine for checking.

The data diode is a device which falls into the ITSEC Functionality Class F-DX.

6.2.5.1.2 (Classification Integrity Filter

A classification integrity filter performs a security function equivalent to enforced manual review of the
classification of data prior to its transfer. Because of this, the integrity filter is useful in allowing data to
be passed outside a zone in circumstances where the zone carries data of a classification such that, with
the level of trust present in the computers used within the zone, the risk of passing the data outside the
zone would otherwise be considered too high. The effectiveness of the filter is derived from its ability
to transfer the review process back to the originator of information in such a maaner that the “man in
the middie” solution becomes unnecessary.

(A data diode is a counterpart of the classification integrity filter in that it provides a mechanism to allow
input of data to a zone without allowing output of data from the zone to bypass the integrity filter.)

The enforced manual review procedure within an integrity filter acts as a break in the data paths between
components in the sending zone and componeants in the receiving zone and, as such, restricts the Cascading
Problem to within the seading zone.

The risks involved in the output of data classified below the applicable component evaluation range for
a particular class of TCS without manual review were identified in the Yellow Book. Essentially, the
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risks arise because the recipieats of the data are considered as indirect users of the system which permits ®
the export of data without manual review. '

An integrity filter, when certified as being highly trusted, can reduce unacceptable levels of risk in these
circumstances. The maximum range of data sensitivity levels over which the device can be trusted to
operate is determined by its evaluation level (see Tables 6.1 and 6.2.).

The operation of a classification integrity filter consists of two parts.

1.

When there is a requirement to transfer data, the data is displayed to an authorised user for
review via an effective trusted path to easure that the correct classification has been applied.

2. Following the manual review, the transfer can be performed via an effective trusted path.

If a delay is necessary between the two operations, then the reviewed data and its correct classification

may be “sealed” by applying a cryptographic checksum which can be decoded by the integrity filter. The ®
second operation may be performed some time later when the decoding of the checksum confirms that

neither the data nor the classification has been changed since the manual review took place.

The classification integrity filter is a device which falls into the ITSEC Functionality Class F-DX.

6.2.5.1.3 Pre-typer

L
A pre-typer is a device which is similar to the integrity filter except that the manual review operation
is superseded by a pre-determined automatic application of a senmsitivity label. This functionality is
necessary in cases where a high data bandwidth makes human review procedures impractical.
The operation of the pre-typer consists of two modes:
1. Data imported from an external source has a pre-determined sensitivity label automatically ®

applied by the device according to the source of the data. The sensitivity label is “sealed”

by applying a cryptographic checksum which can be decoded by the pre-typer and the data

is transferred to the initial receiving zone via an effective trusted path.

When there is a requirement to export the “sealed” data from the initial receiving zone to

another zoae within a network, possibly via a number of intermediate zones, each zone along

the path of the “sealed” data must be conected o its immediate neighbour by a pre-typer ®
device which performs the following functions:

a. checks the integrity of the label; and

controls the transfer of “sealed” data to the neighbouring zone in accordance with the

security policy.

If the label is intact and the transfer is permitted then the transfer is performed via an o
effective trusted path.

The pre-typer is a device which falls into the ITSEC Functionality Class F-DX.

6.2.5.2 Rules for Inter-Zone Connection

These rules are required for the following reasons:

1.

to ensure that data at a particular seasitivity level is transferred only to zones which are able

to process that level;

to ensure that the importing zone can rely on the integrity of the seasitivity label attached to

data transferred from the exporting zone; |
to control the cascading problem between zones; and

to preclude data leakage via covert channels from a zone processing highly sensitive data to

a zone processing less sensitive data.

The rules for connection of network zones are dependent on the characteristics of the sending zone,
receiving zone, and the data path between the zones. The Inter-zone Data Flow Table in Appendix A.2 Y
can be used to facilitate the testing for compliance with these rules.

68

UNCLASSIFIED




UNCLASSIFIED ERL-0621-RR

6.2.5.2.1 General Ruls

The following rules apply to all inter-zone connections regardless of the type of connection.

1.

For heterogeneous zones, only components evaluated to the same level as the zone evaluation
level may directly export data to or directly import data from another zone. This rule ensures
that only those components which have an evaluation level sufficient to process data at the
highest level of seasitivity in the zone and to support the least cleared user of the zone without
risk are allowed to export and import data. As a consequence, the export or import component
is representative of the zone as a whole with respect to transfer ranges and minimum user
clearance conditions.

All data paths between zones are considered to be one-way oanly (i.e. no acknowledgments).
{This rule does not preclude data transfer between zones in both directions, however, the data
paths are to be considered as two logically separate one-way connections]. This rule helps
prevent covert channels between the receiving zone and the sending zone.

The importing component can receive only data at a level which is dominated by at least one
level within its compogent processing range.

(If the level of the imported data is dominated by at least one level in the importing compoaent
processing range but is outside the range then the imported data must be re-labelled upon
reception at a single level which is the lower bound of the importing component processing
range]. This rule ensures that only those zones which are trusted to process this level of data
are allowed to import.

Both the exporting and importing components must have the necessary security functionality
with respect to the type of communication channel. This can be established by reference to
Table 6.3. This rule ensures that the transfer is functionally achievable.

If the required level of assurance for the zone interconnection is greater than or equal to
EG6, then a “spooling™ output to integrity filters® is required to reduce the possible effect of
covert channels®,

6.2.5.2.2 Functionality devices

The remainiag rules specifically relate to the type of connection and are specified below.

6.2.5.2.2.1 Data Diode

In general, where it is required to transfer data to a zone processing highly sensitive data from a zone
processing less sensitive data, a data diode should be used.

Data may be transferred between two compoaeats in different zones via a data diode device subject to
the following conditions.

1.

The sending zoae processing range is dominated by the clearance level of the least cleared
user in the receiving zone. This rule effectively restricts consideration of the cascading
problem to within zone boundaries since all users in the receiving zone are cleared to access
the entire range of sensitivity levels of data processed on the sending zone.

The evaluation level of the device is sufficient to assure that the bandwidth of the potential
covert channel resulting from leakage of data from the receiving component to the sending
component is below an accepted maximum. It is recommended that the device be evaluated
to at least level E6.

3 See following sections.

4

See also “Stubs: An Overview™ by Andersoe et al (ERL Research Report, Salisbury, 1992) for explanation concerning

spooliag output and covert channels.
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Subject to the above coanditions, the sending zone may transfer data over its eatire processing range. °
Figure 6.6 illustrates the application of these rules.
(' ™
This companent cannot impost
i data from another zone since 1ts
....... evaluation level is below the zoae
evaluation level
¢
|
(ZONE A )
u-C
Zoae Type: Heterogeacous , ,
Zose Evaluation level : E4 Daa Diode e i e o s ®
Least cleared user: U the level of the least cleared user in
Processing range : U-C Zane A docs ot dominate the trapsfer
raoge
~ )
o
[
(ZONE B Ay _
Zoue Type: Homogeneous ®
Zooe Evaluation level : E3
Least cleared user : S
Processing range : U-S
Figure 6.6 Inter-zone Connections - Example 1 @
6.2.5.2.2.2 Integrity Filter
Where it is required to transfer data between components in different zones in which the range of
sensitivity levels is such that the importing component cannot rely on the exporting component to label PY
this range correctly, an integrity filter should be used.
Data may be transfer-ed between two components in different zones via an integrity filter device subject
to the following conditions.
1. The range of sensitivity levels over which the device can be trusted to transfer data correctly
is bounded by its evaluation range. The evaluation range is a function of the evaluation level PY
of the device and is determined by reference to Tables 6.1 and 6.2. |
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2. The evaluation level of each integrity filter along a data path must be sufficient to counter the
risk of exposure due to a potential cascading problem along that path. That is, the evaluation
range must contain the range covering the lowest clearance level of all users in the zones
along the data path up to the highest sensitivity level of data in the sending zone.

Figure 6.7 illustrates the application of this rule.

ZONED
\ZONE A A P
Zonce Type: Heterogeneous
Zooe Evaluation level : E4 [> Integrity Filter - Evaluation level E6
Least cleared user : S . L .
R This conection is not allowed
Processing range : U-TS U-TS the transfer m.: U-TS)is m"‘“ol

the device evahustion mnge (S-TS+C¥).

ZONE B E3E-B B

Zooe Type: Homogeneous
Zooe Evaluatioa level : E3
Least cleared uses : TS(PV)
Processing raage : U-TS+CP

Figure 6.7 Inter-zone Connections - Example 2
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6.2.5.2.2.3 Pre-typer

Data may be transferred between different zones via a pre-typer devices subject to the following
conditions.

1. The range of seasitivity levels over which the device can be trusted to correctly transfer data
is bounded by its evaluation range. The evaluation range is a function of the evaluation level
of the device and is determined by reference to Tables 6.1 and 6.2.

2. All inter-zone connections along data paths where “pre-typed” data is being transferred must
be linked by pre-typer devices of the same evaluation level which is the evaluation level
required of the initial receiving pre-typer.

3. The evaluation level of each pre-typer device along a data path must be sufficient to counter
the risk of exposure due to a potential cascading problem along that path. That is, the
evaluation range must contain the range covering the lowest clearance level of all users in
all the zones along the data path up to the highest sensitivity level of data received from
the external source.

Figure 6.8 illustrates the application of these rules.

( )

‘

?ONE A

Zooe Type: Heterogeneous (

Zone Evaluation level : E4 J* ) Pre-typer
Least cleared user : R Evaluation level E5
Processing range : U-S s

r B

ZONE B J

\

Pre-typer Zooe Type: Heterogeneous
Evaluation level E6 Zoae Evaluation level : E4
Least cleared user : S

§-TS (External Source) Processing range : U-TS

Figure 6.8 Inter-zone Connections - Example 3

T2 UNCLASSIFIED




UNCLASSIFIED ERL-0621-RR

Figure 6.9 provides an example of a situation where there does exist an inter-zone cascading problem.

4 )

I

(ZONE A e )

There is a potential Cascade Path froam
the extemal source Pre-typer 1o Zooe A
Zone Type: Heterogeneous since TS material may be wrongly lsbelled
Zone Evaluation level : ES I* Pre-typer &5 S and be expased to Uncleared wsers
Least cleared user : U Evaluation level E6 "z""”\-m":‘_";";"’“f'“‘l_““‘"l
Processing range : U-S s .
4
ZONE B J

Zone Type: Heterogeneous
19 Pre-typer Zone Evaluation level : EA
Evaluation level E6 Least cleared user : S
Processing range : U-TS

S-TS (External Source)

Figure 6.9 Inter-zone Connections - Example 4

6.2.5.2.2.4 Manual review

Data may be transferred betweea two components in different zones by non-electronic means (i.e. where
the data is in the form of a limited alphabet representation, e.g. printed matter) if an authorised user
performs a review of the sensitivity label, prior to transfer, to ensure that the correct sensitivity label has
been applied. This effectively eliminates the risk of a component electronically applying an improper
seasitivity label to data which is to be exported to another component. The transfer is subject to the
following condition:

1. The seansitivity range of the data to be transferred must be within the processing range of
the receiving zone.
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6.2.5.2.2.5 Transfer of Data via Removable Media

Data which is transferred between zones without manual review via removable media (e.g. printed
matter, magaoetic tape, removable disk) is subject to similar rules to those covering the diode.

1. The range of sensitivity levels of data transferred to removable media must be bounded by the
comporent evaluation range of the exporting component. The upper bound of the component
evaluation range is the highest sensitivity level of data residing on the exporting component.
The lower bound of the component evaluation range is a function of the comnonent evaluation
level and is determined by reference to Tables 6.1 and 6.2.

2. The sending zone processing range is dominated by the clearance level of the least cleared
user in the receiving zone. This rule effectively restricts consideration of the cascading
problem within zone boundaries since all users in the receiving zone are cleared to access
the entire range of sensitivity levels of data processed on the sending zone.

Note that the general rule covering heterogenous zones applies in this case. Only componeats evaluated
to the same level as the zone evaluation level may directly export data to or directly import data from
another zone. This means that devices which read from and write to removable media must be located
on the highest evaluated componeat in the zone.
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8 GLOSSARY

$-property

A rule of the Bell & La Padula security model which prevents the occurrence of “write-
downs™ (i.e. where a subject writes to an object which has a lower sensitivity level than
that of the subject).

Access

Refers to access to data through either:

* a terminal connected to the system; or

+  another computer system; or

e external media (i.c., hardcopy, removable disk, magaetic tape, etc) where no manual
review is required.

Assets

Assets include both the information processed by a computer system and the system itself.
This document is concerned with the informational assets which have a value to the owner
or user of the system. The value of an asset is a measure of its worth to the owner.
Availability

Refers to the security requirement whereby information anc resources can be accessed by
authorised users when required.

Cascading Problem

For a netwock of component systems, the cascading problem exists when a penetrator can take
advantage of network coanections (o compromise information across a range of sensitivity
levels that is greater than the evaluation range of any of the component systems he must
defeat to do so.
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) Category
The term category in the context of this document refers to all data whose access, over-and-
above the normal clearance restrictions, is subject to special handling conditions.
Caveat

Categories which may be accessed by a specified group of subjects and/or under specified
circumstances for which no special briefing is required. Caveats may be characterised into
the following types:

+  awareness — the labelling of data with warning caveats (e.g. WNINTEL);

« extensive — the extension of releasability to a set of subjects (e.g. releasability
indicators); and

«  restrictive — the restricting of distribution to a set of subjects (e.g. AUSTEO).

Closed Security Environment
A security environment is closed if both of the following coaditions holds true:

¢ application developers (including maintainers) have sufficient clearance and authorisa-
tions to provide an acceptable presumption that they have not introduced malicious
logic; and

¢  configuration control provides sufficient assurance that applications are protected against
the introduction of malicious logic prior to or during the operation of system applications.

Communication Channel Security Functionality

The ability of a component to export/import data is determined by the component’s ITSEC
functionality class. Table 6.3 specifies the minimum functionality class required to support
the various modes of communication between components.

Compartment

Categories which may be accessed only by subjects who have received a special briefing
covering the handling of this material. Compartments are always restrictive.
Compartmented Security Mode

A mode of operation which allows the system process two or more types of compartmented
information (information requiring a special authorisation) or any one type of compartmented
information with other than compartmented information. In this mode, the system access is
secured to at least Top Secret (TS) level, but all system users need not necessarily be formally
authorized access to all types of compartmented information being processed and/or stored
in the system.

Compraomise

The possible degradation to the security of an asset from a defined acceptable level.
Confidentiality

Refers to the security requirement whereby information should oaly be disclosed to those
users who are authorised to access that information.

Covert Channel

An uniatended communications channel that allows two cooperating processes to transfer
information in a manner that violates the system’s security policy.

Countermeasure

See Safeguard.

Data

For the purposes of COMPUSEC, this term refers to information, documentation, or software
which is stored and/or processed on a computer system.

Data Exposure

The impact caused by the unauthorised disclosure of information.

Dedicated Sec.rity Mode

A mode of operation where a system is specifically and exclusively dedicated to and coatrolled
for the processing of one particular type or classification of informatioa, either for fuill-time
operation or for a specified period.

Denial of Service

Action or actions which prevent any part of the system from fuactioning in accordance with
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its intended purpose. This includes any action which causes the unauthorised destruction
modification, or delay of service.

Direct Users

These are persons authorised to have direct access to data via a terminal connected to the
system

Discretionary Access Control

A method of restricting access to data by subjects based on the identity and the “need-to-
know™ requirements of the subject. The rules governing this type of access are discretionary
insofar as certain users are given the discretion of granting access to specific objects by
specific subjects.

Evaluation Level

The level of assurance afforded to a TCS with respect to the correct operation of its security
functions.

Impact

See Threat Effects.

Indirect Users

These are persons authorised to have indirect access to data transferred via another computer
system electronically connected to the system or removable media (i.e., hardcopy, removable
disk, magnetic tape, etc) where no manual review has been performed

Integrity

Refers to the security requirement whereby information is being handled as intended and has
not been exposed to accidental or malicious alteration or destruction.

Limited Functionality Connection Devices

These devices are specifically designed to support the use of logical security zones, controlling
the data flow between zones. A consequeance of this limit on functionality is the fact that the
device can more easily be developed to be highly trusted. Examples of these types of device
are integrity filters and data diodes.

Logical Security Zone

A zone comprises a set of one or more components that, between themselves, can potentially
exchange information in both directions, ie send and receive data at a common sensitivity
level, and have an evaluation class at or below a given level. The use of zones effectively
provides containment of risk by limiting the flow of data between each zone. This control of
inter-zone data flow is achieved by the use of special limited functionality connection devices.
The word logical is used to imply the fact that a zone can be geographically a dispersed entity.
Logical Security Zone Evaluation Level

The evaluatioa level of the zone is equivalent to the level of the highest evaluated component
in the zone (which is the evaluation level of all components in a homogeaneous zone). This
level is equivalent to the Network Table Evaluation Class as specified in the TNI.

Logical Security Zone Processing Range

The aggregate range of sensitivity levels of data which is stored and processed within a zone.
Malicious Logic

Software, firmware, and/or hardware which is deliberately introduced into a computer system
for the purpose of compromising the system.

Mandatory Access Control

A security policy which restricts the access to sensitive material by subjects based on a the
granting of a formal authorisation (i.e. clearance, and/or briefings) to the subject to access
the sensitive material.

Manual Review

Manual review is the activity carried out by an authorised person which ensures that the
sensitivity Iabel of the data being reviewed accurately refiects the contents of the data.
Multilevel Device

A device that is trusted to simultaneously process data of two or more sensitivity levels
without compromise.

Multilevel Security Mode

A mode of operation which allows two or more classification levels of information to be
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processed simultaneously within the same system when some users are not cleared for a)l
levels of information present.

Network Component

A component is an element in a network which performs a specific function. This functionality
may range from that of a full TCS to a special limited functionality device (e.g. a LAN server).
In all cases the compoanent must have an assigned range of sensitivity levels over which data
is stored and/or processed on the component and at least one direct user of the component
(this may be a system/network administrator in the case of limited functionality components).
All components must possess the necessary functionality to import data from and/or export
data to the network.

Network Component Evaluation Range

The range of seasitivity levels of data over which a component can be trusted to reliably
export data. This range is determined by the component’s ITSEC evaluation level. The
ranges are specified in Tables 6.1 or 6.2

Network Component Processing Range

The range of sensitivity levels of data which is stored and processed on a component.
Object

A term used in security modelling to describe a container of information. The object may
be a storage item (record, block, sector, file, directory, etc.), a memory item (page, segment,
etc.), or a device (terminal, printer, etc.).

Open Security Environment

A security environment is open if either of the following conditions holds true:

*  application developers (including maintainers) do not have sufficient clearance (or
authorisation) to provide an acceptable presumption that they have not introduced
malicious logic; or

*  configuration control does not provide sufficient assurance that applications are protected
against the introduction of malicious logic prior to or during the operation of system
applications.

Process

A program which is in an execute state.

Risk Analysis

The ideatification of specific system assets, the threats to these assets, the system’s vulnera-
bility to these threats, and the identification and cost of the safeguards necessary to counter
these threats.

Risk Assessment

The comprehensive Jetermination of the state of risk associated with a system based upon
a risk analysis.

Risk Index

This is a term taken from the Yellow Book and is a measurement of the degree of mis-match
between the highest classification level of information processed on a system and the lowest
clearance level of users of that system.

Risk Management

The combination of risk assessment, management decision, and control implementation. The
process involves the decision on how to most effectively reduce risks to system assets where
the assessed risk exceeds a given level of acceptability. This may involve cost/benefit analysis
of the safeguards required to reduce risks.

Safeguards (Countermeasures)

The measures that protect assets from compromise by virtue of the safeguard’s physical, logi-
cal, and procedural characteristics. Safeguards may be categorised as physical, administrative,
procedural, commuaications (COMSEC), and computer system (COMPUSEC). Examples of
COMPUSEC safeguards include:

*  trusted systems;
» trusted application or suppoct software;
*  trusted communication pathways; and
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¢ trusted support hardware.

Guidance on the use of safeguards in other categories is provided in SECMAN 3. A system
is only considered secure when necessary safeguards from all categories are implemented.
Single-level Device

A device which is trusted to process data at only one sensitivity level. This includes devices
which may process data at different sensitivity levels but not concurrently.

Subject

A term used in security modelling to describe an eatity which causes information flow ameng
objects. The subject may be a user, a process, or a device.

System High Security Mode

All system users in this environment possess clearances and authorizations for all information
contained in the system but some users do not have need-to-know access to all information.
The system output must be clearly marked with the highest classification and all system
caveats, until the information has been reviewed manually by an authorized individual to
ensure appropriate classifications and caveats have been affixed.

Threats

These are active forces posing some danger or menace to the assets. Threats may be people
(threat agents), occurrences, Or eatities that can compromise an asset’s security.

Threat Agents

This is the perpetrator of a threat. Threat agents can be either human or eaviroamental. The
measure of threat to an asset by a human agent is a function of the assets’ attractiveness
to the agent, the motivation and capabilities of the ageat, and the opportunities available
to the agent. The possible goals of the threat agent which are related to confidentiality are
as follows: to disclose data to interested individuals, foreign powers, press, competition,
government agencies, or to gain access to data (disclose to self).

Threat Effects (Impacts)

Potentially harmful outcomes of an action by a threat agent on the informational assets of a
computer system. The types of impact are as follows:

*  exposure of data;
«  corruption of data (including destruction); and
e denial of service.

Trusted Computing Base

The collection of software, firmware, and/or hardware which perform the security functions
necessary to enforce the security policy of a computer system.

Trusted Path

A software, firmware, and/oc hardware feature which permits a user to commuaicate directly
with the TCB. The path is initialised either by the user or the TCB.

Users

For the purposes of COMPUSEC, this term refers to humans who are authorised to have
access to some or all of the data residing on a computer system.

Vulnerability

The level of susceptibility of a system (and thereby the informational assets it processes) (0
compromise.
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1C
Ab
ACSI

AIS

ANSSR
AUSTEO
BI

C

CCTA
CESG
COMPUSEC
COMSEC
COTS
CRAMM
DADPSWG
DBMS
DERI

DoD

DSAP

DSB

EPV

ERM
GCHQ
GENSER

IAS

IC
ITSEC
LAVA
MBytes
MC

NBS
NCSC

9 LIST OF ABBREVIATIONS

One Category

Absolute

Australian Communications-Electronic Security Instruction
Automatic Data Processing

Automated Information System

Annualised Loss Expectancy

Analysis of Networked Systems Security Risks
Australian Eyes Only

Background Investigation

Confidential

Central Computer and Telecommunications Agency (UK)
Commuaications - Electronics Security Group (UK)
Computer Security

Commuaications Security

Commercial QOff-the-Shelf

CCTA Risk Analysis and Management Methodology
Defence ADP Security Working Group (UK)

Data Base Management System

Data Exposure Risk Index

Department of Defense

Designated Security Assessment Position

Defence Security Branch

Enhanced Positive Vetting

Effective Risk Management

Government Communications Headquarters (UK)
Geaneral Service

Highly Protected

Interconnected Accredited System

In-Confidence

Information Technology Security Evaluation Criteria
Los Alamos Vulnerability/Risk Assessment
Megavytes

Multiple Categories

Not Cleared but Authorised Access to Sensitive Unclassified Information or Not
Classified but Seasitive

National Bureau of Standards (US)
National Computer Security Center (US)

|
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NTCB Network TCB
NV Negative Vetting
P Protected
PC Personal Computer
PoT Position of Trust
PSM Protective Security Manual
PV Positive Vetting
R Restricted
ROM Read-only Memory
S Secret
S4 Sea Surface Surveillance System
SBI Special Background Investigation
SC1 Sensitive Compartmented Information
SECMAN 3 Computer System Security Manualt
SOL Single Occurrence of Loss
SQL Structured Query Language
TCB Trusted Computing Base
TCS Trusted Computer System
TCSEC Trusted Computer System Evaluation Criteria
TNI Trusted Network Interpretation
TS Top Secret
U Unciassified or Uncleared
UK United Kingdom
us United States
WNINTEL Warning Notice - Intelligence Sources and Methods Involved

t SECMANS3: System Informatioa Security Manual, Edition 4, Departmeant of Defence. 1991.
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APPENDIX
APPENDIX A RISK ASSESSMENT TABLES
A.1 Security Parameters
Table A.1 provides a checklist of parameters required to carry out a risk assessment.
Table A.1 Security Parameters Record
Security Parameters Record

System Identity '

Evaluation level

User Group Identity

Item Description Valid Range Parameter

Maximum Seansitivity of data on the system

URICCPS HP, TS

Minimum Clearance of users in the group

URICCPS, HP,

TS(NV), TS(PV)

Most sensitive category type Caveat, Compartment,

None
Total volume of data MBytes
Volume of data at the maximum sensitivity MBytes
level
Total number of users in the group lwoN
Number of users at the minimum clearance

lwN
level
Security environment type Open, Closed
User Interface - Terminal type Limited function,

Full function - dumb,
Full function - inselligent

User Interface - Session type Output only,
Transaction processing,
Interactive
User Interface - Scope of Utilities Limited, Full

External environment

Hostile, Neutral, Benign
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Table A.2 provides a record of the risk assessment values derived from the system security parameters.

Table A2 Risk Assessment Record

Risk Assessment Record

System Identity

Evaluation level

User Group Identity

Item Description Valid Values Value
Maximum Sensitivity of data 012335
Most seansitive category type 012
Ronax 0,1,234567
Minimum Clearance of users, Ryip 01,2357
Volume of data at maximum sensitivity -0.25, 0, 0.25
Proportion of data at maximum seasitivity -0.25, 0, 0.25
Adata 0.5, -0.25,0,0.25, 0.5
Number of users &: minimum clearance -0.25,0, 025
Proportion of users at minimum clearance -0.25, 0,025
Ause 0.5, -025,0 025 05
Ry -1,0,1
DERI 0,1,23456178
Security environment type 05,0
Terminal type 0,12
Session type 012
Scope of utilities 01
User interface -1,-05,0,05
External environmeat 05,005
Rep -2,-1,01
Risk Index 01234
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A.2 Network Security Tables

Table A.3 provides a record of the network security parameters.

Table A.3 Network Security Parameter Table

Network Security Parameter Table
Zone ID '
Table Evaluation Level
Table Minimum
Table Maximum
ITSEC | ITSEC Least ,
Comip;nent Eval. Funec. Cleared Pr;cessmg ixport anon Min Max
Level Class User ange ange ange
Notes
1. The column entitled Processing Range refers to the range of sensitivity levels over which
the component stores and processes data.
2. The column entitled Export Range refers to the range of sensitivity levels over which the
component exports data within the zoane.
3. ‘The column entitled Import Range refers to the range of sensitivity levels over which the
component imports data within the zone.
4. The column entitled Min refers to the minimum of:
a. the clearance level of the lowest cleared direct user of the component; and
b. lower bound of the export range.
5. The column entitled Max refers to the maximum of:
a. upper bound of the processing range; and
b. upper buund of the import range.
6. The Table Minimum refers to the minimum of the component minima.
7. The Table Maximum refers to the maximum of the component maxima.
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Table A.4 provides a record of the inter-zone data flow.

Table A.4 Inter-zone Data Flow Table

Inter-zone Data Flow Table

Sending Zone Receiving Zone Interconnection Device
ID Eval. Processing ID Processing Least Type Eval.
Level Range Range Cleared Level

User
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APPENDIX B ALLIES NATIONAL SECURITY EQUIVALENCE TABLES

B.1 Data Classification Levels

Table B.1 provides broad equivalences between the Australian data classification levels and the US and

UK counterparts.

Table B.1 Data Classification Equivalences

Data classification equivalences
Australia Us UK
Restricted (R) Not classified but sensitive (N){ Restricted (R)
Confidential (C) Confidential (C) Confidential (C)
Secret (S) Secret (S) Secret (S)

Top Secret (TS)

Top Secret (TS)

Top Secret (TS)

Note

The table does not take into the account the presence of categories since there is no generalised equivalence

relationship.

t+ Also known as For Official Use Only (FOUO).

B.2 User Clearance Levels

Table B.2 provides broad equivalences between the Australian user clearance levels and the US and UK

counterparts.
Table B2 User Clearance Equivalences
User Clearance equivalences
Australia Us UK

Not Cleared but Authorised
Restricted (R) Access to Seasitive Unclassified | > g}“‘n o out s';““'“is‘i’;n

Information (N) perating pery
Confidential (C) Confidential (C) Negative Vetting (NV)
Secret (S) Secret (S) Positive Vetting - Secret (S)
Top Secret through Negative Top Secret /Current Background - . \
Vetting (TS(NV)) lnvestigation (TS(BI)) Positive Veuing (PV)

Top Secret /Current Special

Top Secret through Positive
Vetting (TS(PV))

Background Investigation
(TS(SBI))

Enhanced Positive Vetting
(EPV)
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APPENDIX C MAPPINGS OF ITSEC TO OTHER SECURITY CRITERIA

C.1 Relationship between ITSEC and TCSEC

The TCSEC, established a uniform set of evaluation classes which satisfy specific security requirements.
These requirements are grouped according to the security control objectives which are satisfied. These
objectives are:

*  Security Policy;
*  Accountability;

*  Assurance; and
*  Documentation.

A total of sevean classes are ideatified (D, C1, C2, Bl, B2, B3, and A1), grouped in four divisions (D, C,
B, and A). Each class satisfies a specific set of security objectives, indicating both security functionality
and the level of assurance offered.

Table C.1 provides a correspondence between the ITSEC criteria and the TCSEC classes.
Table C.1 ITSEC/TCSEC Equivalences

ITSEC criteria to TCSEC classes
ITSEC Criteria TCSEC Class

EO D
F-Cl,E2 Cl
F-C2,E2 C2
F-B1,E3 Bl
F-B2,E4 B2
F-B3,ES B3
F-B3,E6 Al

Note
There is no TCSEC class equivalent to the ITSEC evaluation level El.

C.1.1 Rationale for ITSEC to TCSEC Assurance Criteria Mappings
Table C.1 is taken from para. 1.36 of ITSEC under “Relationship to the TCSEC™.

C.2 Relationship between ITSEC and CESG Computer
Security Memorandum No 3

The UK GCHQ document defines a standard set of UK Systems Security Confidence Levels. A total of
seven confidence levels are identified. Each level is described in terms of the required provisions and
approach under the roilowing aspects ot the development process:

specification of security requirements;
architectural definition;
implementation;

evaluation;

documeantation; and

configuration control.

e & o & o o
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Security functionality is not addressed in this document.

Table C.2 provides a correspondence between the ITSEC Evaluation levels and the CESG coafidence
level.

Table C.2 ITSEC/CESG Equivalences

ITSEC Evaluation levels to CESG Confidence levels
ITSEC Evaluation level CESG Confidence level

EO UKLO

El UKLO

E2 UKL1/UKL2

E3 UKL3

EA UKLA

ES UKLS

E6 UKL6

Notes

1. This table indicates which CESG confidence level will be satisfied by a system evaluated to
an specific ITSEC level.

2. ‘The converse mapping does not necessarily hold due to the wider confidence requiremeants
found in the ITSEC criteria.

3. ITSEC evaluation level El criteria do not fully satisfy the UKL criteria (in the area of
coafiguration control).

C.2.1 Rationale for ITSEC to CESG Assurance Criteria Mappings

The following is a list of ITSEC requirements which satisfy, by aspect of the development process, the
UK Confidence level requirements:

1. UKLO Unassured
No requirements.
2. UKLI Vendor Assured

a. Specification of security requirements
Security Target (E1)
b. Architectural definition
No requirements.
¢. Implementation
No requirements.
d. Evaluation
Independens Objectives Testing (E1), Test Documentation (E2)
e. Documentation
Informal Architectural Design Specification (El).Informal External Interface Specifica-
tion (E1)
f. Configuration coatrol
Configuration Control System (E2)
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UKL2 Independently Tested

a.

b.

Specification of security requiremeats

Security Target (E1)

Architectural definition

Informal Description of Architecture (E1)

Implementation

Testing against Security Target (E1), Evidence of Developer Testing (E2)
Evaluation

Independent Objectives Testing (El), Test Documentation (E2)
Documentation

No additional requirements.

Conlfiguration control

Approved Distribution Procedure (E2), Audited Sysgen Procedure (E2)

UKL3 Independently Assured

a.

b.

Specification of security requirements
Security Target (E1)

Architectural definition

Informal Description of Architecture (E1)
Implementation

No additional requirements.

Evaluation

< criteria needed >

Documeantation

Informal Description of Detailed Design (E2),Test Documentation (E2), Library of Test
Programs (E2), Source Code (E3)
Configuration control

Acceptance Procedure (E3)

UKLA4 Structurally Sound

a. Specification of security requirements
No additional requirements.
b. Architectural definition
Structured Description of Architecture (EA)
¢. Implementation
No additional requirements.
d. Evaluation
No equivalent criteria
¢. Documentation
No additional requirements.
f. Configuration control
Acceptance Procedure (E3)
UKLS Rigorous Design
a. Specification of security requirements
Formal Security Policy Model (EA)
b. Architectural definition
Structured Description of Architecture (E4)
¢. Implementation
Implemensation Vulnerability Analysis (ES), Source Code matches Detailed Design (ES)
d. Evaluation
No equivalent criteria needed
¢. Documentation

Formal description and associated consistency proofs of key security functions (EA),
Description of design vulnerability analysis and its results (EA), Description of the
implemeruation vulnerability analysis and its results (ES)
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f.

Configuration control
Configuration Control on all Objects (ES)

7. UKLS6 Assured Design

a.

b.

Specification of security requirements

No additional requirements.

Architectural definition

Formal Description of Architecture (E6)

Implementation

Object Code matches Source Code (EG)

Evaluation

Approved Languages only (E6)

Documeatation

Formal Architectural Design Spec (E6), Description of the methods and tools used 0
provide the formal proofs of consistency of the model and the architectural specification
(E6)

Configuration coatrol

No additional requirements.
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APPENDIX D CASE STUDIES

D.1 Sea Surface Surveillance System (S4)

This example is based on the Landwehr and Lubbes example given in the paper “Determining Security
Requirements for Complex Systems with the Orange Book™ of a hypothetical system which keeps track
of objects on the surface of the seas. The system collects information from a variety of open and
secret sources and distributes it to a variety of customers. The system maintains a data base of sighting
information that is both automatically and manually updated.

The example has been embellished with more environmental detail in order to demonstrate the effects of
the various factors on the final TCS recommendation.

The system operates in a Multilevel security mode and processes data up to TS level with a number
of compartments. The system data base contains 250 Mbytes of data and 20 Mbytes of this data is
classified at the TS level.

There are three main user groups:

1. System Management Personnel
This group is responsible for performing all system and security functions. The group
comprises a System Manager, and two Operators. All users in this group are cleared to
Top Secret (PV) level. The users have interactive connections via dumb terminals and have
access to system utilities.

2. Analysts
This group is respoasible for the resolution of ambiguities when the system cannot associate a
particular sighting with a particular platform, they can cause messages to be sent to subscribers
automatically on a regular basis, and they can update the data base. The group comprises
S0 users, all cleared to Top Secret (PV) level. The analysts enter commands via intelligent
workstations. Only pre-formatted commands are accepted by the system.

3. Remote Subscribers
This group are recipients of reports generated by the system. They are located remotely via
receive-only terminals. The group comprises 110 users, with clearances ranging from Secret
to Top Secret (NV) with 10 users cleared to Secret. They cannot directly eater data into the
system, but they can issue fixed-format commands to request the location of particular objects.

The operational eavironmeant is subject to configuration control mechanisms. However, the operators
are permitted to perform application maintenance functions. The system is located in a highly secure
military headquarters building.

The risk assessment is carried out in three different ways in order to demonstrate how it is possible to
reduce the TCS requirement by applying more sophisticated assessment techniques.
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Table D.1 Security Parameters S4 — Limited Yellow Book Assessment

Security Parameters Record

Full function - dumb,
Full function - intelligent

System Identity S4
Evaluation level -
User Group Identity All users
Item Description Valid Range Parameter
Maximum Seansitivity of data on the system | U, R, IC, C, P, S, HP, TS TS
Minimum Clearance of users in the group URIC C,P,S HP, S
TS(NV), TS(PV)
Most sensitive category type Caveat, Compartment, Compartment
None
Total volume of data MBytes -
Volume of data at the maximum sensitivity MBytes .
level
Total number of users in the group ltoN -
Number of users at the minimum clearance
lwN -
level
Security eavironment type Open, Closed Open
User Interface - Terminal type Limited function,

User Interface - Session type Output only,
Transaction processing, -

Interactive
User Interface - Scope of Utilities Limited, Full -

External environment

Hostile, Neutral, Benign
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Table D.2 Risk Assessment S4 — Limited Yellow Book Assessment

Risk Assessment Record

System ldentity S4
Evaluation level -
User Group Identity All Users (limited Yellow Book)

ltem Description Valid Values Value
Maximum Sensitivity of data 01,235 5
Most sensitive category type 012 2
Rouax 01234567 7
Minimum Clearance of users, Rpyis 012357 3
Volume of data at maximum sensitivity -0.25,0,0.25 -
Proportion of data at maximum sensi’ vity -0.25, 0, 0.25 -
Adua 0.5, -0.25, 0, 0.25, 0.5 -
Number of users at minimum clearance -0.25, 0, 0.25 -
Proportion of users at minimum clearance -0.25, 0,025 -
Ao 0.5, -0.25, 0, 0.25, 0.5 -
R -1,0,1 -
DERI 0123435678 4
Security eavironment type 05,0 0
Terminal type 012 .
Session type 012 -
Scope of Ulilities 01 -
User interface -1,05,0,05 -
External environment 05,0, 05 -
Rep -2,-1,0,1
Risk Index 01,234

The Risk Index indicates a minimum requirement of ITSEC evaluation level E6 (TCSEC Al) is required.
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Table D.3 Security Parameters S4 — Full Assessment with single user group

Security Parameters Record

Full function - dumb,
Full function - inselligent

System Identity S4

Evaluation level

User Group Identity All users

Item Description Valid Range Parameter

Maximum Seasitivity of data on the system | U, R, IC, C, P, S, HP, TS TS

Minimum Clearance of users in the group URICCPS, HP, S
TS(NV), TS(PV)

Most seasitive category type Caveat, Compartmen;, Compartment

None

Total volume of data MBytes 250

I\:‘)’txlme of data at the maximum sensitivity MBytes 20

Total number of use:s in the group ltoN 163

:::llber of users at the minimum clearance TN 10

Security environment type Open, Closed Open

User Interface - Terminal type Limited function,

Full function - intelligent

User Iaterface - Session type Output only,
Transaction processing, Interactive
Interactive
User Interface - User expertise Limited, Full Full
External environmeat Hostile, Neutral, Benign Benign
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Table D.4 Risk Assessment S4 — Full Assessment with single user group

Risk Assessment Record

System ldentity S4
Evaluation level -
User Group Identity All Users (full)

Item Description Valid Values Value
Maximum Sensitivity of data 01235 5
Most sensitive category type 012 2
Ronax 0,1,23456,7 7
Minimum Clearance of users - Ryia 012357 3
Volume of data at maximum sensitivity -0.25, 0, 0.25 0
Proportion of data at maximum sensitivity -0.25, 0, 0.25 0
Adua 0.5, -0.25,0,0.25, 0.5 0
Number of users at minimum clearance -0.25, 0, 0.25 025
Proportion of users at minimum clearance -0.25, 0, 0.25 025
Aer 0.5, 0.25, 0, 0.25, 0.5 -05
Rag -1,0,1 -1
DERI 012345678 3
Security environment type 05,0 0
Terminal type 012 2
Session type 012 2
Scope of Utilities 01 1
User interface -1,-05,00.5 05
External environment 05,0, 0.5 -0.5
Rep -2,-1,0,1 0
Risk Index 01234 3

The Risk Index of 3 indicates a minimum requirement of ITSEC evaluation level ES (TCSEC B3) is

required.
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Table D.5 Security Parameters S4 — Full Assessment with multiple user groups

Security Parameters Record
System Identity N ' ... 84
Evaluation level _ _ _ Ca
i Gl (System Management), G2 (Analysis), G3 (Subscribers)
Item Description Valid Range G1 Parameter G2 Parameter G3 Parameter
M — — TR
Seasitivity of data | U & 1516; %P S, TS
on the system ’ -
Minimum URICCUPS,
Clearance of users HP, TS(NV),
in the group TS(PV)
Most sensitive Caveat,
category type Compartment,
None
Total volume of
data MBytes | -
Volume of data at
the maximum MBytes
sensitivity level
Total Pumber of lioN R 3 ) R L 50 | no
users in the group T R M
Number of users at _ O
the minimum 1N 3 50 10
clearance level o o : : -
Security
environment type Open, Closed
User Interface - Limited function,
Terminal type Full function -
dumb,
Full function -
intelligens
User Interface - Output only, v
Session type Transaction oo | Transaction Transaction
Interactive b :

User Interface - L. . o | G R
Scope of Utilities Limitea, Full Ful_lv N lelted P Limftgd
External Hostile, Neutral, Beni b Beal Bent
eavironment Benign R _
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Table D.6 Risk Assessment S4 — Full Assessment with multiple user groups

Risk Assessment Record
S) -tem Identity S84
Evaluation level -
User Group Identity G1 (System Management), G2 (Analysts), G3
: (Subscribers)

Item Description Valid Values Gl1 G2 G3
Maximum Seasitivity of data 012335 -3 5 5
Most sensitive category type 012 2. Z 2
Roax 01,234,567 =T 7 7
Minimum Clearance of users, Rmia 012357 iy A 7 3
Volume of data at maximum seasitivity -0.25, 0, 0.25 0 0 0
:::spi‘:irfi?; of data at maximum 0.25, 0, 0.25 . | 0 0 | 0
Adua 0.5, 025002505 |- 0 .0 0
Number of users at minimum clearance -0.25,0,0.25 220 1 ) <028
Proportion of users at minimum -025,0,0.25 — 10 | 38
Aser 0.5,-0250,02505 | .0 | O 05
R -1,0,1 0 [ 0 -1
DERI 012345678 | 0 -0 3
Security environment type 05,0 N TR R 0
Terminal type 012 D S B 0
Session type 012 2 1 1
Scope of Utilities 01 1) e 0
User interface -1,-0.5,0,05 0 0 | -05
External environment 05,005 05 05 05
Rep 2,-1,01 o | -1 -1
Risk Index 01,234 0 0 2

Taking the worst case Risk Index of 2, a minimum requirement of ITSEC ewaluation level ES (TCSEC

B2) is required

D.2 Command Support System (CSS)

This example is an information handling system supporting a number of applications which facilitate the
strategic decision making process of the military high command and, additionally, carry out administrative

support functions.

The system comprises a network of workstations and supports a relational data base which is accessed
through an SQL server application. The majority of users interface with the system via a meau-based user
interface application. No software development tools are available on this system, software development
being done on a separate development system. All new or updated applications are manually verified

and loaded by a system programmer and are subject to strict coafiguration control procedures.

UNCLASSIFIED

o

99




ERL-0621-RR UNCLASSIFIED

The application developers are not authorised to have access to the production system and there are
sufficient physical protection measures to preclude the developers from having physical access to the
terminals connected to the production system.

There is a total of 1500 Mbytes of data on the system and the classification levels are distributed as
follows:

1350 Mbytes at Confidential or below;
100 Mbytes at Secret; and
50 Mbytes at Top Secret (including 15 Mbytes of compartmented data).

The users of the system may be categorised as follows:

1. System Management
This group is responsible for maintenance and operation of the network including the security
functions. The group comprises 5 members: a Network Manager, Database Manager, Security
Officer, and two System Programmers. The system programmers perform the loading of all
new software and all other operational functions. These users are all cleared to TS(PV). This
group has access to the operating system commands.

2. Operations
This group is responsible for the operational aspects of the system. All users are cleared to
TS(NV) level but have n0 authocisation to access compartmented data. There are 20 users in
this group. The interface to the system is via the transaction processing application.

3. Special Operations
This group is respoasible for the more sensitive operational aspects of the system. There
are S users in the group all of which are cleared to TS(PV) level and possess authorisations
to access some compartmented data. The interface to the system is via the transaction
processing application.

4. Administrative Support
This group is responsible for the personnel, accounting, and other administrative functioans.
There are 70 users who are cleared to Secret level. The interface to the system is via the
transaction processing application.

The system is located in a defence headquarters building which is subject to stringent physical security
measures.

The risk assessment is carried out using the Limited Yellow Book and the multiple user groups approach.
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Table D.7 Security Parameters CSS — Limited Yellow Book Assessment

Security Parameters Record
System Identity CSS
Evaluation level -
User Group Identity All users
Item Description Valid Range Parameter
Maximum Sensitivity of data on the system | U, R, IC, C, P, S, HP, TS TS
Minimum Clearance of users in the group URICCPS, HP, s
TS(NV), TS(PV)
Most seasitive category type Caveat, Compartment, Compartment
None ,
Total volume of data MBytes -
Volume of data at the maximum seasitivity MBytes :
level .
Total number of users in the group lioN -
Number of users at the minimum clearance :
lwN : .
level _
Security enviroament type Open, Closed N Closed
User Interface - Terminal type Limited function, '
Full function - dumb, -
Full function - intelligent
User Interface - Session type Output only,
Transaction processing, -
Interactive .
User Interface - Scope of Utilities Limited, Full -
External environment Hostile, Neusral, Benign -
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Table D.8 Risk Assessment CSS - Limited Yellow Book Assessment

Risk Assessment Record

System Identity CSS
Evaluation level _ -
User Group ldentity -“All Users (limited Yellow Book)

Item Description Valid Values Value
Maximum Sensitivity of data 0,1,235 ]
Most sensitive category type 0,12 2
Roax 01,234,567 7
Minimum Clearance of users - Rmia 0,1,235,7 3
Volume of data at maximum sensitivity -0.25,0, 0.25 S -
Proportion of data at maximum sensitivity -0.25, 0, 0.25 .
Adaa 0.5, -0.25, 0, 0.25, 0.5 -
Number of users at minimum clearance -0.25, 0, 0.25 T .
Proportion of users at minimum clearance -0.25, 0, 0.25 Sl e
Ager 0.5, -0.25, 0,025, 0.5 . g
Ry -1,0,1 REI SECA
DERI 0,1,2,3,45678 §j - ... 4°
Security eavironment type 0.5, 0 o 08
Terminal type 012 o -
Session type 012 , -
Scope of Utilities 01 -
User interface -1,-05,0,05 .
External environment 05,005 o -
Reys -2,-1,01 - -1
Risk Index 01,234 R 3

The Risk Index indicates a minimum requirement of ITSEC evaluation level ES (TCSEC B3) is required.
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Table D.9 Security Parameters CSS — Full Assessment with single User Group

Security Parameters Record

System Identity CSsS

Evaluation level -

User Group Identity All users

ltem Description Valid Range Parameter

Maximum Seasitivity of data on the system | U, R, IC,C, P, S, HP, TS TS

Minimum Clearance of users in the group URICCPS, HP, S
TS(NV), TS(PV)

Most sensitive category type Caveat, Compartment, Compartment

None

Total volume of data MBytes 1500

l\;c‘)lleulme of data at the maximum sensitivity MBytes 50

Total number of users in the group lwN - 100

::;?ber of users at the minimum clearance lioN ‘70 _

Security eavironment type Open, Closed - Closed

User Interface - Terminal type Limited function,

Full function - dumb,
Full function - inselligent

Fall function - intelligent

User Interface - Session type Output only, ‘
Transaction processing, Interactive
Interactive
User Interface - User expertise Limited, Full Full
External environment Hostile, Neutral, Benign Benign

UNCLASSIFIED

103




ERL-0621-RR

UNCLASSIFIED

Table D.10 Risk Assessment CSS — Full Assessment with single User Group

Risk Assessment Record

System Identity ' CSS
Evaluation level Lol .
User Group Identity v . All Users (fall)

Item Description Valid Values Value
Maximum Sensitivity of data 012335 5
Most sensitive category type 012 2
Rumax 0,1,234567 7
Minimum Clearance of users, Rujn 012357 3
Volume of data at maximum sensitivity -0.25, 0, 0.25 0
Proportion of data at maximum sensitivity 0.25, 0,025 0
Adsta 0.5, -0.25, 0, 0.25, 0.5 0
Number of users at minimum clearance 0.25,0,025 0
Proportion of users at minimum clearance -0.25, 0, 0.25 0.
Ager 0.5, -0.25, 0, 0.25, 0.5 0
Rug -1,0,1 0.
DERI 012345678 4
Security environment type 05,0 0.5
Terminal type 012 2.
Session type 012 2
Scope of Utilities 01 1
User interface -1,-05,0 0.5 0S5
External environment 05,005 4.5
Rip -2,-1,0,1 -1
Risk Index 01,234 3

The Risk Index indicates a minimum requirement of ITSEC evaluation level ES (TCSEC B3) is required.
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Table D.11 Security Parameters CSS — Full Assessment with multiple User Groups

Security Parameters Record

System Identity CSS
Evaluation level - - o
User Group Identity | G1 (System Management), G2 (Operations), G3 (Special Operations), G4
' © ... (Admin Support) g
. . . Gi G2 G3 G4
Isem Description Valid Range Parameter | Parameter Parameter Parameter
Maximum L v ‘ - v
Sensitivity of data URICGC P TS E ) TS TS TS
S,HP, TS .
on the system : :
Minimum Clearance | U, R, IC, C, P, - DEERTTE! B R
of users in the group | S, HP, TS(NV), TS(NV) TS(PV) S
Most sensitive G L e
-} Compart- | Compart-" | Compart-
category type {  ment | - ment: ment
Total volume of data 1500 1500 | o 1500 | - 1500 ¢
Volume of data at T . o ‘
the maximum MBytes S0 50 S0 . 50
sensitivity level S :
Total aumber of IoN s 20 5 70
users in the group S
Number of users at T R
the minimum 1N 5 20 5 70
clearance level L
Security . Clo , 1 Closed * Closed losed
environment type Open, Closed e e c
User Iaterface - Limited function, | . . S
Terminal type Full function - Rl Fal -1 - Full' Full
dumb, Full fanction - | function - | function- | function -
Junction - Intelligent | Intelligent | intelligent | intelligent
intelligent LR - o
User Interface - Output only, ] Teane | s | Trans
Seasion type ﬁz’;‘x‘f;‘;" Ttefactive | action |  action action
nteractios U o procadng proeesslng processing
User Interface - - L
Scope of Utlities Limited, Full Full Limited leihd Limited
External Hostile, Neutral, Bealon : Y
environment Benign nign Benign ' Benlgn Bealgn
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Table D.12 Risk Assessment CSS — Full Assessment with multiple User Groups

Risk Assessment Record
System Identity " CSS
Evaluation level el
User Group Identity Gl (System Mmgement), GZ (Operadons), G3 (Special
‘Operations); G4 (Admin Support)

Item Description Valid Values Gl G2 G3 G4
Maximum Sensitivity of data 01,235 & o 5
Most seasitive category type 012 2
Reax 01234567 7
Minimum Clearance of users, Rpin 0123357 3
X):::i?il:i;f data at maximum 025, 0, 0.25 0
::s"l‘t’l‘f,‘l‘t’; of data at maximum 0.25, 0, 0.25 0
Ada 0.5, 0250025 0.5 | 0
gg::rceof users at minimum 025, 0, 0.25 0
:{:agoa:u;n of users at minimum 0.25, 0, 0.25 o | 0
Auea 0.5, -0.25, 0, 0.25, 0.5 } 0 0
Rug -1,0,1 0 0
DERI 0,1,2,345678] | 4
Security eavironment type 05,0 S5 08 05
Terminal type 012 222 2
Session type 012 - 1. |1 1
Scope of Utilities 01 Sy CSH RN T 0 0
User interface -1,0.5,0,05 oS5l e 0 0
External eavironment 05,0,0.5 057 085 | 05 0.5
Ren -2,-1,01 b -1 -1
Risk Index 0,123 4 e e I | 0 3

Taking the worst case Risk Index of 3, a minimum requirement of ITSEC evaluation level ES (TCSEC

B3) is required, which is the same as the Yellow Book assessment.

D3 Civilian System (DEPT X)

This example is of a hypothetical government department system.

The system holds a small number of sensitive files classified as Protected. The vast majority of the
files stored and processed on the system are either In-Confidence or Unclassified. The files classified as
Protected are imported from another system, having undergone &8 manual review to ensure the correctness
of the security labels prior to release from the originator, and are not updated on this system.

The system holds a total of 400 Mbytes of data of which only 2 Mbytes is classified as Protected.
The system runs a dedicated Office Automation package and all users with the exception System
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Administrators and Operators communicate with the system exclusively through this package. All users
access the system via PCs. Only the System Administrators and Operators have direct access to operating
system commands.

There are four main user groups:

1.

System Administration

This group is respoasible for running the system including the security aspects. The group
comprises a DP Manager (who is the security officer), a Systems Programmer, and Database
Administrator. These users are all cleared to access Protected material. This group has
unlimited access to the system utilities.

Operators

This group comprises 4 operators who are all cleared to access Protected material. The
operators have direct access to a limited set of utilities to perform backups and coatrol
printing.

Data Entry

This group is responsible for entry and modification of unclassified and In-Confidence records.
The group comprises 100 users, 80 of which have authorisation to process In-Confidence
records.

Executive Officers

This group is responsible for the departmental policy decisioas based on information stored
on the system. The group comprises 10 users who are cleared to access all data oa the system.

The operational environment is subject to configuration control mechanisms, however, the applications
running oa the system were developed by uncleared personnel. The system is located in a city centre

office.

The risk assessment is carried out firstly taking all users together, and then by separating out the user

groups.
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Table D.13 Security Parameters DEPT X — Full Assessment with single User Group

Security Parameters Record

System Identity DEPT X
Evaluation level T
User Group Identity All users
Item Description Valid Range Parameter
Maximum Seasitivity of data on the system } U, R, IC,C, P, S, HP, TS P
Minimum Clearance of users in the group URICCPS HP, U
TS(NV), TS(PV)
Most sensitive category type Caveat, Compartimen, N
one
None
Total volume of data MBytes 400
Volume of data at the maximum sensitivity MBytes 2
level
Total aumber of users in the group lioN 117
Number of users at the minimum clearance liwoN 20
level
Security environment type Open, Closed Open
User Interface - Terminal type Limited function, ‘ _
Full function - dumb, Full function - intelligent

Full function - intelligent _ :
User Interface - Session type Output only,

Transaction processing, Interactive

Interactive

User Interface - Scope of Utilities Limited, Full Full
External environment Hostile, Neutral, Benign Neutral
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Table D.14 Risk Assessment DEPT X — Full Assess:ent with single User Group

Risk Assessment Record

System Identity DEPT X
Evaluation level -
User Group Identity All Users

Item Description Valid Values Value
Maximum Seasitivity of data 01235 2
Most sensitive category type 012 0
Romax 0,1,2,3 4567 2
Minimum Clearance of users - Rp;s 0123357 v 0
Volume of data at maximum sensitivity 0.25, 0, 0.25 ' 025
Proportion of data at maximum sensitivity -0.25, 0, 0.25 -025
Adua 0.5, 0250 025 05 0.5
Number of users at minimum clearance -0.25, 0, 0.25
Proportion of users at minimum clearance 0.25, 0, 0.25
Auer 0.5, -0.25, 0, 0.25, 0.5 0
Ragj -1,0,1 -1
DERI 012345678 1
Security environment type 05,0 0
Terminal type 012 2
Session type 012 2
Scope of Utilities 0,1 1
User interface -1,-0.5,0.0.5 05
External environment 035,005 0
Rep -2,-1,0,1
Risk Index 01234

The Risk Index of 1 indicates a minimum requirement of ITSEC evaluation level E3 (TCSEC Bl) is

required.
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Table D.15 Security Parameters DEPT X — Full Assessment with multiple User Groups

Security Parameters Record

System Identity DEPT X
Evaluation level -
f{;‘:ﬁf;’"‘" G1 (System Admin), G2 (Operators), G3 (Data Entry), G4 (Execs)
Item Description Valid Range Gl G2 G3 G4
Maximum
Sensitivity of data URICCPS | 4 P P | 4
HP, TS
on the system
Minimum URICCP,S,
Clearance of users HP, TS(NV), P P U P
in the group TS(PV)
Most sensitive Caveat,
category type Compartment, None None None None
None
Total volume of MBytes 400 400 400 400
data L . .
Volume of data at
the maximum MBytes 2 2 2 2
sensitivity level '
Total qumber of loN 3 4 100 10
users ia the group .
Number of users at
the minimum lwoN 3 4 20 10
clearance level :
Security
eavironmeat type Open, Closed Open Open Open Open
User Interface - Limited function,
Terminal type Full Function - Full Full Full Full
dumb, function - | function - function - function -
Full function - int dumb dumb int
intelligent
User Interface - Output only,
Session type Tran.sacfwn Interactive | Interactive | Trans proc | Trans proc
processing,
Interactive
User Interface - .,
Scope of Utilities Limited, Full Full lelted Limited Limited
External Hostile, Neutral, :
eavironment Benign Neutral Neatral | Ngutnl Neutral
110
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Table D.16 Risk Assessment DEPT X — Full Assessment with multiple User Groups

Risk Assessment Record

System Identity DEPT X
Evaluation level . -
User Group Identity G1 (Admin), G2 (Operators), G3 (Data Entry), G4 (Exec)

Item Description Valid Values Gl G2 G3 G4
Maximum Sensitivity of data 01,2335 2 2 2 2
Most sensitive category type 012 ] 0 0 0
Ronax 0,1,2,3456,7 2 20 2. 2
Minimum Clearance of users - Ra 0123357 2 2 0 2
;ﬂ;’i:.‘:n"yf data at maximum 025, 0, 0.25 o | o 025 | o
oy ! daa st maximum 0250025 | o | o | 025 | o
Adua 05,0250 02505) 0 0 0.5 0
umber of users at minimum 025, 0, 0.25 o o 0
gre(;rpoa:u;n of users at minimum 025, 0, 0.25 0 : “ 0 : o
Awe 0.5, 0.25, 0, 0.25, 0.5 0. 0 0 0
R 1,01 0 o | 1 4 0
DERI 012345678 0 0 - 1 B
Security environment type 05,0 0 010 0
Terminal type 012 2 | 2 |2 2
Session type 012 2 |2 1 1
Scope of Utilities 01 1 L@ 0 0
User interface -1,0.5,0,05 ‘0.8 0l o 0
External environment 0.5, 0,05 0 0 0 0
Rey 2,-1,0,1 0 0 0
Risk Index 01,234 0 0 1 0

The worst case Risk Index of 1 indicates a minimum requirement of ITSEC evaluation level E3 (TCSEC
B1) is required. In this case, the separation into user groups did not produce a reduction in risk.
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Table D.17 Security Parameters DEPT X — Full Assessment with multiple User Groups

Security Parameters Record
System Identity DEPT X
Evaluation level RS : o -
Zs:;a?ymup G1 Sy Admin),Gz (. _ ), G3 (Data Entry), G4 (Execs)
Item Description Valid Range Gl G2 G3 G4
Maximum :
Sensitivity of data | O R IG G P. S, P
HP, TS
on the system
Minimum URICCPS,
Clearance of users HP, TS(NV), P
in the group TS(PV)
Most sensitive Caveat, el SRR _
category type Compartment, ~ None .None | ~ None None
Total volume of W
data MBytes 400 .
Volume of data at _
the maximum MBytes 2
sensitivity level
Total Pumbcr of lioN 10
users in the group .
Number of users at
the minimum lwN 10
clearance level - ,
Security -
environment type Open, Closed 0pen
User Interface - Limited function, o
Terminal type Full Function - Full
dumb, function -
Full function - int
intelligent
User Interface - Output only, _
Session type Transaction o
processing, .'lhvm proc { Trans proc
Interactive N
User Interface - - o
: Limited
Scope of Utilities Limited, Full lelted
External Hostile, Neutral, N ww : Neutral
eavironment Benign ' ;
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Table D.18 Risk Assessment DEPT X — Full Assessment with muitiple User Groups

Risk Assessment Record

System Identity .. ...... . - DEPTX
Evaluation level . .
User Group Identity G1 (Admin), G2 (Operators), G3 (Data Entry), G4 (Exec)

Item Description Valid Values Gl G2 G3 G4
Maximum Sensitivity of data 012335 2 2 2 2
Most sensitive category type 012 0 0 0 0
Roas 01,234,567 2 2l 2 2
Minimum Clearance of users - Rpip 012357 2 2 0 2
:Ie(ﬂsuitt!i‘:i t(;f data at maximum 0.25, 0, 0.25 : | o . 0 _0 25 0
::s"l‘t’l':‘t’; of data at maximum 0250025 | 0 | o |eas | 0
Adua 05, 025002505 .0 |0 0S5 0
clearange 0250025 | 0 o | o | 0
Proportion of users at miaimum 025, 0,025 o | o | o 0
Ager : 0.5, 025002505} 0. | 0O 0 0
Re -,01 00 | 1 0
DERI 0,1,2,345678| -0 | 0 1 0
Security environment type 0.5,0 0 | o 0 0
Terminal type 012 2 |2 2 2
Session type 012 2 2 1 1
Scope of Utilities 01 1 0 0 0
User interface -1,-0.5, 0 05 [ X1 0 0 0
External environment 05,0, 0.5 0 0 0 0
Reps -2,-1,01 0 0 0 0
Risk Index 01234 0 0 1 0

The worst case Risk Index of 1 indicates a minimum requirement of ITSEC evaluation level E3 (TCSEC
B1) is required. In this case, the separation into user groups did not produce a reduction in risk.

D.4 Compartmented System (COMP)

This example describes a system operating in Compartmented mode under which the Yellow Book
“minimum” TCS requirement can be reduced if system factors are taken into account,

The hypothetical system is aa intelligence gathering facility processing highly sensitive compartmented
material, located in a highly secure central agency office.

The database consists of 100 Mbytes of data, 10 Mbytes is at TS level.
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Of the 100 users, 20 are cleared to TS(PV) and the remainder to TS(NV). Not all the users have been
authorised access to every compartment. All users are connected to the system via dumb terminals and

access the database is via a transaction-based application.

The system is subject to strict configuration control procedures and no software development is carried out
on the system. The application software was developed externally by personnel cleared to Secret level.

The risk assessment is done in two ways, the Limited Yellow Book, and the full assessment.

this example, the partitioning into separate user groups is not appropriate since there are no distinctly

identifiable subgroups.

Table D.19 Security Parameters COMP — Limited Yellow Book Assessment

Full function - dumb,
Full function - intelligens

Security Parameters Record
System Identity L & “COMP
Evaluation level _ .
User Group Identity I All users
liem Description Valid Range Parameter

Maximum Sensitivity of data on the system | U, R, IC, C, P, S, HP, TS TS
Minimum Clearance of users in the group URICC,P,S, HP, TS(NV)

TS(NV), TS(PV) L
Most sensitive category type Caveat, gznnxfamm , ' Compiiunent
Total volume of data MBytes -
l\:;l;me of data at the maximum sensitivity MBytes R
Total number of users ia the group lwoN -
{::;xber of users at the minimum clearance lioN R
Security eavironment type Open, Closed Closed
User Interface - Terminal type Limited function,

User Interface - Session type Output only,
Transaction processing,, -

Interactive
User Interface - Scope of Utilities Limited, Full -

External environment

Hostile, Neutral, Benign
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Table D.20 Risk Assessment COMP — Limited Yellow Book Assessment

Risk Assessment Record

System Identity S COMP
Evaluation level . . S )
User Group Identity i :All Users (limited Yellow Book) - - .= -

Item Description Valid Values Value
Maximum Seasitivity of data 012335 -8
Most sensitive category type 012 2
R 0,1,2,3,4,567 i A
Minimum Clearance of users, Ryjy 0123,57 -
Volume of data at maximum sensitivity -0.25,0,0.25 -
Proportion of data at maximum seasitivity -0.25, 0, 0.25 -
Adua 0.5, -0.25, 0, 0.25, 0.5 -
Number of users at minimum clearance 0.25, 0,025
Proportion of users at minimum clearance -0.25, 0, 0.25
Ager 0.5, -0.25, 0,025, 0.5
R -1,0,1
DERI 0.1,2,345678
Security eavironment type 05,0
Terminal type 0,2 | iieiioa
Session type 01,2 | =
Scope of Utilities 01 AT
User interface -1,-0.5,0,05 -
External environment 0.5,0,05 et
Reye -2,-1,01 -1
Risk Index 01234 2

The Risk Index indicates a minimum requirement of ITSEC evaluation level E4 (TCSEC B2) is required.
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Table D21 Security Parameters COMP — Full Assessment with single User Group

Security Parameters Record

System Identity COMP
Evaluation level .
User Group Identity . All users
Item Description Valid Range Parameter
Maximum Sensitivity of data on the system | U, R, IC, C, P, S, HP, TS TS
Minimum Clearance of users in the group URICCPS, HP, TS(NV) g
TS(NV), TS(PV) Rt
Most sensitive category type Caveat, Compartmens, R .
None Compartment
Total volume of data MBytes 100
Volume of data at the maximum sensitivity MBytes 10
level -
Total number of users in the group lioN 100 .
Number of users at the minimum clearance 1N 80
level L
Security environment type Open, Closed Closed -
User Interface - Terminal type Limited function, SRR
Full function - dumb, | Full function - dumb
Full function - inselligens L .
User Interface - Session type Output only, o .V o
Transaction processing, Transaction processing
Interactive ‘ T
User Interface - Scope of Utilities Limited, Full " Limited
External environment Hostile, Neutral, Benign Benign
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Table D.22 Risk Assessment COMP — Full Assessment with single User Group

Risk Assessment Record

System Identity CcoMP
Evaluation level -
User Group ldentity All Users (full)

Item Description Valid Values Value
Maximum Seasitivity of data 01,235 5
Most seasitive category type 012 z
Renax 0,123,456,7 7
Minimum Clearance of users - Ruyip 012357 5
Volume of data at maximum sensitivity 0.25,0,0.25 .
Proportion of data at maximum sensitivity -0.25, 0, 0.25 -
Aduia 0.5, -0.25, 0, 0.25, 0.5 -
Number of users at minimum clearance -0.25, 0, 0.25 -
Proportion of users at minimum clearance <0.25, 0, 0.25 -
Ager 0.5, -0.25, 0, 0.25, 0.5 .
Rygj -1,01
DERI 0,1,23435678
Security environment type 05,0 0.5
Terminal type 012 1
Session type 012 1
Scope of Utilities 01 0
User interface -1,-05,0,0.5 -0.5
External environment 0.5,0,05 0.5
Rep -2,-1,0,1 -1.5
Risk Index 01234 1

The Risk Index indicates a minimum requirement of ITSEC evaluation level E3 (TCSEC Bl) is required.

D.S A Network of IAS Components (NET)

The following example is based on a simple network architecture compsising 6 components. The data
flow between components is illustrated in Figure D.1.
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Processing range: U-C Processing range: U-R
Leant cleted user: R ] Least cleared user: U

ting mode: Multilevel

Processing range: U-C
Least cleared user: U
Operating mode: Multilevel

Processing range: U-S
Least cleared user: C
ing mode: Mukilevel

Processing range: U-TS
Least cleared user: TS(NV)
ing mode: S Hi

Figure D.1 Network Datafiow
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The security parameters for each of the network components are specified in Table D.21.

Table D.23 Security Parameters NET Example

Security Parameters Record

|

System Identity - -NET .
Evaluation level -
User Group . ,
Item Description Valid Range Cpt 1 Cpt 2 Cpt 3 Cptd | Cpts Cpté6
Maximum ' ’ :
Sensitivity of URICCPS, g
data on the HP, TS S S TS
system '
Et?rﬂg of U R ICCP,S, :,. i
users in the HP, TS(NV), R C TS(NV)

TS(PV)
group
Most sensitive Caveat, .
category type Compartmeny, None None

None
Total volume of
data MBytes 20 10
Volume of data
at the maximum MBytes 5 1
seasitivity level
Total sumber of ol e '
users in the lwN 5. 2o 10 -5 5 2
group , |
Number of users L '
at the minimum lwoN Y 1 2 2 2
clearance level e '
Security
environment Open, Closed Open
type
User Interface - Limited function,
Terminal type Full function - D etk : _

dumb, ‘ 7 Full function - intelligent

Full function - ' G
intelligens
User Interface - Ousput only,
Session type Transaction
processing,,
Interactive
User laterface - : : e ‘
Scope of Limited, Full : Limited
Utilities S -
Extgmal Hostile, {Veulml, Neatral
environment Benign
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An initial risk assessment of each component in isolation is illustrated in Table D.22.

Table D.24 Risk Assessment NET Example

Risk Assessment Record

System Identity ’ Lo :
Evaluation level
User Group Identity e s

Item Description Valid Vialues e L\ coa|cps| P
Maximum Sensitivity of data 01235 200012 5
Most seasitive category type 012 0 0 0
Rimax 01,234586,7 2 2 3 3 5
Minimum Clearance of users 012357 0 2 2 5
- Rmin B
Volume of data at maximum | 4555,0,025 | ol o | oo
sensitivity S L
Proportion of data at 0250025 | 0 o ol o] o
maximum seasitivity Sra S .
Adas 05,0.25,0,025, | .4 ol ol ol

05 U ,

Number of users at minimum S SO T
clearance 025, 0,025 | 0 : - 0 0 0 0
Proportion of users at 0250025 |0l o fo | o oo
minimum clearance ST I
Auer 050250025 | ol ol ol ol ol e
Rug; -1,01 e ecjre | o 0 0
DERI 0,1,2345678| 11 1| 2 1 1 0
Security environment type 05,0 0 | 0 | O ] 0 0
Terminal type 012 2| 2 | 2 2 2 2
Session type 012 1.1 1.1 1 1 1
Scope of Utilities 01 0 10 0 0 0 0
User interface -1, 05,0, 0.5 010 0 0 0 0
External eavironment 05,0, 05 0] 0.1 0 0 0 0
Rep -2,-1,0,1 e b0 0 0 0 0
Risk Index 01234 1|1 2 1 1 0

The results of the risk assessment are given in Table D.23,
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Table D.25 Minimum Component Evaluation Levels NET Example

c Component . Minimum Evaluation
omponent ID Evaluation Level Risk Index Level rec?mewd by
Guidelines

1 E3 1 E3

2 E3 1 E3

3 EA 2 E4

4 E3 1 E3

5 E3 1 E3

6 E2 (] E2

Table D.23 indicates that all the components satisfy the recommendations of the Guidelines in isolation.

However, Table D.24 indicates that several of the components do not satisfy the Intra-zone connection
rules and the required overall Network Evaluation Level is not achievable, given current COMPUSEC

technology.
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Table D.26 Network Security Parameter Table NET Example

Network Security Parameter Table
Zone ID Whole Network
Table Evaluation Level see note a.
Table Minimum U
Table Maximum _ TS
ITSEC | ITSEC Least .
Cam;:;nent Eval. Func. | ci / Pr;cessmg llixpart IRmport Min | Max
Level Class User ange ange ange
1 E3 F-B2 R uC | RC |- UC R C
2 . E3 F-B1 U UR U-R UR U R
3 E4 FB2 | U u<c | uc uc u c
4 E3 F-Bl1 C U-s . .| U-S* U-s U S
5 E3 | FB2 | C us | use | us u s
6 E3 F-B2 | TSONV) UTS | USs* | UsS u TS
Notes

1. The evaluation level required to counter this level of risk is beyond the state of current
COMPUSEC technology.

2. (*) This range is not allowed by the latra-zone connection rules.

In order to satisfy the Guidelines it is necessary to partition the network into a number of zounes. The
partitioned network is represented in Figure D.2,
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Figure D.2 Network Dataflow with Zones

Processing range: U-C Processiag range: U-R
Least cleared user: R Least cleared user: U
i e: Multilevel i : i
4

\

, Device type : Integrity Filter
Processing range: U-C I : )
L c U Evaluation level : ES

Operating mode: Multilevel Processing range: U-S
Least cleared user: C

Device type : Diode | ing mode: Multilevel

Evaluation level : E; U-C
( N
L y
Processing range: U-S
Least cleared user: C
Opersting mode: Multilevel
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For Zone A, the Intra-zone connection rules and Cascading Problem Heuristic are reproduced in Tables
D.27 and D.28.

Table D.27 Intra-zone connection test — Zone A

Network Security Parameter Table
Zone ID Zone A
Table Evaluation Level E4
Table Minimum U
Table Maximum C
ITSEC | ITSEC Least .
Com;;;nent Eval. Func. | Cleared Pr;cessmg I’;;xport l’;nport Min | Max
Level Class User ange ange ange
1 E3 F-B2 u-Cc RLC u-C R C
2 E3 F-B1 U U-R U-R U-R u R
3 E4 F-B2 U U-C uU-C U-C §) C
Notes

1. The Intra-zone conaection rules are satisfied.
2. The Cascading Problem Heuristic must be applied since the Table Evaluation Level is greater

than E3.
Table D28 Cascade Heuristic — Zone A
Network Security Parameter Table
Zone ID Zoune A (E3 sub-zone)
Table Evaluation Level E3*
Table Minimum U
Table Maximum C
ITSEC | ITSEC Least .
C""'f;""" Eva. | Func. | Cleared P';‘“’"" ﬁ‘:’:’: Z"""’: Min | Max
Level Class User ange 8 ang
1 E3 F-B2 U-C RC u-C C
2 E3 F-Bl U U-R U-R U-R U R
Note

(*) This evaluation level does not satisfy the Guidelines which suggests there is a potential Cascading
Path between Component 1 and Component 2.
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Although Zone A satisfies the Intra-zone coanection rules, there is a potential Cascading Path between
Component 1 and Component 2. A possible solution to this problem is to isolate Component 2 ia its
own zone. Figure D.3 shows a revised architecture for Zone A.

R-C
U-C
ZONE Al
\ / J
“Processing range: U-C
Least cleared user: U
Operating mode: Multilevel
g \
Processing range: U-R
Loas clsrod wer: U ZONE A2
- " p,

Figure D.3 Zone A Partition

However, for the purposes of this example, we shall ignore this potential cascading path.

For Zone B, which is homogeneous, the components have a common pcocessing range (U-S). Hence, the
intra-zone rules and Cascade Heuristic do not apply.

For Zone C, there are no intra-zone coanections.
Table D.29 indicates that none of the zones have significant aggregate ancillary factors.
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Table D.29 Minimum Zone Evaluation Levels NET Example

Volume_ of data at | Number of Users Volume of data Number of users
Zone ID highest at lowest
classification level | clearance level Category BOTy
A 130 26 Medium Medium
B 40 10 Medium Medium
C 5 1 Low Low

Finally, we test whether the Inter-zone connections rules are satisfied. Table D.30 indicates that the
1 i .
rules are satisfied Table D.30 Inter-zone Data Flow Table

Inter-zone Data Flow Table
Sending Zone Receiving Zone Interconnection Device
D Eval. Processing ID Processing Least Type Eval.
Level Range Range Cleared Level
User
A | B u-C B | us | ¢ Diode E6
Integrity
B - U-§ A  Filter ES
B E3 U8 . C - Diode E6
C . U-TS B Fiter | (closed)
Note

Entries marked (-) are not applicable to the interconnection device type.
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