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Executive Summary

Harry Diamond Laboratories (HDL) is supporting the National Com-
munications System (NCS) in the analysis and testing of a high-
frequency (hf) transceiver and ancillary equipment to determine the
system’s ability to survive the high-altitude electromagnetic pulse
(HEMP) early-time (E1) criteria of DoD-STD-2169A." The hf trans-
ceiver can serve as an alternative means of communication for ele-
ments of the NCS if the landline service is severely disrupted. The
Harris Corporation (RF Communications Group) RF-3200 single side-
band (SSB) hf transceiver has been nominated by the NCS to be pre-
positioned at selected operating centers. The RF-3200 HF-S5B was
selected because of the compatibility of its operating standard with
existing installed equipment.

Initially HDL was asked to establish the HEMP survivability / vulner-
ability (S/V) of the Harris Corporation RF-3200 transceiver and ancil-
lary equipment. HEMP simulation testing revealed that this commer-
cial equipment was vulnerable to damage when exposed to a HEMP
environment. Based on the test and analysis results, HDL made
hardening recommendations. Transient protection devices (TPDs)
were chosen and incorporated into the system as external parts. The
HEMP S5/V assessment process was then applied to the hardened
system.

The program consists of pre-test analysis, HEMP simulation tests, and
post-test analysis. The mid- and late-time components of the DoD-
STD-2169A HEMP threat environment do not effectively couple HEMP
energy to this system so the HEMP S/V assessment is with respect to
the E1 component only. Test and analysis results based on other
HEMP threatenvironmentsare appropriately extended to address the
E1 threat. Determining the system S/V to other nuclear weapons
effects and extending the test data to address the use of the RF-3200
system for communications connectivity are beyond the scope of this
effort.

System-level HEMP hardness verification testing is bestaccomplished
by a radiated pulse illumination (PI) test of the complete system in a
typical (bul worst-case) deployment configuration. Due to the un-
availability of high-level PI testing facilities at HDL, the TACAMO
EMP Simulator (TES) at the Naval Air Test Center (NATC), was used
to produce the simulated HEMP environment. Of the possible system

*
DoD-STD-2169A, High-Altitude Electromagnetic Pulse Environment, 1985.




configurations, the dipole antenna and the maximum allowable cable
lengths are chosen as the representative unhardened test article. The
worst-case HEMP coupling to this system is obtained for the electric
(E-) field oriented along the dipole antenna and the system cables, and
the maximum field coupling to electronics that are mounted in a
typical unshielded rack.

The unhardened system was shown to be vulnerable to damage from
high-level pulsed electromagnetic environments. The simulation test
results provided information on the failure threshold for the trans-
ceiver system. The primary concern for HEMP S/V was to limit the
HEMP-induced antenna current without degrading the transceiver
performance. External TPDs were subsequently incorporated into the
system at the various electrical interfaces.

The hardened system was subsequently tested in a manner similar to
that used for the unhardened system. The pass/fail criterion for
HEMP survivability was that no failures be observed which could not
be corrected by power cycling. The test results indicated arcing effects
in the antenna feedline, which served to reduce the HEMP-induced
threat at the antenna coupler. The measured data also indicated
substantial current attenuation in both the antenna coupler and the
transceiver power supply transformer. The system was not damaged
after exposure to the maximum electromagnetic environment pos-
sible in the HEMP simulation tests. Based on the simulation test
results, the post-test analysis, and engineering judgment, the hard-
ened RF-3200 system, in a typical office building installation, can
withstand exposure to the HEMP threat environment. Specific
recommendations for the system installation are provided.




1.

Introduction

1.1

Harry Diamond Laboratories (HDL) is supporting the National Com-
munications System (NCS) in the analysis and testing of a high-
frequency (hf) transceiver and ancillary equipment to determine the
system’s ability to survive the high-altitude electromagnetic pulse
(HEMP) early-time (E1) criteria of DoD-STD-2169A [1]. The hf trans-
ceiver can serve as an alternative means of communication for ele-
ments of the NCS if the landline service is severely disrupted. The
Harris Corporation (RF Communications Group) RF-3200 single side-
band (SSB) hf transceiver has been nominated by the NCS to be pre-
positioned at selected operating centers. The RF-3200 HF-SSB was
selected because of the compatibility of its operating standard with
existing installed equipment.

The HEMP survivability assessment was accomplished in primarily
two phases: HEMP simulation testing on an unhardened RF-3200
system and HEMP simulation testing on a hardened RF-3200 system.
The unhardened system included the RF-382-01 antenna coupler and
the RF-1940 dipole antenna and was tested during August 1990. The
RF-3200 system, with the RF-3282 antenna coupler and the RF-1912
dipole antenna, was hardened with external protection devices and
tested during August 1991. Current-injection (CI) testing on selected
elements of the hardened system was undertaken during September
1991. The results for all phases of the survivability assessment are
presented and discussed.

Objective

The primary objective of the HEMP survivability assessment for the
RF-3200 is to establish the transceiver system survivability/vulner-
ability (S/V) when exposed to a HEMP threat environment. The
transceiver was tested in an operational configuration including an
antenna coupler and a typical broadband antenna. Simulation testing
serves to evaluate the transceiver performance when subjected to
incrementally increasing levels of a simulated HEMP environment.
The test article was tested in both a hardened and an unhardened
configuration, where the hardened configuration involves the instal-
lation of external transient protection devices (TPDs) at the various
system electrical interfaces. The RF-3200 system was exposed to
pulsed rf environments up to and including the maximum simulated
HEMP environment.
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1.2

Secondary objectives during testing were to document (1) perform-
ance degradations, (2) recoverable fault conditions, and (3) transient
protection capabilities. Commercially available or nondevelopmental
item (NDI) equipment that could be readily hardened to meet HEMP
survivability requirements may be beneficial to the Army. The pro-
gramresults would have future applicationsif similar NDIequipment
is incorporated into military systems.

Scope

The program consists of pre-test analysis, HEMP simulation tests, and
post-test analysis. The HEMP S/V assessment is with respect to the
DoD-STD-2169A threat environment, E1 component only. It can
readily be shown that the later time components of the DoD-STD-
2169A threat do not effectively couple HEMP energy to this system.
The HEMP coupling analysis uses the unclassified Bell Laboratories
double-exponential (DE) waveform [2] or a fast double-exponential
(FDE) pulse as the incident HEMP waveform. Due to limited radiated
pulse illumination (PI) capabilities for the DoD-STD-2169A HEMP
environment, this type of testing is also with respect to the DE
waveform. Additional testing attempts to address the system re-
sponse to the E1 threat or the system S/V to the E1 waveform is
established analytically. Results based on other threat environments
are appropriately extended to address the E1 threat. Determining
system survivability to other nuclear weapons effects is beyond the
scope of this effort.

The pre-test analysis establishes the worst-case antenna/cable cur-
rents that could be expected when the system is exposed to a HEMP
threat environment that has a DE or an FDE waveform. The pre-test
analysis also identifies the worst-case HEMP-induced stress at the
various system interfaces. The internal transient protection in the
RF-3200 system is discussed. Radiated PI testing illuminated a rep-
resentative test article, in both an unhardened and a hardened con-
figuration, with peak pulsed electric (E-) field levels from about 5 to
45 kV/m. Several pulses at each E-field level were applied until upset
or damage occurred or until the system was exposed to the maximum
pulse level. External TPDs were chosen based on the pre-test analysis
and the simulation test results for the RF-3200 system in an un-
hardened configuration. The RF-3200 system was subsequently tested
in a hardened configuration using radiated PI HEMP simulation
techniques.

The scope of the post-test analysis is limited to determining the upset
or failure thresholds, if any, for the representative test article. The




pertinent test data are included and form the basis for a statement of
the system HEMP S/V. The conclusions address the system HEMP
S/V with regard to the E1 threat environment as specified in DoD-
STD-2169A. Extending the test data to address the use of the RF-3200
for communications connectivity is beyond the scope of this effort.

2. System Description

The test article, as provided by the Harris Corporation (RF Commu-
nications Group), consists of the RF-3200 125-W HF-SSB transceiver,
the RF-382-01 or RF-3282 continuous duty antenna coupler, the RF-
3236R continuous duty power supply, and the RF-3238 continuous
duty blower kit. The transceiver, power supply, and blower are rack
mounted using the RF-3243 rack mounting kit. An RF-3252 dynamic
hand microphone and an RF-3249 electret condenser desk micro-
phone are supplied with the transceiver as standard equipment. The
broadband antenna is the RF-1912, which can be connected as a high-
radiationangle dipole or as a top-loaded vertical antenna. Alternative
antennas are the RF-1940 antenna, which canbe configured asa dipole
or long wire antenna, a whip antenna up to 35 ft (10.7 m) in length, or
a log-periodic antenna.

The RF-3200 transceiver has a power output of 125 W average, using
the RF-3238 blower for thermal protection. The RF-3200 transmits
from 1.6 to 30 MHz and receives from 0.5 to 30 MHz in 10-Hz steps.
Accordingto the manufacturer, the transmitter linear poweramplifier
(LPA)is fully protected from impedance mismatch, including open or
shorted antenna conditions, and from thermal overload. The receiver
has 30 V__ overload protection. The RF-3200 has diagnostic fault
detection capability for excessive forward power, excessive reflected
power, excessive voltage standing-waveratio (VSWR), over-tempera-
ture, and antenna coupler fault conditions.

The RF-382-01 or RF-3282 antenna coupler automatically matches the
transceiver 50-Q rf input/output (I/O) to a variety of antenna types
over the 0.5- to 30-MHz frequency range. The antenna coupler allows
continuous operation at 125 W average power. The RF-382-01 coupler
can be located up to 250 ft (76.2 m) from the transceiver; however, the
RF-3282 coupler requires an rf coaxial cable no longer than 150 ft
(45.7 m). Coupler tuning is fully automatic, either from memory or by
an initial learning sequence. The antenna coupler will automatically
cut-back or bypass the antenna 1/0O on over-temperature, over-volt-
age, or excessive VSWR fault conditions.
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The broadband antenna could be the RF-1940 portable antenna kit,
which consists of a 30-ft (9.1-m) coaxial cable (roughly 7-m RG-59B/
U-supplied), a dipole adapter, two 23-m-long wires, each with storage
spoolsand 70 ft (21.3 m) of cord with throw weights. The wire sections
can be quickly deployed as a dipole or long wire antenna. The
transceiver could also be deployed with a 9- to 35-ft (0.9- to 10.7-m)
whip antenna or the RF-1912 high-radiation angle dipole; however,
the worst-case transient stress is obtained with the 46-m center-fed
dipole antenna (see sect. 3.2.1).

3. Pre-Test Analysis

The first step in the HEMP S/V assessment process is the identi-
fication of all possible vulnerable elements of the system. Figures 1(a)
and 1(b) show a typical deployment configuration for the unhardened
and hardened RF-3200 transceiver systems, respectively. The test
article consists of the following subassemblies:

(1) RF-3200 transceiver,

(2) RF-3236R continuous duty power supply,
(3) RF-382-01 or RF-3282 antenna coupler,
(4) RF-1940 or RF-1912 antenna kit,

(5) RF-3252 or RF-3249 microphone, and

(6) the associated cables.

This equipment complement is considered to be representative of the
fielded transceiver system. Variations to the system include the an-
tenna, the antenna coupler, and the microphone. The hardened sys-
tem uses the RF-3282 antenna coupler rather than the RF-382-01
coupler. External TPDs are installed at each end of the rf line, at the
coupler antenna /0, and on the transceiver power input as shown in
figure 1(b). The transceiver would normally be fielded in unshielded
office buildings so that it would be exposed to nearly the full threat-
level HEMP environment.

After the identification of the system elements, the next step is to
eliminate those elements which are not mission essential. The trans-
ceiver could operate ata single frequency withoutanantenna coupler,
into a broadband antenna or possibly without other system options;
however, inthis effortall system elements described above are consid-
ered mission essential. Upset criteria for this system have not been
developed, so that a HEMP-induced failure of any system element




Figure 1. Typical
configuration for the
(a) unhardened RF-
3200 system and (b)
hardened RF-3200
system.
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would determine the HEMP S/V of the entire system. It is important
to note that landline communications are not considered part of the
possible deployment configurations. The transceiver rear panel con-
nector (A7]3) for ancillary equipment, such as computer terminals or
modems, is not included in the S/V assessment, but should be
addressed if it is used in the fielded transceiver system.

Some devices or subassemblies—cables and antennas as well as
dipole adapterand antenna feed line—are normally considered inher-
ently hard to HEMP effects. Any arcing that may occur due to the large
HEMP-induced voltages would reduce the HEMP stress at the cou-
pler antenna 1/O. The HEMP-induced effects on the microphones are
small, due to the small size of the microphones, so that the micro-
phones canbe considered inherently hard. The potentially vulnerable
system elements can be reduced to the RF-3200 transceiver, the RF-
3236R power supply, and the antenna coupler(s). The HEMP effects
on these system elements include both direct field coupling and
conducted interference on the electrical connections.
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3.1

Electrical Connections

The RF-3200 transceiver has electrical connections only on the front
and rear panels. Table 1 lists the electrical connections to the trans-
ceiver and the interconnect diagram is shown in figure 2 [3]. The front
and rear panel views of the transceiver are shown in figures 3 and 4,
respectively. The front panel headphonejackisincluded in table 1, but
is not considered essential (and headphones were not supplied), so
headphones were not used in the simulation tests or addressed in the
S/V assessment. The rear panel connections, showing pin designa-
tions, are presented in figure 4. The rear panel accessory power
connector, cw key, and accessory connectorare included in table 1and
in figure 4, but were not connected in the test article or considered in
the assessment process. For elements that are not considered in this
assessment, the effect on the HEMP S/V would have to be addressed
if those elements were used in the fielded system.

Table 1. RF-3200 Electrical Connections

Connector Pin Signal Connector Approximate length
designator No. description location of associated cables
A2]3 (headset) Phone jack Headphone audio Front panel Not supplied
1 Condenser mic
2 Mic A+
3 Handset sense 1.5 ft coiled
A2]2 (microphone) 4 Earphone (+) Front panel (roughly 3 ft total)
5 Push to talk (+)
6 Push to talk (-)
7 Audio ground
8 Dynamic mic
A7]9 (cw key) cw jack Optional cw key Rear panel Not supplied
A7]3 (accessory connector) See fig. 5 Optional Rear panel Not supplied
ASWI (antenna connector) TypeN rf receive/transmit Rear panel Up to 250 ft RG-213/U
30 ft RG-58A /U supplicd
ASA2 (dc power cable 1 13.6-Vdc power Rear panel 5 ft coiled
from RF-3236R) 2 ground (see fig. 5) (inside rack)
2 {accessory power P2-1 13.6-Vdc power Rear panel Not used
switch connector) P2-2 ground (see fig. 5)
Coupler power/control  Sce table 2 Multiconductor Rear panel  Up to 250 ft custom-built
cable power/control cable  (see fig. 5) 100 ft supplied
Ground connection Ground lug Safety ground Rear panel Less than 10 in.
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Figure 2. RF-3200 interconnect diagram.

3.2

The RF-382-01 antenna coupler has an rf transceiver connection (J1)
and an rf antenna connection (J2) as described in table 2. This antenna
coupler requires a separate power/control cable from the transceiver
(J3) (see fig. 1(a)). Note that the RF-3282 antenna coupler has the same
connections except that it uses only one multiplexed coaxial line (J1)
for power, control, and communication (see fig. 1(b)). The RF-3236R
power supply has an ac power input from the commercial power
service and a permanently attached dc power output cable, as de-
scribed in table 1.

HEMP Coupling Analysis

The RF-3200 transceiver is fairly well defined in terms of the possible
coupling paths to interface circuits for a typical deployment configu-
ration. The system is assumed to be deployed so that it would be
exposed to nearly the full threat-level HEMP environment, as speci-
fied in the E1 component of DoD-STD-2169A. The coupling paths to
the RF-3200 interface and internal circuits include direct field cou-
pling and HEMP-induced transients on the dc power, microphone,

15




Figure 3. RF-3200 front
panel view.
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5—Earphone+
6—Handset sense
7—Audio GND
8—Audio GND

ground, and coupler connection(s). The possible coupling paths to the
RF-3236R power supply interface and internal circuits include direct
field coupling and HEMP-induced transients on the commercial
power service and dc power cable. The possible coupling paths to the
antenna coupler(s) interface and internal circuits include direct field
coupling and HEMP-induced transients on the antenna, ground, and
transceiver connection(s). HEMP coupling to ground straps and con-
nections does not typically involve sensitive circuitry and is normally
important only for safety considerations. The various ground connec-
tions are required for proper operation, so they are assumed to be
electrically bonded and are not considered in the coupling analysis,
but are monitored during simulation testing. Direct field coupling to
internal circuits is estimated based on the worst-case coupling to the
largest loop of wire that could be contained in a given enclosure.
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Figure 4. RF-3200 rear
panel connections.
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Anhftransceiver was previously tested under the Army NDI harden-
ing guidelines program [4]. A Harris RF-350K transceiver system was
chosen as a typical NDI to which general hardening guidelines were
applied before CI testing. The results of this previous effort, in some
cases, are directly applicable to the HEMP S/V assessment of the RF-
3200 system. Information from previous tests or analyses that is
applicable to the RF-3200 system is included as appropriate.
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Table 2. RF-382-01 Electrical Connections

Connector Pin Signal Connector Approximate length
designator No. description location of associated cables

J1 (rf LPA) Type N rfI/Oto Rear panel Up to 250 ft RG-213/U
transceiver 30 ft RG-58A /U supplied

J2 (vf antenna) Lug nut rf1/Oto Front panel 20 ft RG-59B/U supplied
antenna

Not connected
Not connected
Not connected
Ground
Operational status
+13.6-Vdc power Up to 250 ft custom-built cable

Key disable
Keyline Rear panel
Not connected 100 ft supplied
Tune power request (14 pin)

Retune

+13.6-Vdc power

Coupler bypass
Ground

]3 (power/ control)

ZZOR—= =T IO E >

Ground connection  Ground lug Safety ground Front panel Less than 10 in.

The HEMP coupling analysis is based on worst-case models of indi-
vidual coupling paths. Synergistic and nonlinear effects are best
determined through HEMP simulation testing. The coupling models
used include monopole, dipole, and loop antennas, transmission
lines, and transferimpedance models to calculate the coupling through
braided cable shields. This section calculates the HEMP-induced
stress at the various system interfaces under worst-case conditions.
Section 3.3 addresses the existing internal transient protection in the
test article subassemblies. The conclusions that can be drawn for the
inherent hardness of the unhardened RF-3200 system are presented in
section 3.4.

3.2.1 Antenna Coupling Analysis

The primary operational configuration chosen for the RF-3200 system
is based on the worst-case HEMP-induced stress. The
46-m center-fed dipole antenna response, elevated high enough over
ground to be considered in free-space, represents the maximum
coupling configuration of the possible deployment configurations.
When configured as a long wire antenna (or with the other antenna
options) and exposed to the corresponding worst-case HEMP threat,
the wire length is not sufficient to develop a larger HEMP-induced

.




Figure 5. HEMP
response of a 46-m
free-space dipole.

stress than in the RF-1940 dipole deployment configuration. The
worst-case coupling configuration is thus taken to be a 46-m center-
fed dipole in free-space, illuminated by a horizontally polarized
E-field which has a DE or an FDE waveform and a peak amplitude of
50 kV/m, and is incident from overhead. The HEMP S/V of other
operational configurations are addressed based on the assessment
results for the primary configuration.

The RF-1940 dipole plane wave impulse response was obtained with
the Numerical Electromagnetics Code (NEC) and represents a highly
accurate calculation of the antenna short-circuit current (I_) in the
frequency domain [5]. The [ impulse response is combined with the
incident HEMP E-field spectrum, to obtain the HEMP-induced tran-
sient response through Fourier inversion. The HEMP-induced I__ at
the center of the RF-1940 antenna (located in free-space) is shown in
figure 5. The peak current is roughly 2300 A and the resonant fre-
quency is 3 MHz. For a 35-ft (10.7-m) monopole antenna, the HEMP-
induced I has a peak amplitude of about 2000 A with a resonant
frequency of 7 MHz.

The HEMP-induced current for the RF-1912 dipole antenna is also
calculated using the NEC. This antenna is mast mounted ata height of
30 ft (10.7 m) and is configured as a high-radiation-angle dipole as
shown in figure 6(a). The HEMP-induced I at the center of the
antenna (located in free-space) is shown in figure 6(b) for horizontal
polarization and overhead incidence. The peak I is roughly 900 A,
with a resonant frequency of about 6 MHz. The radiation pattern of
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Figure 6. RF-1912

free-space antenna:

(a) typical con-
figuration and (b)
HEMP induced
response,
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this antenna is enhanced at high-radiation angles when operated over
a good ground plane. This is shown in figure 7 where the peak I__ for
an antenna height of 10 m is about 1800 A for a ground conductivity
of 0.02 mhos/m and a relative permittivity of 15.

The corresponding open-circuit voltage waveform, V_(t), is deter-
mined in the frequency domain from the antenna impedance. The
peak V_. can be approximated as E i where E  is the peak E-field
amplitude along the antenna and  is the dipole half length: The peak
load current (I}) is related to the peak I_. through

I=1.Z\(Z4 + Z;), ¢))




Figure 7. HEMP-
induced response of
the RF-1912 antenna
at a height of 10 m.
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where Z, is the antenna impedance and Z, is the antenna load
impedance. Under matched conditions, then, the transient stressat the
antenna coupler is I__/2; however, the calculated I represents an
upper limit to the HEMP-induced stress and is a good approximation
in the case of a dipole with a 50-Q2 load.

The HEMP-induced transient response for the RF-1940 dipole, located
ata height of 2 m over a lossy ground plane, is shown in figure 8. The
ground plane is characterized by a conductivity of 0.01 mhos/m and
arelative permittivity of 15, which represents typical moist soil. Ascan
be seen in the figure, the proximity of the ground plane serves to
modify the antenna impedance and resonance characteristics and
resultsina peak I of less than 900 A. Ground parameter variations are
not investigated since the manufacturer recommends the RF-1940
antenna be deployed as far above the ground plane as possible to
optimize the transceiver performance. For the purposes of the HEMP
S/V assessment, the ground proximity effects are neglected so that
system survivability to the worst-case HEMP-induced transient im-
plies survivability for all other deployment configurations. Thus the
RF-1940 dipole antenna, located high enough over the ground plane
to be considered in freespace, represents the worst-case system de-
ployment configuration for HEMP coupling.

The free-space RF-1940 dipole frequency domain response is shownin
figure 9 for both the Bell Laboratories DE and an FDE pulse. The FDE
pulse is obtained by increasing the DE pulse exponential risetime and
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Figure 8. HEMP
response of a 46-m
dipole at a height of
2m,

Figure 9. Free-space
dipole spectral
response comparison
for DE and FDE
incident pulses.
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falltime parameters an order of magnitude. In the time domain the
FDE pulse approximates the E1 waveform. As can be seen in the
figure, the FDE has less low-frequency energy content but more hf
energy content compared to the DE. The corresponding transient
response is shown in figure 10 (the FDE response has been shifted in
time), which implies that the FDE pulse is a less severe threat for this
antenna deployment configuration. Similar conclusions would result
for the RF-1912 antenna illuminated by an FDE pulse waveform.
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Figure 10. Free-
space dipole
transient reponse
comparison for DE
and FDE incident
pulses.
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The FDE pulse could be a more severe threat for other deployment
configurations or antennas (such as a 1-m whip antenna) compared to
the DE pulse, but the maximum HEMP-induced peak transient is still
given by figure 5. Similar conclusions would result for the E1 threat
waveform; however, a faster risetime HEMP-induced transient could
affect the operation of the surge protection circuits. The TPD clamping
voltage increases proportional to the risetime of the stress waveform;
however, the FDE pulse results in a significantly smaller HEMP-
induced amplitude. For practical purposes, then, the E1 threat wave-
form represents a less severe stress to sensitive circuits but could lead
to higher frequencies being coupled to these circuits. In those cases
where this difference in frequency content can be neglected, surviv-
ability to the DE threatimplies a high confidence in survivability to the
DoD-STD-2169A E1 threat waveform.

Cable HEMP Coupling Analysis

The cables to be considered for the HEMP coupling analysis are the
cable(s) between the transceiver and antenna coupler and the micro-
phone cable. The antenna coupler is located close to the antenna,
whereas the transceiver can be located up to 76 maway and connecled
by an RG-213/U coaxial cable (10-m RG-58A/U supplied). The RF-
382-01 antenna coupler also uses a 14-conductor power/ control cable
(roughly 46 m supplied) which has a metal foil overall shield. The
HEMP coupling to the antenna feedline (recommended to be as short
as possible) is neglected since it is small compared to the HEMP-
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induced antenna response. The cable deployment could be arbitrary,
but the configurations considered are horizontal cables deployed near
the ground.

A vertically polarized E-field, incident at a 22-degree elevation angle,
ona 76-m horizontally oriented cable (modeled as a transmission line
ata height of 0.1 m), would induce a cable shield current less than that
for horizontal polarization. The case of a vertically polarized incident
HEMP is neglected and the cables are considered to be oriented
horizontally over a real earth. The soil conductivity, which would
maximize the HEMP coupling and still represent typical moist soil, is
considered to be 103 mhos/m. The induced transient owing to an E1
threat waveform would be lower than that of the DE waveform since
the cable response is proportional to the incident pulse width.

The microphone cable is modeled as a monopole antenna (since the
cable shield is shorted to the transceiver) of length h = 1 m, which
corresponds to a resonant frequency of about 80 MHz. The HEMP-
induced open-circuit voltage can be readily calculated from the inci-
dent field amplitude, E, as

Viocgmp=Eoh/2 = 25 kV. )

For a wire radius of 2 mm, the source impedance of the induced
transient pulse is 626 Q, which leads to a short-circuit current of 40 A.
The microphone cable is shielded but the shield parameters are not
known, so we take the current attenuation at 80 MHz to be a factor of
two for a worst-case coupling analysis. The peak cable shield current,
L,is the HEMP-induced short-circuit current. This current is assumed
to be attenuated by 6 dB in passing through the cable shield and
appearsasabulkcable current. The HEMP-induced bulk current peak
amplitude is then 20 A, which divides among the internal conductors.
The HEMP-induced wire current for multiconductor cables is dis-
cussed in detail in the Braided Shield Cables section.

Cables Lying on the Ground. According to Vance [6], the HEMP-
induced cable shield current, for cables lying on or near the ground,
can be calculated according to:

1t
1) ~ 10%(z0t7/0) *EoDyy exP("/’f)%—r f " exp(u2)du , 3)
where 0
g, = 885x1072F/m,
o = 103 mhos/m, and
D, = 1forworst-case horizontally polarized illumination.
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For worst-case coupling, the incident E-field is taken to be a single-
exponential pulse, horizontally polarized, with peak amplitude E, =
50kV/mandanexponential falltime, = 250 ns. The peak cable shield
current is then

L~6.1 x 10°Eg(eti/o)'? = 1434 A 4

and its time of occurrence is f, ~ 0.85t¢ = 213 ns. For an FDE pulse, ;=
25 ns so that I, = 453 A and its time of occurrence is ¢, = 21 ns. The
calculated HEMP-induced transientis applicable to cables longer than
the critical line length or cables shorted to the soil at both ends. The
peak current will be obtained for bare cables of length greater than the
critical line length, L., where

L.=10%eptf/0)’ = 47 m , Q)

and for insulated cables of length
Lc>5 x 10%{10 k In(b/a)]'/2 (6)

where a = conductor radius, b = insulation radius, and k = insulation
dielectric constant. For RG-213/U cable and dielectric jacket param-
eters, the 76-m cables under consideration will not develop the full
peakcurrentas calculated inequation (4), since L= 86 m; however, the
cable shield is effectively shorted to the soil at both ends through the
equipment ground connections.

The worst-case HEMP-induced current pulse with peak amplitude, I P,
can be approximated by a DE waveform as follows

I ()= IO(e_b’ - e—at) ’ (7

with parameters

b = 4x100s7],
a = 2x107s1 and
IO = 2690 A =1.876 Ip.

The energy content of this pulse can be found by integrating the pulse
power over time. A typical characteristic (surge) impedance, Z,, for
small cable heights over a lossy ground plane, is 100 Q, which implies
Voenemp = 140 kV. To calculate the pulse energy content, integrate

O
over all time, so
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w:j LdtYZodt = 2.35 x 1077122y 3 (8)
0

which leads to a HEMP-induced energy content of about 48 J.

Braided Shield Cables. The coupling of the HEMP-induced currenton
the cable shield to the cable inner conductors can be determined if the
shield transfer impedance is known. Typical braided shield param-
eters are used to estimate the worst-case internal cable current. For
multiconductor cables, aninternal bulk cable current, I, is calculated
and assumed to divide among the individual conductors. Based on the
number of conductors and the termination impedances, a wire cur-
rent, I ,is calculated which represents the HEMP-induced individual

w’

pin currents.

The braided shield cable transfer impedance can be written as
Zr=24+jwM,>, 9)

where Z , represents diffusion of electromagnetic energy through the
metal, based on the braided shield dc resistance per unit length, R,.
The second term is based on a mutual inductance, M, ,, which repre-
sents penetration of the magnetic (H-) field through elliptical holes in
the cable shield.

For RG-213/U cables, R;= 4.0 mQ/m and M, = 0.25 nH/m. For RG-
58A/U cables, R;=13.7mQ/mand M,, = 0.53 nH/m [6]. The power/
control cable for the RF-382-01 coupler has a metal foil shield and is
assumed to be characterized by the same parameters as RG-213/U. In
the interest of presenting a concise HEMP coupling analysis, the bulk
cable current is calculated at a discrete frequency so that the HEMP-
induced stress is approximated by a damped sinusoid with a peak
amplitude determined by the cable shield transfer impedance at this
frequency. The resonant frequency associated with these cables corre-
sponds to poor shield terminations (i.e., poor connector backshell
conditions) and is calculated according to the resonant frequency of a
dipole antenna of length, L, as

f=c/2L =3 x 1082(76) ~2 MHz . (10)

This is probably representative of the RF-382-01 power/ control cable,
since the cable shield is not terminated at the transceiver and is
pigtailed to the ground pin at the coupler connection. The dipole
resonant frequency is not completely realistic for coaxial cable
backshells, but is typically a better approximation than a monopole
resonant frequency (i.e., 1 MHz). This results in a worst-case coupling




calculation since the induced current and voltage are directly propor-
tional to the cable transfer impedance at the resonant frequency.

The inner conductor response depends on the transferimpedance and
the internal cable termination impedances Z, and Z,. For 50-Q coaxial
cables, Z, + Z, =100 Q. At 2 MHz the cable transfer impedance is 5.1
and 15 mQ/m for RG-213/U and RG-58A /U, respectively. The open
circuit voltage, V_, developed between the inner conductor and
shield is

Voe =LZ1L . (11)
The HEMP-induced bulk current on the inner conductor is given by
IB=ISCZTL/(Zl +ZL’) . (12)

ForRG-58A /U, the magnitudeof V_.at2 MHzisabout 1635V, and for
RG-213/U, about 556 V. Thus for RG-58A/U, I; = 16 A, and for RG-
213/U,I;=5.5 A, with a 100-Q source impedance.

For multiconductor cables the bulk cable core current is given by
Ip=VoclZ (13)

where Z is a source impedance f~r multiconductor cables. A typical
source impedance value estimated for multiconductor cables is a
resistance of 100 2 {7]. Under these approximations, the bulk cable
core current on the RF-382-01 power/control cableisalso 5.5 A. Below
about 1 MH7, the bulk cable core current will be distributed among the
N multiconductors according iv the termination impedances at the
interfaces. At higher frequencies, the bulk cable core current will be
approximately equally distributed among the 14 conductors as fol-
lows (for N > 4):

1L =IyNY?=55/3.74=15A , (14)

where the superscript i denotes the individual conductor under
consideration. The open-circuit voltage is 556 V as before, which
implies a source impedance of 371 Q. For N < 4, the worst-case wire
current is taken to be I;/2. Thus for the coaxial cables, the HEMP-
induced wire current is 8 A for RG-58A /U and is 2.75 A for RG-213/
U. The wire current must be constrained to the common mode voltage,
V_. as follows:

oc’

I < VolR' (15)

where R’ represents the wire termination resistance. It is important to




3.2.3

note that the multiconductor wire currents are common mode cur-
rents. Bipolar electronic circuits are vulnerable to differential mode
currents so that a common mode to differential mode conversion
factor is required. A conversion factor of 20 dB is a reasonable
assumption for most well-balanced lines, whichimplies a differential
mode current of about 0.15 A.

Cable Connectors. The coupling of the induced shield current to the
inner conductors through the cable connectors is also caused by a
transfer impedance. The cable connector transfer impedance com-
prises a dc resistance and a mutual inductance. For typical coaxial and
multipin connectors, the transfer impedance mutual inductance val-
ues are orders of magnitude smaller than that associated with the
cable shield, whereas the dc resistance is on the same order as the cable
shield resistance. For the cable shields and connectors used in this
system, the high-frequency coupling associated with connector leak-
age canbe neglected compared to the leakage through the cable shield,
except for the RF-382-01 coupler power/ control cable. This cable has
a metal foil overall shield, which is pigtailed to the ground pin at the
coupler so that the connector and cable assembly would not provide
a high degree of electromagnetic shielding. Hf coupling effects asso-
ciated with the E1 pulse would be more prominent for this cable
assembly than for typical coaxial cable connectors.

HEMP Coupling to Internal Circuits

The worst-case IEMP coupling to internal wires is based on the
maximum coupling to the largest loop of wire that could fit inside a
given enclosure. The internal coupling considered here includes the
13.6-V 4, two-conductor power cable from the RF-3236R power sup-
ply to the transceiver, and hypothetical wire loops inside the power
supply and transceiver enclosures. The 13.6-V ; power cable could be
formed into a loop with a maximum area, A, of about 0.3 m2. The ac
and dc power cables inside the rack are coiled and fastened to the rack
with cable ties, which would later be cut to length during installation.
This would be the recommended practice along with the avoidance of
creating wire loops. HEMP coupling to the ac power cable within the
rack is not calculated (but is monitored during simulation testing)
since the HEMP-induced transient on the commercial power service
is the worst-case stress to the power supply. Wire loops that could be
formed within the transceiver and power supply enclosures would
have a maximum area of about 0.07 m2.

Internal wires can collect HEMP energy and, if connected to sensitive
circuits, can represent a viable coupling path to these internal circuits.
Since the rack or enclosures are not an electromagnetic shielded




design, it is difficult to establish a shielding effectiveness (SE) for the
enclosures. For worst-case coupling calculations, the threat-level inci-
dent HEMP amplitude is used for coupling inside the rack; however,
the electronic enclosures and the rack combined could reasonably be
expected to provide some attenuation of the peak field amplitude. For
field-to-wire coupling inside the electronic enclosures, the peak field
amplitude is assumed to be attenuated by 20 dB.

A loop antenna is resonant when the loop circumference is a full
wavelength, so that the dc power cable would collect HEMP energy
around 150 MHz and wire loops inside the equipment enclosures
would be resonant around 300 MHz. The loop antenna impedance, Z,
at resonance is primarily inductive so that the peak I can be calcu-
lated directly. The peak I induced inaloop antenna with inductance,
L ,, can be calculated according to

fse=Voc/Z = pAH/L4 (16)

where u is the permeability of free space (i.e., 12.57 x 10-7H/m) and
H is the incident H-field normal to the loop. The incident H-field is
assumed to be uniform over the loop area and to have a peak value of
133 A/m inside the rack and 13.3 A/m inside the electronic
enclosures.

For the two-conductor dc power cable, the total wire radius is about
0.005 m, which could be formed in a loop of radius 0.3 m. This leads
to a loop inductance of 1.6 x 10~® H and a source impedance of 1500 Q
at 150 MHz. The HEMP-induced bulk cable current then has a peak
value of 31 A and a damped sinusoid waveform. The worst-case wire
current is taken to be a 150-MHz damped sinusoid with a peak value
of 16 A and a peak HEMP-induced open-circuit voltage, V_,ryp =
23 kV. For short cables, a typical damping coefficient, Q, is about 24,
so the pulse will decay to 50 percent of the peakamplitude in six cycles.
Integrated over ten cycles, the corresponding energy content is about
0.1 ]. The HEMP-induced load voltage would be much smaller for a
typical load impedance. The corresponding energy content would be
much smaller than the square pulse failure power of even the most
sensitive circuits; however, device failure would depend on the actual
HEMP stress waveform delivered to these circuits.

For hypothetical wire loops inside the electronic enclosures the wire
radiusis taken to be 0.005 m, which could be formed ina loop of radius
0.15 m. This leads to a loop inductance of 4.5 x 10~7 H and a source
impedance of 848 Q at 300 MHz. The HEMP-induced worst-case wire
current is thus calculated to be a 300-MHz damped sinusoid with a
peak value of 2.6 A and a peak V_ ;- \4p = 2.2 kV. Inside the electronic
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enclosure the HEMP-induced energy content (integrated over ten
cycles) can be calculated to be about 0.8 m].

These transients are representative of the direct field coupling which
could result under worst-case conditions. The HEMP-induced energy
for this coupling mechanism may not be negligible; however, the
power which could be delivered to internal circuits is small compared
to typical device damage power levels. The analysis indicates the
HEMP survivability of the transceiver system due only to direct-field
coupling, which is verified during the threat-level PI tests, based on
the system functional response.

Circuit Survivability Analysis

The Wunsch junction heating model [8] isbased on empirical dataand
results in a thermal threshold which leads to a failure power, P,, for
device failure. The power for junction failure of semiconductor de-
vices is dependent on the applied pulse duration and an empirically
determined damage constant. For pulse widths from 100 ns to 1 ms,
the failure power can be estimated according to

Pr= Kt (in watts) (17)
where
t = rectangular pulse width in seconds, and
K = empirical damage constant.

A more general form of this equation is
Pr=Ar? (in watts) (18)

where A and B are both determined empirically. For semiconductor
devices this power is dissipated according to

Pr=IVip + I7R; (in watts) , (19)
where
If = junction failure current,
Vgp = junction breakdown voltage, and
R, = surge resistance.

The failure current and voltage for a given semiconductor device can
thus be calculated according to




= [—VBD +(vapt+ 4R5Pj)1/2]/2R5 , and (20)
Vi=Vap+IR;. (21)

The empirical damage data are based on rectangular pulses; however,
HEMP-induced transients are usually damped sinusoids with a reso-
nant frequency, f,, and damping coefficient, Q, which are specific to
individual coupling paths. A rectangular pulse to sinusoid conversion
can be derived for Q > 8 [9]. For a typical Q of 24, the equivalent pulse
width is given by ¢ = (2.57f,)"1. This model is applicable for square
pulse widths greater than 100 ns, so that for hf transients, device
failure should be based on empirical data.

To determine the inherent hardness of an interface or circuit requires
knowledge of the Iand V;, which are propagated back through the
circuit to determine the HEMP source at the circuit terminals that is
required for failure. This failure current and voltage at the circuit
terminals, I and V7, are determined through circuit analysis and
compared to the HEMP stress at the terminals. The HEMP-induced
Theveninvoltage source, V,_ (, required to provide a terminal voltage,
V5 is given by

Voc,f= VT(RL + Zs)/RL s (22)

where

R, = circuit (load) resistance and
Z = HEMP-induced Thevenin-Norton source impedance.

The HEMP-induced Norton current source, | sc.f7 required to provide
a terminal current, I, is given by

Iscf= I’I‘(RL + Zs)/z.s ’ (23)

where R; and Z_ are as previously defined. For worst-case analysis
purposes, the terminal currents and voltages are often taken to be
equivalent to the device failure current and voltage (i.e., I = I;and
Vi=V)). '

A comparison of the Thevenin-Norton source parameters required for
failure (ie.,, V, and I p) to that determined in the HEMP coupling
analysis (i.e., Voo Emp @0 I ppygp) leads to a hardness margin (HM)
for the circuit. The HM, in decibels, for a given circuit can be calculated
by

HM =20 log(lsc[/lsch'EMI') N (24)
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or by
HM =20 log(Vic, i/VocHEMP) - (25)

The HM provides an estimate of the inherent hardness (or vulnerabil-
ity) of a circuit. In those cases where the HEMP-induced Thevenin-
Norton source impedance is much greater than the circuitload imped-
ance (i.e., Z, >> R)), the failure current simplifies to If = I, and

HM =20 log(];/IquEMp) . (26)

In those cases where the HEMP-induced Thevenin-Norton source
impedanceis muchlessthanthecircuitload impedance (i.e.,Z_ <<R,),
the failure voltage simplifies to V= V7, and

HM =20 lodVT/Voc,HEMP) . (27)
Internal Transient Protection in the RF-3200

The RF-3200 transceiver has internal transient surge protection on the
dc power supply input, the rf I/O connection, and when configured
for the RF-382-01 coupler, at the power/ control cable connection from
the transceiver to the antenna coupler. The antenna couplers have
surge protection at the rfI/ O connector, at the antenna 1/ O connector,
and for the RF-382-01 at the power/control cable connection. The
protection at these interfaces is a combination of transZorbs, metal-
oxide varistors (MOVs), rectifier diodes, and passive filtering. The
available information for the transient protection capabilities in each
of these areas as provided by the manufacturer, is included here for
completeness.

The RF-3200 dc power input protection is afforded by two transZorbs.
These two transZorbs will clamp a voltage spike on the supply line to
a maximum of 32 V while shunting a total of 19 A to ground. Once
clamped, passive inductor/ capacitor filter networks slow the rise and
fall times of the 32-V pulse and prevent damage to the radio circuits.
The transceiver dc power supply inputis also protected from negative
voltage spikes with a rectifier diode placed across the power supply
lines. This diode has the capability of handling 40 A of currentand will
clamp the voltage pulse toa maximumof-1V. According to the Harris
Corporation, the protection circuit has been verified to an 850-V,
40-A pulse with a rise time of 10 microseconds (us) and a fall time
of 1000 us. The corresponding energy dissipation is calculated to
be about 11 J.

The power/control cable interface to the RF-382-01 antenna coupler
has transZorbs at the transceiver. The transZorbs are designed to
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clamp a voltage pulse to a maximum of 59 V and are capable of
handling up to 10 A of current. The components used in the trans-
ceiver rf I/ O are designed to handle the voltages and currents present
during normal transmission and during extreme load impedances.
The voltage limit on the transceiver rf I/ O is then determined by the
voltage rating, V_, ., on the capacitors in the output filter, which is
500 V.

The power/ control cable interface at the RF-382-01 antenna coupleris
protected by a combination of MOVs, zener diodes, rectifier diodes,
and passive filter networks. The diodes clamp a transient to a specific
level, and the filter networks slow the rise and fall times of the pulse.
The interface has been tested to a maximum pulse of 2500 V, 1000 A
with a rise time of 1.5 us and a fall time of 13 us. The corresponding
pulse energy can be calculated to be about 7 J.

The components at the antenna I/ O of both the antenna couplers are
designed to handle the normal operating voltages and currents of the
transmitter into the extremes of impedance. The antenna I/0O is also
protected by a set of “arcballs” connected between the antenna cou-
pler and ground. The arcball arrangement will protect the coupler at
the antenna connector from peak spike voltages exceeding 8000 V.
Based on the available information, protection at the coupler rf 1/ O is
afforded by passive filtering.

HEMP Survivability Analysis Conclusions

We analyzed some of the existing internal transient protection in the
RF-3200 equipment complement for HEMP S/V, since the protection
circuits were not specifically designed to withstand HEMP-induced
transients. We also attempted to establish the HEMP protection which
these devices may afford. In some cases the S/V analysis is based on
sensitive components at the various system electrical interfaces. If
possible an HM is calculated (in dB) based on the worst-case HEMP-
induced stress and the estimated strength at these interfaces.

Power Supply Interfaces

The HEMP-induced transient stress on the transceiver dc power
supply cable is due primarily to direct field coupling as calculated in
section 3.2.3. The HM calculation is based on a P6KE6.8 transient
suppressor rather than the Z2022 used (see A5A1 of ref. 3). The
P6KE6.8 has a breakdown voltage of 6.8 V, whereas the 22022 is
17.8 V, so the analysis uses the Wunsch damage constants and surge
resistance of the P6KE6.8 [8], but the breakdown voltage of the 22022,
which should result in a fairly accurate HM calculation.
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The HEMP-induced transient on the dc power cable is a 150-MHz
damped sinusoid with a peak amplitude of 31 A and a source imped-
ance, Z,, of 1500 Q. The published failure power of the P6KE6.8 is
30 kW and is used to represent the Z2022. The failure current is
calculated to be 465 A, and is taken to be the terminal current required
for failure. Since Z_>> R, , the short- circuit current required for failure
is equal to the terminal current, I = I ~ I, and the HM can be
calculated according to

HM =20 log(Ifl,cqemp) = 20 log(465/31) = 24 dB . (28)

If the entire bulk cable current appears across the power supply lines,
the HM is still 18 dB.

The HEMP-induced stress could be a negative polarity transient, so
the protection circuit must also handle a V__pryp = =23 kV. The
Wunsch damage constants for a 1N4003 rectifier diode are used in the
calculation rather than that for the 1IN4004 diode used in the circuit.
The only difference between these devices is the peak inverse voltage
which is =200 V for the 1N4003 and —400 V for the 1N4004 [10], and
corresponds to the breakdown voltage in reverse-bias. The published
failure power for the 1N4003 is 1300 W and is used in the HM
calculation, along with the reverse-bias breakdown voltage of the
1N4004, which should provide a fairly accurate HM calculation.

The terminal voltage required for failure is taken to be the calculated
420-V device failure voltage (i.e., V= V;). The open-circuit voltage at
the circuit terminals required for failure, V__, is based on an 18-Q
load resistance (see A5A2 of ref. 3) and will scale inversely with the
load resistance according to

Voe.r= V;(18 +1500)/18 = 35 kV . (29)
The HM for the power supply rectifier diode can be estimated from
HM = 20 108(VocesVocrmp) = 20 1og(35/23) = 4 dB (30)

which would imply marginal survivability of this diode if subjected to
threat-level, negative polarity transients.

Next, consider the power/control cable to the RF-382-01 antenna
coupler and the HEMP-induced transient at the transceiver interface.
The transient protection at the transceiver interface is not known
exactly but is stated to be protected by transZorbs (see sect. 3.3). The
HEMP-induced transient under worst-case conditions, as calculated
insection 3.2.2.2, appears at both the transceiver and antenna coupler
interfaces. Since this cable is assumed to be similar to RG-213/U, the




HEMP-induced wire current is small due to the field-to-wire coupling
(ie., I, = 1.5 A with a source impedance of 371 Q) and has a 2-MHz
damped sinusoidal waveform. For the P6KE6.8 transZorb previously
described, and assuming the transceiver interface uses similar de-
vices, the HM is

HM =20 log{le fllscemp) = 20 10g(465/1.5) = 50 dB . (1)

If the entire HEMP-induced bulk cable current (i.e., 5.5 A) appeared
across one wire the HM would still be 38 dB.

The power/ control cable interface at the RF-382-01 antenna coupler is
protected by various devices which include 1N4004 diodes, so the
analysis is done in the same manner as for the transceiver (i.e., V oo =
35 kV). The HEMP-induced open-circuit voltage is only 556 V, which
leads to

HM =20 10g(35000/556) = 36 dB . (32)

If this cable has a single shield with shield parameters similar to RG-
58A/U, the V__ppyp is 1635 V and the corresponding HM is then
about 27 dB. The power/control cable interface at both the transceiver
and the RF-382-01 antenna coupler are thus considered hard to the
HEMP field-to-wire coupling, under worst-case conditions, with an
HM of more than 20 dB. The HEMP-induced transient conducted from
the antenna could lead to a larger V_;,r\sp and a negative HM such
that TPDs would be recommended on the rf line fo protect the
interface circuits.

The conclusions that can be drawn from the analysis of the transceiver
and RF-382-01 antenna coupler power supply circuits are that the
existing transient protection can also provide HEMP protection. The
protection devices would survive the calculated HEMP-induced tran-
sients. The residual HEMP stress after the protection devices cannot
be determined analytically without data for the device performanceas
a functionof the transient pulse parameters. Theimpact of the residual
HEMP stress, synergistic effects, internal arcing, or other nonlinear
effects on the system functional response are best determined through
threat-level HEMP simulation under worst-case coupling conditions.
The dc power for the RF-3282 antenna coupler is provided on the rf
coaxial cable and is addressed in the next section.

The RF-3236R power supply commercial power input has some form
of transient protection; however, insufficient data are available to
analyze this interface for HEMP survivability. The HEMP-induced
transient current under worst-case conditions could be a 500-A peak,
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damped sinusoid with a resonant frequency of 100 kHz [11]. The
power supply is believed to be protected by GE V275 series MOVs as
in the RF-366 power supply [11]. In this case, the RF-3236R would
probably be sufficiently hardened to HEMP, but the survivability
analysisisinconclusive. Anexternal TPDis thus recommended on the
ac power input. The system functional response, when subjected to
HEMP-induced transients on the commercial power service, is deter-
mined experimentally.

Transceiver/Coupler Interfaces

The front panel microphone input is another transceiver interface
which must be addressed. The microphone cable is considered to be
shielded so the HEMP-induced transient bulk current is taken to be a
80-MHz damped sinewave with a peak value of 20 A, as calculated in
section 3.2.2. The microphone cable has eight conductors so the
HEMP-induced wire current is then about 7 A (see sect. 3.2.2.2). For a
multiconductor cable source impedance of 100 Q, the corresponding
open-circuit voltage is about 700 V. The voltage across the passive
interface components is much lower due to the relatively large source
impedance. The voltage rating of the capacitors associated with this
input are 50 V [3], and the S/V analysis considers these capacitors as
the sensitive interface component. The HEMP-induced voltage, V. cap’
across a capacitive load depends on the capacitance, the source
impedance, and the radian frequency, w. For a 1-nF capacitor (C16 on
A2 of ref. 3), at 80 MHz, Z «C >> 1; so

Veap = VocEmpl(Z:0C) = 700/(100 x 5 x 108 10°) = 14V, (33)
which leads to
HM = 20 10g{VyaredlVeqp) = 20 10g(50/14) = 11 dB . (34)

The microphone cable overall shield should perform better than
assumed at 80 MHz, so that the analysis implies a high confidence in
the HEMP survivability of this interface.

The rf I/0O coaxial cable at both the transceiver and the antenna
coupler(s) are designed with components that can handle the tran-
sient stress during both normal operating and fault conditions. The rf
I/0 is exposed to a HEMP-induced transient, owing to field-to-wire
coupling, as calculated in section 3.2.2.2 atboth the transceiverand the
antenna coupler(s) (i.e., V__ ypyp =556 V for RG-213/Uor V, p=
1635V for RG-58A /U, w1th a source impedance of 100 Q). The HEMP
survivability of the rf I/O on the transceiver, and on the antenna
coupler, is determined by the voltage rating of the high-pass filter
capacitors, which is 500 V. The HEMP-induced voltage across this




capacitor, C = 22 nF (see fig. 11), can be calculated at 2 MHz according
to equation (33). For an RG-213/U cable,

Veap=556/(22x 107 x 1.3 x 107)=19.4 V. (35)
The HM for the filter capacitors is then

HM = 20 1og(Vyatea/Vieqp) = 20 10g(500/19) = 28 dB . (36)

For RG-58A /U the corresponding HM is 19 dB, which would support
the recommendation that only double-shielded coaxial cable be used.

The HEMP field-to-wire coupling to the cables between the transceiver
and antenna coupler(s) should not impact the system HEMP S/V if
these cables have transfer impedances similar to RG-213/U. Also the
cable shields and connectors must be in sufficient condition to effec-
tively attenuate the HEMP-induced transients. Due to the large HEMP-
induced voltage from the cable shield to ground (i.e., 140 kV), the
coupling to internal wires will be sensitive to the connector transfer
impedance. Control of the cable connector backshell design would be
a recommended HEMP-hardness dedicated design practice. Arcing
and other nonlinear effects on the system functional response are best

«tsrmined by HEMP simulation under worst-case coupling
conditions.

The coupler antenna I/O connector has a HEMP-induced stress that
isconducted from the antenna. Under worst-case conditions the entire
antenna short-circuit current could appear at the coupler input con-
nector and the corresponding voltage pulse has a peak amplitude that
is large enough to form an arc across the transient protection arcball
arrangement. Assuming the arcball will limit the peak HEMP-
induced transient to 8000 V, the interface electronics would be pro-
tected since they were designed to handle this voltage level. However,
the effect of the corresponding current transient cannot be readily
calculated. The residual HEMP-induced stress after the input protec-
tion is difficult to calculate since the response time of the arcball
arrangement (i.e., the time at which the arc will form) is not known.
Under ideal conditions the HEMP-induced current would also be
limited; however, the residual current could still be much larger than
that associated with the transceiver normal operation. Since the cou-
pler is designed to pass the antenna signals to the transceiver, current
limiting is recommended on the rf I/O coaxial cable at both the
transceiver and coupler. The S/V analysis is inconclusive in this area,
so the impact to the system functional response is determined through
simulation testing.
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4. Test Procedures for Unhardened System

4.1

There are basically two aspects of the HEMP S/V assessment process
whichrequire verification testing. The first partinvolves a verification
that the TPDs installed in the test article operate as designed. In the
case of the unhardened RF-3200 system the TPDs were not designed
for HEMP protection, so adequate operation for HEMP hardness
requires verification. The recommended validation test for the HEMP
protection capability of TPDsis a laboratory direct-drive Cltechnique
onanisolated device to completely characterize the HEMP protection
capabilities of the device. Since the internal protection devices cannot
be so characterized, the HEMP S/V must be based on the system
functional response to the simulated HEMP environment.

The second aspect of the S/V assessment involves validating the
HEMP hardness of the entire system. The preferred validation test
technique is a radiated free-field PI test of the entire systemina typical
deployment configuration. PI testing at sub-threat levels serves to
substantiate the worst-case HEMP coupling configuration and the
calculated HEMP-induced stress at the system interfaces. Pl testing at
threat level serves to verify the operation of TPDs and the completely
deployed system S/V to the simulated HEMP environment.

The HEMP S/V assessment process is applied to a select group of
electrical interfaces used on the RF-3200 transceiver system. The most
importantinterfaces were identified in section 3.1in terms of electrical
connections. The simulation-induced stress waveforms should be
representative of the HEMP-induced transients that could be ex-
pected at the interface of interest, as developed in section 3.2.

HEMP Simulation

System-level HEMP hardness verification testing is bestaccomplished
by a radiated, free-field PI test of the complete system in a typical (but
worst-case) deployment configuration. Due to the unavailability of
high-level PI testing facilities at HDL, the TACAMO EMP Simulator
(TES)atthe Naval Air Test Center (NATC) (shownin fig. 11) was used
to produce the simulated HEMP environment. Of the possible system
deployment configurations, the RF-1940 dipole antenna, dipole
adapter, RF-382-01 antenna coupler, rack-mounted transceiver, and
power supply are chosen as the representative unhardened test ar-
ticle. The worst-case HEMP coupling to this system is obtained for the
RF-1940 dipole antenna oriented parallel to the TES, the maximum
cable lengths (oriented parallel to the TES) associated with the trans-
ceiver, and the maximum direct field coupling to electronics, which
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are mounted in a typical unshielded rack. In all cases the unhardened
system is exposed to incrementally increasing radiated pulse environ-
ments until the maximum pulse level is reached or damage occurs.

Unhardened System Configuration

In the primary unhardened system configuration, the RF-1940 dipole
antenna was oriented parallel to the TES and deployed at various
locations and heights above the ground. The unhardened system was
initially deployed at 60 m from the TES in a simulated HEMP environ-
ment having a peak E-field amplitude of about 16 kV/m. The rf [/ O
coaxial cable and the power/control line between the RF-382-01
antenna couplerand transceiver were oriented parallel to the TES. The
maximum cable lengths associated with the transceiver are 76 m;
however, only a 46-m power/control cable was supplied by Harris.
The transceiver rf I/O to the antenna coupler would normally be up
to 250 ft (76 m) of RG-213/U, but this was not supplied, so the system
was tested with 100 ft (33 m) of RG-214/U (supplied by HDL). The
frequency allocations for transmission were established by the NATC,
and the transceiver would ideally be subjected to simulated HEMP
environments while in the receive (RX) mode at the same frequencies,
namely, 2.13, 7.595, and 24.43 MHz. Safety procedures during HEMP
simulation are provided in the TES standard operating procedures
[12] and are not reproduced here.

General Test Procedures for the Unhardened System

HEMP hardness verification testing was accomplished in the primary
unhardened system configuration described in the previous section.
Initially the RF-1940 dipole antenna was deployed at 60 m from the
TES at a height of 5 m. The RF-382-01 antenna coupler was on the
ground, the cables were deployed parallel to the simulator on the
ground, and the rack-mounted electronics were located about 30 m
away from the antenna coupler on the ground. The test article used
commercial electric power at the transceiver location. After proper
grounding, the transceiver was in the RX mode at 2.13 MHz with the
microphone keyed to tune the antenna coupler. HEMP simulation
testing began in a radiated pulse environment with a peak E-field
amplitude of about 16 kV/m while monitoring the induced current
transients on the antenna line.

This test configuration was repeated at various pulsed field levels,
relocating the system with respect to the TES. Ground and ac power
connections were accomplished as required at each location. Com-
mercial power was supplied through an extension cord routed to
minimize the transients coupled to the transceiver power supply.




Ground connections were accomplished with ground rods or wire
connections, as short as possible, to available grounding points on the
TES concrete pad.

Functional testing was performed after each pulse by observing the
transceiver self-diagnostic error messages and by verifying normal
operational capability. The pass/fail criterion is that no failures be
observed that cannot be corrected by power cycling or reprogram-
ming. The transceiver has factory-programmed channels (Group A),
which must be maintained throughout the simulation testing. User-
programmed channels may require reprogramming, but given that
the transceiver can be reconfigured for normal operation, this would
not be considered a HEMP vulnerability.

44 Test Conduct for the Unhardened System

Initially the dipole antenna was deployed at the reference sensor
location so that it was exposed to a peak E-field amplitude of about
16 kV/m. The RF-1940 dipole antenna was deployed 5 m above the
ground and oriented parallel to the TES, centered on the TES centerline.
The RF-382-01 antenna coupler was placed on the ground near the TES
centerline. The cables to the transceiver were deployed on the ground
and oriented parallel to the TES. The rack-mounted transceiver was
located about 1 m above the ground, roughly 33 m off the TES
centerline. The coupler and transceiver ground straps were connected
to ground rods or other available ground connections. The external ac
power cable was oriented perpendicular to the TES and located on the
ground. Initial measurements were taken with the transceiver power
off and then with the transceiver in the RX (standby) mode at a
frequency of 2.13 MHz. The operation of the transceiver was verified
after each pulse by keying the microphone and observing the trans-
ceiver functional response or fault conditions and any error messages.
The testarticle was subsequently located at various distances from the
TES with the RF-1940 dipole deployed on the ground.

5. Test Results for Unhardened System

The first part of the test period involved HDL/NATC coordination,
test article deployment and check-out, and instrumentation of test
configuration for data acquisition (i.e., current and E-field measure-
ments). The test article was deployed as described below and shown
in figure 12. The coordinate system used to locate the various test
object locations is shown in both figures 11 and 12. This coordinate
system is centered on the TES centerline so that the x-axis represents
the ground range from the pulser vessel. The slant range would be
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based on the normal pulser height of about 10 m. The distances shown
are approximate for locations off the TES centerline.

The dipole antenna was initially deployed on wooden stands about
5 m above the ground, roughly 60 m from the TES with the dipole
centered on the pulser centerline. The RF-382-01 antenna coupler was
located on the ground beneath the dipole antenna. The rack-mounted
transceiver was located on a workbench (roughly 1 m above the
ground) at a location about 33 m from the centerline, parallel to the
TES. Electric power was supplied by an extension cord to the closest
120-V receptacle. The transceiver and coupler ground connections
were accomplished with ground rods driven at least 1 m into the soil.
The system cables were deployed on the ground and parallel to the
TES structure with the power cable oriented perpendicular to the TES
(see fig. 12). The transceiver operation was verified in RX mode by
tuning to local or national transmissions. Operation in transmit (TX)
mode at the NATC frequency allocations (i.e., 2.13, 7.595, and
24.43 MHz) was verified by the front panel TX power LED indicators.

Simulation testing began on 28 August 1990. Several pulses were
required before the induced antenna current was adequately docu-
mented. The induced current on the dipole antenna had a measured
peak amplitude of about 130 A (see fig. A-10 in app A of this report)
and corresponded to an incident E-field amplitude of 16 kV/m (as
measured by the TES reference sensor). The transceiver operation was
subsequently checked and it was discovered that the transceiver could
no longer tune the coupler. The observable effect was that the trans-
ceiver front panel would continuously display the tuning message
withno TX power LED indicators (i.e., no tune power). Power cycling
did not return the TX section to normal operation. The RX power LED
indicators and received signals demonstrated that the RX section was
operational. Note that the fault indicator was not displayed. A Harris
representative was scheduled to troubleshoot and repair the system.

Troubleshooting by the Harris representative was accomplished with
the system as previously deployed except that the dipole antenna was
laying on the ground. During this time the TES operations continued
with the only effect on the RX section being the audible sound of the
RX protection relay. Field measurements were completed at the
transceiver (see fig. A-8 inapp A) and coupler (see fig. A-9in app A)
locations but additional current measurements were not taken; how-
ever, the induced antenna current for the dipole on the ground at this
location can be estimated to be about 60 A. Note that during the
transceiver configuration programming by the Harris representative,
the TES pulse did cause anomalies (i.e., display lockup) that were
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corrected by power cycling. After replacing the receiver/ exciterboard
with a spare, the fault indicator came on when the microphone was
keyed, indicating a problem with the power amplifier board.

The Harris representative determined that the RF-382-01 antenna
coupler and both the receiver/exciter and power amplifier boards of
the transceiver were damaged. Replacement boards were obtained
and configured to match the original system options. After installa-
tion the transceiver was configured without the coupler and normal
TX/RX operation was verified with the transceiver directly connected
to the dipole antenna. The test article was relocated to 200 m from the
TES with the dipole antenna on the ground near the pulser centerline.
The transceiver was 1 m above the ground and roughly 33 m off the
centerline (see fig. 12). Initially the coupler was connected as in a
normal deployment with the cables laying on the ground. Power was
supplied by a portable generator and grounding was accomplished
with ground rods.

No observable effects were noted for the test article deployed at the
200-m location. In this case, the current measurements indicated a
current that was 20 percent larger on the rf line with the coupler than
on the rf line without the coupler (see fig. A-3 inapp A). This implies
that, even though damaged, the coupler provided a better match to the
antennaimpedance than the 50-Q cable. An explanation might be that
the coupler failed in a tuned condition, so that at an RX frequency of
2.13MHz, the coupler provided a reasonable match to a 3-MHz dipole
at 5 m above the ground and so provided a reasonable match to the
same dipole located on the ground. The test article was relocated to
150 m and deployed without the RF-382-01 coupler (see fig. 12). The
system deployment, power, and grounding were as before, and no
effects were observed. The induced antenna current had a peak
amplitude of about 9 A (see fig. A-5inapp A). The dipole antenna was
subsequently relocated to 110 m from the TES with the transceiver at
the previous location.

Data acquisition resumed with the antenna at 110 m from the TES and
deployed on the ground near the pulser centerline. The transceiver
was roughly 150 m from the TES and located off the pulser centerline.
The induced antenna current had a peak amplitude of about 13 A (see
fig. A-5in app A). No observable effects were noted. The test article
was relocated to about 80 m from the TES (see fig. 12). The dipole
antenna wasdeployed on the ground centered on the pulser centerline.
The transceiver was roughly 33 m off the pulser centerline. Power and
grounding were accomplished as in the previous configurations.




5.1

Table 3. Summary of
Induced Antenna
Current Peak
Amplitudes Measured
for Unhardened
System

Several pulses were required to document the induced antenna cur-
rent which had a peak amplitude of 45 A on the first measurement (see
fig. A-6 in app A). System check-out found that the transceiver was
damaged; however, the observable effects were not the same as in the
previous case, when the TR was damaged. Since the transceiver was
not configured for an antenna coupler, the tuning message was not
displayed. As before, the TX power LED indicators demonstrated no
TX power, but now the fault indicator came on whenever the micro-
phone was keyed. Power cycling did not correct the fault condition.

Test Data Summary

A summary of the test results are provided in table 3 in terms of the
horizontal E-field component measured at the dipole antenna and the
corresponding induced antenna current. The exact system location
and configuration can be found in the previous section and by refer-
ence to figure 12. In all cases the transceiver (TR) was in the RX mode
at 2.13 MHz but deployed both with and without the coupler (CP).
Although not shown, data werealso collected for the transceiverin RX
mode at the other allocated frequencies. If repeat data are available,
the amplitudes presented are average values. The distances as shown
are approximate. Except at the 60-m location, which is based on the
TES reference sensor data, the E-field measurements were on the
ground at the antenna location. As can be seen, the measured current
amplitudes scale roughly with the measured E-field amplitudes. The
measured current waveforms are included in appendix A.

A summary of the measured E-field amplitudes at the transceiver
location is provided in table 4. The data are presented in terms of the

Dipole distance Horizontal E-field Induced antenna Results
from TES (m) at antenna current (A)
200 with CP 412V/m 5.5 None
without CP 412V/m 3.9 None
150 without CP 750 V/m 8.9 None
110 without CP 1.1kV/m 13.9 None
80 without CP 49kV/m 43.6 TR damaged
60 with CP 16kV/m 131 Both TR and
(elevated) CP damaged
CP = coupler

TR = transceiver
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Table 4. Summary of

Peak E-Field TR distance Horizontal Vertical Radial Total E-field
Amplitudes Measured  from TES (m) E-field E-field E-field
?_;Z;?;S:ixer 200 779V/m 678 V/m 233V/m 1.1kV/m
Unhardened System 110 L4KV/m 861V /m _ .

80 43kV/m — — —

60 6.2kV/m 119kV/m 56kV/m 14.5kV/m

peak amplitude of each E-field component as measured at the front of
the rack at the height of the transceiver (about 1 m). The data represent
the ground interacted peak E-field amplitudes. If repeat data are
available, the amplitudes presented are average values. The distances
as shown are approximate. The total E-field amplitude is calculated as
the vector sum of the measured E-field components. The observed
effects on the transceiver are believed to be solely caused by the
induced current conducted from the antenna, so the transceiver
should be able to withstand E-field environments up to the measured
levels. The measured E-field waveforms are included in appendix A.

5.2 Conclusions

It is obvious that this commercial radio set is not hard to HEMP-
induced transients. Although not verified, it is believed that a power-
off condition would also result in a damaged transceiver and coupler
if it were connected to an antenna during a HEMP event. The induced
current levels which caused failure are such that connection to any of
the optional antenna configurations would result in transceiver and
coupler damage if subjected to a threat-level HEMP environment.
Based on the test results it is believed that the RF-3200 transceiver
would be vulnerable to high-level ambient electromagnetic environ-
ments and possibly to a lightning event.

The determination of the transceiver damage mechanism at the com-
ponent level by Harris engineers indicated that component damage
was limited to rectifier diodes in the forward and reverse power
detectors. The damaged components were CR9, CR10, and CR13
where the 1N6263 diodes shown were actually IN5711 low-current
Schottky barrier diodes. The failure of CR13 would severely impair
the transceiver performance; however, if CR9 and/or CR10 should
fail, the transceiver would detect no forward and/or reverse power
and so would not be able to effectively tune an antenna. Since the
power amplifier output is detected but no forward and/or reverse
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Figure 13. Harmonic
filter PWB A4
schematic diagram.

power is detected, a fault condition exists and the system is left in a
non-operational mode.

Harris engineers estimate the IN5711 diode failure current to be about
1 A, so it is unclear when CR13 actually failed. The current coupling
through transformer T1 of figure 13 is about —28 dB so that the damage
threshold for CR9 can be estimated at more than 25 A on the rf I/O
coaxial cable. Since testing was accomplished atabout 14 A on thisline
with no damage, but damage occurred at 43 A, the HEMP-induced
failure threshold is between 14 and 43 A. Since this estimated failure
threshold is larger than the HEMP-induced transient owing to field-to-
wire coupling for an RG-214/U cable, the concern for the system
HEMP S/V would be to limit the HEMP-induced antenna current
without degrading the transceiver performance. The same diodes
failed in the RF-382-01 antenna coupler; however, an RF-3282 antenna
coupler will actually be used with this system, so the HEMP-induced
failure of the RF-382-01 coupler is not discussed further. No matter
which antenna coupler is used, HEMP survivability would require
transient protectionatthe coupler 1/ O, which will not degrade the RF-
3200 system normal operation.
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5.3

Recommendations

It is reccommended that the RF-3200 system be retested under very
structured conditions while both the transceiver and coupler rf /O
are protected by in-line coaxial TPDs that provide current limiting.
The device chosen is a Fischer Custom Communications, Inc. (FCC),
350-V coaxial spark gap (part #FCC-350B-350), to be located at both
the transceiver and coupler interfaces. The coupler antenna I/0O also
requires some form of transient protection. The device chosen is an
FCC 12,000-V gas tube surge arrestor (part #FCC-350A-12000-IL23/
U). HEMP simulation testing on the deployed system then establishes
the HEMP S/V of the hardened system when exposed to threat-level
HEMP environments. This information is required before the HEMP
survivability of the RF-3200 system can be established, even though
the various interfaces can be adequately protected with an external
TPD, because of the direct field coupling to this unshielded system. It
is believed that adequate protection on the antenna and rf line would
result in a survivable system (possibly without an antenna coupler)
since damage owing to the direct-field coupling would notbe expected.
HEMP protection on the commercial power lineis also recommended.
The device chosen is an ac power line protector manufactured by
MCG, which has a 415-V clamping level.

6. Test Procedures for the Hardened System
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For the hardened RF-3200 system (which includes the RF-3282 an-
tenna coupler), external TPDs were chosen specifically for HEMP
protection. The HEMPS/V of the hardened system is based primarily
on threat-level HEMP simulation and the system functional response.
The most important electrical connections to be addressed are as
follows:

(1) 13.6-Vdc power input on the transceiver,
(2) microphone input on the transceiver,

(3) rfI/0 on the transceiver,

(4) rfI/0O on the antenna coupler,

(5) antennaI/O on the antenna coupler,

(6) ac power input on the power supply, and

(7) dc power output on the power supply.




6.1

6.1.1

Figure 14. Test
configuration IA
without the
transceiver.

Variations to the equipment used at these connections include the
microphone and antenna. These variations to the basic equipment
complement are addressed in the S/V assessment. Variations that are
not addressed could impact the system S/V and so would not be
recommended.

Pulsed Illumination Tests

For the hardened system, the representative test articles are the RF-
1912 mast-mounted antenna, the RF-3282 antenna coupler, and the
rack-mounted electronics. Note that the maximum cable length asso-
ciated with the RF-3282 coupler is 150 ft (45.7 m) rather than 250 ft (76.2
m) for the RF-382-01 coupler. Testing was again conducted at the TES
using the same reference coordinate system (see fig. 11). The HEMP
simulation testing for the hardened system was conducted during the
period 19-23 August 1991. The pass/fail criterion for HEMP surviv-
ability is that no failures be observed which cannot be corrected by
power cycling.

Hardened System Configurations

The initial test configuration used only the fully deployed RF-1912
antenna and the RF-3282 coupler. This setup is referred to as test
configuration 0, which includes the RF-3282, even though it is
unpowered and unterminated. Test configuration 1A, without the
transceiver, used a 50-Q resistive load as shown in figure 14. The
initial tests served to document the RF-1912 induced antenna current

ML-5 | YH B--vee- u. ............ u .................
putser § AL b
RF-1912

+2 RF-3282
1— -x

oy RG-214/U

Reference
coord. axis

b= —

50-Q dummy load
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Figure 15. RF-1912
antenna and RF-3282
coupler ground
connections.

Figure 16, Test
configuration IB
without the
transceiver.
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without the RF-3200 and its associated electronic components. The
RF-3282 antenna coupler was located underneath the TES and
grounded as shown in figure 15. The measurements documented the
coupling to the RF-1912 antenna in the simulated HEMP environment
under various antenna load conditions. The RF-1940 antenna was also
deployed and connected in parallel with the RF-1912 antenna while
the coupler was still connected to the 50-Q load. This is test configu-
ration IB without the transceiver, as shown in figure 16. This configu-
ration served to establish the induced current on the combined an-
tenna feedlines with the coupler in an unpowered state.

The RF-3200 was subsequently deployed for minimum coupling to
the transceiver electronics. In this setup, test configuration IA with the

(Base plate)
RF-3282
To RF-1912 mast To RF-1912 mast
S Vil —
Aluminum  — -
ground wire

Aluminum ground braid

Ground point
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Figure 17. Test
configuration IB
with the transceiver.

transceiver, the RF-1912 was as before (e.g., positioned parallel to the
TES) while the coaxial cable to the transceiver was deployed perpen-
dicular to the TES. Test configuration IB with the transceiver included
connecting the RF-1940 dipole antenna, deployed at a height of about
2 m as shown in figure 17, along with the RF-1912 antenna. This
configuration maximized the induced current at the coupler antenna
I/0 by connecting both antennas in parallel.

The system was then configured for maximum coupling to both the
RF-1912 antenna and the transceiver electronics. This was done by
moving the rack-mounted electronics to a dielectric stand directly
underneath the TES at a height of 5 m, while leaving the antenna in its
previous position as shown in figure 18. This deployment is referred
to as test configuration II, which maximized the coupling to the fully
deployed test article in the simulated HEMP environment.

Test configuration III maximized the coupling to the transceiver
electronics while minimizing the coupling to the antenna. For this last
test configuration, the RF-1912antenna was replaced with the RF-1940
antenna, or a length of aluminum wire, in a monopole configuration.
The RF-1912 antenna was not moved because of time constraints but
was completely disconnected from the test article. Test configuration
Il was implemented by positioning a vertical monopole antenna
under the TES while leaving the transceiver directly under the raised
pulser at a height of 5 m, as shown in figure 19.
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Figure 18. Test
configuration II for T Towards
the hardened system. puiser
RF-1912 .
<7 L)
RF-3200 n
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RF-3282
Figure 19, Test
configuration III for
the hardened system. ML-5
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6.1.2 General Test Procedures for the Hardened System

HEMP hardness verification testing was accomplished in primarily
four different system configurations (test configurations 0, I, II, and
[TI). Test configuration 0 was the initial system deployment without
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the transceiver or the 50-Q load. Test configuration I, either with or
without the transceiver, was further subdivided into test configura-
tions IA and IB to distinguish between the use of only the RF-1912
antenna and the use of both the RF-1912 and RF-1940 antennas,
respectively. The test object was exposed to various simulated envi-
ronments determined by the location and orientation of the system
elements relative to the TES. Minimum coupling to the antenna and
cables was achieved by orienting them perpendicular to the TES.
Maximum coupling to the entire system required that the antenna be
parallel to the TES and that the transceiver be directly underneath the
TES (test configuration II). Maximum coupling to the transceiver
electronics alone is achieved by minimizing the coupling to the
antenna and system cables with the transceiver directly under the TES
(test configuration III).

Commercial power was supplied by a standard 120-V, 60-Hz outlet at
the test site. An extension cord was used to provide ac power as
required. Grounding was accomplished with tinned copper ground
braids to the available ground points on the TES concrete pad. These
connections were made as short as possible (i.e., about 5 m) to reduce
coupling effects. In each test configuration the RF-3200 was left in RX
mode at each of the three NATC allocated frequencies and, in some
cases, it was left in RX mode at 10 MHz. These tests were designed to
determine the effects of the simulated HEMP environment on the
system functional response.

Throughout the testing period E-field and H-field sensors were used
to document the simulated environment. The RF-3282 antenna cou-
pler monitor points included the antenna feedline(s), the coupler rf
I/ 0O both before and after the TPD, and the coupler ground connec-
tion. Monitor points at the RF-3200 rack included the RG-214/U
coaxial cable shield current, the RG-214/U center conductor current
both before and after the TPD, the ac power line bulk current (e.g.,
three conductors), the microphone cable(s) shield current, and the
transceiver ground connection. Monitor points inside the RF-3200
rack included the ac power line bulk current after the MCG415 power
line protector, and the bulk cable current (e.g., two conductors) from
the RF-3236R power supply. During test configurationIII, theinduced
shield current on both the dynamic and electret microphone cables
was measured.

Functional response testing was accomplished after each pulse by
checking the RF-3200 LED display for any diagnostic error messages
and by verifying the system operational capabilities. Communication
with the on-site hf equipment verified the operational capability of the
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6.1.3

TX/RX functions. Data acquisition and processing was provided by
the NATC Data Acquisition and Processing System (DAPS) [13].

Test Conduct for Hardened System

Simulation testing began by instrumenting the test article for data
acquisition and making the final connections between the RF-1912
antenna and the RF-3282 antenna coupler Tli¢ mast-mounted RF-
1912 antenna had been previously deployed. The RF-1912 was config-
ured as a high-radiation angle dipole exactly 20 ft (6.1 m) away from
and parallel to the TES. The antenna was positioned with a tilt of
15 deg, away from the TES, to prevent its possible collapse and
tangling with the pulser cage wires. It had a total vertical height of
about 9 m. This setup is referred to as test configuration 0. With both
leads to the RF-1912 antenna shorted to ground, the measured current
on one lead had a peak amplitude of about 125 A with a resonant
frequency of 122 MHz, since eachleg of the RF-1912 antenna responded
like a top-loaded monopole antenna.

The coupler, with a transient surge protector in front of its antenna
/O connection, was positioned directly underneath the center of the
RF-1912 at (6,0,0) and left on top of its associated base plate. The surge
protector used was the FCC-350A-12000-1L23/U gas-tube type. The
coupler was grounded by routing an aluminum wire through both of
the RF-1912 mast base plates and the coupler base plate. A tinned
copper ground braid (roughly 5 m long) was then strung from this
connection at the coupler base plate to a ground point at the test site
(see fig. 15). With the RF-1912 in this configuration and no connection
tu the coupler rf1/O, measurements of the current on the coupler lead
gave an average peak value of 122.4 A. Measurements on the ground
braid gave an average peak value of 115.6 A. Thus test configuration
0 documented the induced current on the RF-1912 with the RF-3282
coupler in an unpowered and unterminated condition. In some cases
the measured waveform indicated thatarcing occurred in the antenna
feedline. As in the case of the shorted antenna feedline, the resonant
frequency was about 12 MHz, which indicated that an arc served to
short both legs of the antenna to ground.

A 50-Q, 600-W resistive load was connected to the coupler rf 1/0
using a 33-m section of RG-214/U coaxial cable. The load was posi-
tioned at (18,0,0) so that the adjoining cable would be perpendicular
to the TES. Two TPDs were installed at each end of the coaxial cable,
one at the coupler connection and one before the load connection. Both
of these TPDs were FCC-350B-350 coaxial spark gaps. This is referred
to as test configuration IA without the transceiver, which was re-




placed by the 50-Qload (see fig. 14). Measurements on the couplerlead
and ground braid had average peak values of 125.0 and 133.7 A,
respectively. This configuration documented the RF-1912 induced
antenna current with the coupler unpowered, but terminated in a
50-Q load. The additional contribution to the coupler ground braid
current was due to the induced current on the coaxial cable shield. The
measured RF-1912 antenna current in some cases had the expected
dipole resonant frequency, while subsequent measurements indi-
cated that arcing occurred in the antenna feedline.

Test configuration IB without the transceiver included both the RF-
1912 antenna and the RF-1940 dipole connected to the unpowered
coupler (see fig. 16). The RF-1912 was left in the previous positionand
the RF-1940 dipole antenna was attached (at a height of about 2 m)
between the two masts supporting the RF-1912. The coupler remained
at (6,0,0) with the 33-m section of RG-214/U cable attached from its rf
I/0 to the 50-Q load. All the TPDs were in place.

With the RF-1912 connected to the coupler antenna 1/0, and the RF-
1940 feedline (RG-58A /U) shorted to ground, the induced current
amplitude at the coupler wasabout 125 A, asbefore. Measurements at
the coupler rf I/O before and after the TPD had average peak values
of 3.1and 3.3 A, respectively. The RF-1912 was then replaced with the
RF-1940 dipole and the same measurements were repeated. The
measured peak current on the RF-1940 antenna was about 100 A with
a resonant frequency of about 2 MHz, as would be expected. Since the
RF-1940 dipole was closer to the ground than the RF-1912, the driving
E-field was reduced and arcing in the dipole adapter was not evident
from the measured data. The measured current had average peak
values of 3.8 and 3.6 A before and after the TPD at the coupler,
respectively. With both antennas connected to the coupler antenna
/0, the average values were 7.9 and 8.0 A before and after the TPD,
respectively. The combined antenna feedlines were measured in this
last configuration and the measured waveform is the superposition of
the 2-MHz RF-1940 antenna currentand the 12-MHz RF-1912 antenna
current. The coaxial cable center conductor measurements thus indi-
cated current dissipation in the antenna coupler.

The rack-mounted electronics (this included the RF-3200 transceiver,
the RF-3236R power supply, and the RF-3238 blower kit) were then
deployed on top of a workbench at (18,0,1) and connected to the
coupler rf I/O with the 33-m section of RG-2i4/U coaxial cable. This
is referred to as test configuration IA with the transceiver for only the
RF-1912 antenna, and as test configuration IB with the transceiver for
both antennas connected (see fig. 17). The TPD, which had been used
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in front of the 50-Qload, was now connected in front of the transceiver
(at the rack feedthrough connector). The transceiver had been previ-
ously configured for operation at the NATC frequency allocations
(i.e., 2.13,7.595, and 24.430 MHz) before the testing period. However,
it was decided to first test the transceiver in an unpowered and
ungrounded deployment, which represents an indeterminate an-
tenna load configuration.

For test configuration IB with the transceiver operational, the RG-
214/U and ac power cables are deployed on the ground. The induced
current waveform on these cables is as expected (see sect. 3.2.2.1). The
average peak amplitude is about 70 A for the RG-214/U induced
shield currentand about 180 A for the ac power cablebulk current. The
measured bulk current on the dc power cable has a peak amplitude of
about 3 A and a dominant frequency of 273 kHz. These data indicate
the band-pass filter characteristic of the RF-3236R power supply
transformer.

With the transceiver fully operational, both antennas were used again.
The rack was still on top of the workbench at (18,0,1). The transceiver
was fully configured and left onin RX mode. It was setat 10 MHz, i.e.,
a local radio station, to determine the effects, if any, of the simulated
HEMP environment upon its operating characteristics. It was ob-
served that the frequency setting wasincremented to 10.003 MHz after
three pulses. Measurements taken on the combined antenna feedlines
did not yield a true measure of the combined antenna currents;
however, the measured waveform has a dominant frequency of about
10 MHz, which indicates the matched load effect of the transceiver
compared to test configuration IB without the transceiver.

Measurements taken on the transceiver ground lead indicated an
average peak value of 131.9 A. These data can be understood from the
measured bulk current on the ac power cable (about 180 A) and the
shield current on the coaxial cable (about 70 A). That is, roughly one-
third (i.e., 60 A) of the induced current on the ac power cable appears
on the neutral wire and flows to chassis ground. This current would
be combined with the coaxial cable shield current at the transceiver
ground connectionand resultin about 130 A on this line. Note that the
measured current on the dc power cable is only about 3 A, which
indicates negligible direct field coupling and a common-mode rejec-
tion ratio (CMRR) of about 27 dB in the RF-3236R power supply
transformer.

The transceiver was again left on in RX mode and tuned to 10 MHz.
HEMP simulation had the same effect on the transceiver, although




now the frequency setting was decremented instead of incremented.
Checks after each pulse showed that the frequency decreased by
1 kHz. This problem was solved by enabling the “frequency-lock”
feature on the transceiver. Measurements on the RG-214/U coaxial
cable at the transceiver rack showed an average peak shield current of
69.4 A. Measurements were then taken on the coaxial cable center
conductor at the rack before and after the TPD. These currents had
average peak values of 28.6 and 29.0 A, respectively. These currents
were in response to an average peak current of 321.4 A measured on
the combined RF-1912 and RF-1940 feedlines, which represent the
maximum induced current at the antenna coupler. The data indicate
arcing effects in the RF-1912 antenna feedline, combined with the
normal response of the RF-1940 antenna, which serves to limit the
maximum induced current at the coupler.

The rack-mounted transceiver was then placed on top of a stand at
(0,0,5). This was test configuration II, which results in the maximum
direct field coupling to the transceiver electronics (see fig. 18). The
transceiver was again left on in RX mode at each of the allocated
frequencies. Functional checks were made on the transceiver after
each pulse. The objectives of these tests/inspections were to (1)
determine the effects of the simulated environment, if any, upon the
transceiver and (2) observe if the TX/RX functions were still opera-
tional. On this date, only the RF-1912 antenna was used. The radiated
pulse had a variety of effects upon the transceiver. At times, both the
LED display on the transceiver was scrambled and the front panel
controls were locked, and at other times only the prior effect was
observed. Power cycling was necessary to fix both situations. The
scrambled display made the LED segments unintelligible, which
made it difficult to determine the frequency setting for the transceiver.
The TX/RX functions were still operational, although communication
with the NATC facilities was garbled. This was probably due to center
frequency drift for the transceiver in upper sideband mode. Since this
identified susceptibility could be corrected by power cycling, it did
not represent a HEMP vulnerability.

Measurements taken on the RF-1912 antenna lead showed anaverage
peak current of 143.9 A. This documented the maximum induced
antenna current for the RF-1912 into a matched load where the
corresponding induced current for a 50-Q2 load was 125 A. Measure-
ments taken on the coaxial cable center conductor, before and after the
TPDat the transceiver, showed average peak valuesof21.4and 19.1 A,
respectively. These measurements indicated that non-linear effects
were not significant for the coaxial cable TPDs.
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Itisinteresting to note thatin this configuration, the current waveform
induced in the RG-214/U cable and the ac power cable are as expected
for cables laying on the ground, except for a sharp early-time pulse.
This early-time response is due to the vertical E-field coupling to the
vertical runs of cable required to reach the transceiver at (0,0,5). This
part of the induced waveform is directly proportional to the vertical
component of the E-field. The ac power cable is deployed in basically
the same manner as in test configuration IB (except for an extension
cord used for the vertical run), so that the induced current amplitude
for the horizontal cable response is roughly the same. The RG-214/U
cable is basically looped back to the transceiver at (0,0,5) in this
configuration so that the induced current amplitude is roughly one-
half of that measured in test configuration IB. As expected, the early-
time response is about the same forboth cables since the vertical length
of cable and the driving E-field is about the same. The measured
current on the dc power cable also exhibits this early-time response
characteristic and a dominant frequency of 273 kHz. As before, the
steady-state transformer response leads to a peak amplitude of about
3 A, but the early-time peak amplitude is about 5 A.

The RF-1912 antenna was subsequently replaced with the RF-1940
antenna in a monopole configuration. By uncoiling only half of the
entire dipole and resting the unwound portion on the top of the stand,
a monopole antenna of about 5-m vertical height was constructed. In
order to accommodate this new configuration, the coupler was moved
to the base of the stand at (1,1,0). The rack-mounted electronics were
still positioned at(0,0,5). This is referred to as test configuration III (see
fig. 19). Measurements of the monopole antenna current had an
average peak value of 66.8 A. An average peak value of 72.7 A was
measured on the coaxial cable shield at the transceiver rack, while
about 69 A was measured at the coupler. The coupler ground connec-
tion was measured to have a peak current of about 66 A, while the
transceiver ground connection had a peak current of about 113 A,
which indicates the contribution of the induced current on the ac
power cable to the transceiver ground connection.

Authorization was obtained to change the highest allocated frequency
to 23.245 MHz because of other transmissions on 24.430 MHz. The RF-
1940 monopole configuration was also replaced with a 5-m section of
aluminum wire connected in the same manner. The effects of simula-
tion testing before and after the frequency adjustment remained the
same. The LED display was again scrambled. This new configuration
resulted ina peak current of 70.1 A on the monopole antenna with the
coupler in by-pass mode (since it was not required to tune this
antenna).




6.2

After a few pulses, the test configuration was switched back to the RF-
1940 dipole antenna. This was due to the fact that the transceiver
required the coupler to tune the monopole antenna only at 7.595 MHz
so that the coupler was in by-pass mode at the other allocated
frequencies. Next, the dynamic microphone was connected to the
transceiver and its cable was extended vertically for a total length of
about 1 m. The measured vertical component of the E-field was about
20kV/m at this location. Measurements on the microphone cable had
an average peak value of 17.2 A. The dynamic microphone was then
replaced with the electret microphone and similar measurements
were taken. Currents measured on the extended cable showed an
average peak value of 42.8 A.

No observable effects on the TX/RX functions were noted even with
the microphone key locked during pulse testing. The simulation
results for the two different microphones can be understood in terms
of coupling to a top-loaded monopole antenna which increases the
antenna effective length and reduces the antenna resonant frequency.
The electret microphone represents a capacitive top-load and has an
induced response (when scaled to a threat-level amplitude) about
twice the calculated threat and a lower resonant frequency. The
dynamic microphone represents an inductive top-load and the in-
duced current amplitude (when scaled to a threat-level) is about as
calculated; however, the resonant frequency is lower than expected.
The microphone cable connected to the rack-mounted transceiver has
a resonant frequency of about 20 MHz.

Current Injection Tests

Direct current-injection (CI) testing for the hardened RF-3200 system
involved direct-drive test techniques for validating the operation of
selected external TPDs for HEMP protection without affecting the
normal system operation. Additional Cl tests were not conducted due
to time constraints. The Cl testing that was accomplished verified the
clamping level of the coaxial cable TPDs for a low-level transient
pulse. At an input level just above the TPD clamping threshold (i.e.,
350 V), the TPD operation could be measured.

The TPD was tested in a 50-Q system using a 50-Q resistive load. A
representative example of the measured input current is shown in
figure 20, which correspor.ds to a peak input voltage of about 1000 V.
The corresponding residual current is shown in figure 21. At input
voltage levels much higher than the TPD clamping threshold, the peak
residual voltage is limited to about 75 V. Since the injected transients
were similar to HEMP-induced transients, which are on much shorter
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Figure 20. Measured

TPD input current
for a 50-Q line.

Figure 21. Measured
residual current for a

50-Q load.
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time scales than the operational signals, it could be readily seen that
the TPD response would not affect the system operation.

Power Supply Interface

Under the NDI program, CI testing was accomplished on an RF-366
power supply using an input current with a peak amplitude of 500 A




[11]. The RF-366 was tested under operational conditions with no
effect on the system functional response. The power supply had no
external protection devices and internal MOV protection devices
similar to the RF-3236R power supply. Thus the NDI program CI test
results should extend directly to the RF-3236R power supply; how-
ever, since these results have not been completely verified for the RF-
3236R, the confidence in HEMP survivability is reduced. In terms of
mission requirements, the RF-3200 transceiver is designed to operate
from 13.6 Vdc power so that it can always be configured for battery
operation.

The HEMP-induced stress ata wall receptacle would actually be much
lower for typical commercial power systems since the effect of trans-
formers, surge arrestors, and installation/distribution practices all
serve to reduce the HEMP-induced transients which propagate
throughout an office building. A strengthlevel was established for the
ac power input during the PI testing. That is, the RF-3236R has been
shown to withstand the measured bulk current at the ac power input
during the PI testing (a peak amplitude of about 180 A). Thus, if the
residual HEMP stress after the ac power line protector, corresponding
to a threat-level input, is less than the measured strength of the RF-
3236R, survivability to the threat-level input is verified. Since time
constraints did not permit additional CI testing on the MCG power
line protector, the HEMP S/V of the RF-3236R power supply is based
on the PI test results, previous CI test results on a similar power
supply, and on engineering judgment.

6.2.2 Transceiver Interfaces

During the PI testing, the antenna, antenna cable, and rf cable are
deployed so as to simultaneously couple the largest siress to the
associated transceiver circuits. The PI testing establishes the coupled
waveform and how the induced stress propagates through the sys-
tem. The peak stress at the transceiver and coupler rf interfaces was
imposed during the PI testing because arcing limited the induced
current at the coupler. Thus additional CI tests are not required. The
transceiver system survivability to the HEMP-induced antenna cur-
rent has been verified based on the system functional response during
and after the PI testing. For similar antennas, arcing effects will limit
the HEMP-induced stress to the strength level verified in the PI tests.

7. Test Results for Hardened System

The initial test configurations for the hardened system were designed
to establish theinduced current conducted from the antenna to the RF-
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3282 coupler. This was done in order to avoid damage to the trans-
ceiver early in the test period. The results for the RF-1912 alone, the RF-
1940 alone, and the combined antennas connected to the RF-3282
(which was terminated into a 50-Q resistive load) indicated that the
maximum differential mode current was about 8 A, which is lower
than the failure threshold established for the unhardened system (i.e.,
between 14 and 43 A). Test configurations IA and IB without the RF-
3200 transceiver established the induced differential mode current
conducted from the antenna for the unpowered but terminated REF-
3282 coupler.

The rack-mounted electronics were then included but deployed
roughly 18 m from the TES. Test configurations 1A and IB with the RF-
3200 were conducted with the transceiver in RX mode at the allocated
frequencies. No observable effects were noted owing to the direct field
coupling to the transceiver electronics. This is as expected, since the E-
field at the transceiver location was only about 3 kV/m (see table 50n
p 65), which is less than the E-field exposure for the unhardened
system.

For the fully configured system, the measured center conductor
current from the combined antennas was only about 29 A at the
transceiver. This demonstrated the matching effect of the RF-3282
coupler compared to test configuration IB without the transceiver.
Although the TPDs were installed, the data indicated that the induced
transients were not sufficient to trigger their operation (i.e., the
measured current waveform before and after the TPDs were roughly
the same). This implies that the measured center conductor current
was not a completely differential mode current because the corre-
sponding voltage level (i.e., 1450 V) would have triggered the TPD as
<an be seen by comparing figures 20 and 21. It 1s believed that the
shorted RF-1912 response results in a common mode current rather
than a normal differential mode signal.

The data for the RF-1912 antenna indicate a peak antenna current of
only about 125 A and a current somewhat larger for the RF-1940
dipole. For the RF-1912 antenna feedline shorted to ground, the
measured current peak amplitude is about 125 A and has a waveform
characteristic of each feedline responding as a capacitive top-loaded
monopole antenna roughly 11 m long (see fig. B-5(a) in app B). The
measured waveform for the normal configuration of the RF-1912 and
RF-3282 coupler indicates arcing in the antenna feedline (see fig. B-
5(d)inapp B). The sinusoidal frequency is about twice what would be
expected, as was observed in the RF-1912 shorted antenna response of
test configuration 0. The measured data indicated that each leg of the




RF-1912 antenna structure could be modeled as a capacitive top-
loaded monopole antenna when arcing effects serve to short the
antenna feedline to ground.

These results imply arcing effects in the RF-1912 antenna feedline
connection. Evidence of arcing was confirmed at the RF-1912 feedline
connection by a visual inspection which indicated discoloration. A
microscopic inspection revealed burned and pitted markings on the
antenna feed wires. The measured current amplitude indicates a
voltage breakdown at around 11 kV. This is consistent with the air
breakdown across a 0.6-cm gap. For sharply pointed to roughly
spherical electrodes in dry air, the threshold for voltage arc-over
across this gap spacing can be calculated to be from about 4 to 14 kV,
respectively. This arcing served to limit the RF-1912 induced current
so that the maximum current amplitude at the coupler for the com-
bined antennas is only about 300 A (see fig. B-7). The measured
waveform represents the superposition of the RF-1940 dipole re-
sponse and the RF-1912 top-loaded monopole response.

Although the induced voltage at the coupler antenna I/0 is on the
same order as the gas tube firing voltage (i.e., 12 kV), there is no
evidence that this TPD was conducting. Non-linear effects due to TPD
operation were not evident; however, the measured current at the
coupler rf I/O was substantially reduced compared to the induced
antenna current. The data thus indicate the CMRR of the antenna
coupler. With the coupler in an unpowered state and terminated into
a 50-Q load, the current attenuation from the antenna I/O to the load
was about 30 dB. With the coupler and transceiver in a normal RX
configuration, the coupler attenuated the current by about 20 dB.
Since the current was attenuated but did not appear on the ground
connection, it must have been rejected by the RF-3282 coupler. This
trend would be expected at all RX frequencies unless the transceiver
was tuned to exactly the antenna resonant frequency, in which case the
induced differential mode voltage could trigger the TPDs.

The transceiver was subsequently deployed underneath the TES at a
height of 5m. The transceiver was exposed to a total E-field amplitude
of about 36 kV/m. This E-field exposure affected the transceiver LED
display and front panel controls. In the various test configurations the
TX/RX frequency may have been changed, the LED display was
scrambled, and the front panel controls may have been affected. Inall
cases power cycling corrected the observed effects and normal TX/RX
operations could be restored. Thus the observed effects indicate a
HEMP susceptibility but do not representa HEMP vulnerability. This
is because the mission requirements for this system lead to a pass/ fail
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criterion for HEMP S/V that allows system upset without damage.
The system withstood the maximum induced antenna currents and
the maximum E-field exposure possible in the simulated environ-
ments.

Measurements on the ac and dc power cables in test configuration IB
indicated no non-linear effects due to the operation of the MCG power
line protector. As expected, the induced current on the ac neutral line
flows directly to the transceiver ground connection. Since the bulk
wire current was divided approximately equally among the conduc-
tors, the load impedances must be similar (i.e., low impedance loads).
Thus the voltage from wire-to-ground is at most a few hundred volts,
which is not sufficient to activate the power line protector.

The measured bulk current on the dc power cable in test configuration
IBwit®. the RF-3200 was about 3 A, which dominated any hf transients
owing to the field-to-wire coupling. Since this peak current was due
only to the induced bulk current on the ac power cable phase wires
(about 120 A), the CMRR that could be associated with the RF-3236R
power supply is about 30 dB. The power supply transformer has the
characteristics ot a band-pass filter with a resonant frequency of 273
kHz.

In test configuration II, vertical lengths of the coaxial and ac power
cables were required to reach the transceiver. The effect of the vertical
E-field coupling to these vertically oriented sections of cable is readily
evident in the measured current as an early-time response, which is
directly proportional to the vertical E-field. This early-time response
also appears on the dc power cable with the peak amplitude attenu-
ated roughly 25 dB, due to the RF-3236R power supply transformer
response.

Test Data Summary

The following table summarizes the available test data for each of the
last four test configurations with the transceiver. Table 5 provides the
total E-field peak amplitude calculated at the antenna location and the
corresponding induced antenna current. In general, these values
represent an average of a series of measurements. The measured E-
field components are used to calculate the total E-field (i.e., the vector
sum) at various locations. The measured data for the coaxial cable
shield current on the RG-214/U cable are also shown in table 5, but
these data are not available in all configurations. The effects listed in
table 5 correspond to the transceiver being left on, in RX mode, during
the simulation testing.




Table 5. Summary of Measured Peak Current Amplitudes for Hardened System

Total Induced Total Coaxial Transceiver
E-field antenna E-field cable shield functional
System at antenna current at transceiver current response
configuration (kV/m) (A) (kV/m) (A)
IA 418 125 29 — No observed change.
TX/RX satisfactory
at all frequencies.
IB 41.8 321 29 69 No observed change.
TX/RX satisfactory
at all frequencies.
II 41.8 144 30.6 — LED display scrambled.
TX/RX satisfactory
at all frequencies.
ot 19.5 67 30.6 73 LED display scrambled.
RX satisfactory.

Although not shown in table 5, tests were also conducted in which the
transceiver was manually tuned to a single frequency (10 MHz)
instead of a frequency previously programmed into the transceiver
memory. It was discovered that this made a difference in the observed
effects. It appears that the tuning display is more vulnerable to HEMP
effects when it is set to a frequency not previously stored in memory.
During test configuration IA with the transceiver, for example, it was
observed that the frequency setting was incremented after each pulse.
Likewise for test configuration IB with the transceiver, although
instead of incrementing the tuned frequency, the setting was
decremented. In both cases, however, the TX/RX functions were
unaffected and communication capability was confirmed at the origi-
nalfrequency setting. The effect was even more severe for test configu-
ration IL. This time, the LED display was scrambled and the trans-
ceiver controls were found to be locked. Power cycling was necessary
to return control to the transceiver front panel. Fortunately, however,
the RF-3200 memory remained intactand unaffected so this functional
response does not represent a HEMP vulnerability.

During the last configuration, communication with the on-site hf
equipment was not possible at the highest NATC frequency due to
other transmissions. Although the allocated frequency was later
changed to 23.245 MHz, reception in upper side band mode was still
garbled and barely perceptible. This effect seemed to be due to the
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Table 6. Summary of
Measured Field
Amplitudes for
Hardened System
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changed TX/RX center frequency, and effective communication re-
quired power cycling.

Table 6 is a summary of all the measured E-field and H-field compo-
nents. All of the values shown are measurement averages. Those
values whichhave beenleft blank were not measured. The total E-field
is the vector sum of all three measured components. All location
coordinates are expressed in meters with respect to the TES coordinate
system and represent only approximate distances. The data indicate
that the assumption of a radiated plane wave pulse is not completely
valid at the test object locations.

Conclusions

The PI testing served to expose the RF-3200 system to a simulated
HEMP environment. No failures were observed that could not be
corrected by power cycling.

Direct Field Coupling

The effects of the direct field coupling to the system electronics were
obvious but did not represent a HEMP vulnerability. When exposed
to a threat-level environment, a significant difference in the system
functional response would not be expected. In addition, some degree
of attenuation would be afforded by even an unshielded office build-
ing, so that the transceiver would actually be exposed to a HEMP
environment similar to that shown in table 6 at location (6,0,9). The
coupler would be installed on its base plate as in the PI tests so that the

Measured field component 22;31
Location  Quantity X Y V4 (kV/m)
(6,0,0) E-field 16.5kV/m 29kV/m 29kV/m 17.0
(6,09 E-field 41.8kV/m — — —
(18,0, 0.6) E-field 156 kV/m 1.4kV/m 1.5kV/m 15.7
0,0,5) E-field 30.6 kV/m 2.7kV/m 19.5kV/m 36.4
(6,0,0.3) H-field — 1329 A/m — —
(18,0,03)  H-field — 130.7 A/m — —
(18,0, 1) H-field — 1336 A/m — —

(0,0,5) H-field — 1526 A/m — —




7.2.2

threat-level environment would likewise be reduced and the direct
field exposure would be similar to that shown in table 6 at location
(6,0,0). Since the effects of the direct field coupling on the RF-3282
antenna coupler were not obvious, the coupler should also survive a
threat-level HEMP environment without damage.

Thus, based on the PI test results and engineering judgment, the
hardened RF-3200 system, in a typical office building installation,
could withstand exposure to the HEMP threat environment. The
risetime of the TES environment is faster than the DE waveform but
slower than the E1 waveform; however, the effect of the additional hf
coupling to this system should not significantly affect the system
functional response. In addition, the peak amplitude of the E1 wave-
form is more readily attenuated by a building structure and/or
equipment cases compared to the DE waveform. Thus, based on the
PI test results and engineering judgment, the RF-3200 system would
also withstand the direct field coupling associated with the E1 threat.

Field-to-Wire Coupling

The coupling to the cables associated with the RF-3200 system was as
expected. Leakage through the coaxial cable shield was not apparent
in the measured data compared to the signal conducted from the
antenna. When the shield current is scaled to a threat-level amplitude,
the leakage through the cable shield is a negligible contribution to the
total HEMP-induced stress at the transceiver. The PI testing thus
verified the hardened RF-3200 system (i.e., using the RF-3282 coupler)
survivability to the HEMP field-to-wire coupling to the coaxial cable.
For the E1 waveform, the induced cable shield current would be
smaller, owing to the shorter pulsewidth compared to the simulated
environment. The enhanced hf leakage through the cable shield is still
a negligible contribution to the total HEMP-induced stress at the
transceiver. Thus the RF-3200 system would withstand the field-to-
wire coupling to the coaxial cable, which would be associated with the
E1 threat.

The microphone input on the transceiver front panel was addressed
during the Pl tests. The microphone cable was oriented for worst-case
coupling during the PI testing. Testing was under operational condi-
tions, so the survivability of this interface was established, at the
measured levels, from the transceiver functional response during and
after the Pl testing. When scaled to a threat-level, the induced stress
amplitudeis similar to the threat used for the microphone input on the
RF-350K. This interface was previously CI tested to a microphone
cable shield current amplitude of 70 A, which had a waveform with
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significantly more energy content than that measured during the PI
testing [11].

The microphone cable shield should provide more attenuation at
20 MHz than assumed in the S/V analysis (see sect. 3.4.2). Assuming
a current attenuation of 20 dB, the threat-level HEMP-induced bulk
cable current is about 7 A. For I = I;/2 and a multiconductor cable
source impedance of 100 Q, we have V_;pyp = 350 V at 20 MHz. The
voltage across the input capacitors can be calculated to be about 28 V
so that the HM = 5 dB (see sect. 3.4.2). Note that the capacitor rated
voltage is taken to be the dc value which leads to a very conservative
analysis. Since the microphone interface for the RF-3200 is like the RF-
350K, the system HEMP survivability is verified based on the RF-3200
functional response during the PI tests, the CI tests conducted on the

RF-350K, and the calculated HM.

The transceiver dc power input has a worst-case HEMP-induced I, as
calculated in section 3.2.3; however, the induced load current is
determined by PI testing. This interface is addressed during the PI
testing by orienting this cable for maximum coupling. The cable was
formed in aloop and the induced current was monitored with the rear
panel of the rack removed. The induced current waveform on the dc
power cable was dominated by the response of the power supply
transformer. The direct field coupling to this line was negligible and
the system HEMP survivability was verified based on the transceiver
functional response to the residual stress after the power supply.

The CMRR owing to the transformer response of the RF-3236R power
supply was measured tobe about 27 dB. Thus even fora 500-A HEMP-
induced peak wire current (i.e., a bulk current of 1500 A), the residual
HEMP-induced bulk current at the transceiver dc power input is a
damped sinusoid with a peak amplitude of about 67 A and a resonant
frequency of 273 kHz. If the entire threat-level bulk current appeared
as a wire current it is still much less than the 465-A failure current of
the transZorb at the transceiver dc power input (see sect. 3.4.1). The
HM can be calculated to be more than 16 dB. Under reverse bias, the
energy content of this threat-level stress waveform is much less than
the 1300-J failure level of the diode at this interface. Thus no damage
to the RF-3200 would be expected for a severe worst-case HEMP-
induced current on the ac power line. Based on the PI test results, the
calculated HM, and engineering judgment, the RF-3200 dc power
interface is considered hard to a threat-level environment. Based on
the PI test results, the NDI program ClI tests, and engineering judg-
ment, the RF-3236R is also considered hard to a threat-level environ-
ment. Since the threat-level stress for an E1 waveform would be
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Table 7. Summary of
Pre- and Post-Test
Calculated Hardness
Margins for HEMP
Field-to-Wire
Coupling

similar or lower, these interfaces are also hard to the E1 threat
environment.

A summary of the calculated HMs are shown in table 7. Also included
are the revised HMs based on the available test data extrapolated to a
worst-case threat as discussed above. The RF-3236R power supply
S/V is based primarily on the NDI test program. The RF-382-01
antenna coupler power/ control interface at the transceiver is summa-
rized in table 7, but test data were not available to revise the HM.
Similarly, the current attenuation associated with the rf line could not
be verified so the test data do not allow a revised HM calculation. As
can be seen, the revised margins associated with the HEMP field-to-
wire coupling are positive and indicate system survivability for this
coupling mechanism. For the E1 waveform the HM results would be
similar or smaller.

Antenna Coupling

Although the HEMP-induced current on the antennas that could be
used with the RF-3200 system is substantial, the PI testing demon-
strated that typical antenna feed structures cannot support these high-
voltage transients. Arcing in the antenna feedline would occur at some
level for any practical antenna configuration, except possibly a mono-
pole antenna. In this case, the TPD at the coupler connection would
serve to limit the HEMP-induced transient. Assuming the voltage at
the coupler antenna input would be limited to about 12 kV, the peak
input currentamplitude would be less than 300 A. Since the combined
antennas resulted in an input current greater than 300 A, the HEMP
survivability of the RF-3282 coupler has been verified to this level. The
HEMP-induced antenna current would be substantially reduced for
an E1 threat environment as shown in figure 10, such that the HEMP
survivability of these interfaces to the E1 waveformis directly verified
by the PI test results.

System interface Pre-test HM Post-test HM
RF-3200 rf input 28 dB 28 dB
RF-3200 microphone input 11dB 5dB
RF-3200 dc power input 24 dB 16 dB
RF-3236 ac power input NDI test NDI test
RF-382-01 power/ control 36 dB 36 dB
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The PI testing also demonstrated the CMRR of the antenna coupler
(without damage) and the corresponding reductionin the peakampli-
tude of the residual current. The survivability of tne RF-3200 trans-
ceiver is thus verified to this residual current level (i.e., 29 A) and is
considered to be hard to the HEMP-induced current conducted from
the antenna. The hf coupling effects associated with the E1 waveform
have been shown to be insignificant except for small antennas. The
enhanced coupling which could occur for short monopole antennas
would be attenuated by the RF-3282 coupler so that the RF-3200
system is considered to be hard to the HEMP-induced antenna cur-
rents which would result from the E1 waveform.

Recommendations

Radiated PI testing on the fully deployed RF-3200 system established
the system survivability to the simulated HEMP environments. The
test results demonstrated those aspects of the system response which
determine the HEMP-induced stress at the various system interfaces.
Based on a typical air-gap, which would be associated with a dipole
antenna feedline, one can conclude that arcing effects would occur at
an antenna V__ .z, (o of less than about 14 kV. The PI test results also
established the CMRR associated with the RF-3282 antenna coupler
and the RF-3236R power supply.

Based on the test and analysis results, several recommendations can
be made for the hardened system to be installed in typical office
buildings. It is recommended that the RF-3282 coupler always be
connected, even if unpowered or in by-pass mode, since it serves to
reduce the HEMP-induced stress at the transceiver. It is recom-
mended that a fast-response-time gas tube with a clamping voltage
between 8 and 12 kV always be installed at the coupler antenna
connection. This provides a high confidence in HEMP survivability
for this system when used with an arbitrary antenna. For the same
reason it is recommended that coaxial cable TPDs be installed at both
the coupler and transceiver connections. It is also recommended that
a power line protector be installed on the ac power input to provide
high confidence in HEMP survivability for an arbitrary commercial
power service. Thus, although the operation of the TPDs was not
evident in the PI test results, their proper installation increases the
confidencelevelin the RF-3200 system survivability toa HEMP threat
environment or other high-level electromagnetic environments such
as lightning.

The TPDs initially chcsen for the RF-3200 system are believed to be
more than adequate for HEMP protection without affecting the nor-




mal system operation. Laboratory Cl tests confirmed this assertion for
the coaxial cable TPDs. The peak voltage on the coaxial cable during
operation with a kilowatt amplifier can be calculated as

V,= 1.4 x (P x R)*® = 1.4 x (1000 x 50/*° = 313 V. (37)

The transient response of the TPD should limit the HEMP-induced
voltage to less than three times this peak operating voltage. Thus the
Fischer 350-V TPDs should be adequate for HEMP protection. The
MCG power line protector should also limit the HEMP-induced
voltage to less than three times the normal peak operating voltage (i.e.,
504 V). Since the MCG gas tube has a clamping level of 415V, this
device should be adequate for the slow-risetime HEMP-induced
transients which propagate from the commercial power grid through-
out an office building.

An additional recommendation is that only double-shielded coaxial
cables be used with this system. In this case the HEMP-induced stress
coupled through the cable shield would always be less than that
conducted from the antenna coupler. That is, under worst-case condi-
tions for RG-213/ U cable, the HEMP-induced stress owing to field-to-
wire coupling is only 3 A, whereas the unhardened system has been
shown to be hard to a larger differential mode signal on this line. The
PI test results also demonstrate that good ground connections are
required at the transceiver and coupler to divert the HEMP-induced
transients on the coaxial cable shield and the ac power line. Although
the analysis results for the microphone cable(s) indicate system sur-
vivability to the HEMP-induced stress at this interface, the PI test
results demonstrated that reduced coupling could be obtained by
using the electret microphone exclusively.

8. HEMP Survivability Statement

The authors believe that the hardened RF-3200 transceiver system, in
atypical office building instaliation, is survivable when exposed to the
E1 HEMP threat environment. Unfortunately there are several factors
which serve to reduce the confidence level associated with this state-
ment. Since the system was not exposed to the full threat-level incident
E-field amplitude, it can only be concluded that it can withstand the
direct E-field coupling up to a level of roughly 46 kV/m, which was
the maximum horizontal E-field component measured at the trans-
cei.er location. As discussed in section 7.2, the location of the system
elementsasinstalled implies that they would not be exposed to the full
threat-level environment; however, thisrestrictionimposes constraints
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on how the transceiver system is fielded. Thus the manufacturers
recommendations must be followed in deploying the antenna and
coupler and in making the appropriate ground connections.

Additional areas of uncertainty are the effect of the HEMP-induced
transient on the commercial power service and the antenna. As
previously discussed, the threat-level HEMP-induced transienton the
acpower line, evenif greater than 180 A, should notimpact the system
survivability. The HEMP-induced antenna current is the primary area
of uncertainty in that the effect of a large differential mode current
amplitude conducted from the antenna could notbe investigated.Ifan
antenna used with this system could deliver a large HEMP-induced
differential mode current amplitude to the antenna coupler, it could
adversely affect the system. However, the protection devices as in-
stalled are designed to protect the couplerand transceiver, in this case.
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Selected examples of the available test data are included in this ap-
pendix for all the various unhardened system test configurations.
The data have been corrected, in the frequency domain, for the ef-
fects of the measurement probe and the data acquisition system. The
data are presented in terms of both the corrected transient response
measurements and the corresponding calculated spectral content.
The locations shown are with respect to the coordinate system
shown in figures 12 and 13 of the main report. Test point locations at
a height of 1 m denote the transceiver location. Test point locations
on the ground (or at a height of 5 m) denote the antenna location.

Figure A-1" presents the measured electric (E-) field components at
the transceiver location (200,30,1). The ground interacted horizontal
E-field (fig. A-1 (b)) has a large initial pulse and a small late-time tail.
For most systems, this E-field can be represented as an impulse so
that the system response could be approximated by the system im-
pulse response. Note that the radial and vertical E-field components
near the ground have similar waveforms off the TES centerline. On
the TES centerline, the horizontal and vertical E-field components
near the ground have similar waveforms, as would be expected for a
dipole radiator over a ground plane. The data also indicate that off
the TES centerline, the vertical E-field component is significant com-
pared to the horizontal component.

Figure A-2 presents the measured E-field components on the ground
at the antenna location (200,10,0). The effect of the ground interac-
tion is to reduce the amplitude of the horizontal component and
effectively double the amplitude of the vertical component. The
corresponding induced antenna current measurements are shown in
figure A-3. As can be seen, the antenna responds as if driven by an
impulse, with a fine structure that depends on the driving E-field
spectral content. Note that the RF-382-01 antenna coupler, although
damaged, serves to tune the dipole antenna so that more current
would be delivered to the load. This effect can be seen in the fre-
quency response by the broader dipole resonance obtained without
the antenna coupler. This coupler serves to tune the antenna funda-
mental resonance (i.e., a lower Q-factor), but also tunes the higher
order modes which can be seen in the transient response.

"Figures are found at the end of this appendix.
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Various measurements of the ground-interacted horizontal E-field
are shown in figure A-4. Note that at a fixed height above the
ground, the peak amplitude scales approximately according to the
range from the TES. For the E-field measurements on the ground at
the antenna location (i.e., fig. A-4 (b) and (c)) the corresponding in-
duced antenna currents are shown in figure A-5. Note that the in-
duced current amplitudes scale roughly with the distance, and the
induced transient is dominated by the antenna fundamental
resonance.

Figure A-6 presents the measured horizontal E-field at the trans-
ceiver and antenna locations at roughly 80 m from the TES. Note the
difference in the ground interacted E-field waveforms where the
peak amplitude is heavily dependent on the height above ground.
The waveform characteristics are more strongly dependent on the
distance off the TES centerline. The measured antenna current corre-
sponding to figure A-6 (b) is shown in figure A-7. The induced cur-
rent at later times is proportional to the derivative of the driving
E-field.

The measured E-field components at the transceiver location (-60,
-30,1) are shown in figure A-8. The transceiver was exposed to a pre-
dominantly vertically polarized E-field since it was located off the
TES centerline. The measured E-field components at the location
(-60,0,0) are shown in figure A-9. Since the E-field components were
measured on the ground, the vertical E-field component exhibits the
largest amplitude. The antenna was actually elevated 5 m and
exposed to a horizontal E-field component of roughly 16 kV/m,
which had a waveform similar to figure A-6 (a).

The corresponding induced antenna current is shown in figure
A-10 (a). This measurement was taken with the RF-382-01 coupler
tuning the antenna. The effects of the coupler can readily be seen in
that the antenna resonances are more narrow and the higher order
modes are enhanced. The transient response also indicates the con-
tribution of higher order resonances and that the response is not
readily damped.

The induced current on the RF-382-01 coupler ground cable was also
measured and is shown in figure A-10 (b). Since the antenna is oper-
ated with respect to this ground connection, the antenna and ground
cable currents should be similar. The discrepancy indicates a capaci-
tive effect which prevents the higher frequency components of the
induced current from flowing to ground. This effect can be seen in
the frequency domain response and may contribute to the damage
mechanism associated with the antenna coupler.
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Figure A-1. Measured electric field components, magnitude and amplitude, at location (200, 30, 1):
(a) radial (x-component), (b) horizontal (y-component), and (c) vertical (z-component).

79




Appendix A
(a)

MAGNITUDE [/RHz)
E-4.0

T T TTTTT

—'\f\/\

LIBRLARALL T

LERLELBALLI T T

2-8.0

X-8.0

E-7.0

NI

i & it 428t 1

LK

i 4 Ltitd 1

g tiiid

E-8.0
8.0

(b)

16.0

E7.0
FREQUENCY [Hz)

ES.0

9.0

MAGNITUDE (/Hz)
2-4.0

O R SLLRLLL
—

LR BLERALL 1

AW

Trrin T

LI BLRAI

£-8.0

I-6.0

®-7.0

2-8.0 itpiit

it 1 jitd i

1t 12iit 1

i 1iiiud

28.0

(c)

MAGNITUDE [/Rz)
E-3.0

[ x7.0
PREQUENCY [Nz}

E8.0 9.0

T TT7TI07

2-4.0

LR BLRRRLL T

TN

TTTTI7 T

T TTTT

Moty

r-8.0

2-7.0

L i1 1ill

11 11111 1

1 i L1lif 1 1.t

2-8.0 1
8.0

x6.0

7.0
FREQUENCY (23)

B8.0

ANPLITUDER [V/H]
300 T

x 1070

200 |-

100 |-

0.00

-100 }
-200

-300 }-

I A1 i

-400

~0.80

AMPLITUDE [V/M]
300

200

100

0.00
-100

ANPLITUDE [V/X)
1.00

0.80

0.00

-0.80

-1.00

~1.80

-2.00

-0.

x 100

1.00 1.80 32.00
TINR (sec) x 10°-8

8.80

T

T

A

W

1 1

S

.80

0.80

x 103

1.80

1.00
TIME [se0) x 10°-8

32.00

-

fl

1

1 1

0.80

1.00 1.80
TIME (seo] x 10°-8

2.00
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Figure A-4. Measured horizontal (y-component) electric field at locations: (a) (150, 30, 1), (b) (150, 10, 0),
and (c) (110, 10, 0).
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Figure A-9. Measured electric field component, magnitude and amplitude, at locations (-60, 0, 0):
(a) radial (x-component), (b) horizontal (z-component), and (c) vertical (z-component).
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This appendix presents typical examples of the data taken for each
of the hardened system configurations. The graphs shown are for
the corrected data, which have been processed in the frequency do-
main to remove the response of the data acquisition system. Both the
time- and frequency-domain plots are shown for each measurement.
The coordinates listed with each plot are with respect to the refer-
ence coordinate system shown in figure 12 of the main report. These
coordinates are in meters with all fractions rounded to the nearest
integer.

Figure B-1" is a measurement of the electric (E-) field components at
the transceiver location (18,0,1). The three sets of graphs show the
radial (x-component), horizontal (y-component), and vertical
(z-component) E-field components in both the time and frequency
domains. The horizontal E-field component is shown in figure
B-1 (b). In general, these waveforms show the expected characteris-
tics for a horizontal dipole over a ground plane and resemble those
measured in the unhardened configuration (see app. A). Figure B-2
presents all the measured E-field components at the coupler location
(6,0,1). Figure B-3 shows the E-field at the transceiver while it was
positioned on top of a stand at (0,0,5). The vertical E-field, shown in
figure B-3 (c), was used as a rough estimate of the driving E-field for
the RF-1940 monopole configuration as well as the microphone
cable(s). The horizontal component of the E-field at location (6,0,9) is
shown in figure B-4. This measurement indicates the maximum
E-field that drives the RF-1912 dipole antenna.

The next five sets of data, figures B-5 (a) through (e), are measure-
ments of the current on the RF-1912 antenna feedline in different test
configurations. In figures B-5 (a) and (b), both antenna leads have
been shorted to ground. Figure B-5 (a) is a measurement of one of
the shorted leads and figure B-5 (b) is a measurement of both
shorted leads. Note that the reduced current amplitude in
figure B-5 (b) is due to current cancellation from the combined
feedlines. Figures B-5 (¢) and (d) are measurements of the
antenna lead with the RF-1912 connected to the coupler antenna 1/O
and a 50-Q load connected to the coupler rf I/O. Figure B-5 (c)
shows a response which indicates arcing in the antenna feedline and
figure B-5 (d) shows the expected response. The last measurement in
this set, figure B-5 (e), shows the current measured on the RF-1912
antenna lead at the coupler input with the transceiver connected to

Figures e found at the end of this appendix.
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the coupler rf I/O. The tuning effect of the transceiver and coupler
can readily be seen in comparing the measured data taken under the
various antenna load configurations.

Figures B-6 (a) and (b) show the current measured on the RF-1940
feedline during different test configurations. For figure B-6 (a), the
RF-1940 was configured as a horizontal dipole and connected to the
coupler antenna I/ O with the 50-Q load connected to the coupler rf
I/0. In figure B-6 (b), the RF-1940 is configured as a vertical mono-
pole antenna connected to the coupler antenna I/O with the trans-
ceiver connected to the coupler rf I/O. Due to the fact that both of
these plots show the expected frequency characteristics, it is possible
to conclude that the RF-1940 feedline did not exhibit arcing effects
(unlike the RF-1912 dipole). Figure B-7 is a measurement with both
the RF-1912 and RF-1940 dipoles connected to the coupler and the
transceiver connected to the coupler rf I/O. These data, included for
comparison purposes, clearly show the superposition of the earlier
two plots, figures B-6 (a) and B-5 (e).

Figures B-8 (a) and (b) are current measurements on the RG- 214/U
coaxial cable shield and center conductor, respectively. Note that the
peak at 10 MHz in figure B-8 (b) is because during this measure-
ment, the transceiver was tuned to a frequency of 10 MHz (WWV
radio). These data represent the received signal at the transceiver
and indicate effective attenuation of the cable shield current. Figures
B-9 (a) and (b) are current measurements on the ac power line in Test
Configuration IB, with the transceiver before and after the MCG415
power line protector, respectively. These may be considered normal
responses as the waveform in figures B-9 (a) and (b) are the same,
although they are shown on different time scales.

Note the difference in Test Configuration II as shown in figures B-10
(a) and (b), which are identical measurements on the power line be-
fore and after the MCG415, respectively. The early-time pulse on
these two plots is due to the manner in which the power cable and
RG-214/U coaxial cable were routed to the transceiver. In figures
B-9 (a) and (b), the transceiver was located on the ground (see fig. 18
in the main report) so there was no problem connecting the cables to
the transceiver. In figures B-10 (a) and (b), however, the transceiver
was positioned on top of the stand at a height of 5 m (see fig. 19 in
the main report) and connecting the cables to the transceiver re-
quired a 5-m vertical section of cable. The vertical component of the
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E-field at this location couples to the vertically oriented cable. Except
for this difference, these waveforms resemble those of figures B-9 (a)
and (b), as they should.

Figures B-11 (a) and (b) are the measured current on the dc power
line from the RF-3236R power supply in Test Configuration IB with
the transceiver and Test Configuration II, respectively. Both mea-
surements show a damped sinusoid at a frequency of 273 kHz. This
frequency component is due to the response of the transformer in
the power supply, which acts as a bandpass filter. Figure B-11 (b)
has the additional early-time response from the vertical E-field cou-
pling to the vertical section of the power cable. Figures B-12 (a) and
(b) are the measured shield current on the dynamic and electret mi-
crophone cables, respectively. For these measurements, the micro-
phone cable was extended vertically downward a distance of about
1 m, which in effect produced a vertically oriented monopole an-
tenna. The different current amplitudes in these two measurements
are due to the different impedances of these two microphones and
how they load the monopole antenna. The 20-MHz resonant fre-
quency is much lower than expected and indicates the top-loaded
effect of the microphone impedance and the inductive base-loaded
effect of the audio input on the monopole antenna model of this
cable.

Figures B-13 (a) and (b) are Test Configuration II measurements on
the coaxial cable shield at the coupler rf I/O and at the transceiver,
respectively. Again, note the early-time response from the vertical
cable coupling which precedes the slower pulse from the horizontal
cable coupling. This is because the vertical cable coupling follows
the vertical E-field while the horizontal cable coupling is propor-
tional to the pulsewidth of the horizontal E-field. Figures
B-14 (a) and (b) are Test Configuration II measurements of the
ground strap current at the coupler and the transceiver, respectively.
Note the similarity of these waveforms to those of figures B-13 (a)
and (b). These measurements indicate that the coaxial cable shield
current flows to ground at both the coupler and the transceiver.
Note that the transceiver ground strap current in figure B-14 (b) in-
cludes a contribution from the induced current on the ac power neu-
tral line.




Appendix B
(a)

JAUILTUDE (v/M/Cx}

= T IIIT“ T TI1rTar LR ERLAL Trrn

E-4.0 S

3-8.0 \V\-A A\

X-6.0 1 '

3-7.0 r

2-8.0 e gl oy gy L1 [N
8.0 8.0 8.0 0

(b)

MAGWITUDE (V/M/R2]
2-3.0

E7.0
FREQUENCY (Hz]

T 1 Trrrrr T T 1T T T1TT T T U TTH]
£-4.0 \\\\\y__./’\JA‘“V’"\; A\,
N A N
2-8.0
2-6.0 1 i L 11111 . 14 1 i1 1 111
r6.0 20

(0

MAGNITUDE (V/N/Ez)
2-3.0

[ zs.0
FREQUENCY (Rz)

r rrrrm

T rriy T T7

TTTIT

7y

2-4.0

-8.0

k-6.0 Il ¥

2-7.0 Lol i A1 1iti NN eI 1oL i)
8.0 8.0 28.0 9.0

£7.0
FREQUENCY [K2)

ANPLITUDE [v/M} x 1073
1.00

T T T ¥ T T T

0.80

0.00

-0.80

-1.00

-1.80

-2.00 1 1 1 L 1
-0.80 0.00 0.80

J i

1.00 1.80 2.00 a.80 3.00 3.
TINE (sec]) x 10°-8

L1

AMPLITUDE (v/) x 1073
8.00 T T T T T T T T

-10.0

-18.0

1 1 1 1 1

106 200 300 400 8
TIME [weo} x

-30.0 L
~100 0.00

700 800

AMPLITUDE [V/M]) x 1073
1.80

T T Ll T T

1.00

0.80

0.00

.80

-1.00 L 1 1 i i

-0.80 0.00 0.%0 1.00 1.80 2.00 2.
TINE [seo} x 10°-0

Figure B-1. Measured electric field components, magnitude and amplitude, at location (18, 0, 1):
(a) radial (x-component), (b) horizontal (y-components), and (c) vertical (z-components).
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Figure B-2. Measured electric field components, magnitude and amplitude, at location (6, 0, 1):
(a) radial (x-components), (b) horizontal (y-components), and (c) vertical (z-components).
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Figure B-3. Measured electric field components, magnitude and amplitude, at location (0, 0, 5):
(a) radial (x-components), (b) horizontal (y-components), and (c) vertical (z-components).
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Figure B-4. Measured horizontal electric field (y-component) at location (6, 0, 9).
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Figure B-5. Measured RF-1912 antenna current: (a) both leads shorted, one lead measured, and {b) both
leads shorted, both leads measured.
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Figure B-5 (cont’d). Measured RF-1912 antenna current: (c) coupler terminated into 50 Q (shot
#16839), (d) coupler terminated into 50 Q (shot #16840), and (e) coupler terminated into

transceiver.
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Figure B-7. Measured RF-1940 and RF-1912 combined antenna current: (a) magnitude and
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Figure B-8. Measured RG-214/U coaxial cable current in test configuration IB: (a) shield current

and (b) center conductor current.
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Figure B-9. Measured ac power bulk cable current in test configuration IB: (a) before power line
protector and (b) after power line protector.
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Figure B-10. Measured ac power bulk cable current in test configuration II: (a) before power line
protector and (b) after power line protector.
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configuration IL.
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Figure B-12. Measured microphone bulk cable current: (a) dynamic microphone and (b) electret

microphone.
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Figure B-14. Measured ground strap current: (a) at the coupler and (b) at the transceiver.
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