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This review describes how spacecraft surfaces become electrostatically

SUMMARY

charged in their interaction with incident space radiations, and discusses the
consequential effects which can have dramatic impact on operations. An extensive
chronicle of in-orbit 'anomalies' has now been gathered for geosynchronous
satellites and it is possible to search for links between the timing and
frequency of these 'events', flux measurements of charging particles, and solar
terrestrial sources. This is a difficult exercise, due to the scarcity of suit-
able data, but results from European Space Agency METEOSAT and MARECS satellites
are presented to define the boundary conditions of the problem. Special con-
sideration of 'differential charging' and 'deep dielectric charging', with likely
modes of breakdown, highlights the roles of energetic electrons, cold plasma
concentration and secondary emission yields; while an outline of recommended
prevention techniques stresses the merit of improved solar-geomagnetic

predictions.
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SPACECRAFT CHARGING RFFBCTS

Gordon L. Vrenn
Space Department, Royal Aerospace Bstablishment,
Farnborough, Bants GU14 6TD, U.K.

ABSTRACT

This reviev dascribes hov spacecraft surfaces become electrostatically charged in
their interaction vith incident space radiations, and discusses the consequential
effects which can have drawatic impact on operations. An extensive chronicle of
{in-orbit ‘anomalies’ has nov been gathered for geosynchronous satellites and it is
posnible to search for links batveen the timing and frequency of these ‘events’,
flux measurements of charging particles, and solar-terrestrial sources, This ja a
difficult exercise, due to the wcarcity of suitable data, but results from
European Space Agency METECSAT and MARECS satellites ara presented to define the
boundary conditions of the problem. Special consideration of ‘differential
charging’ and ‘deep dielectric cherging’, with 1likely modes of breakdown,
highlights the roles of energetic elactrons, cold plasma concentration and
secondary emission yields; vhile an outline of recommended prevention techniques
stressea the merit of improved solar-geomagnetic predictions.

1. INTRODUCTION

The manufuﬁtﬁre and liunching of satellives 1S-lﬁ expensive enterprise vhich is a

‘high risk' business. It is therefore important that, once successfully injected
into orbit, spacecraft continue to operate correctly until the end of their
planned life. Hovever, the space environment is hostile and experience ghows that
trouble-free operation will not be attained unless rigorous attention is paid to
the potentially hazardous intersctions of ambient _articles/radiation vith space-
craft materials and systems. There is nov s large log of in-orbit malfunctions or
‘anomalies’ but {t is usually impossible tc positively identify thair cause. One
prime candidate for the source of many of these is electrostatic discharge (ESD),
resulting from a locel build up of charge to an sxtent that a breakdown threshold
is exceeded. This process, termed apacecraft charging, occurs readily at exposed
surfaces but also vithin dielectric materials close tu an unshielded surface.

The geosynchronous orbit, vhich accommodates the majority of operational space-
craft, fosters extensive charging of surfacms due to the frequent absence of cold
plasma, coupled with @& flux of high energy plasmasheet alectrons. In e:lipse, it
is possible for satellites to acquire floating potentials approaching -20 kv, but
the real hazard arises from differential charging; this can easily oceur vith
shadoved surface elements vhich are electrically isolated. At low altitude, the
energetic electrons precipitate only in the auroral zones, but the concentration
of rplasmaspheric ions is usually such that it inhibits eny build up of negative
charge. Hovever, there is nov some concern that large polar platforms, traversing
auroral latitudes during substorms, could be subject to serious differential
charging, if sensitive surface elements are in shadov and vake. MaV electrons can
penetrate and deposit charge vithin dielectric materials {f the latter are
unshielded ( behind < 2 mm of aluminum ) and such 'deep dielectric cherging’' is
nov considered to be a probable cause of many anomslies. The origin of these
electrons is uncertain but thelr dynamics is subject to some solar cycle control.

Geomagnetic actjvity clearly controls both charging currents and anomaly occur-
trence; the search for causal 1links should reveal clues to the physical
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processes involved, but vhat is an appropriate measure of geomagnetic activity ?
Solar vind and IMF data or (he derived dynamo pover € might be the best bet, but
workers usually have to rely upon available indices such as Kp, ap, Ap, Ak, AE or
Dst; the perplexities of time-series analysis have then to be mastered.

2. OPERATIONAL PROBLEMS

Unmanned satellites are complex engineering systems vhich rely on internal emf
cupplies (usually solar powered), telecommand and telemetry radio links, and
onboard computer control; they must function under conditions of high vacuum, zero
gravity snd variable thermal balance; requiring long 1ife expectation without
servicing. The overall record has been remarkably good, largely due te an
appreciation of the need for thorough pre-launch testing and stringent qualiiy
control procedures. Given that all the flight systems die sooner or later »nd that
failure analysis is often a matter of conjectura, the recognition of spa.ecraft
charging related anomalies is far from easy. In recent years, many spacgcraft
managers have been all too ready te blame charging for operutional hiccups. The
problem 4is that fev of the satellites experiencing anomalies carry instruments
which can detect charging events, vhile the scientific satellites, equipped to
study charging, have been carefully designed to be immune to ESD. Exceptionally,
ATS (DeForest, 1972), METEOSAT (Wrenn & Johnstone 1987), DMSP (Gussenhoven et
al., 1985) and SCATHA (HMullen et al., 1986, Li & Whipple, 1988) have produced
important evidence for charging, but still fmiled to establish a conclusive
pattern of cause and effect. Hovever, “here are many good correlations between the
frequency and timing of anomalies and such variables as local time and geomagnetic
sctivity indices vwhich can classify charging levels.

1464 Events at GEO

W

12 14 16
Local Time (h)

TSvery Quist BRcuier W Normal @ Active B very acuive

Fig 1. Diurnal distribution of spacecraft anomalies at GEO for five levels of
geomagnetic activity; scale normalised to give a mean of 1. ap(0.9)
thresholds are 5.6, 8.0, 20.5, and 29.7 (see Wrenn, 1987).

On 2 June 1973, DSCS-9431 suffered a caiastrophic surge on its pover system (Pike
& Bunn, 1976); on 27 February 1982, MARECS-A avitched from Earth pointing to
Emergency Sun Re-acquisition mode (Capart & Dumesnil, 1983); on 26 November 1982,
GOES-4 vas fatally crippled (Allen & Wilkinson, 1986); on 8 March 1985, control of
ANIK-D2 vas lost vhen the antenna platform suddenly spun up (Vadham, 1987)., These
are some reported examples of serious anomalies which have been ralated to geo-
magnetic disturbances; undoubtedly, there have been many others. The National
Geophysical Date Center at Boulder, Colorado, has assembled a Spacecraft Anomaly
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data base (Allen & Wilkinson, 1986) with over 2000 aentriaes; the number between
midnight and 06 b is 64X sbove the average for the other 6 hour intervals but
tigure 1 shows that such an LT preference is largely 1limited to periods with
very high geomagnetic activity. Most of the problems occur on satellites in
geosynchroious orbit (GEO) vherve conditions are very often suitable for severe
charging; detailed studies of the capricious environment and charging physices
have besen carried out on GE0OS-2 and SCATHA. Commonly, enomalices produce phantom
commands, logic upsets, spurious mode switchings and wrong status indications;
rather than ESD, most are likely to be due to a telemetry glitch, mission control
problem, part or system fatigue, thermal strain, radio frequency interference,
electromagnetic pulse, or single event upset.

3. CBARGING MECBANISMS

The potentials of surfaces in space were excellently revieved by Whipple (1981)
and Garrett (1981). The equilibrium pntential of a surface is establishad vhen the
nett current to the surface is zero. The main sources of current (Fig 2)
aret~ chearged particles from the environmernt - electrons and positive ions
(mainly protons above 1000 km), back-scattered, secondary and photo- electrons
emitted from the surface, and leakage to or from any underlying substrate,

1ncident Electrons Incident jons Suniign®
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[
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Fig 2. Currents vhich contiol charging at a spacecraft surt .e - isolated
conductor or dielectric layer.

The potential difference hetween the surface and the substrate controls the latter
component which is not alvays neglinible, even for relatively good insulators. The
surface currents are compler functions of their potentials; negative teedback
limits the currents and tends to induce a dynanic equilibrium. A satelli‘e
structure (‘ground’') vill float to an equilibrium potential, -19 kV vas observed
on ATE-6 (Olsen & FPurvis, 1983), but such absolute charging represenis no real
hazard. Differential charging is much more dangerous. it can occur betveen surface
aelements and also wvithin dielectric materials; counsequent treakdown produces i
discharge current transient, vhich cen propagate through sensitive electronics
systens on the spacecrsft.
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3.1 ABSOLUTE CHARGING

In near-Earth orbit (LEG), within the plasmapause, potentials reach only a fewv
volta negative or positive, depending upon the concentration of cold plasma and
vhether  the surface is in shadov or sunlight. At higher altitudes, vhere
Ne < 10%em™’, photoemission usually dominates the current balence but the effects
of high energy particles become impurtant, Plasmasheet fluxes, greatly enhanced in
the midnight and early morning sectors at substorm injection, drive a spacecraft
near GEQ to large negative potentials. The flux of electrons, of a few keV to a
few tens of keV, greatly exceeds that of any lov energy idons that can be
attracted. Figure 3 shows how mean charging currents vary vith local time and
geomagnetic activity, figure & illustrates hov plasmasheet entry moves to earljer

Fig 3. Diurnal variation ot Am? Elacirons (1 - 20 keV)
charging current at GEO 28 f ° ¢ -
for three levels of I

geomagnetic activity: 2d .
METEOSAT-2, T/*‘\\ 40
Aug 81 - Mar B7. 184 \ ./ i
Very Quiet, Ko €< 1- | \h S/
Normal, 1o < Kp < 3+ 1 e 3 [
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4 .
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i
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Local Time of Plasmusheet Entty (h)
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LT with {incressing activity. In eclipse (< 75 min about local midnight in GEO),
spacecraft potential can approach the -19 kV reported but in sunlight, {1t |is
limited tuv a fev hundred volts (Mullen et al., 1986). Tn these situations the
level of absolute charging is also dependent upon the secondary electron yield
characteristics of the satellite surfaces (Ka®z et al., 1986). The rate of
charging dV/dt, inversely proportional to capacitance (~4nteeRe), is typically
several hundred volts per second.




3.2 DIFFERENTIAL CHARGING

Given that spacecraft surfaces are not all conducting and electrically cnnnected,
it is clear that large potential differences can develop hetveen isolated surface
elements, and between these and substrates or structure. Spacecraft ground still
fioats to minimise the net current and conducting surfaces are effectively tied to
this. The level of charging depends upon the energy spectra of the incident
particles, materisl properties, surface geometry and configuration as well &3
satellite orbit and attitude. Material properties play a vital role; conductivity
and relative permittivity define the maximum rate of charging but the yield
coetficients for photo- and secondary electron emission control critical
components of the nett charging current. Since the capacitances associated wvith
differential charging car be high, the charge times are relatively long (many min)
and temporal constraints, e.g. satellite spin, are d{mportant. Sunlight with
shadoving rprobably introduces the greatest contrast but other asymmetries rise
from satellite motion (-am and vake perturbations), the geomagnetic field (the
energetic electron fluxes are field-aligned) and the v x B induced electric
fiulds. The process is complicated by the fact that surfaces are coupled via the
plasma, space charge sheaths develop and the local electric field is complex;
secondary emitted electrons from

one surface can be attracted to s

another and potential’ barriers 10 cnn'° - L
can refiect incident or ]

emitted fluxes (Purvis, 1983). % /,/”'-kﬁr'ﬂ‘_.‘(’\‘\‘ "
Even small concentrations of

- y A -
plasmaspheric jons will quickly fa c J/{f\\\\ B i
neutralize any significant 15;‘rJ*.A,//‘ . \ \\\\_/}

charging. A GEO satellite

usually encounters the plasma- l°f

sphere in the dugsk sector, vhile 83

in quiet times the vhole orbit e = !
can be inyide this region of 0 3 s ¢ 12 15 " 2 24
cold plasma. Figure 5 shows how Local Time (h)

mean concentration varies with

LT and geomagnetic activity. ~— vety Aclive — " Notmel " Very Quist

There is no doubt that differ- Fig 5. Diurnal variation of mean cold plasma
ential charging 1is responsible concentration at GEO for 3 levels of
for many ESD problems on GEO geomagnetic activity: GE0S-2, 1978-80,

risgions., Lechte (1987) repor*ed
that 90X of MARECS-A anomalies
vere between 00.30 and 06,30 LT,

TOTAL SPURIQUS SWITCHINGS
1982-1985

L ]

see figure 6; they were usually Y 2 . ﬂ ﬂn p s
at geomugnetically sctive times ~ | R Uﬁ,, o
(Capart & Dumesnil, 1983). 5 ’"| ‘WPH; o [ Han

P [P LA
Since the energetic electrons § w_]tJMHL;] ¢ i))// {20
are regularly precipitated to g ”HH4HT[“”J l\‘\ RO TR e
lov altitudes in the suroral £ NI .IJ'|_[”lnr baan oo _adoatlnflil
zones, the ingredients exist for = % 4 B 12 16 20 24

similar problems to occur mt LEO SPACECRAFT LOCAL TIME
for high inclination orbits.
Signiticent charging has been

observed (Gussenhoven et al., A o :g::: - -=

1985) but there is no history of SCATHA SCS 100 ev - 500 .ev e

related anomalies; the larger SCATHA SC9 0D ov = B0 kev s eeeececon
aimensions of proposed polar Fig 6. Diurnal spread of MARFCS-A spurious
spacecraft will increase suscap- switchings compared vith average

tibity (Katz & Parks, 1983). profiles of measured currents.
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3.3 DEEP DICLECTRIC CHARGING

More energetic electrons, huhdreds of keV to several Mev, can penetrate to
considerable depth in a dielectric and deposit charge within the bulk material. If
the rate of deposition exceeds the rate et vhich charge leaks avay due to the
intrinsic conductivity, potuntial differences can reach the threshold for bhreak-
down, resulting in a discharge (Vampola, 1987). Such fluxes of electrons do appear
in the outer magnetosphere; their diurnal distribution is different to that of kev
electrons, peaking around noon, and many day-side anomalies are attributed to this
mechanism (Baker et al., 1987). The GOES-S mission was greatly compromised by a
filament failure during a 12 day ‘'event’ {n July 1984 when 3-5 MeV electron
intensities increased by - 3
orders of magnitude. It is
envisaged .hat this type of
charging is slov, taking hours
or days: total fluence (integ-
rated flux) becomas the
critical parameter. Unshielded
components close to a space-
craft surface e.g. cables,
present the principal problem;
2 mm of aluminium or equiv-
alent will stop most of the
offending electrons i.e. those oot et
below 1 MeV. Figure 7 shows 100 1000
hov mean flux reduces with. ENERGY (kaV)

energy (Baker et &l., 1981)

vhile range decreases —— ——
(Seltzer, 1979). 10% so%

Log (Flux (/cm? s sr keV)) mm Al

N D A o O

—

o

5 JAEE LN e n-_n.n.uﬂ

— 0% —— Range

Fig 7. Mean fluxes of energetic electrons at
GEO and their range in Aluminiun.

4. MODES OF BREAKDOWN

Breskdown can be induced across surfaces, through substrates or to spsce
(blov-off); isolated charged surfeces, either dielectric or conducting, vill lose
charge slovly by conduction to the substrate. They will discharge quickly to space
if they L-coma sunlit or encounter higher concentrations of cold ions, (plasma
clouds are not uncommon at GEO) but such transients are not directly conducted to
the rest of the spacecraft; neithar are those due to arcing between isolated
surfaces, although radiated interfarence might be generated. Output from an earth
sensor aboard ANIK-A gives a neat demcnstration of periodic discharging of a metal
lens barrel by photoemission (Wadham, 1987). Discharges involving a conductor
electrically connected to the gtructure are likely to be more damaging ULecause
large current spikes (many amperes) can be conducted or inductively coupled into
any sensitive circuit. Fioating conductors (e.g. metallized coating of thermal
blankets) break down more readily than dielectrics, but the latter can support a
greater buildup and the discharge, propagating from a source point, will still
sveep across the entire surface. Discharge produces strong electric field and
space charge modirication atound the satellite and a sudden drop in absolute
potential, these can cause additiona)l indirect effects. Breakdown is an avent
lasting not more than a few hundred nanoseconds but a burst or cascade of such
events might occupy several teng of microseconds. If the many unomalies occurring
at geomagnetically qulet times or on the day-side, remote fror the enhanced
electror fluxes, are due to ESD then there seem to te only two explanations.
Either they ate caused by energetic electrons or there is a long delay, up to many
hours, betveen charge and a triggered discharge.

- -~




5. LINKING ANOMALIES TO CHARGING

f.oof that many anomalies are due to differential charging of sensitive surface
clements is based upon the common diurnal patterns of anomalies and charging
fluxes, and the absence of anomalies during eclipse (e.g. MARECS-A). However, it
activity which makes such evidence
conclusive. A direct lirk between time of ESD and integrated charging current has

is the common dependence upon

yet to be demonstrated.

both HMeV electrons and cold

Mar

geomagnetic

T T T LRI SR L

r s ;
Other anomalies occur at aill Lee L ° v J
local times and during geo- Nov ' |
magnetically quliet periods, oct | . ' 'l
their axplanation is still a sep 'k . e o ﬁ~
puzzle. Figure 8 shows that Mo e Lo i
METEOSAT anomalies are spread hog | . . '
fairly evenly in LT. Charging, i . . .
surface or deep dielectric, s | . o . I
probably plays & role but the = . . . , LA
search for clues urges motre ool o P T .
correlated measurenents  of Apr ., o . 0 '1
¢ e , o uo ﬂ

plasma; defining the solar-
geomagnetic control of either
is therefore crucial. Initial

Feb

Jan

L B
results from METEOSAT-3 O T et T T
indicate that these anomalies © 2 S #0010
do tend to coincide with LOCAL TIME (h) L -mn‘-u,li
enhanced fluxes of 43 - 300 auibietie ¢ !
keV electrons and high Ap. Lainic |

Fig 8. Distiibution of METEOSAT anomalies in
local time and season of year:
METEOSAT-1, 1977-9; KETEOSAT-2, 1981-5.

6. GUIDELINES FOR PROTECTION

The prevention of ESD due to surface charging is simple - eliminate al) exposed
dielectrics and lsolated conductors; unfortunately this tends to be either
impossible or prolilbitively expensive. Deep dielectric charging will be
effectively suppressed by shielding (~1.5 mn of aluminium) but it is not feasible
to atop electrons with very high energy (severel MeV). 'Design guidelines for
assessing and controlling spacecraft charging effects’ have been issued by NASA
(Purvis et al., 1984), these should be mdopted wherever possible.

6.1 LIMITATION (F CHARGE BUILD-UP

Adequate grounding (<1M@m’) ¢f surface conductors is usually not a difficult exer-
cise and 1is strongly recommended. This includes all structural or mechanical
strength components, metallic coatings of plastic films used rfor thermal control,
cable screens, printed circuit trays, etc. The use of excessively insulating
materials, e.g. fluoropolymers such as teflon, epoxy-fivbreglass composites and
mylar, should be avoided. Nov available are ’'leakage’ dielectric materials such as
ate carbon-filled teflon and thin-layer kapton polylmides, and alse conducting
paints. Indium tin oxide (ITO) coatings are transparent and have been used
successtully vhere thermo-optical properties must he retained, e.g. large area
solar arrays, second surface mirrors, and kapton blankets; testr have been carried
out vith ion implantation of kapton and solar cell cover glasses (Verdin & Duck,
1987).
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6.2 CIRCUIT PROTECTION

Designers of satellite electronics have alvays had to meet high standards in
respect of 2lectromagnetic interference suppression, and rules of good practice
have evolved. Since the susceptibility of components continues to increase, there
is no room for complacency and new devices must be rigorously tested. Cable forms
and grounding schemes must be corsidered critically; it is often possible to
introduce filters for the fast discharge transients. In some cases, actuators o
memories have urnecessarily high speeds and these can be desensitized by adding
delay components (Lechte, 1987) vithout degrading the response. Circumvention may
be sometimes be feasible (it was attempted on MARECS-A) when susceptible circuits
are disabled on a substorm alert; untortunately, prediction services are reaily
less than adequate for such a procedure to be efficlent.

6.3 MODELLING AND QUALIFICATION

4 better understanding of spacecratt charging has been achieved vith the help of
computer modelling programs. NASCAP (Katz et sl., 1983) is a 3D code vhich permits
a dynamic simulation of the electrostatic charging processes; it is a valuable
tool for assersing the likelihood of problems and quantitatively evaiuvating
possible solutions. Similar codes for LEO and POLAR applications are being
deavelopec. It is not normally practicable to place & spacecraft In a vacuum
chamber and study the effects of wulectron irradiation but special tests at
sunsystem level might be contempiated. Alternatively, simulated signatures of
discharges can be injected during the programme of qualification, and testing on
the integrated spacecraft.

6.4 IN-FLIGHT MONITORING

There is still a need for data specific to operational satellites which exhibit
peculiar charging characteristics; it vould be very desirable if each could carry
some guitable monitors, such as electron or ion spectrometers, surface potential
probes and transient anslyzers. A simple Langmuir probe, with fixed negative bias
to detect thermal ions, would be particularly valuable. Small instruments with
minimal mission constraint could solve the outstanding questions far more reliably
than any simulations which may be carried ocut on the ground.

7. CONCLUSIONS

Experience suggests that even if all the recommended procedures are followed,
geosynchronous spacecraft will continue to suffer malfunctions as a consequence of
charging. The greatest threat arrives at intervals near maxima of the solar cycle
(1989 and 1990 promise to be very active). To avoid serious problems, it is
probably best to decign for discharges to be frequent and small, rather than rare
and large. It is fortunate that almost all malfunctions are overcome by controller
action but not vithout some cost in terms of loss of data, reliability and mission
life; increased staffing and vigilance alsc have a price.

There is still no complete explanation for numerous day-side anomalies. It appears
that energetic electron fluxes are seldom high enough to yield the fluences
necessary to cause discharges in thick dielentrics. On the other hand, it Is rare
that cold plasmaspheric ions are totally absent around the orbit, and thus surface
elements seem unlikely to remain highly charged for many hours; {f they do, then
one is faced with the question of vhat the discharge trigger mechanism could be.

Recently there has been much interest in proposals for large polar platforms in
LEC and possible charging hazards have bteen identified; the coincidence of wvake,
shadow and substorm could be ominous, see figure 9.
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Fig 9. The charging environment for a polar platform in lov Earth orbir.

Astronaut EVA’s above auroral arcs are certainly to be discouraged for the rtime
being. Innovative systems such as high voltage solar arrays, tethers, ion
thrusters, plasma contactors and particle beam emitters, introduce new cnallenges

for the charging analyst.

Dangerous spacecratt charging effects can be eliminated, but at a cost. The
requirement for long-life missions is dictated by economics, as is the level of
protection to be afforded. The right compromises cannot be made without solving
the outstanding quastions, many of which reflect an inadequate knowledge of the

solar terrestrial environment.
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