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SUMMARY

A scenario variant EMP assssent has been performed for the ag
Technical Control racility and Microwave Terminal elements located atW
The I.P assessment considered the effects Induced by EMP environments generated by

high-altitude nuclear detonations. The EMP assessment identifies the critical

electrical/electronic equipment predicted to be impaired by the largest signals

Induced within the facility by any high-altitude nuclear EMP environment.~ ,~ /
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9.

1.1 SACKOACUND

The Cim"drif-edri.Oif and the Defense nuslear Agency
(DNA) have undertaken an Assessment of 11 Communigtierss for NordenIN, to

glettrauragnetic PulSS40 to assess the vulnerability of theMO

Coasni~'CSOd.Coatrol, Cou~Iations &ad CempUter (C 4) Netwerks to
eiectrmsgnetiG owls*s from high attitude nw4lear bursts SOd to Provide roce"

dations for hardening as may be required. AM Networks are usled to liniEN&'

with the Natienal Ceaand Authority (PICA), subordinate and cenpienent headquarters,

ad tOw 41 forges.

The 11eing Aerospace Company kee developed and validated analytical

techniques to predict the functional responses of a go ~Ictiolns facility

to the aiectrinagnetlc pulse (WM) environment produced by a high-altitude nuclear
wapn detenatie. $seioi. The analytical capability hoo been ogipled to

selected elemens& of thom C 4 Noerks to develop respone predictions in

terms of upset and damage of facility equipment aid fuctional impaIrMents of
facility eeMUMIcatlefts capabilities.

This report concerns the Technical Contr*l Facility (1CF) and microwave
Terinal (IT) located as _____________

The IC? provides signal cenditioping and roin functions for them

"A? Serves as a Prime comiclgeft Ilim IN the

So so-sloe survey woee omduted Is August 1"6 ft determine the OF

features ad element descriptions for as* to ~ 04 "lity .neiggs#.. *guipmen
eenfigursow and perational data Were u"ed to 1006M she slectrowonetit



coupling and functional analyses of specified critical equipment. Computer models

vore developed to calculate the waveforms induced by EMP at significant termnals

on critical equipment. The peak amplitud-.s of the waveforms were compared to

calculated equipment damage and upset thresholds to predict the probability of the

equipment surviving the most severe, high-altitude, nuclear EMP environment.

1.2 SCOPE %

This report presents the element descriptions, functional analyses, - . .

element response assessments to the most severe, high-altitude, nuclear EMP environ-

ment, and hardening concept design packages for the critical equipment predicted

to be vulnerable to the EMP environment at the ........ facility.

The hardening concept designs have been developed for f-ach piece of
critical equipment predicted to be vulnerable to the most sever nuclear EMP

environment. The hardening concept designs are expected to reduce or nullify the
EMP equip,,nt effects, thus assuring critical equipment survivability to at least . .. - .

the 80 percent confidence level. The hardening concept designs consider the ease

of installing and maintaining the hardening devices, cost, and non-interference to

normal, daily operations.
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3. * PAILIF? NAAONING .

Each of the two assessed elements in the facility are
addressed In this section and hardening concept designs are provided for each
critical equipment susceptible to the EMP threat. Tables 3.1-1 and 3.2-1 list
those equipments recommended for electromagnetic hardening in the TCF and HWT,
respectively. The tables define techniques for hardening the equipment and the
anticipated hardening improv zment which would be achieved by implementing the

hardening technique.

" The remaining material In this section defines conceptual designs for
the hardening techniques recoeended for Installation In the

facility. The Information presented includes recommended design requirements,
material specifications, and Installation Instructions for each hardening concept.
The hardening requirements are such that the modifications can be readily
Installed by on-site personnel. Some Inspections by on-site personnel will be
required to determine the proper equipment to be ordered.

Pages 15 and 16 were deleted.
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3.1. AC p(A.,er t4,?defing Tehnqoes

ACPowef Panel GfQindi=*Q

SMaterial Requirements. An estimated list of material

Is shown In Table 3.1-2. The list also provides expected costs and potential

suppliers.

3.l1..3 ft Installation Requirements. 10 Make a 2 inch diameter

hole through the concrete in the bottom of the trench directly below power panel

A. Drive the sections of the ground rod through the hole, using the couplings

to tightly join each section, and the driving bolt and coupling to protect the

threaded end of the rod during driving.

& Ensure that the neutral wires in power panel A are properly bonded to

the panel metal box. Prepare metal surfaces per Appendix F to ensure proper

bonding. Use existing box holes or drill new bonding holes to bolt the 2"1 x 1/811

copper strap to the metal box structure. Again prepare the mating surfaces per

Appendix F. Route the copper strap down the TCF wall and into the trench,

attaching the strap to wall as necessary. Form the copper strap to the ground

rod and braze bond per Appendix F.

18
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Wrap an AWG #4 stranded copper wire around the ground rod and braze

bond. Use a split bolt to compression bond the station ground wire in the

trench to the AUG #4 stranded wire previously hrazed to the ground rod. Make

this ground wire as short as possible. Follow bonding instructions in Appendix F.

Fasten station ground wire to trench floor one foot each side of ground rod to

prevent breakage of compression or brazed bunds. Cut out a portion of the steel

trench cover to allow the cover to be replaced without interference. See

Figure 3.1-2 for the suggested ac power panel grounding installation.

20



AC Powr Input/Output

Power Panel A

Bolt Copper
Strop to Power
Panel A I Following______

Appendix F

21x 1/80
Copper StrapACPwrI

Attah toWallConduit to Trench,
as Necessary for s- Then Romex to
Support Equipment

AWCS 14 Stranded Wire 0Form Copper Strap
as Short as Possible, to Ground Rod

/1161 , Drvnt-8 Trench Cut Away

,~ 6' Drivn to and Cables

2" DimeterOmitted for
Hole InClarity

Stat on Gond Wire (existing)
ComprssionBondfasten to Trench Floor oneCompesson ondFoot Each Side of Ground Rod

Figure 3.1-2. Suggested AC power panel grounding Installation.
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..5signal InPut Hardening C~nCOPt Design

3.2.1.1 lionl cable $hisid £roemnia t.

3.2.1.1.2 1 Material Requirements. An estimated list of materials

Is shown in Table 3.2-2. The list also provides expected costs and potential

suppliers.

3.2.1.1.3 * Installation Requirements. * At the backplane connector

of each of the six group modems and the two supergroup modems, install a shield

grounding bracket fabricated from 0,030 copper sheet. This bracket mounts on

the connector and is grounded to the equipment chassis using a I inch x 1116 inch

4 flat braid less than 4 inches long.

At each connector, disconnect the twisted shielded pairs carrying the

high frequency (group) signals from each terminal. Dress the end of each cable

pair to expose 2 inches of shield and reterminate the connector pairs. Solder

each cable shield to the grounding bracket as shown in Figure 3.2-2. Keep the

shield pigtail as short as possible, approximately I inch. Connect the grounding

strap to the bracket by soldering d I inch x 1/16 inch tinned flat copper braid

to the bracket. At the other end of the braid attach a terminal lug by crimping

25



40 0 00
0 0 0 0

'100 1 00

4141

00

A

*~ EU

a

-~S 414m

04 -

u 'V% V -

6. 00 1Q

0 c0 6-Z
-m 00

a. a." 0.

0 30C E 

IES.

,.Ii~ ~426



uo0

I-u-
C~ Sc

ac0

~0 0n
o.1 Co 0

Sq 0c c-
f~c, 0

#AC

06b

V a L .

'A-
120

CLC

0 c

060
0 *a

c it I-'-U

*00 cq

0 1.Ca6 - c

Sa6

4.12

0 0

v~ 0

27



and then soldering. Keep the braid as short as possible (approximately 4 inches)

allowing the connector to be removed. The chassis termination is to be made

by using existing mounting holes or locating new holes to terminate the ground

braid. Bond the grounding braid per the instructions in Appendix F.

28



APPE14DIX A

* EMP ASSESSMENT PREDICTIONS

A.1 *0 GENERAL

A scenario variant (SV) assessment technique was used for assessing the

effects of EMP on the Technical Control Facility and Microwave Terminal at the

communications facility at Ij J Using the SV technique

provides for making element assessments, and developing hardness concept design

packages to provide a desired survival confidence level, for the most severe,

high-altitude, nuclear burst EMP environment.

The EMP assessment predictions are calculated by using the scenario

variant assessment technique described in Appendix B.

A.2 * SCEIIARIO VARIANT ASSESSMENT DATA

40 The scenario variant assessment predictions for the critical equipment

items are provided In Tables A.2-1 and A.2-2. For each critical equipment item,

the largest predicted peak voltage and associated pulse frequency are provided,

as are the upset and damage thresholds. Tables A.2-1 and A.2-2 also provide the

safety margin and survival confidence values for each critical equipment item.

The safety margin and survival confidence predictions each depend upon the predicted

peak voltage. Since the SV assessment technique defines the maximum potential

Efl-induced peak voltage at the critical equipment interface, the predicted safety

margin and survival confidence values are the minimum levels expected for any high-

altitude nuclear EMP environment condition.

* The predicted safety margin is the ratio, in dB, between the threshold

voltage and the predicted peak voltage. The survival confidence values were

determined using the predicted safety margins and the data quality distribution

which characterizes the statistical uncertainties in safety margin predictions.

For the calculations used for this assessment, the data quality distribution was

chosen as normally distributed with a zero mean and a standard deviation of 8 dB.

This distribution was used since it is the data quality Indicated from previous

test experience.

29
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APPENDIX B

* EMP VULNERABILITY ASSESSMENT TECHNIQUE

B.I GENERAL

The assessment technique is a step-by-step procedure to gather and

process the necessary information to arrive at an element assessment. The

technique consists of nine operations:

I) Perform a site survey

2) Develop a functional descriptiun of the equipments and the element

3) Define the equipment critical to element operations

4) Provide a floor plan showing all equipment locations

5) Produce an equipment list for inherently survivable equipment

6) Calculate threshold values for each critical equipment

7) Develop element-levei computer models

8) Calculate critical equipment responses to scenario variant nuclear

EIP environment

9) Propose hardening techniques and modifications for predicted

vulnerable equipment

Each of these nine operations is amplified in greater detail in the following

paragraphs.

B.1.1 Site Survey

The test team reviewed all on-site documentation relating to the

physical configuration of building and local, surrounding structures.

Drawing of the facility area was made to show the relationship between

the structure housing, the critical equipment and the external collectors of EMP

energy. Typical external collectors plotted are

37
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1) Power poles

2) Transformers and power switches

3) Ground or counterpoint systems

4) Antennas

5) Towers

6) Weatherheads and power drops

7) Communications cable ruuting

8) Incoming ac transmission links

The plot plans for the elements of the facility are in Appendix C.

B.l.2 Facility Functional Description

The on-site documentation also provided a functional description of

the facility. The functional description was used to gain an understanding of

the operating characteristics of the different systems in the facility and the

equipments comprising the systems. The knowledge of how the systems and equip-

ments work and interrelate with each other was used to evaluate the responses of

the systems and equipments to the EMP environment. The responses have been

translated into operational capabilities lost or remaining during and after an

EIIP event.

B..3 Critical Equipment Definition

The on-site documentation was reviewed to Identify those equipments

which support criticall 4 Networks and the equipments so identified were

reviewed by site personnel. A critical piece of equipment was defined as that

equipment considered essential for operating a critical subsystemi. A critical

subsystem performs a primary function, and the loss of the function results in

a reduced system capability.

38



B.l.4 Critical Equipment Layout

An equipment layout plan was developed showing the location and orienta-

tion of each piece of critical equipment within the building structures. Major

Internal coupling paths, such as cable trays, ducts and conduit, were Included.

Appendix B shows the critical equipment layouts for the elements considered In

this report.

B.i.5 Survivable Equipment List

From the list of critical equipment, those equipments which prior assess-

ment experience Indicates has a safety margin ofw or greater were eliminated

from further analytical consideration. Such items were classified as hard and

survivable at the percent confidence level. The remaining critical equipment

Items received analysis emphasis.

.1.6 Critical Equipment Thresholds

Damage thresholds were developed for the remaining Items on the critical

equipment list. The voltage or current thresholds beyond which equipment damage

occurs were calculated using the equipment characteristics defined in the on-site

documentation, and previously developed analysis and mathematical modeling

techniques. The predicted thresholds were calculated on the basis that the specific

equipment Is expected to be damaged if the predicted threshold levels are attained

or exceeded. The damage thresholds for the TCF and MWT critical equipment are

listed in Appendix A.

8.1.7 Computer Models

Computer models were developed for the critical equipment, the facility

functional systems, facility coupling paths and penetration points, and the

external electromagnetic energy collectors using the site survey and equipment

I. 39



documentation data. The models were used to represent the TCF and MWT elements;

external environment computer software programs were used to calculate the

response waveforms induced by the EJP environment at the critical equipment

interfaces in each element.

8.1.8 Scenario Variant Assessment

The scenario variant (S/V) assessment technique uses a software program

that defines seventeen nuclear bursts in the hemisphere above a ground facility

and mathematically propagates the EMP from each burst against the models repre-

senting the critical equipment, functional systems, coupling paths, penetration
points, and the external electromagnetic collectors for an element. "

The predicted damage responses calculated using the S/V technique for

each critical equipment In the TCF and MWT elements are tabulated In Appendix A.

8.1.9 Hardening Techniques and Design Packages

Hardening techniques were developed for each critical equipment

predicted to be vulnerable to the most severe, high-altitude nuclear EMP environ-

ment. Tables listing equipment requiring electromagnetic hardening, and recommended

hardening techniques are In Section 3.0. Hardening design packages were developed

for each vulnerable critical equipment from the hardening techniques, and are

also contained in Section 3.0.

40



APPENDIX C
* FACILITY SITE DESCRIPTION

C.) GENERAL

q fIJhouse the Technical Control Facility (TCF) andMicrowave Terminal (MKrr), respectively. Each of these buildings Is a single
story structure, with a limited amount of steel reinforcement. Figure C.I-l showsthe locations of these buildings in a partial plot plan ofqI . FiguresCJ-2 and C.1-3 are pictorial views of the TCF and MWT respectively.

C.2 PHYSICAL DESCRIPTION i o

C.2.1 TCF Equipment Layout

The TCF equipment layout Is shown in Figure C.2-1. The TCF containsequipment necessary to provide a means of property connecting and conditioningincoming and outgoing signals.

C.2.2 TCF Communication and Ground Cables

All communication cables penetrating ar e buried. Thecownunication cables penetrate the TCF at two locations as previously shown inFigure C.1-l. Signal cables within the TCF are routed on cable trays and in cable
trenches. The signal cables are shielded and twisted pair cables. Cable shieldsare grounded to the signal ground bus at each equipment rack.

The facility grounds are divided Into sign3l and power grounds. Thesignal ground bus Is located in the distribution frame. All equipment signal groundsare tied to the ground bus In the distribution frame. This signal ground bus Isconnected to a ground Junction bus located In the cable trench subsequently connected

41
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Figure C-1-2. Pictorial view of the TCF,

al.

Figure C.1-3. Pictial view of Ike HJT facility,

4.3
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to the exterior ground network by a bare 4 AWG copper cable. All equipment frame

grounds and dc power grounds are connected to this ground junction bus. AC power

grounds are tied to the power ground network of theqA NSwitching Center.

C.2.3 TCF AC/DC Power Subsystems

Commercial ac power is supplied to the site power plant n

transformers by overhead transmission lines. These three 75 kVA transformers are

mounted on a pole 9 meters (29.5 feet) above ground level. AC power is then touted

by buried cables to the circuit breaker n Emergency ac power is

provided by four 500 kW diesel generators located in the site power plant.

AC power is supplied to the facility by two pad mounted transformers

located outside the northeast corner of Each transformer is rated

at i m  AC power is routed to these transformers by two buried feeders from

the site power plant.,n The feeder cables (size 1/0 - 3 each) are

routed In 3.8 centimeter burled conduits.

AC power within the building is distributed to the TCF equipment in

steel conduits.

Then circuit conditioning equipment

uses commercial 115 Vac power. Same of thealequipment converts the ac power

to 48 Vdc.power. Most of the conditioning equipment for the other voice and data

circuits use 115 Vac power.

DC power is suppile to the TCF by three 400 ampere dc rectifiers

located In the microwave ternnal. The dc power Is routed to the

TCF by two buried 500 MCM (thousand circular mills) cables. DC power is also

provided by individual equipment power supplies.

Themsingle frequency signaling units and line amplifiers are

powered by 48 Vdc, as are the current regulators. The dc power is supplied from

165



the Yd? building by redundant U| Vd4 battery banks sontantly hargesd by three

Wrectifiers. The battery banks provide a *iflws of four haouts reserve

for both the CP 46d HWl in the event of e4 power failure.

C.) PWYSICAL. bOSCRIPT1ON

C. I- M'T Equ ipment Layout

The KW? equipment layout is show" in figure C.)-. The

microwave system is used to somunicate with the WNtaciIitY. 4

microwave system is provided to cmnmunisate with the 0 itity.

The radios are used to I Ink i

1 and the j m The microwave terminal uses thel O and

so .Jtiple* systems for th, .nd Ad and
lw respect ively. A R lo

C.312 MWr Communications end Grounding Cables

Cemmunisation ab6es originate in the toenical sotrol ariaW

j carrying telephone and message traffic to and from the P1W?. Sifma)

sables arte routed within the eOWT On cable rocks 2.4 meters above the floor. ..

These cables .onsist of shielded and onsglielded Owistcd pairs. The individual

table shields ire grounded to the signal ground bus at ea% eqipment rack.

The MWT facility's signal and power ground buses ore tied to am interior

grounding network. This network consists of bare I/0 copper wire running em the'

overhead cable racks. this sable is conted to the exterior ground eounteroIse

system by 1/0 copper tables at varlous points around the building. Equipoot rocks

and de returns are alse grounded e the Interior ground network.

4(
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C-3.3 MVT AC/DC Power Subsystems

The site power plant hv Ierecelves commercial ac power by

overhead transmission lines to three power plant transformers rated at 75 kV. The

transformers are mounted on poles 9 meters (29.5 feet) above ground. AC power is

then routed from these transformers by buried and overhead cables to the two

transformers by the MWT (see Figure C.1-I). Emergency ac power is provided by four

500-kW diesel generators located e

AC power is supplied to the facility by two pad-mounted transformers

located northeast of~ nIM Each transformer (480v/208v) is rated at

75 kVA. AC power Is distributed in steel conduits to the individual MWT

equipment.

DC power is supplied to the MWT equipment by three 400 ampere dc

rectifiers and by individual equipment power supplies. The power supplies also

charge two 24-cell, 408 V battery banks located within the building to provide a

minimum 8-hour emergency power reserve.

C.3.4 MT Grounding System

The facilities exterior ground counterpoise system surrounds

*was shown in Figure C.l-1. The exterior ground network consists of buried

1.9 centimeter x 240 centimeter long copper rods connected together by bare 2/0

copper cables. The Interior ground cable, five waveguides, antenna tower, air

conditioning units and transformer cases are externally grounded to this ground

counterpoise system.

*08

I -S



:APPENDIX D

4 FACILITY FUNCTIONAL ANALYSIS

0.1 GENERAL

The TCF erated and maintained by theE ni P

_The primary function of the TCF is

to provide th d communication facility access to long haul communica-

tion networks. The TCF provides the communication facility with the necessary

connecting and signal conditioning equipment for all message traffic.

The primary function of the microwave terminal is to provide continuous

multiple channel transmission between th nmnommunication facility and

five interconnectng6 facilities.

The connectivity mf hu s shown in Figure D.l-i.

0.2 ELEMENT FUNCTIONAL DESCRIPTIONS

0.2.1 Technical Control Facility (TCF)

The TCF provides signal conditioning and routing functions between

subscribers. Message traffic entering and

leaving the TCF is single channel voice frequency over twisted pairs and low-level

&over twisted pairs. Figure D.2-1 shows the communications signal flow and

associated equipment.

Results of the functional analysis indicate that the equipment listed

in Table D.2-1 are critical for operating theq TCF. Included for each

critical equipment is the functional impact to TCF operations if the equipment is

impaired.
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*.2.2 ltcraweve Terminal (IMWT)

Message traffic is transmitted between wa ether feIilities

via microwave radio or twisted pairs sarylng audio or puls e mOulotion

signals. Figure 8.2°2 shows the cemunicatlens funetleel flow ind asseieted

equipment.

The microwave links to V and e are 4 Sys tems
Operating in a dual frequency diversity mode. Th.o mrewove link to

sperates at a single freqency, with the setd tranmiltter/

roceiver in hot standby. Ts microwave link to ict l

system operating in a dual frequency diversity lode. -nicrowave
link uses an system and also operates in a dual feoquency diversity

mode. the link capacities and operating frequencies are shon Is Table 9.2-2.

Table D.2-2. Link capacities and operating frequencies, s

Channel
Transmit (MHz) Receive (MHz) Capacity

84.

600

1.20

240

36
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The pulse oe modulation system (PCX) etries 24 chanmels

as a backup for thed l1 m icrwve system. The Wt system is net

Sapable of €4rrying the wide-band seore v61e4 link betw4ee and

which requires one group (12 chennels) of the misreav link.

The link from the WT t is mprised of 120 shanunels ftr

U.S. forces and 120 wjnnels for The 120 channels

for the U.S. forces split atlan4 fellow the 4W micrewave system, with

40 ¢harnols terminating etj and 60 et4 Siity 4aannels are therefore

available for olternate path backup btween and both4 anddg J The

120 channels reserved for AM use provide a similar alternate, with 60 hannels

fellowing the U.S. forces microwave system to A and 60 channels to 1

- Results of the functional analysis Indiate that the equipment listed

In Table 0.2-3 are critical for eperating the MIWT. Included for each critical

equipment is the .funstienal impact to micrewave terminal "oretiens if the equipment

is impaired.
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APPENDIX E

A FACILITY ELECTROMAGNETIC ANALYSIS

E.1 GENERAL

The construction of the buildings housing th eTCF and WT

is concrete block with some steel reinforcement. The building shielding for the

TCF was estimated at the site to be Direct coupling of EMP to internal

conductors is treated In the EM model by attenuating incident EMP fields by

0 The building shielding for the MWT was measured during the site survey

to be 4I Direct coupling of EP to Internal conductors is treated in the

EN model by attenuating incident EP f fields by 1 P

E.2 I TCF PENETRATIONS AND COUPLING PATHS

Figure E.2-1 shows the major electromagnetic penetrations of the TCF.

These major electromagnetic penetrations are listed below%

1) The communication tie cables between the TCF and the

microwave building

2) The dc power cables between the TCF and the microwave

building

3) The landl ine communications cables

4) The fW main distribution frame tie cables

5) The ground system

6) The ac power system via theo D'ffacility UPS room

Considering the major electromagnetic penetrations and the TCF critical

equipment, the critical coupling paths joining these penetrations and critical

equipment were selected for the EM analysis.
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E-3 n WT PENETRATIONS AND COUPLING PATHS

Figure E.3-1 shows the major electromagnetic penetrations of the MWT.

These major electromagnetic penetrations are listed below:

1) Commercial power feed !ines

2) Microwave tower and waveguide system

3) Buried communication cables

4) Ground system conductors

Considering the major penetrations and the MWT critical equipment, the

critical coupling paThs joining these penetrations and critical equipment were

selected for the EM analysis.

E.A EM MODEL DEVELOPMENT

The locations and shielding of the penetrations, the layout of the

coupling paths and the location and type of critical circuit determine ";,e

configuration of the final electromagnetic model c.oded into a computer to

calculate the critical equipment responses to the most severe, high-altitude,

nuclear EMP environment.
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APPENDIX F

U BONDING* AND ASSEMBLY INSTRUCTIONS

F.1 BONDING

Bonding refers to the process by which a low impedance path for the

flow of an electric current is established between two metallic objectb.

F.I.1 Surface Platings or Treatments

Surface treatments, to include platings provided for added wearability

or corrosion protection, shall offer high conductivity. Plating materials shall

be electrochemically compatible with the base metals. Unless suitably protected

from the atmosphere, sliver and other easily tarnished metals shall not be used

to plate the bond surfaces.

F.1.2 bond Protection

All bonds shall be suitably protected against weather, corrosive atmos-

pheres, vibrations and mechanical damage. lnder dry conditions a corrosion

preventive or sealant shall be applied within 24 hours of assembly of the bond

materials. Under highly humid conditions, scaling of the bond shall be accomplished

within one hour of joining.

F.1.3 Corrosion Protection

Each bonded joint shall be protected against corrosion by assuring

that the metals to be bonded are galvanically compatible in accordance with

DCA Notice 310-70-1**. Bonds shall be painted with a moisture proof paint conform-

Ing to the requirements of FED-STD T-TP-1757 or shall be sealed with a silicone

or petroleum-based sealant to prevent moisture from reaching the bond area. Bonds

f taken from MIL-STD-88-12
**DCA Notice 310-70-1 will be replaced by MIL-HDBK-419 upon release of 419.
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which are located in areas not reasonably accessible for maintenance shall be

seated with permanent waterproof compounds.

F.1.4• Vibration

Bonds shall be protected from vibration-induced deterioration by

assuring that bolts and screws are torqued in accordance with DCA Notice 310-70-1.

F.1.5 Bonding Straps

Bonding straps installed across shock mounts or other suspension or

support devices shall not impede the performance of the mounting device. They

shall be capable of withstanding the anticipated motion and vibrational require-

ments without suffering metal fatigue or other means of failure. Extra care shall

be utilized in the attachment of the ends of bonding straps to prevent arcing or

other means of electrical noise generation with movement of the strap.

F.1.6 Bond Resistance

All bonds for ground conductors whose primary function is to provide a

path for power, control, or signal currents shall have a maximum dc resistance

of one milliohm. The resistance across joints or seams in metallic members

required to provide electromagnetic shielding shall be one milliohm or less.

F.1.7 Clamps

Bonding clamps shall conform to AN 735 or AN 742.

F.1.8 Nuts, Bolts, and Washers

Nuts and bolts shall be capable of meeting the torque requirements of

DCA Notice 310-70-1. Flat washers shall not be surface treated: they shall be

protected as specified in paragraph F.1.18 and F.I.19 for corrosion control

purposes. Star washers smaller than 1.2 cm (1/2 inch) shall not be used.

_%.6



F.1.9 Direct Bonds

Wherever possible, bonding of metallic or other conductive members shall

be accomplished by direct contact of the mating surface with theelectrical path

achieved by a welded, brazed, soldered, or high-compression bolted connection.

F.1.10 Welding

Permanent conditions between ferrous materials shall be welded

whenever possible.

F.1.11 Brazing and Silver Soldering

Brazing or silver soldering is acceptable for the permanent bonding

of copper and copper alloy materials.

F.I.12 Bonding of Copper to Steel

Either brazing or exothermic welding shall be used for the permanent

bonding of copper conductors to steel or other ferrous structural members.

F.).13 Soft Soldering

Soft soldering shall not be used for bonding purposes.

F.1.14 Sweat Soldering

Sweat soldering shall be used for electrical bonding only when other

fasteners such as bolts or rivets are concurrently used to provide mechanical

strength.
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F.I.15 Bolting

All bonds utilizing bolts and other threaded fasteners shall conform

to the minimum torque requirements given in DCA Notice 310-70-I. Inspection

shall be conducted periodically. Before joining, all faying surfaces shall be

prepared-per paragraph F.I.18. Particular care shall be taken to provide adequate

corrosion protection to all electrical bonds made with bolts and other threaded

fasteners.

F.I.16 "CAClamps and Spring Clamps

C-clamps and spring clamps shall not be used for permanent or semi-

permanent bonding.

F.I.17 Indirect Bonds

Where the direct joining of structural elements, equipments, and elec-

trical paths is impossible or impractical to achieve, bonding straps or jumpers

shall be used.

F.I.18 Surface Preparation

All mating surfaces which comprise the bond shall be thoroughly cleaned

before joining to remove dust, grease, oil, moisture, nonconductive protective

finishes, and corrosion products.

1) Area to be Cleaned. All bonding surfaces shall be cleaned

over an area that extends at least .5 cm (I/4 in.) beyond

all sides of the bonded area on the larger member.

2) Paint Removal. Paints, primers, and other organic finishes

shall be removed from the metal.

3) Inorganic Film Removal. Rust, oxides, and nonconductive surface

finishes such as anodize shall be removed.
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4) Final Cleaning. After initial cleaning with chemical paint

removers or mechanical abrasives, the bare metal shall be

wiped or brushed with dry cleaning solvent meeting the

requirements of Federal Specifications P-D-680. Surfaces

not requiring the use of mechanical abrasives or chemical

paint removers shall be.cleaned with a dry cleaniog solvent

to remove grease, oil, corrosion preventives, dust,,dirt,

* and moisture prior to bonding.

5) Clad Metals. Clad metals shall be cleaned with fine steel

woolrdr grit in such a manner that the cladding material

is not penetrated by. the cleaning process. A bright, smooth

surface shall be achieved. The cleaned area shall be wiped

with dry cleaning solvent and allowed to air dry before

completing the bond.

6) Aluminum Alloy. After cleaning of aluminum surfaces to a

bright finish, a brush coating of irdite or other similar

conductive finishes shall be applied to the mating surfaces.

7) Completion of the Bond. If an intentional protective coating

is removed from the metal surface, the mating surfaces shall

be Joined within 30 minutes after cleaning.

F.I.19 Dissimilar Metals

All mating surface materials that comprise a bond shall be identified.

Compression bonding with the use of bolts or clamps shall be utilized only between

metals having acceptable coupling values as indicated in DCA Notice 310-70-1. When

the base metals form couples that are not allowed, the metals shall be plated,

coated, or otherwise protected with a conductive finish, or a material compatible

with each shall be inserted between the two base metals. It shall be constructed

from or plated with an appropriate intermediate metal.
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F.I.20 Corrosion Prevention (Below Grade)

Because of galvanic corrosion between dissimilar metals, below grade

and/or high moisture areas, the welded or brazed joint shall be covered with

pitch or other suitable waterproof compound to inhibit corrosion.

F.2 ASSEHBLY

The following subparagraphs deal with special installations peculiar

to hardness concept designs.

F.2.1 Rigid Conduit, Threaded Connections

Rigid conduit (new or old installations) used for shierding or rf returns

shall be assembled as follows:

1) Cleaning. All mating surfaces for threaded connections shall

be prepared as in paragraph F.I.18.

2) Assembly. Apply cold galvanizing compound* "Galvicon" to

thread parts and assemble wet. Wipe off excess and let joint dry.

3) Corrosion Protection. Protect the connection as in paragraph

F.1.3.

F.2.2 Rigid Conduit, Box or Cabinet Connection

Rigid conduit (new or old installations) used for shielding or rf returns

shall be assembled as follows:

1) Cleaning. All faying surfaces shall be prepared as in

paragraph F.I.18.

Kenco Divison

Southern Coatings and Chemical Co., Inc.
Sumter, South Carolina 29150
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2) Assembly. Assemble using a rigid conduit metallic bushing

and bonding type lock nut.

3) Corrosion Protection. Protect the connection as in

paragraph F.I.3.

F.2.3 Coaxial Cable, Severe Environment

Coaxial cable connections exposed to outdoor environments or high

humidity shall b( assembled as follows:

1) Cleanirng. All metal surfaces shall be-prepared as In

paragraph F.1.18.

2) Assembly. Assemble connectors and clean as in paragraph
F.l.18.

3) Corrosion Protection. Apply Dow Corning* 3145 RTV adhesive/

sealant (non-corrosive) on the connector forming a seal to

preclude migration of water or vapor down the cable or at

the threaded portion of the connector.

F.2.4 Coaxial and Shielded Cable, Intermediate Point Bonding

Cables requiring attachment of ground straps at points other than cable

ends shall be prepared as follows:

1) Cleaning. Remove at least 3 cable diameters of the protective

sheath to expose the cable shield. Prepare the shield surfaces

as in paragraph F.l.18 except that any solvents used for cleaning

shall be compatible with the cable dielectric and the insulating

material.

* Dow Corning Corporation

Midland, Michigan 48640
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2) Assembly. Shield bonding is achieved by using a cable

clamp to which a flat bonding strap is attached. To

avoid crushing the cable dielectric and insulating material,

fabricate a pressure sleeve which '1 be installed under

the bonding clamp to distribute ciamping pressure over a larger

area. The pressure sleeve should be flared on each end, split to

facilitate assembly and have a length of about 2 cable diameters.

Thin wall copper tubing siightly smaller than the cable diameter

should be used and tinned both inside and out with a 50/50

solder using a non-corrosive flux. Install the sleeve and an

AN735 type bonding clamp. Prepare a bonding strap of tinned

copper flat braid of the largest size possible that is compatible

with the terminal lug size determined by the required pressure

clamp size. The bonding strap should not be more t.,an 6 inches

long and shorter if possible. Crimp and solder a lug to each

end of the flat braid. Clean the metal parts as In paragraph

1) above and assemble the sleeve, clainp and bonding strap

terminal to the cable. Tighten the clamp, but not so tight

as to crush the dielectric or wire insulation. Fasten the other

end of the bond strap to the ground plane in accordance to the

bonding Instructions in paragraph F.I.

3) Corrosion Protection. Apply Dow Corning** 3145 RTV adhesive/

sealant (non-corrosive) to the cable, sleeve and bonding

clamp. Completely cover the bond assembly, overlapping the

protective sheath on the cable and the terminal lug on the

clamp. Thus, forming a seal to preclude migration of water or

vapor down the cable.

** Dow Corning Corporation

Midland, Michigan 48640
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