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COMMAND CONTROL GROUP BEHAVIORS - OBJECTIVE 2
COMMAND CONTROL TRAINING WITH SIMULATIONS

BRIEF

This volume describes the results of the first year s work on the second
objective of the stud) » COMMAND GROUP BEHAVIORS. Two companion volumes

describe the work done on the other two objectives.

Purpose:

The purpose of Objective 2 is to develop strategies and a
planning guide for use of extant battle simulations in an integrated
fashion to achieve the maximum training benefit for resources expended
based on unit and echelon specific training needs.

First Year Goals:

The goals of the first year's effort in support of Objective 2
are: _ ' , ' ,

. Initiation of diagrostics development through analysis
of the internal data flow within the command/staff
~ grroup elements.

. Analysis of extant simulations to determine adequacy of
scope of covera,e of ARTEP standards..

) AnaIysis of extant simulations to determine adequacy of
data collection and reduction with respect to ARTEP
standards. c

° Initial formulation of the "Command Group Training
Packet."

Method:

The first year goals were reached by means of the following
actions:

. A work plan was developed and submitted.

° A literature search of documents pertinent to the training
of command control groups was conducted including ARTEPs,
FMs, technical reports, and training circulars. These were
reviewed: to identify the general training requirements,
to utilize Rertinent information in earlier studies, and to

determine the availability of documentation directly useful

to commanders and senior staff officers for training of
their own staff.
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Conclusions:

A total of four field trips were made by the Objective 2
study team. Two were made to Fort Leavenworth to obtain
background information on simulation activities andzusage,
ARTEPs, and other related Army activities such as C"SPR and
CATTS. Two other CONUS posts were visited to get informa-
tion on field usage of simulations both from operators and

users.

The develbpment of diagnostics to facilitate identification
of1;ndividua1 training deficiencies was initiated as
follows: )

- A common reference numbering system for ARTEP tasks
and subtasks was developed. o

- The criticallelements contained in ARTEP tasks and
subtasks were identified.

- A model of command control group behavior with respect
to processing information was postulated, the required
skills identified, and a data collection and reduction
technique developed to validate the model as part of

. the Objective 1 effort. : _ .

- A preliminary set of standards of performance for
ARTEP tasks was developed. ’

- The means by which ARTEP performance deficiencies can

be related to individual training deficiencies was
i1lustrated by means of "diagnostic segments.”

A prgliminary evaluation of simulation suitability for use
as C° group training devices was accomplished.

The scope of extant simulations with reference to ARTEP
tasks and standards was examined. S

.

There exists a need for common format, functional documen-
tation for all extant simuletions.

A single methodology for all simulations from corps to
battalion level is highly desirable.

. Extant simulations will continue to be used for purposes

other than command and staff training; thus, there is a
need to provide guidance as to the impact of simulation
limitations for such applications.

Guidelines are needed for use of ARTEPs in conjunction with
extant simulations.
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There is a need for development of specific guidance
relating to feedback techniques and procedures.

- Given ingenuity and careful preparation by exercise

directors, the scope of extant s1mu1atvons appears
generally adequate.

- Computer support acceptance will increase at locai levels

as junior officers familiar with simulations and computer
technology advance in rank.

" There is a need for guidance for training of staff elements

prior to their participation in simulation play.

" Simulation utility can be improved by increasing emphasis

on the player planning process preceding actual execution.
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s | | | SECTION 1
- " INTRODUCTION

1.1 PURPOSE

s The purpose of this research is to develop strategies and

g guidance for the use of extant battle simulations in an integrated

T fashion so that units in the field will achieve the maximum training
-benefit for resources expended based on unit and echelon specific
training needs, objectives, and situational constraints. Training

strategies pertain to use of the simulations concurrently or in some
sequential fashion to achieve training objectives.

Training guidance should reflect how each of the simulations
being considered can be best used to train corps through battalion
commanders and their staffs to achieve ARTEP standards. Guidance is

neaded for:
¢ Establishing training objectives

¢ Determining criteria to be used to select an
appropriate simulation(s)

o Developing methods and procedures for conducting the
exercise with emphasis on performance recording and
reduction capabilities

o Feeding back performance data to personnel being
trained (players), and

o Developing remedial training options.

In developing strategies and guidance it is necessary to
consider the following simulations:

° WAR EAGLE at the corps'iévgjﬂ—mm,_uwow,,m
o  FIRST BATTLE at the division level

° CAMMS and PEGASUS at the brigade and battalion
levels

SATTLL and DUNN-KEWMPF as they relate to training
battalion and above commanders and staff in
tactics, terrain use, and weapons effects
knowledge.

(i)

A brief description o% each listed simulation is found at Appendix B.
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Training guidance should reflect how each of the above
mentioned simulations, as they are now structured, can be best used in
training corps through battalion ccmmanders and their staffs to
achieve ARTEP standards; and appropriate training strategies for the
use of all the simulations should articulate how they could be used
concurrently or in some sequential fashion to achieve given tra1n1ng
objectives.

In the process of acquiring the data necessary to develop che
guidelines outlined above, it will be possible to identify modifica-
tions for each simulation which wou]d allow them to:

} ] Be more effective training veh1c1es for some tasks
| for which they now pcssess a l1m1ted tra1nwng
| capability, or :

- ) Provide a training medium for tasks for which they
do not now possess the capability.

1.2 SCOPE AND GOALS
AN | 1.2.1  Scope
i\ﬁ> _ Simulations to be considered are the following:
‘ Manual Computer Supported
Echelon Simulations Simulations
Corps | WAR EAGLE -
Division  FIRST BATTLE
| Brigade PEGASUS  cAMMS
u“zk‘ | Battalion " PEGASUS CAMMS

CAMMS II, now in development, is being monitored throughout the pro-
gram, with review and comment as appropriate. (This simulation will
be applicable at division, brigade and battalion levels.) DUNN-KEMPF

‘was examined as it relates to training battalion and above commanders
and staffs in tactics, terrain use and weapon effects.

It is recognized that the term "simulation® can encompass the

tota1 combination of an individual game/simulation, player and con-
troller personnel, associated equipment, processes and conditions.

I-2




For purposes of the firs. year's work, however, “"simulation” will pe
used in its narrower sense, i.e., a general identifier of the simu-
lations listed above in their role as training “vehicles." This
definition will be extended in later phases of the work as appropriate
relationships are established.

In the first year, staff elements to be addressed will con-
sist of the coordinating staff (omitting G-5), the FSE, ADE, and the
NBC elements of the speciaT staff. Additional elements will be added
in Year Two to the extent ti.eir relationships are deemed necessary and

appropriate.
1.2.2 Goais
The goals of tre initial vear of work are:

o Initiation cf diagnostics development thi-ough
analysis of the internal data flow within the
command/staff group elements,

®  Analysis of extant simulaticns to determine
adequacy of scope of coverage of ARTEP standards,

° Analysis of extant similations to determine
adequacy of data collection and reduction with
respect to ARTEP standards, and

. Initial formulation of the "Command Group Training
Packet."

Goals for the full three-year program, by year, are shown at
Table 1-1.

1.2.3 - Overview -- First Year

The first year's work, shown schomatically in Figure 1-1,
began with a data collection effort consfsting of a literature review
and a survey to obtain developer and user consensus with regard to
extant simulations. Following establishment of this foundation a
three-track research effort was carried out. The logical basis for
structuring the internal information flow within the command and staft
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elements was established as a basis for the construction of the
diagnostic fault tree in the second year. Concurrently with that
effort, analysis of the scope and prescribed operation of extant simu-
lations in comparison with ARTEP prescribed standards for tasks and
sub-tasks was carried oui. Finally, the outline for the Command Group
Training Packet was formilated and a preliminary draft incorporating
the results of the first year's research was prepared.

Essential to proceeding with an analysis of the interrela-
tionships betwen ARTEPs, staff actions and processes and simulations
as will be developed in the individual tasks below is an explicit
derivation of the linkages involved. These are portrayed in Figure
1-2 (but may be modified as a result of future research). Definitions
for concepts developed by SAI (asterisked items) are found at Section

5.

1.2.4 Relationshipg;o Objectives 1 and 3

The research and analysis associated with Objective 2 pro-
ceeded independently of those associated with Objectives 1 and 3.
However, information was interchanged as appropriate. It is pertinent
here to examine the relationship between Objective 2 and Objectives 1

~and 3 in order to determine how the results obtained from Objectives 1

and 3 will be integrated into the second- and third-year research
efforts in support of Objective 2.

A purpose of Objective 1 is the identification of those team
and individual behaviors and decision-making processes {both pro-
cedural and non-procedural) constituting effective command and

" control. The insights gained from Objective 1 will provide useful

tools for the development of the Objective 2 diagnostic package. For
example, if it can be determined which command/control behaviors and
processes are most and least effective, then a set of guidelines can
be developed which can be used to evaluate the performance of a -
commander and staff group during a particular training exercise. The
diagnostics are currently envisioned as comprising a set of diagnostic
segments which show the structure of and elements associated with the
performanca of a given ARTEP task or subtask. These segments can be
viewed as trees whereby the staff actions associated with a given task
can be traced and performance deficiencies can be identified. The
insights gained from Objective 1 can be applied to this concept in
order to point out which behaviors/processes contributed to the iden-
tified performance deficiency, thus facilitating the establishment of
training requirements.

Whereas the results obtained from Objective 1 can be applied
to the research associated with Objective 2, Objective 2 will in turn
facilitate the research entailed in Objective 3. The purpose of
Objective 3 is to develop a strategy for ensuring an effective and
smooth implementation of ADP in support of tactical command/control.
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The Command Group Training Packet developed from Objective 2 can
provide a vehicle whereby:

. Commanders and staffs can be ihtroduced, and become
accustomed to using ADP as an integral tool in the
exercise of command/control.

® Various implementation strategies can be tested and
refined.. .

° System requirements (ADP and total command/control) can
be more adequately <pec1f1ed. .

The current use and con*inuing development of computer-supported simu-
lations, being examined under Objective 2, may thus provide an
effective means of assisting the 1ntroduct1on of ADP as a useful
command/control tool.

1.3 METHODOLOGY
1.3.1 A Systems View

. The purpose of this objective is the development of a train-
ing, planning, and management system which addresses all significant
aspects of conducting training with extant battle simulations. Since
this objective concerns training command/staff groups which are the
decision nodes of the tactical information system, it is useful to
view such application of battle simulations in a systems context.
Figure 1-3 portrays the information flow between the command/staff
group and an apprupriate combat simulation at division level. Al-
though shown as a complete "G" staff, the same considerations apply to
higher and lower echelons with varying degrees of complexity of the
structure of the command/staff group. All of the extant simulations
provide a human interface between the simulation and the command
group. This is in the form of controllers (player/contrallers) who
represent higher, adjacent, and subordinate nodes in the information
system,  In the interest of realism, these interfaces usually occur
-.over the organic communication means. The combat simulation, of
course, substitutes information processes for phy51ca1 processes in
order to provide feedback to the command node in the form of infor-
mation generated by the physical processes being simulated. Also
indicated are the points in the information stream which can be tapped
for ARTEP evaluation. One point represents direct evaluation (usually
a matter ¢f judgment on the part of the evaluator) of the command
group outputs (e.g., the OFLAN). The second lies on the output side
of the simulation and represents the simulated battle outcome of the
command group input, e.g., was a force ratio of 5:1 actually achieved
in the attack? The third taps the outputs of each of the individual
staff elements.

I-8
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To be credible the information flow emanating from such a
simulation must have the propertiei of good drama, namely, unity of
time, place, and action. Sackman,” from studies of the SAGE system,
was the first to set forth some generai principles concerming the
dialogue between a human decision maker and a simulation. Although
couched in the terms of the human/computer dialogue, his principles
are equally applicable to tie more general problem of man interfacing
with any simulation:

¢ Real Time Paralleiism: Real time digital events
shouTd operate in parallel with, and refiect the
pacing of, the separate and distinct real time
characteriestics of the men, equipment, and relevant
situation events required to meet system goals. This
parallelism should hold throughout the range of
system capacity and associated computer operating
time. Program design and control should accurdingly
have a structurz that results in a close empiricai
fit between digitz] timing and environmental timing
as detarmined by empirical performance effectiveness
.through system testing.

¢ Temporal Anthronomorphism: The computer systam
should optimize around the characteristic vari-
abilities of real time human norms for effective
system performance rather than try to fit the human
intc an alien pace that may ostensibly be more con-
venient from program and equipment considerations.

o Conversational Principle: Human performance in
man/computer dialog will vary with the similarity of
the responding computer system, to the real time
exchange characteristics of human conversation . . .
As computer response time and message pattern deviate
increasingly from real time parallelism . . . so will
user perfcrmance deteriorate . . . (pp. 442-443).

Stated another way, the simulation must: provide the staff with
information representing physical events at the pace those physical
events would normally occur; allow the staff to operate at a normal
human pace depending on workload; and provide information in a useful
and easily recognized format. A major problem in the design and |
operation of combat simulatinns is that the information processas 1

1 Sackman, H., Computers, System Science Evolving Society. John J

Wiley, New York.
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which substitute for the physical processes usually occur at many

times the rate of the physical processes being simulated. This neces-
sitates the insertion of delays approximating those of real world pro-
cesses in order to maintain realistic time lines and system responses.

{t can, of course, be argued that a closed loop representa-
tion of the tactical infarmation system such as Figure 1-2 applies
only to the control and ccordination of combat operations and not to
planning. Such a view ighores the twofold purpose of planning. A
plan generated by any one node of the information system serves to
generate additional, more detailed, planning by subordinates. This
completion of the planning process is carried out (i.e., must be
simulatad) whether or not the original plan is ever implemented since
the plan provides the sequence, frequently the schedule, of future
events that must occur if the mission is to be accomplished. The
completion of the planning process is, of course, included in the
ARTEP criteria.

We come now to the crux of the problem; both the ARTEP and
the simulation treat the command/staff group as an essentially
unstructured "black box" and pay little or no attention to the infor-
mation flow within that box. The ARTEP provides a series of training/
evaluation standards against which the command/staff group outputs are
evaluated either directly (e.g., “traffic regulation and control plans
are developed") or through the simulation (e.g., for the offense, "a
friendly/enemy combat ratio of 5:1 or better at the point of deci-
sion"). The only diagnostic provision in the ARTEP is the recognition
that the command/staff group has a series of major subdivisions con-
sisting of the usual "G" or "S" and special staff elements. The ARTEP
annex specifies the necessary contribution of each staff element to
the specified standard and provides for sampling those outputs in
order to evaluate staff section performance. The only diajnostic
information that can potentially be provided by the simulation -- as
long as all information continues to flow through a human interface --
is the command/staff group terminal from which each message emanated
or to which it was delivered. These provisions are not, however,
adequate to pinpoint training deficiencies. What the basic ARTEP and
the Staff Supplement provide is a combination of combat outcomes and
data package content descriptions whic. meet performance standards.
But these are the result of a string of information processes. The
training deficiency lies either in a faulty selection of the processes
or sequence of processes -- or in faulty execution of the correct pro-
cesses. What this implies is that diagnosis of the training defi-
ciency(s) that led to an unsatisfactory outcome requires a diagnostic
tool of some kind beyond the ARTEP and the simulation. Such a tool is
required to identify the faulty process or string of processes that,
in fact, led to the defective output. Because of the multiplicity of
faulty processes and/or procedures that can lead to a defective out-
put, such a tool would resemble a fault tree. The development of such
a fault tree, in turn, requires that a logical structure of processes
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ana procedures internal to the command/staff Qroup have been estab-
lished so that the flow may be traced to the training deficiency that

caused the impaired performance.

Such a logical information flow

structure should not be interpreted as a singie set of SOPs which
would be identical for ali units and invariant over time, but rather a
general set of principles for organizing the processing of information
to include steps (individual and tcam behaviors) taken to adjust to
varying degrees of stress -- particularly workload.

1.3.2

Methodo1pgy Overview

This‘effort consists of work under five major headings:

Diagnostics. A major effort is required to develop
the diagnostics needed to trace the very general
deficiencies uncovered by ARTEPS into specific
training deficiencies to be corrected through

remedial training.

Scope and Operation of Extant Simulations. A
detailed review of both the ARTEPS and extant
simulations is needed in order to determine the
adequacy of the latter for the development of the
outputs needed for comparison with the performance
standards set tby the ARTEPS. The simulations must
also be analyzed to determine their adequacy, as
currently documented for collecting and reducing
the needed data for rapid feed-back to players.

Validation. - The findings, conclusions, cnd
recommenations developed during the course of the
investigation will be validated by comparison with

_ user experience at appropriate intervals.

Incorporation of ADP (Maneuver Control System).
Uuring the later phases of the research the
question of incorporating ADP into the training
program will be addressed as will the question of
its applicability in the training role to meeting
the goals of Objective 3.

- Synthesis. The results of the foregoing facets of

the effort will be synthesized into a “Command
Group Training Packet" for use by comanders and
senior staff officers in training their own command
staff groups to meet training objectives and
overcnme training deficiencies using extant and/or
modified battle simulations.

I-12
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- briefly described below.

1.3.3 Study Execution

The actual execution of this study is being carried out
according to the Procedural Chart of the Methodology shown in Figure
1-4. The chart shows that the study will traverse eight procedural
steps to arrive at the final deliverables, the technical report and
the training packet. The first three procedural steps (Steps 1
through 3) provide the necessary spade work before the program of
study splits into two concurrent efforts, cne related to the develop-
ment of a diagnostic fault tree and the other focusing on the assess-
ment of the scope and suitability of the extant simulations for
various training objectives. The diagnostic development effort is
shown on the lefthand branch of the chart. It must traverse Steps 4A
through 7A, but must at one point be coordinated with intermediate
results from the righthand branch. The scope assessment and suita-
bility efforts are embodied in the righthand branch.

: The work reported here covers Steps 1 through 3 and about
half of Steps 4A and 4B.

1.4 ORGANIZATION OF THIS REPORT

Following this introductory section (Section 1) the remainder
of this report consists of five sections, each of whose contents is

° Section 2. This section contains a summary of documen-
tation and other source material reviewed during Year
One, and a summary of findings and observations devel-
oped through vield trips to Fort Leavenworth (two), Fort
Riley axd Fort Stewart during the course of the year.
The latter directly and notably impacts development of
the Command Group Training Packet by highlighting uses
to which the various simulations are put in the field,
and a sample (albeit small) of procedures employed.

. Section 3. This scction sets forth the progress to date
... 73n developing the diagnostic structure to be completed
~in Years Twc and Three. Central to the development of

this structure are the interrelationships between
ARTEPs, staff responsibilities and simulations shown
previously at Figure 1-2, and the methodology set forth
in Figure 1-4.

. Section 4. Presented in this secticn is an initial

assessment of simulation suitability. The complete
assessment of simulation suitability must await the full

development of the diagnostics. The relationship
between suitability assessment and the diagnostics is
described.
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STEP 1. Organize ARTEP tasks
and subtasks for all echejons
into a cormon framework.

y

SYEP 2. Using FM guidance and the ARTEPS, develop
separately the following:

Refinements of the ARTEP | The “"critical elements*

standards for each subtask.; associated with each subtask.

y
'STEP 3. Identify al} staff
’ actions associated with sub-
DIAGNOSTIC OEVELOPMENT tasks; identify the “procedural SCOPE_ARD SUTTABILITY
EFFORT crittcal elements.” , STUDY_EFFORT
) 1 .
{ e ( CONCUPTENT | et J
STEP 4A. ldentify potential STEP 48. Fur given echelon and
performance deficiencies extant simylation, determine
associated with the whather scope covers the
subtask standards. critical elements and staff
actions.
COORDINATION: Determine the vES A N0
indicators to be used with ?
respect to the critical eiements. ; w
. 1 1 ‘ ;
[sTer sa. Find anl stafr ( | STEP 5. Determine if training
. actions related to an indf- | whicle can be modified to make
[cated performance deficiency. | suitable for critical
elements and staff actions.
[; A
f N0 A YES
r’ N
STEP 6A. Develop diagnostic :
"segnents” which isolate the STEP 6B. Document requirements STEP 6B. Detail modifications
training requirement(s) indi- for new training vehicie accommo- {improvements) making training
cated by the performance dating the criticalelements, vehicle suitable for
deficiency. elements. | critical elements.
J |
STEP 7A, Incorporate the
individual segments into a
general procedural fault tree.

{

[} Y i

STEP 8, Prepare a technical
report and a training packet.

FIGURE 1-4. PROCEDURAL CHART OF THE METHODOLOGY
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. Section 5. This section briefly describes the potential
for developing a command control research and training
test bed, with the basis formed from the results of the
Objective 2 study effort.

] Sectior 6. This section provides a summary of the
findings and conclusions resulting from the first year
study effort. :

Appendix G, entitled "Training with Simulations,” is the preiiminary
Command Group Training Packet (CGTP), presented in annotated outline
form. While presented as a single outline format, it is envisioned that
the CGTP will be a multi-volume product at the end of Year Three, with
the various volumes focusing on one or more key aspects of training with
simulations. :

1.5 RELATED ACTIVITIES

As the research of Year One was being conducted, it became
apparent that a numbar of on-going Army activities may impact the final
product and therefcre have bzen, and shculd continue to be, monitored by
the study team with the assistarce of the study sponsor. These include:

0 Training activities at the Command and General Staff
Coliege (CGSC) (e3 ., the Combined Arms and Services
Staff School (CAS ? program of instruction);

s The contiguing Command and Control Special Program
Review (C“SPR);

. Activities of the offices charged with ARTEP cevelopment
responsibilities;

. TRADOC training development activities (e.g., "Army
Training 1990"?; and o

) Activities at the various Simulation Centers wherein
innovative approaches are being developed and/or new
requirements are being piaced on simulations and support
personnel due to actual or perceived mission and
training objective changes (see also Section 2.2).

Significant for the first year's program was the lack of a final,
approved version of ARTEP 71-2 (although extracts of the proposed final
draft were provided by the study sponsor) and the projection of develop-
ment by CATRADA of the “"Single Methodology Manual Simulation - Battalion
through Corps" (SMMC-BC), as well as CAMMS II. Progress in these
simulation development programs should be monitored during Years Two and
Three. Also desarving attention will be the status of Corps ARTEE
activity and potential revisions of ARTEPs 100-1 and 100-2, and C<SPR
support of simulation usage.
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SECTION II
DATA COLLECTION

2.1 REVIEW OF DOCUMENTATION

As ‘part of the first year data collection efforts for Objective
i 2, SAI gathered and reviewed documentation pertinent to training command
- control groups. Table 2-1 lists the references reviewed and briefly
: describes the pertinent content of each. These references include
' ARTEPs, FMs, technical reports and training circulars, and the Tist will
be expanded in the second year. The purpose of this literature review
was threefold:

- To identify the general requirements of tréining as
formulated in Army manuals such as ARTEPs, FMs, and TCs.

kA - To utilize pertinent information contained in previous
studies of command group training in the development of the
... ‘ Command Group Training Packet.

- To ¢etermine the availability of documentation useful to
commanders and senior staff officers for the training of
their own staffs. . :

2.2 FIELD EXPERIENCE
2.2.1 Method

Four field trips were made by the Objective 2 study team: two
to Army agencies at Fort Leavenworth to obtain background information
relating to simulation activities,and usage, ARTEPs, and other, but

_related, Army activities (e.g., C°SPR and CATTS, with interaction with
Objective 1 concerning the latter); and two to CONUS posts (hereinafter
referred to as Post 1 and Post 2) to obtain information on field usage of
simulations from both operators (i.e., Simulation Center personnet) and
units/personnel using the simulations. Interview forms were employed,
copies of which, with synthesized responses, are at Apperdix F. A number
of points discussed below were, however, developed in discussions with
senior personnel, with whom forms were nct used, and are therefore not
enumerated in the appendix summaries.

.
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TABLE 2-1. PRINCIPAL SOURCE DOCUMENTS

ARTEP © " PERTINENT CONTENT
ARTEP 71-2, Interim Draft - Critical tazks to be accomplished
Battalion Task Force {only by command/staff in combat, expect-
Chapter 5, "Command Group/ ed combat conditions, and general
Staff Module," reviewed) standards associated with each
task.

- Brief descriptions of various
battle and training battalion
commanders and stafis. These simu-
lations are listed in order of
increasing complexity. Training
objectives dictate the combinations
of simulations used for a particu-
lar training exercise. :

- Uses of ARTEP 71-2 (e.g., as a
means to train reserve component
commanders and staffs; as a pre-
ARTEP exercise for commanders and
staffs; as a tactical laboratory,

etc. ).
ARTEP 71-2, Coordinating - Brief description of the threat
Draft (only Chapter 3, expected to face friendly units.
*Training and Evaluation Included are summaries or basic
Guideline," reviewed) threat doctrine and combat Force
structures.

« Qutlines of general,missibns
applicable to most expected combat
situations.

- Qutlines of missions specific to
echelons (crew/team, squad/section,
platoon, company, battalion tgsk
force). Also contained are C°-
specific missions and combat
service support missions.

- Listings of tasks to be accom-

plished, combat conditions expected
to exist, and standards associated
with each task.




TABLE 2-1. PRINCIPAL SOI'RCE DOCUMENTS (Cont'd)

ARTEP PERTINENT CONTENT

- Outlines genera! responsibilities
associated with S1, S2, S3 and S4.
Provides generai standards to be
met by S1, S2, S3 and S4.

ARTEP 100-1, Brigade - Critical tasks to be accomplished
‘ by commanders and sta¥fs, expected
combat conditions, and standards
associated with each task.

- Keys to successful training.
Included are the three critical
questions (Where should we be?
Where are we now? How do we reach
our goals?), development of the
evaluation plan, selection and
training of evaluators, and
preparation of test documents.

- Extremely brief descriptions of
battle simulations available to

brigade commanders.

- Uses of the ARTEP in achieving
training objectives (e.g., as a
means to train reserve components
commanders/staffs; as a pre-ARTEP
exercise for commanders/staffs; as
a tactical laboratory, etc.).

ARTEP 100-2, Di.ision - Same as ARTEP 100-1, Brigade.

- Matrix of staff actions keyed to
the critical tasks to be
accomplished. Matrix arranged
according to general and sPecial
staff sections. (Annex) |

ARTEP » Corps - (7O BE PUBLISHED)




[
..I.‘.

- -
-

VO

—— e — ———— e e
e . E .,

s .

TABLE 2-1. PRINCIPAL SOURCE DOCUMENTS (Cont'd)

™

FM 101-5 (July 1972) Starf
Officers Field Manual

PERTINENT CONTENT

Staff principles. Outlines
authority and responsibilities of
commanders. Discusses role of
assistant commanders. OQutlines
staff functions (provide infor-
mation, make estimates, make
recommendations, prepare plans and

" orders). States general staff

responsibilities and authority, to

include relationship between staff,
commanders of subordinate echelons -
and staffs of subordinate echelons.

Description of staff activities to
include coordination, supervision,
communication, analysis, estimates
and preparation of plans and
orders.

Principles and considerations of
staff organization.

Responsibilities and duties of each
staff officer. This corresponds
roughly to the matrix of staff
actions provided in ARTEP 100-2
(Brigade), but provides a dif-
ferent, more general perspective.

Problem solving techniques. Dis-
cusses in detail the estimate of
the situation, and provides sample
formats of written staff estimates.
The content required of each staff
section estimate is outiined. The
staff study is discussed, with
sample formats proviced.

A detailed discussion of elements
of and principles associated with
planning. The required character-.
istics of a plan are given.

Genaral discussion of preparation
of orders and annexes is also pre-
sented.
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TABLE 2-1. PRINCIPAL SOURCE DOCUMENTS (Cont'd)

Ll

FM 101-5 (Coordinating Draft)

Division

OTHER

TC 101-5, Coordinétion and
Control of Division Operations

TC 21-5-7, Training Management
in Battalions

Miles Training and Evaluation

 Test, USAREUR

FM 100-5

PERTINENT CONTENT

- Same as FM 101-5 (1972)._

- Primary differences are slight
changes in format and modified
figures.

\

- Outlines general functions of
division commanders and staff.
Addresses the need for staff
coordination and supervision, and
briefly describes staff estimates.

- Provides personnel and equipment
summaries.

- Contains information given in FM
101.5. FM 101-5 provides greater
detail.

- Discusses principles of and moti-
vations behind training. No infor-
mation regarding staff activities.

- Describes results of a multi-phase
training exercise for a battalion
commander and staff. Phase one
consisted of a sequence of two
CAMMS CPXs. Phase two consisted of
;?Légtegrated FTX using CAMMS and

- Provides some insights into
diagnostics, feedback and
indicators.

- Provides Training and Evaluation
Outline.

- Sets forth the basic concepts of
US Army doctrine.
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TABLE 2-1. PRINCIPAL SOJRCE DOCUMENTS (Cont'd)

OTHER

Corps Information Flow
(CACDA Report)

ARl Technical Paper -- Training

Battalion Command Groups in
Simulated Combat

ARI Technical Report -- A
Training Feedback System for
Brigade Command Groups

PERTINENT CONTENT

Discusses trends in weapon systems.

Qutlines “"How to Fight" on the
modern battlefield. In particular,
the use of terrain, the importance
of leadership, the roles of
commanders at each echelon, the
ggfense and defense, security, and

-General discussion of intelligence,

1o include sources (EM, Human,
etc.), assets organic to various
echelons, uses of intalligence in
fighting the battle.

General discussion of EW.
Tactical nuclear operations.

NBC operations. .

CSS.

Qutlines the following: Corps
commander's information needs; flow
(path) of information from scurce
to Corps commander; and information
processing by echelon.

Reported findings from a study of
23 battalion command groups that
participated in CATTS exercises.
The performances of the groups were
evaluated against 180 items derived
from battalion ARTEP subtasks. The
study identified the most critical
subtasks for a given mission.

Describes a system for analyzing
the performince of a brigade
command group during participation
in CAMMS exercises. The purpose is
to provide feedback to enable
command groups to improve ARTEP
performance.
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TABLE 2-1. PRINCIPAL SOURCE DOCUMENTS (Cont'd)

OTHER

ARTBASS/CATTS Training
Development Study

Review of SIMTOS (1967-1977)

PERTINENT CONTENT

Package contains survey forms for
collecting data on the command
groups which have had, have not had
or will have training on CATTS.

The purpose of collecting such data
is to facilitate the tracking of
information through the CATTS
exercises.

The review traced the origin and
development of SIMTOS as a research
vehicle.

Experiments utilizing SIMTOS were
reviewed and critiqued.

Recommendations were given for
future battle simulations, using
SIMTOS and in other environments.
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2.2.2  Observations Derived from Field Trips

The following paragraphs discuss observations derived from the
field trips in terms of simulation uses, feedback methods, scenario/
exercise preparation and usage philosophy (i.e., centralization versus
decentralization). The distinction between "Post 1" and "Post 2" is
maintained in consideration of the fact that different posts have dif-
ferent views as to the role and employment of simulations, a not surpris-
ing but significant finding. Findings and data gaps are summarized in
Section 2.2.3, to follow. -

Simulation Uses

Post 1 objectives for simulation play, in addition to staff
training, include tactical training and validation of plans, orders, and
unit SOPs. This muitiple usage reiniorces the necessity for more closely
refining the hierarchyzof simulations, but complicates the original task
which was focused on C” only. Nevertheless, this refinement must be ac-
complished to ensure acceptability. This usage was confirmed at Post 2.
The term "rehearsal” should be added to the list for clarity (applicable
to both posts). Examples are rehearsal of REFORGER operations at Post 1
and of a forthcoming FTX at Post 2. While ostensibly developed for staff
training the other uses of simulations are noted by Army Training Support
Center Bulletin No. 78-4, dated November 1978, entitled "Battle
Simulations and the ARTEP." Specifically stated are:

° Portrayal of lethality of current weapon systems

() Capability to experiméntAwith innovative tactics and
techniques

] Rehearsals of contingency plans.

Further discussion relating to the validity of these goals is
presented in the "philosophy" paragraph below. Two interesting -~ and
important -- benefits of simulation play were noted during the interview
process (and are again in the tactical rather than staff training area):

° Deriving from thg question relating to the importance
of operations orders was a response noting the capa-
bility to observe how subordinates interpreted a given
order. This is ﬁft ony a check on the quality of the
order itself, but|also a means by which leaders can
ensure they are communicating with subordinates, that |
intent is in factzperceived, and finally where lati- ‘

tude isra11owed, ow subordinates will react.

[ Second, simulations provide a mechanism by which
leaders can "get to know one another "in a tactical
context. This is complementary to the leader-
subordinate notion above and is an important benefit
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in that, for example, it is highly desirable that a
battalion/company commander know how his counterpart
on his flank will react to a given situation without
lengthy explanations. A corollary to this benefit is
that derived from observing "how the other fellow does
it" with the objective of learning and adopting guod
techniques ar* ' methods.

The tactical training emphasis has a number of aspects. First
is the view that players and player-controllers should not have to learn
“procedures" (e.g., methods for calculating outcomes), thereby allowing
complete attention to tactical play. This approach clearly facilitates
the introduction of computer assistance, which in fact has been done well
at Post 1, to include gaining apparently complete acceptance by battalion
level officers. This acceptance suggests a "ueneration gap" between
younger and older officers -- the younger being more comfortable with the
computer than the older. If true, this may point the way toward ways to
structure the game hierarchy and in fact constitute an entry for ADP
generally. Noteworthy is the fact that both simulations used at Post 1
(CAMMS and CBQ (computer-assisted DUNN KEMPF)) are computer assisted.
PEGASUS is not used. The second aspect of the tactical training emphasis
re?uiring attention is the use of an unclassified data base for weapon
effects, together with local modifications to obtain what are termed
“realistic" outcomes. The outcomes thus generated may lead to valid
tactical conclusions; on the other hand, they may not -- a dangerous
situation. Tactical "awareness," however, is certainly being taught
well. Overall, there seems to be a nearly total acceptance of games and
simulations at the battalion officer level as Tong as the focus is on
tactical training. General acceptance for C° training, where these same
officers act as "training aids," is not clear, but is apparently less.
CAMMS, as an example, gets very poor marks at Post 2 at the junior
officer level, being termed "too slow and cenfusing" and generating poor
tactical results (BLUE can never win). Parenthetically, it appears that
the younger officers may be "sharper" tactically than the older, more
senior officers, due at least in part to the former feeling more com-
fortable in the gaming/simulation world. This deserves attention due to
the potential impact on acceptability. Other benefits/uses cited were
refresher training, training after periods of personnel turnover, and
maintaining skills while other unit missions have priority.

Feedback
The feedback/critique process at Post 2 is excellent. A post-

exercise critique is held immediately upon completion with both unit and
Simulation Center personnel participating. Key to this critique are both

" unit notes and a log maintained by the Simulation Center which, while

acting as the higher headquarters also monitors unit nets and is thus
able to "observe" reporting timeliness and accuracy. The critique period
is normally about two hours in length. A written report is then fur-
nished to the commander of the unit participating. No copies are
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furnished to the unit's parent headquarters -- more on this below. The
process itself appears to be by agreement between the Center and indi- -
vidual units and is not formalized by division directive. Little light
was shed on the use of ARTEPs and means for data collection and feedback
at Post 1, except that the generation of "lessons learned" appears to be
done on an informal and non-standard basis, depending largely upon the
personality of the commander/exercise director. Much needs to be done
here in providing guidance in the training packet. One possibility is
more emphasis on maintaining unit/staff journals for all exercises and
using these as a hasis for critiques.

Scenario/Exercise Preparation

The Post 2 program is aggressive and essentially unit initiated.
At least one battalion schedules a PEGASUS exercise monthly with support-
ing DUNN KEMPF exercises more or less regularly at company level (this is
probably the extreme -- another battalion schedules PEGASUS once per
quarter). Division FIRST BATTLE exercises are scheduled once per

quarter,

At the unit level, the requesting battalion is contacted by the
Simulation Center to flesh out the commander's stated objective. Scenario
details and OPFOR are structured by the Simulation Center. Scenario in-
puts contained in the PEGASUS documentation are used as stimuli in the
scenario construct. As at Post 1, Simulation Center personnel act as
OPFOR. "Graduated" threats and ARTEP tasks are used to assist in meeting
exercise objectives. The Simulation Center also conducts instruction for
player/controllers. In summary, the Post 2 Simulation Center is a "full
service" facility with excellent command support. The Chief, a captain,
is an exceptionally well-qualified individual (with commercial wargaming
experience, which he considers essential to the job (stated as "from zero
to PEGASUS is a long way")). The assignment of a civilian to such facil-
ities, as is reported to be the case at Fort Lewis, snould be examined
further as a means of providing continuity. As an aside, it abpears that
scenario libraries are being developed by the various Centers as supple-
ments to the CATRADA published basic scenarios. An interchange of these
scenarios between Centers should prove useful and save considerable time.
The Post 2 Center itself is under the staff cognizance of the Director of
Plans and Training (a post function) wh¢ in turn reports to the ADC-M.
This is in contrast to Post 1, where the Center falls under the Division
G3 (formerly G2).

Philosophy

A major point emerged from discussions at Post 2, namely cen-
tralization versus decentralization with respect to operation of simu-
lations. The commander is apparently leaning toward decentralization,
i.e., provision of simulation sets to brigades which would do (at unit
level) what the Simulation Center now does. This results from a desire to
see simulation work more aggressively pursued by integration into all
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training programs as a matter of policy rather than the unit request-
Simulation Center response which is currently the case. Alternatively,
the quality operation of the Simulation Center, with resultant minimizing
of preparation (and execution time) burdens for using units (and for the

. future, enhancement potential for the integration of ADP support) arques

for the centralized approach. Decentralization will certainly result in
difficulties in locating enough personnel qualified to organize simulation
play effectively, although with strong command emphasis such could prob--
ably be found or trained. Such standardization as is desired will also
require close command supervision (this comment applies similarly to
variations between divisions). There are at least two interrelated corol-
laries to the above matter. The first is the degree to which tactical
conclusions can be drawn when unclassified data bases are used, and/

or local modifications are made using incomplete threat data. To the
extent that the ATSC bulletin noted above recognizes experimentation with
new doctrine and tactics, simulations are in the combat developments busi-
ness in addition to training. The second is the degree to which the
opposing force (OPFOR) is being properly played. It probably is, in that
unclassified source documentation is generally good {FM 30-102 and “"Soviet
Army Operations,”IAG-13-U-78). Soviet defensive operations is cited as an
area where this is not true. Nevertheless, “configuration control" over
threat play should be an item of interest for senior commanders.

Also related to the centralization issue is that of evaluaﬁion
versus training. An excellent discussion of this is found in the C"SPR

. paper entitled "ARTEP Use in Command Control Training” (undated). As

previously noted, results of battalion simulation exercises are not input
to command channels at Post 2. The Center report goes directly to the
commander scheduling the exercise and the verbal critique is clearly
training oriented. One can make a case for evaluation or training on each
side of tne centralization-decentralization issue.

The concept of an "all echelon” simulation was also raised at
Post 2. The commander is c'early interested in all personnel partici-
pating in a simulation exercise receiving training benefit. A FIRST
BATTLE extenied to PEGASUS detail was tried with mixed results. This
concept bears directly on the "long term” simulation improvement portion
of the ARI program and will be pursued later in conjunction with
monitoring of CAMMS II and the CATRADA “Single Methodology" simulation
developments.

2.2.3 Summary

The principal observation deriving from the field trip experience

is that simulations are being put to many uses beyond that originally
gnv;sgged, i.e., staff "drivers" for command/control training. These
include: :

] Tactical training (and resultant “lessons lTearned with
respect to OPFOR tactics")
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] Weapon capabilities and employment techniques
. Validation of SOPs and operations plans
e Tactical/doctrinal experiméntation.

* These uses put special stresses on the extant simulations in that, for

- instance, OPFOR play must be sound in terms of interpretation of OPFOR
doctrine and tactics, and care must be taken not to draw erroneous con-
clusions given that combat results tables do not reflect current weapon
capabilities, and are, in fact, based on unclassified effects data.

In a broad sense, it was also apparent that the younger

‘ generation of officer personnel (i.e., major and below) are generally

I : comfortable with simulations, albeit while still criticizing certain
aspects of one or the other. This derives in some sense from the pro-

J liferation of commercial war games, both manual and automated, in the
past ten years, and the concomitant explosion of mass market computer
products. In combination, these factors may well result in a demand for
ADP support for simulations which may in turn transiate into a similar
demand for ADP support for command/control as these same officers rise irn

rank and responsibility.

As noted in paragraph 2.2.2, both posts were actively using
simulations although in different ways. An attempt was made in the
L interview process to determine why simulations would not be used. The
S : only significant reasons uncovered to date were a general reluctance to
( . change, particularly in units where Master Incident Lists (MIL) and
. scenarios are on file and readily available, and a reluctance to devote
/ the time required in highly competitive environments where no imnediate
benefit is perceived. "Negatives® with regard to simulation usage need
to be addressed more completely in Year 2, together with the issue of
centralization versus decentralization.

.{l A

The wide variance in feedback methods noted suggests this area
as a principal task for Year 2, in that feedback is essential to the
training process, both in establishing objectives and prescribing
remedial training. A related subject is the issue of evaluation versus
training. Training appeared to dominate at the posts visited, but the
T , sample size should be increased and the subject addressed in considerably
more depth as it applies to continuing simulation usage.

The need for updated materials noted in the examination of the
simulations by the study team was validated by the field trips. The
desire of CATRADA not to furnish "bandaid" fixes to the field perding
development of the single-methodology simulation represents an cpposite
view (some material is furnished to TRADOC for inclusion in its "Battle
Report" to the field, with copies directly to USAREUR aiid CONUS conm-
manders). This dichotomy deserves further attention.
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The necessity for careful "front end" determination of objec-
tives, planning, and training of player-controllers where needed, noted
These

by the study team was also validated by the field interviews.
needs also bear on the centralization versus decentralization issue.

In summary, it was found that the simuiatiohs are dramatically
filling a set of needs in the field, and it is believed that improvements

and assistance will be welcomed.
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SECTICN I1I
DIAGNOSTICS DEVELCPMENT
3.1 . PROCEDURAL FAULT TREE FOR IDENTIFYING TRAINING REQUIREMENTS

The cornerstonc of the research effort is the development of a
diagnostics package. As will be shown in subsequent paragraphs, the
assessment of simulation suitability will be based upon the formulation
of the components of the diagnostics; therefore, simulation suitability
assessment cannot. be completed until the diagnostics have been fully
developed. The relationship between diagnostics and simulation suita-
bility wiil become clearer as the diagnostics concepts are developed in
this section.

It is currently envisioned that the diagrostics will assume the
structure of a fault tree, initiated by the occurrence and observation of
a staff performance deficiency. This section reports on the methodology
and findings to date in the development of that general procedural fault
tree intended to translate performance deficiencies by a command group/
staff in a training exercise into specific remedial training requirements
for that staff. This diagnostic tool, when fully developed, will provide
an objective, trouble-shooting procedure for identifying the staff
element (and the membars thereof) that needs corrective training and for
isolating the nature of the training required.

The development of the diagnostic fault tree is proceeding ac-
cording to the Procedural Chart of the Methodology, Figure 1-4. It
should be noted in the chart that the development involves Steps 1
through 32 and Steps 4A through 7A, but must be coordinated with the
findings regarding appropriate indicators to be used in a given training
vehicle. Diagnostic development goes down the lefthand branch of the
chart, but requires incorporation of some of the results found in the

righthand branch.

This section contains the findings stemming from Steps ! through
3 as they apply to a division-level command group/staff. It also shows
sample €findings in the same methodological framework applicable to
brigade-level, battalion/task force, and corps- -level command groups, re-
spectively. The section begins by specifying the common reference number
system adopted here for the command grou?/§t§ff tasks and subtasks con-
- tained in the available ARTEP documents. In this framework, the

1 US Department of Army Training and Evaluation Program, Division
- Command Group and Staff, ARTEP 100-2, June 1978.

2 US Department of Army Training and Evaluation Program, Maneuver
Erigade Command Group and Staff, ARTEP 100-1, May 1978.

3 US Department of Army Training and Evaluation Program, Batta11on/Task
Force Command Group and Staff, ARTEP 71-2, (DRAFT).
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section develops the critical elements associated with each CG/staff sub-
task. The section then continues by developing the second key element,
staff actions, the entities whose processing characterize the real activ-

ity of an individual staff section oraegement in a combat situation.

This material stems from earlier work *~ generated by ARI, but here is
extended to include planning staff actions and to cover brigade-level and
task force battalion staffs. The section then returns to the cormon re-
ference subtasks and presents a proposed restatement of the ARTEP stan-
dards and the corresponding potential .performance deficiencies associated
with each subtask. The subject matter presented up to this point in the

. section covers in considerable detail Steps 1 through 2 of the methodo-

logy (Figure 1-4), but it does not demonstrate how the remaining steps
will ultimately generate the diagnostic segments associated with an ac-
tual performance deficiency. The section is concluded by presenting such
a demonstration. The concluding subsection provides two tentative "walk-
throughs” of the diagnostic development methodology.

With the exception of the concluding “walk-through® material,
the contents of this section are the point of departure for the simu-
lation suitability discussion in Section 4.

3.2 COMMON REFERENCZ FRAMEWORK

The first procedural step in pursuit of the Objective 2 study
was to create a3 common reference numbering system for the iogmgnd staff
tasks and subtasks given in the available ARTEP documents.”*“*~ The
three documents* each contain a training and evaluation outline for the
command group/staff at its echelon. The training and evaluation outlines
specify a set of numbered tasks and subtasks to be carried out by the
command staff. With certain exceptions that are noted in the following
paragraphs, the stated tasks and subtasks are identical across the three
documents but the numbering systems are not. For the purpose of pro-
viding an orderly framework for this study a new reference numbering
convention has been adopted.

4 Tiede, R. V., et al., Design of an Integrated Division-Level Battle
Simulation, US Army Research Institute for the Behavioral Sciences,
Technical Report 420, August 1979.

5 Tiede, R. V., et al., Some Guidelines for Effective Task Design in
Command Control Simulations, US Army Research Institute for the
Behavioral Sciences, Research Note 80-40, November 1980.

1 Op. cit.

2 0p. cit.

3 Op. cit.

* No ARTEP document is available at this time for cofps-leve1 command
groups.
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The ARTEP Task and Subtask Descriptions under this common
reference are shown in Table 2-1. It can be seen from this table that
some subtasks are not applicable to higher echelons and others not
applicable to lower echelons. These differences reflect in part the
variations in the scope and emphasis of commaid and control functions at
the different echelons.

There are, moreover, two areas in viaich the task or subtask
descriptions from the documents have been omitted entirely from the

table. These are as follows: ’

- Subtasks related to the training of subordinate units.
] Tasks and Subtasks related to troop leading during battle.

: The above entries were omitted because it appears doubtful that
they can be accommodated in the training vehicles under study, and, more
importantly, they are not applicable to the command and control functions

of a staff. '
3.3 CRITICAL ELEMENTS

3.3.1 Gerrral

Ouring the course of the first-year research it became apparent
that command and contrcl activities can be classified in at least two
different ways: object system-oriented and procedural-oriented. The
distinction arises from the inherent composition of the tactical force
which includes a command and control system and an object system. The C2
system consists of the commanders at all echelons, their staffs, and all
communications, sensors, personnel, equipment, facilities and procedures
used in planning, directing, coordinating, and controlIing. The object
system consists of the fgrces being commanded and controlled, i.e., the
effectors that convert C° decisions (information) into real world events
and also provide feedback in the form of information about real world
events. The C* system can thus be viewed as an information-processing/
decision-making system whose output provides the means by which ths
object system is controlled. A dual orientation of the tactical C
system thus obtains: the procedurQI orientation is derived from the
information processing nature of C” activities, while the object system
orientation results from the nature of the object system activities being
controlled and the enviromment in which the object system operates.

Figure 3-1 attempts to portray this concept by displaying the
basic elements in a simulaticn training system. Shown at the center in
the dotted box are the principle elements of both Red and Blue object

- systems and theiE enviromment. Shown outside the simulation ape both a

Blue and a Red C® group. Flowing from the simulation to the C“ groups is

both initial information which sets up the problem to be solved and
feedback which is énformation about the enviromnment and combat outcomes.
Flowing from the C“ groups into the simulation are decisions in the form

I11-3




Table 3-1

ARTEP TASK AND SUBTASK DESCRIPTIONS
COMMON TO ALL ECHELONS

Containing Cross-References for A1l Command Group ARTEPS

Common
Reference Task or ; Corps- Division- Brigade- TF-Level
for This Subtask Level Level Level ARTEP
Study Description ARTEP ? ARTEP 100-2 ARTEP 100-1 71-2*
I  Develop Plan Based 1 1,2 1,1e,1f,2f,
on Mission ' 29,2h,21,
_ 29
Ia Prepare plan and 1A 36 1,2r,3c
communicate orders.
Ib Organize for zom- 18 3 2p
bat
Ic Plan for fire 1D 11,1J,1L, 2j,3b
support 1E
Id Plan for employ- 1E . (none) (none)
ment of nuclear
& chemical Wpns.
Ie Integrate CSS into 1F 3J,3K 20,3d,3e
Scheme of Maneuver. )
If Plan for employ- 16 31 21
ment of EW.
Ig Develop commo plan. 1H 3F 2k
In Plan for employ- 11 3H 1h,1i,2m
mant of obstacles.
Ii Plan for river 1J (none) (none)
, crossing o o o
I Establish priorities - 1K (none) (none)
for Air Defense.
Ik Integrate available 1L, 1M 1K 2n

air assets.

* Entries from Command Group Module (ch 5) of ARTEP 71 2 (draft). Later draft
being coordinated as of July 1981.
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Table 3-1 (Continued)

ARTEP TASK AND SUBTASK DESCRIPTIUNS

COMMON TO ALL ECHELONS

Containing Cross-References for All Command Group ARTEPS

Common :
Reference - Task or Corps- Division- Brigade- TF-Level
for This . Subtask Level Level Level ARTEP
Study Description ARTEP ? ARTEP 100-2 ARTEP 100-1 71-2
II Initiate Intelligence 2 1B,2,2A 1c,2a
Preparation of Battle-"
-~ field
Ila Prepare analysis of 2A 28,2C,20 - 2b,2c,2d
area of operations. : :
IIb Prepare intelligence 2B (none) (none)
collection plan.
Ilc Prepare reconn, 2C (none) . (none)
survivahility, and '
target acquisition
plan. |
| .
[11 Control and Coordinate 3 6 4
Combat (perations
I1la Implement, update 3A 6A,68 4c
plans and orders.
1§81 Direct combat 38,3C 6C 4a,4d
operations and
coordinate CP func-
- -tions.
Liic Maintain current 3D 6D (noae)
-situation and status: '
of own forces.
1114 Concentrate/shift 3 8,8A,88, (none)
combat power, ~ 8C,8D
Ille Conduct Psych/CM 3F (none) (none)
- operations
111f Coordinate air space 3G (none) ~ (none)
utilization.
Direct/coordinate EW 3H 7C,10A,12A 51,59

[Iig
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Table 3-1 (Continued)

ARTEP TASK AND SUBTASK DESCRIPTIONS
COMMON TO ALL ECHELONS

Containing Cross-References for All Command Group ARTEPs

Common _ .
Reference -‘Task or . Corps- Division-
for This Subtask Level .Level
Study Description ~ ARTEP ? ARTEP 100-2
v See the Battlefield 4
and the Enemy
IVa Collect intelligence. 4A
~IVb Analyze enemy capa- 48,4C
bilities and probable
JAs.
IVe Disseminate critical 4D
intelligence.
) React to Enemy NBC 5
Operations
Va React to nuclear 5A
Vb React to chemical 58
and bio attack.
vl Secure and Protect 6
. the Um
Via Implement OPSEC. 6A
Vib Conduct counter- 68
intelligence ops.
Vie React to enemy radio
s oo jamming, deceptione oo
Vid Conduct RAP opera- 6D
tions.
Vie React to enemy air 6E
attacke.
VIf React to loss of key (none)

CG members.

I11-6

Brigade- ir-level
Level ARTEP
ARTEP 100-1  71-2
5 4b
~ BA,5B (none)
5C (none)
5D (none)
12 (53,5¢)
23C 5F
128 S5e
10 5
10A 5
108,10C 5a
6 10D 54
10F 5h
106 — 5¢,5d
129 4e
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Common

Table 3-1 (Continued)

ARTEP TASK AND SUBTASK DESCRIPTIONS
COMMON TO ALL ECHELONS

Containing Cross-References for A1l Command Group ARTEPs

Reference Task or Corps- Division- Brigade- TF-Level
for This Subtask Level Level . Level ARTEP
Study Descripticn ARTEP_? ARTEP 100-2  ARTEP 100-1 71-2

VII Provide CSS for the 7 9 6

Units ‘ :

Vila Arm the system. 7A 9A,90 6a

Vilb Fuel the system. 78 9A,9D 6b

Vilc Fix the system. 7C 98 6¢c

Vild 6d

Support the troops 70 9C
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of information. The simulation is simulating the real world events re-
sulting from decision information and the production of feedback infor-
mation about combat and envéronmental events. Clearly, the information
flowing in and out of the C° group is classified into data headings that
apply to the object system and its environment. Qn the other hand, what
is being done to the information input into the C® group is some kind of
information processing the combination of which can be termed procedures.
A convenient analogy is almost any kind of production plant which oper-
ates on raw materials (inputs) to produce finished products (outputs) and

whose activities are described in terms of what is being processed, the
nature of the process, and who is responsible foi-that processing.
Similarly, the activities occurring within the C® group can be described

in terms of who is responsible for whiqh processing of what kind of

information. _
A glance at any one of the ARTEPs confirms thct these consist of

a set of directives that describe various activities or tasks to be
performed by the conmander and principal members of the staff. As such,

they consist of sentences which contain:

. A subject -- tells who is responsible for the specified

task or subtask. .
An action verb -- describes or alludes to the set of

°
information processes to be performed; this provides the
basis for the procedural orientation. _

° An object -- describes the kind or ¢lass of information

to be processed; it can be thought of as a series of
file headings associated with the object system.

Table 3-1 omits the “"who" but clearly 1ists the action verbs (plan,
analyze, compile, integrate, disseminate, monitor, etc.) and the classes

of object system information.

The subtasks prescribed by the ARTEPs anu compiled in Table 3-1
were further dissected into sub-sub-tasks to determine more precisely the
individual activities comprising a given subtask. The issue of resolu-
tion (i.e., how far is the process of subtask decomposition to be
carried) was not a trivial matter, since the validity and applicability
of the final Command Group Training Packet and Diagnostic Tree depend to
a large extent on that selection. If the resolution of the constitutent
activities associated with ARTEP subtasks is not carried far enough, the
resulting training guidance will be 1ittle better than that provided by
existing ARTEPs. On the other hand, if the analysis of subtasks is taken
to too fine a "grain size," the sheer number and minuteness of the de-
rived activities will render the practical application of the guidance
useless. Thus, the question of the resolution of subtask decomposition
was carefully considered vis-a-vis the goals associated with development
of the Training Packet and Diagnostic Tree. The grain size selected,
f.e., the level at which the breakdown of subtasks ceased, is designated
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as a.list of critical elements. A critical element is defined 2s an im-
portint activity specified by or derived through analysis of an ARTEP
task or subtask and which is necessary for the performance of that task
or subtask. : A

A list of critical elements at division level was prepared,and
is shown in Appendix C. This was based on the division level ARTEP" and
the subtasks specified therein were further broken down én;ogigpg5tant
activities with the aid of uther Army doctrinal manuals. *‘*%*7»

‘The selected grain size satisfies the two requirements noted
above: each critical element is an important piece or "packet" of
activity (oriented to either information processing or the object system
or both) which is a much more specific and detailed formulation than that
provided by ARTEP tasks and subtasks, yet the number of critical elements
derived for division is not too large to manage. It is noted that the
formulations of the set of division critical elements were derived pri-
marily from existing ARTEPs and FMs while the grain size chosen to be
designated critical elements was a subjective choice. The factors used
in the selection were the utility of the critical elements within the
diagnostic structure currently envisioned (i.e., how useful are the
critical elements in pinpoi~+ =g the nature and causes of an oberved
performance deficiency, to include the responsible individuali(s)), and
the applicability of the set of critical elements within the Command
Group Training Packet.

3.3.2 Application of Critical Elements

The derived 1ist of critical elements provides one piller upon
which the foundation will be built for diagnostics deve]opmegt as well as
simulation suitability. (The other pillars are a model of C° group
information processing and standards of staff performance; these will be

1 Op. cit.

6 US Department of the Army, Staff Organization and Procedure, FM

101-5, Washington, July 1977,

7 US Department of the Army, Combat Intelligence, FM 20-5, Washington,
October 1972.

6 --------- » Staff Organization and Procedure, FM 101-5, Czordinating
raft.

S USA Command and General Staff College, Commander and Staff, RE 101-5,
Fort Leavenworth, July 1968,

10 USA Command and General Staff College, Electronic Warfare, RB 32-20,
Fort Leavenworth, July.
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discussed in succeeding subsections.) As defined above, critical ele-
ments are the building blocks for ARTEP tasks and subtasks. By their
nature, ‘they specify both the subject matter of the 1nformat102 about the
object system and environment which must be processed by the C° group and
also the nature of the information processing. Therefore, critical
elements specify the "nuts and bolts" of the activities to be performed
by the command and control group in carrying out its assigned mission.
Since the final Command Group Packet will consist of "mixes" of
simulations for each prescribed set of training ocbjectives, and a
diagnostics tree for identification of training deficiencies and
specification of corrective action, the role of critical elements will be
examined relative to each of these considerations.

3.3.2.1 Role of Critical Elements vis-a-vis Simulation Suitability

The notion of critical elements provides a standard, systematic
and comprehensive approach to determining the suitability of each simu-
lation employed with various scenarios and training objectives. In
evaluating the suitability of a particular simulation, it is useful to
divide the evaluation into first order, second order and third order
analyses. First order analysis is an evaluation of the scope of a
simulation, and determines if a given simulation “plays" ARTEP tasks and
subtasks, without regard to the manner in which the tasks and subtasks
are played. Basically, first order analysis simply answers yes or no to
the question: Does simulation x play ARTEP task N?

Second order analysis entails a detailed examination of the
mechanism by which a simulation allows a particular task to be handled by
the players (if the answer to the question above is yes), or the specifi-
cation of viable modifications to incorporate unplayed tasks within the
simulation scope (if the answer is no).

Third order analysis provides a complete picture of the scope
and suitability of a given simulation for alternative scenarios, set of
training objectives and type of exercise. This is done by integrating
the individual results obtained through the first and second order
analyses, determining simulation shortfalls, and drawing up @ 1ist of
possible modifications to be further researched in Year Two.

The derived 1ist of critical elements greatly simplifies the
first order anaiysis. Each simulation can be examined vis-a-vis each of
the critical element object system data categories and those which the
simulation does and does not play can be noted. Because ¢f the precision
and magnitude of the critical elements, the first order analysis provides
a good indication of the scope of each simulation.

In a similar manner, object critical elements facilitate second
and third order analyses, and allow for determination of simulation
suitability to a much finer degree than is possible using the current
ARTEPs. The detailed discussion of first, second and third order
analyses of simulation suitability will be reserved for Section 4.
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3.3.2.2 Role of Critical Elements in Diagnostic Developments

The detailed examination of the role of critical elements vis-a-
vis diagnostics development will be presented in Section 3.6, but a
cursory discussion is appropriate here. The application of the diagnos-
tics tools following a training exercise is triggered by the occurrence
of one or more performance deficiencies during the course of the exer-
cise. Although not yet formally structured, it is expected that the
diagnostics will consist of separate diagnostic segments, each initiated
by a different class of performance deficiencies (to be defined in
Section 3.5). Once triggered, a particular diagnostic segment will be
applied as a training feedback mechanism, such that the segment will be
traversed downward along its various nodes and "leaves." Some of the
nodes will address procedural issues; others will address the object
system activities of the Command Group and staff. In particular, these
object system activities will be evaluated vis-a-vis ARTEP and FM stan-
dards, and will be tested for completeness, accuracy, timeliness and
validity (these terms to be precisely defined later). The evaluation of
these object system staff activities is expedited, and carried to a much
deeper and more useful level, through the use of critical elements. In
addition, as will be discussed later in this report, the possibility of
installing the diagnostics on computers is enhanced by the concept of

critical elements. N

|
3.4 STAFF ACTIONS j

The next key elcment in this study is that of the staff actions
carried out by various sections or elements of a command control group.
As defined in Appendix A, a'staff action is a piece of organized activity
by an individual staff section directed at, or contributing to, the ‘
fulfiliment of one or more staff tasks or subtasks. A1l staff actions
begin with some kind of triggering event; all actions end with one or
more concluding events. Staff actions are a key part of the study be-

‘cause they make clear the fact that command groups always discharge their

responsibilities vis-a-vis the staff tasks and subtasks and the critical
elements in discrete time iqterval “packets.” Whereas the stated tasks
and subtasks and the critical elements often imply some kind of mechanism
continuous in time, staff actions demonstrate that in reality a staff
section or element engages in activity satisfying a particular responsi-
bility only during the time interval between the triggering event and the
last of the concluding events. A staff section at any point in time may
have a large number of different staff actions in process simultaneously
and the separate actions could pertain to many different tasks or sub-
tasks. But if none of the actions in process is related to a particular
staff subtask, then the section will have discharged for the moment its
responsibility witn respect to that subtask.

3.4.1 A Preliminary Model of C° Group Behavior

It was orginally pfoposed and our research plans indicated that
we would use the model developed in the earlier SAI study "Division Level
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Battle Simulation"4’5 as the starting point for the current study. As

the work progressed it became increasingly clear that the earlier model
of staff informaticn flow and processing, which had been developed for
the purpose of simulating staff actions, was much too rigid to reflect
the behavioral nuances of live staffs. It was clearly impossible to
trace information flow in the CATTS data to that level of detail in the
Objective 1 effort; it did not provide an adequate framework for develop-
ing the diagnostics needed in Objective 2; nor did it provide 2 usefu%
framework for studying the difficulties of supporting Army tactical C
with automation in Objective 3. On the other hand, the earlier model did
provide some useful insights and some usefully defined components such as
staff actions, triggers, and elementary operations. Among the insights
developed were the following:

° Although the actual sequence of elementary operations
performed by live staffs is highly variable both by
type of staff action and as a function of time (load,
mood, etc.), staff behavior in processing staff ac-
tions does seem to cluster into at least three phases:
input processing, decision making, and output process-
ing. The first and last of these phases are primarily
administrative and affect the routing rather than the
content of the data stream. : v

] The notion of elementary operations began by noting
observable changes in procedural behavior by members
of staff groups and, thus, were clearly tied to
actions by a single individual. This notion was
extended in the ARI simulation study to break down the
cognitive operations into logically distinct compon-
ents whether or not these distinctions were observable
by an outside observer. They were, however, still
thought of as individual behaviors with one or two
exceptions. It has become increasingly clear that
several of the higher level cognitive operations are
frequently performed by small informal groups rather
than by a single individual.

These insights led to consideration of the Hierarchical/Input/
Process/Output model, frequently referred to as the HIPO method for pro-
gram design. This model was formulated to represent the requirements and
functions of components of decision nodes in an information system.

Groups of individuals engaged in information processing, just
1ike groups engaged in any other joint activity, tend to organize them-
selves into specialties. A division of labor follows which takes ad-
vantage of the special skills and experience -- and place in the pecking

4 Op. cit.

5 Op. cit.
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order -- of each individual. This has the significznt advantage, from
the viewpoint of observing command control functions snd piocesses, tiat
multiple new interfaces now exist. Information must now be transferrec,
not only at the decision node boundaries, but also between individuals
and between individuals and data storage devices (files, maps, displays.
and terminals). Additional functions and individual processes can now be
discerned as the products flowing between them become obsarvable.

The first major new function that emerges is that of a buffer
between the input and output processes and the higher level decision
processes. This is illustrated in Figure 3-2. The raw data extracted
from the information stream by the input function is prepared for the
decision makers by sorting it, associating it (placing it in context},
aggregating and organizing it into a form most easily assimilated tor
decision making. Similarly, the decision must be prepared for output
processing to transform it into information that will be useful tc the
agency(s) that will implement it. ‘

The arrows shown in Figure 3-2 do not imply that this is a
continuous process, nor that every input produces an output, nor, even,
that all outputs can be traced to specific inputs. Just as individual
human responses are not necessarily triggered by external stimuli, group
responses can be triggered by internal stimuli which can vary in com-
plexity from periodic reports triggered by an internal clock to actions
taken as a result of profound insight or hypotheses generated long after
the arrival of the latest segment of raw data that has been considered.

v The division of labor does not, however, stop with the functions
identified in Figure 3-2. The functions identified there are not always
performed by a single individual so that processes comprising each of
these functions can also be identified. Figure 3-2 expands the model to
show identifiable processes and their interrelationship to a data base.
The model fs probably best described by defining its components, its
attributes, and the product on which it operates. This will be done in
the sequence indicated in the figure rather than alphabetically. Al-
though an effort will be made to keep the discussion general, i.e., so
that it applies both to manual and ADP-assisted groups, the initial
discussion will concentrate on the manual mode. The definitions aof the
model components follow:

COMMAND CONTROL GROUP -- An assemblage of two or more
individuals and the equipment (communication terminals,
files, displays, data processing equipment, etc.) needed to
function as a decision node in a tactical command control
system. Members of the group are collocated so that
nonverbal communications are facilitated; conversely, they
are in some degree shielded from nonverbal communication with
non-members of the group. Military staffs of larger units
usually function as a number of separate and distinct command
control groups (staff sections).
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EXTERNAL INFORMATION STREAM -- This includes all infor-
mation received by the command contro! group from sources
outside itself and all transmitted by the group to recipients’
outside itself. It includes all means of communication
(oral, written, electrical, gestures) and includes informa-
tion to and from other command control groups (staff
sections).

MESSAGE -- An ordered selection from an agreed SEE of
- signs (alphabet) intended to communicate information.

RECEIVE -- The process of accepting the string of signs
or symbols that constitute a message -- or the process of
making a one-for-one transformation of the incoming string,
e.g., copying an incoming. voice message or repeating aloud an
incoming message. This process does not include transforming
the string of symbols into information. ’

VERIFY -- The process of ensuring that the accepted
string of signs or symbols a¥rees precisely with the string
- transmitted by the sender. This process may require
f transmission of procedural signs or even retransmission of
$ the message string by the receiver.
|

' j - TAG -~ To affix an identifier (frequently a sequence
; number) to a message to facilitate retrieval from the raw
data base.

RAW DATA BASE -- A file containing incoming and outgoing
messages processed only through the verification and tagging
stages. Example: Staff Journal.

|

i

|

{

5 : ASSOCIATE -- To relate a package of sorted information

‘ to other information in the same or allied class. Example:
Is the 1st Battalion of the 22d Tank Regiment part of the

l 20th Guards Tank Division? :

|

! SORT -- To arrange entire messages or segments of
messages according to a predetermined classification scheme.
This is the lowest level process requiring some perception of
message content -- at least at the level cf the classi-
fication scheme. Example: Extracting unit location from a

SITREP.

ACGREGATE /ORGANIZE -- To combine associated information
and array/display it in a manner that facilitates the
decision processes. Example: Update the Order of Battle.

1 Cherry, Cullin, On Human Communication, John.Niley ¢ Sons, Inc.,
New York, 1957. '
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PROCESSED (PERCEIVED) DATA BASE -- The information used
for the decision processes as the best estimate of or
surrogate for ground truth.

INTERPRET/VALIDATE -- To hypothesize cause and effect
relationships between ordered sets of information and to
assess the probability of their correctly representing ground
truth. Since ground truth is usually not accessible, valid-
ity must be assessed in terms of consistency with past
experience, or against independently derived hypotheses from
within or outside the group. Example: How can the 2/21
Battalion continue to advance at over 5 km/hr against two
regiments when it has sustained a reported 60 percent
casualties?

EVALUATE /COORDINATE -- To determine whether the per-
ceived situation warrants consideration of taking further
action or of sharing the perception with another command
control group or both. Example: Does the gap apparently
opening up on our right flank warrant issuing & frag order,
or notifying the adjacent unit, or both?

PROJECT/EXTRAPOLATE -- To estimate probable future
situations based on current or predicted trends. Example:
Where and when must I lay on the next ammunition resupply
operation if present expenditure and movement rates continue?

GENERATE ALTERNATIVES -- To postulate alterr.tive
courses of action (for friendly and enemy, offensively and
defensively) which could conce1vab1y Tead to mission
accomplishment. Enemy missions must usually be inferred or
multiple missions within his capability must be considered.
This latter process is usually referred to as “determining
enemy capabilities."

DECIDE -- The process of determining which of the
alternatives considered is most likely to yield the "greatest
success” in accomplishing the assigned mission.

~_ ASSOCIATE (POST-DECISION PROCESSING) -- To relate fully
processed informet.ion during preparation of output messages
and to update impacied data bases. Example: The decision
“main effort on the right" might be transformed into “"2d
Brigade attacks in zore, makes main effort . . . priority of
fires tc 2d Brigade."”

REAGGREGATE -- To combine fully processed and relevant,
needed information into preparation of an output message.

Example: Revise the Organization for Combat in accordance
with the decision.

IT1-18
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SORT (POST-DECISION PROCESSINC) -- T0 arrange segments :
of an outgoing message ir the selected format and to
determine distribution. _

TAG (OUTPUT PROCESSING) -- To affix an identifier to an
outgoing message to facilitate retrieval from the raw data
buse. :

TRANSMIT - The process of entering the string of signs
or symbols that constitute the message into the external
information stream.

VERIFY (OUTPUT PROCESSxNG) ~- The same as for 1nput pro-
cessing. _

3.4.2 Process Sequencé

The sequence of arrows in Figure 2-3 shows the postulated
information flow in carrying out these processes to include data storage
and retrieval in the indicated files. The rezder may well wonder in
comparing Figures 3-2 and 2-3 why there is no arrow leading directly from
preprocess to the decision processes. The reason is that the decision
processes seem to be triggered far more 3s a result of scanning the
updated perceived data pase than by the performance of the pre-processes.
Even in those cases where the arrival of an important message, e.g., a
frag order, inevitably involves the decision processes, the latter are
not invoked until after the newly arrived message has been placed in the
context of the perceived data base through pre-processing.

The sequence of decision processes indicated in Figure 3-3 .
cannot be interpreted too rigidly at this time. As indicated earlier it
is only by observing the internal information transfers within the staff
group that these processes can be observed separately. The breakdown
into processes and their sequence display in Figuie 315 {s based on
1imited observations in this and prev.ious studies *“*°“ and must be
treated as a hypothesis sti1l to be tested. Furthermore, this sequence
can be observed if and only if an observable information transfer in fact
takes place between successive processes. When a series of processes is
performed by a single individual there is, of course, no way of ascer-:
taining the sequence in which they are performed or whether they have

Op. cit.
Op. cit.

12 Tiede, R., et al., The Integrated Battlefield Control System
(IBCS) Third Refinement Study, McLean, VA, SAI: Final Report,
March 1975.
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been performed at 21l. This {is made even more difficult by the fact that
a single individual performing a series of these processes will depend
far more on his memory than on the formal data base for his processed
information, thus further reducing the observable data transfers.

There is ample opportunity in the command control group for such
preemption of the formal decision process sequence by the more senior
individuals. The following division of labor is frequently observed:
decision processors (senior officers), pre- and post-decision processors
(junior officers and NCOs), and input and output processors (telephone
and radio operators and journal clerk). If a decision maker answers the
telephone, he may c¢¥': a response which has circumvented the entire set
of decision processes, or, more likely, they have all occurred within his
mind using only his memory as a data base. Even more frequently, a
decision maker will overhear an incoming message, glance at a display
such as the SITMAP, think for a moment, and trigger the post-decision and
output processes by dictating a frag order to an MNCO.

It is clear from the above examples that the decision processes
are the ones most often performed uninterruptedly by a single individual
and are, therefore, the most difficult to discern. In this connection it
is interesting to observe the parallelism between the sequence of
decision processes postulated in Figure 3-2 and the steps of the decision

- technique taught in the military service schools. Ihés technique is
usually referred to as the Estimate of the Situatfon.” The culmination
of this process is the Commander's Estimate. Figure 3-4 shows that the
basic sequence is exactly the same and that, indeed, the estimate may
provide a basis for further subdivision into even finer processes. This
should te investigated in subsequent observations. :

As was also indicated earlier, there is not a one-for-one re-
lationship between inputs and outputs. Numerous inputs get no farther
than the first three or four decision processes -- or even the pre-
decision processes -- and are used only to update the data bases, to
include the waste basket, without triggering an immediate output. This
in no way indicates that such updating of the data base is trivial. Cn
the other hand, many outputs appear to be triggered spontaneously and
cannot be traced to any specific input. These may be the result of the
continuing background processing going on with respect to the data base -
and represent reactions to associations not made earlifer. Others may,
however, indicate the generation of initiatives rather than knee-jerk
reactions to individual stimuli. Such initiatives are frequently of the
kind in which the decision maker seeks to reduce uncertainty by taking an
action which restricts his opponent's freedom of action so that the
opponent's actions, in effect, become predictable. Such decisionslgre
clearly in the domain of what Streufert terms “Complexity Theory." A

6 Op. cit.
_13 Streufert, Siegfried and Susan, Decision Making in Complex Tasks,
Technical Report #3, PA State University, College of Medicine,
Hershey, PA, May 1981.
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- DECISION PROCESSES STEPS IN THE ESTIMATE

Interpret/Validate Mission Analysis

Eva!uate/Cookdinate | Area of Operations'AnaIysis
ANALYSIS ‘ Enemy Situation Analysis

Project/Extrapolate «es| Own Situation Analysis

Relative Combat Power Analysis

Define Enemy Capabilities
Generate Alternatives
' o T Define Own Courses of Action

: F-RnaIysis of Opposing Courses
SYNTHESIS of Action .

Decide — |. Comparison of Own Courses
of Action

Decisfon

\ -

FIGURE 3-4. DECISION PROCESSES IN THE ESTIMATE OF THE SITUATION

I11-21




model such as this may provide a basis for searching for behavior,
non-procedural as well as procedural, that is associated with such
decision making in order to augment the measures proposed by Streufert.

3.4.3 Human Skills

Having defined a set of information processes performed in a
command control group, one can examine the skills needed to perform these
processes in the manual mode. A proposed listing of required skills is
shown at the row headings of Figure 3-5 which relates those skills to the
previously defined information processes. These skills were selected and
arrayed on a basis of increasing complexity and so that the successively
higher level processes involve ail lower level skills. This permits

~arraying the skills so that the lowest comprise the Level 1 skills

required for the input and output processes. The pre- and post-decision
processes require Level 2 skills as well as Level 1 while the decision
processes require all three levels. Level 1 begins with such elementary
skills as see, listen, and point. These have been incliuded because
non-verbal as well as verbal skills must be considered in any study of
group behavior. As an example of this consider that a trained military
observer, even though he understood not one word of English, could, after
a short time in ore of our command posts, tell whether we were winning or
losing the battle. The next four skills (speak, comprehend speech, read
and write) refer only to the ability to manipulate strings of symbols
that comprise a message. They do not refer to the ability to associate
meaning with the symbols. Receiving, transmitting, and verifying
manually encrypted messages is the perfect example of the skills referred
to here. Thus defined, manual encryption and description are reading and
writing skills. Because of the previous definition of "tag" no skills
higher than Level 1 are required as long as tagging means simply the
assigmment of a unique identifier to a complete message, usually in
sequential order.

It is only when we reach Level 2 skills required for the pre-

- decision processes that percaeption of message content is necessary. Even

here, the perception need be at no deeper level than that of the sorting
or filing scheme to be used. This has profound implications when we
consider automation of these processes as is discussed in the next
section. The skills of entering (file, post, plot) and retrieving data
from data bases round out the sorting process. Associate and
aggregate/organize add a requirement for calculating and composing.
Since these processes should not add new information to the stream they
are reformulations of data elements already in the data base.

A11 of the decision processes require all of the Level 3 skills.
This may not be immediately apparent until one realizes that any one of
the five decision processes can generate an output message. For example,

the process of interpret/validate can require the skills needed to answer
questions such as, "Who is in a position to know ground truth with
reference to this? Who can report ground truth most quickly and with
required detail? How shall I send the query? Who needs copies?"”
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Similar considerations apply to all the other decision processes. . The
post-decision and output processes are exact parallels of the pre-
decision and input processes insofar as their relation to skills is
concerned. The result is the distribution shown in the matrix
representation of Figure 2-5 which resembles a trunczted Gaussian
distribution.

Such a model of command control group behavior and the asso-
ciated skiils may be especially useful in developing the diagrostics
needed to associate operational deficiencies with the specific skills
requiring remedial training. ' The author admits that the skill identified
as "think” may not provide much diagnostic help until it is better
defined. At the very least it requires a much deeper understanding of
message content than the Level 2 skill "perceive.”

3.4.4 Relation to Critical Elements

Having set forth a model of C2 group information processing in
the preceding section,,it is appropriate to relate such a model to the
critical elements of C° activity previously defined and derived from the
ARTEPs. It will be recalled that in para 3.3.1 we pointed out that ARTEP
tasks and subtasks were directives that specify who is responsible for .
which processing of what kinds of information. This same format was
carried to a higher level of resolution in breaking the ARTEPs down into
sub-sub-tasks or critical elements. The action verbs in these directives
describe or imply a series of information processes. The verbs in
themselves are not very precise and must be considered in the context of
the object system-related class of information on which they operate in
order to infer a set of required information processes. This was done
for the set of critical elements Tisted in Appendix C. The action verbs
were first identified (after making necessary semantic adjustments, e.g.,
"make a plan" or “prepare a plan" was converted to "plan;" “emplace
(sensorsg” was modified to "direct (the emplacement of sensors)" since
the division G2 rarely emplaces sensors personally). This resulted in a
Tist of 41 action verbs. Each verb was then combined on a card with the
object of each sentence in which it appeared in Appendix C. This was
done to ensure that the action verb was considered over the entire range
of its applications in the ARTEP and the doctrinal literature that
eleborated on the ARTEP. The verbs were then arrayed against the five
information functions and the included 17 information processes of the
model. The resulting matrix is shown in Figure 3-6. The matrix clearly
shows that these 41 action verbs, in the context used in the doctrinal
literature, can be mapped into the 17 information processes developed
from an entirely different set of considerations for Objectives 1 and 3.
In a very real sense, these 17 processes are the procedural components of
the critical elements.

It is also interesting to observe that Figure 3-6 facilitates
grouping the action verbs into five distinct classes as follows:

° Group I: Involves only lower level input and pre-
process, i.e., non-cognitive processes.
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) Group II: Involves a series of processes that
include decision-making processes.

. Group III: Involves a series of processes that begin
with decision making and carry through the Tower level
post-process and output processes.

(] Group IV: Involves only post-process and output
processes. :

° Group V:. Involves the whole range of processes from
input through output.

While a2 few of the verbs that appear in the same group appear to be very
nearly synonyms, many are clearly not synonyms in normal usage. Still,
the flexibility of the English language permit; them to be used very
nearly syronomously in the doctrinal literature.

3.4.5 Performance Measures and Standards

The third pillar needed for the development of a set of diagnos-
tics and a training packet is a set of performance standards. Standards
are, however, inseparable from measurements, so it is appropriate to
examine the conceptually measureable variables in an information system
as well as means for their measurement. Six c1a§§es of measureable vari-
ables have been defined for information systems. These are:

° Numbers of personnel and equipment

[ Effort required to carry out selected information
© process ‘

- Time delays associated with carrying out selected
information processes ’

® Completeness of seTe;ted-information sets

. Accuracy of selected information sets

o Validity of selected information sets
Of these, the first twe provide measures of size, cost, loading factbrs
and utilization.” The last four provide measures Qf the quality of infor-

mation processing at selected points within the C group and at its
output.

13 Tiede, R. V., On the Analysis of Ground Combat, Military Affairs/
Aerospace Publishing, Manhatfan, Kan., 1978.
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2.4.5.1 Definitions

To measure the six variables identified above, it is necessary
to define precisely what is to be measured. The above variables are
‘defined for chis purpose as follows:

. Personnel and equipment involved can be measured
directly.

° The effort required can be measured in man-hours of
personnel effort required to perform the information
processes needed to carry out specified functions such
as maintenance of a specified file or preparation of a
specified cutput.

° Time delays can be measured in terms of the time
(usually in minutes) required to perform the
information processes needed to carry out specified
functions just as in measuring effort.

° Completeness of selected information sets can be
measured by the presence or absence of the data
elements specified to be included in the set. This
implies a standard of measurement against which this
count will be made, and this is established below.

. Accuracy of selected information sets can be measured
by comparing corresponding data elements of the se-
lected set with the standard set. Data elements that
do not match exactly are in error. This measurement
standard is also discussed below.

. Validity of selected information sets is defined as
the combination/intersection of the truth of the
information, as compared to ground truth, and its
relevance to the decision for which the information
set has been assembled. This quality of information
cannot be measured directly in real systems, except on
2 basis of experience with real or synthetic systems
as will be pointed out below.

2.4.5.2 Points of Measurement

Having defined the variables to be measured, it is necessary to
Took for the appropriate points within the system at which measurements
can be made. Numbers of people and equgpment pose no problem because
this measurement is a property of the C° system structure being investi-
gated and not its performance. The other five variables, however, are
true performance measures, and it is necessary to determine points at
which or between which these variables are to be measured. The consider-
ations portrayed in Figure 3-2 pertaining to the nature of the data
transformations in a tactical CP are pertinent to this determination.
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‘This concept has been redrawn in Figure 3-7. Points at which measureable

data sets exist (data inputs, files, and direct outputs) have been iden-
tified by marking them with letters a, b, and c. The input sets, files,
and data extracts have been marked a to denote that data elemerts in
these sets should be unaltered by any processing between these points.
Data agg~egations have been marked b to indicate that data elements con-

“tained in this class of data sets can be altered between input and output

but only to the extent that output data elements can be objective combi-
nations of input elements. Objective is defined to mean an 3 priori rule
for combinations already stored in the data base. Outputs marked ¢,
however, contain subjective combinations of input data elements {combina-
tions not stored in the data base in advance) and new data elements not
contained in the data base. Data sets of class ¢ result from human deci-

“sion making. The formal command/staff outputs of the decision-making

node are shown along the lower tier of Figure 3-7. They consist of com-
binations of the direct output that can be designated as purely of class
a, b, or c. Appropriate bases for measurements at each of the identified
measurement points can now be established.

3.4.5.3 Bases for Measurement

Appropriate bases for measuring each of the measureable producfs
are summarized in Table 2-2.

o Delay time and effort can both be measured between the
inputs and the files. Such measurements provide
information on the delay times between inputs and the
files (especially visible files) and on the file main-
tenance effort. For data extracts, both can be mea-
sured either between input and extract or between file
and extract -- whichever is more appropriate. For the
remaining output products (2ggregations, estimates,
decisions, and recommendations), both delay time and.
effort are measurable between the file and the re-
spective output. A measurment between outputs of this
type and input is not, in general, possible because
the identity of the original input data elements has
been lost.

° Completeness of files, data extracts, and data aggre-
gations is directly measurable by comparison with
inputs. On the other hand the completeness of esti-
mates, decisions, and recommendations is not measur-
able in terms of inputs since they contain data
elements not necessarily all derived from the data
base. Their completeness can therefore only be
measured on a basis of experience (checklists), by
cotncing the number of requests for clarification
submitted by the recipients of such outputs, or in
terms of combat outcomes.
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e Accuracy of files, data extracts, and data aggre-
gations can also be measured by direct comparison with
inputs. The accuracy of estimates, decisions, and
recommendations, however, can be based only on experi-
ence or combat outcomes for the same reasons as for
completeness.

) The validity of the decision node outputs is not
directly measurable with®n the information system
itself. Since, by definition, validity depends on
comparing the truth of information with ground truth,
this factor can be measured only with respact to the
physical phenomena that 1ie beyond the sensors origi-
nating the information at the peripheries of the
information sysem. The other factor entering into
validity of information is its relevance to the deci-
sion made. This is a subjective determination in real
systems and is impossible to disentangle from the
validity of the decision. Only the physical results
of decisions are measurable physical quantities, and
these again lie outside the confines of the informa-
tion system. It is this factor that indeed requires
an effectiveness model, i.e., a simulation, to relate
information system performance to combat effective-
ness. Any attempts at direct measurement of the
validity of information outputs or of files can,
therefore, be based only on experience. [

3.4.6  Division-Level Staff Actions I|

The discussion now turns to the identificatien of the staff
actions associated with a division-level command group. The material in
the preceding paragraphs describing staff actions as structured sequences
of information processes and outlining the staff performance measures to
be used in the execution of staff actions applies to command groups at
all echelons from corps down to task force/ battalion. However, the
names and formats of staff inputs and outputs, the nominal times to com-
plete individual elementary operations, and the size of individual staff
sections all vary over a wide range across the four echelons. If one
compares, for example, the staff action at TF/Bn-level related to the
preparation of the intelligence paragraph of the situation report with
the staff action at corps level related to the preparation of the
Periodic Intelligence Report (PERINTREP), one will find that the same
sequence of information processes is performed by the Bn S2 or by the
Corps G2 Section. But the Bn S2 will ordinarily complete his staff
action in less than 5 minutes (by making grease pencil entries on the
situation map) so that the Bn S3 can submit the situation report by radio
telephone. The intelligence paragraph is reported verbally by summariz-
ing the enemy situation indicated on the map. In contrast to this, the
preparation of the PERINTREP at Corps might take the G2 Section three to
six hours to complete. The report is a formal typed document, and the
"SYNTHESIZE DATA" elementary operation will entail the integration of
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intelligence information from subordinate division INTSUMs and a number
of other sources. ‘In this comparison or any other made of like staff
actions across the echelons, the manifest nature of the actions will be
widely different, but the sequence of information processes involved and
the classes of measurement of human performance standards remain the
same.

Since the diagnostic development effort requires knowledge of
the staff action timing " hich does vary widely across the echelons, this
report presents separate tables giving the identification and character-
jzation of staff actions used at the four different echelongs. It is noted
that the discussion of staff actions has focused on division-level command/
staff groups. Moreover, the staff action tables to follow are fairly
complete for division while at the other echelons only representative
subsets of the total sets of staff actions are provided. This emphasis
on division derives from the extensive data bage generated through pre-
vious research efforts on the division-level C¢ system, which provided
the basis for the division staff actions shown below.

The division-level staff actions are shown in Tables 3-3 thru
3-9. In accordance with the scope outlined in the research plan, the
seven tablas cover the seven staff sections or elements making up the
division-level command group and staff, as follows:

® Table 3-3 gives the staff actions of the Command
Group.

° Table 3-4 gives the staff actions of the Gl
"~ Section.

° Table 3-5 gives the staff actions of the G2
Section.

° Table 3-6 gives the staff actions of the G3
Section.

e Table 3-7 gives the staff actions of the G4
U ...Section. .. .. L .

. Table 3-8 gives the staff actions of the Fxre
Support Element (FSE).

. Table 3-9 gives the staff actions of the Division
Airspace Management Element (Air Defense).

These division-level tables and the tables to follow for other echelons
all have the same format and column headings. The key element giving
absolute identification to a staff action entry in the tables is the
"reference. number" given in the first or lefthand column in the general
format. The numberinc system and the other column headings are descrlbed
briefly in the followInﬂ paragraphs.
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3.4.6.1 Reference number

The staff action reference number adopted for this study con-
sists of 2 single letter followed by three digits. Examples are as
follows: :

D103 -
B205 -

Division-level, Gl Section, 3rd Action.

Brigade-level, S2 Section, 5th Action.

T307 -

Task force/Bn-level, 33 Section, 7th Action.
C702 -- Corps-]eyel, Air Defense Element, 2nd Action.

The leading letter is always D, B, T, or C. The first digit following
the letter is always coded as follows:

0
(zero)

Command Group

1 - Personnel/Admin Section
- Intelligence Section

- Operations Section
Logisfics Section

- Fire Support Element

~ (=)} H W N
]

-~ Air Defense Element

3.4.6.2 Description of Staff Action

For' the purpose of providing a simple, generalized description
of individual staff actions, actions are divided into two
classifications: those that are triggered by receipt of an input
tactical message or document and those that are triggered by some other
means. The former are usually described with the words: “Processing of
[name of the staff input]." The latter are described with the words
"Preparation of [name of staff outputl.”

It should be understood that the description of the first kind,
namely, “Processing of [name of the staff input],” does not provide any
clue regarding the nature of any staff outputs that may be generated by
the action. Staff actions with this description may result in output
frag orders, output queries, or no output at all, depending on the
specific content of the input and the perception drawn by the staff
element at the time.
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3.4.6.2 Action Category

: The Action Category column is ghe category number of the staff
action taken from the earlier ARI work.™ The staff action categories are
shown in Table 2-10. '

3.4.6.4 Action Type
‘ The Action Type column is blank at this time.
3.4.6.5 Related ARTEP Tasks

This column contains the related ARTEP Task references from
Table 3-1. ‘

3.4.6.6 Related Critical Elements

The references in this column are from Appendix C.
3.4.6.7 Trigger Event

The column describes the event that starts the staff action.
3.4.6.8 Concluding Events

The column describes the event(s) that conclude(s) the staff
action. Most staff actions involve processes in which two or more staff
personnel perform different information processes leading to the
conclusion of the actions. The actions are concluded when the last of
these informat’on processes is completed.
3.4.6.9 Crossput Requirements

“ The crossput requirements are the staff coordination addressees.

3.4.6.10 Hardcopy Output

This column identifies the hardcopy output of the staff action,
if such hardcopy exists. Pr