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Prohiom. the system inmovatore, developers, integrators. of
manufacturers ability to be flexible in design

The development of digital flight control ad procedures, production processes, maintenance
avionics system foe commercial transport aircraft practices, and In the as. of Innovative technology.
has progressed very rapidly ead In a revolutiomary It should, heonveC, result in a closer relationwhip
sasr In the last 5 years. The revolutionary betwen regulatory and Industry personnel which can
nmner has bee edopted due to the rapid prollegas- result In the establismnt of guidelines, teh-
ties nd availability of microprocesr and large- niques, and methodologies which say be used in
seal.. Integrated circuit (LIZ!) technology. This order to &ssure that the resultant systems are
technology coupled with the advent of structured performing their intended function and indeed safe.
Uperioust languages and formal progrmiag Logic (Such was the cae ina the formation of the Radio
end design, hag resulted in the accelerated Technical Comission for Aeronautics (lTCA' s)pdevelopment of high technology sysemes. These Special Cmmttee Sc-145.)
systems not only duplicate the funceiess of tho
previous analog end hybrid system, but add more The I=C SC-145 Comittee generated Doumnt lumber
functions and capabilities such that the mew RTCA DO-17S (reference 5) which is intended to
system outlerfoca the previous system and, In provide guidance in the development and cart-
fact, exrcise more control and authority over the IficatIon of sof tuare in airborne system. This
transport aircraft than *ee before. document. however, Is the first of may Such guide-

line domants which most be produced in order that
In oddition to the ceolutionezy application of the proper techniques, tools, end methodologies my

teholg dotos aslb fy h om eolg be drto ybt egulatosmmd d ury;
has &L avaeen ado itydut thes acndmi th Mne t thcrication elproceuesfo napemsaicra

emb a roft)have Increased the demand to apply aircraft system ane governed within the FAA by
th a ehooyis n efotolwropain Orders 8110.4, 'Type Certification,' ad 8110.8,

cost, Icrese eliailiy, uncions redi~ Engineering Flight Test WU*de" various advisory
and availability, decrease the weight of the circulare, the =IA Documents, Mnis= operational

systemc s an h icatIsladt erfermance Standards (NOPS) and Society of Auto-
provide mo ucin wiha eexaddad ntive Engineer$ (SA1) Aeospace Standards/
changed wtottene toprhs adioal Aerospace Recommended Practices, Technical Standard

bardars co~ont. Tm, &an 06" Ia x"' to Ordoes and Special Conditions. These documents
be reached, rely heavily on the discipline of are miximi requirements end guidelines which are
Software Retegieei and the ability of the in- applied to Type Certification and Suppiementel. Type

awtom , inegrators, ind asmfac- Certification activities Involved in a process
tutrs to come to term with software design, which starts with techological. innovation and
lip satLsio, testing, and aainteawA.c The results In the in-sorvics implementation o a safe
previous technlogy (analog. hybrid, s digital) end reliable product developed under economic
relied heavily on pest experiene gained through, constrainta, technology Initiatives, and concern
eany year. of design, implementation and min- for public safety. In order to effectively
tenane;. therefore, the risks associated With accomplish all of this, goveromeat md industry
developing a now sys tes or subsystem vere well persomnaL amot be euroe of end should mhke use of
kos and the failure rates could be predicted. the current tools and methodologies available for
fith the now Integrated system, however, the verification and validation of digital system

ocneng is now and the ricks are difficult to within the contest of the certification process.
estimate, and in fact the assurance assessment It ts particularly Inpertant that the new "soft-
methodology has not yet etered to the point where were* olaeat be verified through the use of the
the verification and validation of the new system proper assurance methodologies, and that the
has beom shom to be totally effective. memfactiger, the quality "es=o specialists,

and the certification engineers understand the
Thus, the Looms of public safety in the now gaeer- results of the application of thee tools and
tion of comarcAl transport aircraft, which employ methodologies end uiso the in the development ad
digital. flight control. and avionics systoe, is certification processes.

* of great comeoem to the ammufacaure"S, Operators,
certificators (regulators), and the general Assatt/Vals.
public-nh. ace the ues. The coneern over the
Isse of public safety, he-v r, need nec result in Zn order to accomplish the desIga, devlomnto and
the implementation of regulatory actomo resulting integration. stege of the herdusre and software

-Is * n ulos/regulaim which excessively restrict Subsystem, the manufacturer translates the Concepts
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TION AND YDUIFZCZWEVALIUM CONCUM
as order to is"" that the setmire in the digital
flight hmtrel system omplis with the definitions
and design criteria In the @am* specificationi~~i ~
(a) , swd/r that it es correctly Implemntd, it Imm*
is necesary to establish a mthodolov (of set of wo~in~mm* uUUs~
mthodiese) for mStrne asemt that is awm WO, M, M *

coupled to eel umre Imation wcrulty, MLamm d~m?"Now oft Amm. wal
Milan Coexty, a" theoemuess of testing.

The develo*= of this mothadolog met be based *

athe latsest eel sware aimeeriag technolegy,
"so" amglimurift juigmat., mature technical. :
skils, mumii amd automated stasia/dynamic seft- NoM momem ow
vote testing tools. failure modes amd efects GiNU"m Imms S"86tomk
Smaysis. and reahblity anlysis, "An as each, owd *ON sg
will result In the ImpLumatation of a harivaes/ nf OIA MNIIM I
sof~tar vldation =thedolog which wLl Ostww r~mm ONE DOAN * 8

Uak the correctmess of the hardwo/seftvare omMma
"ispesetaion in a systematic and conclusive 1emw#M
smner. The wthaelogy, mbou finalized, should .a Ms3 .

"Vla s o f6 the deeomn -bsom an h o *phu mm
25 atlitlee identified by Iliwrtes, (reference 6) f * ums% m.an* 10
and sumaried I& figure 3.* In additien. the am m. :
inheiol mat be bayed to the Chauacteriutics of * . M m-

* -. the syssem bet"g verified and validated euch theat ia
the typee Of Possible soitmare arm which night .Ls- m
be presm I& the cede aie taken late, considers- ai... m.. *~ ain 10mma. G am a
ties. "The esate, source, and lkely tie of ~* a~.a

eama of. these errors ane thaexamined to $,* 'Lm. uNv."
determ the "fen"ir erm detection covrg
required according to the stage of the development
proces* (reofemmes 6 and 7).

The doesiqeam of as assurance ethodology bayed The reviews Mid velhthroughs ame Usud quite Ire-
to the characteristics of the spste mistr develop- qusutLY smd, in gemorml, verify that eeh leel of
mst raipd~rems (a) That the system Ihareaor- to ILI arals (phes) Sat"Ism the requmemsa of
ame wall mdersteod; and (b) That the associated the previous level. The imLytial tooes, sach an
verifilatiou ad validation concers be dous- Prood of cermemes ad symol caeslso, are
Gate a ta te A m th otwa. m *re r U se-m oar mil deveo"e for this Ierstim

miesto d Can tesab. Tam"s 4 pressings sasha of ns"r sysams, but they my here an Inexam-
Iea Louu am dispePO 8 the iateactLsm Of systm Log OUb i the future.

coeldatii, Imacet on sefemire and verifies-
ties ad validation concerns (reference 6). Mes antmeia verifistos methods are classifiled

as either static or dyma meiyais, dependifg em
ToolDs end Tohei-me. whsther they Lvolve mamuss of the adirew aen"

With ral,-smn data. Static analysis isve Iwo
Soo tools sed techiques used In a eel miare &"in- execution on a heas Comter of an inlysis tool
a" mchoea a m be cass"if ii as smmal or Whih mempta as Input the swemire to be tested,
automatic, and ea take Place at the module, and as sah, exames soapets of the epectf-
Istagatim, and systm love"s. icaties 40sign, or cede is an au&alytical

emvliromem:. The met ommely aed static tool IS
mwa verifiation methodologies ame applicable to the compiler/ assumbler Auic tests fLl ~sg
all life cyle pbes, although they at. MIGEMulLY cemetmst see. Other tools Imalude data flow

* applied durift the design and toplMatatios (com- and control flow analyse:. that are Language
* strectom) phomes. These mthodologies Includes specific or ist have specially embeiddd nae

Km addition to the compiler oftested tools, bak
Desk Cbmscii ad Iaviow. Sef timre Analysis .me be sed to identify pssihle
Stractured Us ktbrsoagh d Inspections. faults without the failure haviag to occur
Mammal mathods of Preof sad Correctne. (refersas 9).
Symbolia maseuse.



Duni toosl~ pocso sees fewctlass which aid in MOW System pe"at, such ss comnens.a modules,
the testing or assessmnt of sweratng software. ad subsys ten. Iatogrtion testing trosots the
sysoesit &Va17uic baically observes the target emimeare at the Component level rather thus Ot the
"too" s it Is s Mouted to determine swerage. detiled leval of Gods that me the eublect at usit

* coveag imsluic: emat asseattee, ani pos- tostIng. Thus, the us"a testing ampas Ison thes
ethic %much Path", ben" &asels am test Interaction besue safa =sams an their
coewg. ase toot Case doeig too6ss s Vital In Interfaces. fThrs ame a large ember of Possible
Older to minsiie the mumber of requirow Cts to approache that am be usnd to soquanee the testing

* naae the target asiere a" to daerwi.as the of seduLas and thein auieg of modsaes Sto larger
* toot cevetwe. eutitias. Bet oS the approaces eam he deerled

-s variations of amofe oese besic appoacle".
no carmasly eelahic stczic cad dpmmie tools The owsev approched ore:

* -we presented Is cable 5. It will be noted that the
statle toolsan pwttiw Into the catageries lettie up testing
of ap~eULc cad geeral. lack 6f the seocific Top down tsting
static tem eamirnee a P&Iticular property of Hdowled top down testing
software om a diteat hone4, while the gerneraL 113-lag testin

* tatie tao" address moe gaRWal properties Ia a Sanwich tasting
amr adaptive Mo. dified sandwich testing

TMU . ~WE.TAT&A1UThread testing
TOML A further distinctlon Ia ascine. ends betusen

insmta anm Phas*" -alnacr webes, but
the aboven sevsn toseiqus amoss them matbede.
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system Level Teatime. complexity -n w~~&:t of the software beingF - tested, an wall as the requirements Imposed by the
So end objective of all testing ad vldatIn certification process. The end goal, of course, in
atiVIties 1s to WneuO that the delivered 40f~Z Of" diial flight control System Is the Iden"Ifcs-
product Msate all specified fusual sOW per- tn and eimiJnation of all3 eror at eah stage,

Issuncereq~nest ~d th idntifed eem and ultimately, confirmation of their absence.
objectives (reference 10). If test ca"se are
selected stZSity with them high-leel obetie The application of tes ting and saaysis at the
in wind, then the st of test eSes is set 8use- module, integration, and system level during the
eerily repestative of the antaIipeted opera- (c in phsswlno

t~ion~.useg, i whch cser .lt~'of ha ncesariy produce a "Perf st" sof tware system;
software is not necessarily demnstrated nor he rI a be Inferred that, if a methodology
guaranteed. it is a frequent occurrence to find Is adpe an care out. "Io qualit' software
sof tware arrows during operational wse thet were will he the result. Vurthemmare if the testin
set discovered during testin baese s test com organisation is successful in Implementing an
ever exercised certain sections of code Integrated package of tools as techniques, the
(ref ereace 11). verification and validation will he accomplished at

Sytmtesting is probably the set oasooderstood high levels of asuance and at the least cost.
ttoftestin. Function testin is the testing Irror Maament and tadoodawc.

of all functions of the completely Integrated
sysem. 'Wtntoto is the pnes of tring to In addition to the development and tasting gathed-

fin dicreancesbetween 0110 woole eornanceo ologies established during the design, constraction
; Its oE0 objectives. system testin is a (coding). a nd testin phases, the assurance assue-
vaidaton.process who it Is done In the end- mwe of a digital flight control system mny require

asrc atual enviro emetto nt avalover sy he ten that the sysems be designed such that error mmange-
taaleniain ircs ewvahiIs * fspa tesn a wnts mnitoring for failure ceaditlian, and roden

is avaldaton rocss hic i~ pet eed n a dancy be included in the various uaplan tatiLon
simulated or test environment (refermnce 10). stages. 'The-need for, and extent of, failure

monitoring is determined from the nature and archi-
Syote tetin oftn rquirs ms cratiity han tecture of the System, and its requirements and

the testing satheds, discihed prvosly. Design- crtty hnseduhsnirigayb
in So"d System test cases mny require even mre a-compibad by using either, or a combination of,
ineMAity than mes required to designth sye. ~lu. mas
many of the types of tests uhish my be necessary

durig sscentasl* re SnnI~d i tale * "Minimal Redundancy* (Independent and

TIMZ 7. TY3 Or SYS= TUT Identical subsystems), with comparison and/or
voting.

m ~~~~~~"egions type ofsefteinlut--et
a*"" n -p tonsign f (IM within each lodividmal. system or subsystem.'

i ~ ~ O Muu mom to =*n me r m d ft
-. a M W so aw the ethod, if thorough and comprehensive, an

ONNUMMM swa IM so W u provide for 'VAXL-PASSM'Z or "7AZLP-OMt3ATIVE"
OMPOMM" ~ I %Of u as " n f mm""W critical sysem operaftio mtin the appropriate

OMMWa"U "NM.probabilistic requirements of regulations suck as
anmam so MuMMOM sou 416-. FA 13. 1309,'

ftm soft wvinm ofm 61"M Gmd Mv uwlu

tin u~n Afisumefte~ W .. a "A possible methedology for the mnagement of both
UW ~ ~ oft anA eM MR nd FAILUZS is presented in f igure 4."

~, .~ .1. ."Self -testing (SIT) in Individual systems or
___subsystems can general.ly be sufficiently cmpre-

. hensive only for computerised implementations.
am=f m " WS -an"o.. Mhen used,* the followiLng techniques (or their

equivalents) are comonly employed" (reference L2):

The choice of tools and techniques used in the CUDansi
*assurae mothedeleff at the moels, Integration Program Usser Ok55

and system level will be, in part, dictated by the Ro ery Chai t we-

ItrtinMoio



Cyoi/uot"Uda Andiamane checks the member tGSmiut; and (C) the rate at which
Roer $apply Msitot emuv awe detested sam corrected. Those imodels
anst anti" am ha seful Ise lawg aotrnre developmt pro-
auah that jeca; boom",e chet credibilty for Mrediating
UapAftend vast Very la fai1 We raes. hee Sot bae estaishe
l opo amo (his I.e.. in too ogdet oi 1@3 to 10-9) at the pre-
bEOse-choma batters st time.
feedback of Gamevel. sartimleuve btetles
lot"Maas, huealope, or UdMt uise"uingM Iiref*ftects methods far safmage are ewes low.
Others an Ap~priate/Weemsa developed them saiust reahbLity athmas, and

deSign faults is the devopment and mauacture
At the preasent tom 1 dou aifeastvena o ach of of the ULSZYS Chip@. which any be 10prant In
thase amduw 08112-Sa6 tftt/fauLt Sasltiaj tast) very lag-sala Intehrated circuits, say sot have

~ ha ba" et bam *etabliaha IS ternm of perseam of bees imeluded In eiating reliability modue.
%coverage, nor has the relative ostat ofIplme-
* ctam~o of theme tcah esm In a disit&& fligh soe development of autaed tools (fog assoain

"Utz" system. boss established. amouew, it ay ssioro oars, the =na-machisa interface, and
ho Inierfed that. if a system is dewel""e, tested, design faults). toi progreosing, however, the
sod UWiMplnaad at the comet, modul, sbsyase "datift tools mny limit thu scope of the method
aas witetOsa loer o aat exmiing coverage, socts process to existing veliahility ad

Istn15M "tm the Imft"I ysaOf dotee- fau"effeocts sethedo which ame lUmited So their
*tin sam recovering fro ar 826 potentially capability to fully ozasias .11 of the Later-

catastrophic* tellers vIii be dereased actio that my be Smartams.
- roisnuace 12).

* Vailur EffoetReliabilityitv
* The tem *rslablity analysiais uSsed 1& a broad

Thu rmga atS dlgital, hirdoze So the primay some to rotor to mevaution of the apability of a
madian for fligh central hue peraflled a crood of system to part*on its iscowed fumetise for a
iseoatia the nmber and enicisality of functions specifia iccerys. =me stated opevetiso&l and
peciorned by the flight control systan. Those eaWvrornatal conditios (referoee L).* The
"SgA, ana CUgiL, ad VRemLtogy taspousihila aoma:et t, ead oapoetlatua requirmets for
to be familiar mith nalouy an Sitm efets safe flight. telality analyss aosildon the

*PAGU Metsainhed od OTt C oi tiUS toi M rCeM at whisk, failurs oem. and the Spinet Of a
8yacaw. p WAnLAW fail=*. as system pae a". *%U-

ability routces to the prohehility of a failure
TU aud fo1u09 a S iI~SS0 ataco-0f-tha-srt methods OeCwttieg6 at speciic poins Ia tsm, *WhIle
Is drives by the urgesey at sar-teom diital 'fall=* effects' are the reaults at speciiic
flight eantrel astan (C=) VaLidatIM eoquize- failurs.
seats. The Somber of swabk systems approsebiag

* opeerahIosAL use ukSa it Appropriate to "sung ase probahilty of sirplom tailo due to fellevs
Usgher prisNICY to their analysis.* 1"hethed Si the W= U srequired to be eutray AiplebabLe.
ustIeie for the vr"Ietae sad velidatias OUrNalNO Improbable, to usualy takes to ma

- pbosses is bassed so a get of criteria w1his the WAhbUiCY ot catearop" PC falane, mo
reflect MOMe asen" GM asability. IS the etSb- to as the order of lasshm - pot bors wible

* liabasat at a nothatleg, It is dealee to Imelide IMPMbAhi ovnts bon a freapowey 09 osomroas
*(ad onsLyin) the feollwigs isti con" of leo thea ICS put best (refer-

am 1).*Cmutts to this level Si eacuacy

* Uarau Sellers alias"
wouste reau ty Opmsan sumu" and iaiiae puche consist of mmerim

sat a r t fects asta utio of S oed ad bud oaouut, inUWWLs,
* ba-inshim Isntrace ad , Gayetam. ombinatios of Individual fell-

pulp oat uses rea st be couaed whoa amalysiag a fault
toleat systas doomsa. As a result. system

r.A camber of ache@& address the finst two fastons falure probability commutea of aMW productosod.
(I.e., basham reability and hardmare failure sem Invoiwiasiers Clos to coo and swoon

* .f ems). Althavo a vmer of afmi MUMahi- cloae to saeo.
icy "do"l Mist, they ane a" as wall developed
Crsrma 13). ia amoaL, chee mdels ass based ~NiaML acuacy La Such competatoss an be lost

* an the bypoches of: (a) Thu nolaclas. becomes the very qclGY duo to rommd-.tf arusto. Isoddities,
* ~ sme ad Si mos 15 the softmaro .nAL.asL~y; (b) transeental feactlams (e.g.,*moatsis



lorth)age computed uaIng truncated fauie* Fansmti faults
1--ios. Us&" owofthveapproadam- Lateitteut faults

tuft my "a from Emu"i to mehise. Transient faults
Latest faults

Relabliy nae~sofWe rqure rigorous he wo dasectiem mtheds
anelsemaqw Is ouder for ths results to be Stru reery~ schemes.

seemble got the apeduleet~m of the probblity

the smil~se tshtiqm ehm"l he capable of waft- to the desired order of segaitude. Dam to the
tals a=""In he cmpuatins.high probbility of s"f flight uhlab the NoI sa

Provide, the data describing these esesnme s be
ane mehea mend for prediing reliability and accurate sand include the distribuion of the

Pfalure offset& mst: failures an manl s the "xetdvL*so h
Salle of the distrbution ane Importnt (eafevree

provide the Capability Of asessing the 14).* ~rURVLS ad Djurmas (referesce 15) haob
deelred probbilitiy of ba fMot to the accuracy outlined as apprea for application of 'reiiebil-
required (1065 so @e per flight boar). ity awaysis to as atolsad system costaining

central wheeL scowrl" (CM) -aed Cateary K! ad
property treat eli gattme mimwe of complex III eaphi~ty, *and defineed the reliability

MCI architectures designed to Inteaufe with doe requiremnts. Their approach ia as follows:
Aircraft OUUM syst~cl ~temsfllwn setem dtsas

4.Include all falue effect$ associated with rslaiS"Uty &semweat of this type of ft"-
digital team&ieW 4sddln eaftan. ties, ame demed putlmt

Include tretmeaS of all of the faollowing 'M) Th aircraft will amt be diepauehad emsa
tals: 'revasue fMigt ause the MeI functon is

completely fauit-free.
ftlhyee fauls
Tmansent famls "(C2) The exposure time OR which to bae
paamont faults 1eite of aveee system felae pWeb-
Leemi (dueg") fauls ability, ol meas beane hisk, v11 be the
914s21bmtd faults average flight desatiss of tat trasports
Desadme faults todmy, ot appweedmamly l-ou.
UsiUte sftt falts.
awumeo fauls '(3) The eor Um as whish to base the
Kseetles faiuLte pruiletles ad Specifi sytem. falue. prob-

ability forat lo MoSigt will be 10 bue
IMPeLASt Is the requiminas fog mnds" thet ameme
eel predist she reliability and failure Offsme 004) so epstei set Pruee failu=e eace
got thesmye o altse (in the eymsrn ftebi. Isleeties is time to allow few a aai 30

tetee whie mr be develep"d), to the mend for stm10 dtmeweles
Swh* will be UmPS to the mimil. Omereti

obatmPa compoentm med anmie falue -(3) Amolmd fuaction falue (Complete lees
iate Is a uei-reegmee proble is teiOLeUTy of fumates) to amend& to be bemaedme mnder
analysis a, slemriaa systems. In ussy ceno rnaseSemditiem: (1) It occurs during She 45

us sand Obet eMe sad "wejrms ae eaecond following slat height passage in
8Mieme bass been demmed evenfles. answr, tag Category III conditios; or (2) It Gamess
4fitlaei role ad 3101 Is airplane safety smas the dung She aM 45 seemed pas of Category II
9799M faIjure probability et be quits SMmml of better Visiblity, ad tin plIes faens is

(:ee,102toIV per howt). Several ath- remover OatteL. The ombined probabilitiee
ineUmi wmiml hNo bsesigned for Computing a, miseled failure and Category =2 "wemt,
the faliere probability of asompiem $emt.' or astojani failure aed pilot failure to
tnmet aisAM* output requLzM sswete input. reamer, reepectiweiy, smt be as~ to be
so mtter bow swase the mimi my be, ieeswafe equal. toot Ieee than I z 106.
Input iata sill result in an fieecaae ftifue ofKSYMeM reliabiiy. "(6d) Alewia for a 1 peee probability of

Category III weather Conditios, which
US is, thmastes Ampeslw the asmerse date be appeave is be a coervative amtsea foe a
so&use 05 dial equipment Used is fligt 1921delde aVerage based 04 6AlsIag Wethet
oesel system. The data ehemidiecribes etatilesm the reeult is a requred amboled

fumies failure probability' equaL to or Ieee



ohem I a l Per lesd~ft. frohab"iiy Som awe twe apse of do modhedelagy which wll
of pile faim. tabmm la Cetegery h e dome sopeweselys
or befter wISintbuit of am Is 1.000 ha be"s
as=~p ama wed f.w OWL196BuMts paspsIs; (1) COseIStess 49 the 9=&lt itself MWd (2)

Wei rnes to & a ui afeblsd failewo Comptatin of tbs Probability of the seets

puohehitty of I x WOTJor less, reus ote wLa.i l PO19fdd wtef~
glodw a ae sset" day e tuempeti aecds sue hIs saeesh th o resenty ersty pblamo

data ul g sIe xprees ITTofatale lauis this ~ eethasetp f alr o
aeimaw t toe al n)p seeif efaliee Th estadrsing POO$ sub eases to£ spe e fisl te
soLm se la refeem i et pe). metdes be dewelape0 for sMA Y. IM le SOI sOAid
do" -IN ceehiqe es:8 s oa ff eesea& the le tffere betr kma mo ase ob

theme.mt o fro ie a seeheg Pgem. GUes (1 1oa e. T ob Gauesf a Shepharae feuleta.
* tequslbandeesg s ed fewma asses) n go"ul (2) 4&Loss fo r aseraf psItis asm ti ad

stmas of oferf aspule -yt . h (1) Zoos of m sragmubxAsa cosa famls.
geserellys bem bm ed mie r m e pmly()LosOan"wt ou do es.

- appied =ow mUy amid pimemi of Algpeb pstpaus (3) emofal set be Ludt"d a esstims

Thsos ms an esmal ued 1athe thee to"in dasigeeted as th 'Uop twst,* afine it seaws at
tainoiu~ o isdeef che reLta"bIt de t the dhetop of the fasLt tre. as umm" dresm.
teslt of pox"""ie re"i*3.i testing.

cen the tsp vwe bee bee s eleeted, th es sam
with the dowaleNee of fault weaum computig tot isomae eli dohe" Ans dA doth top cm
systeMO cte becoesom MeM Iesuwss" Leim csa happes. 2bhiseratles I ase threugh
to the ass imit toeam avaehietua soempta use of a specific type of greph strustur hosm as

* -. whic are possible, sad the fest that testing a tre, heess the now fauLt tree.
roquizes that ths sysses design he cmited to
bhcrm mod sefeuro eqs r Useie oseetim of a eomplace fault tree psei
wIbb as be uood, to deesv Sfut ftleem *GNP*- -free the top deem. The top @wee In defined, dM
tin Osytm e all as wssLuete Ohe 0esig of these same- Isei to btop ues eM m defined.
"UK""t fault coie am ep~es syste prior ft Mo those ewusloodift to dohevstc June belaw

* ~the astuel doelopmes of tde bwums ad sfmg re the top ovest ane defllmd.
Auk bleme tae an"""es amsis.

Mes mee mml a Ulel 0f fummdial sweat
Obs totaL syseesWmet he smLymd ed mot jest a is eehed. Soe asec of this fesdomeal Lave

* pertis ssh as the heedasse ompmees or the se e he letd fee the Iepems- of a partlaLar
sefeurs. Me sea"s of the vueue em be aumlyeed Problem. it could be £ allure of feedasestaL
ane asseied by th eio&I aly 1f 11aise 1ees,. seas restsmoe or selder joint. ut

* ~ M u s stes Lo e sift de o thcestreL of a s42t- aMUd be ileve ad eels, embeysens, sashs is
VMSswmeavie program. "do esmpunea see laud imertia efspeis asit ofa peutisLar aegter
to mn Eumuesbe amlysio plobim fow onavotely fease.
gemeesi Spats. mmerseis a"&IMINS (goferm
15) Is reegaitio at tie abeyasrequiems. XeesM et this ia AUl the is em the oesms-
developed as smalyedaeL rolidLIt md&I es~lud ties af fault tress. Xe oweddetil" specific

Cespterbidd Ddudst #?"Sul OleIhlty preslAmq bewm, sommidembinle Igmeeley my he
* inelysis NO (a IN bNe doe theO eds of belt reeMed to fit dhe peblam ile ths e m .

tolm m*A aoduedet f93p0c seml sems. Psr emempie, la the fault tre, them is so o-
PUG"h reememitias of tim. lug ame be - om,

as i suit Ime bm . at Loe s La ass oess, by timm-welaiini definitin
-~~ of swets. fsr sesple, a tsp sweet could be

'.1 1L. tress bairn bee WieLY use" SA m type of defud, s lass of aseeL duing a specific peeled
* reliability amipoise slass dsslopeet of the of tim, sash sm 94"el approch nd laudig. If

technqe La the maiy L906s. Soteeheique La them La sf thee eo m Fe~sd of Leterast, it
aesepemjy 8il sispl thesh aPplOsinU to my be usemaury to cstrut a diferems Emt

reslisi a"hi mybe laneie tuee fee mesb tm "a"e, aud fm oo k sup a
Is sash time period. Conceptually. this is a



simpre apfrowAth but the Labor Involved In so*- &0 represents safe flight and successaful
strostig lay famit, tress should be cmnsiderable. lending at the Priam destiation;

ALS, it is mooesssy for the analyst to hane a &I represents safe flight and successful
very Sowd wiemsmdifg ad the system being as- lening at the alternate destination;
1780d. 'It 1A imprtamt twoa all ways of reaching: 2rpeet s ftearrf Uathe top soa be porutzed is the twos. Thur Is ~ tpem eeo h icatCml

as r5 gs way tos amur thin, but thu mrs the flight or woswnacsWa landing) (reference I').
analyst boom abeut the working of the syE tern,
the less lihuly thu amayst is to overlook failure- Me fault tree for *loss of coougol" Ia a dual-dual
Is Ain6 sets ow combintte.. of avons. eonfigraties n Labeh to figure S. This foult

tree to one of eay top-level fault tress that
notmetaaae of M~UM Probabilities. would be daveloped -in order to aetimate probObi-

Ltlee aseetanted, with a (a) The sucessful cown-
Onwafault true WinbeesdeveloedIt ay be p~tl f he issin () partial completion o

kethu pooebtblitiss of the fundamental eveans.
Iftef =dausatL. *Teats are Independent, the lS probabilities (of fail=*s) associated with such

determination of probabilities is relatively level of thu logic tw rue sed La the apination,
stwasbeghwmrd. of syse a reliability and f emotional readinss

which arm calculated ia the ameat of a 'stage
PrebbWllty osrpatstie start at thu bottom of the Mahaw under sach -s the CAMEL model developed by
tree ith the fundamntal seats and proceed Ussrosls and sJUMOR (reference Is).
Upon", mum foxmls at Seek stage sti thu tep

awet to readied (wsiewsnes 16). So 'stepo Nsrhov modal. &*aLyme* stagme which Im-

In thu same of a digital flight control sysem, che
saLysts Cmputed the folleing niseisa 0"0=e& Iinamt faults

Transient faults
(1) PrebubLIty 0 of easeuL sm-ttM Losi" Cove=@*s

at the or1Immnl destination. Detested Stags, lailuos
Undetected stare Failue

(2) Probablity of successful, but late,
(based on flight soaeotLsprier to I smia Gg Ammple of a stop. Marbew imidel Is presented in

phas) ladin atthe rignal ongastla. ~ wo6 and reference 17. Thu 'stage Harkov,
under sho completed ets thu data is table S.

(3) PRObeh1IVty of diverting anW SaOel
lauding at the alternate deecline. TABU MO U M

(4) trobability Of sheetin (dos to lewso edL ~
all spaes with eaLy a roalming and safey lad&" c~ e)uum WE
at the origin. amtsum A.W t = tW

(5) trobebilty of lss of aftraft during Wh~)* ini iZINI S 111t (91)
she iSeisa; a"d probebility Of lss of tairaft .
&wring sash phoes (rsfsros 14).

15Sf) 25 avow AT ca ian UM=

Ihe uiyLtiani "Lotd" of the dual-dual, syse 11 afst faILLe

problem sesn three, mI levels - mLIss, 190%) MOM==1 EORSN YAM N M
fusstiee, a"d compoenst -In addition. to the eras amE UUOKS esmin

Mcale t. A eaptOf oindeplsms Et 0160M I Lt Ans =8
alth rospeet to oedaa outems is assi to sses FW2) M* S~n [sUna raw a
mdsts thm lacgs nubr of eraleetories in thu es ow 4C m 190murSIX gyI
(I.**, eampeate Imvel) sod". Probability comps- ellc1
tasIos aMe Iefe using the mtriz moltilloa-
CAMpemu to analyse the dual-dwaL sysm. W( 3 13(S)/'

Ihe "empusat set Is A o a.. &11 a12 whr
thu a1 reprum spesala desise mims (Ie., wK&'2) is ow ff cuMAa a& x . m

ime~t Upatinza, 11 e A be inuumm masmis
aem~a~tleole) f i~ss. Inperiwur.UPS ti

IMF SsiG&A= feiolotamra
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Uhs" analytical results, coupled with the detailed 00f tsar. tes ting tools, error Mmaement and
co"ac~ ofthefaut tess shuldreslt n a reundncytedmiquee, and configuration mesesenet

acsmrats estimotiom of th. compbonent, module, sod practices, as outlined is ITCA DO-178 mad other
@ystem availability and potential failure rates documents and tests, provide the basis of a method-
based an a sys tem's approach to evaluating the elegy whick, uhen properly applied, will reult ina
effeeITiessm of the compuding yt/sh stthe Ls-sezvice a liecto of digital flight
in a digital flight control system (referemee 17). control systems which should be: (a) Free from
Currently available analytic models. seek as CIAR
sad fault trees can be used as tools to assist In CDN

*the design. aginmogng develostm, edcerti-
ficands. of digital flight control systs esd the The preceding material is discussed in greater
specifica tion of the failure mode aad overall detail In the lNaadbook of Validation Proceses

*system reliability. Assessmnt of syseem relis- for Digital Integrated Flight Control and Avionics
*biLity requires asseesmnt of hardware operational Systems" developed for thq FAA Technical Center by
* faults. design faults, eel tiure errors, and mer- Battelle's Columbus Laboratories. Th purpo of

'r. mchine Interface faults. Analytic models aid this bandbook is to Identify techniques, method-
*-Methods as prowide mee "aspct of the total equa- elegies, tools, and procedures Ina a systems com-

ties. ahe application of these mode"s "owee that text that my he applicable to aspects of the
the software at the module, Integration, sand system validation ad certiication of digital systems
levels hen be. adequately tested edare free at specific tlaes lIs the developmnt and cartift-
from *arer cation portion of the system life a yce. The

application of these techniques In the develop-
* In the des phese, models sad methods cam, be used meut of discrete =Ilts and/or systems will result
* to evaluate the Impacts of candidate system archi- in a completion Of a product or system whisk to

tectates sad fauLt-oermca techniques. Semeitiv- verifiLable and ass be validated is the centest
*Icy analysis can be performed to asess the Impects of the mdting reguLatious/orders for the govern-

of variations Is levels of redundancy and in most regulatory agencies * The handbook uses a
effectiveses of coverage. It will usually be systems eg inrn approach to the Integration

*sufficient to model coverage s a single perameter ad testing of software aid barduare during the
*for eekh fault type of Interest rather then model desin, development, end Implumstacsoa phases.the compoente of coverage. The handbook also recognizes and provides for

the evaluation of the pilot's work load and
. As the system noves into engineering dawelopmat, utilization of the m coacrol/dIepLay techeolo-

more modal capabilities are required to better Sle, especially when crew recognition and in-
represent the operation of the hardware. mere terventlon may be neesary to cope mitb rmoe
detailed Investigation of recovery schemes and from the af fects of faults or failures in the
redudancy, options say be asd to assist soinmews digital sys tems, or the crew introduces errors
with design choices. Attention should aiso be into this syiceet and the periods of high mark
given to the system reliability estt. If it is load due to sme inadvertent procedure or entry
Inadequate, analytic amde and methods cmn help of Incorrect or eremeous data.

*Identify these subsets of the system whichsk s
thee most faliEo:" Fault trees and failure In smay, the hoodboeks
modes and effects amlysis (MIUA (refereeces to
and 19) can he used together to assist desigmn Ml Idescifies ad presents the issues
Iu identifyin possible combiintiees of compoente related to the design, development,
failures which result in system failure and the ad JAiGplmetatiou Of sof tware based

*effects of particular faults. digital syste.

*Anlytic ambde and methods can support the corti- (2) Identifies specific. :pproaceaappli-
the types acd above. Man Input data values de validacion procedures, at specific
will be estimates. 'Ust came' and "wenst awe time In tho develepmnt and certifi-
analyses em he performed to determne beembd of cation porties of the system life cycle.
@yst=m reliability for the ranges of the Input
values. Use tools an be applied to Individual (3) Provides the government regulatory

&' subsystes of the flight control system. in agencies (especially the federal
-addition, they can be applied to the entire Aviation Adinstration (FAA) as well

system to evaluate Interactions between sub- as the Industry with a set of tools/
systes and the use of the functional reduedmay. procedures, is a systems engineering

content which may be of value in the
These analytical tools, such as CAISAA and fault vaLidatioalcertIfIcation proess. This
cross, when used in coejuectios with proper Life handbook is available from the FA"

*cycle developent phases, static, ad dynanic Technical Center.



b~ adtfton, the I"A Teebmias Cent.: and lochheed- which will allow cJrCMIt-ctard level, chip-level
Georgia are cofducting an Integrated assurance and Pin level fault insertion, capability uinderasessament of a digital flight control system. The .robotic* or outomated/coutrolled computer in-
pwese at this study Is to euxpLoce and damns- sortie* timing and easurement of direct and
ncet the Intoeasd application of fault tress, latent effects. This facility, When ompleted willreliability predictionmoad ainslation In establish- aus the exsting eanal cIrcuit-card/chip-level
ing that a oemeetative digital flight control fault Insertion cepabilty ad will prowide a Mfre

suna is from of deblitatin faults. as study comprehenuive estimae of covrage for the built-in
will be eandeated using an Interactive lo0ic tree test (SIT) sod fault isolation test (FMT softuare/*gmnphicea (fault true) program$ the automated hardware waitors, error &*tactios schemes and
reliability analysis prourem, CAIS&A, and the redundancy managemnt techniques utijised In theN Pomeafigurable 0igitaL flight Syesten Control design development and Implemenation of the(=MC) f oilicy at 311-e U Rsearch Canter. The dual-dual. digital flight control Syst.
so re eene 20 ad21. coNCInlaus.

~. , ~ II ZoUThe davloont of an sassrance asseesment mothed-ology for the verification and validation of a
digital flight control systm waftoja is depnent on

amsoft"f e of highest Integrity sand is highly raUl-~~o== o nui n able and capable of successful mission completionoem u umm w(Including anoland, Category IIUA approach and
- laning)requires the Integrated application of

fif#*f O.ueo M inAumS state-of-theart tools sadtechniques. The appl-muna WIN 'uM11an 0LN 0 so cation of these tachiqas and the Maderst-din Of
mi ' the results by both Indus try and regulatory

L -,in , -pereoomL should result In the in-service impLame-
W MOSOONtatlen of high technelogy DVCS which are safe and

comply with the relisbilisy requiremnts of exist-
I"g advisory dooemuas aod regulatory documents
for the current generation and perhaps the nes

The 72Mc is a representative fail operationaL/fail generation of advanced digital flight control*pessive duel-dual configuration digital flight con- system.
trel systm which closely resemles the Lockheed-
Collies 1,LI/ 500 fail operational Category 112k The results obtained fran the ouggiag laboratoryastelead system. The almuastor figures 8 and 9 Is work, the osigoin ceruifiation of current and nsa System Simulator designed for research still=n- gunmeation systems ad the technology advancestis and for real-time closed-loop operation 1n hardwreboofsmre Integration. my dictate that(reference ko). the existing tools and esthedologias ha,. to he

sened by us 'etachnues such s finite state
at the som tin, -, General Rsearch Car- necklae, learn sets, and robotic testing i& orderporstion, mi hges Aircraft Compusy are conduct- to eass the high reliability and availability
Las research la the deelomet and quessittve requirmns.
aneLysie of automated ssatic/dnemic verification
tools applicble to digitCal flight Control soft- I MR* ware. This reseaob will also utiis the iDICS uv~

*facility. Thi ressioce will concentrate on, the
aessent of erro detectivn capabilities ad cest 1. 'Airplane System Design Aalysis, - Advisoryeffectiveness of the automated softmere tools, 1he Circular 25.1309-UR, Depertennt of~ Transportation.applied to the DICS software. The Primary tech- Federal Aviation Adminstration, Tederal Register,iqes to he nI this analysis will be error Vol. 46, Issue 214, Ovember 5, 1961, Page 54958.

no=in which ths eerer to he eeded wifliW
nepessmacive Is tylpa n freqny of occurrence 2. 'The Safety aseet of System, Subsectionof these found -duritg the development of the Dl-1, General, and Definitions, aritish Civil Air-sm @ dusbsystem, and system software (reference worthiness Requirements, December 16, 1981. Civil22). Aviation, Authority.

A third effort umierway bemem the PAA Technical 3. K--94900, 'llight Control Systems Design,Center, NASA-ws a"d Lockheed-Georgia Is the Is04A4taaio, and TesM of Piloted Aircraft, Generaldevlop en a - station Of hardwarge falt Specifications, - for U.S. Air Pore, June 1973.
ineertlen and Instruenation syssem (FITS)
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4. "Witl Fly-by-ire flight Control Valltion 14. "Aftmeted ai d Faure fects
uperience," Isalai, at al, NASA Technical Hoee- Methods for Digital flight Control and Avionic
dm 72860, Dember L978. Systems: Volum I and 11," iee, et al. ASA

5. *otwre C Contractor Report 14148, mch 1981.

sd Iqulpemut CertLficatlos," ITCA Docatme Iumber 15. Simduut Perspectve on S lation Mtbods
00-178, November 1961. and Research for Validation and Failure Wfets

Analysis of Advanced Digital Flight Cotrol/
6. Coproeaaive methodologies for Digital Avionics," Wnts, et &I, NAZA Contractor Report

flight control Sotware Ve ,riication, - uocare and C 152234, Februazy 1979.
tag, Froce*dng of NIACON '80, Vol. 1, Pages
252-259, May 1980. 16. "DiltaL night Control Soft re Vadation

Study," la", Cubaus, Mulcare, and Nos, *lDL-71-
7. "The Coat of Developing Large-kSal Sof twre," 79-3074, Juma 1979.

Wolverton, 1. V., In Quantitative Mnagement:
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