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The iatroduction of advanced tachuclogies, new

mmu.uinpmuu:dhuhwn
isgagrated software~basad digital flight coutro

ummmmumumruuu
the task of revieving, revising, and updatiag its
sirwerthinese assassmmut criteria ia these sress.
The 7AA needs te establish snd maistais systems
eagingering expertise as well as & capebility to
sstablish/evealvate walidation/verificatisn

effocts ammlyses, fault-tree graphics, amd other

amalycical tools. .Ia additicn, these skills are
aseeded iz order to interpret and evaluate data and
iaformation submittad, during the oesrcificstios,
process, s complismce with RICA DO-L70 ead PiA
Advisery Circular 235:1309~XX. This papar discusess
techniquas, mthodologies, dats, aad isfermation
required for digital flight coatrel and eviomies
systams validactioan.

The uzmuun of sdvassed techunelegiecs, aew
desigs congepts, and sophisticated high imcegrity
integrated softmare-besed digital flight eeatrel
snd gsviomics systems has eoufronted systems
desigsers, integrators, sad isplemsacors with the
sead for developisg aa sssurance sethedelogy which
can bde used to properly validate the emergiag
systams. These new techuologies, waliks previges
ssalog end digital hasdware, ars baiag deployed ia
5ev system srchitectures vwhich rely om digital
buses for iatercommmication end exchenge of data
sad ioformacion. They are baing spplied to flight
cricical functions 1o single string aad vedundsat
dasigns, using woaitoring schamee asad redundancy
ssasgemsnt techaiques, to insure the essestial
safety of :Iuomm-hnuﬂnu:y.yuth
u.uul. in terms of coutrol. Morsower, the
of thase
ety o S,

The high lLevels of performances, fumctiduality,

criticality, sad complexity associstad with the aew
integzatad systems mzmmmd
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such higher and more critical levels thaa ever
before. The safety assessment of thase systems
tequires substamtiaction tihrough anslysis and where
by apgpropriate test (test sseaing actual
executiss sad daca observations).
sofomrce, and imtegratiss of herdwere sad software
wuet bo evalusted to prove thet a combinatien of
failuces (dwe to hardware failure or software
peoblens), that could preweat the coatiawed safe

!

asesgliated with these amalyses are specified ia
terns of predaddlitties ia the resge of 10™5 te
0"? or less. To aschisve thease goals, it 1is
roquired that the critical componsnts withia the
system (CPU, RAN/ROM, A/D's, ete.), ths swbsystam
aodules (card level), and the subsystems de
servannd ead them quality coatrelled. The software
doveleped and maintained in sech s ammmer
ty of an waistemied fwagtion or
asasneeuting cede is uininised (see table l). The
of cthase cri-
probabdility classifiee~
tions 1a severel decwments (references 1-4).

TABLE 1. QUANTITATIVR SAFRTY REQUIREMENTS
Probebtitey dange

E—— w1~ oy
Proboble < w w0 s 1073
fromans 09 o 10~}
Semsensdle Probuble 1072 s 1079
taprecheble 1073 co 1077 10°3 20 100
Memves 10°9 o 10~
Sreasly Memses 10~ oo 10~

Bstremely lapretubls lees hem 10™?  lees aem 1077
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Problems.

The development of digital flight control aand
avionics systems for commmrcial transport aircraft
has progressed very rapidly and in a revolutiomary
manner in the last 5 years. The revolutionary
samner has been adopted dus to the rapid prolifers~
tion and availability of microprocessor sod large~
scale integrated circuit (LSI) technology. This

, coupled with the sdvent of structured
%ﬁ.r languages and formel programmiag logic
sud design, has resulted in the accelerated
developmaut of high technology systems. These
systams oot only duplicate the functions of the
ptevicua amalog and hybrid systems, but add wors
functions and capabilities euch that the naw
systems outpsrform the previous systems and, in
fact, exarcise more control and asuthority over the
transport saircraft than ever before.

In addition to the revolutiocnary application of
techuology dus to svailsbility, the new technology
has aleo been adopted dus to tha ecomomic 8
and consideraticans that prevail :Ey can

expected to contious through the yesr 2000. The
relative ecouomic costs, (dus to iaterest rates,
saintenance, fusl, labor skills, component reli~
abilicy and svailability, taxes, and the oveed to
aake s profit) have increased the demand to apply
the new technology in an effort to lower opersting
costs, increase realiability, fumctional readiness
and availability, decrease the weight of the

‘sviounics systems and the aircraft itself, and to

provide more fwmctions which can be expsnded and
changed without the need to purchase edditional
hardware componsuts. Tha sbova goals, in order to
be reached, rely heavily on the discipline of

Softwars end the abilicy of ths 1o~
aovators, pecs, integrators, and msamufac~

turers to come to terms with software design,
implementation, testing, and saintenance. The
previous tachnology (anslog, bybrid, and digital)
relied hssvily om past experience gained through
sany years of design, implementation snd sain~
tanance; therefors, the risks associated wich
developing s new system or subsystam wete well
knowa sad the faillure rates could be predicted.
With the oswv integrated systems, however, the
technology is cew sad the risks ere difficult ¢o
estimate, sud {n fact the assursnce assessmant
msthodology bas not yet msatured to the point whare
the wverification and validation of the naw systems
has been showa to be totally effective.

Thus, the {ssus of c safety in the new gensra~
tion of commercial transport aircraft, which employ
digital flight control and avionics systems, is
of great comcern to the manufacturers, operators,
certificators (regulators), and the general
public=vho are tha users. The concern over the
issus of public safety, however, need not result in
the implemestation of regulatory actious resulting
in rules/regulations which excessively restrict

the system innovators, developers, intagrators, or
manufgcturers ability to be flexible in design
procedures, production processes, saintesance
practices, and ia the use of ianovative technology.
It should, however, tesult in a closer relstionship
batween cegulatory and industry persoonel which cam
result in the establishment of guidelines, tech-
niques, asd sethodologies which may be used in
order to assure that the resultant systems are
performing their intended function and indeed safe.
(Such was the case in the formstiom of the Radio
Technical Commission for Asromautics (RTICA‘'s)
Special Committes SC-145.)

The RICA 5C-145 Committes gensrated Document Number
RICA DO~178 (reference 3) which is iucteunded to
provide guidance in the development and cert-
ification of software in airborne systems. This
document, howsver, i{s the first of many such guide-
line documents which must bde produced in order that
the proper techniques, tools, and methodologies may
be understood by both the regulstors and industry;
and that ths development, implementatioa, and
validation of thesa nev systems tskes place in such
a waunoer that system safety is assured at s very
high level.

The certificstion procedurss for new aircraft and
aircraft systems are governed within the FAA by
Orders 8110.4, “Type Certification,” and 8110.8,
“Eaginesring Flight Test Guide,” various advisory
circulars, the RICA Documents, Minimus Operatiounal
Performsnce Standards (MOPS) and Soctety of Auto~
motive Ragineers (SAR) Aarospace Standards/
Asrospacs Recommsuded Practicss, Technical Standard
Ozders, and Special Conditioss. Thess documents
are wuinisum requirements and guidelines which are
applied to Types Certification and Suppiemsntal Type
Certification activities involved ia s process
which starts with techuological {nnovation and
results in the in-service implemsntacion o a safe
and rveliable product developed under economic
constraints, technology initiatives, aad concern
for public safety. In ovder to effectively
sccomplish all of this, govermmeat and Iinduscry
personnel must be swars of and should make use of
the curreat tools and methodologies availabls for
verification snd validation of digital systems
within the coatext of ths certification process.
It 1is particularly important that the new “soft-
ware” elemeat be verified through the use of the
proper asssurance methodologies, aud that the
moufacturer, the quality assuranca specialists,
and the certification engineers understand the
results of the application of these tools and
wsthodologies and use them in the development and
certification processes.

Agents/Roles.

In order to sccomplish the design, development, and
integration stages of the hardwere and software
subsysten, the manufacturer translates the coucepts
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aad Tequiremsnts into specifigatios: which ave TARE 2. CURRENT TOOLS AND METNODOLOGIES YOR
ideally fwxnished sisultamecusly te ths daveloper ) VERIFICATION AND.VALIDATION OF DIGITAL
of the hardware and software as well as to the TLIGET CONTROL SYSTEMS
tasting organisaticn(s). Ia asddition, a similar
set of sud data peckages ave swb~ o I .
uitted to ths certification specialists fn mm“ =
*r—om'!u-!! e C—
cartificaiion reretiasace, ‘The ‘oposifications sad ¢ — - “—
daca subnitted for cartificscicn should . .. A vy M-1-2
include tast plans, test procedures, sud test * hams * & Summ
- reports which have desn developed by the testing ———
o . The data package delivered by the it (N e SRR oy
l testiog octganisation echould imclude ot caly the e oy * -
. dats derived frem the tasts, bt also the software E j
drivers, test coatrol ssftwere, data collacticn g oo SR Lol % L A s TN
> software sad dats smalysis softwmare. The agents, + W 00 D CUNLITY MNTI. ¢ P A0
y ¢ their. roles, and ths intersction of thase active T v -t
; ities are presested in figure 1. T { S —— o o A,
i Currest Tools sad Methodologies. - _E_:".‘_‘ —_ —
L] —— — -
) Table 2 cutlines the currestly aveilsbla tools and L B —— L R s—
: ustindologies which msy bde used for wverification ’ e W”"‘I'
's aad validation of digital flight comtrol systems. a ﬁ'—m
4 The tahblas ptesants the tools which asre available WESE oWt @O * ATUS e s 8. V.8
S for Meliability Asssssment ﬂ“m% i—_' E;u—'. : b~ - -
- gt_gs'i ﬁ. Turthermo ]
presaats ¢t expected uod.n' (based upom the § ] ST e
appiication of these tools) snd the regulatory (or SN s un oag o o -
o guidascs) documents whose compliasnce may be T e i s o
N oecessary for ths cesrtificatiom process. These e——
W tools and msthodologies are uswally spplied within AT o TT 00 ANV *ATIN MUTS o T (AIALATID
N the framswork of a lifs cycle development process. e R R vcne -4
The seftware smbadded in the digical flight coatrol S 2.8
, syetem is evaluated throughout the life cycle
stagas in such a msamer that the verificacion end
‘ validation estivitiss eddress compliamce with the
! ssftware specifications ia terms of cerrectuess of TABLE 3. LIFE~CICLE VERIFICATION ACTIVITIES
r, implemsutation; and that the assursace
E levels (ia terms of prodability of umiateaded
. fundtion occurziag) ate attaisad. The mathod- Ssticlansies sesicister

%i

th regazd o saepe of thaze errer detectis Docosmtan oo tacesnel and
sud coverags for ths warious stages of the seftware ek Proviens
; 1ife cyele a8 idestified in figure 2 and table 3. et e vt 4 Prasstenst
4 Fwthetmere, it is impertast thet the werifisatiem Satiss Sadefise Tess Sots Smesessd Sasiter
b and velidation process should cossr ia each phase Teoemien Corestionse
. of the cysls Tacher then {a & sisgls isslstad stage Wetesnion Comsioveney Woeh tntemsal et
N following cemstTuction, becsuss predlen statemsat Gmarany Sereesesel e Pesasteal
or design errors discovered that lats wsy axset oy e tate
: an emothitast prigs. Mot only mwst the origimsl m-...................u.
. errer b cofrected, the strestuss built upoa it Opesetton
must de changed as well (references 6 and 7). & Mmimenanee Taites Gadeften Test %00 Gumssused Saslier
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In otder to imsure that the software in the digital
flight éoutrol system camplies with the definition
and design criteria ia the softwars specification
(s), and/or that it was correctly implemsnced, it
is necesssry to estsblish s wmethodology (or set of
sethodologies) for aseursace sssesemsnt that 1is
coupled to coftware fumctiom criticality, implemen~
tation complexity, aad thoroughmess of teeting.
The davelopment of this sethodology ssst be based
on the lstest software engineeriag techmology,
“good engineering jwigment,” mature technical
skills, manual sad sutomated scatic/dyasmic soft-
wste tastiang tools, failure modes and effects
asalysis, end ralishility analysis, and as such,
will result ic the implementation of s hardware/
software validation ssthodology which will estad~
1ish the correctness of the hardware/software
isplementation in a systematic and counclusive
ssaner. The methodology, whean finalized, should
cover all sevea of the development pheses snd the
25 activities identified by Wolvarton (referemce 8)
snd summarised in figure 3. In addition, the
sathodology sust be kayed to the charactaristics of
the system being verified and validated such that
tha types of possible software errors which might
be pressnt in the code are taken iato counsidera~
ticn. “The oature, source, and likely time of
occurrancs of these errors are then ezamined to
detaraine tha software error dstection coverage
required according to the stage of the development
procass” (referunces 6§ and 7).

The developmant of an assurance msthodology ksyed
to the characteristics of the system under develop~

. msnt requires: (a) That the syscem characteristics

ars wall uwmderstood; and (b) That the associated
verification snd validstion concerns bs delin~
eated & ¢t on (0

considerstions, impect on software and wverifice~
tion and validation couceras (reference 6).

Tools snd Techmiques.

The tools end techniquas used in & softwars sssur~
ance methodology cam be classified as manual or
sutomatic, and can take place at the sodule,
integration, snd system levels.

Manmsl verification methodologies are applicable to
all lifa cycle phases, although they are geserally
applied during the design and implementatioca (com~
struction) phases. These methodologies include:

formal Mathods of Proof and Correctness.
Symbolic Execution.

TARLE 4. DIGITAL YLIGET CONTROL SYSTEM
TION AND VERIFICATION/VALIDATION COWCERNS
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conatruat useage. Other tools include data flow
aad control flow analysers that sras language
spacific or must have specially embedded commsuts.
In additions to the compiler orisunted tools, Snsak
Software Analysis csn be used to identify posaible
faslts without the failure haviag to ocecur
(reference 9).




Dynamic tools perform somm fumctions which aid (a
the testiog or assessmsnt of axecuting softwere.
Dyammic amalysis basically odsarves the target
software as it is exscuted to detetwians coverage.
Coverage iscludes: statemesat executioa, all pos~
sibls braoch paths, bdoundary amslysis, and test
coversge. The test case design process is vital in
ovder to misimizs the uwmber of required teasts to
w:hu:pt.!mauuamm
tast coverages.

The currestly sveilabls static and dynsmic tools
are presented im cshls 3. It will be soted that the
static tools are partitiomed iato tha categories
of specific and gemeral. BRach 6f ths specific
static tools examises a particular property of
seftwgre on a direct basis, while the gemsral
static tools address more geseral properties ia a
m0oTe adaptive ssmmer.

TARLE S. CURRENTLY AVAILABLE STATIC AMD DYNAMIC
TO0LS
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0% wop chogies

Saashepash senigese

After successful uait lavel tasting, the umits
(modules) sre cosnected to determine whether thay
fuaction togethar in tamdam. Integratioca testing
is defioed as the verificaction of the iaterfacas

ool “soal A R A T P o T P T TP
MRS YARACRARMEPIRL L E RS R
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smoug system parts, such as: componsuts, modulss,
aod subsyetem. Iantegration testing treats the
software st the component level rather thas at the
detailed level of code that was the subject of wmit
tasting. Thus, the main tasting emphasis is on the
interaction between software components sad their
interfecss. There are a large oumber of possible
spproachas that can be used to saquamce the testing
of modules and the margilag of modules into larger
entities. Most of the approaches cam be described
a8 varistions of oms of sevem basic approsches.
The seven approaches are:

Bottom up testing

Top dowa testing
Modified top down testing
Big-lang testing
Sandwich testing
Modified sandvich testing
Thread testing

A fuxther distinction is sowscimss made between
incremental and phased iaplementation mathods, but
the above seven tecimiquas eacoupass tinse ssthods.

Table 6§ preseats the watheds asd ksy characteris-’
ties of module flategratien testiag strategies.
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System Level Testing.

The eand objective of all testing and validation
activities is to ensure that the delivered softwsre
product satisfies all specified functional and per—
formancs requiresants and the idemtified design
objectives (refarence 10). If test cases are
selscted strictly with these high~level objectives
in uind, chem the set of tast cases is ot oeces-
sarily reprtesentative of cthe aaticipated opera-
tionsl usage, is which case, reliability of the
software is not necessarily demcastrated aor
guaraateed. It 18 & frequant occurrance to find
software aerrors during operational use that wers
not discoverad during testing bdecauss 1o test case
ever exercised certain sections of code
(referesice 11). -~

System testing is probably the sost sisunderstood
form of testing. [Functicn testing is the testing
of all functions of the completely iategrated

tion process n it is done ia the end-
cser's actusl euvirosment. However, vhea the
actual envircument is oot availabls, system testing
is a validation process which is performed ia &
simulacted or test environment (refereace 10).

Systeas testing often Fequires more creativity thaa
the testing mathods descrided previocusly. Dasign—
ing good systam test cases may require evem mofe
ingeouity than was tequired to design the system.
Many of the types of tasts vhich may be necesssry
during system testidg are summarised in tabls 7.

TAMLE 7. TYPES OF SYSTEM TRSTS
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The choice of tools and techuniques used in ths
sssuraace methodology st the module, integration
sod system levels will be, is part, dictated by the

complexity sud criticality of thes software being
tested, as wall ss the requirements imposed by the
cartification process. The end goal, of course, in
a digital flight control system is the identifica-
tion and elimination of all errors at sach stage,
and ultimately, coafirmation of their absesnce.

The application of testing and snalysis at ths
module, integration, and system level during the
design asand constructicn (coding) phases will not
oecsssarily produce a “"perfect” softwars system;
howsver, it cas de iafervred that, {f a msthodology
is adopted and carried out, “high quality” software
will bs ths result. Jurthermore, if the testing
organization is successful ia implementiang an
integratad package of tools and techniques, the
verification and validation will bs sccomplisbed at
high levels of assurance and at the lesast cost.

Error Msnagement and Redundency.

In aeddition to the development aud testing wsthod-
ologies established during the design, comstructioa
(coding), snd testing phasas, the assurancs assess-
msat of a digital flight control system may require
that the system be designed such that error sanage-
weat, monitoring for failurs conditions, and redun—
dancy be ineluded in the various implemesntation
stages. “The need for, and extent of, failure
monitoring is determined from the nsture and archi-

.tecture of ths systam, and its requirsments sad

criticality. Whea needed, such mounitoring msy be
sceomplisbhed by using either, or s combinatiom of,
the following approsches:

[ ]

e “Minimal Reduandancy” (Indepeandent and
identical subsystems), with compsrison and/or
voting.

“Various types of self-testing/built-in-test
(BIT) within each individusl system or subsystem.”

“Either method, 1if thorough and cowprebemsive, can
provide for “FAIL-PASSIVE® or "“TAIL-OPERATIVE"
critical systam operation mseting the sppropriate
probabilistic rtequiremsnts of regulatioms such as
PAR 25.1309.°

“A possible msthodology for the managemsnt of both
ERRORS and FAILURES is presented ia figure 4.°

“Self-tasting (BIT) in individual systems or
subsyetans csa generally be sufficiently compre-
hensive oaly for computerised iaplementacions.
When used, the following techuiques (or their
equivalents) are commonly employed” (referemce 12):

Program Yemotry Checkswm
Ram Memory Check at Power-Up
Itaratios Momitor
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Jeadback of Coutrel Surface/Servo Josition
Pezformancs, Luvelope, or Limit Menitoring
Othars a8 Appropriste/Necassecry

At the present tims, the effectivensss of esch of
cthese monitors (dutlt-in test/fault iselation test)
has 30t been establisted in terms of pevcesnk of
coverage, mor has the relative coet of implemen-
tation of these techmiques, iz s digital flight
control system, bees established. Nowever, it say
be inferred that, if s syetem is developed,

mm.z:h conponeat, module, oﬂoyu-

stages wi “sems level® of moamitorisg coversge,
ia ths C8 systam, of detes~
tiag sad recoveriag from & sisg poteatially
catastropbic® failure will be decresased
(refarence 12).

Failure Effects amd Belishility.

The essrgenes of digital herdware o8 the pCimary
sadium for flight comtrol bhas parallaled a trend of

the awmber amd criticality of fumctioms
pecformed by the flight coatrol systas.

The need for selectiom of state-ef=the-ert methods
is driven by the urgescy of nsar-term digital
flight ceatrel system (INCS) validatien require~
ments. The sumber of such syetems approaching
operational use sakas it appropriates to asseign
higher priority te their asalysis. The asthod
selection for the verificatios asad velidation
proeses 1s based oa a set of criteris whieh

(and smalyss) the fellowiog:

Sazdwmze reliability
Saxémen fatlure offects
Softwaze reliaddlity
Software fatlure effects
Man-machise incerface
Design famlts

A oummber of metheds aiddress the first two fasctors

(refezencs 13). In gesaral, thess medels are based

ou the hypotimeis of: (a) The relatios beCween the

sumber of erzors in the softwars crigimally; (»)
R N SRR

- safe flighe.
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design faults), is progressing, hewaver, the
existing tools may limit the scope of ths mathod
selection process to existing reliability sad
failure effects mathods which are limited ia their
capability to fully exsmine all of the iater-
actions that ssy be important.

Ralisbilicy.

The term "relishility ssalyeis” is used is a broed
sense to vefsr to evaluation of the capebility of s
systes to parform its iateaded fuacties for a
spacific iaterval uader stated operatiomal amd
envirommeatsl cosditions (referesmcs l). The
intended fumctions for DFCS are defined in terms of
SemsoT, servo, sad computatiossal requiremeats for
Reliakility smalysis comsiders the

ocecurring at specific points ia time,
“failure effects” are the results of specific
failaces.

The peobability of airplane failure dus to failure

is en the oxder of less thaa ! while
mmuhmnmum
in the tangs of less them 10°5 per hour (refer—
encs l). Computations to cthis level of eccuracy
require special counstidarations.

Systan oucosss and failure pathe comsist of various
cambinations of good snd bad conpousats, wodules,
aad subeystams. Combinetions of individual fail-
urtes must be coasidered when analysing & fault
tolersat system design. As a result, systea
failure probability cousists of sany products asd
swas iovolving mumbers close to coe snd tumbers
closs to saro.

Bamarical agcuracy in such computations can be lest
vary quickly dwe to round=off ervors. Ia sdditiom,
transcendental functioos (e.g., expossutiation,

......... - w
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legarithm) are computed usiag trwncated series

spyecninations.
tions mey vary from machise to machine.

Reliability ssalyeis of DIFCS raquires rigorous
owmerical seourscy ia ovder for ths results to de
ussable for the specification of the peobability
that the system will perforam its intemded fwmetion.
Aseuning sufficiestly sccurate dats is aveilsils,
the asalysis techniqus should b cspsble of main-
tainiag acsuracy ia the computations.

The wethods uwsed for predicting reliability and
failure effects mmet:

Provide the capability of assessing the
dasired probtabiiity of safe flight to the accuracy
vequired (10™3 co 10™9 per flight hour).

Properly treat all failure wodes of complex
DIFCS asrchitectures designed to imterface with the
sirecaft electrical systems.

Includs all failure effects assoclated with

digital techmelogy including seftware.

Include trestmesnt of all of the following
faxlts:

R

critical rale DICS ia airplans sefety mssms the
systen failure probebility must bde quite small
(1.0., 107 co 10°? per hour). Several math-
ematieal wedels have been designed for computing

the failure prodbadility of complex eystems.

Towsver, acouEats output rfequires asccurats ioput.
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Permasent faults
Intermittent faults
Transient faults
latant famlts

Izror datection methods
Error recovery schemss.

Without eccurate and msamisgful data, it will not
bs possible to computs system failure probabilities
to the desired order of magnituda. Due to the
high probability of safe flight which the DFCS mmet
provide, the data describing these systems mmst be
sccurate amd imclude the distridbetios of the
feilures as wall as the “expected valus” since the
tails of the distribution are importamt (referemce
14)., Mareliez asd 3jurman (referesce 15) have
outlined su approach for application of “reliabil-
1ty analysis” to sa astoland systea coateining
coatrol wheal steering (CWS) aand Category II and
IIX capability, asnd defined the reliability
requiremsnts. Their epprosch is as follows:

“The followiog essumptions, eddvessing the
teliability sssesamsst of this typs of fume-
tion, are desmsd pertisest:

“(1) The aircraft will oot be dispatched om &
‘cevenus flight umless the CWS fwmection is
conpletely fsult-fres.

“(2) The exposure time ou which to bese
prediction of asvecags systmm failure prob-
abilicy, or sverage bhesard risk, will be the
average flight duration of (et craasperts
coday, or Qn.uhaly 1=hour.

“(3) The expooure tims on vhich to bese the
prediction of specific system fallure prob-
shility for a loug flight will be 10 hours.

“(4) The system suwet provide failure statue
indication {a tiss to allew for & mintmm 30
sissts diversion.

“(3) Mmtolssd fusctios fatlure (completa less
of fuaction) is esswmsd to Ve hasardous wdar
tws comiitiows: (1) It occurs during the 43
secounds following slert haight passage in
Category 1III coanditioms; or (2) it occurs
during the sams 435 secoad phase of Category II
or bettar visibility, aad the pilot fails to

or sutolasd failure and pilot failurs to
recover, rtespactively, must ba showma to be
equal to or less thea 1 x 10™6.

“(6) Allowlag for a | percent probability of
Category IllI westher coaditioms, which
sppesss o be & couservative sssumption for a
wrldwids sversge bdesed oa existiag weether
statistios, the result {s a required sutoland
function fatlure probabilicy equal to or less

----------
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'::‘ simple approach, bdut the lsbor iawvolved ia cou- sQ Tepresents safe flight aad successful
NED structisg ssny fault tress should be considerabls. landing st the primsry destination;

e Also, it is nacsassry for the analyst to have & s8] represents safe flight and successful
2 very good wumderstanding of the system belag ane- landing st the alternace destinstios;

. iymsd. It is impertamt that all ways of reschisg

e the tep event be portrayed ia the tres. Thers is 82 Tepresents loss of the aircraft (umsafe
e a0 gemersl way to assure this, but the mere tie flight or umsuccessful landing) (refevemcs 17).
g saslyst knows about the working of the system,

- the less likaly ths saalyst {s to overlook failure- The fault tres for “loss of comtrol” ia s dual-dual
A producing eveats or combinstions of evanmts. configuration is shown in figurs 5. This fault
g : tree is owe of many top~level fault trees that
o Deternimation of Failure Prebabilities. would be developed in order to estimats probebil-

once & fault tres has deam daveloped, it may be

1f the fundamental events are independent, the
decsraination of prodabilities 13 relatively
straightforwmrd.

Probaddlity computations start st the bottom of the
tree with the fundasental eveats sad proceed
upwerd, using formmlas at each stage until the top
event is reached (referencs 16).

In the case of a digital flight contrel systam, the
Mngw the follewing niseiean outcomss:

(1) Probabilicy of succeseful oe-time lsading
st the original destinatiom.

(2) Probability of successful, but late,
(based on flight mansgemsnt loss prior to lasnding
phase) lamding st the origisal destimstion.

(3) Probability of diverting amd safely
landiag at the alteraate destinationm.

(4) Prodability of shorting (due to loss of

all spares with only & remaising sad safely lending
“m‘ﬂu‘o

(S) Prodebility of loss of airecraft during

b T at ATt e ot AV AT o AT WAL e e e e e T
LN A LSNP TR R R et at et s tatetelatat

nim e

{ties sssociated with: (a) The successful com-
pletion of the missiom; (b) partial completiom of
uission; and/or (c) loss of costrol resultisg in
"loss of aircraft”™ (refereacs 14).

The probebilities (of failure) sssociated with each
lavel of the logic tree sre used iz the computation
of system relisbility and fumctiocaal readiness
which are calculated ia ths coutext of a “stage
Markov model” such as ths CARSRA model developed by
Masrelies and Bjurmsam (reference 15).

The “stage Merkov sodel” analyses stagas which to-
clude:

Pecmanant faults
Transiest faulcs

Covezage
Datected Stage Yaillures
Undetected Stage Feilure

umu.-unw-axum:.n
figure 6 and refersnce 17. Tha “stage Markov
wodal® whea completed outputs the data {a tabla 8.

TARE 8. STACE MARROV MODEL
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These analytical results, coupled with the detailed
conpletion of the fault trees, should result in an
accurate estimstion of the compouent, module, and
systen asvailabilicty asd poteatisl failure rates
based on & system's approach to evalusting the
effectivensss of ths computing systems/subsystems
in a digital flight coatrol systam (referesecs 17).

A %3
Oty

l' »

Currently availabls analytic sodels, such as CARSRA
and fault tress cam be used as tools to sssist in
the dasign, eaginesring davelopment, and carti-
ficacion of digital flight control systems and the
spacificstion of the failure mode and overall
system reliability. Asssssmsant of system relis-
bility requires assessmsat of hsrdware operastional
taults, design faults, softwaze errors, and san~
aachine interface fsults. Analytic models and
mathods cas provide oms aspect of the total equa-
tion. The application of these models asssure that
the software at the module, integration, sad system
levels have been adequately tested and are free
from error.

FTET T
Lot tatete
R AME RS A

In the design phase, wodels and mathods can be used
to evaluate the impacts of candidate systes archi-
tectures snd famlt-tolerance techniques. Seasitiv-
ity snalysis cas be performsd to assess the impects
of varistions im levels of redundancy aad in
effactiveness of coversge. 1t will usually be
sufficient to model coverage as a siangle parsmster
for each fault type of interest rather than wsodel
the components of coverage.

As the system moves into engineering development,
wmore model capabilities ars required to better
represent the operatiocun of the hardware. WNore
detailed investigatiom of recovery schemes asnd
redundancy options may be used to assist engineers
with design choices. Attsution should aliso de
given to ths systes relisbility estimate. If it is
insdequsts, snalytic models sod methods can bhelp
identify those subsets of tha system which cause
the most failures. Fsult trees and fatilure
sodes and effects amalysis (FMEA) (raferences 18
and 19) csn be used together to assist designers
in identifying possible combinations of component
failures which result in system failure asnd the
effacts of particular faults.

Analytic mssdels snd methods cam support the certi-
fication procees through sore detailed snalyses of
the types mnoted above. Maay input data values
wvill be estimmces. “Best case” and “worst case”
analysss can be performed to determine bounds of
system relisbility for the ranges of the iaput
values. The tools can be applied to individusl
v subsystems of ths flight coatrol system. In

addicion, they can be aspplied to the entire

system to evaluate interactions bdetween subd-

systens and the use of the fumctiocual redundancy.

These analytical tools, such ss CARSRA and fault
trees, vhan used ia conjunction wich proper life
cycle davelopasnt phases, static, and dyanasmtc
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softvere testing tools,
redundancy techaiquas, and coufiguration sanagemsnut

error sanagemeat and

practices, as outlined in RICA DO-178 snd other
documsuts and texts, provide the basis of a method-
ology which, whea properly ."ud. will tesult ia
the in-service of digital flight
coatrol systems which -mu be: (a)
basardous error, and (b) highly reliabls.

CURRENT WORK.

The preceding material 1is discussed in greater
detail in the “Haadbook of Validation Procssses
for Digital Integrated Flight Control and Aviounics
Systems” developed for the FAL Technical Csnter by
Battelle's Columbus Laboratories. Tha purpose of
this hendbook 1is to identify techniques, wethod-
ologies, tools, and procedures in a systems con~
text that may be applicable to aspects of the
validstion and certification of digital systems
at specific times in the development and certifi-
catiou portion of the system life cycle. The
application of these techniques in the develop-
ment of discreta units and/or systems will result
in a completion of a product or system which is
verifisble and caa be validated in the context
of the existing regulations/orders for the govern-
ment regulatory ageancies. The bandbook uses a
systams engineszing approsch to tha integration

Free from

development,

The handbook also recognizes and provides for
the evaluation of the pilot's work load and
utilization of the naw coatrol/display technolo~
giles, especially when crev recognition sad in-
tatvention way be nacassary to cops with/recover
from the affects of faults or failures in the
digical systems, or the crew introduces errors
into this systea sud the periods of high work
load dua to sows insdvertent procedurs or entry
of incorrect or erromsous data.

In summary, the handbook:

(1) ldentifies and presents the issues
related to che design, development,
sud isplementation of eoftware based
digtital systems.

ldentifies spacific approaches appli-
cable to all aspects of the verification
snd validation procadures, at specific
times in the development and certifi~
cation portion of the system life cycle.

(2)

(3) Provides the governmesnt regulatory
agencies (especially the Federal
Aviation Adminstration (FAA) as well
as the industry with a set of tools/
procedures, in s systems eagineering
context which may be of value ia the
validation/certification process. This
handbook 1is avsilable from che PAA
Techaical Centar.
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In sddition, the FAA Technical Center and lockheed-
Geotgia are counducting an integrated sssuraace
asssssmast of & digital flight comtrol eystem. The
puxpeses of this stwdy is 0 “explore and demon-
stxate thes imtagrated applicatiomn of fault tress,
taliability prediction and simulstion in establish-
iag that & represestative digical flight coatrol
systam is fres of dabdilitatiag faulta. The study
will be comducted using an intsractive logic tres
gTophics (fsult trea) program, the automated
reliablility assslysis program, CARSRA, and the
Recoafigurable Digital [Flight System Coantrol
(JDFCS) facility at NASA~Ames Rssesrch Csnter. The
task swnmaries are presented in figure 7, table 9
and refazesces 20 and 21}.

TABLE 9. METHODS APPLICATION

s systam simulator designed for research uctilize-
tion and for resl-tise closed-loop operation
(refereace 20).

ing resesrch in the development asad quantitative
analysis of sstomsted ststic/dyammic verification

effactivensss of the sutomated software tools, when
applied co the DIFCS software. The primary tech-
aiques to be used ia this emalysis will be error
Sosdisg 1ia which the errors to be sesded
tepresentative in typs and frequency of occurrsacs
of those found ‘during the development of the
wodule, subsystem, snd system softwvare (refersnce
22).

A third effort undermy betwaes the FAA Tecimical
Center, MASA~Amss and Lockheed-Georgia is the

which will allow circuit-card lgvel, chip-lavel
and pin level fault insartion capability under
“robotic” or sutomated/controlled computer in-
sertion timiang and messuremesnt of direct and
latent effects. This facility, when completed will
sugment the existing ssnual circuit-card/chip-level
fault insertion capability and will provide a more
comprahensive estimats of coverage for the built-ia
test (BIT) and feult isolatiom test (FIT) softwere/
hardwsrs mouitors, error detection schemes and
redundancy sansgemsat techniques utilised in the
design development and implementation of the
dual-dual digical flight comtrol systea.

CONCLUS1ONS.

The development of an sssurance assessment msthod-
ology for the verification and validation of a
digizal flight comtrol systam waich is dependent on
software of highest integrity and is highly relf-
abls and capable of succsseful wmissicn completica
(including asutoland, Category IIIA spproach and
landing) rvequires tbe iutegrated aspplication of
state-of-the~ert tools snd techniques. The appli-
cation of these techniques and the understanding of
the resuits by bocth indusery and regulatory
perscanal should result {n the im-servica implemen-

- tation of high technology DFCS which sre safe and

comply with the relisbility requiremsnts of exisc-
ing sdvisory documments and regulatory documeats
for tha current gemeration and the oext
genaration of advanced digital flight comtrol
mc-c

The results obtained from the omgoing laboratory
work, the ongoing certification of current and aaxt
genarstion systems, and the techmology advamces
iz hardware/softwere integration may dictata that

" the existing tools snd mathodologies bave to be

sugmented by new techniques such as finits state
sachines, Petri noets, aod robotic tescing ia order
to weet the high reliability and availabilicy
requirements.
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