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CHAPTER 1

. ; INTRODUCTION

When a nuclear weapon is detonated in the exoatmosphere, a large area of the
surface of the earth can be illumined by a large electromagnetic pulse (EMP?)
field. This field consists typically of a plane wave of 50 «kV/m peak electric
f}e]d amplitude, a 10 ns risetime, and an energy density of nearly 1 Joule/
m<. If a ship of a few thousand square meters surface area is in the region

| B illumined by the EMP, it is easy to see that the EMP energy incident on a
ship can be a few thousand Joules. Test data has demonstrated that as little
as 10 uJdoules is sufficient to cause an integrated circuit to be damaged.
Thus, it is clear that several orders of magnitude of shielding or isolation
is necessary in order to prevent semi-conductor devices from being damaged
by an incident EMP.

Fortunately, nearly all of the energy incident on a ship is reflected away
because of the natural process of electromagnetic scattering trom the ship's
metallic surface, and only a very small fraction of the total incident ener-
gy propagates into a ship's interior by means of antennas, masts, exposed
cables, and apertures. Simulated EMP tests have shown that current and volt-
age levels on a ship's internal cabling present a potentially serious hazard
to shipboard electronics. This hazard takes the form of either permanently
damaging electronic components or temporarily upsetting electronic circuits.

Because of this potential hazard, it is necessary to harden the mission
critical shipboard electronics. The objective of this document is to clearly
E describe the available techniques, methods, and information that can be used
- by design engineers to assess the EMP survivability status of electronic
equipment, and to design, develop, and validate hardened electronic equip-
ment.

This document is intended to be used by engineers who design and manufacture

' shipboard equipment. It is complete in the sense tnat both the tMP hazard

: and the means of mitigating the hazard (hardening) are presented. The hazard
is described in Chapter 2, which not only discusses EMP generation in a
general sense, but it also presents specific threat levels for EMP fieids
and transient currents and voltages induced on cables and antennas which are
connected to electronic equipment. This specific threat constitutes an EMP
survivability criteria which must be met by the mission critical equipment.

The remainder of this document describes how the criteria can be met. The
necessary hardening technology areas include volume shielding (Chapter 3),
cable shielding and connectors (Chapter 4), interface susceptibility analysis
(Chapter 5), terminal protective devices (Chapter 6) urset and upset hard-
ening (Chapter 7) common mode rejection techniques and optical isolation
(Chapter 8), and grounding and bonding techniques (Chapter 9). Test tech-
niques which can verify eauipment hardness are given in Chapter 10. Finally,
the problem of observing equipment's hardness and keeping it hard are
discussed in Chapter 11.
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CHAPTER 2
SUMMARY OF ELECTROMAGNETIC PULSE SOURCES AND EFFECTS
2.0 Executive Summary

Chapter 2 discusses briefly the generation of EMP and how EMP energy couples
to electronic circuitry. The most important material is contained in Section
2.4 which defines the environments to which newly manufactured equipment
must be hardened.

2.1 High Altitude EMP Generation

A nuclear detonation generates large amounts of energy which can be grouped
in such categories as blast, thermal radiation, nuclear radiation, and
electromagnetic pulse (EMP). This section provides an introduction to EMP
generation. For further technical descriptions of EMP, the reader should
consult the References [2.1-2.8].

The energy contained in EMP {is similar to that in EM waves generated by 2
lightning strike, but the high frequency energy content in EMP s a much
larger fraction of the total pulse energy.

While every detonation (whether below ground, on the surface, at medium
altitude, or at high altitude) produces EMP, the extent, duration, and
intensity vary greatly with altitude. The high altitude case (height of
burst (HOB) greater than 20 miles) is the subject of particular interest
in this document.

The electromagnetic fields in EMP are created by the ccherent motion of large
numbers of electrons. The basic process for the creation of the elec*rons

is shown in Figure 2.1. The nuclear detonation generates gamma rays; these
gamma rays collide with air molecules and by Compton scattering eject high-
energy electrons. The motion of these Comptoa electrons (ec) ocutward is the

Compton current.
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A spherically symmetric current distribution does not radiate an alectrcmag-
natic field; thus, a nuclear detonation in 1 perfectly ncrocerecus atircsohere
would not radiate EMP (zn intense field is created in a vclure around he
burs:, hcwever).
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The earth's atmosphere varies with altitude making it inhcmogeneous. Thus,

a nuclear detonation above the earth's atmosphere produces Compton currents
which are asymmetrical and, therefore, capable of generating electromagnetic
fields which propagate to great distances. The gamma rays traveling toward
the earth interact with air molecules and create Compton currents in a large
region of the upoer atmosphere. These currents interact with the earth's
magnetic field to generate the EMP which then propagates downward with little
attenuation along the path of the initial gamma rays. The resulting area of
coverage encompasses all points within line-of-sight of the burst (but with
amplitude variations from point to point). Figure 2.2 shows the coverage

from bursts at 60 miles (radius of coverage of about 685 miles) and 250 miles
(radius of coverage of about 1375 miles). In this high altitude case, the
energy density in the EMP is large. Because some of this energy will be
coupled to sensitive electronic circuits through currents induced on the
conductors of the ship, circuit upset or permanent damage can result.

Figure 2.3 shows a simple illustration of the generation of EMP from a high-
altitude detonation. In References 2.5 and 2.6 are presented technical dis-
cussions of the high altitude EMP generation process and comparisons cf theo-
retical predictions with the limited experimental data from high altitude
Pacific tests.

In a general nuclear exchange, high-altitude bursts will occur because of the
deployment of U.S. and enemy ABM systems. For these reasons, high-altitude
burst EMP is a significant threat to shipboard equipments.

An extensive bibliography of EMP literature is presented in Yolume [V of
Reference 2.3, and a much more complete discussion of EMP sources is pre-
sented in Reference 2.7.

2.2 EMP Coupling to Ships

The process by which EMP energy appears on and within a ship is termed
coupling.

The counling of EMP into electronics systems has received considerable
attention over the last 15 years. Historically, most of the coupnling effort
in the overall EMP community has been appl ed to aerospace and ground based
systems with only a relatively small amount of direct application to ship-
buard systems. However, the general content of the overall EMP coupling
technology does apply to ships as well.

EMP coupling can be divided into three categories as follows:

External Coupling

External coupling is the process by which currents and charges (or, alter-
natively, magnetic and electric fields) are induced on the ship's exterior
surface. These fields are reaily of no consequence in themselves except

that they act as sources which can propagate energy into the ship's interior.

Internal Counling

Internal coupling can be defined as the penetration of local fields tirouch
the hull or deck surface. There are several ‘ypes of peretrations including
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Figure 2.2 Area of Coverage of EMP from High-Altitude Detonations
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Figure 2.3 Illustration of the Basic Geometry of the High-Altitude
- Burst [2.3]
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antennas, apertures {individual windows), exposed ca~les, and diffusion. It
should be noted that for ships, diffusion through the skin can always be
neglected for metal surfaces because penetration by other processes dominates
the internal fields by several orders of magnitude. Also it should be noted
that the concept of separating evternal and internal coupling processes is
valid only if the penetration causes only a small perturbation on the surface
fields. For the case of large apertures or penetrations such as masts, the
external and internal coupling problems are really inseparable.
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[nterior Propagation

Interior propagation can be defined as the propagation of EMP induced
transients within the interior of the ship and the determination of voltages
and currents.on connector pins of electronic boxes. This propagation occurs
principally by means of the ship's electrical cables which are used for
normal power and signal transmission. These cables also form efficient trans-
mission lines by whicnh the EMP induced signals readily propagate from one
part of the ship to another. These transient signals can be described in -
terms of voltages and currents that ultimately appear at the cable termina-

tions where sensitive electron circuits such as computers or communication

equipment can be permanently damaged or temporarily upset.
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There is a considerable body of literature on the subject of EMP coupling. .l
The interested reader is referred to References 2.8 througn 2.12 for further
information.

2.3 The Approach to EMP Hardening

In the context of this document, hardening refers to the process ¢f incor- :’
porating design practices with the objective of providing equipgment surviva-

bility to the EMP environment. Therefore, the hardening process reguires two
data points: 1) the EMP environment, and 2) the damage or upset thresnold of
the electronics. Once these two facts are known, one can determine the total
mitigation of the EMP transient required for survivability. The main problems
confronting the designer are to determine where to apply the hardening
practices, what practices should be applied, and how much hardening is re-
quired where they are applied.

The usual approach, often referred to as the zonal approach, and which is
found to be effective, is to first identify the topology of the systems which
require hardening. Identification of this topology establishes zone tounda-
ries or surfaces through which EMP energy must pass to reach sensitive elec-

tronics. The energy can pass through these zone boundaries by fieid diffusion, -
apertures and by conducted transients. The total shielding effectiveness of

the successive boundaries must be large enough to reduce the energy passed

to tolerable levels. At each boundary, the hardening practices applied for

each penetration must be balanced. This means, for example, that it wouid ]
not be sensible to try to get 100 dB of shielding from the enclosure shield
if the cables penetrating the enclosure were not hardened to a comparabtle
level.

caad 4

This concept of a zonal philosophy is illustrated in Figure 2.4, wnich shows
one possible topological identification for shipboard aoplications. Various ,
shielding layers are identified which separate redions of space in:o aistince
environments. In this case, the shield layers are identified as the nuil
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Figure 2.4 A Possible Zonal Development for Shipboard
Equipment Hardening

(including the deck), equipment ra-'. shields, and the individual shialds of N
equipments within the equipment rack. It is noted that another layer could bte ’
identified if there existed a shielded room or bay, for example. Also shown
is the tooology of the grounding scheme which connects the shielding layers
to each other. Between these shield layers are the zones for which environ-
ments can be established.

A 2
St . : . . oo : .
ML S POUS TVUTEL Y VAP B U I P I

Once the zones and the shielding layers have been identified, the next sten
is to determine how much hardening should be achieved at each layer. This
process is called allocation. The allocation must be reasonable in terms of
cost and realizability, that is, the allocation for a given laver must be
able to be readily obtained at a reasonable cost. In addition, it must be
realized that one must be careful about adding up attenuations. For examole,
if a sheet of material shields the peak electric field by 4C dB, 2 sheets

do not necessarily cause 80 dB attenuation.
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- In order to accomplisn the allocation, some measure of mitigation must be

defined. Several measures might be used, such as voltage, current, electro-
! magnetic fields, power, or energy. Allocation can then be defined in terms .
. of how much one of these quantities is reduced at each zone boundary.

PRGN |

A useful allocation measure is energv, because the damaging effects of the

- HEMP induced transients cn conductors can be described as an energy transfer
E phenomenon. The energy oicked up on a conductor is focused on a comoonent
part of relatively small volume. The component part will heat up until some
permanent change results,
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In order to develop an allocation strategy, it is necessary to establish
the minimum threshold for the equioment interface pins. Given the minimum
threshold and the worst case threat levels, the allocation can logically
evolve. The threshold can be determined by testing or the analytical pro-
cedures described in Chapter 5.

Also in order to accomplish a meaningful hardening allocation, a numerical
means is required that could permit the specification and measurement of
design practice effectiveness. A simple technique is desirable. If energy

is chosen as a measure of threat levels and thresholds, the effectiveness of
a treatment expressed as the ratio of input energy to the energy penetration
through the shield is a logical choice. Further, since the problem deals
with very large and very small quantities, a logarithmic approach anpears
necessary. The quantity DBE can be defined as

DBE = 10 ]°9(51n/50ut) 2.1)

o be the measure of effectiveness. If, for example, an unshielded cable
nicked up 1727 Joules on the sfgnal wires in a certain environment while

the soecified cable shield reduced the signal wire pickup to 1 Joule, the
effectiveness of the design practice of cable shielding would provide 30 DBE.
By defining DBE ir terms of "dB of energy”, a simple tally can be made to
determine if sufficient hardening is allocated. The difference of the threat
level expressed in DBJ and the minimum threshold (DBJ) should equal the sum
of the allocated OBE.

Again, it must be said that this simple use of energy must take into account
the factors of signal amplitude (voltage, current, and charge and current
density), rate-of-rise, and bandwidth to assure true design practice effec-

tiveness. The erergy measure allows a simple view of a more complex situation.

Finally, an allocation matrix can be defined. This matrix defines the levels

of mitigation that can be achieved by applying certain hardening practices

to the zones and their boundaries. The hardening problem then becomes one of

actually implementing these hardening practices and assuring that they reallv
function as planned.

For more information on topological concepts, the reader is referred to
References 2.8, 2.13 and 2.14.

2.4 EMP Survivability Criteria for Ships
2.4.1 Background

In the past EMP survivability requirements were often imoosed on the con-
tractor's task to convert these environments to electrical parameters (i.e..
transient voltages, currents, and surface fields) in order to design,

develop and test electronic systems, subsystems and black bcxes. This has
resulted in many problems, uncertainties and ambiguities. The purcose cf

this section is to present the equioment level EMP survivability reguirements
in a commcn and realizable set of criteria and orocedures for the numerous
equipments and subsystems that must be able to cperate in an tMP environment.
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This section Jefines the EMP environments as a set of requirements and test
limits for the determination of the (EMP) survivability characteristics of
electronic, electrical, and electromecharical equipment. The requirements
shal) be applied for electronic/electrical equipment procurements, as speci-
fied fn the individual equioment specifications, or the contract or order.

The EMP survivability criteria levels presently incorporated in this document
are based on the results of EMP tests of the HMCS HURON, HMS SHEFFIELD, USS
GLOVER, ex-USS VALCOUR and ex-USS LAFFEY. Therefore, the present criteria

are based on tests of Destroyer Class ships. The best available projection

of the effectiveness of platform level hardening of ships conforming to
MIL-STD-13100 [2.15] is that the maximum interior bulk cabie (i.e. the nor-
tion cf the cable run within the protection envelope) current will not exceed
ten (10) amperes. The interface cable transients that are specified for the
interior cables of hardened Destroyer CLASS ships (i.e., Section 2.4.4.3)

are based on this projection.

The present criteria are only directly applicable to unhardened Destroyer
CLASS ships and cannot be extended to other ship CLASSES with high confi-
dence. Nevertheless, until additional quantitative data is available, the
criteria presented should be aoplied for all hardened and unhardened ship

CLASSES.

The requirements of this section shall be applied to electronic, elactrical,
and electromechanical equipment as indicated herein after:

Critical Equipment - The requirements of this section shall be applied to
all critical equipments which would affect overall system performance and
mission success or safety if degraded or malfunctioned. All applicable

tests required by this document shall be performed and a test reoort shall
be submitted as part of the equipment procurement contract. Application of

suppression measures and/or circumvention techniques to meet the require-
ments shall be detailed in the test report.

Non-Critical Equioment - Equinment not intended for use in tactical or
critical military areas and equipment that would not affect overall system
performance and mission success or safety if degraded or malfunctioned are
excempt from meeting the requirements of this standard unless soecifically
required by the procuring activity.

2.4.2 Survivability Requirements

The EMP environment criteria consist of an interface pin current and/or
voltage environment, a bulk cable current/voltage environment, and an electro-
magnetic field environment. The equipment shall operate within the essential
performance limits of the equipment specification after being subjected to

the EMP environment criteria. If the equipment is to be installed on an
unhardened ship and the equipment hardening cost to meet the associated non-
antenna interface pin or cable transients is prohibitive, the EMP surviva-
bility criteria shall not be completely waived unless the cost to meet the

ten (10) amp interior cable current for hardened platforms is also prohibitive.

Instead, the equipment should be hardened to the ten (10) amp interior cadle
current criteria that applies for hardened olatforms; then if nlatform
wardening is incorporated during the future SHIPALT, the equipment wili nave
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the necessary level of EMP survivability. Any partial or complete waiver of
the EMP survivability criteria must be approved by the prccur1ng activity,
ELEX-51024, and MAT-08DE.

Critical equinment shall have a survivability probability greater than 0.9
with a least a 0.5 confidence factor for the EMP environment criteria levels
specified in this standard. Equipment survivability is discussed in Section
10.4. Failure is definea as the loss, degradation, or malfunction of any
essential function of the equipment that would affect overall system per-
formance and mission success or safety. Transient deviations are allowable
during accurrence of the EMP effects provided the appliicable detection and
circumvention techniques, reset capability, and recovery times satisfy the
functional requirements of the detailed specification.

2.4.3 Interface Pin Transients

2.4.3.1 Applicability

The EMP induced current and voltage transients that would appear at the non-
antenna interface pins are a function of the equipment location, cable and

g3 connector types, cable length, cable routing, and the type of platform. If

= : these items are not specified and included as part of the equipment procure-
:! ment, then the non-antenna interface pin transients presented in Section

X 2.4.3.2 shall be applied as the EMP suvivability criteria for the non-antenna
: interface oins.

s The EMP induced current and voltage transients that would apoear at the

- antenna interface pin depends on the type of antenna, the protective measures
Hl. incorporated into the antenna, and the isolation provided by any additional
. equipment in the rf transmission path. Therefore, the antenna interface pin
- transients presented in Section 2.4.3.3 shall be apolied as the EMP surviv-
= ability criteria for the antenna interface pins.

2.4.3.2 Hon-Antenna Interface Pin Transients

Critical equipment shall be designed to withstand the following maximum ccmmon
mode current or voltage damped sinusoidal trunsients at each non-antenna
interface pin for the interconnecting wiring between equipment or subsystems:

-7ft/N

Ip(t) =z Imaxe sin(2=ft), \

or > (2.2)

vp(t) = 7 Ip(t),

where

‘Ip(t)
/p(t)

nin current, amo,

pin to case voltace, velts,

10




f = test frequency, hertz,

t = time, seconds,

Q = decay factor

z

16 + 4

source impedance = 100 ohms.

Imax shall be shown as in Figure 2.5.

The verification of conformance to the above criteria shall be performed by
tests specified in Section 10.3.2.2. The tests shall be verfsrmed for at

least the injection frequencies of 0.5, 1, 2, 5, 10, 20, and 50 MEz. If the
equipment has possible critical frequencies (e.g., cable resonant frequencies,
clock frequencies, bandpass frequencies, etc.) additional testing at these
frequencies shall be performed.

2.4.3.3 Unhardened Antenna Interface Pin Transients

Critical equioment shall be designed to withstand the following maximum
common mode damped sinusoidal transient at each antenna intarface pin:

max

Vo(t) =e Vo e F/Qsin(2n £t) 1
Vp(t)/Z j

(2.3)

Ip(t)
where

I (t) = common mode pin current in amps

Vp(t) = pin to case voltage in volts

b
]

test frequency in hertz

0
[

decay factor = 16 + 4
Z = 50 ohms

and vmax is the maximum pin voltage for each test frequency as shown in Figure
2.6. _

HF antenna interface circuits shall use the maximum voltages labeled "HFf
Criteria" in Fiqure 2.6 while VHF and UHF antenna interface circuits shall
use the "VHF/UHF Criteria" for the EMP hardening criteria.

The verification of conformance to the above criteria shall be performed by
the tests specified in Section 10.3.3.1.
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2.4.3.4 Hardened Antenna Interface Pin Transients
2.4.3.4.1 Hardened HF Antenna Pin Transients

Critical equipment shall be designed to survive the residual EMP transient
developed by the hardened HF antenna system. This transient depends upon the
effectiveness of the antenna protective device, therefore, the residual
transient is the transient developed across the antenna protective device
when it is subjected to antenna criteria presented in Secticn 2.4.3.3. The
verification of conformance to the above criteria shall be performed by the
tests specified in Se¢tion 10.3.3.2.1. The expected general characteristics
of the residual transient has three stages which can deliver energy to the
antenna interface pins. The first stage occurs before the antenna protective
device fires and can be roughly characterized by a 10 to 20 nanosecond

spike with an amplitude 3 times larger than the OC stand-off voltage of the
protective device. The second stage occurs when the protective device is
conducting and it acts as a source generator with a very low internal im-
pedance. The third stage occurs after the damped sinusoid transient inducad
on the antenna decays in amplitude to the DC stand-off voltage of the
protective device. At this point, the transient can be characterized as a
damped sinusoid transient with the maximum amplitude equal to the DC stand-
off voltage of the spark gap.

2.4.3.4.2 Hardened UHF/VHF Antenna Pin Transients
(To be determined)

2.4.4 Interface Cable Transients
2.4.4.1 Applicability

The EMP induced current and voltage transients that would appear on the inter-
face cables are a function of the equipment location, cable and connector
types, cable length, cable routing, and the type of platform (i.e. unhardened
and hardened ship). If these items are specified and included as part of the
equipment procurement, then the following appropriate cable transients can

be applied as the EMP survivability criteria for the non-antenna interfaces
and the equipment can be exempted from the above non-antenna interface pin
transient criteria.

2.4.4.2 Unhardened Destroyer CLASS Ships

Exterior Cables - Critical equipment that is connected to exterior cables
(i.e., a portion of its cun above deck) shall te designed to withstand a
maximum common mode cable current or voltage on each of these interface

cables that is sixty (60) times greater tnan the above interface pin transients
(see Table 2.1). Conformance to these criteria shall be verified by the tests
specified in Chapter 10.

Interior Cables - Critical equipment that is connected to interior cables
{i.e. itc entire run below deck) shali be designed to =ithstand a maximum
common mode cable current or voltage on each ¢f these interface cables the:
is fifteen (15) times greater than the above interface oin transients (see
Table 2.1). Conformance to *these criteria shall te demonstrated Sy the 1es%s
specified in Chapter 10.
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2.4.4.3 Hardened DJestroyer CLASS Ships

Exterior Cables - Critical equipment that is connected to exterior cables
(i.e., a portion of its run outside the protection envelope) shall be de-
signed to withstand a maximum common mode cable current or voltage on the
exposed portion of each of these interface cables that is sixty (60) times
greater than the interface pin transients (see Table 2.1). In addition,

the equipment shall be designed to withstand the interior cable transients
specified in the next paragraph, on the protected portion of each of these
interface cables (i.e., that portion of the cable run that is within the
protection envelope). Conformance to this criteria shall be verified by the
tests specified in Chapter 10.

Interior Cables - Critical equipment that is connected to interior cabies
(i.e., its entire run within the protection envelope) shall be designed to
withstand a maximum common mode cable current or voltage on each of these
interface cables that is equal to the abcve interface pin transients (see
Table 2.1). Conformance to these criteria shall be demonstrated -y the tests
specified in Chapter 1Q.

2.4.5 Electromagnetic Field Transients

Critical equioment shall be designed to survive the transient electromagnetic
field produced by the EMP (i.e. the electromagnetic field criteria). The
electromagnetic field criteria which apply to the equipment are specified
according to equipment locaticn.

2.4.5.1 Exterior Spaces

Critical equipment to be located in an exterior space shall be designed to
withstand direct exposure to the high altitude burst EMP envircnment defined
aS,

-

E(t) = Eo(e'lt _e-:;),

and . (2.4)
H(e) = 28
“o
wnere:
E(t) = e]ectric field, volts/meter,
H(t) = magnetic field, amps/meter
£, = 5.25 x 10% volts/meter,
= 4.0 x 136 second,
1= 4,76 x ?03 seconc, and
z, = 377 ohms.
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2.4.5.2 Interior Spaces :

. Critical equipment located in interior spaces shall be designed to survive —
I' the electromagnetic fields produced by a source cable located one (1) meter g
away carrying the cable transients specified in Table 2.1. Conformance to ;

these criteria shall be demonstrated by the tests specified in Section .

10.3.4. 1
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CHAPTER 3
VOLUME SHIELDING
3.0 Exacutive Summary

Chapter 3 discusses techniques for shielding circuitry using metal enclosures.
Metal enclosures protect the sensitive circuit components by reflecting and
attenuating most of the EMP fields. Within the contents of this chapter, it

is demonstrated that equipment enclosures of moderate thickness {\1/3") in
which care has been taken in the treatment of openings .apertures, seams,
etc.) can protect the most sensitive circuit components from the environ-
ments specified in Section 2.4.

3.1 Introduction

The objective of this chapter is to present hardening techniques for shiela-
ing volumes such as rooms, cabinets, equipment racks, and other enclosures.
Consequently, the various ways that electromagnetic (EM) energy can pene-
trate into these enclosures will be introduced and discussed. Data on and
methods for calculating the resulting internal field, current, voltage, power,
and energy levels will be nresented and illustrated with example problems.

Section 3.2 will discuss direct penetration through shielding barriers
(diffusion) where the EM energy penetrates lossy structures even in the
absence of imperfections such as seams, holes, and cahle entries. The pere-
tration of plane sheets and canonically shaped objects (spheres, cylincers,
etc.) as well as ordinary non-canonically shaped objects will be considered
and illustrated. Since the enclosures considered here cannot realistically

be manufactured out of a single monolithic piece of metal but rather must

be constructed from a number of flat sheets which are bonded together in some
fashion (welded, bolted, gasketed, riveted, etc.), the possibility of EM
leakage at such weak spots must be considered along with other modifications
to the surface such as fasteners. Consequently, EM penetration of seams and
gaskets is discussed and illustrated in Section 3.3. In addition to seams and
gasketed joints, for example, actual enclosures also often require onenings

to facilitate access, viewing, natura! lighting, and ventilation. Section 3.4
provides the guidelines necessary for specifying and/or treating such openings
(apertures), while Section 3.5 discusses the use of materials such as metal
honeycomb panels or wire mesh (screen) to provide additional hardening. Final-
ly. in Section 3.6, techniques involving the use of “waveguides below cutoff"
will be described, discussed, and iilustrated. Such short waveguides, attached
to entry holes in an enclosure and extending out or into the interior of the
enclosure, can sometimes be used to attenuate the fields which would other-
wise enter the enclosure through the holes. Metal honeycomb panels are a
variation of the "waveguide below cutoff" technique where a large numter of
such waveguides are arrayed side-by-side in a two-dimensional configuration,
and where, therefore, slightly di“ferent techniques must be emnloyed (see
Section 3.5).

To be able to adeguataly evaluate the ability of mission critical equipment

to function without failure (that is, witho't the loss, degradation, or
malfunction that would affect the overall system parformance and mission
success or safety) in the EMP environmen*, not only do the effects of extarior




(HEMP or high altitude burst EMP) field but also those of interior (cable

propagated) fields need to be considered. Consequently, three EMP environ-

ments will be considered here. The first is the standard exterior HEMP plane -
wave defined by the electric field in paragraph 2.4.5.1. The second

is the interior electromagnetic field produced by the confijuration shown

in Figure 3.1 where the wire is driven by a current source providing thre

damped sinusoidal waveform given in paragraph 2.4.3.2 with Imax = 10 A.

The third environment consists of the same damped sinusoidal current wave-

form described above directly injected onto the enclosure. The test fre- -
quencies are 0.5 MHz, 2.0 MHz, and 10 MHz. The current will be injected onto

the enclosure 0.5 ft from the edge of the seam, aperture, air vent, or cutdoff

waveguide in an attempt to model worst case responses. In the case of diffu-

sion, the current will be injected, in turn, ‘n the center of each face of

the enclosure, and the worst-case results reported.

Each of the sections discussed above will begin with a subsection outlining -~
the background of the topic of the section. Tnis will then be followed by one :
subsection for each of the EMP environments previously specified. Each of

these latter sections will present data on and methods for calculating the

resuiting internal field, current, voltage, power, and energy levels, as o
well as illustrate the application of these methods with examples. -

3.2 Direct Penetration Through Shielding Barriers (Diffusion)

3.2.1 Background

Shielding Effectiveness. In order to protect electronic circuits and compc- -j
nents from the harmfui effects of EMP, they are usually placed within a ~
metal enclosure such as an equioment rack and/or a rack mounted equipment

cabiret. In order to be able to determine the effectiveness of such a proce- ]
dure or the relative effectiveness of several such procedures, some measure -
of shielding effectiveness must be available. The common definition of
shielding effectiveness (SE) is that given by Reference 3.1.

§e

. SE = Attenuation (d8) = 22 l6q,4 (Ei/Et)‘ (2.1)
where E.i is the incident electrical field on the outside of the enclosure,

while E_ is the electric field transmitted to the inside of the enclosure.

A similSr definition, of course, can be formulated for the magnetic fieid also. o3
Further elaboration upon shielding effectiveness and its relation to MIL-S7D- '
285 measurements can be found in References 3.1 and 3.2.

PURTIY

Schelkunoff Theory. The problem of determining the shielding efficiency of

various enclosures has a long history, as the first such paper on the subject

appears to be that by J. Larmor in the January 1884 issue of the Philosophi-

cal Magazine. Three basic approaches have been develooed over the years. The " 4
first approach is to solve the field theory problem by solving Maxwell's ]
equations with appropriate boundary conditions. The second is the circuit

theory approach [3.3, 3.4] where the enclosure is viewed as an antenra - 2

fat dipole in the electric field case and a short-circuited loop in the macz- )
netic field case. The third is the transmission line approach ¢ Schen<uno®* ~
(3.5], and it is *this method that is descrited here.
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The shielding effectiveness (SE) of a continuous imperfectly ccnducting plane
sheet was given by Schelkunoff [3.5]

S8 =2 -2 +38,
L where
s ) | ,
R—201og]0(k*]/4k'), -
A =20 1009,4 (&) at,
[ B = 20 log,n |1 - (k-1)? e'Z(“f)ut‘
,." ]0 2 ‘ !
3.
h 7 /( 2) -
’{. k = MZL. . ;
% shield
: n s (wunf)]/z z 1/34, _
‘ . \172 -
Zshield =(-—-§§ii ) ,
1%
Zwave = the wave impedance,
and where f is the frequency, t, ., and - are the thickness, permeability, -
and conductivity of the shield, respectively, § is the skin depnth, and e is
the base of the natural (Naperian) logarithms. In (3.2) R represents the i
losses due to the first reflection at each surface of the metal shield, wnile
A represents the absorption loss in the shield. B, on the other hand, re- o
presents the effects of multiple reflections in the metal shield. This is .
all illustrated in Figure 3.2. In order to evaluate (3.2), one needs to also -
know the wave impedance zwave' For a plane wave in free space, the wave im-
redance is given by
= = ‘—0 = - A=
zwave Zp = i =120 -o = 3775, (33) —
Close to a short electric dipole, however, the wave impedance is approximately
ajven by
= = i -7 < -~ - \
Zwave = ZE -J 7.1 x 107" /fr 2, (3,4)

where f is the frequency in Hz and r is the distance from the dipole in inches.
This is called the electric of high-impedance field, and the impedance is in-
versely proportional to the relative permittivity. The Field close to and
parallel to a small loop is called the magnetic or 'ow-impedance field, and

its wave impedarce is given by [3.6]1:
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Zwave s ZM 3§ 2 x 10'7/Fr o, (3.5)

Substituting (3.3) through (3.5) into (3.2), then yields the following
expressions for the "reflection term" R [3.6, 3.7]:

R

P

P
~»
]

where

f =
r =

Similarly, expressing the

3= 20

N , 1/2
2 3.338 (ur S, f) ds,

f
163 - 10 Tog, [ ; l ds,

r'-’ rf3 Lo
354 - 10 1og]o l 3 r<| ds, (3.8)

0.462‘/ r g |ES
20 10910[7 5 * o.lwr‘jf—ﬁ +0.354 ld?,

r

the permeability of the shieid rela-ive tg

free space (. = 4- x 1075 see Table 2.1,

c/:c = the conductivity of the shield

relative to copper (:C = 5.8 x 107 mhos/m;

(see Table 3.1),

th: frequency in Hz,

the distance from the source to shield in inches.

"absorption term" A yields [3.7]:

[}9]

log]0 (e) »23.2 0.02%4 = ('r T
(3.7)

while the "multiple reflection term" 3 can be expressad as c3.7]:

- . .1n~A/10 . Y . Yo
3 =20 1-q1o [l-x 10 {cos (A.10 10910(e)> j Sinl(a/19 Iog1o(e,,f_
2 20 Tog, [1-x-1074/10 {cos (0.2308) - § $in(0.230 3] e,
where ) (3.5}
4(1-m%) - 20% - i 27 m (1 + ml
X = =0 -2m - 122 m \l = m-)
[1 1+ 2mé]
and where
k=m=0.766,/22 r=]
\J’ r N
22

1
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is the ratio of the incident magnetic field impedance (Z ) to the shield
X wave
impedance (Zshield)' .

It should be noted again that .. is the rermeability of the shield relative

to that of free space while g is the conductivity relative to that of copper.
Typical values of g and .. (at 150 kHz) can be found in Teble 3.1, while plots
of R can be found in Figures 3.3, 3.4, and 3.5. Similarly, {3.7) ard (3.8) for
Aand A + B (with x = 1) are plotted in Figure 3.6. It should alsc be noted
that x is real and nearly equal to 1 except in the case of low-frequency
shielding of magnetic fields, as is illustrated in Figure 3.7. From Table 3.1
and either (3.2), (3.6), (3.7), and (3.8), or from Figures 3.2 through 3.6,
one can determine the amount of shielding (dB) obtained from a metal sheet

of given thickness, conductivity and permeability, or alternately one can
determine the required thickness for a specified level of shielding. An al-
ternate method of solution is provided in Figures 3.8 through 3.13 where (3.6),
(3.7), and (3.8) have been put in nomographic form. Sample calcuiations have
been illustrated in Figures 3.10 through 3.12. To use tie nomograms, one
proceeds as follows:

1. Enter points (1), (2), and (3) on the r (or t), g/. ., and f
scales, respectively, on each nomogram;

2. Connect points (1), (2) with a straiqht line to determine
point (4);

3. Connect points (3) and (4) with a straight line to determine
point (5);
\

4.'Read the desired value (R, A, or K-) at point (5).

Now the value of K and A are used in Figure 3.13 to determine the value of
B, and finally the“values of R, A, and B so determined are added per (3.4;
to obtain the desired value of SE. One should also note that the values of

». used in Table 3.1 and in Figures 3.8 through 3.12 are for low frequencies
(750 kHz), and that as the frequency increases, the effective value of .
will decrease. Consequently, appropriate adjustments must be made in the
values of ip which are used. For example, the value of .. for iron given (at
150 kHz) in Table 3.1 is 1000. This value is good for freauencies lcwer than
150 kiHz, but at higher frequencies it varies as shown in Table 3.2.

Table 3.2 The Frequency Dependence of -r for iron

v C et -

> -
.

1 MHZ‘ 3 MHz ’10 MHz llS MHz

f: [<150 kHz
3 700 | 600 | 508 400

1000

- o toso o0 B
Copper and aluminum, on the other hand, have a value of __ of 1 wiich is good

over the entire frequency range from DC to 10,000 MHz. r

The preceding method for calculating shielding effectiveness, strictly soezking,

only applies to an infinite flat plate of thickness t, and, in addition, only
then in the freguency domain. However, it does aliow such calculations for
arbitrary wave impedances. Bacause of this, it may also be used in some cases
for estimating the shielding effectiveness of enclosures. Lee and Zedrssian
[3.8] point out, however, that this can greatly overestimate the shiaiding

25

L‘.‘m";';x;x atia ta —— o PO — * :

100 MHz | 1000 MMz | 1500 MHz; 10,000 M=

Y WL N

U T W

TN I SR

'1.".' -

PR,
a

-7 -

.
PRI

FUTYEPEY LY i




Table 3.1 Electrﬁca] Parameters and Absorption Loss of
Metals at 15¢ kHz [3.7] )

' M i A/t

Metal R:igti\t : Reiauve ¢ Absorptior Lose
Conductivizy | Permeadbilny | tat !3uiHz. ¢B "
: . (3t 'S0 xHz)

Siiver 1.03 ] PA2
Copper. anneaied 1.00 ! p.2o
Copper. hard drawn 097 ] : P 2e
Gold 0.70 ; , N
Aluminum 0.61 i E 1.0
Magnesium a 0.38 ! ' 0,:9
Zinc ! 0.29 i i 070
Brass ' 0.26 ! ; 0.66
Cacmium 0.23 b 0.62
Nichei i 0.2 R i 0..}3
Prosphor-Sronze ; 0.18 i | | g8
iron i 0.i7 ' 1000 le.©

Tin : 0.3 ! .30
Steel. SAW 1043 | 0.10 1000 Y
Benvliium i 0.10 ‘ i , ¢ :
Lead ! 0.08 : 1 v 0.3

Hypernick : 0.06 £0.000 SNl
Menel ' : 1 C.2»
Nu-Me:al | [ 80.000 ; ci.l
Permalloy i 0.03 { 80.000 ; 83,
Stainless steel | | 1000 ; s

*Qo:ainapie oniy if the incident ficid does not saturais the metai

7

[Note: Scopper” 5.8 x 10

u =2
copper

mhos/meter
ug = 47 x 1077
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effectiveness of the enclosure at low frequencies. For exarmple, test data ob-

tained for shielding effectiveness of enclosures obtained by MIL-STD-285 may

be related to other cases (plane wave, for example) by the methods described

in Reference 3.1. T

Canonically Shaped Enclosures. In this section simple formulae are given, .
both ir the frequency domain and in the time domain, for the shielding effec- <1
tiveness of various simply-shaped enclosures. Because the electric field is %
strongly attenuated at both high and low frequencies by the mechanism of

reflection and absorption, and because at high frequencies, where the wall -
thickness of the enclosure is larger than the skin depth, the magnetic field 4
is similarly attenuated, consideration is directed here to the low-freguency ’
magnetic field.

The diffarence between four simple canonical shapes are discussed in both the ]
frequency and the time domains. These are: a single infinite flat plate, two
infinite flat parallel plates, an infinite circular cylindrical shell, and

a spherical shell. By considering Maxwell's equations, the usual boundary
conditions, and tne standard (scalar) constitutive relations, the shielding
effectiveness can be written in the frequency domain as [3.8 - 3.107:

ti!f 3

ol

=20 log, (iT,)  dB, (3.92)
- where
[ T () H.(s) .
- s) = = . \
' m Hi(S) cosh(p)+ g]p+52/p) sinn(p) °’ (3.¢h)
and where :
Hi(s) = the incident magnetic field,
Ht(s) = the internal (transmitted) magnetic field,
p = 'STd’
= =2 . \2
Td tA wC O
s = i 2+f,
A = the thickness of the enclosure walls (m.) (3.5¢)
f* [Note: in what follows : is the thickness /
b X ;
& and t is time],
:.;‘:f = F urun = 7
'® (2,= 4-x1077),
E;, ¢ = the conductivity of the walls {(mhos/m},
F;f £ = +he frequency (Hz.), /
P

o




and where

0, (one plate)
K, (two plates)
31 "\ &/2 (cylinder, longitudinal H) ) (3.9d)
$/2 (cvlinder. transverse H)
(/3 (sohere)

( ) \
RQ » {one plate)

0, (two plates)
2 < 0 , (cylinder, longitudinal H) > , (3.%)

¥
L]

%E’ (cylinder, transverse H)

2
30 (sphere)

with

a

K = _—
er

a = half-separation (two plates), inside radius
(cylinder, sphere),

Z° = the (plane) wave impedance = 120+; s 377, (3.9%)

R = (cA)’l = the OC resistance of the enclposure
wall.

In most cases of interest (except iron and steel), < 21 and - << a, and hence

K >> 1. In these cases, one therefore has that 0 < ; << 1 and as a result (3.¢)
simplifies somewhat because the 7 term can then be neglected in all cases
except that for the single plate %and for iron and steel). This simplification
is reflected in the results present in Figure 3.15. In that figure and in
Figure 3.14 are given values of shielding effectiveness versus fregquency for
the various canonical enclosure geometries and for various conductivities. One
can immediately see from these two figures that, as noted above, at low fre-
quencies the shielding effectiveness of a single metal plate is almost 100 48
larger than that for other enclosures of the same material. It is also inter-
esting to note that the single plate results of the previous section (Schel-
kunoff Theory) agree well with the single plate results presented in Figure
3.14. For example at 1 kHz Figure 3.14 gives a shielding effectiveness value
of about 142 dB for ¢ = 3.8 x 107, E and t = > = 1.5 mm {t = thickness
here) while from Figure 3.3 one obtains roughly 136 dB and from Figure 3.6
roughly 5.6 dB, for a total of 141.6 ¢8. Similarly, at 1 MHz Figure 3.12 yieids
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roughly 280 dB, while Figure 3.3 and 3.6 give roughly 105 dB and 183 d5
m respectively, for a total of 290 dB. However, when Schelkunoff Theory fis
}tg compared to Figure 3.15 for the other canonical enclosures, one predicts
K a shielding effectiveness for these two cases of roughly 55 dB and 240_d8
respectively. Thus enclosure shape plays an important role in determining
the shielding effectiveness of enclosures.

The frequency domain results presented above can be transformed to the time
domain as follows (where Hi(s) = Ho):

Ho I + st .. 3.10)
Ht(t) * 5y ot .m(s) e " ds. (3.
Then according to {3.05, this can be evaluated to yield
. -cnzt/tﬁ
H(t) = i“° 7 s 7 q’j S (3.112)
3 n=0 (15,467 qp +Lz,73, 14q, \lsm(qn)

.‘ Lt
o,
L. P .

- . . » . - . _1<
where the prime on the summation indicates that the sum is fo run over &.l

qn> 0 which satisfy

L it 20t s

kis " R

. . . oy
cot{q,) = 3¢, - 5'C, (3.11,

Although the atove series solution is especially useful for late times due tc
the rapid convergence which accrues when t > t., it is, in fact the exact

_ solution and converges formally for all t > Q0. The results for the simplified
il! case discussed above where o can be neglected and i dominatés are shown in

Figure 3.16. These curves are "universal" in the sense that they can te usad
for any of the simple canonical shapes discussed above (excespt Tor the single
plate and, of course, iron and steel) by using the appropriate values cf .=:

in (3.9d) and (3.9f) and of 4 (or t, from (3.9¢c)}. Using these values cne

ﬁﬁ' obtains "Y" from Figure 3.16, and then computes

r.,

3 ST o= <20 Tegya it . R 302
& By making the appronriate apnroximations (51 = 0 and i = (Z./R) »>> 1 in tre
9 sinnle nlate, and o1 ) in the case of the other canonical enciosures),
5

j! one can simplify (3.11) for early and late times. The results zre as follous
8 (3.9]:
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Early time (t/t, < 0.05}):

. -t,/ (4t) . \5/2
Bo(t) = o® (JL)(_Q) , (3.13a)
t /; ¢ Z° t
A
Late time (t/t, > 0.05):
2 2 2
2!23 -/t ~42°te/t -9z°t/t
H (t) = °(l) [e 8 . e 8 4 e A], (3.135)
t t Z
. -]
Qther Enclosures:
Early time (t/t, < 0.1):
Y -7 "tA/(l‘t) 1/2
2H e :A \
H,(t) = T . (3.12¢)
- t EtA

Late time {t/t > Q.1;:

2 2

-t/ ) -x“t/t =4x°c/c

u.(t) = ;%‘[‘ R - 2e 54 2e "]- (3.12¢)
A

These four approximations can be found compared against the exact results from
(3.11) in Figures 3.17 and 3.18. As can be seen trere, the approximations or
"engineering formulae" in (3.13) provide a simple and accurate method for ob-
taining the shielding effectiveness of these Ffour cancnical enciosures. It
should again be recalled, however, that to obtain the "universal' curves, in
the case of the single plate, it was assumed that SR 1 >> Iy The effec: -

of these assumptions is examined in Figures 3.19 and 3.20 where one can cet ar
idea of their range of validity. It has also been pointed cut a number ct <imes
that the results above (for enciosures other than the single plate) do not
strictly apply to iron and steel material because they do nct satisfy <he
relation > 1 >~ 99 and, in addition, their _. is a function of “requercy
(as was shown in Table 2.2). For the frequercy range of interest here [roucn-
1y 0.5 to 10 MHz), however, -~ can be taken tc be constart and egual 3 acorc-
ximately 700 cr 200, while lower frequency ranges raquire ‘arger vaiues. "nis
then allows one to use (3.11) to compute estimates of shieiding a7 ectiveness.
as is shown in Figures 3.20 and 3.21. It can Ze saen “rom these Two “¥jurag
that one couid also use the "universal” curves {<ncse with °, reglectac iF
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desired, because they underestimate the shielding effectiveness of the

enclosure in question. Other parameters of interest can be deduced as shown
in Table 3.3.

Table 3.3 Engineering Parameters of the Penetrant Pulsa [2.1C]
| Geonmetry '3 Hint (peak) éint (peak) Rise Time Decay Tice
- ’ (10 - 90%) (1/e)
zo 6 Eo 120 Eo tA tA
Single plate X it —5 30 =
- A £t n
ur B 6 B t -
. L <
“w Parailel plates ;-Z— ?tg- ; - M
A EtA
u.r B 6 E t
&
! Cylinder -2732 ?,2- 20 % 8T,
l A ité
] BT Ho 6 Ho EA e
A

Noncanonically Shaped Enclosures. Since Figure 3.20 shows that as :z{=:,) becomes
Targe the detailed geometrical differences in the enclosures become 1e;s im-
portant, then the existence of a general formula valid for arbitrary geometry

is suggested. As Lee and Bedrosian [3.8 - 3.10] show, this general relation

is given by ’ 4

.. S2 4
where 2 o .
- =t = . - %= the ¢iffusion tire,
d A '
= L/R = the fall (decay) time,
R = (-2)7' = the 7C wall resistance,
L= -, v/S = the cavity inductanca.
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It is easy to snow that this reproduces the :, values snown in (3.9d) -
except for the first. With this value of - and the values of -, (or equi-
valently tﬂ) one can now obtain the shielding effectiveness for arbitrarily

shaped enclosures from (3.12) and either Figure 3.16, equation (3.13), or
(3.11) in the previous section.

3.2.2 Shielding from Exterior Fields

As (2.4) indicates, the incident fields here are plane waves. Consequently,
the theory presented in Section 3.2.1 is applicable. The enclosure to be con-
sidered everywhere in this chapter is the standard rack cabinet with dimen-
sions 6'H_x 2'4 x 3!D, and about 2-3 mm thick. Then V = 36 ft3 = 1.02 m3 and
§ =72 ft2 = 6.69 m in (3.14). If the metal is aluminum, then from Table 3.1
o = (0.61) x (5.8 x 107) mhos/meter, and »_ = 1. This yields a value for

%z of 60.96 and a value for 4 (or t. of 0.7]1. Hence I74 is 6.78 and Y from

Figure 3.16 is roughly 0.98 at is peak vaiue. The result from (3.12) is a
(time domain) magnetic field shielding effectiveness of roughly 17 dB. The
electric field shielding effectiveness of course, will be much larger, as
explained earlier, and, hence, of no consequence here. From (2.4), the peak
H field will be roughly 139.3 Amperes/meter, hence tie peak magnetic field
internal to the cabinet will be roughly 17 dB lower, or approximately 20
Amperes/meter.

3.2.3 Shielding from Interior Fields

In this case the incident field is not a plane wave. Rather, it is the fieid
at the surface of the enclosure due to the current of equation (2.2) being
used to drive a wire, as shown in Figure 3.1. Because, to first order, the
diffusion fields inside the enclosure are driven only by the surface curren:
density on the enclosure, then a reascnable estimate of the magnetic field
inside the enclosure can be obtained ‘rom the equivalent plane wave field
which would cause the same surface current density. In order to determine
the surface current density on the enclosure, a three-dimensiona’ numerical
finite-difference calculation was performed for the situation depicted in
Figure 3.1 and equation {2.2). In this calculation, Maxwell's equations are
solved by standard numerical techniques [3.1] to obtain the electric and
magnetic field components everywhere in the problem space as a function of
time. As a result, the total magnetic field H everywhere on the surface of
the enclosure is determined as a function of -time. This value is simply re-
lated to the surface current density J by J = n x H, while it is related to
an equivalent plane wave incident field (Hg) by J = 2n x H. Hence the equi-
valent plane wave field (Ho) is equal to H/2. By determining the peak value
of H on the enclosure, one can then deterinine the equivalent peak plane-
wave field A/2 and use the methods of the previous section to determine -

in the enclosure.

Tne finite difference calculations yielded a peak H of 2.0 Amperes/rmeter.

Consequently the internal field should be 17 dB smaller than <,/2, or roughly
0.2 Amperas/meter.
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3.2.4 Shielding from Cable Currents (Current Injection)

As was indicated in Section 3.1, the current waveform given by (2.2), in the
present instance, is injected directly onto the cnclosure {see Figure 3.22).
The current is assumed to enter the surface of the enclosure and to distribute
uniformly (in angle) and flow in a radial direction. Then, the electric field
immediately inside of the enclosure wall is q’-en by

o) = L)
E('A)) Z'Tr ZT(")’ (3-15)
where [ is the current, r is the radial distance from the center point of the
injected current, and Z. is the surface transfer irredance of the metal
walls. The total voltagl along a radial line between point Lo and P max is
then given by

max
V(w) = _[ €(w) dr. (3.16)

"o

In order to estimate a worst case response, is taken to be the radius of

a 22 AG wire (ro = 0.000648 m) and " max is tgken to be the largest shelter
dimension (rmax =6 ft = 1.8288 m). A metal wall thickness (:) of 2 to 3 mm

is also assumed.

Evaluating (3.15) and (3.16), then yields

\
) i (r )
V(w) = —‘;‘i—"—g— I(w) Zp(s),
where > (3.17)
(w) = 10 A for 0.5, 2, and 10 MH:
Z:(x) = n/Sinh (k2),

with (see Figure 3.23 for a plot of n):

[ 2- oF/-11/2 2 11945
(141 ),
s = [nfa]l/2,

minimum radius in meters,

-~
n N 1]
-
~
193]
)
-

3
"

maximum radius in meters,

metal wall *hiciress in —eters.
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Figure 3.23 Shield Impedance |n; (Equation 3.17) for

As (3.17) easily shows, this results in an induced voltage of no more than

Q -h bt

Copper, Aluminum, and Steel and the Loop
Wave Impedance !Z, ! (r = 12 in.) Plottec
as Functions of Frequency [3.1]

= 2 af,

= the frequency in Hz.,

= the wall conductivity in mhos/meter,
= the wall permeability.

RE SN M SR Sumt Sumunt ahith N

a few microvolts. This can also be seen from scaling the results in ReTerence
3.11 (page 93) by the appropriate relative 2:sumed current values.

3.2.5 Summary

As can be demonstrated from the previous sec**'ns. in all cases the rieid

leakage due to diffusion can be kept to a qu..e small level by using met2l

walls of even small thickness.
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3.3 Seams
3.3.1 Background

It can be seen from the results in the previous section that the direct pene-
b ' tration of EMP energy through the metal walls of an enclosure by diffusion
» can be successfully reduced to a small level. However, an enclosure cannot
realistically be manufactured out of a single monolithic piece of metal.
: Rather, flat metal sheets must be bonded together c: tie edges to form an
N enclosure and this gives rise to seams.

Seams are traditionally the weak spots in any electrcmagnetically shielded
enclosure. The main objective in seam design is to provide a low (< 10-3
ohm-meter) seam transfer impedance Z_ (ohm-meters) in order to minimize its
leakage. Also the impedance must not significantly degrade with age, environ-
ment and usage. In terms of the exterior surface current density Jg (Ampere/
meter), the internal voltage VS (Volts) induced across the seam is given hy

Vo (L) = Jg (1) 2 (L), (3.18)

[f a wire were routed irmediately behind the seam, V_ is the maximum voltace
that wouid be induced upon it. There js, in addtien, the seam transter
admittance Y_ which relates the current induced on a near-by internal wire

to the exterfal voltage It has been found however, for good guality seams
that the sources arising from the transfer admittance are dominated by scurcas
arising from the transfer impedance in all cases of practical interest [3.17,
3.13]. Therefore the discussion here centers on Z_. Also, Z. depends upon the
direction of current flow with respect to the seam, with thé largest induced
voltages occurring when J_ is perpendicular to the seam direction. When J_ is
paraliel to the seam direétion, the induced voltage is much smaller. Theréfore
the discussion here deals with currents normal to the seam direction.

Two types of seams are discussed here. They are continuous-welded and bolted
seams. Because continuous welding has been observed to provide as much
shielding as continuous metal [3.11], attention is focused here on bolted
seams. Such bolted seams can be either gasketed or metal-to-metal lapped
joints (plated or unplated), and data on the surface transfer imcedance Z
will be presented for each. There is not 4 great deal of seam data availadle
in transfer impedance format, but there is enough to show that prcoerly
designed and installed bolted or gasketed seams can provide the required
amount of shielding. Various types of gasketing, caulking, and lapped-join
schemes have been evaluated in a special test fixture (see Figures 3.24 an
3.25) which is used to measure the seam transfer impedance [3.13 - 3.16..
[ In the case of bolted lapoed joints some of the available data [3.17] is in
- the form of polarizability M. In this case, ZS occurs due to imperfact
centact between the irregular metal surfaces and is primarily incductive:
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between the bolts, and the amount of overlap.

These values of Z_ combined with (3.18) (transformed from frequency-domain to
time-domain) can %hen be used to provide the driving fields for a solution of
Maxwell's equations inside the enclosure [3.12]. In this fashion, the internal
fields, current, voltage, power, and energy can be determined.

For purely resistive Zﬁ(;) the time-domain eauivalent of (3.12) is

V(t) = RS . Js(t), (3.20)
while for a purely inductive Zs(u), one has
dd
u(t) = Ly - g5 (3.21)

where RS and Ls are the transver resistance and inductancn. resnectiveiy.

Figures 3.26 through 3.30 give examples of the seam transfer impedance for
various gaskets and plates as measured by Madle [3.13]. In Figure 3.2€ the
cases of Aluminum-Aluminum and Brass-Brass contact (no gasket) are snown along
with the results for deliberately bad configurations where the plates are sec-
arated by a neoprene spacer. These latter examples are generaily not practical
in that no designer would adopt such configurations in a situation where a hich
level of shielding is desired. However, they do illustrats a situation where
the transfer impedance consists of the conductivity and seif-inductance due

to the screws used to hold the panels together and of the capacitance due o
the overlapping neoprene-insulated metal paneis.

Figure 3.31 illustrates the effect on the seam transfer impedance of piating
the aluminum plates.and of aging ("shelf-aging") the gaskets as measured by
Kunkel [3.16]. On the other hand, Figures 3.32 through 3.34 illustrate the
effeEts og seam polarizapility of bolt torque, bolt spacing, and panel aver-
lap [3.17].

Figure 3.35 through 3.44 present some recent measurements by Loweil [3.147 3t
the TRW transfer impedance measurement facility. Figures 3.3% through 3.38
show the effect of applied pressure, panel metal type, and environment (temper-
ature/humidity and salt - per MIL-STD-81CC, Methods 507 and 3502, ana M{L-S7D-
202, Method 106B) on a Monel gasket (Tecknit Elastomet =32-55312), wnile
Figures 3.39 and 3.40 illustrate similar effects for a 1/8" x 1/4" Silver
Consil-R gasket (Tecknit #85-10447). One should note that the Consil-R gaske*
has the highest transfer impedance of all those measured [3.14], and thus can
be used as a worst-cast situation.

Finally, Figures 3.41 through 3.44 illustrate the effects of bolt scacin
environment (as above), panel overlap, panel thickness (rigicity), and ¢
ductive caulk on an aluminum-aluminum seamed (uncasketed) canei.

O W)

3 e
)

As can be seen, typical seam transfer impedances range from rougnly 1077 grm-
meters to scmetimes as high as 10 or s¢c ohm-mecters.
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3.3.2 Shielding from Exterior Fields

In this case two problems had to be solved by numerical three-dimensional
finite-difference solution of Maxwell's equations - the exterior problem (i.e.
fields exterior to the cabinet) and the interior problem (i.e. fields inside
the cabinet). First, the 6'H x 2'W x 3'D cabinet was illuminated by the plane
wave specified in (2.4) and the (short-circuit) surface current density on

the exterior surface of the cabinet was determined. Next, this surface current
density was used along with equation (3.20a) (and, separately, 3.20b) to excite
the interior of the cabinet. From this latter "interior model”, then, the
interior fields were determined as functions of space and time. These were,

in turn, used to determine (see Figure 3.45): 1) l o> the peak short-circuit

current in a 6' wire 7.6 c¢cm from and perpendicular to the seam (this wire
was short-circuited at each end to the top and bottom of the cabinet), ¢’
the peak open-circuit voltage in a ough1z 3' x 6' loop oriented with 1t9
plane perpendicular to the direction of the seam, and 3) P and E, the veak
rower and energy dissipated in a resistively termiaated (instead of shorted)
6' wire. The ~esistive termination at each end of the wire is equal to the
characteristic impedance of the wire in order to ensure maximum power and
energy transfer. These results can be found in Table 3.4 in the four columns
labeled "Exterior Field". The values for the resistive seam are for an R
value of 1 milliohm-meter, while the values for the inductive seam are f3r
an L. value of 10 picohenry-meters. As can be seen from Figures 3.25 - 3.44,
thes@ are not atypical peak values. However, the values in Table 3.4 can be
scaled to other va” tes of RS (in 2-m) ard LS {in 4-m} as Fallows:

Loe(Re) = Ioe - (R (a-m)/1 x 1073,

oc(R) = Voo - (Ro(a-m)/1 x 1079, (3.212)
PRy = P -R(aom/1 x 10732,

E(R) = E - (Rg(a'm)/1 x 1079)2

fie(ly) = Tge - (L Gem1 x 107,

Voelte) = Vg« (L(Hm)/1 x 10711), 13.210)
TN (L (Hm/1 x 10711)2,

(L) = € - (L (H-m)/1 x 1071

The rack size of 6' x 3' x 2' shouid bound the size of most equiocirent anclo-
sures and hence the peak responses. For enclosures with more numercus seams,

a worst case response for multiple seams would be if the single seam resoonses
added constructively. That is, six seams would give six time the sin:ia seam
resoonse.

In spite of the fact that reasonably large values of RS and L were used ‘n tre

numerical calculations, one can see that tne values of Y,i,P and € in Tabie 2.2
are not large encugh to cause damage. In the case of tne resistive saam, the
induced current and voltage is at most 8mA and 0.17V, wrile P and £ are rcuzniy
15 microwatts and 1 nancjoule, respectively. In the casa ¢f <he incuczive sa2ar,
the values of ISc and VOC are roughly 1mA and 0.35Y, wrnile ® and I ar~e azous
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58 microwatts and 0.2 nanojoules, respec:zively. It can be seen from Reference
3.6 (Chapter §) that these levels are highly unlikely to cause damage in even
the most sensitive electronic equioment since the thresheld for such damage is
at worst typically 1-10 microjoules.

3.3.3 Shielding from Interior Fields

As with exterior (plane-wave) fields, the problem of interior (non-plane-wave)
fields also had to be solved in two phases - the exterior problem and the
interior problem. The exterior model was driven by a current given by (3.2)
imposed on a wire 1 meter from the 6'H x 2'W x 3'D equipment cabinet as shown
in Figure 3.1. From this exterior model, the (short-circuit) surface current
density was obtained. It was then used to drive the interior model, as de-
scribed in the previous section, and thereby again determine Isc’ Voc’ P and E.

These results are shown in Table 3.4. Although these are time-domain results,
they are "frequency-dependent" (as Table 3.4 shows) due to the frequency de-
pendence of the time-domain expression for the damped sinusoidal current of
(3.2). Here, again, the sames values of Rs and Lg were used as in the previous

section, and the results can also be scaled per (3.23).

As can be seen from the resul:s in Table 3.4, the values of Isc and Voc are

roughly 2 to 2 orders of magnitude smaller than those for the external fieid,
while P and E are roughly 3 to 6 orders of magnitude smaller. Reference 3.6
again implies that these levels are well below the threshold of damage.

3.3.4 Shielding from Cable Currents (Current Injection)

The numerical solution here proceeds exactly as described in the previgus two
sections. The driving current for the exterior problem here, however, is the
same one used in the previous section, but directly injected onto the cabine:
face containing the seam (one foot from the seam). The resulting extarior
surface current across the seam was then again used to drive the interior model.

As before, tne values for Rs and Ls and the results can be Tound in Table 3.4.

Because the results here are only roughly 1.6-2.8 times larger than those for
the interior field case (because the results scale with the surface current
density similar to the way they do for Rs and Ls)’ the levels are, again well
below the damage thresholds.

3.3.5 Summary

As can be seen from the results presented in Section 3.3.2 - 2.3.4, the commen=t
of Section 3.3.1 is borne out: properly desicned and instalied seams ard joints
easily provide the required amount of shielding to ensure that no damage wil®
occur in even the most sensitive electronic equipment bacause the energy values
in Table 3.4 are well below the typical worst-case threshold for damage of

1-10 microjoules.

3.4 Openings in Yoiume Shields (Apertures)

3.4.7 B8ackaround

JJST as an enclosure cannot

r

e realistica’ly manufacstures cut 3F 3 single
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monolithic piece of metal, thus giving rise to seams and joints, neither can it
be manufactured without any openings. These openings facilitate access, viewing,
lighting, and ventilation. Because such openings (or apertures) ran also be the
entry points into the enclosure for large amounts of EMP energy, it is necessary
either to keep them as small as possible or to additionally harden them by the
use of covering materials such as wire screen, or honeycomb. This latter case

is discussed in the next section, while this section discusses ways of esti-
mating the amount of EM leakage through openings which cannot be covered with
such hardening materials.

The earliest applicable work on this subject is that by Bethe [3.18] where he
investigated the coupling of EM energy into and out of a cavity by means of

a small hole. In Bethe's "small hole" theory, it is shown that (to the lowest,
or zeroth order) the effects of the aperture can be represented by a magnetic
dipole lying in the plane of the aperture and an electric dipole perpendicular
to the aperture. Then, the fields on the side of the aperture opposite the
incident field can be obtained from the dipole moments of these two divoles.
Further, these moments can, in turn, be obtained from the short-circuit electric
and magrnetic fields that would exist at the location of the aperture in the
absence of the opening. The proportionality factors in these latter relation-
ships are kncwn as the electric and magnetic polarizabilities, and, in general,
they are dyads (tensors of order 2). In most applications, however, the electric
polarizability has only one component (ue ZZ) while the magnetic polarizabilitv
has two (“m,xx and “m,yy)' This is basically due to the fact that both the
eiectric dipole moment and short-circuit electric field are perpendicular to

the hole, while the magnetic dipole moment and its direction are not only a
function of the tangential short-circuit magnetic field (and its direction)

but also of the shape of the hole (and the direction of its largest dimensicn).

The next order approximation can be found fully discussed in Van Bladel {3.19],
however, these higher order muitiple moments are far too complicated for the
simple engineering design approach that we propose to present here. Other work
and other approaches can be found not only in [3.21], but also in [3.20].

It should be noted that the "small hole" theory is only applicable to "small"
holes, namely, those apertures whose largest diimension is approximately less
than or equal to one-tenth of a wavelength. For larger apertures, other tech-
niques must be used, for example, the Ki~chhoff-Huygens apgproximation, wherein
the field in the aperture is just taken to be the incident field. Additionally,
there is the problem of enclosure geometry to consider . The fields predicted
by either the Bethe or the Kirchhoff-Huygens methods are reasonable approxi-
mations for an aperture in an infinite flat conducting sheet, but are not
adequate far from the aperture for any type of enclosure. Consequently, either
of these two methods can be used to specify the fields at the inside surface

of an aperture in an enclosure. These fields can then, in turn, drive a numeri-
cal three-dimensional finite-difference solution of Maxwell's equations [3.12],
as has been described earlier herein. [t is just this app-oach which will be
used here. The polarizabilities will be used to parameterize the results, and,
consequently, to allow the results to be "scaled" to other aperture sizes and
shapes. The problem of the inapplicability of the poiarizability representation
will not arise here due to the freguencies considered and the basic enclosure
size (6'H x 2'W x 3'D). For 0.5, 2, and 10 MKz, one-tenth of a wavelenagth is

60 m (1¢6.85'), 15 m (49.21'), and 3 m (9.34'), respectively. Cbviously, the
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enclosure considered here will not physically permit such aperture dimensions.
Even at 100 M4z one-tenth of a wavelength is only 0.3 m (0.98'), and typical
cabinet louvers are of roughly this size in their largest dimension. Thus the
“small hole" theory is sufficient to the needs considered herein.

Expressions for the polarizability of some simple common shapes can be found
in Table 3.5 while plots of the polarizability for these and some other simple
shapes can be found in Figures 3.46 - 3.49. As can be seen from these figures,
the polarizabilily seems to vary quite widely with not only the width-to
length ratio, but also with shape. However, if the polarizability is first
"properly" normalized by the area of the aperture [3.23], then one finds that -
this "normalized polarizability" is not strongly dependent upon the shape of .
the aperture, but rather depends almost entirely upon the width-to-length

ratio w/2. This is illustrated in Figures 3.50 - 3.53. Except for the cross-
shaped aperture and magnetic polarizability, the plots of normalized polariz-
ability are very similar for the various shapes. It should be noted that because
the results for the ellipse and the rectangle with the rounded ends are almost
identical in the case of Figure 3.52, the former is not shown here.

The above illustrated shape independence brings to mind the question of whether

it is possible {much as for diffusion) to present a shape independent curve

for the various polarizabilities. Figures 3.50 - 3.52 would appear to indi- )
cate that it is. However, the question has not yet been theoretically resclved. »-
A1l that is known on the subject is that:

1) Latham [3.24] has shown that for an elliptical aperture

‘2 = 2o
(P/A%) .22 = %3 : {3.22)
where P is the perimeter and A is the area. Note that this
expression does not depend upon the eccentricity of the
ellipse.

2) Latham [3.24] also noted that for a rectangular aperture

(p/A2) = (</8) - (1+0.55-w/:) (3.23)

3 =
m,yy

whera w is the width (the smaller dimension) and . is the e
iength of the aperture. When (w/:) < 0.5, this is accurate

to better than 3%. —
3) Jaggard and Papas [3.44] have presented the following bounds
simple apertures with srali eccentricity [e =\/1-(w/ )2 - ﬂ : _
16 (ﬁi)ﬁ L S §.(3.3/2 (3.22) -
T \P e 3\ ’ s .
y 3 .
16 (’3)3/2 (e e ‘”‘*1") D18 () 13260
3 - d z 2 terEs
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Figure 3.46 Normalized Electric (Imaged) Polarizability of an Elliptical
Aperture [3.10] '
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Lee [3.10] also gives expressions for some typical hatch apertures (sez Figure
3.54), both ungasketed and gasketed. These expressions can be found in Tables
3.5 and 3.7, respectively, and can be used to calculate the polarizabilities
of these apertures for the ourpose of "scaling” the resuits presented in the
following sections.

3.4.2 Shielding from Exterior Field,

As was the case with seams, the exterior problem had to first be solved, and
then, the results from that, along with the polarizabilities, used to drive
the interior problem. This, again, allowed calculation of Isc’ voc’ P and E.

The enclosure, aperture, wire, and loop dimensions and locations are all shown
in Table 3.8 and Figure 3.45. The results can be "scaled" to other sizes of
circular holes or even aoproximately to other hole shapes as follows:

- - N £ 5 -
1) Calculate Ya.220 “myxx’ myy’ and A for the desired aperture,

then calculate

- (. 3/2 -1
X] = (Je,ZZ/A ) /7 (1.20 x 10°7)
. 3/2 S
X2 = (xm,yy/A ) / (2.39 x 10 ')
32 (3.2¢)
Xy = (A /“m,xx) / (4.18)
X = Maximum of X], X2, X3.
2} Next, scale the results from Table 3.8 using
Lgc(d) = Igo - %,
Vocla) = Voo = %5 -
P(x) = P - X2, (3.27)
E(v) = E - X°.

The va]ues.ir Tabie 3.8, being for a reasonably largz hole (& diameter;, are
expecfgdl in some sense, tq be worst-case results. Consequently, it can be
secn tsat the energy here is still roughly a factor of 192 telow *he danage

thresholds set forth in [3.5]. The circui
' : f 6], Tn cuit voltage of 296Y coulcd dam
dielectric sensitive devices. amase sore

3.4.3 Shielding from Interior Fields

The pumer1ca1‘caicu1a;ions hgre proceed very similarly to those cescrized in the
previous secticn and in Section 3.3.3 on seams. The values of I s ¥ ® and
sC oc’

€ so deternined can be found in Table 3.8, and can b i i paw /:
and (3.27). ’ ¢ agaln, scaled cer {3
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lable 3.7 Polarizabilities of Some Tvpical Sacketed ateh Aperiures 13.10]
Aperture tn
_m_w. 3. 54 o (®) %, xx *) “m,yy ')
2 2 2
(a) uw_m at —_ L3 a? LI d
16 2¢  aC n 1/1. 4 s8G G 1/1. + sC
e c c c c c
T nwan. aa hm. g~
' 16 2G_ + sC + 2/sl & 1/i. + sC
c c W c c
(c) -unn. ;a
¢ 16 2C + oC + 3]sl
c c W
22
scl'w 1 1
O C + sC 1+8LGC al.anov 1+elC nl.nnaou
X x Yy
22
scl'y 1 1
(r) I v a 0) a (0)
G + sC 1+ -nrnﬁ.r-vnn »y XX 14+ -r«a« n,yy

Notea: (1)

(11) The static polarizabilities a

(0) and a

A = gasket thickness; o = gasket conductivity.

=»,yy

corresponding hatch aperture without gasket found in Table 3.6,

(111)

ey

y

y

on = 2ed[ta(l6d/g) - 2],

G = ahw/g; nu = noAd/2g; rn = ud/(4tn(16d/g) - 8]; ~f ) :-anxaoarv"

(0) in the table entries are those of the

Constants: G = 20A(L+w)/g; C = 2cA(L+w)/a; 0 = 2enf4(L+u)/g); L - unt(l + 2uw/t)/8q;

L= paw(l +22/uw)/80; aa = oAt/g} oh - au\Anﬁ.:\u-vu L, - Auzp\naavc~\n~

1
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The values in Table 3.8 again show that the power ancd erergy ars at ievels

far below the damage thresholds [3.6]. The short-circuit currents are at most

a few milliamperes and should gererally pose no probtiem, as is also the case for
the open-circuit voltages of a few volts.

3.4.4 Shielding from Cable Currents (Current Injection:

[t should be clear from the orevious two sections, along with Section 3.3 on
seams, exactly how the numerical calculations proceed nere. Table 3.8 contains
the results of these calculations, namely Isc' Vo»* P and £, which can again,

be scaled via equations (3.26) and (3.27). The magnitude of these results are
such that the couments of Section 3.4.3 aoply here also. No problems apcear to
be predicted.

3.4.5 Summary

The results of Sections 3.4.2 - 3.4.4 clearly show that the energy levels are
all well below the damage thresholds [3.6]. For the interior and current-in-
jected fields, it is also the same as regards [sc’ Voc’ and P (exceot for

possibly CMOS devices). In the exterior field case, however, the large oeax
currents, voltages and powers may quite orobably cause damage in some eguipment.
ne solutions are: 1) harden the circuits, 2) don’'t put large apertures on

external equipment, and 3) if such apertures are necessary, harden them with
such ¢ vering as wire mesh, and so on. These latter materials are, in fact,

the topic of the next section.

3.5 Air Vents
3.5.1 Background

As was pointed out at the beginning of Section 3.4.1, an enclosure cannot
generally be utilized without any ooenings. Such openings facilitate access,
viewing, natural lighting, ventilation, and entry for cables. Some of these
openings, such as hatches and doors, can be covered (closed) for protection,
while others, for example, ventilation openings, cannot. Those openings in
this latter category, however, can often be covered by materials such as wire
screen and metal honeycomb in order to provide some acdditionai rardening to
EMP energy without restricting their use.

The electric field (E,) on the inside surface of an air vent cover can he
expressed (in the freduoncy domain) as [3.25 - 3.27]

-

(o) = Tp(e) - T () (3.26)

s

where 35(-) is te surface current density on the outside surface of the air
vent cover panel, and 7,(,) is the surface transfer imopedance dyad
[

-~

tensor
of rank 2). In the case of isotropic surfaces, ZT is just a scalar quantisy

I . b'b‘ . . o o '—“ . . N i m
{a single quantity), while for anisotropic surfaces :. is a cvadic exoressicn

which is reprecented in ccmponent €orm by a 3 x 3 matrix. Tne dvacic natura

L, .
daa B o o a2 . »
dintuinteiaudhtuie . Aed . a o -




of iT in the latter case is required by the fact that Et and 35 may not "peial’
in the same direction due to the anisotropic nature of the surface. For the

surfaces ccnsidered he-e, the isotropic assumption will suffice, and, consequently,

we have that
B () = 2.(0) J50). (3.2eb)

Generally, such surfaces as wire screen and metallic honeycomb are inductive
and hence

ZT(w) * Jubys (3.26)

where j is /=T, u is the angular frequency, and L, is the surface transfer
inductance. In the time domain, then (3.28) and (5 ) combined become

aJs(t)
?t(t) =Ly —5¢— - (3.32)

Therefore, given the surface current densit- J.(t) on the outside surface o<

the air vent cover and the surface tranfer inductance L,, one can determine

the electric field Et(t) "transmitted" to the inside surface of the air vent
cover. This electric field can, in turn, be used to "drive" a numerical cthree-
dimensional “inite-difference so1ution of Maxwell's equations inside of the
enclosure. J.(t), as before, is obtained by solving the "exterior problem" using
similar numerical techniques.

Although a reasonable amount of effort has been directed toward the analytical
determination of the surface transfer impedance of braided cables [3.28, 3.29]
and planar wire mesh [3.29], little such effort has been directed at other
nlanar surfaces such as metallic honeycomb. Except for the aforementioned

work and that of Casey [3.30 - 3.31] on composite surfaces and mesh-loaded
circular apertures, of Bereuter [3.32] on metallic honeycombs, and ¢f Rosich

et al [3.25 - 3.27] on a general dyadic expression for electrically thin olanar
surfaces of infinite extent, little of . -ect relevance here could be found in
tre literature. Some data from typical sn1e1d1n aeffectiveness measurements of
wire mesh [3.33 - 3.35] and metallic honeycomb %3.35] are available. Also
analytic treatments for wire mesh [3.36 - 3.38] and metallic honeyzomb [3.27 -
3.38] using Bethe's polarization theory [3.18], Schelkunoff Theory [3.55, and
Rayleigh Theory [3.39, 3.40], can be found. However, none of these exist in “he
form required here, namely as surface transfer impedances.

Little theoretical work is available on the surface transfer of wire mesh and
metallic honeycomb (except for that referenced in [3.29] on wire mesn), and the
only experimental results in this format are those of Madle [3.13] for honeycomb
and Lowell {3.14] for wire mesh, -oneycomb, gaskets, and seams. Mowever, “kere
are a reasonable number of '°su1ts in the literature which characterize various
surfaces in terms of transmission and reflection coefiicients. These, counled
with the work of Rosich et al. [3.25 - 2.27], permit analytic comoutation o¢ L-.
Although a complete discussion of this method can be found [3.25 - 3.27, some
aralytical [3.27) and experimenta’ [’.14] results can be found corpared in
rigures 3.55 and 2.56, while the associated nhys cal dimensiaons and analyticaliy
oredicted values of LT can be found¢ in Tables 3.9 and J.10.
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Table 3.9 Various Sizes of Wire Mesh and Their Valucs of L
I

Case: 1 2 3 S 5

a(mm) 0.7862 1.4817 2.2469 2.2469 1.5875

r () 0.0127 9.0254 0.0254 0.05715 0.1270
o.0veninas/in.: _32 -17 -1 -N 16 o
e , ; i _ -10 -10
L 3676 x 10710 6762 x 107'0 1200 x 107 8594 x 10 2.949 x 10

Note that (Ref. [3.27])

—.|“wwm” _= p_ - oxcﬁ-mgﬂc\gw_— = ju wmwm In ’d - mxaa-~,1o\m~_’

~
-
"
(="

= garq ’

vihere

a = the wire-center to wire-center distance for a single opening in the wire mesh:
mm. implies the value listed is in millimeters,

r_ = Lhe radius of the wire; wm. implies the value listed is in millimelers,

A = Lhe wavelenqth,
w = 2nf,

Nq = the surface transfer impedance,

rq = the surface transfer inductance: H. implies the value listed is in Henries,
c = the velocity of light.
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3.5.2 Shielding from Exterior Fields

As was noted in Section 3.5.1, the exterior protlem is solved first, and thgn,
jts results used to drive the interior problem using (3.30). Frcm the solution

to the interior problem, Isc’ Voc’ P and E are obtained. Tha enclosure and

its associated dimensions can be found in Figure 3.45, while the results can be
found in Table 3.11. The results in the table can be scaled to other hole
shapes and filter materials (characterized by :their surface transter inductance
Ly) as follows:

T (¥) = I - X
Voc(x) = Voc 'qX. (3.31)
P(X) =P . X“,
E(X) =¢£ - x?,
where X, in turn, is given by
n (2
X=LTX ]0 \u-32)

for the case of scaling by surface transfer inductance L,, cr by (3.26) fer
the case of scaling by the aperture area and shape. To sIale on both L. and
area, shape, etc., scale first by the bigger X value, and then by the 4ther.

As can be seen from Tables 3.9 and 3.10, an L, value of 1 nH is essentially

a worst-case estimate, as is also a 6" diametér air vent filter. Therefore,
the results in Table 3.11 are reasonably worst-case values themsalves. As can
be seen, they are larger than the values for diffusion and seams, but they
are smaller than those for the open (unhardened) aperture - as one would
expect. Therefore, proper use of air vent filters appears to allcw far suffi-
cient shielding.

3.5.3 Shielding from Interior Fields

Just as for the previous section, the results here can be fcund in Table 3.11,
The power and energy levels, again, are well below any damage thresholds [3.56],
and, in addition, the current and voltage levels are small enough to not pose
any problem.

3.5.4 Shielding from Cable Currents (Current Injection)

The numerically predicted worst-case values for [ , P and E can be found
in Table 3.11, and again, no real problem seems £8%exif%.

3.5.5 Summary

The results of Sections 3.5.2 - 3.5.4 clearly show that the energy levels are
a1l well below the known damage thresholds [3.6]. In additicn, a comparison
between Sections 3.4 ard 3.5 will show a worst-case increase in the shialding
effectiveness of between 30-40 dB due to the additicn of a material such as
wire screen ¢ honeycomb to an aperture.
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3.6 laveguide Below Cut-0ff Techniques
;' 3.6.1 Background

E! For the propagation of waves inside a hollow cylinder of some uniform cross-
o section, it can be shown [3.47] that Maxwell's equations and the Loundary
conditions ‘mpliy that waves of only certain frequencies will propagate inside
the wavegu e (as opposed to being strongly attenuated with distance into the
guide). This is due to the fact that since the solution must be oscilliatory
in both the space and time coordinates, only a certain range of frequencies
will allow the boundary conditions to be satisfied at the walls of the guide.
This usually evidences itself as a lower limit to the frequency of a wave
which can propagate in the guide, or, equivalently, an upper limit to the
wavelength.

It is then possible to provide an opening (for air, water, etc.) into an en-
closure while still not permitting the entry of electromagnetic energy. Clearly
one needs only to make the dimensions of the waveguide such that all of the
frequencies of interest (roughly 0.1 - 100 MHz for EMP) are well below the
cutoff frequency.

Thus a waveguide operating below its cutoff frequency can sometimes be used to
attenuate fields through small apertures. The waveguide must be attached around
the hole perimeter and it must protrude out of or into the interior of the
enclosure. Figure 3.57 gives the attenuation ratio vs. frequency for a wave-
guide whose length-to-diameter ratio is unity [3.6]. To obtain the attenuation
for other lengths, the attenuation ratio is multiplied by the length-to-diameter
ratio. The length should be at least three times the diameter. For example,

an 8 inch diameter waveguide 8 inches long has an attenuation of 26 dB at

500 MHz, while a waveguide 24 inches long would have an attenuation of 78 d3.
The example points out that the length of the waveguide can become unwieldy

for even medium size holes. Where the hole is penetrated by a metal shaft or
cables, the resulting configuration is not a waveguide operating below cutoff,
because it will support low-frequency propagating TEM WAVES [3.42, 3.43].

A variation on the cutoff wavequide approach is the use of honeycomb panels.
These panels, which consist of an array of small waveguides operating below
cutoff, provide shielding by both reflection and waveguide below-cutoff effects
and were the subject of Section 3.5.

3.€.2 Shielding from Exterior and Interior Fields and Cable Currents

Consider the enclosure and the waveguide shown in Figure 3.45, and let the wave-
guide be 6 inches in diameter and 24 inches long - for comparison to the €"
aperture examined. From Figure 3.57 we find that the attenuation is roughly

128 dB over the frequency range 0 - 100 MHz. A simple estimate of the internal
coupling could be made by simply attenuating the voltage and current of Table
3.8 by 128 dB. This brings the responses down to an insignificant level.

3.7 Volume Shielding in Summary

In the process of proceeding throuch this chapter, various ways that zM energy
can penetrate into enclosures were presented and discussed. Also considered
were the field, current, voltage, power and energy levels to be expectad “ar
typical worst-case examples of these penetrants. In addition, wavs tc avcic
some of the particuiarly troubiesome prodlems were oresented.
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TOTAL ATTENUATION IN D8 IS FQUND BY
MULTIPLYING ATTENUATION RATIO BY
“STOVE PIPE" LENGTH-TO-DIAMETER RATIO
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NOTE: Attenuation in db represents attenuation of fields in propacating
~ through the short waveguide.

Figure 3.37 'Wavegquide ittenuation Ratic at Selectad Freguencies
versus Waveqguide Diameter [3.6]
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One can see in summary, then, that although electromagnetic fields can diff.-
sibly penetrate enclosures to some extent at low frecquencies, they are re-
duced to tolerable levels by metallic surfaces of common thicknesses used in
construction. It was also seen that properly designed seams and joints will
not allow excessive fields to enter their associated enclosure. However, if
reasonable care is not taken in the design of these seams and joints, defini‘e
problems could occur. In the case of apertures, it was clear that treir use
should be avoided as much as possible due to the fact that they present the
best possibility of relatively unobstructed entry of EM energy. Properly
placed and designed, however, they need not be a problem except in the case
of exterior fields. Where possible, however, these apertures can be quite
effectively hardened by the use of air vent filter panels or wavequides

below cutoff.

The entry of EMP energy into enclosures is not difficult to prevent if reason-
able design precautions are taken at the outset. Ignored, however, oroblems
can arise.
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CHAPTER ¢
CABLE SHIELDING AND CONNECTORS

4.0 Executiva Summary

Chapter 4 discusses the use of shielded cables and connectors as an EMP hard-
ening practice. Shielded cables and connectors form an integral nart of the
harde:ing design, and a bad cable, connector, or installation practice can
result in unhardened equipment. The objact of this chapter is to help the
equipment manufacturer choose cabling and connectors necessary for interfac-
irg their equipment with other shipborad equipment.

4.1 Background

Cables and other conductors such as pipes and conduits for electrical wiring
receive and efficiently transmit EMP induced current and voltage transients.
These spurious signals can penetrate shielded areas on board ship and energy
can be deposited into the circuitry of sensitive equipment. The energy asso-
ciated with the transient can cause mission failure due to permanent damage
or temporary upset of shipboard equipment. Knowledge of the mechanisms which
couple EMP energy onto cables should give the design engineer insight iato
tne protective measures necessary for mitigation. For this reason, it is im-
por-ant to uncerstand the mechanism through which EIP couples to catles.

Coupling to cables can be analyzed by transmission line theory. In an eguiva-
lent transmission line model, the current I flowing on the metal conductor is
related to the voltage Y between the conductor and 2 rafarence z0int by <he
telegrapner's equations:

2'!'2'5_& = 22(u)zye) + £} (2,0) (3.7)
and
Afzw) . y(w) V(z,) * oglzem) (1.2)

N -
Qe

anere o is the angular fregquency, Z(.) and Y(.) are tne incrementai imped-
ance and admittance of the equivalent line, and g!"e and Js are the incident
electric fields and impressed current density (as from a ligntning stroke).
The source terms ginc and JS in (4.1) and (4.2) ideally should be those asso-
ciated only with normal operation of the transmission lin». However, distri-

buted voltage sources (E'™C in (4.1)) are naturally present in an EMP environ-

ment and they can be generated from the currents on the shield when cables

are shielded. The distributed current sources which drive cabies (J. in (£.2))
o

are usually absent in an EMP environment; however, they can be generata: from
tne electric fields that penetrate shielded cables. Further discussion ¢f
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" these source terms and their relaticnship to the transfer impedance and

transfer admittance are discussed in Section 4 2.1 and 4.3.1.

The transient levels on the cable interface pins specified in Sectior 2.4.4
define the stress that electronic equipment is expected to encounter in an
EMP environment. Upon performing a circuit susceptibility analysis (Chapter
5), it may be found that further shielding (hardening) is necessary to reduce
the current and voltage transients ... the cable interface pins. This harden-
ing could be attained by shielding the electrical cable.

This chapter provides a means of determining cable <hielding. Tables and
graphs are provided for use in determining shielding levels for many Navy
cables (Section 4.2) and cable connectors (Section 4.3). Also provided is an
analytical model for determining cable shielding when measured data are not
available (Section 4.2).

4.2 Cable Shielding
4.2.1 Transfer Impedance and Shielding Effectiveness

The ability of a cable shield to isolate the internal volume frcm the shield
current is indicated by several concepts in the literature. The most common
concept is that of transfer impedance, in which either an internal electric
field or voltage is related to the cable sheath current. Another concept is
called shielding effectiveness, in which currents on wires within the shield
are related to the shield current. The interior electric field provides a
common mecde excitation of all the internal conductors which allows the trans-
fer impedance and shielding effectiveness concepts to be used in evaluating
shielding of both single conducteor as well as multiconductor cables. That is,
the electric field drives each internal conductor separately. In the remaincer
of this subsection, the transfer impedance concept is presented, followed by
a discussion on transfer admittance. The conceot of snhieiding effectiveness
is then presented along with the relationship between transfer impedance and
shielding effectiveness.

Reference 4.1 defines the transfer impedance as

Ei(u) -
20s) = 4y (2.3)

where Ei(”) is the Fourier transfer of the axial electrical field inside of

“ne shield, and I(w) is the Fourier transform of the snield current. The
inner conductor currents can now de determined by using the transfer impecance
and knowing how the internal electric field is related to the inner conductor
current. The transfer impedance of single shielded cable is oresented in
Se..ions 4.2.2 and 4.2.3 followed by a discussion 0° multipiy shielced cables
in Section 4.2.4, Section 4.2.5 discusses the progerties of caclas containing
twisted pairs.

Currents induced on the center conductor by the shield current can ke Calcu-
lated from the shield current. The transfer impedance reiatas ¢tne intarnal
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electric field to the shield current by (4.3). The center ccrnector current is
related to the internal electric field as follows:

Ei(w) 2 -c
() = 7 (=) (4.4)

., C ~
I * Iy * dogm

where Il(u) is the center conductor current, & is the cable length, Z° is the
source impedance, Z2 is the load impedance, ZC is the cable cnharacteristic im-

pedance, and ¢ is the speed of light. This relation applies only to cables
which are short in comparison to the wavelength of the highest frequency of
interest.

For multiply shielded cables, the total transfer impedance can be determined
if the transfer imp. -nce of each shield is known. For example, a multiple
shielded cable has the total transfer- impedance [4.3] as

I I

. = r

(2<<)) (4.5)
P

vhzre ZT] ’ ZT2 = surface transfer impedance of the
individual shields
ZOT . Z02 = jntrinsic impedance of each shield
L = mutual inductance of the space Cetween
sP shields.

More about multiple shielded cables is presented in Section 4.2.4.

EMP energy can couple onto the inner conductors through the shield due to
mutual capacitance between the inner conductors (which is related to the trans-
fer admittance) and the local external structure ground. Hence, the transfer
admittance is dependent upon external surroundings of the cable and properties
of the shield. Reference 4.4 defines the transfer admittance to be

o %1 y=0

I-—a
1&

(4.6}

—
-
0o

wnere Vo is the voltage between the inner conductors and the 2xtarnai siructure.

V is the voltage on the inner conductors, and dI/dz is the current cer unizc
length flowing into the internal conductor from the external structure. The
transter admittance can then be used to determine the distributed current
sources J(z) injected onto the internal conductor, i.e.

J(Z) = ‘YT VO T
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or alternatively

where C]2 is the mutual capacitance between the internal conductor inc the

external structure ground. For complete optical coverage of the inner conduc-
tor, there is no mutual capacitance and conscquently no distributeu current
sources. There are other circumstances where tie transfe- admittance can be
neglected [4.4]. The transfer admittance can be neglected with respect to the
transfer impedance term if Io ZT >> Vo YT I where Io ‘5 the shield current,
V° is the shield voltage, ZT is the transfer impedance, and Z is the load im-
pedance at either end of the cable.

Shielding effectiveness, as defined in [4.2] is given by

/1 |
S.E. (dB) = 20 log KI—S> . (4.9)
t

where Is is the total shield current and It the current induced in tne inner

conductor, under the condition that the cable is t2rminated at each end with
a resistance equal to its characteristic impedance, Ro. This shielding effec-

tiveness is related to the transfer impedance (expressed in ¢b) by

ZT(db) = 20 log RL -(S.8.) , (ic< {1.70)

where the units are decitels referenced to one ohm, and RL is the zotal re-
sistance of the center conduct and its loads, i.e. RL < ZRO. An illuystration

of the relationship between shielding effectiveness and transfer impedance is
shown in Figure 4.1. The relationship of shielding effectiveness to cable
Tength can be derived from (4.4). This relationship was experimentally veri-
fied [4.3], i.e.

2-
AS.E. = 20 10910 EL R (1<) (¢.7170}
2

where AS.E. is the decrease in shielding effectiveness resulting from increas-
ing a cable of length 1, to length 2 (l]>12). Thus, tne shielding effactive-

ness of a 100 meter cable is 40 dB less than that of a 1 meter cable. In acci-
tion to the definition of shielding effectiveness in {3.9) there are numerous
other definitions. Each definition is strongly dependent upcrn the geometiry o7
the test fixture, cable lengths, and cable loading. =ence, *ne usefulness ¢~
the shielding effectiveness conceprs are generally limited tc gdirect ccmzaeri-
sons of cables tested i1 the same fixture under tne same test c3nditzio~s. ~re
concept of transfer impedance is independent of %testing and for <nis reascn °
is more general. Thus, the concept of transfer impecanca is uses “n tnis Ina:s
ter.

[ e

-——
[ ]
a2




@ -
4
n -
4. 79
: 85% Coverace ‘
~ 3" e 4
2 SE - s raid Angle -

I SE = 20 Lo9 T2 1 Meter Lengg.h g ‘
: w E0F Y72 -socms 1 @ ;
g 0 £ -

L ] g §

. S 60p Jg ©

- -
- v - 4
- $ i
3 “ 40 120 § '
i o = .
] £ :
= 2 ' -
g 2 20 t 1 1-+0 ~ . N
h 3 Z‘db = 20 Log Z; - 20 Log ,i 3
0 : : t 159 -
{ 0.1 1 10 1C0 ]
r T
Frequency (MHZ) ]
O
Figure 4.1 Shield Effectiveness and Transfer o]
f Impedance [4.3] :
f ' 1
; —
L 3
g ]

i 108
4

1
1




.'..‘T_r".‘.‘l LV‘\"*‘ T-—r'.—‘*—r-rvvvrfrvrr YY‘" e

9
4
)
]

VP SN YD WO SR ca PR

From the transfer impedance, a means of determining th2 transient level on
inner conductors is possible. Whenever possible, the actual measured transfer
impedance values should be employed in determining cable shielding. Measured
data for many Navy cables is presented in Section 4.2.6. When measured data

is not available, an approximate transfer impedance can be calculated. Sec-
tion 4.2.2 discusses methods for determining the transfer impedance of solid
shields. Section 4.2.3 discusses methods for calculating the transfer imped-
ance of leaky shields. In Section 4.2.4, methods for calculating multiple
shield transfer impedances are presented. Use of the transfer impedance in
choosing interface cabling is illustrated through an example in Section 4.2.8.

4.2.2 Solid Shield Transfer Impedance

The transfer of energy from the solid shield onto the inner conductor is
primarily through diffusion. For a solid shield of conductivity A the trans-

fer impedance ZT is given by

-

+ 3 1 (¢.32)
ccc sinn i

where

. . -1/2
j + i ;
.wuo(cc 3 EC)J

b |

§9 <h3* RPN

/
- b
Ve Ly

T = shieic thickness, assuming 2
T <« rc. tme s=ia’c cuza~ rz

. L v e . /
2 skin dezeh irm t-e snizls ,\ff__

(4]

A plot of the normalized transfer impedance, §T%£_FT and its phase, obtained

from the plane-wave solution, is shown ir Figure 4.2. Also shown in Figure ¢.2
are the high frequency and low frequency ipproximations to the transfer im-
pedance.

The results in Figure 4.2 are based on the foilowing a.,umpticns:

1. The shields are good conductors (:f))“ic)'
2. Diameter of the cable is small compared to the shortest wave-
length of interest.

3. The current is uniformly distributed over tre circumfarenca
of the cable.

4. The coupling between the core currert anrd tne cuter snieid
current is loose, so that variations in tne intaricr currents
(associated with differences in their terminaticns’ da rct cz
significant changes in the tctal catle current,
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5. Radiation of the conductor can be neglected.

For reference purnoses, the skin depth for various metals versus frequency is
shown in Figure 4.3.

4.2.3 Transfer Impedance of Leaky Shields
4.2.3.1 Braided-Wire Shields

The most common type of shielded cable is the braided-wire shielded cable. An
analytic determination of the transfer impedance and transfer admittance for
braided-wire cable is possible by taking into account diffusion through the
shield and direct field penetration through the numerous apertures in the cable
shield.

The transfer impedance for a cable having a braided-wire shield is shown in
Figure 4.4 and is given by [4.4].

ZT = zd + juM12 (4.14)

where Zd is the transfer impedance due to diffusion through a solid shield
having the same 0C resistance per unit length as the braided-wire shield, and

‘M12 is the mutual inductance term. The mutua! inductance term takes into ac-

count the direct magnetic field penetration through the numerous rhombic aper-

_tures in the brajded-wire shield. The diffusion term and mutual inductance

term are

4 (1+/)d/®
=d*NCao cos a sinh(l +j)d/6

Z,=

—
3>
.

—
(O] ]
~—

-

.
E(e) = (1 = e )K(e)

!‘o K)J/‘ !‘/ V']
arvd K(e) - E(e)

—

,v,.~—5i-(1 Ky (a < 45°)

(4.16)
(a > 45°).

where
d 1is the strand diameter,

& js the skin depth in the shield at the frequency
of interest,

N is the number of strands per carrier, (3.17)
C is the number of carriers,

is the conductivity of the wirss,

«
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K is the optical coverage of the braid,
a is the weave angie, and -
K(e) and E(e) are the complete elliptical integrals of
the first and second kind, respectively, which are
dependant upon the eccentricity.
The eccentricity of an elliptic aperture which approximates a rhombic hole is
[ 2 0 .
_IVv1 - tan®sy (2<45°)
¢ 7/ 2 (4.18)
1 - cotta {2>45°) ’
The optical coverage is
NdC -
- i
" 4ra cosa (4.19)
where a is the shield radius which is small compared to the shortest wavelength :
of interest. The radius of the shield 'a' should be replaced by 'a+d' for small -

diameter cables to improve accuracy [4.4].

Figure 4.5 shows us that a group of individual wire strands make up a single
carrier. The carriers are woven about gther carriers and the weave angle is
the angle that the carrier makes in the axial direction.

The major assumption built into the braided-wire cable transfer impedance ;
that the rhembic aperturas resulting in weaving can e approximated by 2114i0-
tical holes. The transfer impedance for the braided-wire cable is very accur-
ate at lTow fraquencies (i.e. d<<§) and accurate at high frequencies (i.=2. “M12

>>}Zd|) to less than a factor of 3 [4.4].

An example of the rormalized transfer impedance fcr various optical coverages
is shown in Figure 4.6.

The transfer admittance of the braided-wire shielded cable is dependent upon
the external surroundings and is given by [4.4]

YT = jWC]Z (4'20}
where
€02 32 9 s
950 gy (9
2 PN e (221
12 C1Caq /i VT ey
e (1-K) O] (>457)

C. is the per un:t lTength mutud!l capacitance of the
inner conductor and snield,

nca ¢f tng snield,

jqY)

€, s the per unit Tengzh capacit
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¢ 1is tne insulation permittivity.
The correction factor

z€
g = (4.22)

e*ez

takes into account that the cable sheatn dielectric covering €y and inner

insulation dielectric can differ. The dielectric sheath is composed of both
the outer cable insulation and surrounding media (i.e. air, water, etc.).
Tne remaining parameters in (4.21) are given in (4.17), (4.18), and (4.19).

Table 4.1 summarizes braided-wire shield characteristic parameters for popular
coaxial cables. Figure 4.6 compares braided cable transfer impedance with the
corresponding solid shield (TUBE).

4.2.3.2 Tape Wound Shislds

Another popular method used by manufacturers for shielding cables is the tape-
wound shield. This process of shielding can be divided into three distinct
categories. The tape-wound shield can have the turns not overlapped and no con-
tact between the turns, or the tape can be overlapped, or t*= tape can have a
gap between the turns.

For a tape-wound shield in which the turns are not overlapped and have no con-
tact between turns, the transfer impedance is [4.4]

Ir = Truge * % (+.23)
where ‘
R, (1+3)1/5 |
Lruge *  STRR[(T#3)T/3] (2.24)
Z, = R, [[(1+3)T/6] coth [(i+j)T/3]+
(5.25)

. 4T
J (‘5' )zﬂtanz; .
o}
The transfer impedance is composed of a diffusion term (4.24) and a term which

relates to the axial magnetic field leakage of the tape seam (3.25). The re-
maining parameters are the OC resistance per unit length RO, the shield <nick-

ness T, the skin depth in the shield at the freguency of interst :, tne shield
radius a, the wrap angle with respect to the axial direction, and the skin
depth for the shield with the permeability being that of free space 4. Ticur2
4.7 shows a cable having a tape-wound shield. Figure 4.3 shows the chance in
transfer impedance as 2 function of spiral angle. This figure snows that at
low frecuencies (i.e. T<<:) the larger soiral angles result in a larger trans-
fer impedance. At high freguencies (i.a. T>>i}, the smaller wrap angle nas tre
lowest transfer impedance. Yote that as the wrap angle aporoacres zers trat
the cabl2 transfer impedance agoroaches the solid snield solution.
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Table 4.1 Coaxial Cable Shield Parameters [4.4]
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Table 4.1 Coaxial Cable Shield Parameters (concluded) 4.41 -
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Figure 4.7 Illustration of Parameters for a Single-
Layer Tape-Wound Shield [4.4]
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For the other types of tape-wound shields, the transfer impedance can be cal-

culated using (4.23), (4.24), and (4.25) providing the wrap angle is modified
accordingly. For tape-wound shields where there is a gap between turns, the -
wrap angle is

a = cos']((w+wo)/zra) (4.25)

where W is the width of the tape and wo is the width of the gap. For tape-
wound shields where there is overlap between turns, the wrap angle is

a = cos']((w-wo)/Zwa) ’ (4.27)
where W is the width of the tap and wo is the amount of overlap.

For the case where there is a gap between turns, the cable shield does not -
provide for 100% optical coverage of the inner conductors. Consequently there ‘
is a transfer admittance associated with the tape-wound shield with a gap be-

tween turns. The transfer admittance is given by (4.20) and the capacitance

per unit length is [4.4]

2 -
C, W
C12 = ____l_%_Q___ (4.23)
64=ca” cosu

where C] is the per unit length mutual capacitance between the inner canductors
and tre shield, C2 is the capacitance per unit length for the shield, a2nd :z is
the dielectric constant of the insulator.

4.2.4 Transfer Impedance For Cables With Multiple Shields

The equivalent transfer impedance for multiply shielded cables can te obtained
by multiple applications of the two layer transfer impedance formula given in
(4.5). For example, suppose we have the triply shielded cable with a solid
tubular outer shield, and two inner braided-wire shields. For simpiicity, sup-
pose that the characteristic imcedance of all three shields are tne same, Z

The equivalent transfer impedance is o
.2
T1°72 .-
7. = < (4.29)
T 22o + Julys
where
7 = .ﬁ-’iT_‘*_ (4.20) -
|2 ZZO + JQL34

where Zﬂ is the transter impedance of the inner braid, ZT3 is the cuter bLraid
transfer impedance, Z,, is the tubular shield transfer impedance, L,, is ine -
p T4 3

b
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mutual inductance between the braided shields, and L34 is the mutual incduct-
ance between the tubular shield and the outer braicded s ield.

The characteristic impedance is in general determined by the cable geometry.
For example, the characteristic impedance for a coaxial cable is

7 = Nulz ggb (4.31)
0 2- a
N
' where a is the outer radius of the inner conductor, b is the inner radius of
the outer conductor, u is the permeability of the insualtion, and ¢ is the
the permittivity of the insulation.
- 4.2.5 Shielded and Unshielded Twisted Pair Cables
L In single conductor transmission lines, the return path for the circuit is

either through the ground system or through the shield of a shieldea cable.
The ground loop formed by the transmission line can couple considerable energy
v to the circuit elements. To minimize the induction loop area and consequently
g voltage sources, twisted pairs of cables are often used. A detailed discussion
of the coupling mechanism is in Section 9.2.1 of Grounding and Bonding.

A time varying uniform magnetic field impinging radially upon the twistea pair
cable provides for approximate elimination of the voltage sources (see Figure

4.9a). This is because the net induction loop area in the direction 0f the
magnetic field is less than one twist of the cable pair.

For a time varying uniform magnetic field impinging axialiy on the twisted pair
cable, the effective induction loop area is a circuiar loop the radius of ire
insulation on one of the twisted pair cables times the number of twists in the
cable (see Figure 4.9b). This composes an air wound solenoid. Thus it is pos-
sible, although not probable, to couple large amounts of energy into a system.

When the magnetic fields are not uniform there is even greater coupling to the
twisted pair cable. This coupling is generally small due to the small loop
areas formed by the cables.

When a twisted pair is shielded, the current sources driving the cable are
greatly reduced. This is because the shield reduces the electrostatic coupling
into the cahles (i.e. small transfer admittance). This is part of cable shield-
ing and is discussed in the previous sections. Low magnetic and electrostatic
field cable coupling is thus possible for shielded twisted pair cables. Thus,
the use of shielded twisted pairs can virtually eliminate spurrious signals
from appearing on signal lines.

4.2.6 Measured Surface Transfer Impedance of Navy Snielded Cabies

This subsecticn describes the results of a testing effort to measure the s.r-
face transfer impedance of a number (15) of shielded cables currently in use

by the U.S. Navy [4.5]. The objectives of this test effors was to Jetermire ine
shielding provided by these cables.
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The tests were carried out using the triaxial test figures and the swept fre-
quency continuous wave (CW) test procedure. described in Section 10.2.

A general description of the fifteen (15) types of shielded cables tested and
their physical/electrical characteristics are given in Table 4.2. As can be
seen in the table, the shield designs of all cables except the 2SJ-11 are of
braid-wire construction. The 2SJ-11 cable shield consists of a spiral-wrapped
copper tape. All of these cables are used in shielded circuit applications
aboard U.S. Navy ships. These applications include weapons control, radar,
NTDS, sonar, interior communications, lighting, and power circuits. Of the
cables listed in Table 4.2, only the 2SWU-1 and DSWS-4 are watertight cables.
These cables are used where a watertight ‘deck or bulkhead is to be penetrated.

The cable geometry parameters are provided in Table 4.3 for reference purposes.

A summary of the measurement results is presented 1n Table 4.4. Continuous
plots of the magnitude of the transfer impedance as a function of frequency
are given in Figures 4.10 through 4.24.

4.2.7 Supplemental Measured Surface Transfer Impedance of Shielded Cables
and Discussion

From the measured transfer impedance and shielding effectiveness of other
snhielded cables, some general observations concerning the shielding effective-
ness of shielded cables can be made. That is, the shielding effectiveness is
affected by corrosion, choice of shielding material, grounding of the armor
shield, braid angle, wire size and use of multiple shields to name a few. This
subsection addresses some of these effects and their relation to the shielding
effectiveness of shielded cables.

Reference 4.1 gives some computed results for a double solid shielded cabie 84C
meters long with a core of 8 pairs of 16-gauge copper wires and 18 pairs of 19-
gauge copper wires. The cable shields were shorted at the ends, and the core to

inner shield termination was open c1rcu1ted The other characteristics are
shown in Table 4.5.

Figure 4.25 shows the transfer impedance magnitude as computed from (4.3). Fig-
ures 4.26 and 4.27 illustrate the current response to a unit impulse of current

in the outer shield and the voltage response to the same impulse.

Eranﬁfer impedance measurements of five different cable types are listed below
4.1]:

RG 62B/U, single shield (Figure 4.28)

RG 13A/U, double shield (Figure 4.29)

RG 58A/U, triax (Figure 4.30)

Electronic Specialty Co. Evaluation Test Cable 0.170-incn
diameter solid shield (Figure 4.31)

5. RG 12/U Armored:
a. with armor floating (Figure 4.32)

b. with armor borded to the cable outer conductor at
ends (Figure 1.33). (NOTE: the bond was mace using a

bW N -
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, Table 4.2 General Description/Characteristics of Navy Cables Tested [4.5]
Nune & O lo. of Conductor Dine . Hax., Amperes Federad
3 m«wm t wmso Cnars Nom. Diam.} Nom.Area Cable O.D. Rated per Conductor - . Glock
! desigration Moy Voltage Shleld Type .
in Inches CH Inches fax( RMS ) ) J lhenoves
Cable nches Hax(RF D.C. 100H 2 GLhS -
283-7 2 0.171 22.000 0.605 600 56 56 |Tin coates 110-6247
g copper bLraided
shicld.
35J-1k 3 0.072 3.831 0.325 600 1k 1L 828-030%
! k5J-20 b 0.0h1 1.216 0.280 600 6 - 110-639¢
MCCG-2 2 0.0k9 1.608 0.4G0 600 5 -~ { Uncoated 913-7237
copper braided
shicld,
*MCOS-5 5 0.028 G.525 0.305 300 3/1 - 1 9L7-23h2 | o
: D55-2 2 0.0h8 1.719 0.390 600 6 -~ | Tin coated otk-5273 |
r. copper braided
shield.
DSS-h 2 0.076 h.hot 0.500 600 13 - — 913-2%01
b ¥S5-b h 0.076 h.hoT 0.625 600 - 13 -- 4 955-7CL3
| 1se-2 7 0.0h3 1.779 0.625 600 - - 4 903-5727
15-37 37 0.057 2.h26 0.800 300 -- -~ - 079-1287
25iU-1 2 0.016 1.620 0.235 = -- -- T 901-0931
*¥1575¢U-8 8 0.031 0.700 1.080 -— - -- 811-L611
L 2AU-L0O 80 0.031 0.700 1.370 600 -- -- n%:. 905-7255
L DEvS-h 2 0.076 b.LoT 0.800 - - -- . 176-3513
N 25J~11 2 0.1¢8 9.016 0.kh3 600 3 1¢ | Spiral 110-6302
) wrapped
w cepper tape.
ﬁ % This cable has one shiclded pair and three single unshieldod conductors.
" t% Tiis cable conteins 8§ chielded coaxial lines without ary common overall shicld.
N & A STDSTIN. SRR, 4 EREETE:. S0
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Table 4.4 Summary of Test Results [4.5]
Cable Type Marnitude of Mensured Surface Transfer Impedonce nt
0.1 Mz 1 Nilz 10 MBz 100 M=
2501 5.2 m/m 2.8 mQ)/m i mft/m 200 mfd/m
355-1h 1.5 8.h 2l h50
hsJ-20 12.5 8.h h2 560
1iCQG-2 12.5 10.8 13 170
1CO3-5 15 2 Hwo Larpe*
DES-2 18 30.5 190 Large* |
DsG-h 11.h 16 90 Larpe* b
15S8-h 13.5 26 165 Lnrge*
735-2 13.5 27.5 170 850
1S-37 6.8 16.8 120 large*
25WU-1 18.5 20.5 115 Large*
*#1575MU-0 0.22 0.1k Drelow noise level Q
DSYS-h 12.3 26 185 Large*
2AU-h0 11.5 h3 300 Large®
25J-11 15 132 270 Large®
** This cuble has 8 individually shielded coaxial lines without any outer common shield.
* "Large" implies the magnitude of the surface transfer impedonce is larper than
1000 m§/m.
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1700 - 1007 | mTmm oot T
Cable Type: 4SJ-20 Cable Type: MCOS5-2
Braid Anpgle o = 25° Braid Angle o = 30°
Fill F = 1.43 Fill F = 0,76
Optical Coverage K = 817% Optical Coverage K - 947
100 | 100 ¢
= E
= 3
£ C
. [ -
~N ~} un
10 10 N
,— 1 1 ,— A L
0.1 1.0 10 100 0.1 1.0 10 100
! Frequency (MHz) Frequency (Miz)
[ Figure 4.12 Measured Amplitude of Surface Figure 4.13 Neasured Amplitude of Surface
Transfer lupedance for 4SJ-20 Transfer Iwpedance for NCOS-2
_ Cable :.mm Cible [4.5]
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