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1+ INTRODUCTION

This report describes an analytical assessment of the AN/USM=410
automated test system which wam performed to determine and improve, if
neceasary, the system's survivability to the nuclear electromagnetic
pulse (EMP). Preaented are the philosophy and technigue of the assesa-
ment and conclusions and recommendations relating to the system's survi-
vability. B8ection 1 provideu an overview of the assessment including a
summary of conclusions and recommendations. lLater sections describe
partinent aspects of the asseasment in greater detail,

e bk e Pt .

The aesessment is referred to as analytical because the gunclusions
are based primarily on the application of analytical pred.-~-ion tools,

genaral knowledge of the performance of electronic eguipment and FMP 3
protection measures, and extrapolation of data gathered from past iﬂ
testing of other military electronic systems. Actual hardware and final §';

schematics of the electronic circuits to be used in the AN/USM=410 ware
not available at the time of this assessment. For this reason no system
testing was performed, Limited laboratory temting was performed to :
characterize the performance of some components. A

The assessment wag aponsored by the Product Manager (PM), Test
Measurement and Diagnostic Bystems (TMDS8), U.8, Army Materiel Develop-
mant Readiness Command (DARCOM)* who is the system developer, At the
x request of PM-TMDS, the asseasment considersd only the van=-mounted
! configuration of the AN/USM=410 and A4id not consider the survivability
; of external support ecquipment such as the mobile electriec power (MEPR),
Figure 1 and tahle 1 identify tho nomenclature associated with the
AN/USM=410, In precise terms, this effort assessed the 0Q~290 Elec=
tronic Equipment Test Facility, which includes the AN/USM=410 Eleotronic
Equipment Test Station with the MK=2046 Power Protection kit and
installed in tha V=516 Teat Facility Vvan. All conclusions and recom=-
R mandations presented here refer to the complets van configuration. The
results are not relevant for other possible AN/USM=410 configurations
since the protection provided by the van and system installation in the
van are prominent factors in the overall survivability. Throughout this
report refarences to the AN/USM=410 gphould be interpreted as referring
to the 0Q-290 van confiquration.

H s The AN/USM-410 van configuration is an automated test equipment
: (ATE) facility housed in an XM-995 35-ft memitrailer van. The XM=995 ia
‘§ | A modified XM=913 semitraller van (modifications are discussed in later

. sactions), System power ls provided by either MEP (in the 30= to 60=-kW

‘ range) or commercial power (220 Vac, 3 phase, 60 Hz). The ATE consista
of commercial, off-the-ghelf automatic data processing (ADP) equipment
which controls spucially designed test and interface equipment,

T Y T S TR Y PTOR

\ *A glogsary of terms and acronyms 1s included at the end of this
report,
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TABLE 1. AN/USM=410 NOMENCLATURE

Revised 3/20/80

Nomenolatura {comments)

Type dsaighator

National stook
NO+

1,
3.
3
4,
LN
6,
T
8.
9
104
11,
12,
13,
14,4
19,
16,
17
18,

20,
AR
22,
2%,
24,
28,
ELN

Tent and repair aystem, slec aquip, family
Taut and rapair aystem, elec aquip

Test facility, sleo equip, family

Teat facility, elec squip

Repair facility, elec aquip (uses XM=991 van)
Powey protmat kit

van, test facility, family (modified XM=998% van)
Van, tent facillty {modified XM«993 van)
Test station, alec equip, family

Test station, saleo equip (18 dHe)

Tast atation, aelec equip (18 GHx for van)
'fest station, elec aguip (300 MHe)
Computer contrul group, family

Computer control group, fixed inat
Computer cantrol group, van inat

Powet supply group (DC atation)
Interannnaot~interface group

Teat station group, meam=stim

Tegt station yroup, mlavowave

Magnetic tape group {tape atation)
Opsrator nontral group {(control atation)
Video display tarminel (HP 2645A)

tine printar (DG 4219)

Line printer (mil type M3P=3609<240A)

Xit, teut accaanory (for 1A=GHr symtwnn)

Rit, tamt accasmory |[for 500-MHz gystemn)

AN/MBM=10% (V)
AN/MBM=108(V)1
0Q~290 (V' /MBM
0Q=290 (V) 1 /MEM
OA=B991/MBM
MR=2046/MEM
VeB16(V)/MBM
VoS 18(V)1/MBM
AN/UBM=410 (V)
AN/UBM=410(V) ¢
AN/USM=410V)2
AN/UEM=410(V)?

OL=204 (V) /UBM=410(V)
DLeZ04 (V) 1/UBM~410(V}
OL=204(V)2/UBM=410(V)

OP=123/UBM~410(V)
ON=180/18M=410(V)
00=249/USM=410(V}
0Q=251/U8M=410(V)
OL=244/U8M=410(V)
OR=417/118Mad 10 (V)
AN/FPYQ=02
RP=275/11YQ
RP~363/UYQ
ME=2092/084=410 (V)
MR=204%9/1BM=41G(V)

None required
Panding

None required
Pending
6628-01-070~4404
Panding

None required
0625=-01-0089-R667
Hohe racquired
6625-01-07+016%8
882%01=069-4233
8062%«01=07"7=5452
None required
6625=011=070-4405
682%«01=070+4403
6629-01+0%7-6209
6825=01=068-A368
6618=012066n4493
6625=01=052-1241
Panding

Pending

Panding

Panding
1R96-01=~08%+1437
Pending

Pending




The ATE will, with limited operator control, test and verify correct
operation of supported electronic equipment from major items down to
printed circuit boarda. The ATE can isolate faults to the replaceable
plece~part lavel. The ATE consists of computer-controlled, modular
building blocks which comprise a flexible (hardware and software) system
which can be configured into specific testing stations to satisfy
varying usor neede,

The AN/USM=410 van configuration is deployed with a second van which
ferves as an electronics repair facility (ERF), This van contains the
neceasary tools and aquipment for accomplishing required repaira. Plans
call for the interconnection of the ATE and ERF vans at the side doors
with a canvas covered passageway (refer to Elactronics Command (ECOM)
drawing SC-D=506827).

The AN/USM-410 is planned to provide general aupport (GS) and
divigional and nondivisional aviation intermediate-~lavel maintenance
(AVIM) support to over 50 itema of communications-electronics/aviation
equipment, The systam does not have a communications requirement, This
study asaumes, however, and initial prototypes provide for, an intercom
between the ATE and ERF vana and a field telephone within the ATE van,

It is important to include a note of warning at this point regarding
application of results presented here to other systems, The conclugions
and recommendations presented hare refer to a specific configuration of
a apeoific uwystem, tha AN/USM=410 van configuration. The effectiveness
and adequacy of particular aystem features and hardening measures
discussed in this report depand on many system~dependent Ffactors and
thair interrelationships. The same gystem features and hardening
measures applied to another system will not necessarily ba appropriate
and adequate for HEMP aurvivabllity of that system. Until such time as
comprehensive EMP hardening standardes and specificationas ara available
for systems and thelr components, each system muat be assessed individ-
ually.

1«1 Objective

The object of this project was to assure the survivability of
the van=mounted version of the AN/USM=410 to the eoffects of the EMP
produced by nuclear weapons. EMP survivability is specified in the
AN/USM=410 ROC (Required Operational Capability)l in paragraph 5a(19) as
follows: "The AN/USM=410 will provide nuclear survivability to effects
of electromagnetic pulse (EMP) in the mounted configuration in the

— _ .

Required Operational Capahility (ROC) for AN/USM=410 Automatic Test
Eyuipment (ATE) Faclility, U.S. Army Training and Doctrine Command, ACN
22358 (22 February 1980),
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field, excluslve of the power plants, which were not developed as part
of the aystem." No other nuclear survivability requirements exist. WNo
spacific quantitative nuclear EMP survivdbility criteria have been
placed on the system,

Guidance from PM=TMDS has directed that Harry Diamond Labor=-
atories (HDL) (1) should address only the survivability of the van-
mounted version of the AN/USM-410, (2) should not addrass the surviv-
ability of the MEPF, and (3) should limit survivability considerations to
protection of the system ADP equipment from hardware damage (see defini-
tion of damage and upset in glossary). This latter guidance is based on
the philosophy that EMP-induced upset is tolerable since the system
mission does not require either the ability to operate through a nuclear
event or the rapld recovery from upset.

The sapecific nuclear threats addreased by this wvulnerability
and hardening assessment were limited to the high-altitude EMP (HEMP) at
the threat levels commonly prescribed for Army tactical syatema. Thia
position is consigtent with the lack of a required balanced hardening
requirament for protection against the other nuclear aeffects (blast,
thermal radiation, and nuclear radiation) and im appropriate for the
AN/USM=410 mission and planned deployments. Since no requirement exists
for survivability to blast, thermal radiation, and nuclear radiation, it
is felt that there is no hasis for examining the low=altitude EMP (LEMP)
or other forms of EMP (other than high~altitude EMP==HEMP), In general
cases, where these other forma of EMP are significant, the effects of
blast, thermal radiation, and nuclear radiation would control the
vulnerability of the system's hardware and operations personnel.

Hardening the AN/USM=410 to the HEMP threat will in no way
degrade the system's pgurvivablility to any other nuclear weapons
effacts. Hardening measures recommended for protection &against HEMP
will contribute to enhanced survivability to LEMP. Incorporation of all
recommended HEMP hardening measures and the certification of the system
as being hard to HEMP will indicate an improved survivability to LEMP,
Howaver, unless the LEMP case is specifically addressed, these measures
are not known to be adeguate hardening for any specific LEMP threat
scenarios,

The bhasic gquiding philosophy was to asaess the protection
inherent in the system design and configquration and attempt to limit any
needed supplemental protection measures to (1) primarily, the overall
gystem inclosure {i.a., the van structure, entry panels, external cables
and cable entry points, doors, vents, external ground aystem) and
(2) secondarily, hardware inatallation technicques internal to the van
(cable routing, cable shielding or ducting, interrack tranaient




protection), Thie philosophy was mutually agreed by HDL and PM=TMDS to
be the baat approach in that it takes full advantage of the potential
protection provided by the XM-995 van while minimizing the need to make
costly modifications to the commercially available and proven internal
ADP hardware,

Another reason for setressing HEMP protaction at thes overall
inclosure level is that the ATE internal circuitry is not permanently
and totally defined and may change in the future. In future years
alternate sources or improved models of ADP equipment may be used.
There is a substantial benefit to being able to provide HEMP surviv=
ability indepandent of tha internal system components,

1.2 Summary of Rasults

Based on this analytical assessment, engineering judgement is
that an acceptable level of HEMP survivability can be provided by
protection afforded at the overall inclosure lavels., No need exists for
modifications to the ATE. A reasonable level of survivability which is
consistent with the mystem's mission and planned deployments is expected
when the raecommendations outlined below are properly followed,

No quantitative confidence level can ba assigned to this
prediction without system teating, which was not part of this effort.
In order to define a confidence level and verify the survivability
predicted here, it is recommended that limited testing of the system in
a simulated EMP environment be performed., Because of tha many inter-
related physical variables which contribute to EMP survivability and
because of the limitations of present analytical prediction tools,
testing is necesaary to reach a high«confidence EMP survivability con=-
¢lusiont Development of a data base of EMP test data for the XM-995
type semitrailer is important, not only for the AN/USM=410, but also for
the many other Army systems which use similar vans.

XM=-995 van.--The XM~998 gemitrailer van (modified XM-913) basic
construction is considered acceptable for the required HEMP pgurviv=-
ability with the exception of the doors and air-conditioning mounting
points which are discussed belows This conclusion is bamed on examin=
ation of engineering drawings, applicable T™'s (technical manuals), on-
site inspection of one van at Tobyhanna Army Depot (TOAD) and raview of
the 12 February 1980 shielding effectiveness test report by Martin
Marietta Corporation.? The shielding effectiveness provided by the van
is generally in the desired 60-dB range, except at certain frequencies
at locations adjacent to the van doors.

2w, L. Clark, Report of Shielding Effectiveness Test for Miller
Trailer Model: XM=913 Semitraller, Product Order 0375, Martin Marietta
Corporation (1980).

10
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Bettar semitrailer vans can be provided by the U.S. Army Tank-
Automotive Materiel Readiness Command (TARCOM) and are provided at
present to Pershing II. Such vans are desirable for HEMP protection but
the added cost is estimated at 50 percent, The selected XM=995 van is
as good as any available semitrailer which has not been specifically
designed as a ahielded shelter. If future AN/USM«410 survivability
requirements ars made more rigid, or if HEMP survivability deficiencies
are identified, then oconversion to & better shislded semitrailar van is
& primary recommendation for achieving an enhanced HEMP wargin of
protection.

Van_door seals.=-On=site examination of the first prototype van
at TOAD has produced sarious concerns about the radio frequency inter-
ference (RFI) seals around the van deors: ‘The design of the door seals
and the material used appear acceptable., The construction tolerances
and ingtallation techniques, howsver, are suspsct. The van sean at TOAD
had marginal problems on both side and rear doors. The seals ware not
installed completely as axpacted., The RFI seals ware not one continuous
piace joined tightly at the top of the doors. The seal material showed
signs of distortion at several places. The most serious condition was
that the RFI door seals did not mate with the door frames over the full
width of the seal at all points around the pariphery. This situation
produces the concern that, after field use and the resultant inevitable
distortion of the seals, there will be places around the door periphery
where the seals do not mate at all,

The RPFI shielding test roport2 indicates that, for one van,
attenuations ol as low as 40 4B were measured, It is recommended that
the manufucturer be requectted to review his construction and instal-
lation practices regarding the doors and RFI gseals to assure adherence
to specifiications. If assurance of an improvement is not obtained it is
recommended that PM-TMDS consider converaion to an improved type of door
geal.

HEMP~produced transients on the semitrailer skin will produce a
significant and troublesome voltage differential across mating joints
vwhere proper nhielding is not present. This voltage differential will
induce transient currents on internal cabling routed near the fault.
The ATE signal cabling will not be affected since this is routed well
away from all doors (and all other apertures for that matter, which is
excellent), Of concern is the power cabling which is routed periph-
erally around the doors. Signal cabling is not routed with power cablas
at any point, so there should be rno problem of coupling power cable
transients to the mignal cables.

¢w. L. Clark, Report of Shielding Effectivendss Test for Miller
Trailer Model: XM=913 Semitraller, Product Order 0375, Martin Marietta
Corporation (l1980).
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It is imperative that operations or maintenance proceduraes call
for periodic inspection of the door RFI nmeals, If surfaces are dirty or
seals are broken or distorted, then maintenance should be performed to
rectify the problem,

Van_doors--Standard Operating Procedures.==The poseibility that

van doors will be left open is a major concern. All van doors must be
cloged and tightly latched to avoid saorificing the majority of the
shielding benefits provided by the van structura. It is recommended
that (1) an all-metal RFI-guality shielding inclosure be fabricated and
used in place of the canvas passageway, (2) strict and reallizable
standard operating procedures (SOP's) be defined to insure that doors
are normally closed (and tightly latched), or (3) the ATE nust be
required to meet transient specifications that will permit survivability
in the less-~ghielded environment that results from open doors.

Power and signal-entry panel.-=Examination indicates that
design and inastallation of the entry panel is adequate for the required

HEMP survivability. The only concern here is that TOAD had not provided
to PM-TMDS or to HDL any documentation defining the entry panels.
Knowledge to date is based on an on-gite inaspection of one custom-made
and =ingtalled entry panel. ‘There is no documented assurance that all
entry panels will be as good, although TOAD SOP seems to be good.

Alr-conditioners.==The installation of the air-conditioning
units examined on the one van at TOAD revealed a sgerious deficiency.
Large spaces were present at many points and over large lengths around
the periphery of the air-conditioners where they mate to the van body.
TOAD indicated they were aware of the problem and explained that their
plane call flor sealing the jointas with a conductive caulking. That
treatment is the minimum that should be performed., It is recommended
that PM~TMDS obtain RFI shielding test information on the finished
product to verify an acceptable shielding effectiveneass,

The air-conditioners selected for use are not the available
alectromagnetically hardened type. No electromagnetic shielding is
present over the vents. Honeycomb=type shielding i1s desired for the
vents, although it is not known without HEMP tasting whether this is
neceasary. At minimum, RFI testing should be performed to indicate
approximate 1leakage levels. Such testing sghould be made at a wide
diastribution of points within the van near the air=-conditioners. It may
be nacessary either to convert to the hardened types of air-conditioners
or to retrofit the present typea of units with vent shielding,

Oparations or maintenance procedures should call for periodic

inspaction of the RFI mealing around the air-conditioners. Any visaible
deterioration should be repaired.

12
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! Power and signal cable terminal protection.=-Current prototypes
of the AN/UBM~410 have filters installed on both the power cables and

signal cables where they enter the van, Neo further terminal protection
devices (such as surge suppressors) are used at the entry points.

l The particular filters usad are 3judged to provide adequate
protaction for the desired HEMP survivability for the AN/USM«410 van
configuration examined.

The power filters presently supplied are All-~tronics part
number AS5053 and are specified by Military Control Drawing 02777 1969~
4W, The filters are specified to provide 100 4B minimum over the fre-
quency range from 15 kHz through 10 GHz. These filters provide adequate
attanuation for protection against predioted HEMP transients coupled to
exterior powar cables for this particular AN/USM~410 configuration.

The signal filters presently used are Sprague part number JW17
1122, Two sample filters were acquired and characterized in laboratory
tests (see appendix A)., The filters provide marginally acceptable
protection. 8ince (1) the AN/USM=410 misasion does not have an essential
communications requirement and (2) field telephones have been shown in
previous testing not to be highly susceptible to damage, the signal
filters used are judged to be adequate.

It is recommended that the final drawings and specifications
require all future AN/USM-410 systems to include power and signal
filters at least as effective as those now used.

Grounding.=~For grounding the AN/USM=410 van externally to
earth, normal Ammy grounding procedurea are acceptable, with the
following additional recommendations: One ground rod should bes located
as oclose as possible to the combined signal and power-entry panel, The
ground strap connacting the entry panel to the ground rod should be as
low an impedance as possible. This suggests selecting a ground strap
with a large surface arva such as a wide flat braid rather than a round
conductor.

The intent is that the external ground system should present as
low an impedance path to earth as possible for the frequency range from
10 kHz to 100 MHz. This will allow transients to be quickly dissipated
to earth rather than distributed over the van body.

2. BEMP OVERVIEW AND ASSESSMENT APPROACH
This section is intended to stress fundamental c¢haracteristiocs and

concerns of the HEMP threat relevant to the AN/USM=410 asgessmeéent. For
a brief yet comprehensive overview of EMP the reader is directed to
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chapter 11 (pp 514~540) of Department of the Army pamphlet No. 50-3.7 A
sscond reference partioularly relevant #o the AN/USM-410 is the Harry
Diamond laboratories report, HDL-TR=1891, sactions 3.1 and 3.2.% This
report was reviewed by PM-TMDS as initial guidance for hardening the
AN/UBM'41°U

The HEMP threat is of major importance because of the wide geo-
graphical area over which the effect is felt from a single nuclear
burst. The potantial for widespread damage simultanecusly to many
systems is of great concern. A single nuclear burst of a few hundred
kilotons or more exploded above 19 miles (30 km) will generally produce
electromagnetic fields in excess of 25,000 V/m on the ground in all
directions as far as the line of sight. A burat at an altitude of 50
miles (80 km) will affect a land area with a radius of roughly 600 miles
(965 Xm). A burst at an altitude of 200 miles (320 km) would affect an
area greater than that of tha continental Unlted States (see DA PAM 50~
3, p 519, par 11.18),3

The HEMP effects are not accompanied by any other nuclear effects
(blast, thermal radiation, and nuclear radiation). HEMP poses no signi-
ficant threat to personnel (sea DA PAM 50-3, p 521, par 11.20).3

The AN/USM=410 draft version of the ROC (27 July 1979)5 tentatively
predioted deployment of 27 systems in the continental U.8. (CONUB), 4
systems in the Pacific, and 13 systems in Europe, A single high=
altitude nuclear burat could damage all HEMP-susceptible systems either
in the CONUS or European theaters. Although, by tradition, aupport
squipment such as the AN/USM=410 may be considered a low priority for
nuclear hardening, in reality the AN/USM=410 is highly oritical bscause
of the nature of the equipment it is intended to support. PM=TMDS has
davelopsd and functionally proven an excellsnt ATE system for which the
Army has a oritical need. If the Army must be able to operate
effactively for extended periods after inital nuclear action, than kay
maintenance support systems, like the AN/USM=410, must bs nuclear
hardened to at least HEMP,

5The Effects of Nuclear Weapons, Department of the Army, Pamphlet No.
50=3 (March 1977 ).

YPhomas A. Rose, HEMP Study of Planned DAS} Configuration, Harry
Diamond Laboratories, HDL=TR=1891 (June 1979).

Sproposed Required Operational Capability (ROC) for the AN/USM=-410
Automatic Test Equipment (ATE) Facility (27 July 1979).
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Because of the possibility of losing all theater AN/USM«410's, the '
possible contingency plan of reverting to backup systems is question=- 3
able, However, a backup system might survive where & deploysd system
would not, if. the backup system were stored in a more shielded environ=-
ment and/or were not configured in an operational mode with power cables
attached, eto.

The AN/USM=410 is inherently as susceptible to the effects of EMP as i
any Army system because of the presence of low=powar logic oairouit 4
equipment and large amounts of semiconductor slectronics (see DA PAM 850- 3
3, p %25, table 11,323 and HDL-TR-1891, pp 14, 154), The AN/UBM=410 3
system configuration provides several efficient media (external power :
cabling, external ground vonductors, and possibly external field tele=- 4
phone ocabling) for coupling EMP energy into the gensitive system ocir-
cuitry (see DA PAM 50-3, p 520, paragraphe 11,16, 11.17 and table
11.179),

The installation of the system components in a metallic van is an
inherent advantage in that it provides a convenient potential means for
isolating the components from the EMP environment. The thrust of the
hardening effort for the AN/USM=410 is logically directed at bloocking
passage of the energy from the primary coupling media (external ocabling)

‘B tc the van interior. The onergy collected on theso media must be :
blocked and diverted to ground. The extarnal ground system ig important "
in two ways. First, the ground system, if not properly configured, is a E
potential means by which EMP energy may be coupled into the system 1
oirocuitry, Second, it is the ground system by which, it is hoped, IMP
energy will be diverted away from the system.

All factors that can defeat the shlelding effectivenass of the van
N or otherwise degrade the shielding effectiveness must be addressed (see
; HOL-TR-1891, pp 18, 19).  Thus, AN/USM-410 system features which
. recejved primary attention are:

, external powaer cabling

1“ power entry panel

external ground system

axternal signal lines

signal entry panel

silde door

rear door

air-conditioner installation hole
air vents

van panel svams and joints

any other holes in van structure 3

5The Effects of Nuclear Weapons, Department of the Army, Pamphlet No.
50=3 (March 1977).

“Thomas A. Rose, HEMP Study of Planned DAS3 Configuration, Harry
Diamond Laboratories, HDL=-TR=189]1 (June 1979).
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Common protection measures for other eleotrical transients,
including electromagnetic interference/elsctromagnetic compatibility
(EMI/EMC), power overloads, surges, outages, and lightning, provide some
protection against the effects of EMP, but are not adequate, Each of
those other phencmena Adiffer in significant ways from HEMP. The HEMP
thraat environment illuminates the entire system area, simultaneously
exciting all external conducting media, including all cables and the van
structure. The HEMP energy is compresased into a very brief time
windows 'T™e initial and largest peak (25 to 70 kV/m) occurs within a
few nancseconds, The frequency range of HEMP, 10 kHs to 100 MHz, is
greatar than the other phenomena. Protevtion devices for the other
phenomena=«that shield, divert, or filter transisnts==either fail to
react quickly snough, operate at the wrong levels, or fail to eliminate
an adequate portion of the HEMP~induced anergy.

2.1 Assagsment and Hardening Techniques

The common and preferred technique for assessing and hardening
a system to the EMP threat is first to psrform an analytical study and
second to verify hardneas through testing (see DA PAM %0=3, p 525, par
11,33 and p 527, par 11.413), In the first effort the system and its
components ars identified, Sensitive or oritical electronic components
are identified, Significant coupling media are identified. Any present
protection measurea (hardware and software) are analyzed for effec~
tiveness. The system's mission and deployment configurations are
examinad. Existing EMP prediction tools are exercised to predioct
approximately the effectiveness of existing protection measures and the
coupling of EMP energy into the system. Results on related systems from
pravious assessments, including teating, are analyred for relevance and
are extrapolated, if possible, to the system under study. System
circuit damage thresholds are calculatad, The result is that weak areas
are identified and appropriate hardening measures are recommended.

The second phase, which involves testing an actual system in a
gimulated environment, is primarily for the purpose of verifying the
predictions from the previous analytical study. The phyuical processes
involved in the EMP problem are so complex that predictive analytical
tcols cannot yield highly confident results. Not only are the
individual means by which energy couples into a system complex and not
fully quantified, but there are complex interrelationships between the
coupling processes.

Both the analytical and testing assessments are complex and can
be lengthy and thus expensive, However, the testing phase is by far
more expensive both in time and in direct equipment costs. For this

iphe Effects of Nuclear Weapons, Departmant of the Army Pamphlet No.
50«3 (March 1977).,
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reason it is considered best to solve as much of the problem as possible
analytically. Howaver, limited testing is naecessary as well, It is the
Army's and HDL's position, and it is widely accepted throughout the EMP
community, that verification testing is essential for certifying a
system hard to the EMP threat (see DA PAM 50-3, p 527, par, 11.41°),

2.2 Related Past Work.

In the past decads, since the EIMP problem was fully recognized,
much research and testing; has taken place, The smphaasis of this work
has been toward strategic and oritical tactical weapons systams and
communications networks and equipment. Little or no work has baen
directed toward loglstics and maintenance support equipment and ADP
aystams. In particular, littls is known about shielding effectiveneass
afforded by Army semitrailer vans.

In 1978 and 1979, HOL performed an analytical HEMP assessment
of the davelopmental DAS3 logistica computer syatem (see HDL report HDL-
TR=-1891, June 1979%), The physical and functional nature of the AN/USM-
410 is clomaly related to DA83) therefore, the EMP study of DAS3 ia
relevant, Findings in this study support the recommendations made for
DAS3 survivability being relevant to the AN/USM=410,

All the characteristica which were of concern for DAS3 are also
of concern for the AN/USM«410. All recommendations made for DAS3 are
relsvant for the AN/USBM~410, The astudy parformed for DAS3 was not
sufficient, however, for adequately assessing and hardening the AN/USM=
410,

The DAS3 study was limited in that it d4id not examine the
actual ADP hardware to be used and the installation of that ADPE, since
that information was not available at the time. Actual external power
cable configurations were also not examined in detail for the same
reagon. No testing was pertormed to verify predictions of the study.

It was strongly recommended that DAS3 ahould be further studied
and should undergo an EMP hardnass verification test. Without further
study and testing the confidence of the DA3S3 conclusiona 1is not very
high-

drhe Effects of Nuclear Weapons, Department of the Army, Pamphlet No.

50=3 (March 1977),

“rhomas A. Rose, HEMP Study of Planned DAS3 Configuration, Harry
Diamond Laboratories, HDL=TR=1891 (Juna 1979).
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Differences between DAS3 and the AN/USM~410 do exist, and these
differences made direct extrapolation of results and conclusions
questionabls without further study. The DAE3 study was based primarily
on procurement specifications which were quite comprehensive and which
specified numercus features which wera effective for EMP survive
ability. These features (see HDL=TR-1891, pp 34, 3%3%) included
transient surge suppressors, filters, fault tolerance measuras
(inoluding hardware redundancy), and & rigid requirement for immunity to
power outage or powsr-line transients., The AN/USM-410 ROC! has no
spenifications of this kind,

The DAS)I study 4id involve first-hand examination of the XM-971
semitrailer which is similar to the XM=912 and XM=913 to be used by the
AN/USM=410, But, here again, no previous testing had been performed on
the XM=-971 van, and no testing was done as part of the DAB}
assessment., Although limited EMI/EMC MIL-STD-285 teat data are avail-
able on related vans, these data are of limited value for EMP prediction
PUYpOses .

MIL-S8TD=285 test procedures, as commonly practiced, are
deficlent for EMP purposes for two Teasons. This testing does not
illuminate the entire van but rather involves a single point=source
radiator outside the van at close range and a detector at a few looca=-
tions within the vane The second reason is that MIL-5TD-285 testing
involves only discrete measurements at selest (and very few)
frequencies.

2,3 Specific Approach

The speacific approach for assessing the AN/USM=410 was divided
into six tasks., The following describea those mix tasks as originally
planned.

Task 1, avaluation of coupling by external power cabling.-=This
task involves examination of all posuible uxternal power cabling config-

urations which will be used to supply power to the system from both MEP
and commercial power. Effectiveness of protection measuras at the powsr
entry panel will be evaluated, Coupling via the power cabling to inter=
nal circuitry will be predicted. If damage is predicted, final conclu=
aions will recommend additional terminal protection at power entry,
shialding of power cables, or alternate configurations of power cabling.

IReguited Operational Capability (ROC) for AN/USM=410 Automatic Test
Equipment (ATE) Facllity, U.S. Army Training and Doctrine Command, ACN
22358 (22 February 1980).

“Thomas A. Rosge, HEMP Study of Planned DAS3 Configuratlion, Harry
Diamond Laboratories, HDL=TR=189]1 (June 1979).
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Subtask 1(a): Identify system ocircuitry which interfaces to
the power entry panel and which may be subject to damage.

Subtask 1(b)s Identify any existing protection measures
applied at the power entry pansl, to power cabling, or in interface
circuitry.

Subtask 1(0)t Identify all powsr ocable configqurations. of
importance is: What type of cables will bs used (how many conductors,
how construoted, what shielding exists)? what type of connectors and
receptacles will be used? How will cables ba routed and laid?

Subtask 1(4): Prediot the EMP ocoupling onto the power
cables: This will involve the use of existing mathematical and computer
tools and data from previous tasting of other sysiems and recquiresa
knowledge of information gained in subtasks 1(a) through 1(ec).

Subtask 1(e): Tvaluate the damage thrashold levels for the
internal system cirecuitry and predict whether damage will occur. The
effectivenens of any «visting protection measures will ba incoluded.

Subtask 1(f):1 Conclude whether further power cable protection
measuras Are neJassary, Hardening options will be recommended if
needed.

Task 2, evaluation of coupling by axternal signal ocabling.=-
This task involves sxamination of any external signal lines whioch may be
assocciated with the system, This task will involve the same subtasks as
for task 1, but will relate to the signal lines rather than to extarnal
POWer.

Task 3, evaluation of effectivenass, external ground system.==
This task involves evaluating (1) the effectiveness of the external
ground aystem for dissipating EMP=induced energy on system components
and (2) the possible coupling of EMP energy to the system via the ground
aystem.

Subtask 3(a): ldentify pertinent featurea of the extarnal
ground system configuration,

Subtask 3(b): Evaluata effectiveness of ground system.

Subtask 3(c)t Determine the need for modifying or supple=
manting the existing ground system,
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Taak 4, evaluation of overall shielding effectiveness of van.--
This task involves identification and evaluation of the degrading
affects of all potential weak spots in the van structure. Weak spots
include pansl=~entry holes, air-conditioner installation hole, all vents,
all doors, panel seams (walls, floor, and roof), and any other apertures
which may exist. Field levels inside the van will be predicteds This
task involves a more rigorous analysis than previously done for DAS3 and
involves use of recant ressarch findings from other related projects.

Subtask 4(a): Dafine potential weak spots in the van struc=
ture,

Subtask 4(b): Evaluate degradation to shielding effectiveness
due to sach weak spot.

Bubtask 4(c): Predict internal van field levels due to HEMP.

Subtask 4(d): Conclude the overall ahielding effectivenass
provided by the van configuration.

Task 8, examination of feasibility of hardoning at gone 0/1,=~

Based on results of the other tasks, a conclusion will be reached as to
vhether or not it is feasible to harden the AN/USM=410 with mesasures
applied exclusively at zona 0 (external environment) and the gzone 0/1
boundary (van structure level).

Task 6, evaluation of transients within the van astructure,=-
Based on results of tark 4 and on examination of internal equipment
configurations and cable routings, interna)l van transisnt levels will be
predicted,

Subtask 6{a): Identify internal van equipment and cable
configurations,

Subtask 6(b):1 Predict coupling to intarnal power signal and
ground cabling.

Subtask 6(c)s Evaluate potential damage.

Bubtask 6(d): Conclude need for further protection measures
internal to van.




3. SYSTEM FEATURES

Appendix B lists the major documentation which defined the AN/USM-
410 system for the purposes of this assessment. Throughout the time
period of this EMP asgessment, the phyasical configuration of ths AN/USM=
410 van version has been evolving, Initially, when the assessment bagan
in July 1979, the physical details of many of the asystem components and
the ultimate configuration into a ¢omplete system were Adefinad only in
general terms. A proven set of commercial-grads (i.e., not military
ruggedired) electronic automatic test aeguipment was to be oconfigured
into a mobile wsystem by means of installation into an existing=model
military semitrailer van. The partiocular van to bs used was undeter=
mined, Also unspecified were the final aireconditioners and MEP. Of
particular importance to this assesament was the physical layout of
equipment in ths vanj the grounding system; the signal and power routing
‘iithin the van) the typs, length, and deployment of external power and
communiocation cables; and the installation specifications for entry
parnels. Thess factors, undefined initially, have gradually basen batter
defined during this assessment.

Bince no quantitative or specific qualitative survivability criteria
were stated for the symstem, the assessment affort examined the mission
and planned deployments in order to formulate esuch oriteria. ‘These
survivability oriteria, along with the resolution of the factors
discussed in the previous paragraph, allowed the generation of an
assessment and hardening approach which was adegquate vyet involved
minimum cost and impact to the system development.

Tho seystem's charter and development plan was gradually defined,
leading to an initial draft ROCS and then a final approved ROC.! The
survivabllity critaria and the assessment and hardening approach were
reavaluated as all factors were better defined.

The Army, recognizing the growing difficulty of maintaining increas-
ingly complex electronic systems, which more and more permeate all Army
activities, has turned to the ATE concept. The ATE developad by the PM=
TMDS represents a powerful capability which has been wall proven in a
depot atmosphere and can provide a coritical asset to the future Army.
The need to get ATE into the field® iearar the equipment to be supported,
together with the general Army mobilization policy, has produced the
requirement for the mobile AN/USM=410,

IRequired Operational Capability (R0OC) for AN/USM=410 Automatic Test
Equipment (ATE) Facility, U.S. Army Training and Doctrine Command, ACN
22358 (22 February 1980).

Sproposed Required Operational Capability (ROC) for the AN/USM=410
Automatic Test Bquipment (ATE) Facility (27 July 1979).
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As ATE transitions into a field environment and proliferates,
becoming a oritical support element, nuclear weapons effects survive-
ability must ba addressed. HEMP survivability was assessed and
hardening recommendations were provided consistent with system and
mission needs.

The HEMP assessment and hardening approach determined to be bast
suited to the Army's needs for the AN/USM=410 is a relatively new ocone
cept of evaluating protection by a top-down, system=level approach. In
this approach, emphasis is placed on protection afforded at the overall
system lavel. Maximum importance is placed on van shielding and
suppression of transients presented to tha inner van environment by
external oconductors (power, ocommunication, and ground conductors).
Little attention is dirscted at the circuitry of internal system equip=
merit except for purposes of estimating damage thresholds of such equip-
ment, The system=level approach has the disadvantage of possibly
requiring over~hardening at the overall levels, but it is considerad
highly cost-affective for the AN/USM~410 ocase, since detailed circuit
analysis and modification is not required of the existing and proven
ATE.

Figures 2 through 4 show the axterior of the prototyps van examined
at TOAD in April 1980, This van is like future ones to be used for the
AN/USM=410, except that future XM-995 vans will have doubla rear doors
with a removable center post.

Changas made to the XM~913, according to production mspecification
received from PM=TMDS, include:

(1) The door in the ourb-side wall (28 x 74,94 in.) will be loocated
128 in., measured from the finished interior of the front wall to the
front part of the door opening.,

(2) The floor structure beshind the 11 in., drop will consist of 3-
in.~high lateral channels for supporting an evenly distributed payload
proportional to 20,000 lb for the whole vehicle length, covered with a
1=in.=thick plywood cover, NN-p-530, Grade A/C. One gection in the ply-
+00d floor cover will be removable. The location will be specified
later. The floor structure on the first and the usecond steps will be
the same as for model XM=913, Doors will be lowered so thresholds will
be flush with the floor, with 1/8=in, space provided for floor tile.

(3) Foam=in=place insulation, 2 in. thick, per MIL=-P=21929, Class I,
will be applied in the floor structure betwsen the channels.

(4) Provisions will be made in the front wall for installing four
18,000 BTU/hr air~-conditioners: No foameineplace will be applied in tha
apaces where the aire-conditioners will be mounted,

»
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Pigure 2, XM=-3995 front curb-side viaw.
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Figure 3. XM-995 front roadside viaw,
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(%) Two doors with 28 in. openings and
the standard removable center post will be
installed in the rear wall.

{6) Interior lining on walls, ceiling,
and doors: Royal Harborite or Duraply.
Countersink all rivets.

(7) The roof skin will be cemented to
the roof bhowa with Sikaflex 221, Indus=-
trial Adhesive Sika Chemical Corp.,
Lyndhurst, NJ, or egual.

‘ (8) The framework for the powsr and
‘ slgnal entry will be omitted,

(9) RPI provisions will be made par
drawings K11684570 (caulking) and
B11607458 (wire mesh). The trailer will
be testad per MIL~-8TD-28S5.

(10) The front and rear platforms will eesesiin : » A

be installed by the trailer manufacturer Figure 4., XM=99% rear view. 5
in compliance with installation drawings : 3
|

D11684616 and D11684615, reaspactively,

(11) The 11=in. drop will be moved ag far as possible to tha front.

(12) Insulation: Foam=in=place, per MIL-«P=21029, Class I, in roof, 3
walls, floor, doors, and behind fording plate. Block urethane foam 3
ingulation may be used in the floor area on the first and second steps.

(13) Polyurethane paint, forest green, per MIL=-C-46168A. ;
?

(14) No grabhandle at the rear door.

(15) No door vents.

v (16) T™wo boarding ladders, USA P/N 11684408, and one 12~ft ladder,
UsA P/N 11684609, will be stowed under the van body above the skidline.

24

\

e T VUL NGAN. “ SN, 7T TGN e .
IR, T N . S N VN N - M Co Ll 3
e A erttal e Cdcikishl g . il




Rt The X¥M~995 van has a single metal skin on all exterior surfaces,
B including the floor. There is one curb-side door and there are two rear
doors. All doors have RFI seals around the periphery where they mate
with the van body. There is one combined signal and power-entry panel
on the curb side, Jjust forward of the side door. A pressure relief
valve ham been added for pressure equalization during air travel. Four
vertical«gtyle air-conditioning units are mounted on the front wall.,
The van has no apertures (holes) other than those mentionad above.

< e

Figure % shows the layout of equipment within the XM~995 van. The
lower diagram of figure 5 ig a view of tha curb-side wall as peen from
the roadside. The middle diagram is a floor plan. The upper diagram is
an upside-down viaew of the roadside wall as seen from the curb side,
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The powaer and signal filters are on the curb~side wall inside the
van at the entry panel. All power and signal wiring inside the van is
inclosed in metal ducts or raceways.

4. ASSESSMENT DESCRIPTION

4.1 General

. The first major issue addrasamed in the AN/UEM=410 assessment
was the feasibllity and practiocality of providing HEMP survivability by
using hardening measuras at the highest system lavel. The intent of any
hardening affort is to isolate the systam alectronios in question from
the adverse effects of a HEMP environment surrounding the system. The
question hare was: Is it practical to do thim primarily or exoclusively
at the first gone of penetration?

For the AN/U8M=410, a first level of protection is inherently
provided by the metallic shell of the van whioch totally incloses the
system electronics. Thers are two major advantagee to hardening at the
system lavel for this case, First, there would be a ygreat ost savings
if no modifications needed to be made to the existing system elec~
tronics. BSecond, the degree of HEMP survivability attained would be for
the most part independent of future changes to the msystem slectronios.

The question of system-level hardening involved determining the

.amount of protection required by the ATE and the possible protection

provided by the van inclosure. The protection required by tha system
is, at first analysis, high, due ¢to the presence of low=level semi-
conductor logic circuitry, featuring relatively susceptible integrated
circuit somponents. However, the level of protection needad is signifie-
cantly reduced since there is no requiremsnt for upsst protection as
explained in section 1.1,

The levasl of shialding requireé between the HEMP environment
and the environment surrounding the electronics, for damage protactien,
is conaidered to be 60 dB, If tho HEMP field levels outsida the van
were attenuated by 60 dB before penetrating the internal van aresa, then
van=level hardening would be feasible. Initial {ndications. based on
previous syatem assassmants, previous testing, and attributes of the XM-
995, were that 60=dB shielding would be obtained.

To support this conoclusion the assessment needed to sxamine the
system electronios in more detail to assure that no highly seansitive
cireuiery existed which would requirs greataer protection. Further, the
assegsment needed to examine thes XM«99% van in more detail to assure
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that it would indeed provide the 60 dB desired. Intentional apertures
(doors, vents, pressure relief valve) and unintentional apertures (panel
seams, entry panel hole, air-conditioner holes, etc.) would have Lo be
analyzed for possible leakage and hardened appropriately.

The major task remaining would be to predict the enargy coupled
from the axternal HEMP environment to external penstrators (external
power and signal cablea) and to provide sufficient terminal protection
(filtering and transient suppression) at thair point of entry into the
van, A moderately long run of unshielded cable in the extsrnal HEMP
environment c¢an pick up a large amount of energy requiring terminal
protection much greatar than 60 4B in order to attenuate transients to-a
lavel tolerable to the system electronics.

The AN/USM~410 has both external power and external signal
cables. The power ocables will normally be 125 feet long when MEP is
used and will be eaffectively much longer when oonnected to an
unprotected commercial power distribution system. The signal cable for
intercommmunications between the ATE and ERF vans will be 10 to 15 ft
long:. A signal cable from a field telephone in the ATE van to a ramote
command point would be of indefinite length. All the external cabling
used by the AN/USM=410 is unshielded, Thess cablaes, whether or not they
are laid on the ground or strung on polas, have the potential to pick up
transients of several thousand amperes and hundreds of thousands of

volts. \
4,2 Van Structure

The materials and construction of the XM-995 are effective for
attenuation of HEMP fields, although the van was not designed for use as
A shielded shelter. The material and thickness of the wall, roof, and
floor panels are sufficient to provide more than the desired attenu=
ations The panel seama and other joints in the basic walls, roof, and
floor appear to bha adeguats, A very small spacing between rivets and
bolts, as i3 used on the XM-995 for panel connections, is desirabla for
a ¢oood electrical bond. The potential for joints to loosen after
axtended use is not considered to be great,

Better shielded semitrailers, ones which were designed as
shielded sheltaors, are available. Such vans would provide a greater
margin of protection, The question of how the shielding of vans in
general, and the XM~=995 in particular, varies with age has not recaived
sufficient attention by the Department of Defense research and develop-
ment community. It is widely acknowledged that shielding degradation,
primarily due to joints and seams loosening from motion, does occur. A
van with a higher initial shielding rating would thus be desirable.
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The determining argument for whether to use a better shielded
van is cost versus margin of protection. A better van might cost 50
parcent more. Such a cost increass does not appear justifiable in

consideration of the system's nuclear weapons effects survivability
raquirement.

4.3 Vvan Door Strusture

The oritical factor about the shielding effectivenass of the
doors is how wall they seal (electrically) when closeds, The type of
seal used is defined in the following van drawings.

115892842 Seal, door
11607458 RFI mesh
11607459 Seal, door
11684572 Door assembly

The seal serves both ag an environmantal seal and an RFI seal. From an

RFI or EMP point of view the seal is not the best deasign commonly umed,
but it appears to be adequate.

Installation of the RFI door seal ims oritically important., To
be effective the metal mesh part of the seal must, when the door is
clomed, ocontact both the mating msurfaces at the door and door frame
around the entire periphery of the door. To inmure good contact the
metal mating surfaces must be highly conductive electrically. Thay
cannot be painted with a nonconductive finish or corroded, To insure a

goeod contact around the entire door, the seal must be compressed when
the door is closaed.

The prototype XM=995 wvan was examined at TOAD in April 1980,
ravealing a possible problem with the RFI door seal. PFigure 6 shows a
portion of the seal on the rear door. The seal is not inatalled
according to note 8 of van drawing 11684572 (there should bhe only one
joint in tha seal and that should be at the top of the door). A more
serious concern is ralsed by figure 7, which shows part of the mating
surface of the door frame. The rough marks indicate a scrubbing action
between the wire mesh on the seal and the frame., Thik is good, since it
gervas to keep the mating surfaces free of corrosion. Unfortunately, it
saema that the RFI seal nearly misses the mating surfaca in one area.
This indicates a possible poor alignment between the door and the frame.
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Flgure 6. Uoor RFI ameal, Figure 7. Door frame showing
scrubhing action with
RFI seal,

The RFI shielding test? parformed on one trailer indicatad poor
shielding results in the araas around the doors, It is felt that the
present. doors and RFI seals can do the job if the installation quality
control can be improved. It is recommended that more extensive RFI
testing be cunducted to verify improvements and insure good gquality
control,

A note is in order here regarding the interpretation of RFI
test data. The differences between the HEMP environment and electro-
magnetic radiation involved in RFI testing require the extrapolation of
the attenuation levels measured by MIL-STD-2B85 RFI testing. RFI attenu=-
ation levels do not directly indicate HEMP shielding effectiveness., 1In
the interpretation of all RFI test data the procedures described in HDLe
TR=16365 were followed.

2y, I, Clark, Report of Shielding Effectiveness Test Ffor Miller
Trailer Model: XM=913 Semitraller, Product Order 0375, Martin Marietts
Corporation (1980).

®R. L. Monroe, EMP Shielding Effectiveness and MIL-STD=285, Harry
Diamond Laboratories, HDL=-TR=1636 (July 1973).
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4.4 Van Door Operation

All van doors must be clogsed and tightly latched to avoid E
sacrificing the majority of the shielding benefits provided by the van i
structure. The design of the door latches on the XM=995% im such that as ‘
the door is latoched it compresses the door ssal in the desired way. §
This insures a good aelectrical seal betwesn the door, the RFI seal mesh, 4
! and the door frame,

Because tha AN/USM=410 is provided with an inclosed passageway 1
to connect the ATE and ERF vanas at the side doors, thers is esven more )
reason than usual to bhe concerned about the possibility that operations
personnal will not always close the doors. With the passageway in use,
personnel can leave the side door open without greatly suffering from
loss of air~conditioned comfort. The passageway, because it is canvas

. covared, provides no EMP protection whatever.

Operations procedures should clearly require and convinoingly
explain the need for closed doors. It is recommended that an explana-
tory sign be located at each doorway.

An alternative type of passageway (vestibule) which iz effec-
tive for BEMP protaction is described in HDL-TR=1891,% The significant
difference between the one proposed there and the one planned for the
AN/UBM=410 ig that a metal structure is used instead of canvas.

4.5 Entry Panel \

%hen the van wall is cut to allow for installation of the entry
panel, a large aperture is formed. Such an aperture will allow HEMP
radiation to enter the van and thus will seriously degrade the shielding
effectiveness of the entire structure. The entry panel must be
installed so that the aperture is effectively sealsd. Installation
guidelines are provided in HDL-TR=1891,"

TOAD procedures appeared to be adecuate when exanined on the
one prototypse. The only concern is that the installation proceduras
ware not documented at the time of this assessment. 1t is recommended
that final documentation be checked to insure inclusion of proper proce=
dures.

—_————e
Thomas A. Rose, HEMP Study of Planned DAS3 Configuration, Harry
Diamond Laboratories, HDL=TR=189]1 (June 1979),.
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4.6 Air-Conditioners

Figure 8 shows the overall installation of the air-conditioners
on the front wall of the XM=995, There are two concarns with the air-~
conditioners., Figure 9 ghows the air-conditioner intake and exhaust
vents, These units are not the EMP=hardened typas of units and do not
have shielding over the vents. If this type of unit is used, RFI
testing, as a minimum, should be performed to determine tha leakage
through tha vent area. Shielding may -have to be retrofitted to the
vents as described in HDL=-TR=-1891,"

Figure B, Overall view of air-conditioners.

“Thomds.—x. Rose, HEMP study of Planned DAS3 Conflguration, llarry
plamond Labordtorios, HhLeTR=1891 (June 1979),

il




€.

®

ad NN R
. -

" g

Flgure 10 shows a significant gap between the alr-conditioner
body and its supporting frame on the van., The white in the photograph
is light from inside the van. The photograph was taken before conduc-
tive caulking was applied. It illustrates the need for the caulking.
RFI testing is recommended to insure the adequacy of the caulking, It
is further racommended that operations or maintenance procedures require
the periodic inspection of thim caulking to insure that it remains
effective. The large gap between the frame and the air=-conditioners
greatly increases the chances that overall shielding effectiveneas will
deteriorate substantially with system age. It seems unlikely that
caulking at such a stress point will withstand prolonged vibration due
to normal air-conditioner operation and van movement on the road. EMP
system testing with faulty caulking would show the extent of leakage
possible.

Figurs 9, Air-conditioner Figure 10, Air=-conditioner
closeup showing vents, closeup showing gap in frame.
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4.7 Terminal Protection

Terminal protection for the AN/USM=410 consists of filters on
both the powsr and signal lines at the entry panel inside the van. No
further terminal protection is provided for these panetrators.

Analysis indicates that the filtering is adequate for HEMP
protection. See section 1.2 for more discussion.

The power filters used are All~tronics part number A5053, The
performance of the filters is specified by Military Control Drawing
02777 1969=4W, Bpecifications on this drawing regquire 100 4B minimum
attenuation in the fracquency range from 15 kHe through 10 GHe, The
filters ave judged to be adequate based on spacifications on the drawing
and based on axamination of manufacturer'n data obtained from All)=-
tronics, Inc.

Information obtained on the signal filtevrs, Sprague part number
JW17 1122, was not adequate. Therefore, two filters were obtained from
Bprague and waere tented in the HDL laboratory (see app B) to insure
adequate attenuation over the frequency range of interest.

4.8 Grounding

Refer to section 1,2 under the heading "Grounding."
4,9 Hardnesa--Maintenance

Routine required maintenance procedures should be established
to assure continued effectiveness of HEMP protection measures throughout
the 1life of the syatem. Maintenance documentation should require
periodic examination or testing of all important HEMP protection
measures and should call for appropriate repair, replacement, or adjust=-
ment as necessary.

As a minimum, inapection or testing should be performed to
varify the following.,

(1) Grounding systema
(a) proper inatallation
(b) good electrical continuity of all connections and
wiring

(2) van integrity
(a) no openings or loope members in van walls, floors, or
ceiling
(b) all metal grills, filters, etc, proparly installed
(c) all removable panels tightly and properly installed
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(d) all unused connectors or holes in signal and power~
entry panel properly sealed or capped

(e) joints Detwesn air-conditioners and van frame
properly sealed

(2) 8Shielding

(a) all ducts and raceways properly installed and in good
physical condition

{b) door wmeals in good physical condition (i.e., no
breaks, not crushad, or otherwise distorted)

(o) door seals and mating surfaces clean and bare for
good eleotrical contact (i.e., no dirt, grease, or
nonconductive paint)

(4) proper closing of doors) vhan olosed and latched,
doors should apply & positive pressure on the
electromagnetic gasketing around the entire perimeter
of the door in such a way as to slightly compress the
gasket

(4) Terminal Protection Devices
{a) proper installation of all filters '
(b) proper electrical operation of all filters

All the above checks (except 4b) should be performed routinely at
frequent intervals (at least once a year) and also following any
physical movement of the eguipment. All the above checks exuvept the
last (4b) can be pearformed by operations parsonnel.

5. CONCLUSION

Based on this analytical assessment, engineering judgement is that
the AN/USM-410 van configuration will possess a satisfactory level of
nuclear HEMP survivability, which ias consistent with the systen's

mission and planned deploymenta, when the recommendations presented here
are followed, '

Conclusions of this study apply only to the AN/UBM~410 van configu=
ration and cannot be applied to other systams or configurations without
knowledgeable consideration of all physical and functional differences
which may affect the need for, and effectiveness of, HEMP hardening
Mmeasures.

Testing of the AN/USM-410 in a simulated HEMP environment is recom-
mended to dsfine a confidenca level and to verify the survivability
predicted here. Testing is necessary bescause of the numerous inter-
related physical factors which affect HEMP survivability and because of
the limitations of present analytical prediotion tools.
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The AN/USM-~410, as examined for this assesament, was not totally
defined, System documentation, including parts specifications, opsra-
tion and maintenance manuals, and engineering drawings of elactronic
oirguits, cable interconnections, egquipment inatallation, and van .
modifications, was not completed in final form. The final documeantation i
should be reviewsd to insure that those features assumed by this assess- ;

' ment become, in fact, required features of the system,

I3
6. RECOMMENDATIONS !.3

4: Improve the installation of RFI dcor seals or use an improvad :
door seal (see sect. 1.2 and 4,3), ig-
|

b. Insure that the system is normally operated with all doors
closed and tightly latched or use & shielded vestibule over doors (ses
nect. 1.2 and 4.4).

¢, Verify that final aystem dooumentation regquires adequate instal-
lation of a power and signal-entry panel as on the prototype axamined in
this assessment {(see sect. 1.2 and 4.5).

d, Examins the need for additional shielding over air=conditioner
intake and exhaust ports (see sect. 1.2 and 4.6),

. e. Examine the need for improved installation of an air-conditioner
: in the front wall of the van (see ssct. 1.2 and 4.6), 3

f. Verify that final docunentation defines adequate installation of
air=conditioners.

ge Verify that final documentation specifies filters for power and
signal 1lines (at entry to van) equivalent to those examined in this
asgessment (see sect, 1,2 and 4.7).

he Speaify in system documantation the use of a low=-impedance 3
overall system ground with a ground rod placed as near as possible to ;8
the signal and power—entry panal (see sect., 1.2 and 4,.8), (

i« Require HEMP hardness to be maintained as part of operation and
A maintenance procedures {sse geact, 4.9).
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GLOSSARY
ADP--automatic data processing.
ADPE~-automatic data procdessing equipment.
ATE--automati& test aquipment.
AVIM=~=aviation intermediate~level maintenancae.
CONUS==continantal United States.
damage==-The irreversible failure of an electrical component. Examples
are (1) burnout of a ¢transistor, diode, or integrated cirouit, (2)
dnqgadation of a semiconductor's operating characteristics such that it
will no longer function as intended, and (3) voltage breakdown of a
capacltor or rasistor.
DARCOM ~=U.8, Army Matericl Developmant and Readiness Command.
DAS3==Dacentrali zed Automated Service Bupport System.

ECOM==l),8, Army Electronics Command, Pregsent name, U8, Army
Communications and Electronios Materiel Readiness Command (USACERCOM).

EMC=~glectromagnetic compatibllity.

EMI==@lactromagnetic interferencae.

EMP--g@lectromagnetic pulse, generatad by detonation of a nuclear weapon.
ERADCOM==0l,8, Army Electronics Research and Development Command.
ERF~-=glectronicn repair facility.

GS-~ganeral support.

hardware~=physical equipment (as opposed to the computer program or
method of use); for example, machanical, magnetic, electrical, or
alactronic devices, Contrast with software.

HDL==U.8, Army, Harry Diamond Laboratories.

HEMP==high-altitude slectromagnetic pulse. EMP produced by nuclear

bursts at altitudes above 30 km (19 miles). Sometimes referred to as
HAEMP,
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GLOSSARY (Cont'd)
LEMP~=low=altitude elactromagnetic pulse. EMP produced by nuclear
bursts at altitudes balow 30 km (19 milesm). Sometimes referred to as
LAEMP,
MEP==mobile electriy power.

PM~TMDS==Product Manager, Test Msasurement and Diagnostic S8ystems,
DARCOM.

RFFI==radio frequency interfersnce.

ROC=~Required Operational Capability.

software-=In genaral: A set of programs, procedures, and possibly
associated documentation ooncerned with the operation of a data~
processing system; for example, ocompilers, library routines, manuals,
aliroult diagramm., Software as used in this document does not includs
procadures and dogumentation, Contrast with hardware.

SOP«=~gtandard operating procedures,

TARCOM==Army Tank Automotive Materiel Readiness Command,

TMDS=~Test Measurament and Diagnostic Bystems.

TOAD==U, 8, Army Tobyhanna Army Depot.

TPD=-=-terminal protection devicae. A protection device applied tu a
penetrator at the point where it enters a shielded environment in order
to reduce the energy coupled into system electrical cirocuits via that
penatrator. TPD's include surge-suppression devices and filters.
upset-~-The unwanted action of a system, subsystem, or component.
Examples are (1) altering of a flip=flop state, (2} altering of one or

more bits in a memory word or regieter, (3) communication errors, and
(4) misread, miswritten, or overwritten areas of storage or memory.
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APPENDIX A.=-=8ignal Filter Fraquency Characterization

Laboratory testing was performed to obtain high-frequency attenu=- B
ation characteristics for the fllters used at the AN/USM-410 signal 3
entry. This appendix includes a desoription of the characterization of E
the Sprague JW17 1122 signal filters,
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APPENDIX A
Component identification: Sprague JW17 1122

: Manufacturer's apecifications: (Bamedl on Sprague engineering bulletin
8108%)
cutoff frecquency--15 kHz ) . y
impedance==300 ohms, aingle circult , : P
attenuation==3 4B minimum at 15 kHz :
90 4B typical at 150 kHz and above

Date tested: 9 Saptember 1980
Teated by: Christian Fazi : - ' x]
{

5
Purpose: To determine high=frequency attenuation. ‘: ) .ﬂ?

Description: The filter was analyged on a 50=ohm systém uslng a

Hewlett-Packard 1418 spactrum analyzer and a Hewlett-Packard 8443 Y Coy
tracking generator., The attenuation was examined over the swept T
fraquency range from 0.1 to 100 MHz. o ; fﬁ i
- Results: The minimum attenuation measured in the range from 0.1 to . - ) i :f
-f 100 MHz was 40 4B, Figure A~1 ia A photograph of the test data . {_5%§
y ! oacillogram, ] L . Ik : ;

<

Figure A-1. Frequency characterization of
Sprague JW17 1122 filter,
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APPENDIR B.==AN/USM=410 bocumentation o 2

[

'I'h:la appendi®- liste the prinary documentanion whioh defined the .
AN/USM=410 for the high-altitude electromagnetic pulse { HEME)’ _Asgess-
ment. '
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APPENDIX ® j

L MIL=-8TD~454F, Military Standard, sStandard General Requirements for
Electronic Equipment (15 March 1978), Notice 1 (1 September 1978),
Notice 2 (30 June 1979), Notice 3 (10 September 1979).

MIL=STD«633D, Military Standard, Mobile Electronic Power Engine
Generator, Standard Family Characteristics Data fgheets (30 September
1974) . ' o

MIL=-8TD=-1408A, Military Standard, Air-Conditioners, PFamily of Environ=~ {
mental Contrnl Units, General Application Characteriutica (9 April y:
b - 1978). . P ' , A:;

MIL-A=52767B, Military Specification, Air-=-Conditioners: Vertical and
Horizontal, Compact (4 September 1979).

f{ : CR=76=588«023, Operation and Maintenance Manual, Part One, Opearator and
: chanizational Level Maintenance, Test Station, Electronic Y¥quipment,
A&/UBM-410(!E-3)(V) (Tuly 1976).

e :
CR=76-388=023, Operation and Maintenance Manual, Part Two, Intermediate

: i Luvel Maintenance, Test Station, Electronic Equipment, AN/USM=410(XB=-
Ly ' 3)(V) (July 1976). _

PDEP 11-6625=2773=12+3, Operator's and Organizational Maintenance Manual
{(with Parts List), Test Station, Electronic Equipment, AN/USM=410(XE=~
3A)(V), AN/USM=410(XE=3B)(V), AN/USM=410(XE=3C)(V) (November 1979),
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PDEP 11-6625-2773=40, Intermediate Tlaevel Maintenanca Manual, Test
Station, Electronic Equipment, AN/USM=410(XE=3A)(V) (July 1978).

FM 11=490~9, Field Manual, Communications==-Electronics Facilities:
Grouniling, Bonding, and Shielding (Decembar 1977).

™ 5-6115-365«15, Organizational, DS, GS, and Depot Maintenance Manual
Including Repair Parts and Special Tools List, Generator Sats, Gasoline Iy
and Diesel Engine Driven, Trailer Mounted (May 1966). }

TM 5-6115-545-24P, Organizational, Direct and General Support, and Depot
A Maintenance Repair Parts and Special Tools List, Generator Sat, Diesel
Y i Engine Driven, Tactiocal, Skid Mtd., 60 kW, 3 Phase, 4 Wire, 120/208 and
. 240/416 Volts, Including MEP 006A, including Changa No. 1 (August 1977).

™™ 5-6115-545-34, Intermediate (Field) (Direct and General Support) and

} Depot Maintenance Manua), Genarator Set, Diesel Engine Driven, Tactical,
1) Skid Mtd., 60 kW, 3 Phase, 4 Wire, 120,208 and 240/416 volts, including
* | MEP 006A, including Changes 1 through 4 (10 June 1973).
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APPENDIX B

TM 9-2330-271-14, Operator's, Organizational, Direct Support and Genaral
Support Maintenance Manual, Semitrailer, Van: tlectronic 10=Ton, 4
Wheel, including XM=913 (12 May 1972), including updates through Change
No., 2 (26 November 1976).

U.S.Army Communications and Electronios Materiel Command (USACERCOM)
drawing S8C=D~306827, Military Passageway Assembly, and related drawings,
as indicated on Technical Data Package List BC=D=506827 (received 7 July
1980) .

UeB. Army Tank-Automotive Materiel Readiness Command (USATARCOM) Drawing
package (partial) for XM=913 semitrailer van.

Required Operational capability (ROC) for AN/USM=410 Automatic Test i
Equipment (ATE) Facility, USATRADOC ACN 22358 (22 February 1980). 3

Proposed Required Operational Capability (ROC) for the AN/USM=410 Auto~
matic Test Equipment (ATE) Pacility (27 July 1979),

Production BSpecifications for modifications of XM=991 from XM=912 and
XM=995 from XM=913 (received 7 april 1980).

Tegt Measurement Diagnostic Systems (TMbS) AN/USM=410 Test and Mainte-
nance Vans Statemeant of Work (received 7 April 1980).

We L. Clark, Report of Shislding Effectiveness Test for Miller Trailaer
Model: XM=913 Semitraller, Prod. Order 0375, Martin Marietta Corpor-
ation (1980).

Report of Shielding Effectiveness Tests of Miller Trailer 75-0247-001,
§ Prepared for Miller Trailers, Inc., 333 6th Avenus, Bradington, Florida
33505, by W. L. Clark, Martin Marletta Corp., Orlando, Florida (23
January 1979).

Report on Taest on Radlo Frequency Attenuation of Tnailer XM=703, Miller
Trailers, Inc., Electronic Communicationa, Inc., 4-1160 (6 July 1965),
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