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EVALUATION

The Standard Software Base (SSB) was developei In an effort to supply
a common system software for AN/GYQ-21(V) communications processing
capabilities, data manapement services, applications proq,.rams with
which to access and control messale traffic, and enhancements to the
AN/CYO-21(V) nperatin-t systems.

Under this effort, the Integrntion of applicable rkefense Special Secti-
rity Communliations Systems (nSSCS) and .*essa-te Support Subsystem (MSS)
softwire into the SSP was addressed as well as a contintation of the
analysis, design, and implementation f the enhancements to the base-
line SSR canahilities.

A key achievement of the nroirvm was the intepration of the SSR an.1
the MSS which provided the users access to full-text searchin., auto-
matic messnae dissemination inm messaote retrieval capabilities.

A siqnificant enhancement to the system was the introduction of a
Peview function ,Wich provides the SST with the canability to review,
print, transfer and delete messages while they are 1isplayel at a
terminal withnut the necessity for exitino one function in order
to call up another to perform such actions. This enhancement re-
sults in a faster and more efficient ranagement of messane traffic
flow.

This effort wis completed under RADC Technical Planning Objective PlE.

FRFP IARITATOS
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SECTION 1. INTRODJCTIDII

i.1 Purpose. Thi. report describes work perftrmed for the Air Force

Intelligence Service under the provisions of Rome Air Development Canter
Contract No. F30602-79-C-0262. The report discusses the work

accomplished and identifies the locumentation provided to the goverrim!nt
during the period 25 September 1979 to 24 September 1980.

1.2 Background. The Standard Software Base (SS) is a major component

of the United States Air Force Common User's Baseline for the
Intelligence Community (CUBIC). The SSB is tne result of intelligence

data handling developments initiated by the Air Force Intelligence

Service (AFIS/IND) in 1975 to help users of the AN/GYQ-21(V) to develop
their individual computer systems. Development of the SSB has proceeded
under a carefully managed program to provide network and communications

processing capabilities, data management services, applications programs
with which to access and control message traffic, and enhancements to the

AN/GYQ-21(V) operating syste.ns. Figure 1 illustrates a typical SSB

Release III system configuration.

* 3 Objectives. The primary objectives of work performed under the

contract was to extend the USAF Standaui Software Base (SSB) supporting
AN/GYQ-21(V) operations. The following areas of interest were addressed

to meet this primary objective. They arL:

1) The integration of applicable Defense Special Si-curity
Communications System (DSSCS), and Message Support Subsystem (MSS)

software into the SSB.

2) Analysis and design - iiLriDuted ata 5'be c-'ncepts ao tne

use of High Speed S,!arch Techno8g, ,if3ST) to entnze DODTIS dat ilow

requirements; and contitnued avalysis, design, and implementajt . of

enhancements to baseline SSB capaliilities.

3) Configuration control p~ocedu~es, SSB distribution icrvi,s 'a nd
training support facilities.

4) Configuring for site installation, and implementation of SSB

capabilities for potential SSB users.

5) Providing technical documentation for the SSB zapabilities
provided under the contractual effort.

1.4 Report Organization. This final technical report consists of three

sections. Section I provides background information; technical

achievements are discussed in Section 2; and the documentation provided

the government is identified in Section 3.

1i
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SECTION 2, Technical Accompllshments.

2.1 SSB/DSSCS Interface. Enhancements to the SSB and CS? AUTODIN
Gateways were implemented and tested with the CUBIC Communications
Support processor ,CSP) to provide for improved error recovery. A new
version of the CSP system was generated and successfully placed !,nto
operation. Modifications to the original CSP software included security
table changes requestea by site personnel. A draft of the SSB,'CSP lest
and Implementation Plan was delivered to AFIS/IND in November 1979 for
review and approval.

Between November - December 1979, Mod, II interface software on the
CbP was reconfigured to support eight communJcations lines. Message

traffic was successfully passed between the CSP and four TTY-Modi 4Os.
Several communications hardware prublems were identified in connecttang
the lines to the CSP system. During these preliminary testing
activities, a need became apparent for software to support a hardware
signal requiring synchronization of encrypted data prior te message

transmission. The software will be tested after new hardware .KO.s are

installed in the BR1569 multiplexor.

In January 1980, the CSP was installed at rCATA (Ft. Hood, Texas)
and integrated with the extent SS8 system there. Mode II software was
modified to perform cryptographic :esynahronization prior to m;.nssage
transmission.

Maintenance work was performed on the AUTODIN Receive Gateway to
correct a problem reported by USAFE concerning the inability of the
system to receive FLASH precede..c, .ra fiz due Lo h rejec'ic : 'zi£a.
select character. Additional dev.-..jPment to ok. place to increase the s :
of the message file handler, TISFIL trom 32K blocks to -4K blo:ks.

2.2 SSB/GENSER Interface. The design aEna coding for Lne .oratiz
interface to transmit GENSER traff.c was completed, Early in
phase it was determined that SSB would interface utrh the AUTiCj L'% :.,
vIs an Analytics Telecommunications Line. Controller (TLC). ayst> s - :i:
this interface to the AUTODIN/DZSCS system have b-.en .. all.
implemented at several sites. As a result of this decision, the SS3

interface to the AUTODIN/DSSCS system woulC rely on proven technology t.-
achieve a low-risk implementation. The SSB/AUTODIN Receive Gateway whic'
received both DSSCS and GENSER traffic was modified to receive and t.

route GENSER traffic only. All DSSCS traf~i4 is now routed to Lhe
service message station, printed on the system, line printer. Advisor;

and appropriate error messages are displayed on the system console. The
system queues and routine mechanisms within SSB were modified to
accommodate the GENSER gateway.

2.3 SSB/MSS Interface. The integration or SSB and the Message Support
Subsystem (MSS) provides SSB users w1ih access to the full text
searching, automatic message disser-ation. and message retri'va

2-I



capabilities of the MSS. These capabilit'as provide SSB users with tne
following enhancements:

a. Automatic dissemination of incoming DSSCS/GENSER messages into

SSB-supported review queues based on site-defined criteria specified in

profiles.

b. Message retrieval based on a variety of indexing keys.

c. MSS-supported capabilities for on-site profile maintenance.

2.3.1 Overview and Objectives. The overall data flow in an SSB/MSS
integrated system is shown in Figure 2. In this integrated system, MSS
provides a package of capabilities based on automatic text profiling,
while SSB provides a DSSCS/GENSER communications interface, a package of
user-oriented message handling programs, and flexible terminal support
software (TTDL).

The objective of the integration of MSS into SSB was to perform the

following data transfers without loss of data in the event of system
crashes:

a. Incoming messages must be transferred from the SSB message file
to the MSS message file.

b. MSS-generated profile data and dissemination information must

be transferred from the MSS message file to the SSB queue file.

c. Queries specified at an SSB user terminal must be transferred
to the MSS query processor.

d' Query responses must be transferred from MSS to the SSB queues
to provide user access to the query response.

2.3.2 Scftware Interface Design. The interface beween the SSB system

and the MSS system is designed to satisfy the following constraints:

a. Preservation of intra-system autonomy to the fullest extent so
that future Intra-system changes would not affect the interface.

b. Limiting the number of interaction points between the two
systems. Specifically, all requests for MSS services from SSB are made by
a single SSB module (MSSGTY), and all requests for SSB services from MSS
are made from a single MSS module (MSSINT).

c. IAS File Control Services (FCS) are used to transfer data
aggregates. All disk files created and written by SSB tasks are
.read-only" for MSS tasks, and all disk files created and written by MSS
tasks are "read-only" for SSB tasks, except for query files created by
XSS which are deleted by SSB when the query is answered.

2-2
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d. All 4ntra-SSb service requests utilize 16 w)rd Service Request
Blocks (Zit), while all inter-system and intra-MSS service requests
utilize IAS-supported inter-task variible-data-blocK fVSDR) directives.

e. All IAS directives used are compatible with RSX liD, unless
explicitly noted in the constraints section of the program

specifications.

2.3.3 Pertinent Software Modules. The SSB system maintains a single

interface gateway (MSSGTY) system. MSSGTY transmits and receives all
data communications between the two systems. MSSGTY uses ICMIU
directives for intra-SSB communications, and IAS directives for
commuunication to the MSS interface modules.

MSS maintains an interface program called MSSINT. MSSINT handles
all traffic to and received from the SSB slstem through the MSS Gateway.
MSSINT communicates via 1AS directives and accepts only one routed
message and one query at a time, to avoid any requirement for redundant
queue management ;ubsequent communications between the two systems
depend upon MSSGTY reception of the proper acknowledgements. The other

modules comprising the SSB/MSS interface include:

TISMDM - Receives incoming message traffic from the AUTODIN receive

gateway, TISGTA. Routes appropriate message traffic to
SBGMSS.

S3GMSS - Translates a TCF message to JANAP format and writes the

data to an FCS file.

SBGDAN - Receives disseminacioa requests through ?[SSGTY and

distributes messages to specified user review queues.

OSIPRE - Message preprocessor

... FLM - The file manager

DISSEM - Dissemination program

QRYFIL - Builds QUERY.QRY File from analyst input

QRYPRC - Builds query record, parsing the QITERY.QRY

and converting any logiz statements to
reverse polish notation.

... IXU - Notation - Index cross reference

.. QRC - The query resolver

QRYOUT - 3Bilds the QUERY.ANS from QUERY.QRY and the
answer recoid.

2-4



INQRY - Checks format and does preliminary validation
for queries.

2.3.4 Data Structures. The basic data structures involved in the
SSB/MSS interface are as follows:

MSGILK -An 8-word structure used tor intertask service
requests between the SSB interface handler (:4SSGTY)
and the MSS interface handler (MSSINT).

MSSSB.MSG-An FCS file containing the JANAP equivalent of d

received AUTODIN message, with all control
characters (STX, EM, ETX) removed

QUERY.QRY-An FCS file containing the fields specified by
the user via the query entry module (QRYFIL).

QUERY.ANS-An FCS file containing a copy of the user query

together with a list of MSN/DrG pairs correspondi.g

to the messages which satisfied the query.

SRB - A 16-word structure used for intertask service
requests between SSB modules.

The format of these structures is shown and described in Fig .res 3
through 8.

2.3.5 Start-Up Procedures. Each system will be restarted independently
using the appropriate start-up commarnd files. MSS may ze started via
cold start or warm start command files. Cild start procedures imply all
MSS files will be result and reinitialized. Warm start procedures wil
allow preservation of message files and a continuation of processinc frorr
existing files. The various start-up possibilities are shown in Figure
9.

The SSB restart is achieved via an indirect-MCR command file called
SSBT3.IND. This command file will include a question as follows

DO YOU WANT MSS (YIN]?

If the operator specifies "Y" then SSBT3.IND will invoke the command file.
for an MSS warm start. This question will be bypassed and will default
to "N" if SSBT3.IND detects MSS has been restarted separately. In all
cases the step of SSBT3.IND will be to run TISINT which will call MSSGTY
to ensure a directive to MSSINT containing a "start-up" function code.
MSS will be treated as inactive and no further directives will be issued
if MSSINT does not respond to the "start-up".

The interactions involved In a SSB/SS start-up are depicted in
Figure 10 for an SSB initiated start-up. In the case where MSS does not

2-5



Offset Offset

am ___________________________ Byte Nm

3 Action Code 2 4S.UC.

5 Error Code Status 4 MSST.
HSUZI.

7 File Version Number 6 STD.
II 10 I
1 Message DAN 12

is Priority 1 14 MSPRZ

17 416 MS-iSN
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',ai1.e B t B L'. ,
.ecord Indicaror Record % ,-noer 3 .3EC.

3 (Bytes) Size of Text in this -ecrd 2 -JSiz.

5 XSN 4 MMN
7 VERSION TZME3R 6 3:.

13 UNUSED 1
M15E" 1 M, TSTAMP"-

17 11

21_ 20

232

25 24

27 25

31 30
33 32

35 Remaining 47610 bytes used for text 34

37 35

41 40

43

€ -

Figure 4. MSSSSB.MSC Format
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Byte N:ame

SUBJECT AREA CODE 0 ,,AC

6 k4RTID
NOT USED TERMINAL ID

10 QRNA.M

QUERY NAME

24 QRRTC

REFERENCE CODE

32 QRRID
RETURN TERMINAL ID

34 QRCOM

COMMENTS

MAXIMUM NUMBER OF RESPONSES (ASCII) 104 QRBDX

110 QRBDT
NOT USED

124 QREDT

ENDING DATE-TIME GROUP

140 QRORG
ORIGINATOR(S)

LOGICAL QUERY STATEMENT24 
RQ

V I 776

Figure 5. QUERY.QRY. Block 1 of 2
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OCTAL OFFSET

Bvte Name

QUERY NAME (ASCII)

UNUSED 

36

LOGIC MODE SWITCH (CONSTANT FOR SSB) 54 QIMOD

MAXIMUM NUMBER OF RESPONSES 56 QIMAX

UNUSED

BEGINNING DTG (BINARY) 66 41BCT

ENDING DTG (BINARY) 72 QIEDT

UERY ORIGINATOR COUNT ~76 QIDRC

KEYWORD COUNT INDEX 100 QIKCX

STATEMENT BYTE COUNT INDEX 102 ,,ISCX

REFERENCE COUNT (CONSTANT FOR SSB) 04 4JK.C

'06 IR!N
RETURN SUBJECT AREA

UNUSED RETURN TERMINAL ID
I - 120

REVERSE POLISH STACK AND INDEX
KEY NODES (VARIABLE LENGTHS)

776

Figure 6. QUERY.QRY. BLock 2 of 2
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OCTAL OFFSET

SUBJECT AREA CODE 0NSA

TERMINAL ID 6 ANTID

0 __NAM

QUERY NANME

f24 ANRTC

RETURNEE CODE 32 ARID

RETURN TEFUiNAL ID

34 AN. COM

COMMENT S

104 ANMAX

MAXIMUM. NUMBER OF RESPONSES 'o

110 ANBDT

BE 7NNTNG D.ATE-TIME -ROUP (ASCII) i

124AED

ENDING DATE-TIME 
GROUP (ASCII)

, RIGINArJRS 140 ANORG10
224 ANLQS

S7:ICAL QUERY STATEMENT

k 270

T 1776

Figire .'UFRY ANS, Block I of 2
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-Byte Name

QUERY REQUEST CODE (TQR DAN) 0 ANTQR.

H{IT COUNT (BINARY) 2

4 ANHTC.
NUMBER OF MESSAGES RETURNED 4 AHC

6 ANcNT.

MESSAGE SEQUENCE 
NUMBER

10 ANMSN.

BINARY DATE-TIME-GROUP MSG(1) 12 ANDTG.

14

MSG(2) 16

20

22

24

MSG(3) 26

30

32

MSG(4) 
34
34

36

40

MSG(5) 42

44

46

-- 50
MSG(6)

52

54

-- 56
MSG(7) - 60

62

64

MSG(8) 66

774TI 776

Figure 8. QUERY.ANS, Block 2 of 2
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respond to the start-up requst, FCS files will continue to accumulate,
but will not be forwarded to MSSINT until such time as MSS sends 3

start-up request or responds to a subsequent restart request. The hame

comments apply to MSS-initiated restart.

2.3.6 SSB/MSS Message Traffic Interface. The SSB/MSS Message Traffic
Interface is depicted in Figure 11.

The Standard SSB AUTODIN Receive Gateway, TISGTA, receives and
parses incoming data. The SSB message routing tables were modified to
permit routing to MSS using standard SSB routing tokens. This permits
TISMDM, the SSB message distribution module, to send an SRB to the file
translation module, SBGMSS. It is optional whether the message is made
available to SSB users at this point or whether availability is deferred
until MSS determined the dissemination.

SBGMSS opens the TCF message and converts it to JANAP format, record
by record. In the TCF-to-JANAP conversion, the TCF end-of-record marks
are converted to <CR> <CR> <LF>, the AUTODI24 end-of-record marks. SBGISS
then writes the message to an FCS file in blocks. SBGMSS acknowledges
message receipt to TLISHD. and routes the message to MSSGTY, the SSB/MSS
Gateway.

Upon SRB receipt, MSSGTY routes the message to MSSINT (the MSS

interface control program) using the eight-word message data block
(MSG3LK) (see Figure 3).

Once MSS has received the message from MSSGTY, MSS program modules
perform a full text search of the message. The message is matched
against user-defined interest profiles, resulting in a list of interested
subject areas.

MSS issues a request for dissemination to MSSGTY. MSSGTY receives
the request and routes it to the SSB dissemination modules, SBGDAN.
SBGOAN accesses the MSN and subject area list and distribution the
message to the proper subject areas.

2.3.7 Interactions for Message Traffic. The software interactions for
mesage traffic are divided into two processes: the incoming message
traffic interface and the request for dissemination. Figure 12 shows the
interactions for incoming messages and Figure 13 shows the interactions
for message dissemination.

2.3.8 SSB/MSS System Functions.

2.3.8.1 SSB Software. SBGMSS is respcasible for receiving messages
routed to MSS and converting the message text to JANAP format stored in

block format in an FCS file, MSSSB (see Figure 4). The type of the file
will be ROU, PRl, IM, or FLS depending on the message priority. The
data is built in block mode. All ASCII characters appearing in the
message including the AUTODIN line terminator sequence: "CR," CR',

2-14



TISGTA

TISMM

SBGfSS

5BGDAN

-1. IISSGTY

SSBQ k

X4SSSSR .xSC - - - - - -

lDIRECTIVES s

i c' 
SDIRECTIVES

MX

.*ODI=D SOMWARE
Figij~e 11. SSB/N!SS MSSAGZ TRAFFIC INTERFACE

2-15j



ZAn

6 . .. ,
CA 01Z u 3 --

CA v41 - n U

a4 A041 4

us c14 a141 0
ZnIm vo3 4

IT ta4 J~14

ad - ri

u14 4

i c 0 AJ 41

41 V3 12 -

w tA w 0C L.

w4 44 4 Z0 0:1

Z ~ ~ 21.Q



Q 0

'241 4

10

zo w1

VI. 4m 41

W2 - 0 -
NX

2-17 1



"LF," are stored in the file. The block size is 512. bytes and the
message text may cross block boundaries. A header of up to 30 characters
is included in each file block, therefore, the maximum number of text
characters per block is 476. SBGMSS then routes the message data to
MSSGTY for routing to MSS.
2.3.8.2 MSS Software. MSSINr is the only XSS program interacting with

MSSGTY. MSSINT is installed, but not ac.ive until invoked via an IAS
system directive from MSSGTY. MSSNT handles the protocol between the
two programs and passes required information to OSIPRE, and MSS
preprocessor, via IAS system directives.

OSIPRE was modified to be activated via a directive call from
MSSINT. Its interface to the MSS concentrator element was removed.
OSIPRE accesses the specified version of MSSSB.msg directly via IAS
supported 1/0 directives until the entire file is read and processed.
OSIPRE then sends a directive to MSSINT. Error conditions are reported
in this directive when they arrive.

MSSINT communicates general message status to MSSGTY. Status
information is reported to MSSINT from two sources. OSIPRE returns an
ACK to MSSINT when message processing is finished and the message has
been written to the MSS file. MSSINT then sends an ACK to MSSGTY. The
File Manager Module (FLM) sends a directive to MSSINT when routing
assignments are complete. MSSINT forwards the status information to
MSSGTY. MSSINT also reports error conditions to the MSSERR task in the
form of error codes. These codes are translated itto appropriate error
message strings and printed out on the system console.

2.3.9 Query Processing. As in message input, MSSGTY interact only with
MSSINT during query processing. Query processing flow is illustrated in
Figure . The function of the query processing programs is described in
the following paragraphs.

frogram System Author Function

QRYPRC .1SS 0SI Transmits query via ICC pseudo-handler

QRYANS SSB INCO Translate query responses from MSS to

display format

QRYFIL SSB OSI Convert data from analyst's query to

internal MSS processing format

QRYOUT MSS OSI Send responses to MSSINT

INQRY SSB OSI Interface to analyst terminals.

The logical flow between these programs is shown in Figure 14. MSSERR is
the error message display program. It routes error messagess to the
system console. The following sections describe these modules and their
interaction.

2-18
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a. INQRY Module. INQRY provides the user with a blank query form
on request. It performs preliminary validation of completed query forms

and presents the user with diagnostic messages for queries which fail
syntax check in either the INQRY or QRYFIL task.

If a query form passes all syntax checks, INQRY informs the
user of the QUERY.QRY file version number assigned to the query. The
query input form is shown in Figure 15 as presented and as completed.

b. QRYFIL Module. QRYFIL is a single user task which validates
the contents of the user completed query form. If syntax errors are
discovered, error messages will be sent to INQRY via buffer passing to be
displayed on the user screen.

When a valid query is submitted, QRYFIL will write an FCS file,
, J'RY.QRY n to the shared disk. The version number, n, will be assigned
by FCS. QRYFIL will notify the user of the query's version number via
INQRY and then send an SRB to MSSCTY for routing to MSSINT. The FCS file
QUERY.QRY format is shown in Figures 5 and 6.

Block I of file QUERY.QRY contaias the new data for the query
as specified by the user.

Block 2 contains the query in MSS internal processing format.
QRYFIL will parse the query logic statemennt into a complex Reverse
Polish Notation stack format. The data flow in a query transaction is
shown in Figure 16.

c. QRYPRC Module. QRYPRC is a single-user, and is installed but
not active until invoked by a directive from MSSINT. QRYPRC then opens
the version of QUERY.QRY specified in the directive and writes the data
in block 2 of this file to task ".. .FLM" via the ICC pseudo-handler
"DA...". Problems are reported via ZISSERR.

d. QRYOUT Module. QRYOUr is notified when a query has been
entirely processed. It then opens the specified version of the QUERY.QRY
file and creates a QUERY.ANS file with the same first block and version
number. The QUERY.ANS file will be appended with a list of the MSN and
DTG of each message which satisfied the query. The layout of QUERY.ANS
is shown in Figures 7 and 8. Figure 17 shows the data flow involved upon
return of a query answer from MSS to the SSB module, QRYANS.

e. QRYANS Module. QRYANS is invoked by a MSGBLK from QRYOUT (via
MSSGTY). QRYANS then notifies the user of the results of the query.
Once the QUERY.ANS file is no longer needed, the QRYANS module deletes
both the QUERY.QRY and QUERY.ANS files.

2.3.10 Profile Interface. Figure 18 shows the MSS profile software.
There is no SSB/MISS interface for this function, as the subsystem will be
activated via the IAS "MICR" interface from a computer terminal.
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Figure 15. Logical Query Forms (TOP: as presented;
BOTTOM: as completed)
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Fig=g 18. LYr-RACTIONS FOR PROFILE MAINMNANCE
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Figura 19 shows an axample of a typical analyst profile.
Information following the colons (:), as shown in the example, is
provided by the analyst in response to prompts from system software.

2.3. 11 Soft Shutdown. MSS has the capability to initiate a soft
shutdown of its own processes. This soft shutdown enables MSSGTY to
continue processing on the SSB side while MSS ceases processing for
trouble-shooting by the operator. While MSS is shutdown, :4SSGTY will not
send queries or messages but will simply allow files to collect.

A further feature of the MSS soft shutdown is the ability to
separately shutdown messages or queries, allowing the on-going process to
continue normally. A total shutdown is also possible. Figure 20
illustrates the transactions involved.

In addition to an MSS-invoked soft shutdown, 4SSGTY can request a
full or partial soft shutdown of MSS. If tISSCTY senses a problem within
the HSS processes, a request for a soft shutdown will be issued.
Normally, a notification of such a shutdown would be the response. The
soft shutdown request transactions are depicted in Figure 21.

2.3.12 Restart. Restart of %ISS processes under soft shutdown is the
responsibility of MSS. MSS can notify SSB of a fatal restart of MSS
functions or may limit restart to queries or messages only. Figure 22
shows the transactions involved.

2.4 The Review Function. This function is part of a new concept in
managing the flow of message traffic within the SSB system and of making
the system both faster and easier to use. The queue manager concept
represents a major revision to the SSI3 system. Virtually every program
and user function is affected by the implementation of this new concept.
It imposes a new query structure on the system and provides a function
key capability to operate many of the SSB user functions. An overview of
the design and operation of the queue manager concept and the changes
affecting user operation is presented in the following paragraphs.

a. Queue Organization. Under the queue manager concept, message
traffic entering the SSB system via external networks (e.g., AUTODIN) may
be routed to 3 specified "watch officer" queue, or to subject areas
redefined to the system via the MSS profile routing system. Each subject
area contains two queues upon which message entries are stored; a Review
queue and a Pending Action queue. A third type of queue called the Hold
queue, is not subject-oriented but assigned to each UID when the system
is installed at a site.

The Review queue serves as the input queue for its own subject area.
Messages are placed on this queue automatically whenever messages are
routed (or transferred) to the subject area the queue supports.
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PROFILE NUMBER: 123

MESSAGE TYPE: Sl

USER 10: OFLT

"PROFILE IOENTIFICATICN STATEMENT.
PROFILE NAME: SOVIET ArAC?AFT.

"PROFILE LOGIC SECTION.
LOGIC: A

AND S.
"PROFILE ELEMENT CE' .IN ON SE:TON.

OEFINE: A:

ZONE - SUB, TXT
SYNONYMS = SCV.T, WSW:
B:

ZONE - SUB, TXT
SYNONYMS = AIRCRAFT.

PROFILE OISSEMINEE ASSIGNM NT SECTON.
OISSEM: CRT: SAIR;

HC: 8009.

"PROFILE SUBJECT ASSIGNM'EN T STWTE'!ENT.
SUBJECT: USSR, AIRCRAFT.

"ENO OF PROFILE

Figure 19. Example of Profile

2-26



FCS
FILE

SSDI

SSD1
MSSGTY VSDR$ LSSINT

SSD2O
VSDR$ =

SSDI - MSSLNT notifies XSSGTY of full
or partial shutdown. MSSGTY
ceases transmission of affected
files.

SSD2 - MSSGTY. ACLs reception of shutdown.

Figure 20. Soft Shutdown Initiation
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rSGYRS 1 M i

RQSI XSSGTY senses problem and reqluests
soft shutdown.

Response is either shutiown notification
or a legitimate call for action.

Figure 21. Soft Shutdown Request
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RST3

RSTJ. - XSSINT notifies MSSGTY of intent
to resume function.

RST2 - Acknowedment of restart.

RST3 - SSGTY prepares to restart

all affected nodes.

Figure 22. Rstart of MSS
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The Pending Action queue is the counterpart to the Output

queue of previous editions of SSB. Messages are automatically placed on

this queue as they are built, edited, or retrieved via the history

function. Messages may also be placed on the queue by transfers fro.n

other queues.

The Hold queue has no operational counterpart in SSB. It was

designed as a private ork area for each UID assigned to the system. It

is not a subject-oriented queue and is intended for use by the individuil

whom it is assigned. Messages may be transformed to this queue from the

other queues of the subject area the user is signed on to.

b. Queue Manager Concept. The revised queue structure has a
greater storage capacity than the input/output queue structure in

previous versions of SSB. Each queue in the new system caa accomnodat2

up to 1230 messages entries; tile old queues could accoamodate only 32

entries each.

c. Function Key Operation. The capability to operate certain SS3

user functions through use of function keys eases the-burden of operation

placed on the user/analyst by earlier versions of the system. Two types

of terminals are currently supported for ase with these function keys;

the UNIVAC 1652, and the IBM 3270. Teletype terminals must still enter

commands on the system and pseudo command lines of the terminal screen.

The 1652 terminal has an advantage over the 3270 in that it has mo~e

function keys for use, and has the capability for illuminating keys which

are valid for use and turning off those keys invalid for use at specific

points during the operation of a given function. Figure 23 lists the

function keys available for use and describes their purpose.

d. Data Structures.

1) Queue File. A queue file was created to maintain

information concerning subject area names, UID access to those areas, and
the messages stored on each queue in the system. The format of this file

is illustrated in Figure 24.

2) Review Buffers and Paging Table. A review buffer was

created to store records to be flashed to the screen. These buffers can

accommodate seventeen 80-character lines, the size of the terminal

display screen. A modified global routine reads records into the buffer

until it is full. It is then flashed to the screen.

3) Audit Trails. An FCS file, TRAIL.FIL was created in ASCII

format to store audit trail information. The file contains fields for

precedence and security information, message sequence numbers,

date-time-group, network or origin and/or message originator.

4) Distribution Lists. Provisions were made to create lists

of subject areas to which messages may be transferred. Distribution

lists are contained in a sequentially accessed TISFIL subfile labeled
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DEFAULT
MESSAGE

F 5 2 3 2 7 0 CO AND QUEUE DISPOSITf'N

1';-A'- E r 1 rN'AL INIT & CLEAR NONE NONE N/A
LF 11;

, " NXT RVW DEL

GET NEXT MESSAGE FROM
PENDING ACTION QUEUE 3 6 NXT PAQ SAV

,-IT N7ET .S SAG E FROM HOLD

.. ' 7 NXT HLD SAV

"E' )3 SPECIFIED CURRENT DEPENDEN:
T , F 5. FA DEL QUEUE ON QUEUL

TNSFER CU'RRF.AT :!ESSAGE TO
PENDI- ATI( QUEUE7 PAl TRF PAQ NO CHANGE

TRANSFER CUR_ENT MESSAGE TO
HOLD QUEUE 8 PA2 TRF HLD NO CHANGE

DEFAULTS TO
TRANSFER CURRE:T MESSAGE TO RVW Q OF
SPECIFIED SUBJECT AREAS 6 PF12 XFR RNO CHANGETARGET SUB-NOCAG

JECT

RETURN; ro TRANSFER MESSAGE
DISPLAY PAGE 9 FNA TPG CURRENT NO CHANGE

REDISPLAY FIRST PAGE OF

MESSAGE TEXT 10 FNA FPG CURRENT NO CHANGE

':,'A - Not applicable

,:A - Function not available

Figure 23, Function Key Assignments
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IN THE SYSTEM
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IDENTIFIES 11HICH REVIEW DLUESCURRENT REVIEW Q BIT ;L\P THE MESSAGE IS IN

CURRENT PAO BIT M.P IDENTIFIES CR ICH PENDING ACTION
QUEUES THE NESSAGE IS ON

IDENTIFIES VHICH HOLD L'ELESCURRENT HOLD 0 SIT NAP TH
1

E MESSAGE IS ON

IDENTIFIES THE ,UEUES TI N-HICH
HISTORICAL PFEVTEW Q BIT M.AP THE MESSAGE HAS BEEN ROUTED

(INCLUDES CURRENT QUEUE)

MESSAGE 'TC

MESSAGE TRANSMISSIPN FIA(;

,ure I. Ie ;I(. Vrm2t
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an-I a Four-word oit map. ihe bit uap corresponds to the four-word bit.

2.5 Queue Maintenance. Utility routines were developed to install,
change, or remove subject area queues from the system, and to assign or
revoke user access to the queues.

a. Installing Subject Areas. The INSUBJ routine is used to
install new subject areas. When called, the routine issues a prompt to

specify a subject as shown below (user entries are underlined):

MCR>RUN(6,3]INSUBJ$

SUBMXXXXXX where XXXXXX is a six

character alphanumeric
SUB>XXXXX name.

SUB>CZ (conrol z terminates the routine)

The new subject areas are created with a Review and Pending Action queue

each of which is assigned ten disk blocks (2560 jords) which can
accommodate 1280 message entries.

At present, 64 subject areas can be installed on the system. Error
detection subroutines are included in INSU3J to advise the user of
duplicate names and when the maximum of 64 names is reached.

b. Changing Subject Area Names. The names of existing subject
areas may be changed by running the CHGSUB routine. The Review and
Pending Action queues of the old subject area are retained intact under
the new name. The sequence of operation is illustrated be ow: (User

entries are underlined).

MCR>RUN [6,3 CHGSUB$

OLD SUBJECT>XXXX wliere XXXXXX and YYYYYY
NEW SUBJECT>YYYYYY one each six-character

alphanumeric names

OLD SUBJECT>CZ

c. Removing Subject Areas. The REMSUB routine was provided to
permit removing subject areas from the system. This routine also deletes

the Review and Pending Action queues when the subject area is removed.
The messages stored on the queues are still accessible for retrieval from

disk by either the Review or History functions.

d. Assigning Subject Area Access. Users may be granted access to
one or more subject areas by running the ANS2U routine. This routine
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prompts a user to enter a subject name and co identify the UFOs permitted

to access it. A sample assignment is shown below.

MCR>RUN ANS2U$
>>USAFR1 1,2,3,4,5 where USAFRI, EO9, and AOB
>>EOB 1,2,3,4,5 are, individual characters,
>>AOB 1,2 and the numbers identify
>>EOB 6,7,9,13 the UIDs assigned access to

the areas.

There is no limit to the number of UIDs that may be awarded access to a

given subject area. If more than one program line is acquired to list
all UiDs, the subject name may be enforced again to specify the
additional UIDs. This case is illustrated in the sample showing two

entries for the EOB subject area.

e. Revoking Subject Area Access. A user's permission to access a
given subject area may be revoked by running the REAS2U routine. The
format for this routine is the same as that for assigning access. A
sample of the dialog required to run the routine is shown below:

MCR>RUN (6,3]REMS2U$
>> USAFE 5,9
>> AIROB 2,6

In this sample, access for UIDs 5 and 9 would have been revoked on
subject area USAFE, and access for UIDs 2 and 6 from AIROB. The status

of the messages contained in the subject reas unaffected; they will be
accessible to any userq still authorized to access the areas.

2.6 Unified Sign-On Function. System sign-on and sign-off functions
were incorporated into a unified SIGNON program that replaces the

separate LOGON and LOGOFF prorgrams featured in previous versions of SSB.
The new program controls user and terminal access to three subsystems:
Computer Assisted Tactical Intelligence System (CATIS), storage and

retrieval processing system (SARP), and the Standard Software Base.

a. System Access.

User and terminal access authorization for each subsystem is

maintained in a user identification file (USRFIL) and a terminal file
(TEDFIL) respectively. Entries made by the user when he first attempts

to sign-on are checked against the entries in these files to determine
what subsystems the user and the terminal he is using are cleared to

access. In addition, the security classification and overlay attributes

of both the user and his terminal are also checked at the same time. The
format of USRFIL is shown in Figure 25; that are TEDFIL in Figure 26.

b. Operating Procedures
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L, SRFI. WORD

OTTSET TO TERMIAL ENTRY U-TE0

2
3AME (ASCII)

(UT -NAM) 4

6

10
PASSWORD (ASC;II)

(uT.P W) 1.2

14

ATTRIBUTE (trr.ATT) 1

USER IDlENTIFICATION (UT.UID) 20

USER SEC. COMPARTET L. USER SECURITY LEVEL
(flT.SCL) (UT.USL) 22

UTSER SEC. HANDLING L.
NOT USED (UT.SUL) 24

SUBSYSTEM ID LENGTV OVERLAY ID LENGTH0
(UT.SYS) (UT.OVR) -26

USER SECURhITY COPARTMENT INFORMATION0
(t1ENGTE IN BYTES 3

AT UT.SCL

USER SCURIT

HANDLING
OILMATIO

OVERLA
IDENTIICATI0

INWT 0 RM,,AkT0

SUBSYSTE

TERMaINAL SACDLITG LENGTH SEUR T CUSED2

Figure 25. User File (USRFIL)
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NEXT TERINAL OFFSET

(TD.NTO) 0

TERMINAL DEVICE NAMIE CTD. 7DN) 2

TERMINAL UNIT NUMBER (TD.lN)

TTflL L.P. NAM~E (TD.PflN) 6

TTDL L.P. NUMBER (TD.PUN) 1

TERMINAL ATTRIBUTES (rU.ATT) 12

TERMINAL SECLR7Y (HEVL) NOT USED 14

SECURI7Y HAN4DLING LENGTH SEC. COMPARTMENTr LENGTH 1
(TD.SHlL) (TD.SCL) 1

SUBSSTE24 I LEGTHOVERLY ID LENGTH
(TD.SS) TXVR)20

SECURITY22

COMPATKEN

INFORATIO

SECURI-

HANDLI-
IWORMATIO

OVERLAY

Figure 26. Terminal File (TKUFIL)
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To the user, SIGNON first appears as a two-step process with a
tnird step manifested when the SSB system is selected. In order to
select any subsystem the user must first sign-on with the name, user
identification, and password assigned to him and stored in the USRFIL.
These entries are validated before any further action may be taken. As
with earlier access programs, three unsuccessful attempts result in the

user being denied access and required to reinitiate the program.

Following a successful sign-on a subsystem selection menu is

displayed on the user's terminal. The menu lists only those subsystems
that the user and the terminal are authorized to access. Subsystem
access, as well as security classification ratings and overlay attributes

for both the user and the terminal (CATIS) are specified by the entries

in the USRFIL.

Selection of a subsystem place the terminal into an active
state on the selected subsystem. The user must then use the operating
procedures and protocol of that subsystem. W/hen SSB is selected, a
subject area menu is displayed at the terminal. As is the case with the
subsystem menu, only those subject areas the user is authorized to use
will be displayed. In the event the user is only authorized to access
one subject area, no menu will be displayed and an advisory message will
be output to the terminal identifying the subject area being accessed.
Once a subject area has been selected, all SSB functions are available
for use. All messages created by a user are sto. d on the Pending Action

queue of the selected subject area.

A user may change from ope subject area to another, from one

subsystem to another, or terminate the terminal session. To access
another subject area the subject area menu must be called up either via a
designated function key (for 1652 terminals) or by the keyword SUBJECT on
the system command line of all supported terminals, e.g., 1652, 3270, and
TTYs. To change to another subsystem or to terminate the terminal
session the SIGNOFF function is used via function key or keyword command.
When the subsystem menu appears, the user may select a subsystem or exit

from the terminal session. If the user exits, the signon function must

be reinitiated in order to access any system again.

2.7 Installation and Site Support

2.7.1 Military Airlift Command (MAC).

1. A troubleshooting trip was _onducted in February 1980 to

resolve problems with the Display Function at the Scott AFB SSB site.
The function frequently terminated processing in the middle of a message
with TTDL set field errors, and occasionally failed to come out of the

suspended state while awaiting for a flash to the terminal screen to be
completed. This problem caused the terminal to fail to respond to
further display function inputs but did not affect other application
program operations. While these problems were being analyzed. TTDL ran

out of nodes and the system died. A patch to the UNIVAC spooler was
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phoned in to eliminate the node problem diad an INCO maintenance team
visited the site to take care of the problems with the Display Function.

A patched version of the display program was installed on a temporary
UIC, and the problems did not reoccur. The patched program was then
installed under the configuration management UICs and a tape das cut to
record the changes.

In March, SSB Release 3.1 was installed at the LkC site. This
version of SSB contains the revised queue structure and the new Review
Function. The new release was successfully brought up using both the
RSX-11D Version 6.2 and IAS Version 3.0 DEC operating systems.

2.7.2 USAFE.

1. The revised queue structure and the Review Function were
successfully installed at USAFE under IAS Version 3.0 during the latter
part of April 1980.

2. The site was revisited in August-September 1980 to satisfy the
following objectives:

- Establish a working interface to transfer AUTODIN
messages from the SSB computer to the local IBM 370
performed jointly with Aerospace personnel.

- Resolve problems in the operational SSB system
- Assist on-site personnel in the installation of UNIVAC

1652 .terminals on the SSB sytem and making them
operational

- Provide on-site training to USAFE personnel in the use
of the 1652 terminals, and advise personnel of the
latest improvements to SSB

The trip was only partially successful. System operation using the 1652

terminals was much more reliable than with the 3277 terminals used whea
SSB Release 3.1 was installed. Aerospace software to interface with the
SSB system was not ready soon enough to start constructive integration
testing.
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SECTION 3. TECHNICAL DOCUMENTATION

The technical documentation provided during the contract period
consists of a base line documentation series defined in the Contract Data
Requirements List (CDRL), and other documentation related either to
specific software deliverables specified in the SOW, or to ad hocrequirements generated by the delivery and implementation of interim
operating cap3bilities.

3.1 CDRL Line Items

AO01 - R&D Status Reports

I - 25 Sep 79 - 25 Oct 79
2 - 26 Oct 79 - 25 Nov 79
3 - 26 Nov 79 - 25 Dec 79
4 - 26 Dec 79 - 25 Jan 80
5 - 26 Jan 80 - 25 Feb 80
6 - 2 6 Feb 80 - 25 Mar 80
7 - 26 Mar 80 - 25 Apr 80
8 - 26 Apr 80 - 25 May 80
9 - 26 May 80 - 25 Jun 80
10 - 26 Jun 80 - 25 Jul 80
11 - 26 Jul 80 - 25 Aug 80
12 - 26 Aug 80 - 25 Sep 80

A002 - Test and implementation Plan, September 1980

A003 - Standard Software Base (SSB) Overview Document, September
1980

A004 - SSB Program/System/Subsystem Installation and Maintenance
Manual

Part A, Program Specifications, September 1980

Part B, Installation and Maintenance Manual,

September 1980

A005 User, Operator, and Programmer Manual:

Part A, SSS User's Manual, September 1980

Part B, SSB Computer Operator's Manual, September 1980

Part C, SSB Programmer's Manual, September 1980.

A007 Final Technical Report, September 1980.
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3.2 Other Requirements

SSB/DSSCS Test and Implementation Plan, November 1979 (SOW 4.1.1.2)

SSB/GENSER Test and Impementation Plan (incorporated into CDRL A002)

SSB/MSS Test and Impementation Plan, September 1980

Interim Operating Instructions, Review Function, May 1980

Program Specifications for the Messsage Support Subsystem (MSS)
Software (incorporated into A004) September 1980

SSB/TTDL Configuration Management Plan, April 1980
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