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AESTRACT

This thesis presents a detailed desién and
implementation of a memory manager for a Kernel technoloey
bvased secvre archival storage syvstem (SASS). The memory
ranager is part of the non-distridbuted vortion of the
Security Yernel, and 1is solely reszponsible for the proper
management of both the main memory (random access) and the
secondary <ctorapge (direct access) of the system, The memory
manager 1s designed for implementation on the ZILOG 2E€CE
microprocessor in & multi-processor enviromment. The loop
free design structure, based upon levels of abstractier, and
a segment aliasing scheme for information confiremert are

essential elements of the overall system security provided

by the SASS.
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I. INTRODUCTION

This thesis addresses the design &nd vartial
implementation o0f a memory manager for a memder of the
family of secure, distributed, multi-microprocessor
operating cvstems designed by Richardson and 0’Connell ([1].
The memory manaeser is responsidle for the secure mranagement
of the mair memory and secondary storage. The memory manager
desien  was approached and conducted witk distriduted
processing, multi-processing, configuration independence,
ease of charee, and internal computer security as primary
#odls. The protlems faced in the design were:

1) Developine a process which would securely manage

files in a multi-processor environment.

2) Ensuring that if secondary storage was inadvertantly

damaged, 1t could ususlly te recreated.

2) Minimizirg secondary storage accesses.

4) Proper parameter passing during intervrocess

communicaticn.

5) Tevelopine a process with a loop-free structure

which is configuration independent.

6) Designing datatases which optimize the memory

manazement functions.

The proper design and implementation of & remory

maraserent process is vital Dbecause it serves as the
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interface btetween thne physical storage of files in a storege
system and the logical hierarchical file structure as viewed
by the user (viz., the file system supervisor desien by
Parks [2]). If the memory manager process does not furction
properly, the security of that system cannot be puaranteed.

The secure family of operating systems decsigred by
Richardson and 0’Connell is composed of two primary mcdules,
the supervisor and the security ¥ernel. A subset of that
system was utilized in the design of the Secure Arcaival
Storage System (SASS). The design of the SASS supervisor was
addressed by Parks (2], while the security kernel was
addressed concurrently by Coleman (). The 35ASS security
kerrel design is compesed of two parts, the distridbuted
kernel and the non-distridbuted xernel. The desipen of the
distrituted kernel was conducted by Colermarn (3], and
processor management wés implemented by BReitz [4]. This
thesis presents tne design anéd implementaticn eof the
non-distriduted Xxerrel. In the SASS desiern, the
non-distrituted kernel consists solely of the nemory
ranaeer,

The design of the memory manager and its data bases was
completed. The 1initial code was written in FLZ/SYS, tut
could not te compiled duve to the lack of a PIZ/SY§ compiler.,
A thread of the high level code was selected, hand compiled

into PIZ/ASM, and run on the Z82¢¢ develorimental module.,

11
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The PIM/ASM trhread 1listing 1s opresented as a corputer

proeram appended to this thesis.

A. BACKGROUND

Operating systems were initally developed durine an era
when hardware was e scarce and expensive resource, while
s.ftware was relatively inexpensive. The 1initial system
design technique was 1A begin with the hardware
cenfiguration and to duild the operating system upen it, The
"bottom up" desiFmn technique was practical, but it made thre
operatinzg system extremely hnardware dependent. Eardwar2
confipguration changes would often force & major <software
redesigr, dut as lorg as hardware cosis were dominant,
software modification was the lerical alternative, 4s the
funpctions required of the operating syster increased, nrew
procedures were haphazardly added to the opereting syster,
often introducineg new prodlems. Mainterarce and dedtugging of
the operating systerm became 2xtrerely cumbersome and tire
consuming,

The {ncreased usape of computers in such fi=l4s as

} ]

finance and sensitive informatior handling uncovered a
seriouvs protlem with most operatine systems. Informetion
stored within a computer system was eenerally quite
accessible to anyone who had a working knowledge of

cperatinzg system design and structure, rsgarclesss of ary




e
ER Sy

L
. -

ad-hoc atterpts to provide interrnal computer security. Data
stored in information csystems, with security added in, could
not ke certified as bveins totally secure{lé).

Recent technological developments have reversed the
economics of the computer design environment.
Microprocessors have  become atundant, powerful , and
inexpensive, The relative cost of software, or the
otherhand, has steadily increased until it now domirates the
overall cost of a computer system. This reversal has two
basic implications., First, software must be treated as the
expersive commodity. Software developed snould therefore Ye
lozical, easy to read, relatively maintenance free, and easy
to debuge. Second, more poverful hardware can Ye wucsed to
perform functions previously performed with software, arnd
thus hardware (multiprocessors) can he utilizeé to achieve
overall system speed po0als.

The SASS was developed utilizine a “"top dowr” desien

[77]

techrique, with informatiorn security as a primary desien
{esve, Security was designed into the system tased vpon the
security kernel concept [5]. The security kernel prevides a
secure environment bdy ensurines that just one element o¢ the
system (the security kernel) is sufficient to provide the
internal system security, All accesses of data stored witnin
the computer system must bde validated Dby <the security

kernel,

13




B, DBASIC CONCEPTS/DEFINITIONS
1. Process

Organick [6] defines a process as a set of related
procedures and data vndergoine execution and manipulatioen,
respectively, by one of possibly several oprocessors of a
comjuter. The oprocess 1is a lorical rather than a physical
entity, and can be viewed as & set of related prosedures and
data (referred to as the process’ address space) and a reint
of execution within that address svace. Bach process may
have assocliated with it such leogical attridbutes as a
security class aunthorization and a wunique identifier. In
order to execute, the process must be mapped onto ,tound to)
a physical precessor within the computer system.

A process may exist in one of three states: bdlockesd,
ready, or running, Wnea in a lLlocked state, the process rust
walt for the cecurrerce of some event tefore execution can
continue (for example, an access of seconiary storare). When
the event for which a dlocked process is waitinz occurs, the
process is placed into the ready state which indicates that
the process can run when a processor is availatle to te
assigned to {t. The process is in the running state when it

is executing on a processor.,

i4




2., Process Switchine

When a process 1is bdlocked, the physical vorocessor
upon which it is schedvled is idle, For efficiency reesons,
it makes sense to freeze that process, save the execution
point (program status registers, progfram counter, execution
stack) ard the address sgpace, and then schedule ancther
process to run on that processor. This 1is referred to as
process switching (or multiprecgramming), and is an important
aspect of a distriduted operatine syster. The overall
system, such as SASS, can be viewed as a set of <cooperating
processes that interact to perform the intended funrtions.

3feicient process switching can only te achieved
with the support of sore hardware switchine mechanrism that
will unload the bdlocked process”’ address space, and load the
address space o° the scheduled process. Some systems nave a
TFR (descriptor tase register) which is used to point to &
14st of multiple address <paces {one per process) wnickh
exists in memory. Thus to change an address space, the TLER
need only e changed. The SASS utilizes a 2-8P20 suppertirg
hardware device entitled a Memory Management tUnit (MMU) to
allow e®ficient process switching. The MMJ consists of a set
of registers (64 or 128 in the SASS design) which contain
the process’ address space. Thus oprecess switchirg would
involve the switchine of control to another hardware MKU (if

a hardware M™MJ were available for each process!, or

15
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alternately loading a software MMU image (which 1is always
xept current) into the MMU whenever a process switch is
required., The SASS currently maintains a software MMU imare

for edach process,

3. Protection Domains

A user’s process executing on & computer system has
an address space which ircludes the user provided procedures
and data, and also those portions of the distriduted
operating system which are required to support execution of
his program., To rmaintain system integrity and security, it
tecomes mandatory to protect the operating system fror deirng
altered or manipulated by the user’s procedures. To achieve
this, the process’ address space is divided into & set «of
hierarchical domains which ensure that the sezmrents of the
operatina system are protected from the user, Since the top
down desien o¢f the operating system provides & striect
hierarchal structure, the domains of the oueratine system
are also hierarchical 1in structure (viz., are protection
rings). In the design of the secure operating system farmily,
three domains were defined: the vser, the supervisor, and
the kerrel,

Operating system segments which manese the actual
shared physical resources reside in the kernsl. The |Yernel
i< the most privileged domain of the address space., It cén

te envisioned as a mini~operatine system that does all the

16
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resource maénagement. The security  kxernel segments
(executatle) can only bde accessed within the kernel. Globdal
(system wide) data bvases are restricted to access bty only
the security Xernel to prevent the possidbility of an
unauthorized'inter-prccess leakage of information [7].

The supervisor domain resides bYetween the most
privilesed kernel domain and the 1least oprivileged user
domain. The supervisor contains those segments of the
operating system which are required to previde such common
services as creatine a nierarchical file system. The
cupervisor deals with the logical entities (segments) as
viewed Dby the user, and manages these segments by calls to
the kernel. To preserve the integrity of the file syvstem,
the user 1is placed ir the least privilered domain, and can
communicate directly with the supervisor only.

Multiple vrotection domains may dbe implemerted via
either a hardware and/or & coftware ring strvcturs. A
hardware implementation is more efficient, however the VISI
microprocessors currently beins manufactured ryprovide for
onrly two protection dormains., The present design of the SASS
requires two domairs, separating the <sunervisor and the
security kernel., The 2£¢¢0 microprocessor provides the SASS
vith the hardware rirg structure ty providing two execution
rodes, the system mode and the nrormal mode. The Xerpel
executes in the <ystem mode and thus has access to all

segments, machine instructicns, and hardware facilities, The

. 17




supervisor executes in the normal mode, and thus only has

E
‘
§
!
]

accese to & subset of the instruction set and segsments. The
supervisor does not have access to those instructions whick
manipulate the system hardware, such as special I/0 and

. execution mode control instructions.

4, Sepgmentation

Segmentation is the key element of & secure system.

A segment {s a logical grouping of information such &s a

procedure, array, or data area i8] . The address space of a

i process consists of trose seesments that may be addressed ty
that process. Segmentation 1s the management of those
segments within the address Space. In order to address a
specific location within a segment two dimensions are
required, an identification of the sesrment (e.e.. serment

number) and an offset from the base of the segment.

[ ]

ach segment may have several lozical attritutes
assccizted with it., fThese attribtutes can include segmert
stze, classification, and access permitted (r.ad, write,

execute)., The physicel attridutes of a segment include the

.,_.
. -
SO IS U TN W

PO

current base address, and whethel or not the segment is in

core". The seement’s attributes and its physical location in

e
207

. remory are contained 1in a se;ment descripter. The segment

g, A descriptors for @& oprocess are often contairec in a
3 .

=] q .

gg . ‘i deserivtor 1ist (viz., an M™MU image Zfor the SASS) to
o Al

% L% facilitate the memory management of ite address space,

: V4 16
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Segmentation permitc multiple processes to share a
sinegle sezment and to avoid the requirement of maintainice
duplicate copies in memory. This eliminates the possipility
of having conflictineg data when multiple copies of the same
segrent are raintaiped. Seementation also enadles the
enforcement of ccentrolled access to a particular segment,

since each process car have different access (read/write) to

% stored seements, This capatility of enforcing controlled

access 1s crucial to security.
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Seementation provides a mecharism for the
virtualization of memory (although not provided in the

SASS). If a wuser requests access to a segment to which he

has access rishts, and that segment is not in main merorr, a
memory fault will occur which will cause that sezment to te

loaded 1into main memory (another segment may have to te

i

moved to secondary sterage to make room). Thus tc the user,
the size of main memory is virtualized into the size of the

} process’ address space,

5. In®ormation Security

{
v As previously stated, taere is an ever increasirg

P demand for a comrputer system to provide for the sacure
' storage of information. This security cannot be added to an
existing operating system with a large cdegree of confidence

* that the resulting security system cannot be avoided or

% i
-—— JApi

typassed. In order to te demonstratly adequate, security
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>§A must be designed into the operating system, and must he part
% of the cornerstone upon which the operatine system is built.
i%‘ There are two bhasic aspects of information security,
g{ exterra)l security and internal security. ¥Fxteranal security
g% i prevents an infiltrator from getting to tge oblect in which
§§ the desired information i{s stcred. This can be of such form
g% as a fence, a safe, a sentry, or a guard dog. If an
5% infiltrator manares to penetrate these external se-~urity
é; measures, he then has access to the des.ped information.

Internal controls would consist of those sesurity measures

 fn

T,
R | 2 :

internal to the computer which impede and i{f effactive,

prevent a compromise of information. If the {nternal

5%
iH4L

controls function opreperly, information {s onrovided &nd

SV S e S s
AT S

I

i

‘é exchanged only with the users wac are explicitly autherized
é% access to that ianformation. Many information systems are
gg required tc store and access infcrmation of <differsnt
;§ . security levels (e.2., secret files interspersed with
b5

§§ ﬂﬁ confidential and unclassified}. The internal security of
%% j; such a "multilevel” system must permit users and inforraticn
g% ' iéé% to exist simultaneously at differert security levels, ard
2% }‘ alse ensure that no urauthorized accesses (etther

:d

i%i intentional or wunintentionsl) are permitied. The SASS wés
b ?% desizned to provide a multilevel secure storaze enviroamrent.
g - The data to te stored in a secure information system
’iﬁ . :?f can be looked upcn as a set cof logical objects such as files
iy :
5 ﬁ i or records. Associated with each of these objerts is a set
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of sutjects which have access rights to that otject. Thece
access rights may include read access, write access, or a
combination thereof. The npon-discretionery security policy
involves checking the object’s access class (oac) with the
subject’s access class (sac) to ensure that they are
cempatible. The access permitted is d=fined in a 1lattice

model of secure information flow [8) as follows:

g3 ¢ cac, read and write access permitted
sac > oac, read access permitted
sac < oac, no access permitted

The 'government security classification system
provides an example of & non-discretionary security policy.
A user with & osecurity clearance of confidential s
authorized read and write access to a confidential file (sac
= oac), and he has read access (but not write) to an
unclassified file (sac > oac). This restriction ox write
access is to prevent the inadvertant writing of confidential
data into an unclassified file to which the sudject may have
sinvltanecus access (this property is often referreé¢ to as
the *-property [1¢]). Finally, tae conficdential sutject dces
not have access to any secret files (sac < oac).

The discretiorary security policy irvelves checkirg
the subject azainst an object’s acress control 1list (ACLY.
The sudiect only has access to an oblect 12 he is ircluded
ip 1ts ACL. This policy is analasous with the governreat’s

"need to know policy, wnica precludes a subject with a

21
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secret clearance from having access risghts to all secret
information within the system. He may access only that for
which ke has a "need to know". fThe discretionary security
policy thus allows the users of the system to specify who
has access to their files. It is noted that the
discretiorary security policy is a refinement oS the
security policy, and never permits & violation of the
non—~discretionary security policy in effect,

The SASS  was designed with the irternal
non~discretionary security to be provided bdy the security
kernel, Discretionary security is provided by the supervisor
file system, Tre security kernel s DYased upon a
mathematical mode! which has teen proven correct. “This
mathematical model implements the system’s security
policles,

The security kernel desizn has thres prerequisites
in order to provide a Secure envirorment: 1) the kernel must
he ({solated to ensure that it cannot be modified either
intentionally or inadvertantly. This is to ensure that the
behavior of the kernel cannot be modified. 2) Zack and every
attempt to access data within the system must invoke the
kernel, 3) The kernel’s correctness must be v~ :fietle. This
implies that the rathematical model must be »nrcved and
demonstrated as secure, and that the kernel implements this

model.
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C. T&EBSIS STRUCTURZ

This thesis presents the detailed decign of & memory

-~

rsnagerent oprocess fol the 3A38., The top down <design

technique was utilized, with levels of &bstraction used to
reduce the design complexity. The high 1level 1languaege
utilized was PLZ2/5YS, which was designed to Ye compatible

with the ZEZ€1 microprocessor. PLZ/SYS is a Ylock structured

%
g{
g/
3
i
2

13

lanzuare similar to rASCAL. The compiler which compiles from
PLZ/5YS tc the 28¢€1 instruction code is still in the

MR B

developrental stare at ZIL0G, INC. The PLZ/STS code had to

therefore be "hand compiled” (viz.,translated to the PIZ/ASM

assemdly language) {n order to run, test, and dedbuz the

Rl A RSB

code, fome of the procedures in the lower levels of design

(those which use privileged iamstructioaus to directly

P

manipulate the syvstem hardware) must b2 dirsctly coded using

gty A

the assemdly cods FLZ/ASM. These procedures were daclared

Pl ) e S R AR

X external to the Memory_Manager_FLI/SYS_Module and are coded

R

R

in the Memory_Manager_PLZ/ASK_Mocdule.

‘ Chapter 1l of the theslis presents &n overview of the
|

S,

SRR

SR

.i SASS at its currect stage of development. The design of tae

ARSIl s A iVl

l mEMOTY manadgement process, and the concurrent implementstion

N

of the 2istriduted Xernmel processor management by Zeitz (4]

refired thk2 original decigr of Parks and Colsemén. Future
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werk in the SASS will rost lilely reauire somz rafirere

J—

1 the precent decipgn,
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Chapter III presents the detailed design of the memory
manaeser module. This chapter emshasizes why certain desien
features were chosen, and how they were implemented ir this
desien.

The £inal chapter presents the status of recearch to

date, and attempts to identify what follow-on worlk s

T
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required, The PLZ/SYS code module and the PLZ/ASM code

module are preserted as avpendices.

4

o Calee St A
B T T S R FY

}
24
.‘:
\'l
g‘i’

B -
s )
o9

T B
N 1
f
i

%

——
“NJ
™~

T, ﬁ}? WM’I
.
s

IR
-
¥
o

Ay
e
| e
¥

|




R
>

| o,
-

SE L .

FRrev——y

"

T A s
R,

- :':
AL P A S . R A,

o

-

e

II. SICYRE AACKIVAI STORAGI SYSTIM LRSIGH

This chapter presents an overview of the SASS ian 1its

current state of development., It i< @& summatioa of the

"

orielnal desisn efforts, ard reflects refinements of those
nriginal desipns., This overview {s necessary in order to
fully understand the interrelationship Dbetwsen the merory
manager and the overall system desirn., It also providies a

current tase for further SASS development.

A. BACIC OQVTRYITY

The purpose c¢® the S438 is tc previde a secure arenival
file sterape medium for & varicble numbter of host romputers,
T™e ¥av desian goals of the SAEY Were multi-level {rternal
computer security and ~ortrolie. sharing o¢f data amons
authorized uvsers,

rigure 1 provides an example of hew the SASS ceould de
vsed, In this evempie, there are four host comprvters which
reside in four separate rooms {consider each of these
computers to e microcomputers, althouzh any computer could
¢ utilized). Zach of the four hosts are used to create and
ranrinulate files of fixed predetermired security
classification. Tor example, all files created ty host #2

are cl3ssified secret. Zost ¥2 cannot create top secret,

N
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confidential, or unclassified files (nor cern he access top
secret in this example). Access to each of these reems is
physically controlled to ersure that only personnel with the
proper security clearance are authorized access. None of tae
host systems have & permanent local file storage device, and
all are hard~wired to an I/0 port of the SASS.

Tach host controls the access to its I1/0 ports (host #&
tllustrates the muiti=-level host cornection  currently
required by the §ASS). The physical protection of the
hard-wire s assurmed to he adequate %o minirize tne

possibility of such malicious activities as wire tappine or

rty

emanations monitorine. Once a wuser o the hoet cveten
completes his work, he can permanently store his file on the
3485, whichk 1¢ contained in the fifth room of fipure 1 !view
the SASS as an 23¢€1 microcomputer with access to secondary
ctorare devices), To £ain access to & file, the uwser or 0/°
of the host system must request the SASS to provide aim with
that file, This implies that {f & malicious user gains
jecess of the confidential aost systerm, hne still canrnot
access files of a higher classification.

The SASS must te capabdle of performing three tasie
functions in this environment. These functions are: 1} store
a file for a Lost system, 2) retrieve a file for a =nost
system, and 3) ensure that the the files are rade avalladle
only to avthorized users. The required cepabilitvy of file

storage azad retrieval implies that precesses rust exist fer




each host svstem to perform £file manasement anéd data
trarsfer on tehalf of that host. To ensure the security of
the stered information, the SASS must ensure that the user
¢ a specific fnost system may only address the files to
which he has access. The SASS achieves the desired
environment through a distriduted operating system design
wrich consists of two primary modules, the supervisor and
the security ‘Yernel (the security kernel actually consists
0 distri™ted and non-cdistriduted portiorns). Tach host
system, which {s hardwired to the SASS, communicetes with
its own I/0 process an? file manager orocess ir the SASS
ftself,

The supervisor 1is responsible fcr the SASS-ncst system
irterface. It constructs and manares & hierarchicel file
system for its nost, based upon the files which the 720st has
submitted, and controls the actual I/6 (both data and
corrands) thetween the SASS and the hnost system, The
supervisor is built wupon the security kernel and nerforms
the host’s requests (file storage, file retrieval, I1/0) bv
calls to tre security xernel. These calls must be validated
{ty & ¢ate keeper module in the SASS design) tefore the
security kerrel functicn is iavoked,

The fASS securitv kernel consists of a distrituted ard
non=distrituted xerrel. The distriduted rerrel is
distriduted tc (viz., is in the address space of) every

process, and is rec<porcidle for the nmvltiplexing of the
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sevaral prosesses onto the actual hardiware processor(s’,

anforcing the non-discretionary security policy. and
nrovidine the synchronization primitives for inter-ororess
communication, The non-distributed kernel <consists of the
memory manaeger process which is responsidle for the secure
management of both main memorv and secondary storage. Fach
hardwarea processor must have its own memory manager (erso,
non-distributed kernel) in the SASS decipr.

An abstract system overview ¢f the SASS is presented 1in
figure 2. TFour levele of atstraction were wutilizecd to
simplify the design and understandadility of the system.

Level ¢ comsists of the system hapdwére whick includes
the 28¢21 microprocessor, the local and glecbal memeries, and
secondary storare., The <ASS s designed to orerate in a
multi~-ricroprocessor enviroanment, therefore eachr CPFU is
acsiened its own local memory (to which it alone h&s &access)
ir which it <car store process local segments. The system
contadins @ global memory, which every CPY may access,
Sezments to which a user process has write access must te
cr-red in ¢flotal memory if more than oae process has
simultaneous access to that segment. This is to ensure that
all oprocesses acacess the curr=nt copy of thaet shered
writable segment. The basic storage policy is to store every
segment within 1local memory if at all possible. This is to
zeep bus contention between processors, whaich access global

memory, to & pinimum,
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Level 1 consists of the distriduted and non-distrituted
zernel. The %ernel is placed in (executes inj the rmost
orivilesed domain (system mode) of the ZE£ZC1 to ensure that
it is protected from any manipulation (either maliciocus or
inadvertant)., The kernel controls all access to thre system
hardware dy maintaining all privileged machire 1instructions
within its domain. Only the kernel may access these
instructions. The distributed kerrnel 1is resporsidtle *feor
creatine a virtual processor environment and enforcinz the
non-discretio;ary security policy. It multiplexec processes
onto virtual oprocessors and then multiplexes these virtuel
processor(s) onto the actuel herdware processors. The
non=-distribtuted Xernel consists of the memory manraker ard is
recponsidle for the secyre manasement of toth main memory
and sscondary storage.

Level 2 sensists of the supervisor, wnich resides in the

£

less privileged domein (normal mode) of the  Z23¢21
microprocessor. It has access to alli the rarhine
instructiors with the exception of those waich menipulete
thre syster rardware. The supervisor must request tre Zernel
to move seements into and out of memory and secordary
storage via the gate  rzeeper {a software ascisted
ring~crossirg mechenisn). The superviser censists of two
surrorate processes for each host, the I/C (input/output)
process and the ™ (file management) process. By utilizirg

the I/0 and ™™ processes the supervisor is etle tn vrovide
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and marage a virtual file hierarcay for eacz hest system,
Tach Post system hras I/0 and FM processes created and
assigned at system generation. They are nret dyramically
created or deleted. The supervisor -ensures that each
segment”’s discretionary security is enforced.

Level & consists of the host computer systems. These
systems are hardwired to the I/0 ports of the Z5¢¢¢. The
hosts communicate with the SASS via system protocols over g3
communication link. Any computer system conld serve as a

host, with each host supporting multiple users.

3, SUPERVISOR

fach host system is assiened the dedicated services of a
pair of supervisor processes at <vetem generation, Thece
nrocesses are the I/C and IV precesses. The FM process and
the I/0 process communicate with eacah other via a chaered
segment entitled the “mailbox”. Tuis compurication 1is
syachronized via the kernel synchronization priritives whioh
act upon eventcounts and sequencers [12). A virtvel file
syster 1s created and maintained for each host ty its FM ard

1/0 processes,

1. TFile Manasement Process

The FM process is responsitle for the ménagement of

the host’c virtual file system witnic the SASS., The FM
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process interprets all the host commands and acts upon them
in corjfuncticn with the I/0 process.

The nser of the host svstem views his stored data
(within the SASS) as a hierarchy of files. Figure 3 prevides
an example of such & hierarchical file structure. To specify
a particular file, a vathnare is requirei. The pathnare is
simply a concatenation of the file names (given to each file
by the user at its creation) startirz at the “roct”
directory and procedins sequentially to the desired file.
The user is required to sutmit a pathname with each cormand
seat to the SASS. The five basic actions to be performed
upon files at this level are: 1) to create a file (2ata or
directory), 2) to delete a file, 3) to read a file (data or
directory), 4) to initiate or modify file attridutes (size,
classification, access permitted), and 5) to store (write) a
file,

The TFM process is required to convert the pathname
nrovided ty the vser, into one or more segment numters, This
s necessary tecause the notion of a file is not krown
#ithin the kernel, 411 filec are composed o¢ segments, and
rust be referenced as segments withir the kernel for
manipulation and management, The FM oprocess mvst also
provide appropriate cormand thrandlers to ensure that the
user’s reguested act‘on ic properly carried out.

The SASS perrits a nost tc read or write the files

0® another host, at the same cecurity level, if
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discretiorary access is permitted. Files of & lewer
classification may be read only (if discretionary access is
permitted). This file sharing is achieved by creating a link
tetweer the two file hierarcnies. This link is entered irnte
a directory file of the host, and is constructed in the sare
manner as & pathname (viz., it 1is a concatenation of
fi{lenames). The kernel enforces a read only access to the
lower classified files, which prevents the possibdility of
writing data (through a 1link) of a aigher classification
irto a file of lower classification.

The database utilized bty the FM process to manage
the host’s files is tha TM Krown Seament Table (FM_XST'. The
Fv EST is a list of those segments waich are xnown to (viz,,
within the address space of) the FM oprocess. Fisure ¢
provides an example of the I _KST structure.

Whenever a user of a host syster requests access 1o
a specific file, the ¥V_XST is searched to determire if that
pathname (segment) 1is already Ynown, If it is “rown, the
request is passed to the kernel, via the gate_keeggr. with
the appropriate . wut numder, for the desired action, If
the pathname is not known, the segment number of the desired
#1l1e’s directory (parent) file and an entry numher are sert
to the kernel with the request to make that Seement krouwn,
If the request is authorized tv the kerrel, @ seament numter
and access mode autherized are returaed. The returned

segment numter and mode are then entered inte the Th_787
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with trat seement’s pathname. Once the Ssezment is kaowr, the
decired uvser action can te carried out.

The user requests to create or delete files arve
simply passed ¢to the appropriate kernel proceduvre, vie the
gate keeper, Yy the FH process (after a discretionary
security check). No entriec are added or deleted from the
FM_ZST durinrg create cr delete requests (they inveke ikernel
primitives which add or delete entries from a kernel data
Yase),

Should the FM process request that a3 Serrent te
swanped into memory and memory is full, an error code will
e returned to the ¥M process from the kerael (it is roted
that this is a per procsss memorv allocation, thus the
mercry State cannot te affected Yty its use ty other
processes). The FM process will then select a segment to bde
removed from core to make reor for the desired seerent, The
current desigsn calls for the iavocation of a least recently
used algoritar (LRU) which makes use of the FY XST ‘used”
field to determine the least recently used segment for swap
out,

Tiscretionary security is enforced in the
discretioray security module of the FM process. An access
control list (&CL) is maintained for each file within the
file nierarchy., The ACL is simply a list of authorized ucers
(a2 refinement of non-discretionary security) whieh s

checked for each access to that file, The discretionary
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security module also performs the housekeedins functicns for

the file’c ACL. These functions include the addition of a
ACL entry, the deletion of an ACL entry, and the
initialization of an ACL for a new file,

It is noted that the orieinal desien of the ¥V
procecs contained a memory marager procadure, This was
necessary tecause the original SASS design called for the
partitioning of mumory such that each supervisor maintained
his own core. The ¥“ memory manager managed this virtual
core by calls to the kernel via the pate kxeeper ({swap_ir,
swap_out). The current design of the non-distriduted kernel
inciudes remory allocation and thus has removad the need for
the supervisor to manage its own virtual core. Zecause of

this, @ ¥M memorv manager {ic n0t required.

2. Input/Output Process

The 1/C process is responsitle for all the input and
output ‘tetweer the supervisor and tie nost computer system,
The 1/C process receives its commands from the FM process
via the shared maildbox segment.

Data is transfered between the host systems ard the
€4SS in fixed size "packets”. There are three basic tvpes of
packets, a synchronization packet, a command packet, ani a
data npacket, Protocols exist for the reliadle transmicsion
and receipt of the packets by both the SASS and the host

systems, Tne current design calls for the use c¢f

3&




multi-packst protocols, which allows the sender to send
ceveral packets tefore he receives a receipt.

The origiral Adesign of the I/0 process cortained a
Memory Manager procedure for the same reasons as the M
process. This procedure is a0 loneer reguired due to the

design of the non-distributed kernel.

C. DISTRIPUTED YERNEL

The initial design of the security kernel a&s presented
by Coleman {3], has been developed ty Reitz (4] an? the work
presented here, The primary re{inements have teer the
replacement of block/wakeup {3] by eventcounts, the
irclusion of an event manarer which contains the
synchrenizaticn primitives, and the trarsfer of MMy
manarsement to the memory manager. TFisgure 5 prevides an

cverview of the securitvy “ernel design.

1. CGaie Yagper

The g2ate keeper {s & softvare ring cressirg
mechanism whisck is wutilized to ensure that the serurity
Yernel is isolated and tamperproof. The mejor issues of the
zatekeeper desisn are: 1) to provide a rode switchine
mechanism for switching frem normal (supervisor) mode to
system {¥errel)  mode ., 2) te¢ mask sardware gpreernt

interrupts in the kernel, anéd 23) to check for “virtuel"
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scftware oreemot interrunts when 1leaving the kernel., The
2ite keeper provides trhe sole eatry noint into the Xxernel
domain, vyalidates the request and its argumente, and
trarsfers the request to the aporopriate Xxernel ©procedure,
If the gate %xeeper encounters an error, it returns an
approepriate srror code without irvoking the kerrel.

The =ate keeper uses & parareter tetle o validete
the user’s request (call by value onrly). This table contairns
the rnumder of parameters required by each kernel function
(create_segment,lelete_segment, etc.), the type of each
parameter, anrd the type of =ach return parameter. If en
error {s discevered during tae validatiorn process, it sets
the return messdpe to an error code, (& the request is
valid, the zate “ceper calls the apprepriate %2rrel mredule,

The gate keeper is & trap handler, The supervisnr
pits an argumert 1ist ard space for a returr message in a
sezrent {or processor reesisters) within the sugpervisor’s
Aomain, When the gate eeper is invoked, it must firet cave
the supervisor processer registers and then retrieve the
arsument  liet (via ar arpument lict pointer repister), The
areuments are validated ard if correct, passed te the
apprepriate kernel modrle,

“rep the kernel cormpletes action taken upon the user
request, it returns to tne gate keeper. The eate %eeper then
coples & return messafe intc tae reture argument (that is

returned te the superviscr’s domaind, resteres the

3
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supervisor’s envirorment, unmasks the ipterrupts, and makes
a trap return bdack to the sugerviscr (viz., chanzes the mode

tack to normal).

2. Segment Manager

The segment manager is responsitle for the
ranagement of the segmenied virtual memory. Taere are sir
fonctions whick the segment marager 1s called vpon to
perform. Trese functions are: 1) to create a segrent, 2; to
delete a sefment, 3) to make & segment ¥nown, ¢) to make a
segrent un¥nown (termirate), 5) to svap a segment intec core,
and 6) to swap & segment out of core,

The segment marager vuses tne Known Segrent Tadle
(¥ST) as its data base to manaze Seemrents. The KST {is a
process lccal ernel data base which contains entiries for
311 the se~ments which the process has rade %rown. Figure 6
provides an example of the WST structure. The ¥S7T size is
fixed at system rereration., It is irdexed by seament nvmders
which are assizned by the segment manager. Wanen a segment is
rade known, a handle” (the <concatenation of the Global
fetive Segrent Table (G_AST) index and the segment’s urique
tdertification) is returned to the segment marager bty the
memnory mansger, The handle i<« a systewm wide vnique
identification that 1is assiened to ea~h active segment

fviz,, active in th

()}

~

G_AST), The EKST provides the mérping

rectanism for convertine the seement numder InLt0 the

>
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segment’s vrigue héndle, The use of the vnique handle ty the
remory manage. 1s what permits the cortreclled sharing of
segments by concurrent processes. Any pro~ess which requests
to make a specific segment active will alwavys be returned
that seesment’s unique handle. Thus any one segment may exist
within the address <pace of several processes (with a
different segment number in each process) while residinz in
one location in merory.

The SIZE field of the KST represents that segment’s
size., “efgmants exist in multiples of 256 bytes due to Z2-85¢¢¢
MMU hardware constraints. An upper beund upcn the segment
size is fixed at system generation by the desien parameter
max_segrert_size. This 1s lirlted to 65K bdytes By nrardware,
The ACCTSS_MCTE fleld states the access authorized to the
segrent (read, write) by this process. The IN_CO:T field {5
<@t when @& process successfully requests the segment to e
swapped irte core, The CLASS ‘field is used to gzive the
access class (e.r., secret, confidential} of the sefmert.

The usual sesguence of invoking the segmert manager
functions f»y the supervisor) would te as fellows: 1)
Create_fegrent (tris will 1invoke the memery manager to
assiga a unique identification to the created segment', 2)
Make fKnown, which will place the segment irte tze KST, and
3) Swap_In, which will move the seement fror sercndary

storace to maln memorv. To remove a segment from main nemory
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to secondary storasge, the order would be 1, Swap_Out, 2)

vere Unknown, and 2) Delete_Segment,

3. Event Manager

The event manager provides the zernel
syachrenizaticn primitives that are used for the
synchronization of concurrent processes in the supervisor of
the present SASS design. The syachronization mechanism used
is that of eventcounts and sequencers, £irst proposed bdy
Feed and YTanodia [1€]. The use of eventcounts and sequencers
allows the ordering of events to he controlleé direectly v
the processes {nvelved, rather than to depend upon rutunal
exclusion mechenisme <uch as cemaphores. The éctual
everntcounts are waintained ia the memery manaser module as
they are & <ystem wide eptity and &are not process local,

Reed and %ancdia define an eventcount as an  cbject
that eeps count of the aumber of events in a particule=
class that have occurred sc¢ far in the execution of the
system. The event cbserved can bde anythine from the iaput of
data o the system, to writing & particular segment, The
everntcount can be viewed as an integer value, which {is
incremented with each occurrence of the observed svert. The
primitive ATVANC®(X) is used to sisral the occurrerce of a
particvlar event, and causes tas eventcount X, associated
with that event, to bte in~remented. The primitive 3ITATI{ND

will return the value of the eventcount Y. The rriritive

45




AALIT(Y,n) will suspend the callineg vrocess until the value

of eventcount X 1is egreatsr then or equal to the integer
value n.

A sequeuncer can te defined as an abstract otject
that can te wutilized to totally order the eveénts of a
particular class. The basic purpuse of the sequencer is to

provide a means to determine an ordering of a set of

o Ries

occurences o0f a particular event. Iike the eventcournt, the

sequencer can te viewed &s an integer value which is

o TR S y

f increrented each time the primitive TICY¥ET(S, is called. The
g TICYET primitive is tased vpon the ticket muchires often
%A used in Ddardersheps and ice cream stores. Jhern a customer
§§ enters, he takes a ticxet, from which the order of who
§ arrived first and whom will bde served nrext can te
§§ determined.

5 The use of evertcovnts and sequencers by the SASS

v

on

supervisor can be i{llustrated 15 follows. Suppose that

< e s s

segment A is cvurrently lteing updated bty process ¢ne,
Tventeourt A currerntly has the value of 9 (the everntcount
associated with the readins of s<cegment A)., Process two
desires to read sesrent A, S0 he obtaias a ticket ty

vtilizing the TICZET primitive associated with <cegment A&,

The value Treturned ty TICK®T is 1£. Process two now calls

. ) upon the primitive, AWAIT(A4,12), which will suspend process
; . } . two until eventcount A is valued at 12. vhen preocess one
ﬁ' completes his update, he will ezecvte ADVANCI(A), which will
;
1 46
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increment eventcoui.t A to the value ¢f 1€. This will allcw
the A¥AIT(2,1£) to return to process two, which will then te

allowed to read segment A,

4, Traffic Controller

The traftic controller performs tae function of
scheduline processes to rur on virtual processors. The
traffic controller cculd te designed to scheduvle processes
to run directly on the Mhardware processors, vt in this
desien, Reed “c [11] notion of a two level traffic controller
was utilized. Thus the processes are first multiplexed onto
virtual wprocessors by the traffic controller. The virtual
processors are then multiplexed onto the actral hardware
processors tv the inner traffic controller,

A virtual processor is ar abstract data structure
which precerves all the attritutes of a process in execution
on a processor (i.e., an executicrn pcint and ar adéress
space). Multiple virtval processors ray exist for a sirgle
physical orocessor. The Active Frocess Table {APT) is tae
data base utiiized by the traffic controiler to cecntol and
mapnage the multiplexing of processes onto virtesl
processors., Figure 7 provides an example of the the AFT,

The APT is a fixed s¢ized tatle which cortaine an

ertry for each process of the SASS (the nrocesses are

tid

created at system generation). gcause of the cesien

decision rot to create or destroy pro esses after system

47
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seneration, the initial entries ianto the APT will de active
for the 1life of the system, The index into the AFT is the
PROCESS_ID.

The traffic controller uses the DPRIOEITY field of
the APT to determine which process to schedule for execution
on each virtual processor. The STATE field contains that
nrocess’ current state (running, bdlocked, or ready). The D2R
(descriptor base rezister) field of the APT provides the
address of the MMU image for that process. The Next_Ready_AP
field 1is a pointer which contains the index of the nevxt
process which is in the ready state,

The design simplification choelce of always havineg a
process runnirng on the virtual processors, introduced the
notion of an idle process for each virtual processor. The
idle oprocess 1is loaded onto a virtual processor anéd pnlaced
{nto the rurnirg state whenever the numter of availadle
virtual processors exceeds the nurdber of ready or runnire
processes (excluding the idle process). The idle procecs is
0® the 1lowesit priority, ard will only run if nc otaer
process canrn be loaded. It is iancapable of blockine 1{tself,
ard thue must always te in either the runnirzg or ready
state,

¥ren & virtuval oprocessor tecomes availadle, the
traf?ic cortrcller will te invoked to schedule the hiehest
priority ready process which mav run on that vérticular

virtusal oprocessor. If no process is ready, the Idle nrccess

43
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i{s scheduled. The ldle process provides a means to 2uarantee

that a ready process will elways te <fouvnd, and that the
Traffic Controller <cannot be exited without schedulirg a

process.,

5. Inner Traffic Cortroller

The purpose of the inner traffic controller s to
previde the multiplexing of the virtuzl »nrocessers onte the
actual system processor(s), and to provide the Fkernel
primitives for inter-process communication within the vernel
(Signal and “si1t)., In the SASS design, each physical
nrocessor has a fixed set of wvirtual CPU'c that it
multiplezes, The prirary data Dbase utilized by the inper
traffic controller is the VYirtual Processor Tatle (VPT),
Figure % provides an erample of the VET.

The VPT s indexed by the Virtual_Processor_Irl. Tre

%R, PRI, ard the STATE fields «re used in the <ame franner
as these fields in the APT, %he Idle_Flap simply i{ndicates
that the 1d4le process is loaded on that virtual ovrocessor.
The Preempl. flae indicatas thit a virtuval preemnt interrunt
has Yeen directed to thal virtual processer. The
Fhys_Frosessor is a fixed field that {indicates which
hardware processor that virtual processosr is schedvled 1o
run on, Tre Next_Ready _VF is a pnointer to the irndex c? the
next ready virtuval processor ia the VPT for this (27,

In nis -riginal design, Coleman [3] tasked the inner

8¢




->~>
& n
(I
2.0
[
o
L ed |
o )
[T .
=2/ 3}
—
L
L]
n O [
> ©
£ e [ 2
Py (<)
v
("4
[V
o~ (8
200 ©
E v [
Qe [+ 1) -t
Q Fue 79
] —4
[« ¥ )
a3
e
[
[ 1IN %] d
— =
-
4 fny
L ]
@
Q Q
- | o
[} b=
* o
(721 b
[<2]
-t
b
[«
- [52]
L] /m
] ~
va.
L -
. ——— L e, I\Mnuu"nmhu‘ . e --Y\.!.T,l I e R e agi o L S ) ilthx:&.&
T S aci T,
- D'lﬁ/
£
o ” - —— -

e T T |




traffic coatrolier with the manaperent of tre hardware
Yemory Management Units (which contain the process’ address
space and its attributes) and the MMU scoftware imares. In
the present design, this function has been acsigned to the
memory marager. when the inmner traffic cortroler urloads a
processor, it simply writes the MMU into the MMU imaze in
erder to save the segrent usage information. To 1lcad a
nrocess, it writes the MMU imazge into the MMU. The rermory
manager insures that the MMU {mage 1is kept ocurrent 1ty
npdatine the images whenever a Segment is swapped in or
swapped ouvt of memory.

The %ernel synchronization primitives of SICNAL and
WAIT are maintained within the irner traffic controller,

These priritives are usad by virtual processors within the

verpel domain to synchronize with other virtval procescors

within the ¥errel domain.,

g
"3 T. NON-TISTRIRUTTI XIPNTL
ig ™he SASS non-distrituted kernel is compesed solely of
_g; the memory omanrager process. Fach physical processor has
l; associated with {t, its cwn dedicated remory manager
% process. The purpose of the nrocess is the proper ard secure
i manacement of the main memory {(both local and glodal), end
. '? secondary storage, The actual transfer of sesments frem rain
53 memory to csecondary storage and vice-versa, ic controlled bty

!
2

Ty
P —— -
-
E i Sl b e e T L
()]
4%

|




the memory manager process. The primary data base utilized

by the process is the Active Seegment Table. Chapter 3

orovides a detailed description of the gprocess’ functiorns

and data tasesS.
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ITT. MEMORY MANAGER PROCESS DETAILSD DRSIGH

A. INTROLUCTION

The memory mranagar is responsible for the manazement of
both main memory (local and «lotal) ard secondarv storage.
It is a non-distriduted portinn o¢f the xernel with one
memory manéser process existing per physical processor. The
memory manazer 1is tasked (via sipnal and wait) te verform
memory management functions on behalif of other processes in
the system. The major tasks of the memoly manazer are : 1)
the allocation and deellscation of secondarv storare, 2) the
allecatiecn ard deallocation of gloval and lecal memory, &)
seqment transfer from local ta plotel memory (and vice
versa), ard ¢) segment transfer ®rcr  secondary steraze to
main memory (and vice versa). There are ten sarvice calls
(via siznal) which tas% the meroly manager Process te
perform these functions. The tea service calls are:
CREATS_ENTRY
DRLIETT ENTRY
ACTIVATE
DZACTIVATE
SAF_IN
SYAP_OUT
DZACTIVATE ALL
MOYT_TO_GIOFPAL
vOV®_TC_LOCAL
TPPATE

Upon completion of tre service request, the memoery manager

returns The results of the operation to the waiting procecs

tn
18




{via sigral). It then dlocks itself urtil it is tasked to
verform another service. The hardware configuratior managed
by the memory manager process is depicted in figure 9, The
shared data bases used by all memory manager processes are
the Global Active Segment Table (G_2ST), the Alias Tatle,
the Disk Bit Map, and the Glotal emory Eit Map. The
processor local data bases wused by each process are the
local Active Sezrent Tadle (L_AST). the Merory Vvanagemernt

Tnit Ir.ges and the Local Memory Bit Map.

F. DISICN FARAMUTERS AND DECISIONS

Several factors were identifieé during the design of the
memory manager process that refined the {nitial Zerrel

design of Coleman{3]. The two areas that were modified, were

the managerent o the MMU imazes and the manasemert of core

memorv. 3cth of these functions were ménegsed cutside of the

mamory ranaser in the initial desigr., The inclusion of taese

y

‘ﬁ functions in the merory manager process siFnificently
- improve? the logical structure of the cverall system design.
15 sdditional design paremeters were established to facilitate
';g the inftial irplementation. These design parameters recd to
! ? te addressed bdefore the detailed design of the remory

; ménager process le presented,

-?% . It was decided to make the block/parge size of deth mailr
;gg memory and secondary storage equal i1 size. This was to
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simplify the rapping algorithe from <secondary storage to

main memory (and vice versa). In the initial desien thre
*lock/paze size was set to £12 bytes.

The size of the pare table for a sesgment was set at one
page (non-parped page table). This was to simplify
implementaticn, and had a direct bearing on the maxirum
segment size supported in the merory manaeer. For example, s
page size of 256 bytes will address a maxirum segrent size
of 32,752 bhytes, while a page size of 512 bytes will address
a segment size of 131,272 dtytes.

The size o0 the alias tadle was set to one paze
(non-paged alias tatle). The number of entries that the
alias tadle will support is limited by the size e¢f the vpasze
table (viz., a page size of 512 bytes will support up to 46
entries in the Alias Tedle).

In the orieinal desier, the main memory allocation w3as
externadl to the memory manager. This was dve to the
vartitioned memory management schere outlined by Parzs(2]
and Coleman[2). Ir the current design, &ll addrecs
assignment and sezment transfer are manased bty the rerory
manager. This desigen chonice enhanced the generality of the
design, and oprevided support for any memory management
scheme (either in the memory manager or at a higher level of
atstraction', However, the current design still bhees a

raximur core constraint for each process.
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Tvnamic memory management is not implemented in this
design. Fach orocess is allocated a fixed size of physicel
core. Fowever, it is not a 1linear allocation of physicael
memory. The design supports the maximum sharing of segments
in local and =slodal memory. All sSegments that are not
shared, or shared and do not violate the readers/writers
problem will reside in local memory to eliminate the elotal
tus contention. The need to compact the memory (tecauvse of
fragmentation) should be minimal in tzis design due tc the
maximum shering of segments. If contiguouvs memory is not
availatle, the memory manager will comrmpact main nmerory.
After compaction, the remory can be allocated.

T™e design decision to renresent memory as one
contisuous %lock (not partitioned) was made to support a
dynamic memory management scheme., Without dynamic memery
management, the process’ total physical memory <can not
exceed the <cystems main menory., The supervisor knows the
size of the sezments and the size of the process’ virtual
core, therefore it can manage the swap in and swap out to
ensure that the process’ virtual ~ore has no!: been exceeded.

In the original design, the user’s process inner-traffic
controller maintained the software 1images of the rerory
management unit. This desien required the memory manager to
return the appropriate memory manasement data (viz.,seamert
location) to» the xernel of the wuser’s process., In the

current desigr, the software irazes of the MMU are

n
w




maintained ty the memory marager. A descriptor Ydase pointer
is provided for the inner-traffic controller to nmultiplex
the process address spaces. The MMT imagze data base does not
reed to bte 1locked (to prevent race conditions) due to the
fact that process interrupts are masked in the kernel. Thus,
1£ the merory manrager (a kernel process) is running then ne
other process can access the MMU imare.

The system initialization prccess has not been addressed
to date. Fowever, this desien has made some assumptions
ahout the initial state of the system, Since the merory
manaser handles thke transfer of sSepments from secondary

storage to main memory, it is likely to te one of the <first

processes created, The rmremory marager’s core image will
consist of its pure code and data sections. The minimal

initialization of the memory manager’s data tases are

S
R

entries for the syster root and the suvpervisor’s segments in

% i the G_AST ard I_AST(s), and the iritializaton of the MMJ
& i

&l 'L imaees with the kernel searents. The current desien does not
-7 o

% ,ﬁ call for an entry in the G_AST or L_AST for the kernel
% [@ segments., However, when system zeneration is desizned this
3 .

% -T% will have to te readdressed.

§; lf? The original{3] memory manazer data Dbases have heen
gf ﬁ . refined ty this thesis to facilitate the memory ménagement
%‘ . furctions. The major refiremerts of the 3lobal and local
wel P E

§§ . &, active seement tables are outlined in the follewing secticn,
L x"4

g i
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C. DATA EASES

1, Glotal Active Segment Tadle

The Globtal Active Segment Tatle (see figure 1¢) is a
syster wide, shared data Dbase used by memoly manager
processes to manaze all active sesments. A lock/urnlock
mechanism i{s utilized to prevent any race conditions from
occurrine. The signalling process locks the G_AST defore it
signals the memory manager. This 1s done to prevent a deadly
embrace from occurrine dbetween memory manaeer processes, and
also to simplify synchronization ©bdetween memory managers.
The entire G_AST s locked ir this desigun to simplify the
inplementation (vice locking each individuval entry}.

The G_AST size is fixed at compile time. The size of
the G_AST is the prodvet of the G_AST record s<ize, the
maximum numrdber of oprocesses 'and the numbder of auvtrorized
¥nown segments per process, Although the G_AST i¢ of fixed
size, it {s plausitle to dynamically ranase the entries as
proposed tv Eichardsor and 0‘Connell{l}. The currert memory
manaeer desigan could be extended to iaclude this dyaaric
managsement,

The Unique_Id Tield is a urique segment
identification numter in the G_AST. This field is four tytes
wide oand will provice over four billior iderntificaticn

nurbers. A desien choice was made not to manaee the

€2




WK

.Y
e

Index_#

Unique
ID

Global
Addr

* Flag Bits
Processors G_ASTE_#
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Figure 1¢, Global Active Segment Tabdle.
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reallocation of the unique_ia’s. Thus when a segment is
deleted from the system, the unique_id is not reused.

The Global_Address field 1is used to indicate if a
segment resides in glodal or local memory. If not rull, it
contains the slobal memory base address of a segmeat. 4 null
entry irdicates that the segment mrigat Ye in 1local
memory(s).

The Processors_L_ASTE_# field is used as & connected
processors list. The field is an array structure, indexed by
®rocessor_Id, It identifies which IL_AST the <cegfment 1is
active in, and provides the indax into each of these tabdles.
The desigr choice of maintaining ar entry in the I_AST fer
all loecally active serrents irplies that i1f all entries in
the Procerssors_L_ASTE_# <field are null, the segmert is not
active ana carn bYe Tremoved from the G_AST (viz., no
processors are connected).

The Flag_Rits field consists of the written dit, and
the writable tit. The written bdbit is set when a segment is
swapped out of memory, and the “MT imaze indicates that it
has teen written into. The writatle ¢tit 1< cet durine
segrent loading to indicate that sore process nas write
access to that segment.

If an active segment is a leaf, the G_ASTS_#_TFarent
field provides a back pointer to the G_AST incdex of its
parent. Thic back pointer to the parent is important durine

the creation of a segment. If a request 1s received to
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create a segment which has a leaf segment as its parent,
then an aliac tadle has to be created for that parent. Also,
the alias table of the parent’s parent needs to bde vupdated
to reflect the existence of the newly created alias tatle
(see figure 11). The indirect pointer shown 1is the Dback
pointer to the parent via the G_AST.

The No_Active_In_Memory field 1is a court of the
numter of processes that have the Sesment in e2lodlal merory.
It is wused during swap out to datermine if the sepment can
te removed from slobal memory.

The No_Active_lependents field is & count of the
number of active leaf segmernts that are dependent on this
entry (viz., require that this segment remain in the G_AST).
Tach time a process activates or deactivates a3 dependent
segment this field is incremented or decremented.

The Size fleld is the size of the segment in Ydytes.
The Papge_Tatle_locstion field is the disk location of tte
vage table for a segment, ard the Alias_Tatle_locatior field
ic¢ the disk location of the alias tadle for the segmernt. The
Alias_Tadle field car e null tc indicate that no alias
table exists for the seemert.

The last three fields are used in the manegement of
eventgcunts and sequencers [¢]. The Sequencer field is used
to issve a service numter for a segment, The Irstance_l
field and Instance_2 field are eventcouats {i.e., are used

to indicate the next numter of occurances of some event).
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2, Local Active Seegment Table

The local Active Segment Table (see figure 12) is &
processor local data  base. The L_AST contairns the
characteristics (viz., <egment number, access) of each
lecally active segment. An entry exists for each segment
that is active in a process "loaded” on this CPY and in
local memory. The first field of the L_AST contains the
memory address of the segment. If the segment ts not in
memery, this fleld 4is wused to indicate whether the L_3ST
ertry 1s available or active, The Segment_No/Access field is
a comdination of sesrent numder and authorized az~ess. It {s
an array of records deta structure that is indexed ty D3IR_#,
The first record element (viz.,most sienificant dit) is used
to indicate the access (read or read/write) Permitted to
that seesrent. The second record element (viz,, the npext
seven tits) ic used to indicate the segment number. A null
seement numbdber {indicates that the pro~ess does not have the

seFsment active,
3. Alias Tatle

The alias table (see figure 13' is a memory manager
data ‘tase which is associated with each non lea? segrent in
the kernel. An aliasine s-hreme is used to prevent passine
systemvide information (uvniqu2_id.) out of the Xernel.

Seements can only be created throue™ a rmentcr sSegrent ard
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entry number into the mentor’s alias tabdble. When & segment
{¢ created, an entry must be made ir its mentor segment’s
alias tabtle. Thus the mentor segment must te known tefore
that segment can bYe created.

The alias tabdle consists of a header and an array
structure of entries. The header has two pointers’ (viz.,
disk addresses), one that 1links the alias table to 1{its
associated segment and one that links the alias tatle to the
mentor segrent’s alies table. The header is provided te
support the re-couastrustion of the file system after a
system crash dve to device I ‘0 errors, It is not uveed et all
durine normal operations .ch entry in the array structure
consicts of five £iglds for identifying the created
sAgments, The Unioque_Id tleld centains tre unicue
fduntification numter for the se. ~nt. The Size field s
used to record the size of the segrernt. The Class field
contains the appropriate securitv access class of the
segment, The Pase Tadle_location field has the disk address
of the pare table. A& nrull entry indicates & zera-lensth
segrent, The Alias_Ta™le_location field has the disk address
st the aliac radle for the segment. 2 null entry indicates

that the segment is a leaf segment,

4, Mepory Manarement Unit Imare

The Memory Maragement Unit Imaze (MMU_Irage) is e

processor local 4ata bese. It is an array structure thet is
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irdexed ty the DBR_#. Zach MMU_Image (see figure 14)
includes a software representation of the segrent descriptoer
registers (SDR) ®or the hardware MMU [12], Tris is in
exactly the format used dy the special I/0 instructicns for
loadinz/unloading the MMJ hardware. The SDR contairs the,
Tase_Address, Iimit and Attridute fields for each lecaded
segment in the precess’ address svace, The Fase_Address
fiela contains the ‘tase address of the segments in memory
(local or mlodal), The Limit field is the numbder of ‘tlocks
of contienous storare for each segment (zero indicates one
bYlack), The Attridute field contains eisht flags. Five flags
are uséd for nrotectins the segment against certairn tvpes of
aeccess, two encode the tvpe of accesses made to the segrent
(read/write), and one indicates the special struciure of the
segment [12]. Five of the eight flags in the attritute field
' are used by the memory manarer. The  system orly” and
"execute onlv" flagss are vsed to protect the code of the
:ﬁ terrel fror malicious or unintertional modifications. The
| “read only" flag ic used to control the read or write access
(;§ te a segment. The "change” flag s used to indicate that the
sezment has been written into, and the "CPU-irhitit” flae is
!"i used te indicate that the segmert is not in mermory.
e The last two fields of the MMU_Imase are the
Rlock_Msed field and the Maximum_Available_Rlecks field.
. \ These two fields are used in the manesement of ea~h process’

ol e virtual core and are not associated with tne haridware MU,
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5. Memory Allocation/Deallocation Bi{t Maps

All of the memory allocation/deallocatior tit meps
(see figure 15) are basically the same structure. Secondary
storage, globdal memory and local memory are managed ty
memory bit maps. The Disk_Bit_Map is a global resource that
is protected from race conditions via the locking convertion
for the G_AST. Tach btit in the bit map is associated with a
dlock of secondary storage., A zero indicates a free block of
storage while a one indlcates ar allocated bdlock cf storage.
The Glodal_Memory_Fit _Map is used to manare glotel memory.
It 1s a shared resource that 1is pretected from rare
conditions by the lorkine of the G_AasT, The
local_Memory Bit_Map is the same  structure as the
Global_V“emory_ ¥it _Map and is used to manare local memory.
The Local_Memory_Bit_Map is not locked since it is net a

shared resource between memory manazers.

D. BASIC FUNCTIONS

The detailed source code for t-e basic fuactiorns ard
main line of the memory manafer are presented in appendices
A and B. Apvendix A 1ists the vrocedures which are coded in
PLZ/SYS, while Appendix F 1lists the lower level hardwere
fependert procedures which are coded in PIZ/ASM,

P17/9YS is @ high 1level moduler <ctructvred larnfuage

which oroduces & machine-independent Z-code <siprilar to
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PASCAL’S °P-code. The translator from 2Z-rode to Z-EQCO

machine code 1ic¢ currentlv under development at ZIIOG Inc.,
thus the PIZ/SYS module could not te compiled on the Z82¢0
[123]. PLZ/ASM 1is a symbolic assemdly larguage that is vsed
to program the 2-8¢@¢. The assemdler supports Structured
programming and produces a relocatabdle 7-€002 otject module.

Ir the discussion of the memory manager design, a
pseudo~code similar to PLZ/SYS i< wutilized., The rationale
?or using this pseudo~code was to provide a summary of the
memory manager source code, and to facilitate the
presentation of this design.

It {s assumed that the memory manaper is initialized
into the ready state at system generation (as previously
mentioned)., When the memory manager is initially placed into
the running state, it will block itself (via a call to the
kernel primitive Wait). Wait will return a message from a
signallineg process. This message 1c interpreted 1ty the
memory manager to determine the requested function ard {its
required arszuments. The function code is used to enter a
case statement, which directs the request to the apéropriate
remory marager procedure,

“hen the requested action is completed, the memory
manager vretvrns a success code (and any additional required
data) .o the sienalline process via a call to the kernel
orimitive Signal. This call will awaken the process which

requested the action to be taken, and place the returred
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if mesSage into that process’ messase queue. ¥hen that action
i< completed, the memory manager will return to the top of
the loop structure arnd dlock itself to walt for the the next

request. The main 1line pseudo-code of the memory manager

process {s displayed ir figure 16,

1. Create an Alias Tadle Entry

Create_Entry is invoked when a user desires to

4o

create a segment. A segment 15 created bty allocatine

secondary storapge, and bdy making an entry (uvnique_id,

E T K T

secondary storase location, size, classification) into it’s

mentor segment’s alias tavle, Tals implies tnat the mentor
segment must have an alias tadle associated with it, and

that the mentor segment must be active in order to obdtain

R

the secondary storage location of the alias tabdle.

The mentor segment can he in one of two states. It

may have children {viz., have an alias table), or it may bde

e, -t wa
—

a leaf segment (viz., not have an alias tadle). If the

mentor seegment has children, it has an alias table and this

i D
§§ {fﬁ; alias tabdle can be read into core, secondary storage can be
- L
%t §§ allocated, and the data can be entered irto the alias tabdle.
z\ ‘-
% | 3« If the mentor sepment is a leaf, an alias tedle must te
5 L«
g ! created for that segment defore it (the allas table) can bte
%; 'jé read into core and data entered into it (see fisure 11},
§(‘ i,
-3 D The pseudo~ccde feor CRIATS_ENTRY FRACEDURE  is
g R
% presented in figure 17, The arguments passed to Create_Entry
§
C
E ‘f‘v‘ ) 74-
S
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ENTRY
%gITIALIZE PROCESSOR_LOCAL_VARIABLES
! CHECK_IF_MSG_QUEUE_EMPTY !
VE ID, MSG = WAIT
FUNCTION ARGUMENTS := VALIDATE_MSG (MSG)
IF FUNCTION
CAS® CREATE_ENTRY THEN
SUCCESS_COTE := CREATE_ENTRY (ARGUMENTS)
CASE DELETE ?NTPY THEN
SUCCESS_UODE := DELETE_ENTRY (ARGUMENTS)
CAST  ACTIVATE THEN
SYCCESS_CODE := ACTIVATE (ARGUMENTS)
CAS® DEACTIVATE THEN
SYCCESS_COIE == DEACTIVATE (ARGUMENTS)
CASE SWAP IN THEN
SUCCESS_CODZ := SWAF_IN (ARGUMENTS)
CASE SWAP_OUT TEEN
SUCCESS CODE := SWAP OUT (ARGUMINTS)
po CASY DEACTIVATE ALL THEIN
b SUCCESS_CODE := DTACTIVATF_ALL (ARGUMINTS)
; CASE MOVE_TO GLOBAL THEM
SUCCESS_CODE := MOVE_TO_GLOBAL (ARCUMENTS)
CAST MOVE_TO IOCAL TEEN
SUCCESS CODb t= MOVE_TO_LOCAL (ARGUMENTS)
CASE UPDATE TEHEN
SUCCISS_COLE := UFLATE (ARGUMENTS)

FI
' SIGNAL (VP_ID, SWCCESS_CODE, ARGUMENTS)
CcT

) IND MIMORY_MANAGER_PIZ/SYS MODULE

R
it
o
C Fieure 16. Memory Manager Mainline Code.
ol
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CREATE_EINTRY FROCELURE (PAR_INDSZX WORD, ENTXT_# WORD,

SIZE  WORL, CLASS  “EYTE)
RETYURNS (SUCCESS_COTE BYTE)
LOCAL PLXS WORD, PAGE_TABLE_LOC ‘JORL
ENTRY
IF ALIAS_TAELT_DOES_NOT_EXIST  THEN
SICCESS_CODF := CREATE_ALIAS_TABLZ
IF STYCCESS_CODE ¢> vATID THEIN RETURN
FI
FI

BLKS := CALCULATE_NC_BLKS_REQ (SI?E)
SUCCESS_CODT := READ_ALIAS_TABLE (

G_AST[PARTINTZX] ALIAS _TAELY_I00)
IF SYCCESS_CODE <> VALID THIN RETURN
FI
SUCCESS _COT® := CHRCK_TUF_ZNTRY ! in alias tabdle !
§§ SUCCESS_CODE ¢> VALID THEN  HRETURN
SUCCESS_COTE, PAGE_TAELE_LOC := ALLOC_STC_STORASE (RBILYS)
I7 sUCCess conn <> valID TEEN  EITUEN
Fi
"EDATS _AIIAS_TAELE(ENTRY_#, SIZE, CLASS, FAGT_TARLT_ICC)
SUCCESS _COLE := WRITZ_ALIAS_TABLE (

“6_asT{PAR_ IND 3X) LALIAS _TAZIZ_10C)

IF SUCCESS_CODE <> VALIL  TEEN L ETURN
;gsr SYCCESS_CODE := SEG_CREATTD

CREATE_ENTRY

Fipure 17. Create Entry Fseudo-code.
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are the index into the G_AST for the mentor segment, the
entry number into its alias table, the size of the segment
to be created, and the security access class of that
segment, The return parameter is a success code, which would
be "sep_created” for a successful Sesment creation,

when invoked, Create_Zntry will determine which

state the mentor seement s in (viz., if it has an alias
, table). If an alias tadle does noi exist for the mentor
1 segment, one s created and the alias table of the mentor
segment’s parent is updated. The alias table 1is read 1into

ét core and a duplicate entry caneck is made. If no duplicate

entry exists, the segment size is converted from tytes ¢to
hlocks, and the secondary storage is allocated for nron-zero

sized segments. Theé appropriete data is entered into the

alias tadle and the alias tadble is tnen written back to

secondary storage.

2. Delete an Alias Tatle Entry

L.
. .

Delete_Entry is invoked when a user desires to

.
- e
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delete a segment. A segment 1s deleted by deallocatirg

secondary storage, and by removing the appropriate entry

from the alias tadble of 1its mentor segment (the reverse

logic of Create_Sntry). This implies that the mentor segment

- - -

must te active at the time of deletion. There are three

conditions that can be ercountered during the deletion of a
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segment: the segment to be deleted may be an inactive leaf

segment, an active leaf segment, or a mentor segment.

If the segment to be deleted is an 4inactive 1leaf
segment (viz., has been swapped out of core, and does not
have an eatry in the G_AST), the secondary storage can te

deallocated &nd the entry deleted from the mentor segment’s

alias tadle. If the sepment is an active leaf segment, the
segment must first be swapped out of core ard deactivated
before it can te deleted. This entails siesnalling thre remory
manager of 2ach processor, in which the segment 1is active,
§ to swap out and deactivate the sesment.

i If the segment to be dwleted is a mentor segment, &n
Ho alias table exists for that srgment . If the alias tadle is
% . empty, the secondary storage {or the alias table and the

segment car be deallocated, and the entry for the deleted

\ segment can be removed from its mentor’s alias tadle. If the

alias tadle contains any entriss, the segment cannct Ye
g% . deleted Dbecause these entries would bve 1lost. If this

Lf 'é condition is encourte red a success code of

"leaf_sesment_exists” is returned to the process which

requested to delete the entry. Duve to a confinement prodlem

in “uperaded” segments, this Success_code cannot always bYe

passed outside of the kernel. This implies that the segment.

manager must strictly prohibit deletion of a segment with an

b7 T
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access class not equal to that of the process.
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The pseudo=-code for DELETE_ENTRY_PRCCETURY is
presented in figure 1&. The parameters that are passed to
this procedure are the parent’s index into the G_AST and the
entty numder into the parent’s alias table of the segment to
*: deleted. The alias_tabdble_loc field 1is checked to
determine the state of the mentor seement (either a leaf or
a2 node), and the appropriate action is then taken. A success

code is returned to indicate the recults of this procedure.

3., Activate a Segment

Activate 1s dinvoked when a uzer desires to make a
segrent known by adding a segment to his address space. A
segment 1is activated by mazing an eatry into the I_AST for
that processor, and the G_AST. The activated segmert could
te in one of three states; it could have previously teen
activated »y another process and have a current entry in
bcth the G_AST and L_AST, it cculd have previously bdeen
activated by ancther process on a differeat precessor and
have an envry in the G_AST but not the L_AST, or it could de
inactive and have an erntry in neither tne G_AST ror the
L_AST.

If the segment to be activated already hae entries
in both the IL_AST and G_AST, these entries need cnly de
updated to indicate that another process has activated the
segment, The seament  number is entered into the

Segment _No/iccess_Auth field of the L_AST, and 1if the
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DELEITE_FNTRY PROCEDURE ( PAR_INDEX WORD, SENTRY_# WORD )
RETU3INS (SUCCESS_COLE EBYT T3
LOCAL TPAR_INDEX ACRD
ENTRY
! Check if the passe? mentor segment has an alias table. !
IF G_AST[PAR_INTEX] .ALIAS_TAEBLE_I0C <> NULL
SUCCESS CODE t= READ ALIAS TABLE (
BreR G_AST[PAR_INDEX].AIIAS_TABRILE_1OC)
LSF
. SUCCESS_CODE := NO_CHILD_TO_DELEZTZ
1{ SUCCESS_CODE <> VALID TEEN RBTURN
$
Determine i{f segment has children ir alias tatle !
I7 ALIAS_TARLE hOT EMPTY  TEEN
§ICC35S_CODE :="LEAF _SIGMINT_EXIsTS
STURN ! Deletion will delete children !
ELSE
! Search G_AST with UNIQUR_ID to verify segment inactive !
IF ACTIVI_IN_C AST TEEN
! check iTf active in AST !
IF ACTIVE_IN_I_AST THE
. DEAC;IV#T? ILL (G AST _INDEX, L_AST_INDRX)
F
! Check G_AST to verify sesment inactive in other 1_4ST’s !
I¥ ACTIVZ_IN_OTEER_L_AST TE:IN
SIGNAL_TO_DEACTIVATE_ALL (G_AST_INTEX)

FI
Fl
FPTE_SEC_STORACE_OQOF_SEG_&_ALIAS_IF_IXISTS
DEIZTS_aTIAS_TABIE_ENTPRY

-

¥l
TELFTR_ATIAS _TAERLE nmar
STCCESS_€0DT s= wRITE_ALIAS_TABIS (
_A‘T[PAR INDEX] .ALIAS_TAELT_LOC)
IF SNCCESS_CODE = VALIC TFEN
SUCCESS _CODPE := SEG_DELETEL

Figure 18. Delete Entry Pseudo-code.
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segment 1is a leaf, its mentor’s Nc_Active_Dependents field
in the G_AST is incremented. In this design, the G_AST is
always searched to determine if the segment has Deen
previously activated by another process.

If the segment to be activated has an entry in the
G_AST bdut not the L_AST, an entry must be made in the IL_AST
and the G_AST must he updated. The L_AST 1is searched to

4
3 determine an available index. The segment number is entared
into the I_AST, and the index number is eantered 1into the

G_AST Processors_L_ASTE_# field. If the seeprent to te

L AR SR S BT ARSSIRE = TR . wepr
b it et 4 A EVIERIEARY: | R PR S 2 BN o _;ﬁ,"‘ :';‘v‘m -:‘;
i AN

activated is a leaf segment, its mentor ‘s

Jp—

No_Active _Dependents field in the G_AST is incremented.

If the <ctivated segment does not have a&an entry in
either the G_AST or L_AST, an entry must de made in both.
The G_AST 1is searched to find an available index, and the

ertry i{s made. The I_AST 1is thern searcaed to fird an

e A R QIS S T e

avallable index, and the entry is made, The I_AST irncdex is

PR

then entered into the G_AST Processors_L_ASTI_# field. If
the activated segment 1is & leaf, the No_Active_Tependents
field of its mentor’s G_AST entry is incremented.

The pseudo-code for ACTIVATE PROCELUFE is presented

R T R TP e,

in figure 19. The parameters that are passed are the DER_#4

o
IS

AR SNIE A AR

of the signalling process, the mentor segment’s index into

the G_AST, the alias table entry rumber, and the segment

-

number of the activated segrent. The mentor seement is

always checke?d to determine if it has an associated alias
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ACTIVATE PROCEDTRE (DER_# EYTE PAR_INDEX WORT,
ENTRY WORD, SEGMENT NO BYTE)
HETURNS (SUCCESS_CCDE IYTF. RBT C_AST_FENDLE FANDLE,
CLASS 3BYTE, SIZE 'CED)
10CAL  CG_INDEX WORD, L_INDEX WCRD
ENTRY
! Verify that passed segment is a mentor segment !

IF G_AST[PAR_TNIEX] .ALIAS_TABLE_LOC <> ¢ THEN

SUCCESS _COLE := READ ALIAS_TABLE (
AST[P&1 INDEX] L,ALIAS_TAELE_10Q)

4 ELST

; | SUCCESS_COTZ 1= AL1AS_DOZS_NOT_BKIST
f

IF SUCCESS_CODE ¢ VALID THEN  RETURN

=

! Check G AST to determine if active !

1 SUCCESS_CODE,INDEX := SEARCH_G_AST (UNIQUE_ID)
3 If emCCTSS _CODE = FOUND TEEN™
: IF SEGMENT IN_I_AST THEN
¢ UPDATE_L ST (STGMENT_NO)
i EISE
E MAKE_L_AST_ENTRY (DBE_#, SEGMENT_NO)
i UPDATE G _AST (L_INDEX)
X IF 6 A\TTINUPX] ALIAS_TABLF_10C = NULL TFEN
: : G_AST(PAR_INDPEX).NO_DEPENDENTS ACTIVE += 1
: FI
0 FI
X ELSE
o MAXE_G_AST_EMTEY (“NTRY_#)
4 , MAYE_T_AST_RuTFY (PAR_INTTX, ENTRY_#)
: P SUCCESS_COPZ t= SEG_ACTIVATED
: % IND ACTIVATE
] |
; o

Fisure 19. Activate Pseudo=-code.
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table. If it does not, the success code of
"alias_does_pot_exist’ is returned. I¢ the alias tatle does
exist, it is read into core and the entr, aumdber is used as
an index to obtaln the activated segment’s unique_id. The
G_AST is then searched to determine if the seesment ° .
already bYeen activated, If the unique_id is found, the G_AST
is updated ard the L_AST is either updated or an entry is
made (depending on whether an entry existed or not). If the
unique_id of the segment was not found during the search of
the G_AST, an entry must de made in Dboth the G_AST and
L_AST. Activate returns the activated segment’s

classification, size, and handle to the signalling process.

&, Deactivate a Seepment

Deactivate is invoked when a yser decires to remove
A segrent from his address space. To deactivate a segment,
the memory maenager either removes or updates an entry in
toth the I_AST and G_AST. Deactivate uses the reverse logic
of activate, Once & segment is deactivated, it can only ‘te
reactivated via its mentor’s alias table as discussed in
activate. If a process requests to deactivate a SegmelLt
which has not been swapped out of the process’ virtual cere,
the memory managzer Swaps the Segment out and updates the MMU
imeage tefere the segment is deactivated. The segment to te
deactivated cculd be ir one of three states; more than ore

process could corncurrently hold the segment active in the

€3
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L_AST, the segmert could be neld active dy one process in
the I_AST and mere than one in the G_AST, the segment could
be held active by only cne process in both the L_AST and the
G_AST.

Deactivation of leaf segments and mentor segments
are handled differently. If the segment is a mentor segment
and has active dependents, it cannot bve removed from the
G_AST (even though no process currently has that segment
active). This {s based on the desien decision which requires
that the mentor of all active leaf segments remair in tne
G_AST to allow access to its alias tadle. The mentor’s allas
tadble must bde accessidle when an alias table is created fer
a dependent leaf segment. If a lesf segment is deactivated,
the Nec_Active_Dependents field of its mentor’s G_AST entry
is decremented. A mentor segment can only be removed from
the 7_AST {if no process holds it active, and it has no
active dependents.

If more than one process concurrently hold a segmert
active in tne I _AST, and one of them sienals to deactivate
that segment, the entry din the LI_AST is updated, This is
accomplished by nulline out the Sesmeat_No/Access_Auth field
of the L_AST for the appropriate process. If required, the
No_Active_Dependents field of {ts mentor sesrent’s G_AST

entry is decremented.




If only one process nolds the segment active in the
I._AST, and that Process signals to deactivate the seement,
the L _AST entrv for that segment is rermoved. The
Processors_I _ASTE_# s wupdated and checked to determine if
there are other connected processors., If there are no other
connected  processors and the seegment has no active
dependents, the segment is removed from the G_AST. If there
are other connected processors, the G_AST is updated. If the

deactivated segment 1is a leaf, the mentor segment’s

No_Active_Tependents field in the G_AST 1s decremented.
The pseudo-code for DEACTIVATE  PROCIDURE is

presented in figure 2¢. The parameters tnat are passed to

% the memory manager are the DBR_# of the signalling prncess,
i% and the 1index iuto the G_AST for the segrent 1to De
_% deactivated. The procedure first updates the L_AST, and then
% removes the entry if no 1local process holds the Sezrent
j? active. The G_AST is then vpdated, and its mentor segment is
%% 9‘ checked (if the deactivated seement was a leaf;, to
%i ﬁ‘ determine if it can be removed. If no processes currently
§§ ' 3' hold the segment active, ard it has nc active dependents,
§§ 2t the segrent is removed frer the G_AZT.
Ly
%f !?; 5., Swap & Segreat In

§

s

SWAP_IN is invoked when a user desires to swap &

%! j, segment into main memory (global or local) from secondary
% {
13@5}:
% S storage. A seement is swapped iato main memory dy obdtainine
e 'H‘ s
: ;
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TACTIVATE PROCEDURE (DBR_# BYTE, PAR_INDEX WORD)

RETURNS (S7WCCESS CODE BYTE)

LOCAL INDEX WORD

ENTRY

! Check if seement is in core !

IF G_AST[INDEX] .NO_ACTIVE_IN_MIMORY <> @ THEN
!"Check MMU imaee to deteTminre if in local memery !
IF IN_LOCAL_I'FMORY THEN
. SUCCRSS_CODE := 0UT (DBR_#, INDEX)

FI
! bemove process segment_no entry in L_AST !
L AST[L_INDEX].SEGMENT_NO/ACCESS_AUTE(DBR_#] =
CHECK_IF_ACTIVE_IN_L_AST (I_AST_INDEX)
IF NOT_ACTIVE_IN T st THEN
L_AST[L_INTEX].MEMORY_ADDR := AVAILAZLE
FI

! Check if deleted segment was a leaf !
IF G_AST[INDEX].G_ASTE_#_PAR <> ¢ THEN
d _ASTPAR_ INTEX]).NO _LFPENDENTS _ACTIVY == 1
! Determine if parent cap be removed !
CH?CV_FOR_REMOVAI (PAR_INDEX)
FI

! Determine if deactivated segment can te removed !
CERCX FCR nzvovAL (INDEX)
SCCES®_CODE = SFG_DTACTIVATED
.4 END DEACTIVATE

Figure 2¢. Teactivate Pseudo-code.




the secordary storage 1locatior of its page tadle from the
G_AST, allocatine the required amount of main memory, and
reading the segment 1into the allocated main memory. The
segment must te active before it can be swapped into core,
and the required main memory space must bde availavle. Three
conditions can bYe -encountered during the invocation of
SYAP_IN. The segment can already be located in glotal
memory, the segment can aiready be located in one or more
local memories, or the segment may only reside in secondary
storage.

If the seement is not in 1local or global memery,
local memory s allocated, the segment is read irto the

allocated memory, and the appropriate entries are made in

the MvMU  image, the I_AST and the G_AST. If the segment is
already in slobal memory, it can bde assumed that the searent
{s shared and writadble, In this case the only required
actions are to update the G_AST and I_#ST. The
4‘ No_Active_In_Memory field of the G_AST entry is incrementec,
and the MMU imaee is updated to reflect the swapped in

segment s core address and attritutes.

Led

2; If the segment already resides in ore or more local
"% memories, it must be determined if the sesment 1is “shared”
.y; ‘ and “writable”. A segment is "shared” if it exists ir rore

than one local memorv., A segment is writatle” 1if one
process has write access to that seement. If the segment is

not <shared or not writatle and in 1locél memory, the
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appropriate entries are updated in the MMU irage, the I_AST,

and the G_AST. If the sesment does not reside in local
memory, the required amount of local memory 1is allocated,
the segment 1is read into the allocated memory, and the
appropriate entries are made in the MMU 1image, the L_AST,
and the G_AST,

If the segment 1is shared, writable, and in local
memory, the segment must be moved to global memory. If the
segment is not in the memory marnager’s local memory, it
siznrals another memory manager to move the segmert to £lodal
memory. After the segment is moved to glodal memory, the
memory manager signals all of the connerted memoPy manager’s
to wupdate their L_AST and MMU" data dases, When all local
data bases are current, the memory manager updates the G_AST
and returns a success code of seg_activated,

The pseudo~code for SWAP_IN PROCECURT 1is opresented
in figure 21, The arguments passed to SWAF_IN are the
G_AST_INDEX of the sesrent to be moved in, the process’
I2R_#, and the access avthorized., SWAP_IN will convert the
sezrent size from bytes to blocks, and verify that thre
process’ core will not te exceeded. If the virtual core will
be exceeded, a success code of "core_space_exceeded” will te
returned, If write access 1s permitted, the writetkle tit is
set. Checks are then performed to determine the seegrent’s
storage location (local or glotal), and the appropriate

action is taken.,

m
o




SWAP_IN PROCEDURE (INTEX WORD, DER # EVTE,
ACCESS_AUTH FITE)

RETIANS (SUCCESS_CUDE  RYTE)

I0CAI I_INDEX ¥ORD, BLKS WYORD

ENTRY

BLES ¢= CALCILATE_NO._OF_BLKS (G_AST[INDEX].SIZF)

SUCCESS CODE := cpvcx “MAX_LINEAR_CORE (BLKS)

IF SUCCESS_COTE = VIATUAT_LINFAP_COREZ_FULL TEEN

RETIRN

FI

G AST[IND?X] NC_SEGMENTS _IN_MEMORY += 1

IF  ACCESS_AUTE = WRITE™ THEN
G_AST(INDEX] .FLAG_BITS := WRITABLE_EIT_S&T
FI
Determine if segment can be put in local memsary !
IF G_AST[INDEX].FLAG_2ITS AND WRITABLE_VASK =
ORIF G_AST[INDEX].NO_ACTIIVE_IN_MEMORT <= 1 THPN

! Determine if already in local memory !

CEECK_LOCAI_MEVMORY (L_AST_INDEX)

IF NOT_IN_IOCAL_MEMORY TEEN
ALIOCATE_LOCAL_MEMORY (BLKS)
RFAD_SEGMENT TPAGR_TARLE_LOC, EAS®_ADDR)
I_AST{I_INDEX] := EXST_ADTR

NOT_IN_GTOEAL _MEMORY TREN
UPDATE_MMU

UPDATE L _AST

RETURN™

ALLOCATE_GLOBAL_MZMORY (BLXS)
IF IN_LOCAL_MEFMCRY TEEN
vOVETO_GLAZAL (L_INDEX, BASE_ADDR, SIZE)
L83
STCNAL_CTHTR_MEMORY _MANAGFRS (INDEX,EASE_ADDR
FI

Fr
- FI
‘f' UPDATE_VMU_IMAGZ (DBR_#,S%¢ #,EASE_ALDIR,ACCTeS,FLKS)
; UPDATE_L_AST_ACCESS (I_ InD:X.Accns..nsa #)
SICCESS COPF t= SWAPPET_IN
E IND SWAP_IN
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Fipure 21. Swap_In Fseudo-code,.
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6. Swap a Segmernt Out

SWAP_CUT is invoked when a user desires to move a
segment out of core. A segment is swapped out of core ty
ottaining 1its <secondary storage location, writingf the
segment tc that location (if required), aid deallocating tae
main memory wused., The decision to write the segment is
1etermined dy the G_AST written bit. This bdit {is set
vhenever the segsment has been modified. The segment to te
swapped out canr te in one of two states: the segment can te
in local memory, or the segment can bde in glotal memory.

If onre process aas the segment in local memory and
the written bit is set, the seerent {s written 1into
secondary storarge and the local memory ic deallocated., If
the written bit is unot set, the local memory need only te
deallocated. If more than one process has the segment in the
same local memory, the segment remains in core. The
appropriate MM" image is updated to reflect the segments
deletier and the G_AST No_Active_In_Memery fisld {is
decremented,

All segmernts in glebal memory are shared ané
writable. If a ©process requests the sesment to be swabped
out, the cegment remains in memory. The MMU image is updated
to reflect the seement’s deletion, and the G_AST
No_Active_In_Memory field is decremented. If  the

No_Active_In_“emory indicates that onre process has the
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segment in core, its memory menager is signalled to move the
segment to local memorly.

The pseudo-code for SWAFP_OUT PROCEDURE is presented
ir fieure 22. The argurents passed to SWAP_OUT are the D3ZP_#
of the siznalline process, and the CG_AST_INDZY of the
segrrent to Ye removed. Tae return parameter is a success
code. SWAP_OUT removes the sSesrent from the process’s
virtual core, deletes the segment from its MMU image, and
decrements the No_Active_In_Memory field. If the sezment ~an
be removed frem memory, it ils determined wnich memory can te
deallocated. If the seement has been modified, it is written
back to secondary storage ané the appropriate memoOTy
deallocated. If the seement has not teen modified, the
appropriate memory is deallocatgd. If after the deletion one
process has the segment in gplotal remory, its memory manager
need ornly be signalled to move the segment to local memory.
then SWAP_OUT successfully completes, it returns a suacess

code of "swapped out”,

7., Deactivate All Segments

DEACTIVATE_ALL is invoxed when it becomes recessary
to remove a segment from every process’ address space., 2ach
process is checked to determine if the segment is active., If
a process has the segment active, it is deactivated frem its
address space. The pseudo code for UDTeactivate_all is

illistrated in figure 23. The 9parametiers passec to
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SWAP_OUT PROCIDIRE (DER_# BYTE, INDEX “ORD)

ZND

RETURNS (SUCCESS_CODPE BYITE)
ENTRY
IFS =6 AS;[INDEX] SIZE / BLK_SIZE
FREE _ PROCLSS _LINEAR_CORE (BLKS)
DELRTF_mMmuy_ENTEY (DER_#, SEG_#)
G A‘T[INDEX] NO SLGM’VTS IN ” SMORY == 1
Determine if segment has beer written into !
IF MMy _IMACE[DER_#] .SDE[S®G_#) .ATTRIBUTES=WRITTEN TEEN
! If segment has deer written into, update G_AST !
C_AST[INDEX].FLAG_BITS := WRITTEN
¥l
Determine if segment is in global memorv !
IF G_AST{INDEX]).GIORAL ADDR ¢> NULL THEN
IF 6 AST[INDPX] N ~SEGMFNTS Ih MEWORI
ANDIF G AST[IVDEX] FIAG_BITS WHITT:N T.“.
WRITE_SEG (PAGE_TABLE_10C, MEMORY_ADDR)
FRET_TOCAL_BIT_MAP (ME MCPY ADrP FLKS)

IF G_AST[INDEX] .NO_ACTIVE_IN_MIZIMORY = v THEN
FREE_IOCAL_FIT_MAP (MEMORT_ALDR,ELKS)

EISE

tag

I

I
ELSE ! It not in elodal memory !
IF G_AST[INDEX]) NO_ACTIVE_IN_MZMORY = ¢
ANDIF G_AST[INT EX) FLAG_BITS = WRITTIN THEN
WPITR_SEG (PAGE _TAEIE_10C, GLORAL_ATTE)
FOEE GLOLAL_BIT_MAP (GLOZAL_ADDR, EBLKS)
ELS%
IF G A°T[Innvx] NO_ACTIVE_IN_MIMORY = ¢ TH3IN
2BE_GIOBAI_EIT_MAP (GLNBAL_ADDR, BIES)
FI
¥l
FI
SUCCESS_CODE := SWADPET_OUT
SWAP_OUT

Figure 22, Swap_Out Fseudo--ode.
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DEACTIVATE_AIL PROCEDURT (INDEX JORD, L_INDEX VORD)
RETURNS (SUCCESS_COTE  EYTE)
ENTRY
LOCAL I BYTE
I :=¢
Do
IF I = MAX_DBR_# THEN
0IT
FI
IF I_AST[{L_INDEX].SZGMENT_NO/ACCESS_AUTH[I)
<> ZFF0 TEEN
SUCCESS_CODPE := DEACTIVATE (I, INDEY)
IF SUGCCISS_CODE <> SEG_DTACTIVATED TEEN
RETURN
FI

0D
SUCCESS _CODE := VALID
ND DEACTIVATF_ALL

Fieure 23, Deactivate All Pseuvdo-code.
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Deactivate_all are the deactivated segment’s G_AST index and
the L_AST index. The I_AST is searched by DBR_# to determine
which process has the seement active. If the check reveals
that the segment 1is active, it is deactivated by calling
Deactivate, If the segment was successfully deactivated from

all processes, a success_code of valid is returned.

8. Move a Segment to Global Memory

MOVE_TC_CGLOFAL is invoked when it tecomes necescaiy
to move a segment from local Lo gledbal memory. If a sogment
resides in one or more local memories, and & process with
write access swaps that segment into core, or if a segment
resides in in local memory (with write access) and anotrer
process with read access requests the segment swapped in,
the segrent is moved from & local to glodal memoery to avoid
a secondary storage access., If the segment resides in the
runnine memory maneger’s local memory, it will affect the
segrent transfer, otherwise {t will sigral another remcry
manarer of a connected processor to affect the trausfer.
Fizure 24 jllistrates the psevdo-code for MOVI_TO_GIOQZAIL.
Once the sesment has bteen moved to plodal merory, the
sigralled memory manager will update the MMJ images for 2ll
connected processes, and deallocate the freed local menory.
4 success code of completed will bYe returned ton the
siznalling memory manaeser. The parameters passed to thre

memorv manager are the segment’s I_AST index , the ¢lodal
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MOVE_TO_GLORAL FROCEIIDURE (I_INDEX WORD, GLOBAL_ADLR WORD,
SIZE WOPD)
RETURNS (SUCCESS_CODE 2YTE)
SNTRY
! Move seement from local memory to slodal memory !
DO_MEMORY MOVE (MEMORY ADD®, GLOSAL_ALDR)
L_AST{INDEX] .MEMORY_ADDR := AVAILABIE
H Update the MMU ima5e to reflect new address !
DO FOR_AIL DBR‘S
IF L_AST[I_INDZX]) .SEGMEINT_NO/ACCISS_AUTE <> ¢ ANDIF
Mty TMAGE [DB3_#) . snE[Sac 8] ATTRIFUTES=IN_IOCAL TEEN
MMU_IMAGE [DBR_ #].SDR[ H #] BASE_ADDP:=GLOEAL_ATDR
F1
or
SUCCESS_CODE := VALID
IND MOVE_TC_GLOBAL

Fiesure 24. Move To Glotal Fseudo-code.
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memory address of the move, and the size of the segment.

This information is passed because the G_AST is locked

during this request.

9. Move a Segment to Local Memory

MOVE_TO_LOCAL is invoked when it Ybecomes necessary
to move a Segmeat from global to local memory. This oacurs
wher one of two processes which hold a segment in glodal
memory swaps the segment out. The seegment is moved from
global memory to the local memory of the remaining process.
Figure 25 {llustrates the pseudo~code for MOVE_TO_LOCAL. The
varameters passed to the memory maniger are the segment’s
L_AST index, the global address of the segment, and the size
of the :egzment. The return parameter is a success ccde. The

MMU imares of the signalled process are updatod after the

move has been made, and the ;lobal memory is deallocated,

1¢. Update the MMU Image

UPPATT ¢ {invoked followinge & MOVE_TO_GLCRBAL
operation. After a sesment has been moved from local memory
to #lotal memory, it is nuecessary to signal the memory
managers of all connected oprocessors to update their MMU
images and L_AST with the current loca*ion of the segnment.
They rust also deallocate the moved seement’s local remory.
Figure 26 1illustrates the pseudo-code of UPDATE. The

parameters passed t¢ the memory ma2nager are the sesgnment’s

36
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MOVE_TO_LOCAL PROCEDURE (L_INDEX WORD, GLOBAL_ADDR WORD,
§12% WORD)
RETURNS (SUCCESS_CODE EYT3)
ENTRY
PLKS = SIZE / BLK _SIZE
BASE_ADDRFSS := AITOCATE_LOCAL_MEMORY (ZIKS)
| Move from 2lobal to local memory !
MEMORY MOVE (GLOEAI ATTR, EASE_ADDRESS, SI1ZF)
1_aST(T_INDEX] .MEMORY_ADIR 3= EASE_ADDRESS
DO TOR_ALL_DBR'S
IF TAST(I INDEY].SEGMENT_NO/ACCESS AUTE <> ¢ ANTIF
wMy_IMAGETDBR #].SDRSEG #) JATTRIBUTES=IN_LOCAL TEEN
MMU_IMAGE(BBR_«].sna{sﬁﬂ_al.aass_annazsiasz_anoanss

Tl

oD
SUCCESS _CODE := VALID
IND MOVE_TO_LOCAL

(&}

o
ey

L% S
L] I
S{E
C{‘g‘ ;
oY
N
¢l ‘. ;
= ¢ Figure 25. Move To Local Pseudo=-code,
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TPDATE PROCEIPURT (L_INDEX WORD, GLORAL_APIR WORT,

SIZE WORD)

RITURANS (SUCCISS_CODE BYTE)
ENTRY
DO FOR_ALL DBR’S

IF 1_ASTTL_INDFX].SEGMTNT _NO/ACCESS_AUTH <> ¢ ANDIF

wMU_IMAGE [PER_#) JSPRE[SEC_#T JATTRIBJTES=IN_IOCAL TFEN

MM _IMAGE (DBR_#) .SDR[SEG_#] .BASE_ADDR :=
. CLOEAL_ADDR
F

0D

BLKS := SIZE / BLX_SIZF
FREE_IOCAL_BIT_MAP (MTMORY_ADLR,ELKS)
1 _AST[L_INTEX] 'MEMORY_AUDR := ACTIVE
STCCESS_COPE := VALID

END UPLATE

Firsure 2€, Update Pseuvdo-code.
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L_AST index, the new global address for the segment, &nd the

size ¢f the segment. The return parameter is a success ccde,

5]}

. SUMMARY

In this chapter the detalled design of the memory
manager process has Yeen presentedi., The purpose of the
memory manager was outlined, followed dy a detailed
discussior of the memory manager’s data bvases. The desien
presented has identified ten basic functions for the memory
manager, The {mplementation detalls of these functions are
pre=unt%d in Appendix A. The success codes returned bty the
memory manager are presented in fiesure 27.

This design has assumed that the Yernel level
inter=-process synckronization primitives will bve Saltzar’s
cignal and wait primitives(15]. This fact dominated the
design decision to lockx the G_AST in the user’s process
vefore it signals the memory manager. In & mul i-processor
environment, the pessibility of a deadly emdrac> exists |{if
the memory manager processes lock the G_AST. £hould follow
cn work irplerent eventcounts and sequencers «s k:rnel level
synchronization primitives, the locking of the G_437 and

remory manager synchronization will need te te readdressed.
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SYSTEM WIDE

INVALID
SWAPPED_IN
SWAPPED 00T
SEG_ACTIVATED
SEG_DEACTIVATED
SEG_CREATED
SEG_LSLETED
VIRTUAL CORE_FUTL
DUPLICATE ENTRY
READ_ERROR
WPITE_ERROR
DRIVE_NOT_READY

MEMORY MANAGER LOCAL

VALID

INVALID

FOUND

NCT_FOUND

IN IOC!L MEMORY

NOT_IN_ LOCAL_MEMORY
1 + DISK ERRORS !

KERNEL LOCAL

ZAF SECMENT_EXISTS
NO_LEAF_EXISTS
ALTAS DOES NOT EXIST
NO_CETLD_T0_DELETE
¢_Xst_ruil
L_AST_FULL
LOCAL MEMORY_FULL
GLOBAT MEMORY_FULL
SECONDARY_STORAGE_FULI

Figure 27. Success Codes
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IV, STATUS OF RESEARCE

5

A. CONCLUSTONS

i

? The memory ménager design utilized state of the art
§§ sof tware techniques and hardware devices. The design was

developed ©based upon ZILCG’S Z78CL1 sixteen tit segmented
microprocessor used iu conjunction with the Z2Egl¢ Memory

Management Unitf12). A microprocessor which supports

T T e
o

segmentation is required to provide access control of the
A stored data. The actual implementation of the selected
;l thread was condvcted upon the  Z282¢2 non-segmented
g% microprecessoer without the Z&g¢ig “MU,
%% While information security requires that the

L M TR

Pl Al A oiitiont

microprocessor support segmentation, the remory manager was

developed to bYe configuration inuependent. The desien will
_4 support a multi-processer environment, <:d can Ye -easily
implemented upoa any microprocessor or secondary storase

device, The 1loop free moaular design facilitates any

té : required expansion or modif:ication.
'53: Glodbal tus contention 1is minimized by the remory
f? manager., Segments are stored in global memory only if they
} F; ' are shared and writadle. 'Secondary storare is accessed orly
, i .§ ’ if the segment does not currently resiée in global merory cr
) ;if some local memory. The controlled sharing of segments
'i ; 171




optimizes main memory vsage.

The storage of the alias tables in seconcdary starage
suppcrts the recreation of user file hierarchies following a
system crash. ‘The aliasing scheme vsed to acdress segments
supports system security by not allowing the segment’s
memory location or unique identification to leave the memory
manager,

The desien of the distributed kernel was clarified by
assiening the MMU image management to the memory manager,
Tke transfer of responsidbility for memory allocatiorn and
deallocation from the supervisor to the memory manager
provides support for dynamic memory management.

In conclusion, the merory manager preccess will securely
manage serments {rn a multi-processor environrent. The
process is efficient, and is configuration independent. The
primitives provided Yy the memory manager will support the
construction of any desired sSupervisor/user proress Dduilt

upon the kermnel,

B, FOLLCW ON WORK

”

There are several possible areas in the SASS desien that
can te looked into for continued researci. The complete
imnlementation of the memory manarer desipn (refine and
ootimize the current FLZ/SYS code) is one possibility. Other

possibilities include the implementation of dvnemic rmemeory

1¢2
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management, and modifying the interface of the memory
manager with the distributed kxernel using eventcounts and
sequencers for inter-process communication.

The implementatior of the superviser has not been
addressed to date, Areas of research include the
implmentation of the file manager and input/cutpuy
processes, and the complete design and implementation of the
user-host protocols. The implementation of the gatekeeper,
and system initialization are other possidble research areas,
Pynami. process creation and deletion, and the introductien

of rulti-level hosts could also prove interestine.
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APPENDIX A — PLZ/STS SOURCE LISTINGS

MEMORY_MANAGFE_PLZ_SYS MODULE

| % % % % VERS, 1.0 * % ¥ % |

CONSTANT
FALSE
TRUY
AVAILAELE
ACTIVE
ZFRO
NULL
NULL_PAGE

! AST ENTRY AVAIL. !
! AST ENTFY ACTIVE !

legee

QR QO

59 eos ©® a8 &% oo L d
(OO (I O I ]

! SUCCESS CODES !

INVATID

VATLID

FOUND

NOT _FOUND

SWAPPED_IN

SWAPPED CUT

SEG_ACTIVATZED

SEG_DEZACTIVATSD

SEG CREZATET
SRG_DFLETIT

LEAF SEGMENT_FXIETS
NO_LFAF_EYISTS

G_RST_FULL

LTAST FULL
IN_10TAL_MIMORY
NOT IN_LOCAL_MEMORY
I0CAl FEMOPY_FULL

¢IOBAT MEMORY_FULL

vIFTUAT CORP_FUII
thrcawv~vumnv
NO_CFILD_TC _DEILZTE

oo OO oe 66 068 oo *0 o0 eyl
U T S A TR (I O 1§
e M EOMIONPHHNHS

-

B s b b B b
B o N 61 I L AV

. s
© YD

ee #5 oo °0 e Seo se SO oo O3 se 20
won ooy oo

3
<

! ATTPIEUTT MASKS !
READ NASL
iaI”E marce
CHANGED_MASK
IN M”MOPY MASK
CISARET

f2)11111112
(2)coegeerl
(2)21020¢2¢
(2}cCelEler
I

%
4
%
4
? ! CLEAR ATTRIFVT

o0 %o se *v e
oo ou u i

(52

8

! AUTKORIZED_A(CCESS !
READ

i
=




\')0—'!

WRT =1
XegiTE 1= 2

a8 5

! G_&ST FIAG BITS MASKS !

WRITAELE_MASZ 1= (2)6000ee1e
YRITTEN_MASK 1= ¥(2)eceeeiee
! DISIGN PARAMETE®S !

BIX_SI2E 1= 256
MAY_PAGE_SIZE := BIK_SIZT / 2
MAX MSG_SI7E i= 16
c_MFM_sTzz t= ? | SIZEOF GLORAL MIM !
L MEMTSIZE t= 7 1SIZZOF 10CAT MEMCRY!
NO_OF_PROCESSORS 1= 1

| MAX NUMBER OF DBR_#°S !
v¥AY_DPR_NO = 4

"1 MAX ENTRIES IN G_AST !
G_AST_IIMIT = 150

! MAY FNTRIZS IN I AST !
I_AST_LIMIT t= 170

! SIZE OF ALIAS TAELS '
MAY_TNTRY_NO 1= 32

1"# OF SZGMENTS PTR PRICESS !
NO_S2C_DESC_REC 1= 64
FIEST_POSS_TRET_EIOCK := 1

! PROCZSSOR TOCAI DATA™ !

PROCTSSOR_ID t= 0

TYPE ATDRESS ¥ORT

ALIAS_FEADER FECORT [ SEG_PAGZ TASLI_10C  WORD
PAR_ AIIA§ TAZLE_10C ¥CxD ]

. ALTAS FZCOFD [ UNIQUE_IT  ICNG SCFT

y{ SIZ% WORD

. CI4SS 4ORD

| PAGF_TAELT_LOC  WCFT
s ATIAS TA3IE_10C  WORL )

l& '
b STG_DESC_&EG RECORD [ EBASE_ARDR  ADDRRSS

41! LIMIT BYTE
i ATTRIZUTES BYTZ )

(X
!%% ML RECORD [ SDR ARRAY[NO_SBG_DESC_R<C
i $2G_L¥ST_FEC)

Vi 3IXS_TSTD  4OPL

- Mpx_FI¥S  WORD s= 2222 )
o
30 G_AST_REIC  FECORD [ UNIOUT_ID1 IONG #ORT
L, GIOEALT4DDR ADDRESS
i PRNCTSSORS _L_ASTT_NC ARRAY
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[NO_OF_PROCISSCRS WCRT)

TIAG 3178 3YTE
6_ASTT_NO_FAR §o2D
NO_aceIve” IN _MEVOFY WCRT
NO_ACTIVE_DIPENDENTS WO D
S1Z%1 YORD
PAGT_TABLF_10C1 WOED
ALIAS _TABLE_I0C1 WORD
SBCUERCER YORD
INSTANCEL WORD
INSTANCE2 WORD )
I_AS™_R3IC RICORD [ MEMORY ADDX AIDRESS

SEGMENT _NO_ACCESS_AUTH
ARRAY [MAX_I3R_ NO ®vTE] 3

FANDLE RAICORD [ UMICU®_ID2  LONG WORD
H_INDEX WORT ]

¥ KeRedeseacolrsensne veals skt e aleale e esie e ajoaleniene ge e ieaieas seale e ngaeale s adealeale desiesiealeats et ol At Aeak e neagAr AN 2

* #
ﬁ VAPIABIE DECLARATICNS ﬁ
" L

o e aie cate e s e o e e ol ole e ol sbeode e e e age e e e s e ade et s oot sl aie o e ddeofe R s e e sl sinar i ey ste sl aie sl e sle

SSECTION G_DATA

CLOPAYL 5_AST ARRAY [r_AST_LIMIT™ G_AST_RIC]
CTOBAL _MEM_EIT_MAP ARFAV[C_FTMORY_SIZT/1€ %OFT)
$SECTION I_TATA
MMT IMAGE ARRAY [MAX_TEA_NG MMM
1 &57 ARRAY [1_AST_riviv  1_2ST_RFC)

ATIAR TABIE ©®°ECO®T { EFADER ATIAS_EBATER
ATTAS INTRY  ANRAY
(vaX_ENTRV_NO A1I4AS) ]

10CAI _™EM_EIT _MAP 4RRAV (I _VEM_SIZE/16 "YOSIL)

D1SY_BIT_MAP_FUFF ARRAY (2372 ~ FYTR]

DACE TARLF_BTFFER ARFAY [ELX_SI2® " EYTF)

1726
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% #
*  fThe ?0llowing procelures are coded in PLZ/ASM ané are *
: centained in a separate PLZ/ASM rodule. :

Sieaede e ek s aaie e alevie oot s lesye ez sleeale e e aieale e e e Nese e e e e deve e Aexe e sfeae d Nenexeexee sz e Ao et

RFAL_PAGT PROCTOMRE (DISK_IOC WORD . MEMORY_ALTME ATLRESS'
RETURNS ( SUCCESS_CODE  BYTE )

READ_STGMENT PRCCEDURT (PAGE_TABZLY_L1OC WORD , MEMOFT_ADDR
ATDEECS)
RETURNG ( S'ICCESS_CODE BYTE

YRITT PAGY FROCEDURT (DISX_LOC ¥ORD , FROM_ATDR ADIRESS)
a%7raNe ( SUCCESS_CODE EYTE )

JRITZ_SEGMINT PROCEDURE (PAGE_TABLE_LOC WORD , FROM Ar§=
ATIRFSS
RETIRNS ( SWCCESS_CODE EYTE )

RFAD_DISY_EIT_MAP EFROCEDUAS
BOTGENS ( SUCCESS_COTE  EYTT )

¥RITE_DISE_RIT_MAP PPOCELURE
RETURNS { SUCCESS_CODE  EYTE )

QTAPCE_DISY_EIT_MAP PROCETURE (STAFT_SRCPF_LOC WOET)
RITI®NS ( SUCCESS_COD® BYTE, FIK_1OC  WORLT )

CITAR_PISX_FIT_MAP PROCEIMIPE ( BLY_IOC  #OPT )
ﬁ, TRIT_GLOBAI_ZIT_MAP PROCELURT (ADDP ADDRESS, 3I1KS WORLD)
k; FFEF_LCCAI _EIT_MAP  PROCETUVRT (ADTP ADILRESS, BI¥S WOERT)

ATLOC_T0CAI “ZMOPY PROCTDURE (3LKS WORD)
RETURNS 7 SMCCESS_COTE RYTE , BASE_ADD? ATDRISS )

—
- Ay vy .
o 2 -

. -
B i o RO -l N

ALIOC_GIOBAI_MEMORY PROCSDURE {ELKS %ORD)
RITURNS ( SVUCCESS_CODE EYTE, BAST_ADDR ADDR7SS )

GET_MNIQJ_IT PFCCETURYF
REYTRNS { IT  1ONG WARD, SUCCESS_CODS 3YT®

—r

- - -

MTMORY _MOVYT FROCEDURE (T0 ADLRESS, FROM ADDRESS, SIZ® ORI

TALITATZ_MSG DPROCEDUFF (MSG  ARRAY {MAX_MSG_SIZE BRYTE))
RITURNS ( FUNCTION EYTE, ARGUMENTS ARFAY (6 WORD] )

. 1¢7
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VALIDATE YAIT_MSG FROCETURE (MSG ARRAY [MAX_MSC_SIZEZ EYITE])
RETYPNS ( SUCCESS BRYTE )

INTERN&L

Y eagaleolkats e ek aleals Acafe o sl e oo e e e kol e e leoe o sk le e ek ak ookt e ok okl e ook oot stk e e
” %
*  The READ_ALTAS_TAELE Procedure is called from the *
*  (reate_entry procedure and Delete_eatry procadure. *
* T e procedure will read the requested alias table #
*  fror secondary storare to main remory. :
%

N e seate e nealeleale oo sk v e oo ez siealealeaioals el e e stale e ol leale e st Bealeaie e feojeanc st v e e A ekt

RIAD_ALIAS_TAEIE PROCETURS ( ALIAS DISK_10C WwORD,
MIMORY_ATTE AIDLEPSS °
RETURNS ( §7CCISS_CODE  3YTR )
INTRY
$7CCTSS_CCDT := RFAT_PAGS(ALIAS _TISK_10C, MFMOEY_ADTR®
IND  RILD _ALTAS _TARIT

¥ deeale vl e e sieafe sl e 3l s alesin e ofe e e afe ol ale e afe e afe ol e o sl e sle i sle e o sl aje e sva s e ale e ale dlsaie e ak o steoke e ke

% %
“  The WRITZ_AIIAS_TAZIZ Frocedure is called from tne %
* (Create_entry and Telete_entry procedures. The pro- ®
* cedure will write the eppropricete alias tatle rrom W
i main merory to secondary storage. i

ekl dederie e vdeslesle Aol seoleaie el sl e e e s adealeafeate ol aisaleale leais dlsaieafe Aealeafe s Aol e als e e s e ate B sl s el e venledk o

¥PITU_ALIAS_TABIZ  PROCEDURT ( ALIAS_DISX_IOC GRD,
¥IvORT_ATLF ATLFTSS °
RETYPNS ( STCCESS_CODI  B77E )
TNTRY
SPCCESS_COPT := YEITF_PAGT(ATIAS_TISE_LOC, MFMCRY_APLR)
UND WRITZ_ATIAS_TABIT

r
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*  The SEARCY_ALIAS THELT Frocedure is called fror thre RS
%* Create_alids_tabie proncedure. The procedure will step *
"  {hrough the alias tadle until it matches the passed ¥
* unique_id with a tadle eantry, or the table has teen w
*  exhausted. The procedure returns a success code of *
* either found or not_found, arnd the appropriate index %
: into the alias tabdle. w

realesentalealtaesienaiealale e Neajeone e ol e sese s oleeale ol ok e deske se e ealeoloaeale ok feaiejeals et de st e e e le e

STARCE_ALIAS_TABIT FROCEDURE ( UNIQUZ_ID LONG WCRL )
PITYRNS~ ( SUCCESS_CODE 3YTE, INIEX EYIE )
INTRY
INCET := €
SYCCTSS_CODZ := NOT_FAUND

'y

Do
%7 INLEX > MAX_ENTRY_NO THIN IXIT
I
IF ALIAS_TAELE.ALIAS_ETNTRY[INDEX]}.ONICUR _ID =
UNICUE_IT TREX
SUCCESS_CODE := FOUND
EXIT
Fl
iNDEX += 1
or

TND SFARCP_ATIAS_TARLY

1 deseale R slealeajealealene dlealkse oot o Ko gaaleaiene e nattals e ool 3enit e sle e o e Ko o 3eke e de e s it e e et ol e N peake sals g
* ]
*  The 'YPDATES_MMU_IMAGE Procedure is called from the In ¥
*  procedure, The procedure w'!ll update the MMY image of ¥
* the appropriate process with the memory location, *
% 1imit, and ancecs authorizatinn for the pacsed segment *
% pumber. »

%
*

e el deaiene Aeseslesiraog e Re vt e AR ook sk e e e e s e sl e e meos sl sl e el ale e el ek |

UPLATT _MMU_IMAGE  FROCEDURE (DER NO EITR, STGMENT_NO EYTF,
ADDR ADDRESS, ACCESS BYTE, LIMIT EveR )

LOCAL #TTR 3RITE
EN””Y

U_IMAGZ[D®?_NO] .SDR[SEZGMENT_NO) .EASE_ADDR :=
MWJ IMASTITER NO) . SDR{SEGMENT NOJ,IIMIT := LTMIT
ATTE := mmr IMAGE([DER_NO] SDETSVGN?NT uo] LATTIRITUTTS

! CIZAX PREVIOUS ACCESS !

I™ ACC¥®SS = R9AD ORIT ACC3ISS = WRITE TEEN

ATTF = ATTR AND %(2)1111111¢

123
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EXECUTE CONLY ACCESS |

ELSE !
ATT™R s= ATTR AND %{2)11118111

FI
MMU _IMAGE[TEX_NOJ] .SDR{SEGMENT_NO].ATTRIRVWTES :=

ATTR 0® ACCESE
END UFDATE_MMU_IMAGE

1 deolesiedledle vesie i s o o e de ol ool sdeafe e ol it e e e e aeade ol feaye ool sledie st ale e dle sl e ale e iR neale N aeatt e e ane dleale e e e

A %
%  The DPEIETY MMU_ENTRY Procedure is called from the Qut *
*  procedure, The procedure will null out the MMU image %
* of the aporopriate process for the p-ssed segment e
: number. :

seae e e assde senleaie deale st siealt it K1esi e 20 T e e 310 35 it 0t e A0 3 310350 242 20 K T NLN2 LeAL K38 A R (R NLACRTAC R R RENCK Ne 3 i

*rgg gvu TNTRY PROCETLURE ( DER_NC EBYTE, SEGMENT_NO EYT® )
MMU_TMAGE[DER_NC] .STR[SEGYTNT NO] JENSE_ADDR = !
vMIT IvacEEnr= “NOJ . snp[sv“vaT NO) .LIMIT := ZERO
MMUTIMACE [C3R_NO) LSCR{SEGMINT_NO) .ATTRIPUTES :=

IND DEITTE_MMU_ENTRY

1 a3 tesieeadenledfede vieate sealeol oleale e ek oo ol e oo e o e e aiealt o e e ool el oo leage s ale e ol s ede e e

<3
The FIND _SFTCONTARY_STORAGE Procedure is called fror "
the AllaC_sec_storage procedure, The procecure will *
search the seconoarj storage bdit map to find a cor- w

tizuous storase location in secondary storape for the =
required number of dlocks passed. The procedvre will  ®

return a success rode of eitner valid or irvalid. %
o

okt oo ieate o afe e el e o sle oo e et sfe sols sl ale o sl sl ool o e e ok g ale e e afeafe e afealoolexenje dleaieale e e sl e e e o
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FIND_SZC_STORAGT FROCEDURE ( RLXS WORL )
RFTUANS (SUCCFSS_CODE EFYTE,TABLE ARRAY (EIX_SIZE® VCRT)®
10CAI INDEX WORT
I WORL
INTRY
SUCCESS CODE := REAY_TISK_BIT_MAP
IF SUCCISS_CODE ¢> TALID  THEN

RETUEN
I
INDEX := FIRST_POSS_FREE_3BLY
I :=
DO

SUCCESS_CODZ, INDEX := SEARCHF_DISK_BIT_MAT (INIEX)

11¢




IF SUCCESS_C2D® <> VALID THEN

TO
CLEAR_DISK_BIT_MAP ( TABLE[I] )
IF I'=¢ TEEN  EXIT
F1
I -= 1
0D
SUCCESS_COTF := SEC_STOR_FULL
DETUEN
F1
TARIE [1) := INDR
I =
IF 1= BLKS TER™ EXIT
FI

0T

PO AT LT ,x . v - . _
B T £ BRI RSB s R NSNS b e T, 3 g o I, Y
WX B B e T T

= o SR N e oo

v ST IR

i SUCCESS_CCDT &= VALID

: PNL  FIND_STC_STORAGE

I

&

% { lea sl e e e st e oot i e e e e eate e e oe el e eai e el e e e e el e seaas et et de e e
%7 * £
& )
b *  The AITOC_ONIT_PAGE Procedure is called from the (Create ¥
& " alias_tadle procedure. 1The prncedure will fird ore ™
e *  pape of secondary storage for ilhe creation of an alias *
& * tadle. Thls procedure will return a success code of %
3 ® either velid or iavalid. »
v # 7t
! ekt s afeafe ottt e et e el sl et ool el e ek e e e ol et sl skt ekttt et e et

ALLOC_ONT_PAGF ~PROCETURS
RETORNS ! SUCCESS_COTE BYTE, PAGE_LOCATION WORT )

10CAL TASLE ARRATTBLK SIZT WOBD)
.j’ > ’\"'QY
-l STCCESS CODE, MELE := FIND SIC_
17 SPEC™SS_CONE <> VALID ~TFEN

R

LR

STORAGE ( 1 )

s FRTTEY

o : FI

i !;ﬁ; PACZ_LOCATION:= TABLE{e]
;; TND ATLOC_ONE_PAGE

. 111
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* %
' *  The ALLOC_SEC_STORAGE Procedure is called from the %
» Create_entry procedure. The procedure will create a %
*  pare table from the allocated secondary storage, and *
* write this paze to secondary storage, This procedure
: will retura a success code of valid or invalid. :

Feneaeaesiealeneaiealeale e sieafeale alesie e e ale Semede e e ool Aaie s e dfeae ook el e oo g eafe el ieaneale e sieane e oo dledledle e e |

AILOC_SEC_STCRAGT FROCFTURE ( ELXS WORD )
RITURNS ( PAGE_TABIE_I0C  WORD, SUCCISS_CODE
10CAL TAELE ARRAY T3LK_SIZE WORD]

ENTRY
SUCCESS_COLE, TABI® := FIND_SEC_STOFAGE ( 3I¥8 + 1 )
IF STCCESS_CODE <) VAIID THEN

tod

<
t=3
~—

T

RTPIEN
f1
PAGT_TARIR_LOC := TARTE (g)
I :=1
DO
PAGF TAZLEZ BUFFER [r=-:) := TARIF [I]
I Y = B1¥S TFEV GEXIT
F1
I += 1
or
o0
IF 1 = MAX_PACE_SIZT TE3N
TYIT '
1
PAGT TABIZ_BUFFER (I-1] := NUIL_PAGE
I +="1
o)
4. SUCCESS_COTT := WRITI_PASE ( PAGI_TABLE_LOC,
. #PAGE TAELE_IUFFER )

IND ALIOQC_SHC_STORAGT

—
T .
g
[
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: % %
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i *  The CREATE_ALIAS_TAEBLE Procedure is called by the %
j%} % Create_entry procedure, The procedure will allocate *
Py *  secondary storege for the creation of an alias tatle X

Vi * and update the mertor segrment’s alias table to reflect *

® the crea*ted alias tadle’s secondary storage locetion., *

. *  The precedure returns a success code cof either valid *

3 ! * or iavalid. w
. § * *

. s e st e e e e et e el o o e ol st et et oo e et el okt s e el ate e et e e e |
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4 CPLA” ALIAS TABLE FROCTDURE ( 7ARK INDEX WORD )
5 RETTENS T SWCCESS_CODPE  EBYTE )~
E I0CAL PARENT BRYTE
i ALTAS_TABLT LOC WORD
3 ENTPY_NC V7%
A
% ENTRY
i SUCCESS_CODF , ALIAS_TABIF_L0C := ALLOC_ONZ_PAGE
11 PARPNT = G_AST[PAR_INTEX]) G _ASTS_NO_PAF
5 SUCCTSS_CHDE := READ_ALIAS TABIE(G_AST[PAPENT],
? ALIA° “TABLI_INCL1, #ALIAS_TAELE )
15 IF SUCCESS_CODE <> VALID TFEN
3 RETURN™
: ¥l
cUCCTSS _CODPE, ENTRI_NO := STARCE_ALIAS TABLE(
_\ P {PAR_INDEX] UNIQUE_ITL )
‘ IF SUCCESS_CODT = NOT_FOUND TFEN
; REDMRN
g FI

{ ALTAS_TABLE.ALIAS_INTRY[ENTRY NO).ALIAS TARLT 10C :=

't ALIAS_TARIE_LCC

| ¢ &ST[PAR_INDEX) . ALTAC_TABIT_10C1 := aLTAas_TAELE_ 100
SUCCESS_CODE := 4RITE_ALIAS TAELE | ALIAS TAELZ_IaC,

#ALIAE TRELE )

tag

. IND  CREATE_ATIAS TARL

& 1 a2 e e o e sl b ol o el ot ool e abea leieateafe ool o 3otk vdea o ok e el ot age e o ate oo o v s el afeals N alele e e ok
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®  The CPTCY MAX_ VI°TU!L COR® Procedure is called *

3 * by the In procedure. The orocpdura will verify that »

X *  the addition of the cezmert requested to te swappeé in *

e *  wi{ll not cause the process’ alleccated virtual cere te *

. ?‘ *  te exceeded. If the virtual core is not exceeded, 2 b

X . ®  success code of valid is returned, otaerwise a success %
T : code of no_remory is raturnad. :

3 | ‘33 e ge e desir S ntne s e feale el e deve e e sl aesieatene e e ek lel sl skaledleatesl sicale o e e e e sty el e e siealeieal o

3 gt

3 i CETCY _MAZ_TIRTUAL_CORT PRACIIURE ( LER_NO EYTY

| i BIZ°NO_RIC WORD )

AETURNS ( SUCCESS _COTE ETTE )7

-
Py
3

i ENTRY
' mvyy I™AGE[DER _NO).BLZS_USED += 3IFK_NQ_FEQ
; IT Smp rand[n'a NO].:* %S WSIL O
MMU_ YM& L{TCFE_NO] .MAY_FIKS TREN
MMy IVAGE{DZR_NO).FI¥S MSED -= EIZ_NO_PEC
srefsss "o T= TIRTUAT _CORZ_FULL

133
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SNCCTSS_COMT = VALID
FI
IND CFRCR_MAY_VIRTUAL_CORE

9 Revje e die de e oo e e Az feste ole el o Keole she el sl Mook e el o e e alevie e sle alesle sie afeale s ofe Nesle e aje e e el sle el dlese el ol

The FFEX _PROCESS_VIRTUAL_COR% Procedure {s called from
the Out procedure. The procedure will su%tract the
size of the segment whlch has teen swapped out frep
the virtual linear core allocated to that process.

LA R A
3 % % % 3 %

3 b2

Reaeae e desle si i e ae sl Aesteals weaje sie sdesieaienie ale At ae e afe Aeale Bt sleals A it 32 ale ale e s 210 ale N NE TN e Ne N A2 AL 3 Ne e e LR A !

FREE_PPOCFSS_VIRTUAL_CCRYT PROCITURE ( PIX_NC  ¥ORI )
TENTRY
MMU_IMAGT [ DER_NO ].ELXS_US3ID -= BLZ_NO

NP FFYZ_PFQCESS_VIRTUAL_CORT

nrae dlentale siesie X alesle dlesle e aiajeale pedisaie e sie e ale e daaje e et Aeale sle e aiene e et Aeale sl e R Ko Neae e N e neale e

1

%

*  The FAZI_SECHVDARY_STORAGE Procednre is called from n
* the Delete _seg procedure. The procedure will read the *

%  paee table of the seement to be deleted and the *
® secondary storage tit map into main memory. The tit %
®  mrap will be cleare? te reflect tae deallocation of %
* secondary storaese, and the paze tadle lo-ation will »e ¥
*#*  cleared., The procedure returns & suvccess code of %
: valid or invalicd. f
8 it
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FRET_SEC_STCIAGE  FROCZITURE ( PAG
AETUENS ( SUCCTSS_COTE  EYTE
I0CAL I WOPD

TABLE1 ARRAY [ BIYX_S1Z

>E_TAZLF_10C O:IT
|

L'J
o
o3
f—

INTRY
SUCCISS_CODPE := READ_PAGE ( TAGF_TABIE_IOC , #TAZIZL )
IF SUCCESS_CODE ¢> TALID THIN

RETUEN
FI
STCCRSS_COTT = RWAD_DISL_BIT_MAP
IF Q'N"Cr“_CODF <> VALILI TEIN
FI
I :=¢
Do

IT TARIEL{I] = NJIL ORIF I D= BIX_SIZE THEN

o
-
o
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CIEAR _DISK_BIT_MA® ( PAGI_TA3IE_LCC )
SUCCESS _CoDT := VALID

END TFORE_SEC_STORAGE
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£
The DFLIITE_SBEG Procedure is called from the Telete o
entry procedure., The procedure will free secondary n

%
entry ir its mentor segment’s alias tadle, The pro- %
cedure returns a success code of either valid or i{n- »
-3
#
!

!
]
b
it
ﬁ storase for the deleted seepment, and null out the
.
» valid,

3

2]
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DELITT_SI6 ©PROCEDURE ( ENTRY_NO  ¥ORD )
RETURNS ( STCCESS_CODT VTR )
ENTRY
877CC38S_COTS := FIRE_SEC_STORAGE(
EIIAS_TABLE.ALIAS® ~ENTRY [EXTRY_NO) .PAGZ_TARLE_I10C)
IT SUCCRSS_COTF <> VALID THEN
TTURN
FI
IF ALTAS_TARLF.ALIAS_ENVRT[ENTRY_NO) LALIAS_TARIE_ICC
<> NUIl THEN

[X

[¢

CLEAR_MISX_BIT_MAEB(
ATIAS mAZIT.ATIAS SNTRY[ENTRY _NC).ALIAS_TAFLT_Ioc®
I
ALTAS _TABL®T ,ALIAS_ENTRY [INTRY_NOJLUNIQUZ ID := NTIL
D TEIZTI_S36

] slexieole siaskene sle e ole s le e 3l oo o e le afe e Re e o ale Ko He Kok ewg Reae sl e oo e e ne oestag ke e Nevesle onleng e Neoeaa e
% %
*  The CESCE_IF_ALIAS_EMETY Procecdure is called try the

* Delete_entry procedure. The procedure will search tane
* allas tatle to determine if the tatle is erpty. I¢ the
* alias tarle is empty, the variable Alias_tatcle_emrty

* {5 set equal to true and returned. If the table is not *
*  empty, Allas_talle_empty is set equal tn false,
At
&
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CEECK_IT_AITAS_EVPTY PROCETURE
RETUINS ( ATTAS TAELE_EMFTY 3YTE )
LOCAL I BYTE
1 :=¢

DO
IF I = AITAS_TABLT LIMIT TEIN
AIIAS _TAEI®_BMPTI := TRUT
EXIT
B1S3
I ALIAS _TAFLT.ALIAS SNTRY[I].UNICUE_ITC¢>¢ TEEM
ALIAS_TABLZ_SMPIY := FAISS
nXIT
TISE

g e esiale sl s et v oo e i aaainafe ootk ot eofealeoin st e et ool skl aleate ealele ot ool et ofe et o
ot L
*  The CEEZCY¥_LOCAI_F7MORY Frocedure is called from the In *
*  procedure. The procedure determines if the segment is =
* {n the processcr’s local memory by examining the MMT  ®
* image for ear~h connected process. If the segreat is in *

Y | DL A o o sbavon e R SR i
. X " o QGG St e A e RN T el et s
A el

X

e o

* the local memory, the variatle Test ic set equel to b
- : true, ectherwise it is set equal to false. f
3 $
S Fea ettt sl ol ol el eateafeole e e ot et o e el ool ol e e e ade e et ool el o
L ! C}vcz _I0CAL_vTvnRY FROCEDURE ( INDSX WORD )
i -4: EQURNI L TTST  RYTE D
B -1 ac;r I BYTE
1 'E SIC_NO  EVTE
§§ i %c:= ¢
$3 .
5 i IF 1 = VAX_DBR_NO ~THE
3 i) TEST := NOT_IN_LOCAL_“TVCRY
- il RBTURN
g I
-} | % SEG_NC t= ( I_AST[INLEX].SEGMENT_XO_ACCESS_AUTE[I)
& L TAND %(2)21111111 7
& % IF § c _NO <> ¢ TEEN
: ‘ (Mby_IMAGT(I] .SDR{SEG NO) L ATTRIZUTES T

In _MEMORY_MASK) > ¢ TEIN
mEST &= IN *’C°L MEMORY
RITUEN
Tl

RGN

T

I

S8
.
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TR AT, e
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CHTCK_LICAL_MIMOFY

3

The CETCY_FOR_RZMOVAL Procedure is called by the Deaot~”
ivate procedure. The procedure will determine if the  *
segment is active in any L_AST ard if 1t has é&ny active*
dependents. If the segment is5 rot active and does not *
nave aay c¢ctive dependents, the G_AST antry is removed. :

**n***f****m*«m****mxw***awﬂu*wf*w&m*mﬂw***u"**mﬂuﬁﬂ*n**#mm|

AEICY_FOR_RZMOVAI DPROCEDURE ( INDEX WORD )

1dcal” 1 EITE
TIST BYTT

ENTRY
TEST := FTAIST
1 = ¢
lo)
IF ! = NO_OF_PROCTSSORS ORIF TEST = TRIT TEEN
FXIT
T1
IF G_AST[INDEX) . PROCESSORS_I_ASTE_NO[I? <> ¢ THEN
ST = TRUT
7l
I +=1
or

17 S_ASTIINDEX] .NO_ACTIVE_D "°3NDEN =¢
ANDIY ”“ST = FATSE T
G_AST[INIRY) LUNIOWE_IT

L]
]
<3
o
4
[
e 2
tye
e
toy

7
END CEZCX_FOP_REMOVAL

1 S e e vl dlete R e s e shale we el ole ol e oo e e e sl e e ek e se she e ok e e e g ek eale e kolene shexR e ke e e o

The CFECY¥_IF_COTFRERS_ACTIVE PFro-edure is called ty the
Delete_entry vrocedure, The procedure will check to
deterrine if a segment is active in any I_AST. If thne
seFment ic actlive, the varlable Others_artive is set
equal to true, cizerwise it is cet eqral to false.

3 3 3 I % B

ES
IR
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FICY_IT OTHERE_ACTIVE DPROCEZURE ( INDEX  WORD )
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RE™TRNS ( OTFIES ACTIVE
LOCAL I pYTE

ENTRY
I :=¢
Do

IF I = NO_OF_PROC?
0tETRE_ACTIVE

RITURN

)
-t

IF G_AST[INTEX] .PROCESSORS _L_ASTE_NO[I] ¢> ¢ TFEN

§reErs AC;IVE ¢= TFUS

RETGANT
¥i

I +=1
oD

UND CFRCX_IF_OTFIRS_ACTIVE

and returred,

3NN NN e

e deals v e v sle dde e e S b dfeale e ofeche o e ase Feade e ade wln 2l i Kee e 3faae ese ot ot e ale a sk e REREAT RO NTARCRENT AR AT RO R

ACTIVE IN_I_&ST PROCE

‘“TU’\S ! CESCX

LCCAL 1 FITZ
vvmwv
1 2= ¢
CRECK := FAIST
DO
IF I =
RETTURN
¥I
IF 1_&s
CFECK = 7%
FI
I += 1

on
IND  ACTIVE_IN_I_AST

§ AeBenesesiese taleslesiesle zlovleale shesle e oo de e e e ra sk sk e e xe e ke

%

"rE g INDET

MAX_LBR_NJ? ORIF CEECE

T[IthY1.~ufMLV" NO_ACCISS_AUTH <> ¢
c

The ACTIVZ_IN_I_AST 2rocedvre is called ty the Tleact-
ivate procedure. The procedure will search the Seg-
ment_#/Access_auth field of a scgment to determine ¢
the segmrert {s active in the L_AST. If the sepment is
active, the variatle Check will be set equal to True

¥ORD )
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*  The YPDATE T AST ACCESS Frocedure is called by the In
* “procedure. ~1Fe procedure will set the read/write Yit

*  of the appropriate segment_#/access_auth field of the
% L_AST to a one if the process has write access or to a

Qi
e i

%*
<
*
%
%
%
!

i

i * zero if the process has read access.

3 #

A e e ettt el 2 e e R e AR e B RO A e e s A

o

TS

L MPDATE_1_AST_ACCESS PPOCETURZ(INDEY WORL,ACCESS_AUTE FYTE,

; DER_NO BYTE )

: LOCAL STE_NO YORD

ENTRY

SEG_NO := L _AST[INIEX] .SEGMENT_NO_ACCESS_AUTE(DER_NO]

IF KCC7SS AUTE = WRIT? TEEN

L_ASTTINDEX] LSEGMENT_NO_ACCFSS _AUTE([D2R_NC] ¢
SIG_NO~ 07 (°T1ee¢zzez

i ELST
1 L_AST[INTTX).®PGMINT_NO_ACCESS_AUTH{TER_NO] :=
i SEIG_NO AND 3T2)e11111111
5 FI

i FND  UPDATE_L_AST_ACCTSS

e Resiedieatealcateafesie slesie eale e sjeale o aleake e o de e e e ade e e e e afeole e ade e e bt o sl age ok o e e el sl e s s e el

3 !
4] % "
; *  The SEAQCKF_G_AST Procedure is called by the Activate ®
4 “  procedure, The procedure will search the G_2ST to "
it *  Jetermine {f a passed sesmeat’s unique_id exists in w
o : * the G_AST. If the uvnique_id is found, a success code %
i * ¢ fourd ard the G_AST index are returned. If the N
P * searernt is not found, a success cede of not_found {s *
- t *  peturned, 3
3 ‘4 ¥t 8

. e el ok et ol s s ol e el et ool e e okl ok sl sttt e e et s et ekl sk deaeateat |

SZARCE_G_AST  PROCEZURT (SEG_ID  IONGWOXD)

.
pa——— *
- -

o o T

=
Et REPURNS (SUCCRSS  FYTE, INDEZ  402D)
1
.fgé 10CAL I ¥ORD
lfzg IRRY
U 34 1 :=¢
‘1 1100P: D9
E IF I => G_AST_LIMIT TFEN
. svccrss :="NOT_FOUNT
'l INDEY := SULI
. [, ’QET'J?.N
1o T1
i IF 6_AST(I].UNICrT_ID1 = SEG_IL TEEN
1oy 112
P
Il P




CJCCESS := FOUND
INDFY = 1
RETVEN
FI )
I += 1
CT

BND SEARCH_G_AST

s tele ol oot e sk el sl e oo o s e el ot e e e e il et e skl e e esteaaole sole e e sl ate e sl e o
% S
*  The GET_L_AST_INDTX Procedure is called by the Make R
®* 1_AST_eNtry procedure. The procedure will search the %
% L AST™ from top dowr until an available ipdex is found. ¥
* If an index is not fourd, a success_cuode of I_AST_full *
* {¢ returned. If an index is found, the index, ard e *
: success_code of valid are returned. z
e oot e ate ool e ik oot b e e o ok ok et e i e o it b o e o e e oo e e e et el e e e e

GET_L_AST_NO_INDX DROC puURe
EETUEN ( SUCCRSS_COTE EYTEZ , L_INDIX MORTY
LOCAL I WORD

ENTRY
eNCCTSS_COTS := VALID
I := 6
I100F: DC
IF 1 =7 _AST_LIMIT TEEN
$yCCESS _COSE := I_AST_TULL
: RETURN
i ¥l
4( IF I_AST[I).VMEMOEY_ATLR = AVAITAFLE TEEN
ot 1 INDEX = I
R T_AST(I).MEMOPY_ALDF := ACTIVE
I s Emrpy
o FI
4 I += 1§
lﬁ 0D
.{& ND GET_i_AST_NO_INDEY
B
B
.
A
i
it
%
) g 12¢
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* The GET_G_AST_INILEX Procedure is called from the Make_
*  G_AST_entry procedure, The procedure will search the
*  G_AST “from the top down until an availadle index is

: found. If an index is not found, a success_code of
]
%
"

3 % 3t 3 %

G_AST_full is returned. If an index is found, the index*

and a success _code of valid are returned. %
%

ool e weadesieale oo e s afealeae steate e o e e e e e afeak ek ale deole afe e el ajeae s et dlale g o ale ol s ale el sle e ale e ol e e

GZT_G_AST_INDEX FPROCETURE
RETURN™ ( S7TCCE $S_COD® 3YTE , INDEX WOFD)
10CAL I YORD
PNTRY
SUCCL S_COLE = VALID
1 1= @
IL00%: IO
IF I =5 G_3ST_LIMIT THEN
SICC3SS COD“ t= G_AST_FUIL
FETNEN
¥l
IT G_AST[I}.UNIQUID_IDL = N'"LI TEZN
INDEY = I
RETORN

I +=1
oL
END GET_G_AST_INDEX

§ dlezie sk e ol sfe o e e e slesle e ojaale e ol sfeae el ofe sk o o deafe ot evje et e s sieade staafe e eafe ol dlsafedksie s sleals sleofe ol e vieale e ieak

%
*  Mhe MAXT G_AST_INTRY Frocedure is called from the

*  Activate procedure, The procedure will obttain am

*  {ndex i{rto the G_AST and enter the avpropriate datsa
: from the alias tatle. The flaes bits are set to aot
*
%
*
»

- - - B 3

written ard rot writadle. Tane eventcounts and tickst
fields are set to zero. The processor_L_ASTT # fields ¥

~

are set to null, If the entry is svccessfuvlly rece, *
a success_code of valid will bte returred, o
&

ook sleoe e sleate e eadeoe dleode e oleaks oo e Xo slsie et e sleode e sesie slespe He e ook e deake o ofe e e et e sfele ek vl e desenk o

MAKZS G _AST_FENTRY PROCEDURE (FAR_INDEX 'WORD,ENTPY_NO WCRD)
RETTRNST( SUCCESS_CCPET EYTS, INTEX WORD )
10CAL I YORD

UNTRY
SUCCTSS_“OTE, INTFX := GET_G_AST ENTRY
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I¥ SUCCESS_COTE = VALIT THEN
G_AST[INDSX].UNIOUID_ID1 := ALIAJ _TAEIZ.AIIAS ENTRY]
ENT2Y_NO) .UNIQUID_IT
G_AST{INDEZ] .GICRBAL_ALLR := ACTIVE
G_AST{INDZY] .FLAG_BITS := G_AST {INDEX].FLAG _BITE
AND ( NOT WRITTEN_MASK
G_AST[INDTY] .FIAG_BITS := G_AST[INTEX] .FLAG_EITS
AND { NOT WRITA3ZLE_MASK )
3 AST[INDEX].G_ASTE_NC_FAR := PAR_INDEX
¢ ASTEIND?X].NO_ACTIVE_IN_NENORY 1= ¢
G~aST[INDEX]) LNO_ACTIVE_DIPENDENTS 3= ¢
G AST [INDEX].SIZ®L := ALIAS_TABILE.ALIAS_ENTRY[
INTRY_NC ].SI2Z%
5_AST[INDEZX].PAGS _TABIT_LOCL :=
pL18S_TAELE,ATIAS _SNTRY[ENTRT_NO) .FAG®_TAELE_ICC
G_AST[INDEX) .ALIAS_TAELE_IOCI:=
ATIAS TABIE.ALTAS_ENTRY[ENTRY_NO].ALIAS_TABIZ_10C
G_ASTLINDTX)] INSTANCEI := 0

-~

cjasr{rmr?r].xuswauczz 1= ¢
G_AST{INDEX) .SZCUENCER := ¢

1 :2= 0

FI
G_AST[INDEX].PROCESSOFS_I_ASTE_NC[I] := NUIL

I
™ND MAXE_G_AST_ENTEHY

! e s e afe e e e o e e e o s oo ot e e abeade e e s g ol el ol e el sle o ol s ek e ol feste e e e ealesie e e e e e e e

%
The ™APT I _AST_ENTRY Procedure is called from the *
activate procedure. The procedure will obtain an *

%

o

%

®*  {ndex into the L_AST and enter the apvropriate data., *
®  The memory_addr field is set to active, the seement_ *
*  #/access_authr fields are initialized to zero, and *
%  the passed seesment numder is entered intc the ap- *
* propriate location. If the entrv is suvccessfully *
* mrade, a success_code of valid is returred. %
%* %
* !

oz e e ok e afe st v e el o olele s e v 3 o aie e o o e st afe e ool e e sheafs s eole afe e e e e e ofe e e ofe e e ol e sl sk
MeRT I AST PNTRY PROCEDURT (DER_NO BYTE, SIGMFNT_NO WORD,

BeTyeNS ( SWCCFSS_CODT  FYTE, I_INITY WOEL °
IGSAI I BYTE
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SEG_NO  WORD
ENTRY -

SUCCZSS_LOTE, L_INTEY := GET_L_AST_INTEX
I§ SUCCESS CODE <> VALIL THEN  “RETURN
F

L_AST&I_INDEK].MEMORY_ADDR t= ACTIVE
I =
Do
T_AST[T_INDEX] .STGMENT _NO_ACCESS_AUTH{I] :=¢
17 +=1
IF I >= MAX_DBR_NO THEIN ZXIT
Tl
0o

T_AST[I_INDPEX].SEGMTNT_NO_ACCESS_AUTE[CBR_NO] :=SIZGVINT_!

ENT YAXT_I_AST_ENTERY

NO

alene e ae e e adeaie ole alealt alvafe ale dleae el e alnafe alnafe e aleale e ade afeole ofeale aleage sfeae sleadeale aje sie e eage e afe sfeade ol aleale e e e e Mo alesle

i

* fThe DEACTIVATE_ALL Procecdure is called ty the
*  Detete_entry orocedure ard by the Yain_line

*  procedure. The procedure will deactivate the

™ deleted segment from all connected process’

® adlress spasce, The G_AST index and the I _AST

*  {ndex for the deleted segment ere passed to the
%  procedure, If the segment was successfully

*  deactivated from all connected vprocesses, a

: svccess_code of valid i¢ returned.

%
1N
%t
R
0

o]
0
5
»
%
%

e e seve niedlaiestedlele seafeole esio e e siesle e e e e o' eale sl Xeale el e ade meale e deale e weal s R s sleale eate Ak ale e e e s |

DFACTIVATE_ALL PRCCETURE ( INDEY
RETURNS ( SUCCESS_CORE  EYTE )
10CAL ! PYTT
ENTRY

IF I = MAX_DBR_NC  THIN  EYIT

IF L_AST[IgIN!EX].SEGMFNT_NO-ACCESS_AUTF[I]
<O ZERO TEEN
SUCCESS_CO™E := DEACTIVAE ( I, INDEX )
IF SUCCESS_COTE <> STG_DFACTIVATED TEEN

RZTUPRN

oD
SUCCESS_COTE := VALID
IND DEZACTIVATE AIL

¥IRL, L_INDEX WOFL
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* %
*  The SIGNAI_CTHER_MEMORY_MANAGER Procedure is called %
® by the Ir procedure. The procecure will signal %
* a memory manager to move a segment from its local ®
*  memory to glotal memory. hen the segment is mnved %
S to #lodal memory the procedure will signal all other %
*  connected memory managers to update their local *
“*  databases. The glotal address for the transfer %
* {s passed. A success_code is returned to indicate "
* the syccess of the operation. %
% %t

***********#*********m******m*ﬁ*****************m**********!

SIGNAL_OTHER _MEMORY_MANAGIRS  SRCCEDURE (
SEG_INDEY WORD, ADDR WORD )

ATTUENS ( SUCCESS_CODF  BYTE )
LOCAL

PRCCESSGR_NO BYTE

FIRST BYTF

L_ENT27_NO  WORD

VALID_MSG  BYTF

Meg ARRAY [MAX_MSG_SIZ® BPYTE]
ENTRY

FIRST := TRUE

PPONTSSOR_NC = ¢

10
IT PROCESSOR_NO = PROCESSOR_ID  THEIN
PROCESSOF_NC += 1
FI
IF rP}Iwcsssoa_no >= NO_OF_PROCISORS TKEN
EYIT
FI
I_INTRY_NO := G_AST[S3G_INTZY).PROCISSOR I_ASTE NO{
PROCFSSOS_ID )

IF I _UNTRY_NO <> N'TLL  THWN
I¥ FIRST = TRUZ TYEN

FIRST = FAISE

IF PROCESSOR_NO

CAST ¢  TEEN
SIGNAL ( VP_ID, MEMORY_MANAGTR_¢., MCVT,
L_ENTRY _NO, ADDR, G_AST{SZG_INIEX].SlZ® °
VP_ID, MSG := YAIT

| ®%Ex CEECK IF VALID MSG ek !
VALIT_MSG := VALIDATS WAIT MESSAGE !V¥SG)

18T




DT ATt e e bt P sy M A, R et e e

F PFOCESSCE_NOC
ASE @ THEN™

SIGNAL( VP_ID, MEMORY_MANACER_C, UP“A”E.
I_ENTPY_NO, ADPR, G_AST{SETG_INPEX].sIZ% °
VP_IT, MSG := WAIT

I
C

| et CERCY IF VAIID  MSG M |
VALIT_MSG := VALIDATS_WAIT _MESSAGE(MSG)
71
FI
Tl

PROCESSOR_NO += 1
0D
I¥ VATID _MSG TFEN
SUCCESS_COTE := VALID
ELS®
SUCCESS_CCTE = INVALID
FI

UND SIGNAL_OTFT2_MEMORY MANAGERS

|
Y ST Y

TR SR T LTI

LY

SR
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5 $ W
4
3 %  The CRTATT_ENTRY Procedure is called by the %*
& *  Main_line procedure, The procedure will create %
% *  an entry irto the allas table and allocate sec- w
4 *  ondary storafe for the created seasment. If the %
i ® alias tadle does not exist, the procedure wiil *
it * create an alias tadle on secondary storaze. b
H % A uvwnique_id is assiened to the segment and the *
i " appropriate data is entered into the tabdle. %
4 * 1€ the function is successfully corpleted, a :
3 *  syccess_code of seement_created is returned. *
Al ] ®
§ e aie e e sie ae sheade sfe e e e sesde e evls e Heale e vieal: e e al eme we Ren AasleHeae e e A AeAeRe e e Rene O Nea N R WA |
|
% ARIATI_GNTRY PROCELﬁEE ( PAR_INDEY WGRD, EZNTRVY_NO WORD,
4 SIZE %02D, CLASS 2YT% )
i ¥ wTRNS  ( €7MCCFSS_COTE  EYTE
3]
5 10CAL PAGT_TABLE LOC  WORD
B1ZS WORD
ENTPY

Bl¥YS := SIZE / EBIE_SIZZ
IF G_AST[PAR_INDPIX].G_ASTE_NC_FAR <> Z7R0 THZIN
SWCCFSS_COLF := CEEATE_ATAIS_TABLE( FA® _INTEY D
IF SNCCESS _CODE <> VALID 7HEN
RRTURN 7
FI

-
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2 STCCESS_CODE = FEAD_ALIAS_TAEIE(

9 G-AST [PAR_INDEX).ALIAS TABIE LOC1, #AIIAS TABLT)
4 IF $rcCESS_CCDE ¢> VALIT TFEN

;g o RITURN"

B IT ALIAS_TAEIE.ALIAS_ENTRY (EXTRY_NO).UNICUID_ID <> ¢
i: THEN

i SMCCESS_CODE := DUPLICATE_ENTRY

i EETMPN

i FI

3 PAGR_TABLZ_LOC, SUCCZSS_CODE := ALLOC_SEC_STORAGE! )
i ELES
1 IT SUCCESS_CODE <> VALID THEN

i RITURN

, 13

ALTAS_TABLE.ALIAS_ZNTRY [EHTRY_NO] .UNIGUE_IT
SUCCESS_CODT := GET_TNIO ID
IFT SUCCESS CODE <> VALIT TREN

} RETURN™
3 FI
3 ATTAS _TAFLE,ALIAS rNTRY[nN"R! AO] WS1Z% = SIZ3
§ ATIAS ”A‘LH'AIIR ENTRY[ENTRY_NO] .CIASS := CLASS
A ALIAS TABLE.ALIAS VNTRY[FNTRY “NO) JPAGE_ TAELE 10C :=
b PAGE_TAEIF_10C
3 ATIAS TARLE,ALIAS ENTRY[SNTRY Vﬁ] AIIAS TABIT LI0C = 2
3 . SUCCESS COD“ := WRITE_ALIAS TA:LE(G _ASTTFAR_ IKnrR].
2 ALIAS TAEI? LOC. #ALIA< TAFI® )
ﬁ IF S§TJCCRSS CODE = VAIID THEN
. SUCCRSS_CODE := 3EG_CREATED

FI
IND CRTATI_EINTRHY

! § e sieak e e e e e sleale aleadoale shoole ofe aeale aealee fe pesie s deaiesle sioole enje Nealeaisale e aleals e aleaexs seaie e e neatedods aeaededde
. % #
The PFILETR_ENTRY Procedure is called bty the Main-
line procedure. The procedure will rerovs a searernt
from secondary =tora5e by deleting its entry in its
mentor sesment’s alias table and deallocatingz its
allotted secondary storage. Fefore the segment is
deleted, the G_AST is checked to easure that no otaer
process rolds the seement active, ard that the seerent
1< not a mentor cegment. If the segment is & mertor
segmenrt, deletion is not allowed. If the segment is

3%
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2 L

5 a active, those proresses will be sienaled to deactivate
o 4 . the proceduvre, Wnen the segment i¢ deactivated, it

T N will be deleted. If the deletior i{s successful, a

B ﬁ : success_code of sep_deleted will be returaed.
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LFLPTE_ENTEY PROCETLURE ( PAR_INTEX WCRD . ENTRY_NO WOFD )
RETURANS ( SUCCESS COLE 3YTE )
LOCAI I_INDEX 02D
INCEX  WORD

I BYTE
ALTAS_TABLE_F®MPTY  EYTF
OTFERS _ACTIVE BYTE

ENTRY
IF G_AST[FAR_INDEX] ,ALIAS_TABLE®_10C1 ¢> NULL THEN

¢TCCESS_CODF := REAT_ALAIS_TERLE ( G_AST[®AR_INDEX].
AIIAS _TABIE _LOC1, #ALIAS_TAZIT )

TISTE
SUCCPSS_COTE := NO_CEILD_TO_DELETE
FI
IF SUCCESS_CODE <> WVALID THIN
RETTEN
FI

ALTAS_TARLE_PMPTY := CPECX_IF_ALIAS_ZMPTY
IF ATIAS_TAFLF_EMPTY = TRUE ~THEN
SUCCZSS_CODE, INDEY t= SZARCKE_G_AST (
“ALIAS _TIBELY ALIAa _ENTRTYTENTRY_MNO) LUNTGUS_ID )
IF 3NCCFSS_CODE = FQUND TEEN
I_INDEX := G_ASP?[PAR_INDZX),P0CISSORS _I_ASTA_NO[
PROCESS0R_1D]
IF L_INDEX <> NULL ~THEN
STCCESS _CODT := DEACTIVATE_ALL(INDEY, L_INDEX)
IT SUCTESS_CODE <> VALID ~THEN

RETURN
, FI
! FI
OTFERS_ACTIVF := CEECK_IF_OTFIAS_ACTIVE
'4 I OTERS_ACTIVE = T3E ~ TRI!

SIGNAL_OTRERS _TO_DEACTIVATE_ALL
FI
F1
DRIBTE S5 ( ENTRY NO )
ALIAS TABIE.ATIAS_SNTRY[INTRT_NOJ.UNIQUT_ID := ¢
SUCCESS_CODZ := WEITE_ALIAS_TABLE ( G_ASTIPAR_INTTY],
ALTAS_TABIT I0CL, ®ALTAS_TAEFIT )
IF SYCCRSS_COTF = VALID TREN.
SUCCTSS_CONE := SEG_DELETED
1

——
”~ .
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kre
SUCCESS _CODE ¢= DEZPENDENTIS_EXIST
FI
IND TLETETT_FNTRY
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* %
% The ACTIVATT Procedure is called bty the Main_line A
% procedure, The purpose of activate is to add a ®
* seement to the user’s address space. The procedure a
# i1s passed the segment_#, the parent‘’s handle, and *
n the entry number into the alias tatle for the X
% segment, The procedure returns the size, *
* class., and the handle for the activated segment *
The G_AFT {s searched to determine if the segment %

is already active. If the seement i{s active ang e

not in the I _AST, ax entry is made in the L_AST *

and the G_AST is updated. If the segment i{s active »

ir both the C¢_AST and the L_AST, the entries are %

*

are made in bdoth the G_AST and the IL_AST,
If the operation was successfully completed. a
success_code of seg_activated is retwrned,

3 3 %

%Nt

it

#

*

%

*

: vpdated, If the segment was not active, entries
-]

-3

k4]
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ACTIVATE  PROCEDURE (DB® NO BYTE, PAR_INDZX 'WORI,
ENTRY_NO ¥ORD, SEGMENT_NO IVIE )
RETWANS ( SUCCESS_CCTE EYTR , G_AST_KENTIE FANIIE .
CLASS B®BYTE, SIZE  WORD )
I0CATI I INPEX  WORD
IND®RY WORT
ENTRY

IF G_AST[PAR_INDEX].ALIAS_TAFIE_1OCL <> ZERO  THEN
SYCCESS_CCET := READ_ALIAS_MAELZ/G_sST(PAR_INTEX],
ALIAS _TABIT _LOr1, »ALIAS_TAERIE)

‘ TLSF
3. CCCRSS_COLF = NO_LBAF_TXIST
- FI -

o IF SUCCESS_CODE <> VALID THEN
Ji FRTURNT
: FI

SWCCESS_COPE , INDEX := SZARCE G_AST (
ALIAS _TARLF,ALIAS _ZINTRY[ZNTRY_NO].UNICUZ_ID

v.._.
2T I
W e

¥ IF SYCCESS_COLE = FOUND  TEEN

A I_INDEX T= G_AST[INDEX) .PROCTSSORS I_ASTE_NO[
iu PROCFSSOR_ITT
& IF L INDEX <> NULL  ™HRN

i

. I_AST[L_INDTX) .SEGMENT_NO_ACCESS_AUTE([D3&_KO) :=
SEGMENT_NO

t

!

R N e i L

SE
SUCCESS_CODE, L_INDZK := WARI I_AST INTRY (
TEF_NO, SIGMENT_NO )
IT SICCESS (ODE <> ValID TEEN
RETUSK
FI

At "“ﬂ'}

A A Ve

12¢€




G_ASTIINDEY] .FROCESSORS_I ASTE_NO[PRCCESSOR_ID]
L INDEX

183 c _ASTTINTEX] JALIAS TARI® 10C1 = NULL THEN
G_KST[PAR_ Iun“x] NO_DEPFNDENTS_ACTIVE += 1

STCCESS_COLE, INDEX := MAZE_G_AST_INTRY(FNTREY_NO)
I SUCCESS_CODE = G_AST_FUII~ THEN
RETNEN

FI
SUCCESS_CODS, L_INDEX := MAFKE 1 _AST_ENT®Y (
PAR_INDEX, ENTRY_NO ©

IF SUCCESS_CODE = L_AST_FULL THEN

tx4

RETURN
¥l
G_ASTIINDEX] .PROCESSORS_L_ASTT_NO([P®OCESSCP_IT] :=

I_INDZX

FI
SUCCES 5 CODB t= SEG_ACTIVATSD
SIZE := ALIAS_TABLE.ALIAS_RNTPY[®ENTIY _NO).SIZE
CLASS s= ATIAS TABLE.ALIAS ENTHY({ENTRY_NO] .CLASS
G_AST_RANDIE.UNIQUE_ IDZ +=G_AST{INDEX] TUNICUS_ID1
G_AST_FANDLZ.INDEX t= INDIX

PND ACTIVATF
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The SWAP _OUT Procedure is called by the Main_line
procedurs or the Peactivate procedurs, The
procedure will rerove & segment from nain merory
ard store it on secondary storaze. The procedure
is passed the process’ DER_# and the G¢_AST index
for the cegment to t2 swapped out of memsry. *
A success code is returned to indicate the success %
of the operation., The procedure removes the *
segment from the process” ¥MU_Image and if not %
shared, it is returned to secondary storage i
3
*
e
!

% ¥ N %%

N . -
- -

—
o,

-
PRl

P

and merory deallocated, Shared seerents remain in
memory vntil all procezses have swapped the segment
out of main memory.

L
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SWAP_ON'T PROCEDYRE ( LER_NO 3BYTE, INDEY WORD )
RF™RNe ( SUCCESS_COPY EYTE )

N TOCAL  RIKS WORD
3 p I INDEX  WCRD
! 5 STG_NO  WORD

s g,
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ENTRY

PLES = G_AST[INDEY],SI2Z1 / BIK SIZE

L_INDEX:=G_AST[INDEX].PROCESSOR_L~ASTE_NO[PROCESSOR,ID]

SEG NQ := I_AST[L_INDEX].SEGMENT_NO_ACCESS,AUTH[DPP_NO]

Forf_oeQCESS_VIRTJAL_CORE ( BLES )

DFIETT MMU_ENTRY ( DBR_NO, SEG_NO )

¢ AST[INDEX].NO_ACTIVE_IN MEMORY == 1

¥ (MMU_IMAGE[DBR~NO].SDRISEG_NO].ATTRIBUTES AND

WRITTEN_MASK) <> ¢  THEN
G_AST[INDEX] JFTAG_EITS := G_AST[INTEX] .FIAC PITS OR
YRITTEN MASK

Fl
IF G AST[INDCEX].GLOBAL_ADDR = NULL TFEN
1F G_aST[INDZY].NOZACTIVE_IN MEMORY =@ AN
(6_AST[INDEX] . FLAG_BITS AND WRITTEN_MASK)
mPEN
SUCCESS _CODT t= WRITE_SEGMENT ( G_AST{INTEX],
PAGE_TAELZ_LOC, L_AST(I_INDEZX].
MEMORY_ADIE )
IF SUCCESS_CODT <> VALID THEN
RETURN

Tl
FRIE_LOCAL_BIT_MAP ( I_AST(L_INDEY).MEMOEY RLTR,
BIKS )
FICE

IF G AST[INDEX).NO_ACTIVE_IN MEMORY = ¢ TEEN
FETE_LOCAL_BIT_MAF ( 1_AST{L_INDEX].
MEMORY ADDR, ELKS )
FI
FI
ELSF
183 G_AST[INDEX].NO_ACTIVE_IN_MENORY = ¢ ANDI¥
(6_AST[INDIK) .FLAG_BITS AND YRITTEN_MASX) ¢> ¢ TPEN
SUCCTSS COTE &= WRITE_SEGMINT ( G AST{INDRX],
PAJE_TARLE_LOC1, G_AST(INDEXJ.GLOBAL_ADIR ,
IF SUCCESS_CODE <> VALID THEN
RRTURN

Pl
FREE_GIOBAL_BIT_MAP ( G_AST{INDEX].GIOBAL_AEDR,
BIKS )

-

EISE
IF G AST[INDEX].NO‘ACTIVE_IN_ﬂEMORY = ¢ THEN
FREE_GLCEAL_EIT~MAPV G_AST[INDEX].GIOBA%EQD?R.
31

FI
I
FI
$7CCTSS_CODE ¢
END SWAP_OUT

SWAPPED_OUT
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%*
The DEACTIVATE Procedure is called by the *
the Main_line proredure, the Deactivate_all &
procedure, or the Delete_entry procedure. %
The purpose of deactivate is to remove a segment *
from a process’ address space. The segment is %
removed by deleting the segment number from the %
L_AST. If no other processes have the segment ®
active and no children are active, the entry %
is removed from the L_AST and the G_AST. ¥
The process’ LBR_# and the deactivated segment’s *
G_AST index are passed to the procedure. A "
success_code is returned to indicate the success :

"

!

of the oueration.
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DEACTITATE PROCEDURE ( DER_NO BYTE, INDEX WORD )
RETURNS ( SUCCESS_CODE —EZYTE
LOCAT I INDEX  WORD
SZG_NO BITE .
CFECK BYTE
PAR_INDEX WORD
ENTRY

PAR_INDEX := G_AST[INDEX].G_ASTE_NO_PAR
1_INDEX := G_AST[INDEX),.PROCESSOR L ASTE_NO[PROCESSOR_ID]
SEG_NO := L_KST[L_INDEX].SEGMENT_NO_ACCESS_AUTK(LBR_NO]
IF ~G_AST(INDIX].NO_ACTIVE_IN_MEFORT <> ¢ ~TEIN
IF" (MMU_IMAGE(LRE_NO) .SDR{S3G_NO) .ATTRIBUTES AND
, IN_MEMORY_FASK) = 23RO TPPN
SUCCESS_CODE := SWAP_OUT T DER_NO, INI3X )
A IF SUCCESS_CODE ¢> SWAPPED_OUT  THEN

I RETURN
1; FI
A FI
T ot FI
: !;' I_AST(L_INDEX).ScudenT_NO_ AcgEsS _AUTE[DBR_NO] := ¢

1 CEECX := ACTIVE_IN_I_AST(TL_INDEY )
, IF CERC? = @ TEXN
I_AST{I_INDFX] .MEMORY_ADIR := AVAIIARLF
FI
IF FPAR INDEX <> @ THEN
G_AST[FAR_INDEX] .NO_ACTIVE_DEPENDENTS -= 1
CHECK_¥OR REMOVAL ( PAR_INDEX )
FI
CEZCK_FOR_REMOVAL ( INTEX )
SUCCESS_CODE := SEG_DEACTIVATED
IND DEACTIVATE

.o
- -

-~
oo E RO ey
.

A PG, 5 v M

A , 131

4

e
)
o,
. R
!ﬁq«’t\w,:: 6‘;




9 ook s ale e oo el el e e ofe eaie e eaie diee e sieae dle Aeak Ae e e ool Seae ok vinsie e dle el sl e e die e dfede e o

The MOVE_TO_GLOEAL Preocedure is called by the
Main_line procedure, The procedure is called to
to mcve a shared and writable segment to glotal
memory. The procedure is passed the L_AST incer,
the size, and the global address for the move.

A success_code is returned to indicate the
success of the operation. The procedure locates
tae segment in its local memory, transfers the
segment to globel memory, and deallocates the
local memory.

- B B IR - - R - BE - R - Y- I
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MOVE_TO_GLOBAL PROCETURE ( L_INLEX WORD, GLOEAL ADDR
ADDRESS, SIZE  WORD YV
RETURNS ( SUCCESS CODE  »ITE )
LOCAL  SFG_NO “RYTE

1 3TTE
ENTRY
MEMORY_MOVE ( L_AST([L_INDEX] .MEMCRY_ADDR, GLOEA%_ADLR.
SIZE

L AST[L INDZX) JMEMORY_ADDR := ACTIVS
20

o1 MAX_DER_NO THEN  EXIT

F

SEG_NO := L_AST(L INDEX) .SEGMENT _NO_ACCESS_AUTF[I)
IND 2T2)61111111
IF SEG_NO <> ¢ ANTDIF (MMU_IMAGE[I).SDR{SIC_M0].
ATTRISUTES AND IN_¥EMORY MASK) = ¢~ THEN
MMU 1wqca{1] SPR[SE5_NOJTPASE_ADDR := GLCBAL_ATILR
FI
I += 1
o))
FREF_IOCAT _BIT_MAF ( I_AST[LINTEX].MEMORY_ADLR, ELXS )
succEss_coD® := VALID
END MOV_TO_GLOEAL
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1

%t

*  The SWAF_IN Procedure is called by the Main_line

*  procedyre. The procedure will trensfer a segment

" from secondary stcrage to main memory. The procedure
* {s passed the process’ DEF_#, the seement’s G_AST
index, and the authorized access to the segment.

A success_code is returned to indicate the

success of the operation. { successful -~ swapped_in )
I# the segment is not already in memory, ihe appro-
priate ramory is allocated and the Seezmeni is trarns-
fered to the allocated memory., I7 the s2gment is
writable and shared, the segment is transfered into
plobal memory.

% 2 2% 2% 3 It 3F 3% %
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SWAP_IN PROCETURI(INDFX WORL,IBR_NO 3ITF,ACCESS_AUTE BYTE)
RETURNS ( SUCCESS_CODE E¥TS
10CAL BLKS WORD,
7¥ST BYTE
SEG_N) BYTE
L_INDEX 03D
EAST_ADIR ADIRESS

T{INDEX),S12E / BLK_SIZE

ST[INTFX] LFROCESSOR_I_ASTE_NO[PRCCZSSOR i)
T{L_INDEX).SEGMENT NO _ACCESS _AUTE [DER_NO,
= CFrCK_MAK_VIRTUaLl_COR® { DER_NO, BLZS .
IT = VIRTUAL_CORZ_¥ULL  TKEN

m!ﬂWJWﬂW%W}‘Mmt ed R

ENTRY
3LKS := C_A
I_INDEX:=0

0

e

SEG NO :=

snctass_c

IF SUCC=SS_
RETURN

FI

G_ASTIINDTX] . NO_ACTIVI_IN_MEMIRY +=1

IT ACCESS AUTH = WRITZ TEEN

e

e o

PRy S W ST DA BT e ol

RIS TR e g

ot pidand
o

et o

G_AST [INDEX].FIAG_SITS := G_AST{INDSX].FLAG_EITS CA
3 WEITAFLT _MASK
3 FI
’ IT (G_AST[INDEIX].FLAG_RITS AND WRITABLE_MASK) = ¢
‘ ' OFIF G-asT[INDEX].NO_AGTITE_IN_“EMORY ¢="1 CTEZi
' . PEET t= CHECE_IOCAL_MEMIRY ( I1_INDIX )
F T9ST <> IN _LOCAL_MEMOXY TFEN

et

SMCCTSS COTTIBAST_ATDR := ALLCC_LOCAL_ME¥CRY (TLES)
IF SUCCESS_CODE = LOCAL_MEMORY_FULL™ THEN

R""“" nu

-t h W a0y

R e R i
— et
e

e
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SUCCESS_CODE := READ_SSGMENT ( G_AST[INLFX].
FASZ_TABLE_IOCl, EBASE_ADIR )

SUCCESS_COTE <> VALID TEEN

FRTE TOCAI_BIT_MAP ( 3ASE_ADDR, BIES )

RITURN
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1_AST[L_INTEX] .MEMORY_ADIR = EASE_AITR

BICE
BAS®_ADDR s= 1_aST[L_INDEX].MEMORY_ADDR

FI

ELSE

IF G_AST[INDEX].GLOBAL_ADDR = NULL THEN
SUCCESS_COTE, FASZT_AILDR :=

IF SUCCESS_CODE = GLOBAL_MEMORY_FULL TEEN
RETURN

I

IF TEST = IN_LOCAL THEN
SUCCESS_COTE := 1OVZ_T0 GLORAL ( L_INDEX,

ALLOC_GLOERAL _MEMORY/
EIKS !

BASE_ADD®,G A<T[1\f“¥] S1ZE1)

IF SUCCESS_CODE <> VALID TEEN
FREF_GIOEAL_BIT_MAD ( Bass_anra. ELKS )
RETURN

TISE

SUCCESS_COLE :=

SIGNAL_ OTP“R MEMORY_MANAGERS (INDEX,EASE_ATDR)

IF SUCCESS_COTE ¢> VALID TH:IN

RETURN
FI
71
RIST
BASE_ADDA := G_AST[INDEX].CLO2AL_ADILR

7

UPDATS _I_AST_ACCESS ( I_INDEY, ACCESS_AUTE, TEF_NC )
SUCCISS_COTE™¢= SWAPPED_IA

IND SWAP_IN™

I
UFTATE_MMU_IMAGE(DFR_NO, SEG_NO, BASZ_AIIR, ACCTSS_AUTH,
FIZS

1 R neReRe M AOCRAR 32 3k a0l e e wele Ko die e Ko e Kenle e e e e el slene ale Aok e e e exenw e e s e ek s
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The MOVS_TO_LOCAI Frocedure ls called ty the Main_
lire procedure. The procedure is called when

a segment no longer needs to be in elodbal rermory
and can be moved to local memory. The procedvre

is passed the 1_AST index, size, and a2lcbal address

of the segment to bte moved. A success_cnde is returned

to indicate the success of the operation.

MOV®_TO_LOCAI PROCEDUPE ( L_INDEX WORD, GIOZAIL_ATIR

ATTRESS, SIZF WORT Y

134
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RITURNS ( SUCCUSS CODE  3YTI )
LOCAL = EASE_ADDRWSS  ADDRESS
STG_NO  FYTT

I BYTS
BLZS BYTE
ENTRY

BLKS := SIZE / BLE_SIZE
SUCCVSS _COTE, BASE _ADDRESS := AILOC _LOCAL_MEMORY(ELYXS,
IF sUCCeSS_CODE <5 VALID THEN

RETURN
FI
MEMORY_MOVZ ( GLOBAL_ADLR, EAS®_ADDR3SS, SIZE )
1 AST[L INDEX] JMEMORY _ ALDR := BESE_ADDRISS
1= ¢
re
IF i = YAX_DBER_NO THEN EXIT
FI

SEC_NO = L_AST[L_INDEX] .SEGMENT_NO_ACCESS_AUTF[1]
AND  %(27ei111111
IF SEG_NO <> € ANDIF (¥MU_IMAGZ[1].SPR[SEG_NO) .
ATTRIIUTES AND IV MEVORY_MASK) = § TEEN
MMC IMAGE([I1).SDR{SEG_NOT.BASE_ADDR:=BACE_ADDRESS

0D
SUCCESS_CODT = VALID
IND MOVE_TCLOCAL

| Seacaltaic sl e e it aeaie e Rene oo e e i ool oot Beeale e e e e ene st oo v e e et e e ek A K e e
% %
*  The UPFDATE rrocedure is called by the Main_line *
x procedure. Tne proceduyre s callad to update the w
¥  MMI {mases of p*oress connected to a Seesment u
- that was moved tc glodbel memory by the Move_to_glotal ¥
*  procedure, The procedure is passed the L_AST irdex, o
® the size, and *“he giodal addrese cof the segment ®
*  that was moved to gledal address., A success_code *
f is returned to indicate the suvccess of the operation. i

A oo aleRieale sl aeale e ale alnale o deae e e 3 el vjs e ol el e e el e e s ool e ook ofs Mexaate el e e siede el sle e ofesisadle e g

UFDATE TROCEDURE ({ L_INDEX WORD, GLOZAL AUIR ATLRESS,
QIA.‘ WORD )

RETURNS ( SUCCESS_CODE  3BYTE )
I0CAL  SEG_NC  FYTF

BTES BYTE

I BYTS

Lot
=

oe 3
9

-~

1]
(.3}
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DO
IF I = MAX_DEE_NO  TFEN EXIT
FI
SEG_NO := L_AST[L_INDEX].SEGMENT_NC_ACCESS_AUTE [I]
AND %(2)e1111111
IF SEG_NC <> ¢ ANTIF (MMU_IMAG™ T] STR[SZG_nC].
ATTPTRUTES AND IN MEMORY "MASK) = @ THEN
MMU_IMAGE([I].SDR[S26_NO] BASE_ALDR := GLOEAL_ADDR
FI
I +=1
0D
BLES := SIZF / EFLX SIZF
F?PE_10CAL_BIT_MAP{ L_AST(L_INDEX] .MEMORY_ADTE, BLKS )
I_AST(L_ IND“X] TMEMORY _ADDR 1= ACTIVE
STCCESS_CODE = VALIT™
NI JPDATE

: feseeis i MAIN LINE CODE i
$SECTION MAIN

MAIN_LINE PROCEDURE
TOCAT  FUNCTION E{TE

ARG"MENTS ARRAY E 227 3BYTE)
¥SG ARRAY [MAX_MSG_SIZE BYTE)
vP_ID FYTT
SUCCISS_COC® BYTS
ENT3Y
INITIALIZE_PROCFSSOR_LCCAL_VARIAFLES
o)

CEECX_MSG_CUEUE
VP_IDT MSG = BAIT
Wik YALIDATE THE MSG FPOM  sAIT *%% |
FUNCTION, ARGUMENTS := VALIDATE_¥SG ( MS¢ )
IT TFUNC™ION
CASE CREATE_ENTRY THEEN SUCCESS_CODI :=
CREATE_ENTRY(ARGUMENTS)

B |

CASE TSLETE_ENTRY THEN SUCCESS_CODE :=
DELETE vNTnY(ADGTNENTs)

CAS® ACTIVATZ THIN SUCCESS_CODZ,BANDLE,CLASS,SIZE :=
KCTIVATF (ARGUMENTS)

CASE DEACTIVATE  THIN SUCCESS CODE :=
DEACTIVATE(ARGUMENTS )

CAST SWAP_IN THRN SUCCFSS_CODE :=
SWAP_IN(ARGUMENTS)

CAST SWAP_OUT TEEN SUCCESS_COLE :=

SWAP_OUT (ARGUMFNTS )
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CASE MOTE_TO_IOCAL THEIN SUCCESS CODI := \
= MOVE_TO_LOCAL (ARGUMENTS

CASE MOCVE_TO_GIOBAL TEEN SUCCESS _CODE_:=
MOVE_TJ_GLOBAL(ARGUMENTS)

CASE VPDATE THEN SUCCESS_CODE :=
UPDATE(ARGUMENTS)

CASE DEACTIVAE_ALL THEN SUCCESS_CODE := .
DEACTIVATE_ALL(ARGUMENTS,

FI
SIGNAT ( VP_ID, SUCCESS_COD®, ARGUMENTS )
0D

END MAIN_LINT
TND MEMORY_MANAGER_PLZ_SYS MODULE
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APPENDIX B -~ PLZ/ASM SOURCE LISTINGS

1 sk ool afe i eale ol e ol e e ok e o 0ot o6 e 4t ol ae e e e cale ale e v e ofe e kol Ak e e e e e afe kol afe o skl e e ek |
! THE PL2Z/ASM MODULE WAS WRITTEN TO PROVIDE SUPPORT FOR !
! THE SWAP_IN THREAD [APPENDIX 3]. THE VALIDITY OF THE !
! CODE EAS NOT BEEN TEOROUGEBLY TESTED, NOR HAS IT BEEN !
! OPTIMIZED. THE CODE SIMULATES SECONDARY STORAGE IN !
! MAIN MEMORY, AND WAS NOT INTENDED TO BE USED IN AN !
! ACTUAL SYSTEM IMPLEMENTATION. !
! !

2l afe ok o 3 dlx e o ok 3 4 2 ik o o ol oNe e e i 8 oyt ol e e afe e e 2o aie a3 o e afe o o ok alk e 3t o e 3 o afe e e e ke 3 o ajeake ok
M_MGR_2 MOLULE

! % & % %  VERS., 1.0 * ¥ ¥ ¥ |

CONSTANT

FALSE
TRUE
AVAILABLE
ACTIVE
2ER0

NULL
NULL_PAGE
BBUG
MONITOR

! SUCCESS CO
INVALID
VALID
FOUND
3 NOT_FOUND
i SWAPPED_IN
d SWAPPED_QUT
: SEG_ACTIVATED
% SEG_DEACTIVATED
lf}° SEG_CREATED
{

! AST ENTRY AVAILABLE !
! AST ENTRY ACTIVE !

[N Y N

N ek
[
&
[~
(3]

#A0900
%0594

s 1!

O 09 o0 5 ¢o oo OO

e o0 o0 o0 oo Y

AR R E R R R R R R R R R ]

o o% oo

CONOMPLN-S

i SEG_DELRTED
B LEAF_SEG_EXISTS
NO_LEAF_EXISTS
G_AST_FULL
C L_AST_PULL
i IN_LOCAL MEMORY
NOT_IN_LOCAL_MEM
o LOCAL_MEMORY_FULL
‘ 4 GLOBAL_HMEM_FULL
1 VIRTUAL_CORE_FULL
DUPLICATE_ENTRY

R R T v
T PRt ? R

~ ——
-
-

s a2
L~

5
i

Pars
(6]

16
17

[
(22}

20 o0 o0 00 99 oo S0 oo Se o0 Lo

19

3 13€

[ R A R A P R T e T




NO_CEILD T0 DEL := 2

SEC_STOR_FULL  := 21

DISE_ERROR = 22

ALIAS_DOES_NOT_EXIST := 23
! ATTRIBUTE MASKS I

READ_MASK t= ¥(2)11111110

WRITE_MASK t= ¥(2)00000001

CHANGED _MASK 1= %({2)210000022

IN_MEMORY_MASE  := %(2)22000100

CLEARED = g ! CLEAR ATTR !
! AUTHORIZED ACCESS !

READ 1= 0

WRITE t= 1

EXECUTE 1= %(2)2000160C0
! G_AST FLAG BITS FIELD MASKS |

WRITAPLE_MASK 1= %(2)00000010

WRITTEN_MASK = %(2)90000100
! DESIGN PARAMETERS

BLE_SIZE = 128

MAX_PAGE_SIZE « BLK SIZE/2

NO_OF_PROCESSORS 1

MAX DER_NO 4 ! EVEN NC. OF DBR_#'S |
G_AST_LIMIT 16 | MAX ENTRIES IN G_AST !
L_AST_LIMIT 16 | MAX ENTRIES IN L _AST !

10 1 SIZE CF ALIAS TABLE !
8 | NO, OF SEGMENT/PROCESS!

MAX_ENTRY_NO
NO_SEG_DESC_REC

00 00 60 40 00 o0 20 00 00 AC 06 g0 OO 08 o *w

B H WU a NG HE N

PST_POSS_FREE_RLK:x 1
DISK MEM BASE %9000
MAX_POSS_D_BLKS 96
GLOBAL_MEM BASE %8003
MAX_POSS_G_BLXS 22
v 1L.OCAL_MEM_BASE 26009
A, MAX_POSS_L_BLES 64

DISE_BIT_MAP_LOC := @

) TYPE :
7 ADDRESS WORD
Kt ALIAZ_EEADER RECORD [
»}§ SEG_PAGE_TABLE_LOC WORD
,5%§ PAR_ALIAS _TABLE_LOC WORD ]
RH SEG_DESC_REG RECORD [
Ly BASE_ADDR  ADDRESS
¥ LIMIT BYTE
; ADTRIBUTE  BYTE )
'jg ALIAS RECORD [
4 UNIQUE_ID WORD
g CLASS VORD
g SIZE VORD
v 139




PAGE TABLE_LOC WORD
ALIAS TABLE_LOC WORD ]

MMU RECORD (
SDR ARRAY [NO_SEG_DESC_REG
SEG_DESC_REG]
BLKS_USED WORD
MAX_BLKS VORD)
GLOEAL
1$SECTION G_DATA !

GLOBAL_MEM_BIT_MAP ARRAY [MAX_POSS_G_BLES/16 WORD]
¢_AST_LOCK BYTE

! $SECTION L_DATA !

MMU_IMAGE ARRAT [MAX_DBR_NO MMU]
LOCAL MEM BIT_MAP ARRAY [MAX_POSS_I_BLKS/16 WORD)
ALIAS TABLS RECORD [ EEALER ~ ALIAS_EEADER

ALTAS_ENTRY ARRAY
[MAX_SNTRY_:» ALIAS] ]
DISK_BIT MAP BUFF  ARRAY {e BYTE)
PAGE TABLE_BUFFER  ARRAY (BLE_SIZE  BYTE]
INTERNAL

COMPACT_L PROCEDURE
ENTRY
END COMPACT_L

| COMPACT G PROCEDURE
i ENTRY
i END COMPACT_G

J GLOBAL

ALLOC LOCAL MEMORY PROCEDURE
1 o T et ool Teakode e e sl e o o e el R Aot s ol el RN KR A |
1 PACSED PARAMETER

R@ = BLEXS OF MEMORY

! RETURNED PARAMETERS

! RE = SUCCESS_CODE

I Rl = BASE_ADDR

! LOCAL VARIABLES

! RO = BLKS

\

!

!

!

P
TS et 30§

. w—
s Y

-
A o oo e
S
L

. -
LRI by b S
-

R10 = BIT_MAP_INDEX
R11 = COUNTER FOR BIT
R12 = BIT_MAP WORD
R13 = WORKING REGISTER

cu Gup Vs CuB Gup GF SuP 0P o OB oum

gy RI
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| eolkstedeteot ool et et e A ke ke et ek ke e |

LOCAL BLES WORD
IS_COMPACTED BITE
FILLER2 BYTE
ENTRY

1D BLKS, RO
LD3 IS_COMPACTED, #FALSE
LD R1¢, #ZERO
D0
CP R1g, #(MAX_POSS_L_BLKS/16)
IF EQ THEN
CPB IS_COMPACTED, #FALSE
IF¥ EQ THEN
CALL COMPACT_L
LD R10, #ZERO
LDB IS_COMPACTED, #TRUE
ELSE
LD RO, #LOCAL_MEMORY_FULL
RET
Fl
FI1

1D R11, #2ERO
LD R12, LOCAL_MEM_BIT_MAP(R10)

20
BIT Ri2, Ril
IF 2 TEHEN
DEC RO, #1
ELSE
1D Re, BLXKS
FI
CP RO, #2ZRO
IF EQ  TEEN
1D Ri, R10
! MILT RR@, #16
A ADD R1, Ril
. SUB R1, BLKS
] MULT RR@, #3LK SIZE
) ADD R1, #LOCAL MEM BASE
i

%g R13, BLLS
1D R12, LOCAL_MEM_BIT_MAP(R10Q)

‘ o‘{ DO
SET 212, Ril
R DEC R13, #1
s DEC R11i, #1
i 3 CP R13, #ZERO
o IF EQ THEN

?; . LD LOCAL_MEM_BIT_MAP(R12), R12
L RET
§§ Fl
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CP R11, #2ERO
IF EQ TEEN
LD LOCAL_MEM_BIT_MAP(R18), R12
LD Ril, #15
DEC R1@, #1
EXIT
FI
0D
0D
FI
INC Ril, #1
CP R1l1, #16
IF EQ THEN
LD R1l, #IERO
EXIT
FI
0D
INC R1@, #1

0D
EIND ALLOC_LOCAL_MEMORY

FREE_LOCAL_BIT_MAP PROCEDURE
] 8 39 020 o e it e o 3o o ot o e ae o e abe oo ot o ool s btk ofe 3Bk ool o ke e o 1
| PASSED PARAMETERS !
R@ = BASE_ADDR !
R1 = BLES !
LOCAL VARIABLES !
R10 = COUNTER FOR BIT RESET !
!
!
!

R11 = BIT_MAP INDEIX

R12 = BIT_MAP WORD

{ e el ot o e el TRt el e ool e ol e ok el e ke o o
ENTRY

CLR R1o

LD R11, RJ

SUB R11, #LOCAL_MEM_BASE

DIV RR1¢, #BLK_SIZE¥16

DO

LD R12, LOCAL_MEM_BIT_MAP(R1l)

DO
RES Ri2, I'*9
DEC Ri, #1
CP BR1, #ZERO
IF LT THEN

LD LOCAL_MEM_BIT_MAP(R11), R12

o RET

INC R19, #1
CP R18, #16
I[F EQ THEN

LD LOCAL_MEM_BIT_MAP{R11), Ri2

P
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LD R1y, #ZERO
EXIT

FI
0D
INC R1l1, #1
0D
END FREE_LOCAL_BIT_MAP

FREE_GLOBAL_BIT MAP PROCEDURE
!***********5**********##******#********]
PASSED PARAMETERS !
RO = BASE_ADDR !
Rl = 3LKS !
LOCAL VARIABLES !
!

!

!

!

R1@ = COUNTER FOR 3IT RESET
R11 = BIT_MAP INDEX
R12 = 3IT_MAP WORD
g*****#*#***##i*#*******************##**
ENTRY
CLR Rile
1D R11, RO
SUB R11, #GLOBAL_MEM_BASE
gév RR1¢, #BLK_SIZE*16

LD R12, GLOBAL_MEM_BIT_MAP(R11)

DO
RES R12, R16
DEC R1, #1
CP R1, #ZERO
IF LT THEN
% LD GLOBAL_MEM_BIT_MAP(R11), R12
A RET
- ¥l
B INC R12, #1
i CP R1g, #16
- IF EQ THEN
LD GLOBAL_MEM_BIT_MAP(R11), R12
1 LD R1g, #ZERO
EXIT

, FI
| 0D

' g INC R11, #1

' 0D

END FREE_GLOBAL_BIT_MAP
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ALLOC_GLOBAL MEMORY PROCEDURE
! o T s e afe ke it o T o o s e ik ale e s o s o o o o e ik e kol ko e ok e st o o o o 1
! PASSED PARAMETER
| R@ = BLES OF MEMORY
! RETURNED PARAMETERS
! R@ = SUCCESS_CODE
! R1 = BASE_ADDR
] LOCAL VARIABLES
! RO = BLKS
I R18 = BIT_MAP INDEX
! R1l = COUNTER FOR BIT
! P12 = BIT_MAP WORD
!
!

R13 = WORKING REGISTER
Sttt eoie ol ool o e ot ot R Akl Ao A o A

G gup CED G G SaB CUB gut VB Gum VW cud

LOCAL 3LKS WCRD
1S_COMPACTED 3YTE
FILLERS BYTE

ENTRY

LD BLKS, R2
LDB 1S_COMPACTED, WFALSE
%g R19, #ZERO
CP R1¢, #(MAX_P0OSS_G_BLKS/16)
IF EQ THEN
CPB IS_COMPACTEI, #FALSE
IF BQ THEN
CALL CO#PACT_G
LD R1@, #ZERO
LDB IS_COMPLCTED, #TRUE
ELSE
LD RO, #GLOBAL_MEM_FULL
RET
FI
Fl

LD R11, #ZERO
LD R12, GLOBAL_MEM_BIT MAP(R19)

BIT R12, Ril
IF 7 THEN
DEC RO, #1
ELSE
LD R&, BLES
¥l
CP RO, #ZERC
IF EQ THEN
LD R1l, R1Q
MULT RR@, #16
ADD R1, R1l
SUB R1, BLKS
MULT RR@, #BLK_SIZE
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ADD R1, #GLOBAL_MEM_BASE
LD R@, #VALID
LD R13, BIKS

3 D0
1 1D R12, GLOBAL_MEM_BIT_MAP(R1@)
k : D0
q SET R12, Ri1
i DEC R13, #i
9 DEC R11, #1
} CF R13, #IERO
: IF EQ THEN
1D GLOBAL_MEM_BIT_MAP(R10), R12
RET
Fl
CP R11, #ZERO
1P EQ THEN
LD GLOBAL_MEM_BIT_MAP(R18), R12
1D Rii, #15
DEC R12, #1
EXIT
F1
0D
0D
FI
INC R11, #1
b CP Ril, #16
3 IF BQ THEN
: ' 1D R11, #2ERO
EX17
FI
0D
INC R1D, #1

0D
. END ALLOC_GLOBAL_MEMORY

j READ PAGE PROCEDURE
!i***#*#***#****#*******#***************!

e ! PASSED PARAMETERS !
!  Re = BLE_NO 1
! Rl = BASE_ADDR !
! RETURNED PARAMETER !
! RO = SUCCESS_CODE !
!
!
!
!

SEETE

TR

. Fm—
e ey -
o o E Tas

A TR N S e ST
{0 oy

ES SR

| R1@ = COUNTER FOR BLOCK MOVE

| R1l = SIMULATED DISK ADDRESS

§ e 3 e adeag oo die o e o o o o o e e e e g o o o e ok ok sl o e ek o
o ENTRY

1 LDL RR1@, #BLY_SIZE
4

i
!
| ! LOCAL VARIABLES
;.
i

- - -

SR A
e

e —

MULT RR12, RO
ADD R11l, #DISK_MEM_BASE

4

¢

o
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1D R10, #MAX_PAGE SIZE
LDIR @R1, GRil, RIO
LD RO, #VALID

END READ_PAGE

WRITE_PAGE PROCEDURE
‘*i********###************##****#******
! PASSED PARAMETERS
R@ = BLE_NO
R1 = YROM_BASE_ADDR
RETURNED PARAMETR
R@ = SUCCESS_CODE
LOCAL VARIABLES
R1@ = COUNTER FOR BLOCK MOVE
R11 = SIMULATED DISK ADDRESS
!*#***###******************************
INTRY
LDL RR1@, #BLE_SIZE
MULT RR12, R®
ADD R11, w»533¥_iisM_BASE
LD R12, #MAX_PAGE _SIZE
LDIR OR1l, OR1, R1O
1D RO, #VALID
END WRITE_PAGE

READ_SEGMENT PROCEDURE
|#****#*#********#********#**#**********]
! PASSED PARAMETERS 1
R3 = PAGE_TABLE_LOC (BLE_#) !
R1 = MEMORY_ADDR !
RETURNED PARAMETER 1
R3 = SUCCESS CODE !
LOCAL VARIABLES !
)
)
1
!

oun owms Sum S QuE Gum W

R2 = INDEX FCR PAGE_TABLE_ARHAY
R1@ = COUNT POR BLOCK MOVE
Ri1 = DISK_BLK_# CONV TO MEX ADDR
, R13 = DISK ADDRESS
'$§ g*#*#*#*#****#*****#**###****#w###*#**##
be ENTRY
4 LDL RR10, #BLE_SIZE
3 MULT RR12, RO
‘.ﬁ ADD R11, #DISK_MEM_BASE
4§ LD R2, #ZERO
- DO
it 1D R18, #MAX_PAGE_SIZE
¥ LD R13, R11(R2)
o MULT RR12, #BLK_SIZE
f X ADD R13, #DISK_MEM_BASE
4
3

LDIR GR1, GR13, R19
INC R2, #1
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CP R2, #MAX_PAGE_SIZE
IF EQ THEN
EXIT
)
LD R2, R11(R2)
CP RO, #ZERO
IF EQ TEEN
EXIT
34

oD
LD RO, #VALID
END READ_SEGMENT

s WRITE_SEGMENT PROCEDURE
1 ‘ 1 Resteaieagologe e e e ool ol ol ool 2 ke e ojeie o e e e e ek ol ol e e e o |
i PASSED PARAMETERS
! Re = PAGE_TABLE_LOC (BLZ_#) !
R1 = MEMORY ADDR !
RETURNED PARAFETER !
R¢ = SUCCESS_CODE !
LOCAL VARIABLES !
R12 = PAGE_TABLE ARRAY INDEX !
R11 = DISK BLK_NO CONV TO MEM ADDR !
! Ni3 = DISK ADDR
1 oo kv s gkl ol ek e Rk ol e e oK gk g o el ol ok koK |
ENTRY
LDL RR10, #BLK_SIZE
MULT RR1d, R2
ADD R11, #DISK_MEM_BASE
LD R2, #ZERO
D0
LD R1@, #MAX_PAGE_SIZE
LD R13, R11(R3)
3 MULT RR12, #BLE_SIZE
-t ADD R13, #DISK_MEM BASE
Bt LDIR QR13, OR1, R1d
ki INC R2, #1
i CP R2, WMAX PAGE_SIZE
o IF EQ THEN
'% EXIT

FI
| LD RO, R11(R2)
|4 CP RO, #ZERQ
B IF EQ TEEN

: EXIT

F1
0D
LD R@, #VALID
END WRITE_SEGMENT

‘.‘L-s Ly %
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READ DISK BIT MAP PROCEDURE
1%#***ﬁ#**i***#****#***********t*#*##***g
| RETURNED PARAMETERS !
i Re = SUCCESS_CODE !
! LOCAL VARIABLES !
! R12 = DISK_BIT_MAP_BUFF ADDR !
! R1l = COUNTER FOR BLK :OVF 1
! R13 = 3IT MAP DISK ADDR !
1 deaeaiojeagealoie coiale g s ol ol o ol e s i ek el e R ke A e o s ol kR o |

ENTRY
LD R10, #DISK_BIT_MAP
LD R13, #DISK_BIT MA?_LO.
CLR R12
MULT RR12, #BLK SIZE
ADD R13, #DISK_MEM_BASE
ID R11, #(MAX_POSS_D_BLKS/16)
LDIR @313. aR1g, RI1™
L} R, #VALID
END RYAD_DISK_BIT MAP

YWRITE_DISK_BIY MAP PROCEDURE

ARk ek Aol e AR AR R R Rk |

! RETURNED PARAMETER !

! RO = SUCCESS_CODE !

! LOCAL VARIABLES !
R19 = DISKZ _BIT MAP BUFF ADDR !

!

!

!

R
e Y

al m}ﬂiﬂ e Saiiies sy e

TR AT

!
! Ri1 = couynfsr For BIT Map
! R13 = BRIT MAP ADDRESS
§ e ek o aoke e e ale e s e e o3 e o ae o o ook ake e ol s ol sl kK af o o o o ¢
ENTRY
LD R10, #DISL_BIT_MAP
LD R13, #DISK_BIT_MAP_LOC
CLR R12
MULT RR12, #BLX_SIZE
'd ADD R13, #DISK_MEM_BASE
. LD R11, #(MAZ_POSS_D_BLES/i86)
LDIR OR1¢, OR13, Rit
LD Re, #VALID
END WRITE_DISK_BIT_MAP

SEARCE_DISE_BIT MAP PROCEDURE
g*****#*****#**#*****#*##**v&***#****#**1
! PASSED PARAMETER
!  R2 = START_SRCH_BLE_#
! RETURNED PARAMETERS
!  RZ = SUCCESS_CODE
! Rl = FREE_BLE #
! LOCAL VARIABIES
!
!
y

2

e S e e B AN

T Y T R 17
iy
IR

P
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R R e rvie)
W A A Py o
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R10 = BIT COUNTER
R11 = BIT MAP INDEX
R12 = BIT MAP WORD

BB pur VUD SuD GUP GB OUS gup G
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s e ageaie e ain e o afe o e e ok e e e e o e e e e o o o ol e e e e o e e ek ook ok |

ENTRY
CL: Rlg
LD Ril, RO
DIV RR1g, #16
! #1¢ = REM, R11 = QUOT !
DO
LD R12, DISE_BIT_MAP(R11)
D0
BIT R12, RiQ
IF Z THEN
SET R12, 210
»D DISK_BIT_MAP(R11), R1i2
LD R1, Ril
MULT RRO, #16
ADD R1, R10
LD R@, #VALID
RET

FI

4 INC R1Z, #1

2 CP R1g, #16

2t IFT EQ THEN

3 LD R1@, #2ZERO
3 EX1T
E FI

INC R11, #1

CP R11, #(MAX_00SS_D_BLKS/16)
IF EQ THEN

LD Re, #SEC_SZNR_FULL
RET

§§ ¥l
| 0D

' LD RO, #VALID

END SSARCHE_DISE_BIT_MAP

g
, e
.
o——

CLEAR_DISK_BIT_MAP PROCEDURE

!**********i***********#*******#********!

! PASSED PARAMETER !

!  R@ = BLE_NO TO CLEAR !

! LOCAL VARIABLES !
R12 = B1T COUNTER !

!

!

!

.,._..,
oo,
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h
%
33
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!
! Ril = BIT MAP INDEX
! R12 = BIT MAP WORD

§ e aeaeaeaaieale e oo e e o v e e e o e el ok ol e e oo e ol ok e e ek 0%

]
‘S ENTRY
4 k CLR R12
;. o€ LD R1l, k2
2NN DIV RRig@, #16
3 y ! R1@ = REM, R11 = QUOT !
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LD R12, DISK_BIT_MAP(R11)
RES R12, Ri¢
LD DISK _BIT_MAP(R11), R12

END CLEAR_DISK_BIT MAP

MEMORY_MOVE PRCCEDURE

1 S akeafeaisaeaie e o e e e aje e ade o a2 e e ol e el e e e o e e o o e e e ok |

! PASSED PARAMETERS !
! Re = TO_ADDR !
! Rl = FROM_ADDR !
!  R2 = SIZEIN BYTES !
1 seadr ool e ol ol dsafe ool o o ot e e o e ek e o oo g el ok ek kol e o |
ENTRY

CLR R12

LD R13, R2

RR  R13, #1

LD R12, RO

LDIRB GR12, GR1, R13

END MEMORY_MOVE

GET_UNIQ_ID PROCEDURE

Q#***;t*****#*********#***#****##*******l

! RETURNED PARAMETERS !
! R@ = SUCCESS_CODE !
!  R1 = UNIQUE_ID !
! NOTE: WILL BE STORED ON SEC STOR !

§ kool ook gk ks ol i ol kR ek g e ok Aok ax |

LOCAL WORK_SPACE_BLK ARRAY [MAX_PAGE_SIZE WORD)

UNIQ_ID WORD
ENTRY

LD RO, W#SYSTEM_DATA_LOC
LD Ri, #WORX_SPACE_BLXK
CALL READ_PAGS
CP R¢, #VALID
IF NE THEN
RET
FI
LD R1@, #ZERO ! UNIQ_ID INDEX !
LD R13, WORK_SPACE_BLE(R12)
LD UNIQ_ID, R13
INC R13, #1
LD WORK_SPACE_BLE(R12), R13
LD K@, #SYSTEM_DATA_LOC
LD R1, #ORK_SPACE_BLEK
CALL WRITE_PAGE
1D R1, ONIQ_ID

END GET_UNIQ_ID

15¢
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MAIN_LINE PRCCEDURE
ENTRY

CALL ALLOC_LOCAL_MEMORY

END M_MGR_2

CALL EBUG

END MAIN_LINE
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APPENDIX C = SWAP_IN PLZ/ASM CODE

MEM_MGR MODULE

I % % %% VERS. 1.0 % * ® * |

CONSTANT
FALSE = g
TRUE = 1
AVAILABLE t= @ ! AST ENTRY AVAIIABLE !
ACTIVE t= 1 | AST ENTRY ACTIVE |
ZERO = 9
NULL 1= %0000
NULL_PAGE 1= @
EBUC 1= ¥A0Q0
MONITOR t= @594
! SUCCESS CODES !

INVALID 1= P
VALID = 1
FOUND 1= 2
NOT_FCUND = 3
SWAPPED_IN 1= 4
SWAPPED_OUT 1= 5
SEG_ACTIVATED i= 6
SEG_DEACTIVATED := 7
SEG_CREATED 1= 8
SEG_DELETED = 9
LEAF_SBEG _EXISTS := 12
NO_LEAF_EXISTS := 11

A G_AST_FULL i 12

, L_AST_FULL 1= 13

| IN_LOCAL_MEMORY := 14
NOT_IN_LOCAL_MEM := 15

1= 16
¢ GLOBAL_MEM_FOLL := 17

lsj LOCAL_MEMORY_FULL:
i VIRTUAL_CORE_FULL:= 18

Ve DUPLICATE_ENTRY := 19
'qg NO_CHILD_TO_DEL := 2@
Ly SEC_STOR_FULL 1= 21

. DISK_ERROR 1= 22

Ve ALIAS_DOES_NOT_EXIST := 23
i !  ATTRIBUTE MASKS !

L READ_MASK = %(2)11111110
X WRITE_MASK = %(2)00000001
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CHANGED_MASX 1= %(2)01000000
IN_MEMORY MASKE  := %(2)00002120
CLEARED = 9 ! CLEAR ATTR !
! AUTHORIZED ACCESS !
READ = @
VRITE = 1
EXECUTE 1= 2(2)00001002
I  G_AST PLAG BITS PIELD MASES !
YRITABLE_MASK  := %(2)00000010
WRITTEN_MASE 1= ¥(2)00000100
|  DESIGN PARAMETERS !
BLK_SIZE 1= 128
NO_OF_PROCESSORS := 1
MAX_DER_NO t= 4 | EVEN NO. OF DBR_#°S !
G_AST_LIMIT = 16 ! MAX ENTRIES IN G_AST !
L_AST_LIMIT t= 16 | MAX ENTRIES IN L AST !
MAX_ENTRY_NO 1= 21 | SIZE OF ALIAS TABLE !

NO_SEG_DESC_REG := & | NO. OF SEGMENT/PROCESS !
FST_POSC_FREE_BLK:= 1

TYPE

2t ADDRESS WORD

: ALIAS_BEADER RECORD (

S SEG_PAGE_TABLE_LOC WORD

3 PARCALIAS_TABLE_LOC WORD ]
SEG_DESC_REG RECORD [

3 BASE_ADDR  ADDRESS

) LIMIT BYTE

: ATTRIBUTE  BYTE ]

: ALIAS RECORD [

2 ?9 UNIQUE_ID WORD

: CLASS WORD

3 | SIZE WORD

%E e PAGE_TABLE_LOC WORD

3 l51 ALIAS_TABLE_LOC WORD )

. & MMU RECORD [

4 IQ SDR ARRAY [NO_SEG_DESC REG

| Ly SEG_DESC_REG]

: I BLKS_USED WORD

R MAX_BLES WORD]

G_AST_REC RECORD [

GLOBAL_ADDR ADDRESS

i - UNIQUE_ID1  WORD
s ! ONLY ONE PROCESSOR !
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L_AST_REC
EANDLE
GLOBAL
14SECTION G_DATA !
G_AST
G_AST_LOCK

PROCESSORS L ASTE NO WORD
! WRITTEN BIT AND WRITABLE BIT !
FLAG_BITS YORD
G_ASTE_NO_PAR  WORD
NO_ACTIVE_IN_MEMORY WORD
NO_ACTIVE DEPENDENTS WORD

PAGE_TABLE_LCC1 WORD

SIZE1 WORD

ALIAS_TABLE_LOC1 WORD

S ZQUENCER WORD

INSTANCEL WORD

INSTANCE2 WORD ]
RECORD [

MEMORY_ADDR ADDRESS

SEGMENT _NO_ACCESS_AUTH ARRAY

[MAX_DBR_NO ~BYTE] )

RECORD [

UNIQUE_1D2 VORD

B_INDEX WORD ]

ARRAY (G_AST_LIMIT G_AST_REC]
BYTE

DISK_BIT_MAP_LOCK BYTE

! $SECTION L_DATA

MMU_IMAGE
| L_AST

&% EXTERNAL
ENTRY

: ENTRY
Yo END READ_SEGMENT

?% . READ_SEGMENT PROCEDURE

g

-~
A

ks W g s - o

ALIAS_TABLE

" DISK_BIT_MAP BUFP
\ PAGE TARIE BUFFER

END ALLOC_LOCAL_MEMORY

ARRAY [MAX_DBR_NO MMU]
ARRAY [L_AST_LIMIT 1_AST_REC)
RECORD ([ BEADER ALIAS_EEADER
ALIAS_ENTRY ARRAY
(MAX_ENTRY_NO ALIAS] ]
ARRAY {6 ~ 3YTE]
ARRAY tBLK_SIZE BYTE]

ALLOC_LOCAL MEMORY PROCEDURE
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FREE_LOCAL BIT_MAP PROCEDURE
ENTRY
; END FREE_LOCAL BIT MAP

ALLOC_GLOBAL_MEMORY PROCEDURE
ENTRY
END ALLOC_GLOBAL_MEMORY

MOVE_TO_GLOBAL PROCEDURE
ENTRY
END MOVE_TO_GLOBAL

SIGNAL_OTHER_MEMORY _MANAGERS PROCEDURE

ENTRY
END SIGNAL_OTHER_MEMORY_MANAGERS

INTERNAL

UPDATE_MMU_IMAGE PROCEDURE
! e ok e ook e 6 o afe e o abe ot afe ol o ade o a3 ok e ol e o o ak o e g oo ol ol ke ot e e o 1
! PASSED PARAMETERS !
! Re = DBR_# !
! Rl = SEGMENT # !
! R2 = ADDR !
! R3 = ACCESS !
| R4 = LIMIT !
{ LOCAL VARIABLES !
i R1g = WORKING REGISTER !
! R13 = WORKING REGISTER !
1 A snieaiediokons ool de o ek ot e e e Rkl e ol N Aol Rl kR kok |

ENTRY
LD R1Q, #MMU_IMAGE

4' LD R13, #SI2EOF MMU

T MULT KR12, RO

: ADD R1@, R13

] LD R13, #SIZEOF SEG_DESC_REG

L MULT RR12, R1
i: ADD R1Q, R13

4
y{ LD ©R1g, R2
by INC R1@, #2
! ,§; LDB QR10, RL4
|} INC R12, #1
i LDB RL4, GR1Q
¢

CPR RL3, #EXECUTE
' ‘ IF EQ THEN
ANDB RL4, #%(2)11110111

i ELSE
i ANDB  RL4, #%(2)11111110
H

Fl
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ORB RL4, RL3
LDB GRid, RL4
RET

END UPDATE_MMU_IMAGE

UPDATE_L_AST_ACCESS  PROCEDURE
1 Aok ok ookl o o oo e ol o e e ol ok e e aje e o sleale e ool ol ok oie ke e |
! PASSED PARAMETERS !
! " R = INDEX !
RL = ACCESS_AUTE !
R2 = D3R_# !
R5 = WORKING REGISTER !
R?7 = WORKING REGISTER !
Y st R AR AR AR AR AR Sl kA |
ENTRY
1D RS, #L_AST
LD R7, #SIZEOF L_AST_REC
MULT RR6, R@
ADD R7, #2
ADD R7, R2
ADD RS, B7
LDB RL3, ORS
CP3 RL1, #WRITE
IF EQ TEEIN
ORB RL3, #%(2)10000000
LDB GRS, RL3
ELSE
ANDB RL3, #%(2)01111111
LDB GRS, RL3
FI
RET
y END UPDATE_L_AST_ACCESS

y CHECK_LOCAL_MEMORY PROCEDURE

]*5*****5***********##*#*****#**#******!
I PASSED PARAMETERS !
! R@ = INDEX !
! RETURNED PARAMETER !
! Rg = TEST !
! LOCAL VARIABLES !
! R2 =1 !
! !
! !
! !
!

!
!
: LOCAL VARIABLES
!

R3 = SEG_NO

REZ = ATTRIBUTES

R18 = ADDR OF MMU IMAGE.SDR(SEG#]
R11 = ADDR OF L_A3T([R2].SEG/ACC[I]!

f . !  F12,13 = WORKING REGISTERS !
; * !**********************#***************!

Gt ENTRY
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gg R2, #2ERO
CP R2, #MAX_DBR_NO
IF EQ THEN
LD R@, #NOT_IN_LOCAL_MEM
RET
FI

LD R11, #L_AST
LD R13, #SIZEOF L_AST_KEC
MULT RR12, RO
ADD R11, R13
ALD R1il, #2 1| SEGMENT NO OFTSET !
ADD R11, R2
LDB RL3, GR11l
CLRB RE3
ANDB RL3, %(2)01111111
CPB 1RL3, #ZERO
IF NE THEN
LD BR1@, #MMU_IMAGE
LD R13, #SIZEOF MMU
MULT RR12, R2
ADD R1@, R13
ADD R1@, R3
ADD R12, #3 ! ATTRIBUTES OFFSET !
LDB RE1, GR1¢
ANDB RH1, #IN_MEMORY_MASK
CPB RE1, #ZERD
IF NE TEEN
LD R@, #IN_LOCAL_MEMORY
RET

Fl
FI
z INC R2, #1
_ns oD

END CHECE_LOCAL_MEMORY

CHECK_MAX_VIRTUAL CORE PROCEDURE

J e 3 deale vk o e e 4k v a3 o 4w ok 333 ok ek ok e e o o ok ok e o o ek e e R |

! PASSED PARAMETERS !

R = DBR_# !

Rl = BLKS !

RETURNED PARAMETER !
R? = SUCCESS_CODE P

!

z

!

LOCAL VARIABLES
R12,R12 = YORKING REGISTERS

§ a8 e o e e ik e sie e o8 o ok g e e e ok e e o o e ek s ale sl afe s ole s oe A

ENTRY

LD R1Q, #MMU_IMAGE

LD R13, #SIZEOP MMU

SR el
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| AR R A e R AR R S S et

MULT RR12, R@
ADD R1@, R13
LD R13, #SIZEOF SEG_DESC_REG
MULT RR12, #NO_SEG_DESC_REG
ADD R1@, R13
LD R12, GR1D
ADD R12, R1
INC R10, #2
CP R1Z, GR1D
IF GT THEN
SUB 12, R1
LD RJ, #VIRTUAL_CORE_FULL
ELSE
LD R@, #VALID
FI
DEC R1p, #2
LD GR1@, R12
RET
END CEECK_MAX_VIRTUAL_CORE

SWAP_IN PROCEDURE
1 e e afedje e sealeafe ol 3 ajafe o e ol o ale o o o e e e ke o e et ek e kol ol ]

! PASSED PARAMETERS !

! R@ = INDEX !

! Rl = DBR_# !

! R2 = ACCESS !

! RETURNED PARAMETER !

!

!

! R3 = SUCCESS CODE
Lok el el sl el o AR R R o o o

LOCAL INDEX WORD
DBR_NO WORD
ACCESS WORD

G_AST_BASE  ADDRESS
ENTRY
LD INDEX, RO
LD DBR_NO, R1
LD ACCESS, R2
LD RS, #G_AST
LD R13, #SIZEOF G_AST_REC
MULT RR12, RO
ADD RS, R13
LD G_AST BASE, RS
ADD R5, #i6 ! SIZE OFFSET !
CIR R6
LD R7, GRS
DIV RR6, #BLE_SIZE
LD RS, R?
DEC RS, #12 ! L_AST INDEX OFFSET !
LD R7, ORS
LD Rg, R1
LD R1, R6
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CALL CHECK_

CP Ro, #VIR

IF EQ THEN
RET

F1

INC RS, #4
INC @RS, #1
1D R&, GRS

MAX_VIRTUAL_CORE
TUAL_CORE_FULL

! NO_ACTIVE_IN_MEMORY CF¥SET !

CP ACCESS, #WRITE

I? EQ TEEN
DEC RS,
LD R4,

#4 ! OFFSET TO FLAG_BITS !
@RS

OR R4, #WRITABLE_MASK

LD GRS,
FI
LD R8, R?
CALL CBECK_
AND R4, #WE
CP R4, #0
IF NE THEN

CP Re,

R4

LOCAL_MEMORY
ITABLE_MASK

#1

IF GT THEN

cP
IF

ELSE

Re, #IN_LOCAL_MEMORY
NE THEN
LD Re, R6
CALL ALLOC_LOCAL_MEMORY
CP R@, #LOCAL_MEMORY_FULL
IF EQ TEEN
RET
FI
LD R9, Rl
INC RS, #8 ! PAGE_TABLE_LOC OFFSET !
LD R@, GRS
CALL READ_SEGMENT
CP RO, #VALID
IF NE THEN
LD R@, R9
1D R1, RS
CALL FREE_LOCAL_BIT_MAP
{ET
FI
LD R18, #L_AST
LD R13, #STZEOF L_AST_REC
MULT RR12, R?
ADD R12, R13 IMEMORY_ADDR OFFZET INTO L_AST!
LD CR18, R9

LD R10, #L_AS?T
LD R13, #STZEOF L_AST_REC
MULT RR12, R7
ADD R1@, R13
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LD R9, GR10
Fl
F1

ELSE

Fl
LD
LD
LD

LD B8, Re
LD RS, G_AST_BASE
INC RS, #2 ! GLOBAL_ADDR OFFSET !
LD R12, GRS
CP P12, #NULL
IF EQ THEN

LD 20, R6

CALL ALLOC_GLOBAL_MEMORY

CP RO, #GLOBAL_MEM_FULL

{F EQ THEN

RET
I

LD R9, R1
CP R8, #IN_LOCAL_MEMORY
IF EQ THEN

1D R@, R7

INC R5, #14 | SIZE OFFSET !

LD R2, GRS

CALL MOVE_TO_GLOBAL

CP RQ, #VALID

IF NE THEEN

RET

LD R@, Rl
LD R1l, INDEX
CALL SIGNAL_OTEER_MEMORY_MANAGERS
CP R@, #VALID
IF NE THEN
RET
FI

FI
ELSE
LD B5 ,G_AST_BASE
ADD R5, #2 ! GLOBAL_ADDR OFFSET !
o LD R9, GRS

RO, DBR_NO
R1¢, #L_AST
R13, #SIZEOF L _AST_REC

MULT RR12, R?

ADD
ADD
INC
LDB
LD

R1@, R13
R19, RO
R10, #2
RL1, OR1¢
R2, RO
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LD R3, ACCESS
LD R4, R6
CALL UPDATE_MMU_IMAGE
LD RO, X7
LD R1, ACCESS
LD R2, DBR_NO
CALL UPDATE_L_AST_ACCESS
LD Re, #SWAPPED_IN

END SWAP_IN

MAIN _LINE PROCEDURE
ENTRY
CALL SWAP_IN
CALL EBUG

END MAIN_LINE

END MEM_MGR




LIST OF REFERENCES

1. 0’Connel, J. S., and Richardson, L. D., Distrituted

' Secure Design for a Multi-microprocessor Operating
igg;em. MS Thesis, Naval Posteraduate School, June

2, Parks, E, J., The Design of a Secure File Storage
Svstem, ™S Thesis, Naval Postgraduate School,

December, 19842.

3. Coleman, A, BR., Security Xernel Desizn for a
Miecroprocessor-Based, Multilevei, Archival Storare
System, MS Thesis, Naval Postgraduate School,
December 1978,

4, PReitz, S. L., The Implementation of the Securi.y Kernel
for a Multi-microprocessor Operating System, MS
Thesis, Naval Postgradvate School, June 19&¢.

5. Schell, Lt.Col, R. R., "Security Kernels: A Methodical
Pesign of System Security, USE Technical Papers
(Spring Conference, 1979{. PP 245-250, March 1979,

€. Oreanick, E. J., The Multics System: An Examination of
Ite Structure, MIT Press, 1972,

!

‘? 7. Millen, J. ¥., "Securiiy Xernel Validation in Practice,”

) Communications of the ACM, v, 19 no. & p. 243-2%5¢,
May 1976,

)
e -

i €, Madnick, S. ®., and Tonovan, J.J., Operating Systems,
MeGraw Fill, 1974,

. 9. Denning, D,E., "A Lattice Model of Secure Information
Flow, Communications of the ACM, v. 19
p. 236-222, May 1976.

A o, ot o4

1¢, Peed, P, D,, and Kanoidia, R, K., "Synchronization With
. Eventcounts and Sequencers, Communications of the

-
¢}
o

v—v-—a—-—-—————.——-J

[ ————— e S e e



L

11.

12.

13.

14,

15.

Reed, P. D., Processor Mnltiplexing In a Layered
Operating System, ™S Thesis, Massachusetts
Institute of Technology, MIT LCS/TR-167, 1979.

Ziloz, Inc., 2821¢ MMU Memory Management Unit,
Preliminary Produvct Specification, Octoder 1979,

Riggins, C., "When No Single language Can Do the Job,
Make It a language-Family Matter, Electronics
Design, Febdruary 15, 1979,

Schell, Lt.Col. R. R., "Computer Security: the Achilles
Reel of the Electronic Alir Force?, Air "niversity
Review, v, 3¢ no. 2 p. 16-33, January 1979.

Saltzer, J. H., Traffic Control in a Multiplexed
Computer System, Ph.D.Thesis, Massachusetts
Institute of Technolegy, 1966.

163

-~ INETTAFTTGAETA T




- o Y- -

1.

2.

4,

5.

€.

,..--
- o= B
~«_~Z~:..

L ]

- - -
s .

18.

-t s
-

INITIAT, DISTRIBUTION LIST

Defense Technical Information Center

Cameron Station
Alexandria, Virginia 22314

Livtrary, Code @142
Naval Postaraduate School
Monterey, California 9394¢

Department Chairman, Code 52
Pepartment of Computer Science
Nava) Postgradvate School
Monterey, California 93940

Lyle A, Cox, Jr., Code 52273
Department of Computer --:.1ce
Naval Postgraduate Schunt
Monterey, California Olas«?

LTCOL Roger R. Schell, Code =799
Department of Computer Sclence
Naval Postgraduate School
donterey, California 93940

Jeel Trimble, Code 221
Office of N:val Research
8¢¢ North Quincy
Arliagton, Virginia 22217

IT Alan V. Gary

.« 332¢ Y. Fpler Ave.

Indianapolls, Indiand 46217

LCDR Edmund E. Moore
NAVELEXSYSCOM

PME 107

Washinrgton, D.C. 22360

CAPT John L. Ross
127 R:adon St.
Weather?~rd. Texas 760E6

LT Hal B, Powell

1295 Featherstone Way
Sunnyvale, Culifornia 94¢87

164

No. Copies
2

i




11, Office of Research Administriation

Code @124
Naval Postgraduate School
. Monterey, California 89394¢

12. Uno R. Xodres, Code 52Kr
Department of Computer Science
Naval Postgraduate School
Monterey, California 93540

13, 1. larry Avrunin, CodelE
DTNSRDC
Bethesda, Maryland 20084

14, R. P. Crabdd, Code 9134
Naval Oceans Systems Center
San Diego, California 82152

e e e

i%. Kathryn Henlnger, Code 7HOX
Naval Research lat®
vashington, D.C. 2@375

16, Dr. J. MeGraw
U‘C. - L.L.L. (1-794)
P.0. Pox 208
Livermare, California 54550

17 Mark Underwood
NPRDC
$san Diego, California 0r152

18, WValtey P, Yarner, Code K7€
'ﬂ NSWC
o Dahlgren, Virginia 2244E

j 19. ™, George Michael
‘: UoCo - LOI.L. (1-76)
L P.0. Box £¢8
3}; Livermore, California 9455¢

o
e wgne
-

E 165




