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SECTION 1
EXECUTIVE SUMMARY

1-1 PURPOQSE.

The purpose of this report is to describe an overall
framework within which measures of effectiveness for theater nuclear
force survivability and security can be used to judge the value of
technological, operational, and procedural improvements to force
elements. Thi: report describes the first phase of development of
analytical assessment tools in support of the DOD Theater Nuclear

Force Survivability and Security Program, whose major objective is
to determine how best to maximize TNF effectiveness in context of
survivability and security while minimizing cost.
1-2 BASIS OF FRAMEWORK.

The framework described herein is based on the factors

affecting survivability, security, availability, and unit effective- )
ness arranged in logical relationships as derived from force opera-
tional concepts in peace, transition, and war. The data base used 3

; is exemplified in Appendix A.
: The TNF 52 issues developed in conjunction with USEUCOM
A were broken down tc the basic questions that must be answered to
address the dissues (Appendix B). These basic questions were inte-
; grated into the factors affecting survivability, security, availa-
bility, and unit effectiveness to produce measures of effectiveness
(MOE) at four levels of detaii: Force, Functional, Systemic, and
Process MOE defined in paragraph 3-2. The MOE are combined to
describe the probabiiity that a sequence of events in a scenario

s £t i
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will occur, and are designed to accommodate all TNF weapon systems
in both conventional and nuclear scenarios. The framework expresses
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overall force effectiveness in terms of the factors of surviv-
ability, availability, and unit effectiveness 1in a manner that
permits evaluation of changes in overall force effectiveness caused
by changes in one or more of the factors.

1-3 SURVIVABILITY.

Survivability is closely related to security. Both begin
with detectibility and didentifiability questions. Survivability
then proceeds to the likelihood of being targeted, hit, and neutra-
lized, Unit activity leads to detection and identification by the
enemy. As identification is perfected firepower will be assigned to
the target. The probability of a target hit depends upon the accu-
racy and timeliness of target location and weapon delivery. The
perfect doctrine (from a survivability point of view) for TNF ele-
ments would call for units to remain in a position for a time
shorter than cthat required to detect, identify, and target them.

The probability of neutralization depends on target ele-
ment response to the effects of munitions used against it. Target
element disposition and hardness and munition type are the major
factors. Units may experience damage from direct attack or, in a
collateral sense, by being near another unit which is attacked.

1-4 AVAILABILITY.

A combat unit may be perfectly survivable and stili con-
tribute nothing to total force effectiveness if it is unavailable
when called on to perform its mission. The factors affecting avail-
ability include movement between fighting positions, ability to
communicate, ammunition supply, suppressive fires, and unscheduled
maintenance. The maintenance factor applies to units damaged or
neutralized in combat.

9
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1-5 UNIT EFFECTIVENESS.

Effectiveness is the complement of survivability and uses
similar terms. Detection, identification, and assignment of targets
is usually done outside and beyond the control of munitions delivery
units. Within the deiivery unit timeliness and accuracy are key.
Munitions effects are determined by the available stockpile.

1-6 FORCE EFFECTIVENESS.

When connected properly, the foregoing factors can be used
to describe the contribution of a set of TNF elements (e.g., 21l of
the 155mm howitzer batteries) to total force effectiveness in terms
of values assigred to the individual factors ard the MOE used to
measure them., Changes in MOE values due to technological, opera-
tional, or procedural changes to the set of TNF elements may be
inserted and the change in contribution to force effectiveness
calculated. Comparison of the two force effectiveness values
directly indicates the worth of the changes made. Application of
the process to other TNF elements ¢8-inch, Lance, Pershing, F-4,
F-111, etc.) produces the worth of changes made to those systems as
well as the information needed for comparing the worth of changes in
one set of TNF elements to changes in other elements. The sum of TNF
element contributions to force effectiveness is total TNF effective-
ness.

1-7 SECURITY.
Daily maintenance of physical security, safety and relia-

bility of nuclear weapons occupies large numbers .of US and NATO
troops. Three factors affecting security are the probabilities that

s

Z storage sites will be detected and identified and that an attack

-

‘ % will occur. The unique nature of sites suggests that they are :
; highly detectibie and didentifiabie. The 1ikelihood of an attack i
occurring is difficult to estimate. The capability to launch an |
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attack does exist; therefore, we must prepare for such an event.
The other factors of security are detection of an attack, responses
to the attack, and ability to defeat or repel! the attack. These
same factors apply to INF units as they go through the sequence of
actions necessary to move from their peacetime posture to a war
fighting posture.

1-8 METHODOLOGY.

The methodology embodies a mathematical expression of TNF
system contribution to total force effectiveness in terms of system
survivability, availability, and unit effectiveness. The method-
ology examines the issue of security separately because of its
unique and highly significant importance in peacetime. In wartime
scenarios, security considerations are subsumed in survivability and
availability. The value of the methodology derives from the fact
that it focuses attention on those factors most strongly affecting
survivability, secur.ty, availability, and unit effectiveness and
permits judgments and estimates to be expressed i quantitative
terms. The methodology has been designed so that it is applicable
to the entire spectrum of TNF weapon systems in any scenario. The
values assigned to MOE will vary from element to element and sce-
nario to scenario, but the expressions involving those MOE values
remain unchanged. Further the methodology allows evaluation at any
point in the operational sequence projected for the TMF.

1-9 SENSITIVITY ANALYSES.

Sensitivity analyses are intended to determine the rela-
tive degree of influence of changes in the factors of survivability,
security, availability, and effectiveness and thus to aid in identi-
fying areas of possible improvements as well as areas of high or low

10
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payoff. The jdeal sensitivity analysis would begin with establish-
ment of known data and then vary unknown factors to indicate sensi-
tivity to various values of the unknown. It has not been possible
to perform such ideal analyses in this program. One of the first
firdings of this research has confirmed earlier suspicions that
there has been no testing, evaiuation, or other measurement of
several of thie key factors. Given this situation, the best avail-
able information has been used, and, in those cases where infor=
mation is not available, ranges of values for tire unknown have been
assumed. TNF S2 operational tests and evaluations are projected to
develop the missing information.

1-10 UTILITY.

The methodology described herein has been used in develop-
ment of the overall TNF 52 planning to provide basic MOE. It will
be used in development of Issue Evaluation Plans and in designing
tests and evaluations. After refinement it can be used to verify
empirical data from tests and evaluations in real time and for
preliminary assessment of test and evaluation results. In conjunc-
tion with realistic cost estimates it can be of major assistance in
management decisions on imgp‘'ementation of changes to TNF systems.
1-1N CONCLUSIONS.

The MOE methodology and framework described herein is
sufficiently general for wide application. It is applicable to all
of the current, new, and proposed TNF weapon systems, new concepts
for their deployment and employment, and to all scenarios and will
accept any of several versions of mission support capability
weighting factors as 1long as thtey are common to TNF members.
Assessment of improvements to survivability and security must also
include effects on availability and unit effectiveness, as some of
the proposed changes may significantly reduce availability or unit
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effectiveness. Tests and evaluations must be designed to allow for
measurements in these areas.

The framework and methodology are now ready to be devel-
oped into an operational analvtical assessment tool. Development
must incliude compliete statements of MOE and related factors, deter-
mination of reasonable ranges of values for unknown probabilities,
completion of a systems data base, integration of existing software
compatible with the basic MOE logic, development of executive man-
agement softwiére compatible with selected operating software, and
demonstration of capability.

After this capability demonstration the analytical device
should be ready for use in conjunction with planning, executing, and
assessing the results of operational tests and evaluations, all of
these pointing toward assessing the relative worth of each possible
TNF improvement.

1-12 DATA.

A classified data base has been partially developed to
suppert specific MOE applications; however, this report presents
only unclassified exemplary data derived mainly from FM 101-31-3,
Effects calculations not found in FM 101-31-3 were derived from the
Project RAND Damage Probability Computer, a part of KRAND R-1380-PR
dated February 1974.
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SECTION 2
INTRODUCTION

2-1 PURPOSE.

The purpose of the research program reported herein was to
provide an overall framework, or methodology, within which to
establish survivability and security criteria in terms of measures
of effectiveness (MOE) against which the relative value of possible
improvements could be judged, whether they be technological, opera-
tional, or procedural.

2-2 SCOPE.

A bottom-up approach was employed incorporating weapon
systems and support elements analysis to identify critical aspects
and relationships of security, survivability, availability, and unit
effectiveness and thus systemic and process MOE were developed. A
top~down approach was used to perform sensitivity analyses of
security, survivability, availability, and effectiveness factors for
each TNF element. A methodology was developed for assessment of
operational, technological, or procedural changes in terms of
changes in security, survivability, availability, and unit effec-
tiveness. From a comparison of the competing factors areas were
identified wherein changes would have major effect on force capa-
bility. To achieve this end the following tasks were accomplished:
2-2.1 Task One.

A data base was established to define and describe each
weapon system, its effectiveness parameters, its associated
missions, and its operational concepts.

2-2.2 Task Two.

The factors affecting survivability and security were

jdentified and quantified to the extent permitted by the data base.
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2~2.3 Task Three.

Sensitivity analyses were performed to determine the
influence of particular factors on TNF survivability and security.
2-2.4 Task Four.

A methodology was established to evaluate the effects of
conceptual equipment, procedures, or other improvements on TNF
weapon system survivability and security.

2-2.5 Task Five.

The relative contributions of NATO TNF systems were
described for operationally realistic scenarios.
2~3 BACKGROUND.

Theater nuclear forces (TNF) continue to play an increas-
ingly important role in the US/NATO overall deterrent posture.
These forces deter war; they help deter enemy use of nuclear weapons
and also hedge against failure of NATO conventional forces. To meet
the deterrent requirement, TNF must be secure and survivable, able
to execute nuclear options, and meet the political demands of con-
trol, low collateral damage, and reassurance of our Allies.

Today's TNF consists of cannon artillery (8-inch and
155mm), short range surface-to-surface missiles (Honest John, Lance,
and Pershing), fighter-bombers (F-104, F-4, F-111, Vulcan, etc.),
air defense surface-to-air niissiles (Nike Hercules), atomic demoli-
tion munitions (ADM), depth bombs (ASW), and SLBM. 7The character-
istics and basing schemes for these varied and complex systems have
evolved over a period of time which has bridged two NATO strategies.
The first - MC 14/2 - was a tripwire strategy with a theater conven-
tional force and rudimentary TNF coupled to a superior U.S. stra-
tegic force from which the major ovart of deterrence emanated. The
second = MC 14/3 - is a flexible response strategy built around

14
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a NATO triad of theater conventional, theater nuclear, and U. S.
strategic forces in an era of U.S. strategic sufficiency.

The two NATO strategies are quite dissimilar. Under MC
14/2, warning and mobilization times were assumed to be many days.
In more recent times, under MC 14/3, the warning times have been
drastically shortened and are considered to be a few days or even
hours. As a result of some changes in concepts (such as nuclear site
consolidation and downloading of conventional ammunition, although
some selected units are now being uploaded) and changes in basing
and warfighting posture, largely driven by financial and security
considerations, the theater response capability seems to have
decreased dramatically. It appears that the fincreased response
times in the face of shortened warning times are a contradiction of
the basic strategy. The number of variables and complexity continue
to increase as the already formidable USSR/WP forces are modernized.

The continuing modernization of USSR/WP theater conven-
tional, chemical, and nuclear forces poses substantial risks, indi-
vidually and collectively, to NATO's theater forces, impacts
negatively on NATO war fighting capability, and thus undermines
deterrence. Maintaining war fighting capability, which produces
deterrence, requires:

° Enhanced security of nuclear weapons and delivery systems
(assured security essential for public and political
support of TNF).

. Enhanced survivability through measures such as
ee ‘ell-planned, easily executed dispersal
ee Greater mobility to minimize time lost between

positions
oo Better camouflage and deception practices
ee More and better hardening against weapon effects,
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° More accurate and timely intelligence and target acquisi-
tion.

) Improved, survivable, redundant, responsive command,
centrol and communications systems, procedures, and
practices.

[ Improved and diverse nuclear and conventional delivery
systems generically similar to those in being but upgraded
in range, mobility, effectiveness, and target discrimina-
tion to reduce collateral damage.

To identify neasures that should be implemented to enhance
survivability and security of TNF, possible technological, proce-
dural, or operational improvements or solutions must be evaluated to
determine the enhancement offered by each and in various combi-
nations. As a first step, the degree of enhancement for each pos-
sible 1improvement can be assessed through well-defined MOE. A set
of such measurements can describe the enhancement of a weapon system
as a function of specific variable factors. A framework or method-
ology may then be developed within which sensitivity analyses of the
specific variable factors may be conducted for each weapon system
and support element.

The application of MOE is critical, because they define "a
qualitative or quantitative measure of a system's characteristics or
performance which indicates the degree to which it performs a task
or meets an objective under cpecified conditions." By clearly
defining and establishing MOE early in the evaluation process, the
relative net worth of each possible improvement to a TNF element can
be determined. As an example, a 30% decrease in detectibility of a
particular elemeni of TNF may result in only 10% increase in surviv-
ability and 1% fincrease in overall force effectiveness. The sig-
nificance of these changes must be weighed against other alterna-
tives before meaningful recommendations can be made.
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{ A second step in the evaluation is to estimate the minimum

| required survivabil.ty and availability for each TNF element. The
result is, of course. driven by the scenario, therefore a range of
realistic scenarios must be used to develop a bounded set of values
for each TNF element. This can be done by parametric analysis of
availability and survivability across a range of scenarios and the
effect on overall force effectiveness documented.

A third step is comparison of survivability, unit effec-
tiveness, and availability. From such comparisons those systems
that appear most to need improvements can be identified, as can the
areas in which improvements are needed. At the same time, those
systems offering the greatest contribution to overall force effec-
tiveness can be didentified. From the foregoing work, possible
improvements can be assessed and recommendations made as to which
improvements should receive priority for implementation.
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SECTION 3
ISSUES, FACTORS, AND MEASURES OF EFFECTIVENESS

3-1 DEFINITION OF A MEASURE OF EFFECTIVENESS (MOE).

Measurement of the effectiveness of a system may involve a
rational subjective analysis or collection of empirical data and
calculation of effectiveness, or both. Empirical data may be taken
from history as it appears in evaluation records and readiness
reports, as well as from operational tests and other evaluations
conducted for the purpose of producing and recording such data. MOE
may be gualitative, if derived from subjective analysis, or guanti-
tative, if derived from empirical data through mathematical methods.
In any case, the term, "Measure of Effectiveness," is defined as -
"A criterion used to express the extent to which a system performs
an assigned task under a specified set of conditions."

3-2 LEVELS OF MOE.

MOE have been developed at four levels of detail with
specific relationships between levels. The most highly aggregated
MOE is used to measure the contribution of a weapon system (e.g.,
the set of 155mm howitzers) to tctual force effectiveness, and is
called the Force MOE. It includer Functional MOE which measure
performance of the functions which the given weapon system must
perform to accumplish its mission, Fuiictional MOE include Systemic
MOE which measure performance of weapon system peculiar operations
and supporting system operations. The finest detailed MOE are used
to measure single events and are combined to form Systemic MOE.
These fine grain MOE are Process MOE.

Process MOE are readily developed from operational tests
or field exercises. They are expressed as a quantity, the time at
which an event occurrid, a ra.'~, or a yes/no answer to a simple

18
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question. For instance, i7 & test objective were stated as, "Deter-
mine the probability of force elements 'x' 'being detected,” one of
the process MOE would be, "How many members of force elements 'x'
were detected?" The other essential process MOE would be, '"How many
members of force element 'x' were susceptible to detection?"

The test objective stated above requires determination of
) a systemic MOE (the probability of detection, Pd) which cannot be
measured directly in tests or exercises. However, if sufficient
replications are made in a test o¢r exercise to produce statistically
valid mean values for the two process MOE described above, the
systemic MOE, Pd’ can be calculated as the mean number of force
elements "x" detected divided by the mean number of force elements
"x" susceptible to detection. Other systemic MOE can be calculated
in a similar manner using appropriate process MOE.

Systemic MOE are coumbined according tc the iogical rela-
tionship of the systems involved in a specific function to form
functional MOE, and functional MOE are combined to form the force
MOE. Systemic and functional MOE are expressed as probabilities.
Force MOE is measured in percent contribution.

3-3 DEVELOPMENT OF MEASURES OF EFFECTIVEN.SS.

MOE have been developed from two approaches: subjectively
from the TNF 52 issues developed in conjunction with USEUCOM, and
theoretically from the factors of security, survivability, avail-
i ability, and unit effectiveness of TNF elements. The two approaches
! have been brought together in an internally consistent manner under
f . the methodology described in Section 4. The methodology is intended
. to support operational test and evaluation planning and execution,
simulations and analyses, and as a tool for asses-ment of test and
evaluation results. Hence, the logic of the met)odology provides
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the structure for MOE development and use. The basic issues and
related factors, along with process and systemic MOE, are presented
below in context of the logic for MOE development for tests and
evaluations. Mean values may be used to estimate the systemic
probabilities illustrating the use of repetition in the experiments,
simulations, etc. used to assess the process MOE.

3-4 SECURITY FACTORS, ISSUES, AND MOE.

Physical security of nuclear storage sites is the peace-
time mission of large numbers of US and NATO troops. While the
record shows excellent security, there has been and is grave concern
over the possibility that some terrorist group may attempt to pene-
trate a storage site and steal a nuclear weapon. Consequently, a
major project, now under way, will upgrade physical security of
nuclear storage sites worldwide during the next few years. The
program will improve lighting, fencing, intrusion detection systems,
and security force facilities. No data have been gathered, nor have
analyses been conducted, to determine the increase in security
provided by these measures.

Some of the improvements may alsc aid an enemy 1in the
sense that they make a site more detectible and identifiable.
Storage sites have unigque lighting and stringent physical security
procedures, both of which are obvious to the most casual observer.
The changes being incorporated would make the character of a site
even more obvious. It may be safely assumed, therefore, that detec-
tion and identification of storage sites present at most a minor
problem to an enemy.

Having dealt with the first two factors of security
(detection and identification of the site by an enemy), we are ready
to face the third factor, the likelihood of attack. The types of
attack of interest are a covert penetration attempt and an overt
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ground or air assault, each by a small, heavily armed, and dedicated
group. We cannot explicitly identify an attack probability unless
we know something about plans for such attacks. We can, however,
say that the capability for attack exists in covert agents, in
terrorist groups, and in Warsaw Pact military forces. Therefore, we
prepare to detect an attack and defend the attacked site.

The other factors of security are detection of an attack,
responses to the attack, and repulsion or defeat of the attackers.
Although the site security forces, their detection systems, and 14
their augmentation forces are exercised frequently in drills and ‘

inspections, there is no information concerning their response to a
"1ive" attack force. Early testing tn include "1ive" attacks on
storage site models would provide data required to analyze these
factors. The issues and MOE associated with security factors are

described below:
3-4.1 Issue: What is the detectibility of nuclear storage
sites?
Process MOE: How many sites were detected?
At what time was each detected?
Systemic MOE: Pd = Mean number detected divided by total
number of sites.
Report: Site features leading to detection.

e M e DR e o5 A D V. Tt il s R 22

34,2 Issue: What is the identifiability of nuclear storage
A _ sites?
ﬁ. ; Process MOE: How many sites were identified correctly?
;; 5 At what time was each identified? z

?‘ E Systemic MOE: Pi = Mean number identified divided by mean
' number detected.
Report: Site feature leading to identification.

21
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3-4.3

3-4.4

3-4.5

Issue: What is the likelihood of a nuclear storage site
being attacked?
Process MOE: How many sites were attacked?
At what time was each attacked?
Systemic MOE: Pa = Mean number attacked divided by mean
number identified.
Report: Attacking force composition and disposition.
Issue: What is likelihood of the site security force
detecting an attack prior to fence penetration?
Process MOE: How many attacks were detected prior to
penetration? At what time was each
detected?
Systemic MOE: PD = Mean number detected divided by mean
number of attacks.
Report: Reason for non-detection.
Issue: What is the likelihood of the site security
force responding to an attack?
Procass MOE: How many correct respofises were there?
What was the time at which attack was
detected?
What was the time at which security force
deployed?
What was the time at which response force
was alerted?
At what time did response force arrive in
position?
At what time was augmentation force
alerted?
At what time did augmentation force arrive
in position?

22
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? Systemic MOE: PR = Mean number of correct responses

divided by mean number of attacks
detected.
Report: Reason for incorrect response.
3-4.6 Issue: How defensible are nuclear storage sites?
Process MOE: How many attacks were successful?
How many attacks were defeated?
How many attacks withdrew without penetra-

tion?

In each case, at what time did engagement
end? 3
Systemic MOE: Pp. = Mean number defeated plus mean number *%
withdrawn divided by mean number of
correct responses. i
Report: Reason for unsuccessful defense. 1
3-5 SURVIVABILITY FACTORS, ISSUES AND MOE.
Physical security of a combat unit is directly related to
its survivability. Security begins with the detectibility of the

unit in terms of elements or unit characteristics that make it

B e

discernible trom its surroundings. Such elements include the simple
presence of unit equipment and personnel, noise, movement, smoke,
dust, heat emissions, and electromagnetic emissions, all of which

ERUS WP

>
g may also serve to identify the unit as to type and size.

Existence of a unit may be detected if any element of an

opposing force observes any environmental disturbance created by any
element of the unit. Detection then depends on the type and level
of unit activity and on an observation or surveillance element of
the opposing force being in a position from which it can observe the
activity. Such observation and surveillance elements include covert
agents, paramilitary or guerrilla forces, long range patrols,
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artillery forward observers, acoustic sensors, optical sensors,
radars of several types, infrared sencors, and electromagnetic
sensors with communications monitoring and direction finding capa-
bility. Many of the surveillance element types may be on the yround
or in the air.

Identification of a unit begins with its detection and is
complete when, in the judgment of intelligence ahalysts using estab-
lished criteria, sufficient information is on hand to indicate the
confirmed type and size of the unit. The stages of identification
proceed through suspect, possible, probable, and confirmed unit type
and size as the quantity and quality of information improves.
Location accuracy depends upon the quantity and quality of informa-
tion available, knowledge of typical force composition and opera-
tions, and analyst judgment.

From the foregoing discussion it is obvious that the
probabilities of detection, identification, and location of a combat
unit are strongly time dependent. A unit is susceptible as it moves
into a field position. The longer it remains there the more it
indicates its presence, type, and size hy its activities, and the
more information enemy surveillance systems can gather. Thus one
key factor 1in enhancing unit survivability 1is knowing enemy
targeting criteria and procedure so that exposure time (stay time in
a position) can, by doctrine, be made shorter than the enemy intel-
Tigence and target acquisition cycle. To the extent that control
measures can reduce or mask unit activity information available to
enemy surveillance systems, the longer the exposure time may be.
thus increasing both survivability and availability faor the primary
mission. Control measures include intensive training in and command
supervision of occupation aud improvement of unit position without
disturbing the surroundings, blending with the landscape, camouflage
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and concealment, noise and light discipline, communication disci-
pline, remote transmitting antennas, and radars in a non-radiating
mode until needed.

a Another key factor in enhancing unit survivability is
E disinformation. This includes dummy firing positions, decoy communi-

cations nets, decoy radars, stay-behind communications 1in old
positions, deceptive movement of people and equipment, and messages
with disinformation on real and dummy communications nets. Disin-

ety . L I ol .

formation must be developed and controlled with great care su that
it and its dissemination means appear completely authenti¢, else it
becomes obvious and useless.
Issues and MOE associated with survivability factors are
described below:
3-5.1 Issue: What is the detectibility of a tactical unit in a
field location?

ol -

Process MOE: How many units were detected?
At what time was each detected?
Systemic MOE: Pd = Mean number of units detected divided
by total number of units susceptible.
Report: Elements of unit detected and means by which
detected.
3-5.2 Issue: How identifiable are tactical units in field
locations?
Process MOE: How many units were identified correctly?
At what time was each identified?
Systemic MOE: Pi = Mean number identified divided by
mean number detected.
3-5.3 Issue: How efficient are “P target acquisition and fire

support systems?

25
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Process MOE: How many units were targeted?
At what time was each targeted?
Systemic MOE: Pt = Mean number targeted divided by mean
number identified.

Report: Feason not targeted.
3-5.4 Issue: Hcw accurate and timely are WP counterforce fires?
Process MOE: How many units were actually hit?
At what time was each hit?

Systemic MOE: Ph = Mean number hit divided by mean number
targeted.
Report: Reason for non~hit.
Number of units evacuating position before
arrival of ordnance.
3-5.5 Issue: How lethal are WP counterforce fires?
Process MOE: How many units were destroyed?
Which elements of each unit were destroyed?
At what time was each destroyed?
How many undestroyed units were neutralized?

Which elements of each unit were neutra-
lized?
At what time was each neutralized?
Systemic MOE: P_ = Mean number neutralized divided by

L‘ " mean number hit.
E; P\, = Mean number destroyed divided by mean
! number reutralized.
Report: Reason for non-destruction/neutralization.

Time to replace destroyed units.
Time to repair damaged units/elements.

26
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3-5.6 Issue: How vulnerable are tactical units to collateral
damage?

Process MOE: How many units received collateral damage?

How many units were neutralized by collat~

eral damage?

How many units were destroyed by collat-

eral camage?

Systemic MOE: Pcd = Mean number receiving collateral
damage divided by mean number not
targeted.

Pncd = Mean number neutralized by collat-
eral damage divided by mean number
receiving collateral damage.

ked = Mean number destroyed by collateral
damage divided by mean nuwber

P

neutralized by collateral damage.
3-6 AVAILABILITY FACTORS, ISSUES, AND MOE.

A combat unit can contribute to force effectiveness only
if it 1is available when called on to perform its mission. The
factors affecting availability include movement between fighting
positions, ability to communicate, ammunition supply, suppressive
fires, and maintenance. The maintenance factor applies to units
damaged or neutralized in combat but not to scheduled maintenance
which is accomplished during slack periods.

Suppressive fires may be direct fires intended to neutra-
1ize or destroy, harassing fires, interdiction fires, or stray
rounds intended for other targets. In any case, the unit is
strongly inhibited from its mission and may be forced to evacuate
its position in order to survive.

27
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The ammunition resupply system is designed to insure that
no unit runs out of ammunition. However, it is conceivable that a
battle may become so intense that, through a combination of combat i
loss, expenditure on enemy targets, and inhibition uf resupply, a

unit may be out of ammunition. }
Communication is vital to all munitions delivery systems,
be they artillery, missiles, or aircraft. Communication may be
impossible due to damage to communications equipment, weather condi- -
tions, distance, or enemy electronic warfare. f é
A delivery unit may move from one fighting position to | j
another for any of several reasons. Incoming fires may force
evacuation for survival. In the attack the unit will move in order ? j
to support the attacking force. In the defense the unit will move .
with the defending force. Doctrine may require a unit to move after |
N being in a position for a specified time.
Issues and MOE associated with availability factors are
described below:
r 3-6.1 Issue: How often are tactical delivery units unavailable
‘ due to movement between positions?
i‘ Process MOE: During the time period of interest (ti'to)'
b how many moves occurred from one position
V to (or toward) another? What were the
: beginning times (t,) and closing times (t.)
. for each move? :
Eﬂ Systemic MOE: Pmo = Number of moves times average moving
time (tc-tb) divided by total i
units times time period (ti~t°). I
Pmo = "o (tc-tb)mo ,
N (5t |
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Report: Reason for move.

3-6.2 Issue: How often are tactical delivery units unable to
communicate with their control headquarters?
Process MOE: During the time period of interest (ti'to)’
at what time was communication with control
headquarters lost (t1)?
At what time restored (tr)? 1
How many times was communication lost with

control headquarters?

Systemic MOE: Pc = Number of times communication was lost
times average time interval without
communication (tr-t1) divided by total
units times time period (ti-to)

Pc = e (tr-tl)c
pj (ti-tos

Report: Reason for loss of communication.

e T i it it el RN

3-6.3 Issue: How often are tactical delivery units out of
ammunition?
Process MOE: During the period of interest (ti'to)’ how
many times were units unavailable due to

i 4 A el -l St an - am

being out of ammunition?

At what time was each unit out of ammuni-
tion (te)?

’ At what time was each unit's ammunition

e . e hem Y- L

supply replenished (tre)?
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Systemic MOE: Pe = Number of times out of ammunition
times average time interval without
ammunition (tre'te> divided by total
units times time interval <ti'to)

Po = Mg (tre'te)e
nj <ti-to)

Report: Reason for being out of ammunition.

3-6.4 Issue: How often are tactical delivery units under
suppressive fire?
Process MOE: During the period of interest (ti'to)’ how
many times were units under fire?
What were the beginning (tb) and ending
(tc) times for incoming fires?

Systemic MOE: Ps = Number of times receiving fire times
average duration of fire (tc-tb)
divided by total number of units times
time period (ti-to).

Report: Type of fire.

3-6.5 Issue: How often are tactical units unavailable due to
maintenance requirements:
Process MOE: During the period of interest (ti-to).
r how many times were tactical delivery

A L SR

el

units unavailable due to maintenance
requirements?
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What were the beginning (tm) and ending
times (tf) to perform maintenance?

Systemic MOE: pma = Number of times requiring maintenance
times average period for performing
maintenance (tf~tm) divided by total
units times period (ti-to)‘

Pma = nma (tf-tm)ma

Report: Reason for maintenance

Elements requiring repair or replacement.

3-7 UNIT EFFECTIVENESS FACTORS, ISSUES, AND MOE.

The factors of unit effectiveness begin outside the unit
with the capability to detect elements of the opposing force,
identify them, and assign them as targets to munitions delivery
units. Factors internal to the unit include timeliness and accuracy
of response to an assigned mission. Lethality of the munitions is a
factor and is a function of the munition and its target. Collateral
damr ¢ is an important factor when nuclear munitions are employed;
le. s so for conventional munitions.

Issues and MOE associated with effectiveness factors are
described below:
3-7.1 Issue: What is the NATQ force capability to detect
Warsaw Pact tactical force elements?
Process MOE: How many WP force elements vere detected?
Systemic MOE: Pd = Mean number of elements detected
divided by number of elements suscep-
tible to detection.

Report: Elements of units detected and means by which
detected.
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Issue: What is the NATO force capability to identify WP
force elements?
Process MOE: How many WP force elements were identified
correctly?
What were the times at which each was
identified (ti)?
Systemic MOE: Pi = Mean number identified correctly
divided by mean number detected.
Report: Reason for incorrect or non-identification.
Issue: How efficient are US/NATO target acquisition and
fire support systems?
Process MOE: How many WP force elements were targeted?
What were the times of assignment as
targets?
What were the times of mission launch/
firing?
What were the assigned times on target?
Systemic MOE: Pt = Mean number assigned as targets
divided by mean number correctly
identified.
Report: Reason not targeted.
Issue: How accurate and timely are US/NATO fires?
Process MOE: How many targets were attacked?
How many target elements were still in the
attacked positions?
What were the times on target?

What were the times of end of mission?
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3-7.5

Systemic MOE: Py = Mean .umber of active target elements

actually hit divided by mean numher
of targets assigned.
Report: Missions aborted.

Missions diverted.
Ordnance expended.

Issue: How lethal are US/NATQ fires?

Process MOE: How many WP target elements were destroyed?

How many WP target elements were neutra-

1ized?

How many WP target elements not hit received

collateral damage?

How many WP target elements receiving

collateral damage were neutralized?

How many WP target elements neutralized by

collateral damage were destroyed?

What were the times of damage?

Systemic MOE: Pk = Mean number of WP target elements
killed divided by mean number
neutralized.

Pn = Mean number of WP target elements
neutralized divided by mean number
hit.

Pcd = Mean number of WP target elements
receiving collateral damage divided
by mean number not hit by targeting.

Pncd = Mean number of WP target elements
neutralized by collateral damage
divided by mean number receiving
collateral damage.

33

e e Eema i i

e

.
[Var -

e e & et S it St T

S




g e

et or—

Pkcd = Mean number of WP target elements
destroyed by collateral damage
divided by mean number neutralized
by collateral damage.

Report: Reason for ineffectiveness.
Damage assessment.
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SECTION 4
METHODOLOGY

4-1 INTRODUCTION.

The probabilities associated with the factors of surviv-
ability, availability, and unit effectiveness may be combined to
produce a probabilistic statement of unit contribution to force
effectiveness. When weighted by the ratio of system mission support
capability to total force capability, a statement of system contri-
bution to total force effectiveness is produced. When summed over
the contributing systems, a statement of total force effectiveness
is formed. These statements are useful in evaluating the relative
merits of system changes in terms of resultant changes in contribu-
tion to force effectiveness and in extrapolating system changes to
the total force. The set of statements described above, when taken
with an equivalent statement of physical security for nuclear
weapons, constitutes a methodology for evaluating TNF element
changes (technical, procedural, or operational) and establishing
their individual and relative merit.

Before proceeding with the detailed explanation of the
methodology, some general comments on its nature are in ordar.
First, the methodology has been designed so that it is applicable
to the entire spectrum of weapon system elements in the TNF. The
expressions for survivability, availability, and unit effectiveness
can be applied without modification to any TNF element in conven-
tional or nuclear scenariecs, whether that element is a 155 mm bat-
tery, an F-4 squadron, a ershing unit, or a unit of some other
type. The probabilities involved will, of course, vary from element
to element, but the expressions involving those probabilities remain
unchanged. This approach has been taken in order to provide the
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uniformity necessary for overall evaluation of the TNF. Second, the
methodology has been organized so that it can be used to examine
survivability, security, availability and unit effectiveness at any
point in the operational sequence projected for the TNF. This fact
is illustrated in Figure 4-1 which indicates how the security and/or
survivability/availebility/effectiveness analysis may be applied at
any stage in the operation of the TNF from peacetime through transi-
tion into war. This aspect of the methodology, in addition to

providing guidance for test design, meets the requirement that an
2

evaluation scheme for the TNF S program must recognize the scenario
1 and time dependent nature of security and survivability.
4-2 PROBABILITIES AND INFERENCES.
To the extent that values for the probabilities used as
MOE can be determined from existing data or through testing, they
can be taken to represent an objective description of reality.
However, the real value of the MOE scheme described here lies not so
much in the particular values assigned to the probabilities involved
‘ (which by their nature will always be subject to dispute, even when
they are based on data or tests), but rather in the fact that the
method focuses attention on those factors most strongly affecting
security and survivability and provides a framework which permits z
judgments and estimates to be expressed in quantitative terms. It
is recognized that, in the final analysis, decisions regarding force f !

T IR T e

improvements will be based on subjective judgment with due consider-
| ' ation of available quantitative data. The MOE framework developed
g here will provide a useful tool for integration of quantifiable test f
data and qualitative judgment which must be accomplished as part of ]

the decision making process.

The basic mathematical notion involved in the MCE frame-
work is that of probability. In particular, with the exception of
the measure for total force effectiveness, the proposed measures of .
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effectiveness are probabilities that certain events will take place
or that force elements will be in certain "states" under various
circumstances. For instance, it is proposed that we examine PSEC’
the probability that a nuclear storage site is secure in the pre-
sence of a particular type of threat, (e.g., terrorist threat or
covert peacetime threat); or PSUR’ the probability that a TNF force
element, (e.g., a 155mm battery or an F-4 squadron), will survive an
attack by an enemy force element. As probabilities the measures of
effectiveness in the framework are dimensionless (unit-free) numbers
between 0 and 1 subject to the following rules:
4-2.1 Rule 1.

Given events o~ states A and B, the conditional probabil-
ity that the event (B giver ¢) will occur is given by:

P(E/ A) = —("P Ap'?"z'jd“'ﬁ)’

where P(B/A) denotes the probability that B will occur
given that A has occurred.
4-2,2 Rule 2.
Given events A and B, the probability that the event (A or
B) will occur 1is given by:
P(A or B) = P{A) + P(B) - P(A and B)

If A and B are mutually exclusive (i.e., it -annot be the
case that events A and B have both occurred), then P(A and B) =0
and as a result:

P(A or B) = P(A) + P(B)
If A and B are jindependent (i.e., the occurrence of A in
no way affects the occurrence of B), then P(A and B) = P(A)P(B) and
as a result:

P(A or B) = P(A) + P(B) - P(A)P(B)
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4-2.3 Rule 3.

Given an event A, the probability that A will not occur is
1-P(A).

For notatijonal converiience parentheses are not used in the
probabilities appearing in the following sections. In addition, it
is to be understood that, in the areas of survivability, security
and unit effectiveness whenever probabilities are multiplied, the
appropriate probabilities are to be understood as conditional. For
example, in the formula for PSEC’ the expression Pd Pi Pa occurs.
This product denotes the probability that unit or site is detected
by the threat (d), identified (i), and subjected to an attack or
attempted penetration (a); and the probabilities Pi and Pa represent
the conditional probabilities P(i/d) and P(a/d and i) respectively.
A1l of the formulas derived in the following sections for PSEC’
PSUR’ PAVAIL’ and PEFF are obtained by defining and analyzing the
events involved, in terms of the factors identified in the previous
chapter, and applying the rules above, alene and in combination, tu
those events.

In application to experiments or processes occurring in
the real world, the probability of an event represents the relative
frequency with which the event will occur if the experiment or
process which could result in the event is repeated many times.
However, the extent to which the MOE probabilities can be inter-
preted in this way is limited and varies with the particular MOE
being discussed. For instance, a value for the probability PSUR may
be based on data gathered from tests or simulations in which statis-
tically sufficient repetitions may not have been done or which do
not clearly support generalization and application to the TNF envi~
ronment. Or one can argue that the content of PSEC as a probability
in the relative frequency sense is limited because the "experiment"
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of having a terrorist threat attempt a penetration of a nuclear
: storage site, if it ever takes place at all, is likely to take place
R only once. (Put another way, how much meaning is there in the

1 statement that the probability that a site is secure against covert
: peacetime penetration is .7?).

It is for these reasons that it is suggested that not too
much intrinsic significance be attached to or expected from the MOE
in the framework. The usefulness of these probabilities as MOE will
be based instead primarily on the way (in terms of both direction

and magnitude) in which they change following tests and evaluations
of the various alterations proposed for the TNF. For instance, if
following tests of a new security procedure, the computed or esti-
mated PSEC for a particular kind of nuclear storage site moves from
.7 to .85 (so that the change A PSEC = ,15), then it is reasonable
to conclude that the security status of the site has been improved,
and a quantitative measure of the amount of improvement has been
obtained. Comparative examination of the A P's resulting from tests

of different proposals, together with sensitivity analysis in the

context of the expression for total force effectiveness, will then
be of use in prioritizing the proposed changes, both in terms of
absolute impact on security, survivability, availability, and unit
effectiveness and in terms of impact-for-cost.

Detailed descriptions of the MOE for security, survivabil-

e o DR i ma ik il AP

ity, availability, unit effectiveness and total force effectiveness

PE= N

are provided in the following sections. The method of each section
is the same; the events in question are defined and formulas for

.. AR

their probabilities are derived based on those definitions (See
Glossary).
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4-3 PHYSICAL SECURITY.

The security factors of Section 3 fit together in a logi-
cal sequence as shown in Figure 4-3. If each decision point is
assigned a probability of occurrence of the event at the decision
point, the "yes" output is input multiplied by the event probabil-
ity, and the "no" output is input multiplied by the quantity
one minus the event probability. This is illustrated below in
Figure 4-2 for the first event in Figure 4-3,

SITES

1640/80W

Figure 4-2. Decision Logic.
If such a procedure is followed through the logic chart, it can be
demonstrated that there exist two mutually exclusive outcomes whose
probabilities are as follows:

P(of being secure) = (1-PdPiPa) + PdPiPaPDPRPRE

P(of not being secure) = PdPiPa (1-PDPRPRE)
Together these probabilities add to 1 since they complete the sample
space. Therefore the probability of security at a site or in a
particular situation is:
PiPad * PPiPaPpPRPRe

Psgc = (1-Py d
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4-4 UNIT SURVIVABILITY.
The survivability factors of Section 3 fit together in a
logical sequence as shown °~ “igure 4-4. If a subset of nuclear

force elements is the inpu , the output falls into one of four
subsets as follows (their sum is 1.0):

P(surviving undamaged) = (1 - Pdpiptph) (l-Pcd)
P(surviving damaged) = <]-Pdpiptph) PCd (]-Pncd) + Pdpiptph(]'Pn)

P(neutralized not killed) = (]-Pdpiptph)pcdpncd(]~Pkcd)+PdPiPtphpn(]-Pk)

P(killed) = (1-PyPiPPLIPPrcaPred ¥ PaPiPLPhPaPi

Of interest in subsequent steps is the subset of operationally ready
survivors; the sum of surviving undamaged and surviving damaged.

Psup = (1=PgPiPePRIC1=Peg) *+ (1=PPiPePRIP g1 Preg) *
Pdpiptph (I-Pn)
Those neutralized are returnable to operationally ready status when
equipment has been repaired or replaced and people have been re-
placed. Those killed must be replaced.
4-5 UNIT AVAILABILITY.

The availability logic of Section 3 involves a set of
independent but not disjoint conditions of nonavailability. Because
the events involved in unit availability are independent, we are no
Tonger dealing with conditional probabilities. Their logic is shown
in Figure 4-5. It can be demonstrated from the logic of the figure
that the desired solution to availability is as follows:

PavarL = (1= PpgdC1 = PO = P = POQ = Ppy)

5
n (] = Pj)
=
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There is a more involved solution that accounts for the possibility
of a unit being unavailable for more than one reason and calculates
all possible interactions among the availability events. Since both
solutions are statistically correct and will arrive at the same
result, the less complicated solution has been used.
4-6 UNIT EFFECTIVENESS.

The unit effectiveness logic is presented in Figure 4-6.
The payoff for unit effectiveness is targets killed and neutralized.
If a subset of WP nuclear force elements is the input, the output
falls into one of the following subsets of the sample space:

P(surviving undamaged) = (1-PdPiPtPh) (1-Pcd)
P(surviving damaged) = (1-PdPiPtPh)Pcd(1-Pncd) + PdP].PtPh (1-Pn)

P(neutralized not killed) = (1_Pdp1Ptph)Pchncd(]-Pkcd)

P(killed) = (1-Pdpiptph)Pchncdpkcd + PdPiPtPthPk

The desired expression is the sum of targets at least neutralized by
direct attack or by collateral damage.

Perr = PaPiPePhPn ¥ (17P4PPLPp)P

ithn dith cdpncd

4-7 UTILITY.

The foregoing expressions may be used independently to
evaluate the impact of system changes on security, survivability,
availability, or unit effectiveness individually. Each expression
may be weighted by the ratio of members of a given system to the
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total force to indicate system contribution to the total force for
the factor under examination. For example:

P ni\
SUR (N‘l>

may be used to express the relative contribution of TNF element "j"
with members "n" to total force survivability where N is the number
of elements 1in the forgce. A danger inherent in using the expres-
sions individually is the risk of suboptimizing. Fur instance, a
number of opportunities exist to improve security and survivability.
Some of them reduce availability. In those cases a false picture is
generated unless a total systems approach is taken.

4-8 TOTAL FORCE EFFECTIVENZSS.

Any feature of TNF that inhibits force effectiveness
reduces force utility. It is necessary that c¢11 of the impacts of
force changes be assessed so that the relative worth of changes may
be identified. The desired objective function may ve developed from
‘the conditional probabilities presented above and appears as fol-
Tows:

P(Force Effectiveness) = PSIJR PAVAIL PEFF (See Figure 4~7)
This expression reflects the fact that, in order for a unit to
contribute jts full share to total force effectiveness, it must
survive, be available when called on, and be effective in performing
its mission. Since changes in system contributions to force effec-
tiveness are desired, a weighting factor is applied to the above
expression for force effectiveness. This weighting factor is a
function of the particular system and the scenario in which it
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3 appears. Each has an impact on the contribution to force effec-
g‘ tiveness. The contribution of system "j" in scenaric "i" to total
force effectiveness is:

E

=P P P. N,. M.
Fij SURij AVAILij tFFij ij i

where N is the number of members of system "j" in scerario "i" and
mij is the mission support capability of a unit of type "j" in
scenario "i". Mission support capability may be expressed in
ammunition tons per hour, kilotons per hour, targets attacked per
hour, or any measure common to the TNF members being compared.

4-9 APPLICATION,

The methodology is based upon well-understood relation-
ships of conditicnal and joint probability. If objective or sub-
jective values for the component probabilities are used in any of
the foregoing expressions, expected values can be produced for PSEC’
P

developed frum several sources that include studies and analyses,

SUR® PAVAIL’ PEFF’ and EF' The component probabilities may be

operational tests and evaluations, simulations, and historical
records. Reasonable estimates may also be made of unknown component
probabilities and a Monte Carlo process followed for them. A series
of replications using Monte Carlo techniques would produce a result
approaching an expected value. If component probabilities have a
finite distribution within Timits, Monte Carloc techniques again
could be used.
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SECTION 5
SENSITIVITY ANALYSES

5-1 INTRODUCTION.

Sensitivity analyses are intended to determine the rela-
tive degree of influence changes at the systemic level have on the
functional levels of survivability, security, availability, and unit
effectiveness and thus to aid in identifying both areas or possible
improvement and areas of high or low payoff. The effects on total
force effectiveness are then examined by combining the corresponding
functional effects. Sensitivity analyses ideally begin with estab-
Tishment of known data and then unknown factors are allowed to vary
to indicate the sensitivity of the result to various v¢ s of the
unknown. In the discussions which follow, it has not been possible
to perform such ideal sensitivity analyses. One of the first find-
ings of this research has been that even though there has been a
great deal of earlier research and study, there has been no tasting,
evaluation, or other mensuration of several of the key factors.
Given this situation, the best available information has been used,
and in those cases where information is not available, "reasonable"
ranges of values for the unknowns have baen assumed.

With this in mind, each of the functional areas: security,
survivability, availability, and unit effectiveness is discussed in
turn. Each section begins with a parametric analysis of sensitivi-
ties. Here the sensitivities resulting from the MOE 1logic are
described for a range of values in order to obtain a "top-down" view
of the effects which can be expected from improvements in the fac-
tors affecting security, survivability, availability and unit effec-
tiveness, regardless of how those improvements are obtained. The
parametric analysis is followed by examples showing how the MOE can
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be used in a "bottom-up" sense to evaluate, in precise quantitative
terms, the relative impact some of the specific improvements being
considered are likely to have. Finally, each section conciudes with
a statement, based on the sensitivity analysis preceding it, indica-
ting where improvement should be sought and where the areas of high
and low payoff are.

5-2 SECURITY.

Fron. Section 4 the statement for the probability of nuc-

lear storage site security is

Psec = 1~ PaPiPa * PaPiPaPrPRPre.

The probability that the sites have been detected and identified is
unknown; however, since they have been established for years, extra-
ordinary saecurity measures are obvious, and weapons transfers are
observable, it 1is reasonable to assume that the probabilities
approack 1. The records indicate that there has never been an
attack on any storage site. Therefore, although there has been much
worry and argument and massive expunditures have been and are being
made, security has been theoretically perfect. Projecting such
history into the future 1is dangerous. We know that clandestine
groups have the capability to attack nuclear weapons storage sites.
We can assume the size and armament of possible attacking groups and
provide defensive forces capable of defeating or repelling such
attacks.

The storage sites have security forces on them 24 hours
each day with response forces and augmentation forces nearby. If
there is an attack, the security force must detect the attack,
respond by deploying itself and call for deployment of the response
and augmentation forces. The latter forces must successfully deploy
and the aggregate defensive force must repel or defeat the attacking

force. Although the site security forces and their response and

1
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augmentation forces are rigorously inspected and exercised fre-
quently, there is no record of any test or other measurement of

their probabilities of detecting, responding properly, and repelling
or defeating a real attack. Therefore, arbitrary values for those
probabilities must be used in the sensitivity analysis.

5-2.1 Calculations.

The equation for PSEC contains conditional probabilities
in two groups. The first group, Pdpipa’ is the probability of an 1
attacker detecting, identifying, and attacking a site. These pro-
babilities always appear as a product; therefore, PSEC is equally
sensitive no matter which of the three components is changed. The
same is true of the PDPRPRE components of the second group. Because i
of this, the products, Pdpipa and PDPRPRE' miy each be treated as a
single variable in graphing their relationships. Entry points for
such graphs are the products of whatever values are assigned to the
component probabilities.

Table 5-1 was developed by substituting arbitrary values
for the component probabilities. Lines 1-& begin with an attack and
a perfect defense and let the component probabilities decay uni-
formly. Lines 9-25 show the results of arbitrarily selected combi-

nations of component probabilities. All of these calculations were

done as follows with line 4 as an example:

Psec = 1 = PaPiPa * PaPiPaPoPrPRe
1= (.8)(.8)(.8) + (.8)(.8)(.8)(.8)(.8)(.8)

1 - .512 + .262

A eit— . oom e

3

= .750
? : (The reader is cautioned that second and third digits in these
b ' exemplary calculations are used to indicate the results of mani-
pulating numbers and do not indicate a level of confidence or
accuracy. ) l
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Lines 9-12 assumed an attack was mounted on a nuclear
storage site and examined various defensive capabilities. Note the
drastic decline in PSEC as PD’ PR’ and PRE are reduced.

Lines 13-18 assumed varying probabilities of attack and
defense to i1lustrate the strong dependence on attack assumptions.

Line 19 assumed the storage site to be detected and iden-
tified and .2 probability of attack. The defense was rated at less
than perfect with PD’ PR and PRE each = .8, The result is PSEC =
.902 with .8 contributed by the assumption of .2 probability of
attack.

Line 20 assumed the attack to be twice as 1ikely with
other variables unchanged. Note that the overall decrease in PSEC
is small compared to the change in attack likelihood. Further
doubling the probability of attack (1ine 21) produces a large change

in PSEC with PDP contributing more than twice as much as Pdpipa‘

Line «., .2~ ~ampared with line 19, shows the effect of
halving the capr 7 » " the defensive force to repel the attacker.
The small dec. s PSEC illustrates the low sensitivity to
changes in PDPRPRE uP1.Pa is small.

Lines 23-.., when compared to line 21, i{llustrate the
effect on PSEC of making storage sites less identifiable and less
detectible. Again note the increasing contribution by Pdpipa as the
component probabilities are reduced.

5-2.2 Graphing the Results.

Figure 5-1 presents a graph of the relative contributions
to PSEC by Q1 - PdPiPa) and (PdPiPaPDPRPRE)‘ The (]-Pdpipa)
contribution appears as vertical lines with values labeled above the
horizontal axis as a function of the values of Pdpipa below the

axis. The (PdPiPaPDPRPRE) contribution is shown as hyperbolic




2354 01 I 04 ¢ y"q 10 NOLLASIYINGD

1.0

|
1
4

J

o

\ |

\
CONTRIBUTION OF 1 - PdPiP:
g 8
1

P~
-q.._._
5
§
?dPtpa
Figure 5-1. Relative contributions to PSEC
56

1.0—1
g~
ol

3

1640/80W




- T

curves with values labeled on the right-hand side. To use Figure
5-1, select values for Pdpipa and pDPRPRE’ locate the point on the
graph described by these products, interpolate between vertical
13 - .

lines for 1 PdPiPa and between curves for PdPiPaPDPRPRE’ add the
two interpolated values. The result is PSEC' For example, if
PdPiPa = 0.25 and PDPRPRE = 0.5, point A is lacated. The interpo-
lated value of 1-PdPiPa is 0.75; for PdPiPaP PP the value is

0.125. The sum is PSEC = 0.875. Figure 5-2 Dsh%wisE PSEC directly
using the same entry values. Figure 5-3 superimposes upon Figure
5-2 a set of curves that indicate the ratio of contributions to PSEC
as a function of the entry values.

5-2.3 Sensitivities.

It is readily observed from the figures that sensitivities
depend upon the entry values. Entry values that locate points to
the right of the curve labeled "1" at the top of Figure 5-3 are more
sensitive to changes in PDPRPRE‘ while points to the left are more
sensitive to changes in Pdpipa' Increased displacement of data
roints from the curve labeled "1" exhibit increased sensitivities as
indicated by the curves to the right and left. As was stated
earlier, history places us near Pdpipa = 0 on the horizontal axis
where PSEC is nearly insensitive to changes in PDPRPRE and almost
totally dependent on PdPiPa.

The parametric sensitivity analysis of PSEC given above
shows how various changes in the systemic MOE probabilities of
detection, identification, attack, and response affect security over
a range of baseline values. In terms of the effect proposed improve-
ments will have on security two important points emerge. First, the
level of impact any given fix will have on security depends to a
large extent on what the baseline security factor values are for the

system in question. For instance Figure 5-2 shows that in those
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instances where the probabilities of detection, identification, and
attack are high (say for an F4 QRA squadron at a fixed MOB in West
Germany), fixes which improve the probabilities of detecting and
repelling an attack produce a larger absolute increase in PSEC there
than they do for a more distant QRA site where Pdpipa would be
Tower.

Second, and less obviously, the parametric analysis shows
that, in general, the effect on security of a fix cannot be directly
inferred from the impact of the fix at the systemic level. Doubling
the probability that a site security force will detect a penetration
attempt, for instance, will not necessarily double the probability
that the site's security will be maintained.

5-2.4 Example of Effect of Improvements.

In addition to the "top-down" view presented above, the
MOE for security can also be used to examine the relative merits and
effects of different improvement options in the area of security.
An example of this "bottom-up" use of the security MOE follows.

The fixes being considered regarding the security of
nuclear weapons, both for Army storage sites and Air Force MOBs
(Main Operating Bases), include sensor devices, night vision aids,
and FEDS (Forced Entry Deterrent Systems). While these improvements
are designed to upgrade security at the sites in question, both in
peacetime and in the event of war, in this example we will restrict
attention to peacetime effects alone.

We will assume that the storage sites and MOBs under
consideration have been both detected and identified as potential
peacetime targets for a terrorist or special team covert attack.
Accordingly, we set Pd = Pi = 1. Further we will assume that Pa =1,
j.e., that an attack will be launched against a nuclear weapon
storage site somewhere at some time in the future. We do this not
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because there is overwhelming evidence to indicate that this is the
case (on the contrary, experience so far indicates that such an
attack 1is unlikely), but rather because the proposed fixes are
designed to help detect, respond, and repel given that an attack
takes place.

The next step is to specify baseline (current) values for
the remaining variables affecting security, namely PD’ PR’ and PRE’
in the peacetime scenario with a terrorist/covert action threat.
The three improvements being considered will produce changes in one
or more of these probabilities. (Note: We are going to hold Pa =
constant, so we are working under the assumption that, in peacetime
at least, the fixes being considered will not have any deceptive,
camouflage, or deterrent effect. This would not be the case in a
wartime analysis. Night-vision aids at MOBs for instance, with the
concomitant reduction in lighting requirements, may make possible
blackout procedures which would result in reductions in Pd and/or Pi
for airbases subject to attack in war.) To establish these baseline
values we will assume that presently it is a toss-up whether a given
storage site (be it Army or Air Force) would be able to maintain
security in the face of an attack by a well-trained and dedicated
terrorist/covert action team. That is, we will assume that right
now PSEC = .5. With Pdpipa = 1 this assumption is equivalent to the
assumption that PDPRPRE = .5. While there are many ways in which
this product can equal .5, we will assume that our present ability
to detect, respond appropriately, and repel are all about equal, so
that PD = PR = PRE = (.5)1/3 = ,794 or approximately 80%. (It is
interesting to note that even with relatively high probabilities
(80%) of detection, response, and repulsion, PSEC comes in at the
value of .5. This reflects an important characteristic of the
overall MOE me¢thodology, namely that because joint probabilities for
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several factors at the systemic level are often involved, even with
high estimates for the systemic MOE the model yields values for the
PSEC’ PSUR’ PAVAIL’ ani PEFF which tend to be lower than they might
be if estimated using other methods.)

Thus we have as a baseline estimate for peacetime security
PSEC = .5 with Pd = Pi = Pa =1 and PD = PR = PRE = ,794. The chart
below indicates those factors which can reasonably be expected to
change in response to the improvements under consideration, together
with estimates of what the relative (% of baseline) changes would
be. (The figures in parenthesis represent the resultant values of
the probabilities after the fixes.)

PD PR P

(Baseline for each = .794) R
Sensor devices +19.6% (.95) =5.5% (.75) NO CHANGE
Night-vision aids +,75% (.80) NO CHANGE +13.4% (.90)
FEDS NO CHANGE +7% (.85) +4,5% (.83)

Some justification of the estimates in the chart is in
order. The function of the sensor devices is to increase the prob-
ability of detection, and .95 represents a PD which would represent
acceptable performance for a new sensor system. The net result on
PR of adding more sensors is difficult to estimate. On the one
hand, additional sensors may provide more time to respond appro-
priately, but on the other they are very likely to increase the
false alarm rate, thereby decreasing the probability of responding
appropriately to a real attack or penetration attempt. Here we have
assumed that the net effect of additional sensors on PR is negative
(.794 T .75). Night vision aids will have their primary effect in
improving the ability of security forces to repel (by making their
fire in conditions of darkness more lethal), but they should also
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provide some slight improvement (.794 » .8) in detection capabilit,.
FEDS 1is designed primarily to either delay and/or frustrate {
unauthorized access to the weapons by various means. By delaying an
attacking force FEDS will improve the probability of organizing an
appropriate response, and to the extent that FEDS thwarts or imposas
penalties on an attacking force it will also improve PRE' (For
example, FEDS will make physical removal or theft of weapons more
difficult, if that is the goal of the attack).

With these estimates the resulting values of PSEC (and %
changes from PSEC = .5) are as follows:

PRSP S

PSEC % Change
Sensor devices .566 +13.2%
Night-vision aids .572 +14. 4%
FEDS . 560 +12.0%

Thus, with the above assumptions, night-vision aids provide the

highest payoff in security, followed by sensor devices, and then
FEDS.

The compounded effects on security when combinations of
improvements are applied are displayed in the next table.

PD PR PRE PSEC % Change

e e Nk bk a1

from PSEC =
N-V aids and Sensors .957 .75 .9 . 646 +29.2% i
N-V aids and FEDS .8 .85 . 941 . 640 +28% ‘
Sensors and FEDS .95 .803 .83 .633 +26.6% .
N-V aids and Sensors and FEDS .957 .803 .94] 723 +44, 6% !

S VSRR 1 N .

Thus, under the assumptions made, the improved values for PSEC range
from .56 (+12%) with FEDS alone to .723 (+44.6%) when all three

X
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improvements are applied. This represents an estimate of the range
of improvement which can be expected from the various fixes.

Of course, this is just an example. Similar analyses
; using actual test data will be an important part of the evaluation
% procedure as well. Also, cost-effectiveness considerations have not
; been included here, but with estimates for procurement and lifecycle
costs in hand they are easy to obtain. They could be done in terms
F of cost per unit percent change from Etaseline, for instance.

Finally, to examine the effects of these improvemenis in wartime the
i same approach can be used. All that is required is to adjust the
H values for PD’ PR’ PRE’ and Pi’ Pd’ Pa so that they represent rea-
sonable estimates for the scenario in question.

5-2.5 Indications.

For peacetime, analyses along the lines described above
provicdec a means of evaluating the effects on security of a wide
varit * of possible improvements together with insights into the
factors avfecting security and the resultiig implications for im-
provement. For the transition and wartime scenarios it is necessary

to include assessment of Pd’ P and Pa because in many of those

!
scenarios these factors will n; longer have baseline values uni-
formly equal to 1. In particular, for those situations where Pa is
high, reducing Pd or Pi decreases the adverse impact that high value
| of Pa has on security. Reducing Pd ar Pi would require that sites
a be relocated, move more frequently, or take on the appearance of
“ something other than a nuclear storage site through deception ard
@ camouflage. Cirect reduction in Pa is accomplished through improve-
. ments which serve to deter attacks. Such improvements would involve
5 A increasing the impregnability of the sites or making them more
B formidable it terms of the penalties they will impose on an
? attacker.
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~ Some improvements in defensive capability have the poten-
tial for dual payeffs. If they are visible they can deter an attack
as well as provide increased defensive strength, thereby reducing Pa
end increasing PD, Prs pRE simultaneously.

Finally, an additional area which should be considered is
that of intelligence. An improved peacetime (or wartime, for that
matter) intelligence apparatus capable of providing a probability of
detection close to 1 well prior to an attack could reasonably be

| expected to provide a value for PDPRPRE close to 1, thereby making

’ it possible to have a very high pSEC no matter how large the prob-
ability of detection, identification, and attack are. This is
reflected in the MOE for security as follows:

PSEC = 1-PdPiPa * PdP].Pa (PDPRPRE ~ 1) .

5-3 SURVIVABILITY.

Using the 1logic of the survivability relationships in
Figure 4-4, probabilistic statements of survivability are readily
available as follows:

Probability of surviving undamaged = pSU' |
(m PSU = (]-Pdpiptph)(]-Pcd)‘

Probability of surviving with damage = PSD

1
i
(2) Pgp = (1=PP.PPIP (1-P ) + PP.P.PL (1-P) | %

Probability of being neutralized = PN
(3) Py = OPPPPLY PePrcdCPued? * PaPiPePhPnli-Pi)

Probability of being killed = P
PK = (1~PdPiPtPh)P

¢
+ P

=
'
S~

PP PP P

cd"ncdked T PP iPePhPnPi

When exemplary values are substituted into the equations above,
Table 5-2 is a result.
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24 .91 W91 91 .08 .99 .6 .6 4 .2 .376 339 .04 081
25 .91 W9 N .08 .99 .6 .5 4 2 &7 . 283 174 0713
*Second and third digits indicate the results of manipulating numbers ang are not indicative of
accuracy or confidence.
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Lines 1-9 give an appreciation for the behavior of values
for PSU‘ PSD’ PN’ and PK as the component probabilities vary from .9
to .1 and are uniformly equal at each level. Line 1 shows a maximum
value for PK, line 9 a maximum for PSU’ Tine 3 a maximum for PN’ and
line 5 a maximum for PSD'

Line 10 has .91 in the first three columns. This value is
an example from Percent of Knowledge (POK) tables which indicate the
probability of force elements being targeted as a function of
distance from FEBA. The exemplary case is for an artillery battery
five km from the FEBA where POK is .75. Since this represents the
product of PdPiPt’ its cube root may be substituted (.91 2 (.75)]/3).
The other values on line 10 represent a theater nuclear war situa-
tion wvherein the probabilities of neutralization, kill, and colla-
teral damage are high. The resultant survivability obviously is low
(.186).

Line 11 represents a possible conventional war situation
wherein the probabilities of neutralization and collateral damage
are low. As expected, the survivability is relatively high (.733).
5-3.1 Sensitivity to Parametric Changes

-ine 12 illustrates the effect of a 12Z¥ decrease in de-
tectibility ot a force element when compared with line 11. Note
that pSU 1ricreases from .380 to .429 (12.89%), pSD decreases from
.3583 wo .72 (9.06%), Py Cecreases trom .(080 to .075 (6.25%), and Py
cecreases ‘rom . 187 to .179 (6.42%). This effect s the same whether
Pd‘ P 92, or Pn is cecreasec by 124,

cine !3 shows the effect 75t decreasing the prcbabi’ity ot
collateri. camage from .2 to .'. Comparison it~ Tioes 'Y oang O
reved’l an errect similar L9 *hat on line '2.

Line 14 combines the changes ot Tinmes '2 anc 1. Note

that P(U incregses ‘rom (280 e .83 (27.°%), DSD cecreases rtrom

-

.
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.353 to .300 (15.01%), PN Decreases from .080 to .065 (18.75%), and
PK decreases from .187 to .152 (18.72%).
5-3.2 Sensitivity to Assumption of Hit.

Calculations indicate that, in an 8-inch battery 30% of
battery elements survive given a hit by an attack of specified type.

The assumption implied by the phrase, "given a hit", is that

Pd=Pi=Pt=Ph=]‘ The values used in line 15 are consistent with both
the level of survival and the implied assumption. Further assump-
tions are that Pcd=pncd
conventional munitions. The results of this single target, single
attack analysis can be applied to the set of 8-inch batteries in the

force by using values for Pd, P

=Pkcd=.1, based on discrete targeting by

Ry Pt’ and Ph as in line 10. Line 16
shows those results. Note that force survivability is considerably
better (line 16, PSU+PSD=.627) than single unit survivability (line
15).

The same calculations indicate that the same attack on an
8-inch battery leaves 80% of the battery elements surviving when
there is a target location error (TLE) of 150 meters (line 17). The
probability of a hit (Ph) cannot be 1 if there is a TLE unknown to
the fire planner. The effective value of Ph may be calculated from
equations (1) and (2). Upon substitution:

.8= (1-Ph)(1-.1)+(1-9h)(.1)(1-.1) + P .(1-.7)

Ph =.275
Using this value for Ph and Pd=Pi=Pt
18. Note that PSU+PSD=.8 in both 1ines 17 and 18.

Line 19 shows the effect of applying these single target-

=1, the results appear on line

single attack results to the set of 8-inch batteries in the fgrce.
Comparing 1lines 16 and 19 shows that 150 meter TLE increases
undamaged 8-inch batteries surviving from .427 to .718 (67.2%), PSD
decreases trom .200 to .133 {33.3%%), Py decreases from .225 to .94
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(58.2%), and PK decreases from .147 to .059 (59.9%). An important
generaiization may be drawn at this point: if an average TLE of
1 | 150 meters can be induced for 8-inch batteries, a major improvement
; in survivability 1is a direct result. If the enemy fire planner
knows that there is a TLE, and when the target dimensions are
approximately equal toc the TLE, he would have to expend from nine :
to twelve times as much ammunition as for the no TLE case.
5-3.3 Sensitivity to Nuclear Assumptions,
’ : Results were calculated for a nuclear strike on an 8-inch
battery with no target location error (hit assumed) and with 1000
! meters offset aiming point (which corresponds to 1000 meters TLE).
The result is seen in line 20 for no TLE. As before, line 21 pre-
| sents the result if Pd’ Pi’ Pt’ and Ph are assigned realistic
values. When applied to the set of 8-inch batteries the surviva-
bility is reasonably high (PSU + PSD = 36.6%).

Line 22 shows the case of 1000 meters TLE with a hit
assumed. Since Ph cannot be 1 with a TLE, as before, the effective
value of Ph can be calculated as follows:

7= (1-Ph)(1-.6)+(1~Ph)(.6)(1-.4)+Ph(1-.99)

P, =.08 !
Using this value for Ph and .99 for Pn values on line 23 are
developed. Note that pSU + PSD = .7 on both lines 22 and 23. Again, '
if realistic values are assigned to Pd, Pi’ and Pt and the set of
8-inch batteries is evaluated, 1ine 24 shows the result.

Comparison of lines 21 and 24 shows the effect of nuclear
g attack with no TLE and with 1000 meters TLE. Note that P,
: increases from .190 to .376 (97.9%), PSD increases from .176 to .339
(92.6%), Py decreases from .299 to .204 (31.8%), and Py decreases

from .334 to .081 (75.75%). Again, the strong effect of induced TLE
is seen.
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Line 25 is intended to show the effect of reducing the |
probability of collateral damage from .6 (line 24) to .5, Note that :
PSU increases from .376 to .47 (25%), PSD decreases from .339 to f 5
.283 (16.5%), (providing a net change in survivors of plus 5.3%),
PN decreases from .204 to .174 (14.7%), and PK decreases from .08]
to .073 (9.9%).

5-3.4 Arbitrary Sensitivities.

If the probability values in equations (1) and (2) are
allowed to take on values between zero and one (for convenience
intervals of .2 were used), an extensive matrix (over 62,000 ele-

ments) of survivability probabilities may be calculated. For sim-
plicity Pdpiptph may be taken as a single variable, reducing the
matrix to the more manageable dimensions of 288 elements. This
simplification is justified upon the observation that the numerical j
result is insensitive to which of the members of Pdpiptph is changed }
as the product is always used in the calculations. Some of the
results of such calculations are presented in the form of graphs in
the figures following. Note in Figure 5-4 the appearance of a node.
For values of Pn to the right of the node, PSUR increases with
decreasing Pn and decreasing Pdpiptph’ while the opposite appears to
be the case to the left of the node. The node occurs at a value of
Pn = Pcdpncd and at that point P = 1-P_P In practical

SUR cd ncd’

applications Pn is greater than Pch however, for weapons with

ncd’
large radii of damage against closely spaced targets with untargeted |
force elements interspersed, there is a tendency toward indifference
to values of P P.P P Large radii of damage imply large Pn which

dith
Ties to the right of the figures.

5-3.5 Example of Effect of Improvements,
The relationship between systemic MOE and unit surviv-
ability can be used to evaluate the relative merits of proposed




Psup

Psur

164 0/80W

R
2

1T 17T 1T 11
3 4 5 6 .

© P Pegag Paca=2

Psun

PaPiPiPy

1

T T T T 11
2 3 4 5 & 7 8 9 10

@ Py Pcd =.8; Pncd =4

PaPiPefy

@ Pn: Pcd =2 Pnud =2

Figure 5-4, Sensitivity of PSUR to P, Pcd' Pncd‘

- MMJ

e i s

Gl 25



T T T 1T

|
12 3 45 5§ 7 48 g
@ PPy Pogn 8 Prgn

1.0 —

T T T T T 17 ] R O D I B
1 2 3 4 5 5 7 8 9 10 A2 3 4 05 5 7 8 9 10
@ PdPiPtPh: Pcd = 8 Pncd =2 @ Pdpiplphz Pcd =2 ;Pncd =2

l640/80W

Figure 5-5. Sensitivity of PSUR to Pdpiptph’ Pcd’ pncd'

72

i

e 2 7 1o~

———— e e

T

REWEN PR

.

b micdesdnl

PRSI A




B g (0 :Nglr!ﬁwm;x - —r

P e

Figure 5-6. PSUR as a function of PdPiPtPh, pcd’ P

e s ik

10 10—
8 k\z =
b =
§ ror 5]
< s a® 5 PSUR
4 & 4 —
3 3=
2 8 2=
! // o A/’—
Pt T T ot
12 3 4 5 6 7 8 8 10 1.2 3 4 5 6 .0 8 3 1
@ ™ Pcd- .8; Pncd-‘ﬁ PdPlPtPh: Pcd-.ﬂ.‘ P ncd= 4
10— 10—
9 % 9 \\
P 2 § —
7 \ 7]
- 6 4 [
5= o 5—
4 & 4]
7 PSUR ]
f] 8 .1— PSUR
12034 86 7 8 8 10 Y234 86 99 80
© PaPPPh: Pegs 8; Pace = 2 @ PaPiPePh: Pog= .2 Prca 2
1640/80W

ncd*®

.0




improvements to survivability using techniques similar to those
discussed in the sensitivity sections above. The probability that a
unit will survive is expressed:

P = Peyy +

sUR = Py * Psp = (1 = Pyyen) (0= Pegd + (0 = Pyiep) Peg (1= Prey)

* Pgign 1 = P

where Pdith is the notation used for the product of Pd, Pi’ Pt’ and
Ph‘ | :

" Improvements intended to increase survivability will
affect one or more of the terms in this‘expression. For instance, a
camouflage improvement will decrease Pd while hardening the system

will decrease Pn and P Changes in operating procedures such as

ncd”
jlicreasing dispersion of units will reduce Pcd‘ In order to deter-

mine the relative merits of proposed improvements, the conditions
must be known or assumed to the extent that values for all terms of
the expression are available. As an example, to analyze the trade-

JRST- SN | . f

offs between improvements in camouflage versus hardening for a
particular system, the scenario or environment in which the system
will operate must be considered. In a theater nuclear war situation
for example, Pn’ PCd and P

1o il

would be high. To determine increase

ncd
in system survivability resulting from a camouflage measure which

decreases Pd by 30 percent, as compared to hardening the system so

—p—

as to decrease Pn and Pncd by 30%, the base case values shown on
line 10 of Table 5-2 are considered reasonable as an example for a

ol R~

theater nuclear war environment. In this case the value for PSUR is
0.186. A 30 percent decrease in the probability of detectir_ the
unit would reduce Pd to 0.637 with a resulting value for PSUR of

L AT IR

0.214 which represents a 15 percent increase in the survivability of

the system. An improvement that increased the hardening of a unit by

74




30 percent would reduce the values of both Pn and Pncd to 0.63. In
this case the resulting value of PSUR would be 0.430 which repre-
sents a 130 percent increase in survivability of the system.

In order to make decisions on alternative improvements to
survivability, the analysis must extend beyond comparison of values
for PSUR‘ Some fixes or operational improvements may degrade system
responsiveness or effectiveness so that the total effect on force
effectiveness must be considered along with the costs of each alter-
native. The calculation of total force effectiveness is a product
of the probability of survival (PSUR)' availability (PAVAIL)' and
unit effectiveness (PEFF) of the system weighted by the number (n)
of each system, the mission support capability (m) of each system,
and the weighting factor (w) of the scenario in which the system was
employed, summed over al' of the component systems of the TNF. The
resulting calculations are lengthy but manageable.

Cost data and the influence of alternative fixes on all
systemic MOE must be determined prior to decisions on improvements.
For instance, while the example 30 percent hardening fix looks
attractive in terms of results, it may not be cost effective. Also,
when the specific fix is studied it may be found to unfavorably
influence other factors such as availability so that the resulting
increase in force effectiveness is less than it originally appears.
5-3.6 Survivability Indications.

As discussed in the preceding section, one indication
resulting from the survivability expression is that hardening
appears to have a higher payoff in survivability than casouflage and
that this result is more pronounced for theater nuclear warfare than
for a conflict of lesser intensity. Another indication derived trom
the model is that a change in the probability of either being iden-
tified, targeted, or hit will have the same effect on survivability
as a change in the probability of being detected.
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5-4 AVAILABILITY.

A fundamental premise of the MOE methodology is that
potential improvements to TNF systems or elements should be evalua-
ted not only in terms of the increased survivability they provide,
but also in terms of how they affect the ability of the relevant
systems to perform their assigned missions. This requires that
questions regarding availability and unit effectiveness be consider-
ed, because in order to perform its mission a unit must not only
survive; it must also be available when needed, and it has to be
effective in delivering its fire in an accurate and timely manner.
In particular then, the impact of improvements on availability
represents an important part of the evaluation program.

A unit or system will be unavailable if it is moving,
receiving suppressive fire, out of communications, out of ammuni-
tion, or down for maintenance/repair following an attack. We will
include under the heading "moving" any activity which prevents a
ynit or system from delivering its fire in a sufficiently timely
manner. Many of the improvements being considered in the TNF Sz
program will have at least some of their impact in these areas. For
instance, hardening fixes will not only improve survivability, but
they will also tend to reduce the probability that a given system
will be down for repair. Improved material handling devices and
procedures will make loadout and movement of weapons easier and
faster, thereby decreasing the probability that a unit will be
unavailable for use because of ammo supply problems. On the other
hand, there are some improvements in the area of security and sur-
vivability which could adversely affect availability. A security
system which makes access, loadout, or use of weapons more compli-
cated or time consuming (e.g., some FEDS systems perhaps) may
degrade availability in that it increases the probability that the
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unit is "moving” 1in the generalized sense defined above. In this
same vein, installation and removal of protective blankets will make
additional time demands on unit availability. While 1in general
these negative effects may be slight, testing is required to see
just what they will be. For instance, they could conceivably be
crucial at QRA (Quick Reaction Alert) or CAS (Combat Alert Status)
sites.

An example calculation of expected availability effects
resulting from some of the improvenents being considered for 155/203
mm artillery follows the parametric analysis for availability given
below.
5-4.1 Parametric Analysis.

The discussion of availability in Chapter 4 presented a
simplified expression of PAVAIL as follows:

5

or, in its expanded form:

PAVAIL = (]-Pmo)(1‘Pc)(]-Ps)(]'Pe)(]_Pma>'

It is immediately obvious that PAVAIL is equally sensitive
to a given degree of change in any of the component probabilities of
nonavailability. Hence, it 1is highly desirable that all of the
component probabilities be driven as low as possible.

Figure 5-7 illustrates sensitivity of PavazL o values of
the components. The line labeled (1) represents perfect availability
for any four of the components with the fifth taking on values as
shown below the horizontal axis. For example, if the fifth component
is 20% nonavailability, the force is 80% available. Curve (2)
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Presents e Case where a0 Of the CORCONENntS Lane ON wdiues a5
shown. [t D0th are 208 Cnasd.'dbe, the torce 's v=3 avéliale,
anc 0 on. holte Nat Curve (S) shows tNe 1° al’ thie Components
are 3nl, 55 noneveilabie, Torce avallasiliy, s TTR) thus the wec
RO WInImile the orotadi'ities O nonava:last ' Yy,

$-4.2 Cramgiv 0° E1TeCt O (EDTOvements.

RS an exampie Of the use O the ava:'aD ity MCE 'n evai-
LILING SPeCItiIc YEprovedent OPL.ons we will Cons:cer some pOssDie
fizes tor 155,292 ma art-Ylery Uecoys. ¢rtterent dispersion con-
figuraticns, use o! a nharcene¢ :-1/2 ton trailer, anc various com-
munications improvements a~e all under consideration as means of
improving the survivability of nuclear capable artillery. Some of
these improvements will also improve availability.

Improved communications thrcugh additional nets, radios,
and new systems, as well as improvements which decrease enemy
ability to jam (e.g., burst t{ransmission which makes detection and
location, and therefore jamming, more difficult) will decrease the
probability that a unit will be unavailable due to commo loss (Pc).
Wider dispersion of the howitzers in a battery reduces the prob-
ability of wunavailability due to repairs (Pma) because they are
harder to damage when the battery as a whole is the target. If
movement in a dispersed battery is accomplished in steps, rather
taan wmoving the whole battery at once, the probability of unavail-
abi” "ty due to movement (Pmo) is reduced. This is because a battery
utilizing stepwise movement will always have at least some of its
tubes in position and ready to fire. Finally the hardened 1-1/2 ton
trailer has mixed effects. On the one hand it affords additional
protection to the ammunition and therefore decreases the probability
of ammo unavailability (Pe)' On the other, however, the "unlocking"
the trailer will require may degrade availability somewhat through
the additional time requirement it generates.

19

- T e m e Caeam e i e et .

—




A3 NOTeC 1N INe Caramelr C andl,sis, ehen ail tive com-
Sonents O! noNasda:.aZ1it, are .05, tnhe resuiting availasi. iy, 15
: asproamdlely 7. ?A;A:- = (1-.05)5 z . 7735. . =e taae thls as
Lhe DaseitNu Case ANC Assudé thal the 1mprovements dabpove resuit in
204 recuctions 1n Pc' P-a' P-o' and Pe respectiveiy, (the probability
0! suppress:se tire, Ps. =45 Aot attected), we obtain for avail-
iy Pyl ® (1-.04)% (1-.09) = .8069. This represents a 4.28%
increase in availapility.
5-49.3 Indications.
The MQE for availability have been included in the TNF S
MOE framework for two reasons: first, because many of the proposed
improvements should be examined for their effects on availability,
and the systemic factors in pAVAIL provide a vehicle for this; and
second, to ensure that the MOE model, insofar as it is to be used to
examine effects on the overall force, realistically recognizes the
fact that the availability of systems to perform their missions when !
called upon to do so represents an area which must be addressed in
analyzing overall force effectiveness. Given the limited quantities
of nuclear weapons (in comparison to the conventional), the special
procedures and communications required, the high targeting priority

nuclear units are likely to receive, and the extraordinarily lethai

- e RN W M

2

environment in which the force will be asked to perform, this is j
especially true for the theater nuclear force. ]
5-5 UNIT EFFECTIVENESS.

From Chapter 4 the expression for unit effectiveness is:

Perr = PaPiPePrPn * (1°P4PiPePhIPdPrcar |
Substitution of selected values for systemic MOE in the equation

} resulted in Table 5-3. Lines 1-9 give an appreciation for the
behavior of values of PEFF as the component MCE vary from .9 to .I

! and dare uniformly equal at each level.
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Imp Lethality
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1000M TLE

+ 0% Py

10% Ph

10% Py

10% Ped
104 Pn:d
104 5 above
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Table 5-3.
No. Pd P
1 .9
2 .8
3 .7
4 .6
5 .5
6 .4
7 .3
8 .2
9 W
10 91
1" A
12 91
13 91
14 9
15 .91
16 .91
17 1.0
18 N
19 .91
20 9
21 .91
22 1.0

Unit effectiveness.*
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.91
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h Pn

.9 .9
.8 .8
.7 7
.6 .6
.5 .5
.4 .4
.3 .3
.2 2
. a
.7 7
27% 7
.9 .7
7 .8
.9 .99
.08 .99
.9 .8
.9 .8
.99 .8
.9 . 88
.9 .8
.9 .8
.99 .88
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.44

Perr
869
705
540
391
. 265
166
092
. 040
.010
374
153
478
427
749
. 285
620
657
658
674
628
628
174

*Second and third digits indicate the result of manipulating numbers and are not
indicative of accuracy or confidence.
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5-5.1 Conventional War Scenario.

Line 10 has values for Pdpipt derived from POK tables that
indicate 75% probability of targeting a medium artillery battery
located within five km of the FEBA [(.7'.5)]/3 = ,91]. The value of
.7 for Ph includes the probability that the target remains in posi-
tion until the mission is fired or the sortie is flown. (The value
of .7 for Pn is typical of heavy counter battery fire for neutrali-
zation). The values for PCd and Pncd were assumed to be low due to
use of conventional munitions. The value of .374 for PEFF repre-
sents the probability that a single attack neutralizes a single
target.

If there is a target location error of 150 meters, Ph is
reduced to .275 and PEFF is reduced to .153, a decrease of 59% (line
11).

Line 12 shows the result of improving accuracy and time-
liness so that Ph is increased from .7 to .9. The improvement 1in
effectiveness over line 10 is 27.8%.

Line 13 shows t..e result of improving lethality of ammuni-
tion so that Pn increases from .7 to .8. The increase in PEFF over
1ine 10 is 14.2%,

5-5.2 Nuclear Scenario.

Line 14 is a nuclear scenario wherein a medium yield
wedapon 1is accurately delivered over the target center. Line 15
shows the impact of a TLE of 1000 meters (Ph = ,08). Note the
decrease in effectiveness from .749 to .285 (61.9%).

Line 16 1is another nuclear scenario with a low yield
weapon delivered accurately over the target center. The lines
following show the results of increasing each of the component
values by 10% of its base value used on line 16.




5.5.3 Parametric Changes.

Line 17 increased Pd by 10% to increase PEFF by 6.03%.
The effect would be the same if Pi and Pt were each changed indivi-
dually by 10%.

Line 18 increased Ph by 10% to increase PEFF by 6.13%
Line 19 increased P, by 10% to increase P by 8.71%
Line 20 increased PCd by 10% to increase PEFF by 1.29%
‘Line 21 increased Pncd by 10% to increase PEFF by 1.29%
Line 22 increased Pd, Ph’ P Pcd’ and Pncd by 10% to
increase PEFF by 24.8%.

n’

It is readily seen that, for these high vilues, PEFF is most sensi-
tive to changes in Pn’ followed by Ph’ (Pd, Pi’ Pt)’ and P
and that the synergism of several changes is strong.

5-5.4 Example.

cd’ Pncd’

The systemic factors relating to unit effectiveness refer
to the ability of the unit to detect, identify, target, hi%, and
neutralize enemy targets. TNF 52 improvement options, however, are
designed to improve security and survivability; they are not speci-
fically designed to improve any of these offensive capabilities.
Mevertheless, because we are interested in examining the impact
improvements will have on overall force effectiveness, it is impor-
tant to examine what effects, if any, various 82 fixes are likely to
have in these areas. Also, of course, knowledge of the effective-
ness or usefulness of the various weapons systems which comprise the
TNF can aid in determining which systems should get the fixes if
choices have to be made. For example, if the Nike-Hercules and ADM
weapon systems are not as effective in performing their missions as
are the Pershing and 155/205 mm artillery systems, then the latter
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should have priority for survivability improvements. (More along
these lines is addressed in the next chapter which includes an ana-
lysis of the relative contributions made by the various TNF weapon
systems across a range of scenarios.) Another reason for including
unit effectiveness MOE in the overall TNF S2 MOE framework arises in
connection with some of the longer term aspects of the TNF 52 pro-
gram. The dimpact that the introduction of new and/or improved

weapons systems will have on TNF security, survivability, avail-
ability, and unit effectiveress, if not of immediate concern, will
certainly grow in importance as these new systems get closer to
being deployable. And it is precisely in the offensive effective-

b

ness factors listed above where these new weapon systems will have
their primary effect.

A1l of this notwithstanding, some of the present S
provement options are likely to have some mpact on unit effec-

2 im-

tiveness. Improvements in communications and data processing will

improve the ability of TNF systems to acquire and hit targets. On
the other hand, dispersion within 155/203 mm batteries for surviv- 3

g

L‘ ability purposes will make orientation of the battery ("laying the

A o

weapons") and security more difficult and therefore may degrade unit

f effectiveness by reducing the probabilities of hit (Ph) and/or
neutralization (Pn). 4
Taking 1ine 10 in Table 5-3 as a set of baseline vailues

T emE T T T

for an artillery battery in a conventional scenario, if we assume an
increase in PdP_iPtPh from .527 to .554 (+ 5%) as a result of commo .
and data processing improvements, and a decrease in Pn from .7 to

.b65 (= 5%) as a result of intra-battery dispersion, (which requires .
more effort to mass fires) we obtain a new effuctiveness measure for -
the battery of PEFF = , 373 which represents a (very slight) decrease 1
frum the baseline unit effectiveness probability of .374. This
example demonstrates the importance of examining the tradeoffs which
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arise from improvements in the areas of security, survivability,
availability, and unit effectiveness, because at the force level
these improvements may have negative or negligible impact and there-
fore may not be worthwhile.

5-5.4 Indications.

It is obvious that all of the systemic MOE contribute
directly to unit effectiveness and that maximizing these MOE also
maximizes unit effectiveness. The sensitivity of PEFF to changing
the value of any systemic MOE depends upon the baseline value of
that MOE. If the baseline value of a systemic MOE is significantly
different from baseline values of other MOL, changes in the diver-
gent MOE make significant changes in PEFF' For values of the prod-
uct, Pdpiptph’ above .5, Pn is the dominant MOE; for values below .5
the P P..4 Product dominates. ’
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SECTION 6
RELATIVE CONTRIBUTIONS

6.1 RELATIVE CONTRIBUTIONS OF THE TNF SYSTEMS.

The MOE methodology developed and discussed in preceding
sections provides a useful tool for analyzing the contributicn uf
particular TNF systems to the fulfillment of overall NATOQ oapera-
tional requirements. The factors of survivability, availability,
and unit effectiveness can be considered over the range of scenarics
in which the systems may be expected to operate, and various aspects
of the TNF can then be investigated. Of particular interest is the
sensitivity of fulfillment of NATO operational reguirements to the
survivability of particular TNFf weapon systems.

Table 6~1 illustrates the application of the MOE method-
ology to highlight the contribution of each TNF system (o the over-
all NATO mission. The range of scenarios considered included a) a
demonstration or small selective first use of theater nuclear wea-
pons, b) use of TNF against second echelon and interdiction targets,
c) use of TNF in battlefield support, d) a conflict which has
reached the point of general nuclear release, and e) nuclear defense
against a large scale Sovizt air offensive operation. The principal
TNF systems employed will vary with each scenario as will the values
of functional MOE for the survivability, availability and effective-
ness of edch system. The values used in Table 6-1 are considered

| reasonable based on the sensitivity analyses discussed in previous
L sections, More precise values may be obtained through test programs
) or other sources. It should be noted that this is purely an exem-
} : plary analysis. The assumptions appearing on Table 6-1 clearly
{ drive the results, Other assumptions would produce other results.
?~ The force effectiveness, Ecij' was calculated for each
system, j, for each scenario, i, in which that system would be

K
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employed. There are several ways in which effectiveness of the

force can be measured and expressed, two of which are shown in
Table 6-1. One method is to indicate force effectiveness in terms
of kilotons delivered on the enemy in a period of time. The results
for system force effectiveness, total TNF force effectiveness for a
particular scenario, and overall NATO TNF force effectiveness shown
are expressed in kilotons delivered over a two hour employment
interval. Although this measure is of interest and is particularly
useful for conventional firepower, wargaming results indicate that
for nuclear weapons it may be misleading since a nuclear weapon of
any yield over 1 kiloton will usually neutralize one company-sized
target or other area target with a radius of approximately 500

meters. Larger yields may provide some additional bonus damage but,
particularly if the enemy is using tactics for a nuclear environ-
ment, one nuclear weapon can be expected to neutralize only the
target against which it was employed. For this reason a more useful
measure of force effectiveness may be the number of nuclear weapons
delivered in a particular time interval. This quantity is shown in
parenthesis in Table 6-1 in terms of weapons per two hour employment
interval.

Since a number of likely scenarios exist for employment of
theater nuclear weapons to assist in accomplishment of the overall
NATO mission, the technique of weighting the principal scenarios was
used to determine the overall TNF force effectiveness. The weights
assigned to each scenario are estimates of the relative value of TNF
use in that scenario to the overall NATO mission. Multiplication of
each system's force effectiveness by these factors enables the
contribution of each TNF system over all scenarios to the total NATO

mission to be determined. This is expressed in Table &-1 as E; /E.
J

i i

e, s Mo et




Where:

-
1]

force effectiveness of system j over all scenarios

S
2 Y,

i I

ft

and E

F total force effectiveness of all TNF systems ‘n all
scenarios

2, ik,

ij Y

u

To determine the relative contributions of individual TNF systems to
the overall NATO mission, an even more meaningful criterion than ;
total yields or warheads delivered may be the target area covered A
with the desired nuclear effects. For the weapons and scenarios of
interest in NATO, the expected lethal area for immediate transient
casualties to personnel in tanks may be the most appropriate common
| measure of force effectiveness. Tgb]e 6-2 was constructed using
| this criterion and the same values for the functional MOE as used
‘ for Table 6-1. Since this criterion is not appropriate as a rela-
tive measure for ADM or the Nike Hercules, these systems are
excluded from Table 6-2 along with the nuclear air defense scenario.
j The remaining scenarios were weighted as shown and the relative
; contribution of each system computed as a percentage of the total

lethal area. It should be emphasized that these results are based

on unclassified estimates of nuclear delivery systems and values for
; the functional MOE for survivability, availability and unit effec-
\ ' tiveness. These results can be refined as more accurate values for
the factors involved become available.
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RELATIVE CONTRIBUTION OF TNF SYSTEMS TO THE OVERALL NATO MISSION
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{BASED ON TOTAL YIELD DELIVERED)*
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Figure 6-1.

PERCENTAGE CONTRIBUTION
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Relative contributions (kt/2hr).
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RELATIVE CONTRIBUTION OF TNF SYSTEMS TO THE OVERALL NATO MISSION
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RELATIVE CONTRIBUTION OF TNF SYSTEMS TO THE OVERALL NATO MISSION
{BASED ON LETHAL AREA ACHIEVED) *
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Figure 6-3. Relative contributions (1ethal area).
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6-2 SENSITIVITY ANALYSIS: INFLUENCE OF SYSTEM SURVIVABILITY
OM FORCE EFFECTIVENESS.

An indication of the influence of system survivability
improvements on overall force effectiveness is readily available
from Tables 6-1 and 6-2. A given percentage system imnrovement has
the greatest impact when that improvement is applied to the system
already contributing the most to overall force effectiveness. The
weighted values for EF-/EF are the base measure of this contribu-

tion. These values aﬂpea} in Figures 6~1, 6-2, and 6-3 using as
arguments yields, warheads delivered, and lethal area covered
respectively. This value for each system therefore is related to
the increase in overall accomplishment of the NATO TNF mission that
would result if the survivability of that system were improved by a
given factor for all scenarios. Of course the contribution result-
ing from improvements in survivability to any other extent can be ]
readily calculated. It should be noted that a single fix will
probably not provide the same increase in survivability for a par-

ticular system in all scenarios. The variations in survivability
improvements for different scenarios can be accommodated by assign-
ing values of PSUR appropriate to each scenario. The results of the
analysis show the relative contributions of particular TNF systems
over the range of operational realistic NATO scenarios and indicate
?f the degree of influence of the survivability of each TNF weapon sys-
: tem on the fulfillment of NATO operational requirements. Table 6-3
shows the relative ranking of particular TNF systems in terms of
their contributions to accomplishment of the overall NATO mission

: for each of the three criteria discussed above. This type of com-
! parison is useful for identifying systems which contribute the most
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Table 6-3, Relative ranks.
\ 4 DATA FROM FIGURE j
6-1 6-2 6-3
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f and least, and therefore for prioritizing tests of proposed improve-
i ments to TNF systems. It should be emphasized again that the pre-

ceeding analysis is presented solely to depict potential use of the
methodology and should not be construed as a factual representation.
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SECTION 7
CONCLUSIONS

7-1 GENERAL CONCLUSIONS.

The MOE framework and methodology described in this report
has been formulated in recognition of a fact of fundamental import-
ance in the TNF 52 evaluation effort. This is that assessment of
survivability and security improvements and system contributions
must include evaluation of effects on availability and unit effec-
tiveness, so that the impact on overall force effectiveness may be
measured. With this in mind an important general conclusion of this
report is that some proposed changes may in fact decrease avail-
ability and/or unit effectiveness and tha* tests and evaluations of
these changes must recognize this possibility and allow for measure-
ment in these areas.

. The MOE methodology and framework as described herein is
sufficiently general to accommodate wide application. First, it is
applicable to all of the weapon systems in the TNF. Second, it
allows for the use of se 2ral different kinds of measures of force
contribution to total mission support. The ones identified in
Chapter 6 include kilotons or yield on target per unit time, target
attack rates, and lethal area coverage per unit time. Additional
measures can also be used in the model. The only requirement is
that they be measures which the TNF weapon systems being compared
have in common. Third, the methodology, through adjustment in scen-
ario weighting factors, can accommodate the development and/or
specification of different use c¢riteria for TNF systems. For
instance, if TNF use criteria are such that general use of the force
occurs only under the most extreme circumstances, then that scenario
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may be given less weight and the limited and selected use scenarios
more. Of course, different criteria for the use of TNF weapon
systems will also affect the functional MOE of security, survive-
ability, availability and unit effectiveness. For example, the
security and survivability of a system which is "held back", so to
speak, will decay with time. Fourth, the methodology already incor-
porates those factors which will be of interest as new weapons and
systems come into the force, so the framework as it stands will be
useful in the future and will not go out of date.

Finally the methodology provides a means of determining
those areas where maximal results may be achieved. For example,
based on the assumptions which were made for the purposes of exer-
cising the model, tube artillery and the Lance missile systems are
likely to be the systems where survivability improvements will have
the greatest payoff in overall force effectiveness.

7-2 SPECIFIC INDICATIONS.

The sensitivity of security to changes in particular
factors which affect security, such as the ability to detect an
attack, depend on the initial values for all factors affecting
security.

The effect on security of an improvement cannot be direct-
ly inferred from the impact of the fix at the systemic Tlevel.
Doubling the probability that a penetration attempt will be detected
does not necessarily double the probability that the site's security
will be maintained.

Some improvements in security have the potential for dual
payoffs in that if they are evident they can help to deter an attack
as well as to provide defensive strength in the event of an attack.

An improved intelligence apparatus capable of providing
high probability of detection prior to an attack could reasonably be
expected to result in a high value for the probability of security.
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In a theater nuclear environment, improved system harden-
ing will result in much greater survivability than the same degree
of improvement in camouflage.

In order to make decisions on alternative improvements to
survivability, the analysis must extend beyond survivability to
considerations such as the effects on unit availability and effec-
tiveness, and obviously must include cost considerations.

A change in the probability that a unit will be identi-
fied, targeted, or hit will have the same effect on survivability as
a change in the probability of being detected.

Improvements in TNF support systems or operational con-
cepts which preclude nonavailability of TNF systems related to
communications, movement, ammunition supply, suppressive fires, or
unscheduled maintenance will have the same effect on overall force
effactiveness as improvements to the same degree in survivability.

To the extent that control measures can reduce or mask the
unit activity information available to enemy surveillance systems,
the longer the exposure time may be, thus increasing both unit
survivability and unit availability for its primary mission.

If a relatively small target location error (on the order
of 150 meters) can be induced for tube artillery batteries, a major
improvement in survivability is a direct result. Analysis of other
systems should point to similar areas for improvement.

Tradeoffs must be examined arising from improvements in
the areas of security, survivability, availability and unit effec-
tiveness because at the force level some proposed changes may have
negative or negligible impact.

7-3 FURTHER DEVELOPMENT.

This report contains a description of the MOE framework

together with examples of how it can be interpreted and used. When
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viewed in conjunction with other TNF SZ programs and efforts, the
next stage 1in MOE development and use becomes clear. For this
section some or these directions for further development are dis-
cussed,

An important part of the FY79 effort will be the develop-
ment of Issue Evaluation Plans (IEPs) to address the issues and
potential improvements which have been identified. MOE will play an
important role in the formulation of IEPs. The interface required
between the MOE analytical assessment effort and the IEPs will
require development and application of the MOE framework in three
related areas.

First, the systemic and functional MOE which are relevant
to the issues and improvements under consideration will be identi-
fied.

Second, once the systemic and functional MOE of interest
have been identified, appropriate process MOE will be defined or
specified. Here appropriate process MOE refer to those MOE which are
measurable in tests and which can be used to determine values for
the systemic probabilities in the MOE framework.

Finally, determination of systemic probabilities will be
made based on the process MOE data gathered. This will represent a
larger amount of the work than might be expected. This last state-
ment is based on an observation made during the course of the pre-
sent work. In those cases where relevant process data were avail-
able, it was found that the conversion of that data to estimates for
systemic probabilities was a difficult, subtle, and as a result, a
time consuming task. Development of the framework and methodology
must include complete statements of MOE and related factors, deter-
mination of reasonable ranges of values for unknown probabilities
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(some through early tests, others from literature search), comple-
tion of a systems data Lase, identification of existing software
compatible with the basic MOE Togic, development of executive man-
agement software compatible with selected operating software, and
demonstration of capability.

: After this capability demonstration an analytical device
’ will be ready for use in conjunction with planning, operating, and
assessing the results of operational tests and evaluations, all of

these pointing toward assessing the relative worth of each possible
TNF improvement.
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APPENDIX A
DATA BASE
A-1 PURPOSE OF DATA BASE.
A data base was constructed consisting of partial descrip-
tions of TNF weapons, storage sites, delivery systems, and delivery 2
units. The information was compiled in a working file designated 1
“MOE Data Base", which is internal to BDM. The data were used in

developing the methodology presented in the MOE program report, and
will also be used in any follow-on work. Details are available to
authorized individuals.
A-2 TREATMENT OF DATA.
The MOE Data Base document is classified SECRET-RESTRICTED ]
DATA. Although information from the data base was used in developing
the MOE methodology, it has been presented in unclassified form as
derived from FM 101-31-3. Effects calculations not found in FM 101-
31-3 were derived from Project RAND Damage Probability Computer, a
part of RAND R-1380-PR, dated February 1974. Unclassified exemplary
data using fictional units and locations are presented herein using
the format of the data base document. A1l distances are in meters
unless otherwise indicated.
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‘,; TNF S™ MOE
] DATA SHEET 1 - ARTY, SSM, SAM
A
¥
‘ SYSTEM:  Medium Artillery (155mm) i
! RANGE: MIN: 2000 MAX: 20,000 PREFERRED: _ 10-15,000 ;
'! CEP MIN RG:___12 MAX RG: 128 PREFERRED RG:_64-97
—_—— _— i
1i
OPERATIONAL CONCEPT: Provide direct upport (0S) conventional, chemical, 1
and nuclear fire support to a designated brigade. Provide general support (GS) i
fires in support of a designated division artillery. Provide veinforcing ;
fires to a designated DS artillery unit. :
MUNITIONS (TYPE) A _WIQY1 8 C 0 E 1.
YIELD: 1KT ‘
THEATER STOCK: X
IN FLIGHT REL: .99
Py vs Tk L) .97-.85
MR CO .97-.88 :
ARTY BTRY .87-.90 ‘
‘ SAM BTRY .97-.90 |
: SSM BTRY .97-.90 :
o RGT HQ .81-.71
g DIV HQ .44-.40
DIV ARTY HQ 81-.71
30 PSI 225
100 PsI 125
300 PsI 84
SYSTEM PECULIAR COMMUNICATION EQUIPMENT: None
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INF $° MOE

DATA SHEET 2 - ARTY, ADM, SSM, SAM

UNIT DESIGNATION: _320th BN 489th  ARTY23d S%SﬁQTTACH DATA SHEET 3
KASERNE LOCATION: __ TEUFELBACH CORPS ZONE:__ XXV
SASP LOCATION: __ UNTERTEUFELRACH PNL: 18 WIOY1

ASP LOCATION: NORDTEUFELBACH BASIC L.OAD: 3600 rounds

GOP LOCATION: FROHEDORF
DISTANCES: KASERNE TO SASP__ 18 KM West KASERNE TO ASP__9 KM South

KASERNE TQ GDP__ 185 KM East SASP TO GDP__203 KM East

ASP TO GDP 186 KM East GOP IN XXX CORPS ZONE
TIME 7O UPLOAD AT SASP: 2-1/2 hours

MISSION FOR INITIAL MOVE TO FIELD: ON ORUER, ASSEMBLE UNIT WITH PNL AND
BASIC LOAD IN DESIGNATED ASSEMBLY AREA, REFORT CLOSING TIMES. BE PREPARED
TO MOVE TO GDP VICINITY FROHEDORF.

COMBAT MISSION: Direct support - 1st Brigade (MECH), 23d INF. DIV,

OPERATIONAL CONCEPT: (SEE DATA SHEET 1)

AT

RN YT T N e T




I o B st e e

b Dt Yai thad M AR A bt A AR 2 S Tty 4zt S AT Sy N T

AT T

INF S° MOE

DATA SHEET 3 - SASP, ASP

SITE LOCATION UNTERTEUFELBACH ATTACH SITE PLAN SKETCH
CUSTODIAL UNIT: 320th BN, 489th ARTY (US JFRG BE NL UK IT GR TU
SITE TYPE: __A

MUNITIONS STOReD: AWI10Y1-36 3W10Y2-24 CW30Y1-10 nW30Y2-10 €

(TYPE/NUMBEF.) F G H L
K
NO. 1GLO0S: 8 HARDNESS (PSI)__ 30
COMMUNICATIONS TYPE & NUMBERS: FM RADIO-4, AM RATT-1, LANDLINES - 3
SENSOR TYPES QUTSIDE FENCE: SEISMIC INSIDE ACOUSTIC, SEISMIC
ON 1GLOO DOORS SEISMIC,ELECTRIC INTER- [NSIDE 1GLOOS  MONE
ACTIVE DEFENSE TROOPS TIME “UCK  apmament UNIT
SECURITY FORCE: 4  2min M6, MBO, M79 320/489
RESPONSE FORCE: 15 5 min SAME SAME
AUGMENTATION FORCE: 100 1 hour  SAME A C0.13/329 INF
TIME TO DISPERSE: _2-1/2 hrs. SUPPORT REQD: 16 5T TRUCKS, 64 men
FIELD LOCATION: __FROHEDORF, OTHERS GUARDS: 2 per Vehicle +
VEHICLES: __16-5T, 4-1/4T, 1-5T Wrecker SENSORS: NONE_ResPonse force
COMMUNICATION: ____ FM Radio

MISSION: ON ORDER, EVACUATE SASP, ASSEMBLE WITH PARENT UNIT IN DESIGNATED
ASSEMBLY AREA.

SITE PECULIAR SECURITY PROBLEMS: ONLY ONE ACCESS ROAD. HEAVY FOREST ON
TWO SIDES. NEAR (1 KM) TOWN OF 6500 POPULATION WITH KNOWN WARSAW PACT
SYMPATHIZERS.
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INF S8 MOE

DATA SHEET 4 - TAC AIR, ASW

AIRCRAFT TYPE F-X

COMBAT RADIUS/MISSION PROFILE LOW HI LOW LOW LOW LOW  LOW HIGH HIGH

CENTER LINE TANKS 750 650 900
WING TANKS 800 700 950
ALL TANKS 900 800 1100
NO TANKS §00 400 600
MUNITIONS:
TYPE AMK50Y1 ____B_MKSOY2 C_ MK50Y3 O
F G H I ﬂ
Py A 8 c D E F G H 1 J j
TK CO .42 .79 .89 ]
MR CO 42 .82 .92
ARTY BTRY .97 .97 _971_ ]
SAM BTRY .97 .97 .97
SSM BTRY .97 .97 .97 —
RGT HQ ~42 .8 .8 _ ___
, 30 PSI 325 480 1040
“ 100 PSI 180 265 517
; 300 PSI 120 180 377
f SYSTEM PECULIAR COMMUNICATION EQUIPMENT: UHF, VHF, FM RADIOS
){
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INF S8 MOE

DATA SHEET 5 - AIR/ASW BASES

BASE NAME:  GROSSENTISCH AB LOCATION GROSSENTISCH
UNIT: 3879 TFW ACFT TYPE: __F-X NO: 60
RUNWAYS: NO: 2 LENGTH: 2000 WIDTH: 100
ORIENTATION: 270,190 OVERRUN: _ 400 NO.TAXIWAYS: 2
SHELTERS:
FOR ACFT: 18 FOR FUEL TRUCKS: 10
HARDNESS: 30 PSI HARDNESS: 10 PSI

FUEL STORAGE: ABOVE GND: 20,000 GAL BELOW GND: 4nq ngogar TOTAL: 420,000
EMERGENCY PWR: WHICH FACILITIES_ CMD CTR, SQDN OPS, BASE OPS.

TYPE: _ DIESEL HOW MUCH: __400KW
EXERCISE CYCLE: DAILY
EMERGENCY WATER SUPPLY?___ YES HOW MUCH?__ 100,000 GAL
SNOW REMOVAL EQUIPMENT?___NO HOW MUCH?
CHEMICAL WARFARE: COLLECTIVE PROTECTION? NO
INDIV. PROT?___20% DECON CAPABILITY? NO
FIRE PROTECTION EQUIPMENT?__ YES HOW MUCH? 4 FOAM TRUCKS
RAPID RUNWAY REPAIR KIT?___ YES COMPLETE? NO

COMMUNICATION-COMMAND CENTER HARDNESS:__10 PSI

SQUADRON OPERATIONS CENTERS HARDNESS: __10 PSI

VITAL MAINT. FUNCTIONS HARDNESS: 3PSl

AIR CREW EQUIPMENT STORAGE HARONESS:___3 PSI

SAS SITE - ATTACH DATA SHEET 3

UNIT MISSION: MAINTAIN FOUR AIRCRAFT ON DAILY QRA WITH MK5QY2 LOADED.

ON ORDER, PROVIDE CLOSE AIR SUPPORT TO DESIGNATED GROUND UNITS. BE PREPARED

TO CONDUCT DEEP STRIKES WITH CONVENTIONAL OR NUCLEAR BOMBS.

OPERATIONAL CONCEPT: PRQVIDE IMMEDIATE CLOSE AIR SUPPORT TO GRQUND UNITS.

CONDUCT CONVENTIONAL ARMED RECONNAISSANCE FROM BOMB LINE TQ OPERATIONAL
DEPTH. PROVIDE PREPLANNED AND IMMEDIATE CONVENTIONAL QR NUCLEAR AIR
STRIKES FOR INTERMEDIATE AND DEEP INTERDICTION.
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APPENDIX B
USEUCOM ISSUES AND MOE

TNF issues were developed in coordination with the military
services and USEUCOM. The issues were broken down into detailed
elements, similar to the prucess MOE discussed in this report, for
ease in development of both MOE and Issue Evaluation Plans.

PO

2 AT M o m i A AR s 2D T




[ TR I S i s B8
e S PRPIRIIrR,
’ ‘“"WW - T YN =T . Yy

APPENDIX C
GLOSSARY

ADM - atomic demolition munitions.

ASW - antisubmarine warfare (air delivered depth bombs and surface/
submarine delivered weapans included in TNF).

Augmentation force - offsite security reinforcement force (infan-
try-company nominal size 100 men).

: Battlefield support - TNF tactical mission (e.g., close air support,
I general and direct support artillery).

Bonus damage - damage to nontargeted enemy units.
CAS - combat alert status.
Collateral damage - damage to nontargeted units.

Conditional probability - probability based on the occurrence of
given event(s).

Dual capable aircraft (DCA) aircraft which can carry both nuclear
and conventional ordnance (F4, F104, F111, FB111, Vulcan (UK)).

i FEBA - forward edge of the battle area.

FEDS ~ forced entry deterrent systems.

GDP - general defense position.

. . General nuclear release - TNF tactical mission (theater-wide release
r. of tactical nuclear weapons).

Honest John - surface-~to-surface rocket (dual capable-replaced by E
3 Lance missile in U.S. units, but retained in some allied ;
3 units). j

Issue Evaluation Plan (IEP) - TNF S2 program management and planning
document for issue/improvement testing and evaluation.

Joint probability - probability of the joint occurrence of two or
more events.

PRECEDING PAGE BLAMK-NOT FLLMED
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K = number of units killed.

Kt - kilotons of yield.

Kaserne = European theater peacetime troop location.
Lance - surface-to-surface tactical missile.

Lethal area (LA) - the area inside which target elements have
greater than 50% probability of receiving the specified degree
of damage. (Immediate transient casualties incurred by per-
sonnel in tanks used 1in this report. Immediate transient
incapacitation (3000 rad): personnel will become incapacitated
within 5 minutes of exposure and will remain so for 30-45 min-
utes. Then partial recovery with continued functional impair-
ment until death in 4-6 days.)

MC 14/2 - NATG Military Committee Document, basis for "trip-wire ‘
response" strategy; (superseded by MC14/3). I

MC 14/3 - NATO Military Committee Document, basis for "flexible \
response" strategy; (approved 1967).

MOB - Main Operating Base (Air Force).
MOE - measures of effectiveness.

i Force MOE: E. = to.al force effectiveness of all TNF sys-
i .ems across all scenarios

= 22 wiEFij

1]

é E = P, P P. N, . m,.

/ Fis SUR; 5 " AVAIL, 4 EFF,; 13 713
where n.. = number of units of type j in TNF

1 scenario 1.
and ms . = mission support capability of a unit of

J type j (measured in units common to all - ...
TNF weapon systems) in scenario i.
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Functional MOE: measures of performance of the functions which E

a given weapon system must perform to accomplish its mission. 1
PSUR.. = probability unit type j will

1 survive in scenario 1.

PAVAI‘. = probability tpat a surviving

“ij unit type j will be available

when called upon to perform a
missicn in scenario 1.

PEFF = probability an available unit
ij type j will be effective in
performing assigned mission
in scenario i.

Systemic MOE: Factors affecting system performance in func-
tional areas.

Security:
Pd = probability of detection/location by enemy
of nuclear weapon storage site.
Pi = probability of identification as nuclear
weapon storage site given detection.
Pa = probability of attack or penetration

attempt given identification.

PD = probability of detection of an attack.

PR = probabi]ity of correct, appropriate, and
timely response given detection of an

attack.

PRE = probability of repelling an attack follow-
ing response.

Survivabitity:

n

y Pd probability of detection by enemy of exis-
tence/location of friendly unit.

P. = probability friendly unit is identified by
type.
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Pt = probability identified friendly unit is
acquired and assigned as a target by enemy.

P, = probability targeted friendly unit hit by

enemy fire,

Pn = probability friendly unit neutralized given
hit.

Pk = probability friendly unit killed given that

it was neutralized.

Pcd = probability friendly unit sustains collat-
eral damage given that it is not hit by
enemy fire.

Pncd = probability friendly unit is neutralized
given that it has sustained collateral
damage.

probability friendly unit killed by collat-

P
ked eral damage.

Avajlability:

Pmo

probability unit is moving or engaged in
other activity which makes it unavailable ‘
for use. i 1

(e
I

probability unit is unavailable due to ‘ y
loss/breakdown of communications. '

O
i

probability unit is down for unscheduled
maintenance or repair.

e
el

s
o
I

probability unit is unavailable for use due o
to suppressive fire. i

o
{i

probability unit is out of ammunition or ‘
usable to obtain ammunition required for

g mission.

Unit effectiveness:

e

Pd = probability of detection of existence of
enemy unit.

o M A e 2
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Pi = probability of identification of detected
enemy unit.
f Pt = probability identified enemy unit acquired
! as a target by friendly target acquisition
] process.
ﬂ Ph = probability of hitting targeted enemy
units.,
Pn = probability enemy unit neutralized given i
hit.
Pk = probability enemy unit killed given that it F
was neutralized.

PCd = probability of obtaining bonus damage on
nontargeted enemy units.

P = probability bonus damage neutralizes enemy
ned unit.

Preg = Probability bonus damage kills enemy unit. %

Process MOE: Quantitative measures of system performance
(which may or may not be probabilistic) derived
from system specifications and design character- 1
istics, field exercises, simulations, and opera-
tional testing. Serve as input for determina-
tion of systemic MOE.

Sl

Monte Carlo process - A technique of statistical analysis which uses
random numbers for repeated experimental simulations.

NATQ - North Atlantic Treaty Organization.

Nike Hercules - U.S. dual capable surface-to-air missile.

e e e me

NV Aids - Night-vision aids.
PN - Probability of being neutralized (also Pn).

PSD - the probability that a unit will survive with damage, i.e.,
that it will be damaged but not neutralized.




PSU - the probability that a unit will survive undamaged.

POK - Percent of Knowledge. A system used in wargaming for treating
target acquisition by using values for the probability of
locating and identifying force components, values being depend-
ent on the type of unit and distance behind the FEBA.

Pershing - A medium range U.S. tactical nuclear missile.

QRA - NATO quick reaction alert force.

Response force - an off-site force associated with each nuclear
storage site which is capable of moving quickly to the defense
of that site.

Second echelon - those 3oviet and Warsaw Pact units following the
first echelon forces (located 25-300km behind the forward edge
of the battle area.)

Security force - the on-site force located at each nuclear storage
site charged with the immediate security and defense of that
site.

S2 - survivability and security.

SLBM - submarine-launched ballistic missile(s).

TLE - target location error.

TNF - theater nuclear force.

TNF 52 - the Department of Defense directed Theater Nuclear Force
Survivability and Security Program,

USEUCOM - United States European Command.

WP - Warsaw Pact.
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