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Analysis of the Response of an RF Intruder
Protection System

3 1. INTRODUCTION

Leaky coaxial cables have been used extensively in commnnications applica-

ol e o Attt o e e o e P L e

‘ tionsl‘ 2 and more recently in intrusion sensors. 3 One such sensor4' 5 uses a
length of leaky coaxial cable, encircling the resource to be protected, as a
distributed transmitting antenna. A receiving antenna is located near the center
of the loop, When an intruder upproaches the cable, the field is disturbed and the
received signal changes, This change is processed and if sufficiently .arge, a )
; detection declared. It is this variation in received signal strength produced by an !
intruder in the vicinity of the leaky cable that is analyzed here, ]

R
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The elements of a basic system are shown in Figure 1. One end of the J2aky
coratal cable is connected tc a low-power {ransniitter; the other end is terminated
in a matched load. '1 e receiving element {3 a mouopole antenna, The received
signal i3 processed by appropriate filters and thresholding circuits in order to
maximize the detection sensitivity for human frame motion.

TRANSMITTER

| I @
RECEIVER \

/ i
: i / /
f rw;;m W\”\./

Figure 1. Intrusica Senscr Lagycut

A leaky coaxial cable is characterized by its attenuaticu and coupling loss.
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The attenuation factor is dependznt on construction of +'.e cably, the properties of

*‘ the medium near, or in which the cable is placed, and the opecating frequency.

E, Typical values are shown in Figure 2 for several® 7 cable iypes., As shown, the
E! attenuation factor for RX4-3 is affected mcre by its environment than the attenua-
t} tion factor for RX4-1. This is due .0 larger holes in the outer conductes of the

] former,

Coupling loss is defined as the rziio of signal power reczived by a dipole, lo-

! cated near a long-feaky cable, to the cable's input power. The scacified suteona

E' spacing is 20 ft., but gince the [ields associated witii leaky cables exhibit a signifi-
z ' cant structure, manufacturers average the coupling loss for a range around 20 fes!,
[‘ For a particular cable type, the larger the holes the smaller the coupling loss.

Typical values for some cables are shown in Figure 3, ;;
3
3 6. Bulletin 10584, Radiax Slotted Coaxial Cable, Andrew Corp,, Orland Park, ill. i;
7. Technical Memo 49, Revision No, 1, Times Wire and Cable Co., Wallingford, .S
Connecticut. ,j
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For the purposes of this analysis, the field outside the leaky coaxial cable
will i»e represented as

v=yv
o

(1)

(~a tiB,)2
freomn,

(=a, *+ jB,)z
R 2 2 }

where z is the distance from the cable input.

TR TP

The first term is the contribution to the total field produced by the energy
propagating inside the cable and leaking to the outside in the neighborhood of
point z; the second term describes ilie surface wave field set up by the internal
energy leaking out along the cable. The surface wave field is continually refreshed
because holes exist along the entire length cable, The constants v, and C2 depend '
on the properties of the cable and medium., The attenuation and phase constants,
a and B, also depend on the medium, The degree to which @y is affected depends
on the coupling loss of the cable; that is, cables with high coupling loss are less
affected by their environment (Figure 2), In contrast to ag the attenuation con-
stant ay is very sensitive to the nature of the environment. The phase constants ‘
are

R o S

and 32 =

5 where [ is the operating frequency and vy and Vo the propagation velocities of the
F inner and surface waves, respectively.

1 If «; and a, are not too different, the intenaity of the total external field will
4 ’ vary along the cabie due to interaction of the two waves, In general, they propa-
i gate at different velocities and so their relative phase advances along the cable,
However, it is often observed that ay is much larger than a,, whereupon this
interaction soon dies away,

i( In the next sections, Eq. (1) will be used to estimate the intensity of the sig-

nal ar the central monopole of the system (Figure 1) and its variation when an
intruder enters the zone of detection.

ke e i

2. VAKIATION IN RECEIVED POWER

In the absence of an intruder, the voltage at the receiving antenna terminals
is the result of many contributions from all parts of the transinitting cable, For
a particular set of conditions, this voltage will be represented as

V = Bel® (2)

rtag s e et s
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8 where the effective amplitude B and phase ¢ can be related to the operating fre-

quency and the system paraiaeters,

3 2.1 Response to an Intruder for a Circular Loop

r In practice, an intruder would approach the leaky coaxial senscr along a

radial and enter the zone of detection of the system only when he ic within the

s immediate vicinity of the cable. In this analysis, the simulated intruder path will
be along the cable in order that the detection sensitivity around the circumference

of the leaky cable sensor can be estimated,

The variation in output power produced by an intruder is calculated by agssum-
ing that the effect of an intruder near the leaky coaxial i3 to scatter some of the
field, described by Eq. (1), in which he is immersed. The voltage developed at
the antenna as a result of the scattered field can be expressed as

B S ——

i VI=PAVO

(=, +jB))z (-n-.,+3'32)z
e +Cyhe = (3)
where the constant A is the amplitude of the voltage at the antenna terminals pro-
duced by the scattered field; P accounts for propagation effects., Thus the total
voltage at the antenna terminals is the sum of V and 'VI and represented by

1 Vp=V+V . (4)

L R

As an intruder walks around the loop, the phase and amplitude or the scattered

‘ voltage change. The variation in signal intensity thus produced &s the quiescent

! “ voltage V and VI interfere is obtained by multiplying VT by its complex conjugate

Lk
VT. Thus

¥ S * *
VT Vg = VV +2 Re VVI + VI VI (5)

where Re signifies the real part of VV’;.
From Eqs, (2) and (3), the received power is found to be proportional to

i
: * 2 . -4 2
: VpVp = BY +2|v | [P AB[e 1% cos (¢ - Bz - 6)
& -2
3 2 2 ,2
! +Cye coy (¢-Bzz-6)]+|v°| IR
| -2a,2 (-ay-ay)z ~2a,2
E« [e 1 +2C, e 12 cos(ﬂz-ﬁl)z+C§e 2] (6)
9
e o SRR v . L . , ¥
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where § is the phase angle associated with v: P*. The first term is proportional
to the quiescent power, the second to the cross power, and the third to the
intruder power,

The variation, in dB, relative to the quiescent level, can be expressed as

*
V.V
P, = 10log |——L.| . (N

Q VA'Ad

Equation (7) was evaluated for a number of cases to determine the sensitivity
of the system response to various parameters, The curve shown in Figure 4 gives
the response for a = 0.0074 neper/m and ag = 0.0151 neper /in. The modulation
envelope clearly shows the effect cf the surface wave with a higher propagation
velocity than the energy propagation inside the cable. The gradual reduction in
the over-all amplitude or the response is caused by the attenuation of the leaky
coaxial cable, The gradual reduction in the amplitude of the surface wave-inner
wave interaction arises because the attenuation of the surface wave is greater
than that of the inner wave. The value of C,, together with the relative attenuation
rates, determines the visibility of this interaction.

The effect of increasing the attenuation factor ay of the surface wave is de-
monstrated in Figure 5. Here it is seen that the over-all interaction dies out
about halfway around the cable. Beyond that point, there is only a gradual reduc-
tion in response due to ay. This implies that the energy at any point along the
cable is due primarily to the energy leaking out in that region, with very little
coming from the surface wave.

The effect of changing the relative size of the intruder signal is demonstrated
in Figure 6. Here the intruder voltage was made 50 percent greater than the
quiescent voltage. The amplitude of the response is somewhat greater for small
azimuth angles although the visibility of the interference is impaired. As the
magnitude of the intruder voltage decreases with position, it becomes more nearly
equal to the quiescent voltage and the quality of the interference increases to a
maximum, Further along the cable, the intruder voltage becomes smaller than
the quiescent voltage, and the response continually decreases until the end of the
cable.

A recording obtained when an intruder walked around a 500-ft cable is shown
in Figure 7. The rapid oscillations are produced as a result of the interference
between the scattered intruder signal and the quiescent voltage. The slower mod-
ulation caused by the surface wave is evident as also the gradual reduction in

response due to attenuation, The fine structure observable at the peak of each
cycle is caused by the motion of the intruder's arms and legs which modulates his
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scattering cross section. Compurison of the measured response with the com-
puted curves shows an over-all agreement between the two.

2.2 Response to an Intruder for a Square Loop

.

The preceding analysis can be applied tc a square loop, with only slight mod-
ification. From the geometry of the loop (Figure 8), it can be seen that the
principal change is that the propagation factor P must now account for the change
in path length from the intruder to the antenna as his position along the square :
varies. The new expression for VI becoines ;

i84(D-2)% + D% 1/2

: Vi,=v_AE
; IV [(D_Z)T+D2]1/2

{e( -a1+j31)(z+2nD)

: (-a,+iB,)(z+2nD)
22 } (8)

+C2e

l for0=z=<20andn =0,1,2,3. The length of one side of the loop is 2D, n is the
index number of the side, 33 is the free-space phase constant, and the scattered
: field is assumed to vary as 1/r with distance from the intruder. With this value
; of VI, the total power at the receiving antenna is found to be proportional to

3 2AB|v |
i * 2 [+
R V.. = B +

T (D - 2)2 + p?)1/2

! -al(z+2nD) 2] 1/2
e

cos [¢ - Byl(D - 22 + D - B, (z + 2nD) - 5]

h\

-a2(z+2nD)
e

+C

2 2 1/2
2 cos [¢ - B5l(D - 2)° + D¥] - By(z + 2nD) - &}

, A2|\h|2 {e-2a1(2+2nD)

D - 2)? + D?]

‘ ( -ay -az)(z+2nD)
! +2C, e cos [(Bz - By )z + 2nD)]

z g -2a,(z+2nD) }

+ C2 e ®

13
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‘ The main feature of Eq. (9) which distinguishes it from the corresponding 3
e expression for the circular loop is contained in the cross term. Inspection shows :
. i
t that the effective phase of the interference term depends on the location of the i
intruder. A local phase constant8 can be obtained by differentiating the argument 2
i of the interference term. The result for the coaxial mode contribution is found to %
3 be !
) (D - 2) {
b B=8, -8B . (10) 3
j L' (- a2+ 0?)12 !
p A graph of the second term of this function is shown in Figure 9. Inspection shows %
i 4
1 that 8 varies from Bl - [33,4/5 at the beginning of a side and increases to Bl + 33/~/? i
g at the end of the side. At the midpoint 8 = Bl, the value which applies to a circular

EA, loop of radius D, The steadily increasing local phase constant produces an inter-

This is evident from the
: plot of Eq. (9) shown in Figure 10 which shows the distinctive variation in inter-
o ference along each side.

:‘ ; ference pattern whose period decreases along each side.

The over-all decrease in response is due to the attenua-
tion of the signal. Close inspection of the response for one side, shows that the

AR, B e R 2 AaaS el e it s

T RTC— S et R =
T T e e

8. Carlson, B.A. (1975) Communications Systems, An Introduction to Signals
and Noise ir: Electrical Communications, 2nd ed.,, McGraw-Hill Co..
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3
! amplitude is greater at the midpoint than at the ends. This occurs because the : i
T 1/r signal loss is grester when the intruder is near the ends of the side. 5
The effect of reducing the relative intensity of the intruder power is shown
i in Figure 11 where the reduced visibility of the interference is apparent. The Y
4 response shown in this figure should be compared with that obsei'ved in an exper- Do
; }
iment shown in Figure 12, The distinctive interference pattern along each side
i is clearly visible. It should be poinied out, however, that in the measurements Cy
the leaky cable input was at the center of the first side, while the computed patterns ;
: were based on a configuration where the input was at one corner. This difference
;éi affects only the character of the response of the first side.
| »
1 1
! i
‘ P
\ )
i ;
1 :
b
i
g
15 2 ]
i

. .. . . R W L U ORIV .
A ol A A e A T 14082 5l s B e 220 mkeott bt et T m m ok il bt A ] S K b0 KB A e a5 2 T T T s _,.:...,_mmm-mmk e Y e 2N 2L - W




- S
B L SRR Ll e R e B b

"4 + - +
g Vi= §.7TC
V2= 8. 98C
% Lw ISEH
3 5 N C2w-8 .
3
Ul
;
2
5;9 - '“
¥ S L
{ g |
b ¥
: 5 -4
t% -6
1i ;
3 -1
; -2
B ] — % — 7]
: INTRUDER 1.OCATIDON CMETERS)
5 CORNER NUMBER | 2 3 Y
* igure 10, Variation in Received Power for Square Loop.
bl . Vﬁu= IVI l, ay =7.5X 10-3 neper/m, ag = 3,77 X 10-2
[ neper/m
H 184 +— -+~ —t=
.
5
Yy
2 )
5 |
3 8
B
i‘ g
5
3 -6
l -
-in
Hx -12
3 CINg * - * - 1]
3 INTRUDER LOCATION CHETERS)
] CORNER NUMBER | 2 y
Figyre 11, Variation in Received Power for Square Loop.
i o.'ﬁvl = |VIT, @y = 7.5 X 1073 neper/m, ay, = 3.77 X 102
‘ neper/m
16
I e —— -
oz s b P i -....,x _4,5-.:.,;.....‘-\.amu.‘j.&u.;s.‘m:tv.k&nl-m‘ﬂ-;i:m-'aLl,(nv‘,*x.;“ (RPN TSR gy

R Oy S,

i Exidllh

e e b

il i Al




TR ETRRIET YA SUTIRROTER: L VY NIRRT T T TR AT VIR UANANY,, e

TRy VRY: i ST e T L2 i) E PRI R WL S RCe AT T

65 T

T T T
— — — QUIESCENT LEVEL
70} -
75 , -
@
3
280 \
& A |
(U]
Les
_‘ =
%
Q
(5]
%L- -—
\ | i \
95 | 2 3 4

INTRUDER LOCATION

Figure 12. Measured System Response for Square Loop. f = 75 MHz,
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3. DISCUSSION

From the previous analysis and its agreement with measurements, it is clear i
that the observed variation in received power is a result of the interference be-
tween the quiescent and scattered signals, The visibility of the interference de- }
pends on the relative amplitude of the two signals. Beyond this, the fine structure R
of the response is associated with the complex propagation constants associated i
with the coaxial and surface wave modes of the leaky coaxial cable, The attenua- b
tion factors produce a gradual reduction in response along the cable. The high
propagation. velocity of the surface wave produces the slow variations in response i
observed in most of the figures, !
: It is interesting to notice that the fields at any point along the cable sensor are x
if principally due to the inner coaxial mode leaking out in that neighborhood, Only
little of the total energy represents the contribution from the surface wave mode,

: This is particularly evident in Figure 5 where a, > a. The effect of the surface
: wave (i2s out completely over the last half of the cable,

An ideal sensor should have a uniform response along its entire perimeter,
The two factors which cause the envelope of the response to vary are the attenua-
tions of the coaxial and surface wave modes. The first produces a general reduc-
i tion in the amplitude of the response with distance along the cable, The coaxial

17




RN ¢ AN O TR 0 e

¥i
L,
3
I
1
i
4
¢

i

mode attenuation factor should be small, The surface wave is responsible for the
slow variations in regponse with position. A high surface wave attenuation factor
would cause this interaction to die out rapidly, leaving only the coaxial mode field,

The response of a system using a Radiax leaky cable sensor is shown in Fig- 5 4
ur2 13. For this case, a, = 2.3 X 1.0"3 neper/m, a value significantly smaller
than that associated with the CERT cable represented in the previous figures.
The rapid attenuation of the surface wave and the more uniform response is evi- .
dent, The Radiax cables are less lossy but much more rigid than the CERT cable, L
The former would be used in a permanent installation whereas the latter is appro- -
priate in a portable system which must be deployed quickly or moved often, : 5
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4. CONCLUSION

The previous results demonstrate the validity of the simple phenomenological
theory upon which the analyses were based, The precise structure of the fields
around the leaky cable and their interaction with the intruder were not known,
Instead it was assumed that the principal effect of the intruder was to scatter
some energy out from the fields around the leaky cable. The phase and amplitude
of this scattered field were assumed proportional to the field in which the intruder
was imimersed. Thus the phase and amplitude of the gcattered field changed as
he moved around the leaky cable, giving rise to the interference which wasa ob-
served, Upon these basic assumptions, it was possible to predict successfully
the response of the system to an intruder,

The theory can now be used to predict performance under new conditions and
to evaluate the dependence of its response on various system pararmeters. In
particular, the effect of relative intruder size, attenuation and phase constants for
the coaxial and surface wave modes, loop configuration, and the properties of the
medium can be readily evaluated. The analysis can be easily extended to allow the
prediction of the response to radial crossings, or to account for multiple receiving

antenna.

19

i G b




il K, - ER 1ol

a2 il 3

References

\ 1. Delogne, P. (1976) Basic mechanisms of tunnel propagation, Radio Sci. ;
o 11:295-303,

: 2, De Keyser, R., Delogne, P., Deryck, L., and Liegeois, R. (1978) Compara-~
i ‘ tive analysis of leaky cable techniques for mine communications, Proc.
! Workshop on Electromagnetic Guided Waves _in Mine Envlronments.

3. Harman, R.K., Mackay, N.A.M. (1976) GUIDAR An intrusion detectlon sys-
tem for perimeter protection, Pr 1976

Countermeasures, University of Kentucky, Lexlngton Ky.
4. Poirier, J.L., Karas, N.V., Antonucci, J.A., and Szczytko, M, (1977)

VHF Intrusion Detection A Technique for Parked Aircraft, RADC-TR-77-
334, AD AO051144.

Karas, N.V., Poirier, J.L., Antonucci, J.A,, and Szczytko, M. (1978)

A VHF Intrusion Detection Technique for Isolated Resources, RADC-TR-
LR 78-177, AD A060701. —

! 2 6, Bulletin 1058A, Radiax Slotted Coaxial Cable, Andrew Corp., Orland Park, Ill.
Technical Memo 49, Revision No. 1, Times Wire and Cable Co., Wallingford,

P o s TcTeR
[+,]

<5 o
-3

(I Connecticut.
R 8. Carlson, B,A, (1975) Communications S stems An Introduction to Signals
B and Noige in Electrical Communications, ed., McGraw-Hill Co.,
g New York.
!
i
tt
|
;|
20
I
[
g/ |
Vn R CAR AL A LA TurmtE Fe P e SR SR ' T e aneLL - T " i
“ e, o o S . ST

T T it o »W&AM&M;-&L&_‘,
T A T N T L YO " et g RV T .Y POC) AU SR Y an




