Approved for Public Release; Distribution
is unlimited

DAD53984

)

DDG FiLE oy

30

250p

=g 3~
/ : 3 "t PRI o gt

PROTECTION OF |
PUBLIC EIGURES, |

‘ SYMPOSIUM PROCEEDINGS,

MAY 16-18,1972,

(IN1972
U.S.ARMY MOBILITY EQUIPMENT RESEARCH‘
AND DEVELOPMENT CENTER Vv




This technical note has not been approvad by
the Department of the Army; it is intended
for exchange of preliminary technical infor-
mation to stimulate exchange of ideas.



TR T T S A T ST R ey, e e e - - et s e T T Ty e T

R

el

7

L S

T é, WAL wit o SESIEL

—————]
[ 1] Walts Sachien

1] S sty )
MANGENCED a

F ST — RE: Classified reference-

Title: Protection of Public Figures
: document should remain for unlimited dis-
1] tribution per Mr. Joseph E, Boneta, AMERDC

BTEION/ATAILABILITY ol ~
> Vavt ia)  CONTENTS :)

Page
WELCOME, (OL 3ennett L. Lewis, Commanding Officer,
USAMEREC, .icvveerasevocrnanes e etauseieoananstesesananne 1
’ PROBLEM OVERVIEW, Joseph E. Boneta, USAMERDC........... . 3
i
i AND HAVING WRIT MOVES ON (A Fundamental Look at Assassina-
: tiou and Political Violence), Victor Suski, U.S. Army
| Materiel Command.............. rrerenas e esetararerasan 4
| - THEORY AND APPLICATION OF MAGNETIC WEAPON DETECTORS| -.
James H. Henry, Institute for Defense AnalyseS........... 13
C«/ PORTAL DETECTOR DEVELOPMENT} Nicholas Mogan',-USAMERDC........ 18
A FEASIBILITY STUDY OF WEAPON DETECTORS FOR PARCZL INSPEC-
g TION APPLICATIONS;.Howard Bassen, U.S. Postal Service
721, T o= Y e b o 32
“JAIRLINE BAGGAGE WEAPON INSPECTION;-Arthur Beicr, Federal
Aviation Administration..,..... e teie et eac e 63
CAPITOL PACKAGE INSPECTION, James T, Trollinger, Captain,
; U.S. Capitol Police.......ciiicrivunonrnns crareeaaeae . 65
\
“SDEVELOPMENT OF EQUIPMENT FOR THE PROTECTION OF TRAVELING
PUBLIC}-Dr. Michael Lauriente, Department of Transporta-
o o) ¢ YR, 69
. OVERVIEW OF THE CIVIL AVIATION SECURITY PROGRAM, Thomas Bell,
U.S. Department of Transportation............veveesnuaens 87
- X-RAY EQUIPMENT AND BOMB TRANSPORTATION EQUIPMENT! ‘Ralph L.
Millexr, U.S. Army Picatinny Arsenal.......coccenun. eanen 102
X-RAY COMPONENTS WITHIN THE INTEGRATED ACCESS CONTROL SYSTEM,
Lawrence J. Nivert, USAMERDC, ... .00 ceerncarocansnsnoce 120

IR IMAGING OF CONCEALED WEAPONS, Gerald Gallaghexr, USAMERDC.. 138

MILLIMETER WAVE IMAGING AND APPLICATICNS, Albert J. Yerecman,

USAECOM. .. vevnnncannanen. Peresreassetreatacanntn N

NIGHT VISION PQCKETSCOPE, David K. Anderson, VISAECCGM......

vee. 148

ces 162

HANDHELD THERMAL VIEWER, Joseph J. Wiedmann, USAECOM,........ 175

r—an

k-~




‘_mm‘w oA .

ST

CONTENTS (continued)

STANDARDS FOR DETECTION EQUIPMENT, Robert Mills, Nutional
Bureau of Standards...... e

LR N R R N B I R T I S

STANDARDS FOR DETECTION EQUIPMENT--X-RAY SYSTEMS, tharles N,
Smith, National Bureau of Standards

......................

IR GUNFLASH DETECTION, Gerald Galagher, USAMERNC

- TNTRODUCTIGN TO MINE DETECTION R&D EFFORTS RELEVA<Y TG PRO-
TECTION OF PUBLIC FIGURES;Dr. Karl H. Stzinb ch,
USAMERDC........ .

L I N N R R I NI A S Y'Y

EXPLOSIVE TRACE VAFOR DETECTION, Maryland D, Kemr, USAMERDC..

; ATOMIC AND MOLECULAR DETECTION TECHNIQUES, D:. T.mothy Small,
; USAMERDC. .. cvevivrencnannn

HUMAN FACTORS AGPECTS, James Wallen, Jr., USAMCKDC,

CANINE DETECTION, Henry Knauf, USAMERDC..

oooooooooooooooooo

BOMB DETECTING DOGS IN NEW YORK CITY, Dr. Michael Lauriente,
Department of Transportation........

JOINT-SERVICES INTERIOR INTRUSION DETECTION SYSTEM--ARMS ROOM
PROGRAM, Benjamin Barker, USAMERDC....

et s e s v R ess ety

PSYCHOLOGICAL STRESS ANALYZER, Gerald Galagher, USAMERDC...

PANEL DISCUSSIONS

“j PASSIVE AND ACTIVE ELECTROMAGNETIC DETECTORS‘~§1cholas Mogan,
USAMERDC, Chairman....veveveervrvecnosvvonnsones ceannaa ceee

“~ZEXPLGSIVES AND WEAPONS DETECTING DOGS/)Major R. M, Sullivan,
HQUSAF, Cha1rman...... ...... .

--------- verersoerwerr et

?HUMAN BEHAVIOR ANALYSIS; Fames H, Henry, Institute for
Defense Analyses, Chairman.......

A s P AR RECTTINBRSE S L gPVESE

"7X-RAY INSPECTION SYSTEMS, Dr. D. B, Ebeoglu, Air Force Arma-
ment Laboratory, Chairkan..

ii

208
213

217

231

248

252

256

272

phen sy




< e et e

KR |

ey )

T

[ =
- emad

Y B VTR

"
[ s |

g

WELCOME
By: COL Bennett L. Lewis, Commanding Officer, USAMERDC

Welcome to MERDC. Anyone who has been alive during the past
twenty-four hours and has been listening to radio or television or
reading the newspapers (attempted assassination of Governor Wallace)

knows that this symposium on Protection of Key Public Figures needs no
further introduction.

I want to introduce this symposium by describing our organization
and why the Mobility Equipment Research and Development Center is the
sponsor of this symposium. First, a brief review of our organizational
chain of command. Our next higher headquarters is the Mobility Equip-
ment Command, commanded by Major General John C, Raaen, Jr., and the
next higher headquarters is the Army Materiel Command, commanded by
General Henry A. Miley, Jr. AMC is one of three major commands in the
Department of Army and is the provisioner of materiel to meet the
Army's needs. Of the other two commands, the Combat Developments Com-
mand (CDC) determincs what the Army needs in terms of materiel and

troops; AMC provides the materiel and the U.S. Continental Army Command
(CONARC) provides the troops.

4 nbaal a
For managing the materic

1 it provides, AMC is subdivided into
seven major suberdinate commodity commands. You should be able to
recognize the commodities for which each of these subordinate commands
is responsible by the title of the command, with one exception--the
Mobility Equipment Command., You might consider MECOM the 1972 version
of the purveyor of the nail of the shoe of the horse. We in MLECOM
work on systems, materiel, and procedures to make certain that the mo-
bility potential of the tanks, aircraft, vehicles, and equipment of
the other commands is in fact realized on the battlefield or in sup-
port of the combat troops. The fields of endeavor for which MECOM and
MERDC are responsible are mine detection and mine neutralization and
detectors and sensors. These fields provide the technical expertise
that ied to the assignment of the project on protection of key public
figures. Of all of the work done within the Army on sensors for Viet-

nam, more than half was accomplished here at MERDC with the assistance
of contractors.

Within MERDC's organization work with the broad range of disci-
plines associated with the fields of endeavor is accomplished within
the four major operating departments. These departments include Elec-
trotechnelogy, Military Technology, Mechanical Technology, and Coun-
termine/Counter Intrusion. The sponsor of this symposium is the Coun-
termine/Counter Intrusion (CM/CI) Department. It was established
about a year ago in response to the increase in emphasis on counter-
mine efforts engendered by the casualty reports to military vehicles
as well as personnel from Vietnam. The CM/CI Department absorbed the
then existing Intrusion Detection and Sensor Labgratory which worked
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on projects assigned by the Defense Communications Planning Group, now
known as the Defense Special Projects Group.

The support echelon of MERDC provides support not only to these
four departments but to tenant laboratories which occupy facilities on
the Center's grounds. These include the Night Vision Laboratory, the

Engineer Power Group, the Engineer Topographic Laboratories, and others.

As with any U.S. Army organization, our most important asset is
people. MERDC is one of the laboratories designated to participate in
Project REFLEX. Under this project, MERDC has no manpower ceiling, but
rather the work force is determined by the value and content of the ap-
proved programs. Currently, MERDC requires a workforce of 1300, which
is to include approximately 500 scientists and engineers.

MERDC's work is not only within R&D pregrams and supported by RED
funds, but our programs include work in the PEMA (Procurement of Equip-
ment and Missiles, Army); that is, investment money to buy hardware.
OMA (Operation and Maintenance), and customer funds. The PEMA funds
are in support of quantity production contracts and the OMA funds are
in support of procurement of small, secondary items where the major ef-
fort is the preparation of specifications. Customer funds may be in
any of the other accounts--R§D, PEMA, or OMA, 1In FY 70 the total ob-
ligation authority of MECOM was approximately $117 million, about half
being customer funds. In FY 71 the totel obligation authority was ap-
proximately $77 million, with about $30 million of that total a carry-
vver from preceding years. In FY 72 we are currently at $83 million
and expect to have programs totaling $100 million. Under Project
REFLEX one might have expected our MERDC workforce to grow in FY 72,
but it has not,

Facilities available to MERDC include a test area of 820 acres on

the west side of Shirley Highway, a part of the Fort Belvoir complex.

A majot portion of this area is used for testing of detectors and sen-
SOTS.

In closing, the challenge that faces the attendees at this sym-
posium is great. I note from the rosters that each of you belongs to
an organization with a major responsibility in securing the safety of
our citi:ens and dedicated to meeting that responsibility. I hope
that this symposium contributes to a solution to the problem facing us
and also hope MERDC is a good host in the sense that we educate and
stimulate you, and that we provide for your comforts. Thank you for
your attention and your attendance.
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PROBLEM OVERVIEW

By: Joscph E. Boneta, Chief, Intrusion Detection Division,
Countermine/Counter Intrusion Department, USAMERDC

Colonel Lewis has gone into the background of who we are and in-
to our RED efforts. We have been involved in the area of the protec-
tion of public figures for about three years, and we look upon our
efforts as fitting into two broad scenarios. In the first scenario
we have access control. That is, we can channel the subject through
a doorway, a hallway, a portai, a fence, and thus subject him to co-
vert surveillance for weapons or explosives concealed on his person.
This is relatively easy to do compared to the second scenario, which
is crowd surveillance for the same purpose. A typical example is the
circumstances of the assassination attempt on Governor Wallace in
Laurel, Maryland, yesterday. This was a crowd scenario. The ques-
tion is, '"How do you protect public figures against the sort of thing
that happened there?" We have a crowd situation here today and we
might want to know, in similar situations, who has weapons or conceal-
ed explosives on his person. So insofar as MERDC is concerned, the
two broad scenarios that we will be talking about are those in which
we have access control and those in which we do not,

Now, it is obvious from your presence here that there are many
Federal, State, and Municipal agencies interested in the same or re-
lated activities. We therefore thought that it was high time we all
got together to discuss our mutual problem areas. I would like to
give you a quick feeling of the mix of people here today--from DoD:
Army, Navy, Air Force, National Security Agency, and Defense Special
Projects Group; from Federal non-military agencies: Customs, Postal,
FAA, Department of Transportation, Secret Service, CIA, Atomic Energy
Commission, Government Services Administration, National Capitol Po-
lice, and the National Bureau of Standards. State police are preseut
from Virginia, Maryland, Indiana, North Carolina, Alshama, and Connec-
ticut. Municipal police are present from Metropolitan District of
Columbia, Miami, Dallas, Philadelphia, New York City, and San Jose.

In addition, we weicome representatives from Great Britain, Canada,
and Australia. So we have a tremendous mix of people who all have the
same goals and whe may be engaged in related efforts.

We would like to point out that there will be discussion panels
on dogs, magnetic detectors, X-rays, and human behavior. I would like
to suggest that you hold your questions and comments for the panel
discussions. However, if you have questions that you want to ask the
speaker--just fire away. We want the symposium to be very fruittul
for all attendees and will make time adjustments as reguired. To kick
off our symposium we have a representative from the Army Materiel Com-
mand's RDGE Directorate, Mr. Victor Suski. T think if he had picked
his timing and prepared his presentation this morning, it could not
have been more timely, because he is going tc talk to us about "A Fun-
damental Look at Assassination and Political Viclence."
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AND HAVING WRIT MOVES ON
(A Fundamental Look At Assassination And Political Violence)

By: Victor Suski, U.S. Army Materiel Command

The Moving finger writes; and, having writ,
Moves on: nor all your Piety nor Wit,
Shall Lure it Back to Cancel half a Line,
Nor all your tears wash out a Word of it.

from the Rubaiyat
Omar Khayyam

Thirty-one years ago Pitirim Sorokin, then Chairman of the De-
partment of Sociology at Harvard University, published a book, "The
Crisis of our Age," in which he examined our culture and society and
explained where he thought we were headed. 1 first read this book
some 15 years ago and was impress=d then by Sorokin's passion and the
avalanche of historical facts he used to support his thesis. I never
forgot Sorokin's book. It resided quietly in my memory, kept alive
by the all too-often occurrences of bombings, hijackings, riots, and
what appeared to be the collapse of our moral values ard the flight
of reason and common sense from the public discourse. I asked myself,
"What is happening to us? What does this all mean?'" So, nudged by
that quiet memory, I went back to Sorokin. As far as I am concerned,
he presents the only logical and detailed answers to the questions of
vhat is happening, why it is happening, and where are we going. His
diagnosis fits the facts. If you believe Sorokin's diagnosis, then
you'll understand why this symposium and the devices and techniques
to be demonstrated here are necessary snd, in a unique way, vital,
You will see that we really have no choice but to treat the symptoms,

such as assassinations, (and treat them we must) until the disease
runs its course.

Whet then is Sorokin's thesis? Let us begin. Any great culture
represents a unity whose parts--philosophy, rcligion, ethics, law,
art, science, mores, manners, economics, etc.--are permeated by the
same fundamental principle and in turn articulate the same basic val-
ue. The parts of such an integrated culture are also casually inter-
dependent. If one important part changes, the rest of its important
parts are bound to change. (Culture can be defined as the concepts,
habits, skills, arts, instruments, and institutions of a given people
in a given period, or as the response of a given people in a given
time to their envirenment.) In Western medieval culture the funda-
mental principle of true reality and value was an infinite, supersen-
sory, and superrational God. This is an "ideational" culture., All
authority, all bounty, all punishment, flowed from God. At the end
of the twelfth century, in respouse to new challenges and new needs,
a profoundly different major principle emerged, namely, that true re-
ality and value is sensory. Only what we can see, hear, smell, touch,
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or otherwise perceive via our sense organs is real. Even if something
is there and we cannot sense it, then it is equivalent to the non-real.
This principle slowly rose and met the declining principle of the idea-
tional culture, and their blending produced an essentially new form of
culture in the thirteenth and fourteenth centuries. Its majer premise
was that true reality is partly sensory and partly supersensory. This
culture is called "idealistic."

As time went on the ideational culture of the Middle Ages contin-
ued to decline and the sensory continued to gather momentum. Regin-
ning roughly with the sixteenth century the new principle became dom-
inant. 1In this way the modern form of our culture emerged--the sen-
sory, utilitarian, empirical, secular culture called "sensate.” (Re-
fer to Figure 1.,) The explanation of what we see around us and where
we are going is simply that the sensate system of modern western cul-
ture is disintegrating. We are living at one of the great turning
points of human history when one form of culture is deciining and a
different form is emerging. Like previous turning points or transi-
tions, it is marked by an extraordinary number of wars, revolutions,
and anarchistic behavior; by social, moral, economic, political, and
intellectual chaos; and by a temporary destruction of the great and
small values of mankind. For the past four centuries the sensate cul-
ture served brilliantly, giving us the tools which allowed us to reach
a point where individual freedom and fuifiliment existed as they never
had before. Every form of culture is finite in its creative possibil-
ities. When its creative forces are exhausted and =1l its potential-
ities realized, it either becomes stagnant or shifts to a new form.
When this moment comes, it begins to disintegrate and decline., It is
happening to us now. If we cannot stop it, we can at least try to
understand its nature, causes, and possible consequences. If we do
this, we may be able to shorten its tragic period and mitigate its
ravages. This is Soxckin's main idea.

Western culture is not dying any more than it died when Greece
fell and Rome took up the burdens of civilization, or when Rome fell
and a feudal society strove to keep Western man functioning; but it
is changing just as it did in those periods. Sorokin investigates a
number of parts of our culture in detail, such as the fine arts, sci-
ence, philosophy, religion. We wil® look at a few that have particu-
lar interest for us, such as ethics and law. Every society has some
laws as to what forms of conduct are expected, required, and permit-
ted on the part of its members. The ideational ethic norms were aim-
ed at union with the absolute, which is supersensory. 'Lay not up
for yourselves treasures upon earth.,'" S~nsate ethical norms regarded
pleasure, sensory happiness, and utility as the supreme values (the
maximum happinress for the maximum number of human beings). These led
to the different forms of ideational and sensate law. Ideational law
stated that:
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1. Laws are given by God. As such, they arc absolute and
cannot be changed for utilitarian or other considerations.

2, Crime and sin are synonymous.
3. Punishment includes supersensory penitance (hell).
For the sensate law we have:

1. It is exclusively utilitarian--the protection of life,
property, and the maintenance of peace and order.

2. Norms are relative, changeable, and conditional. Noth-
ing eternal is implied.

3. Virtually ignores theological sins (heresy, sacrilege).
4. No supersensory sanctions.

But one can readily see where sensate law leads. Any sensory
value, as soon as it is put on a plane of relativistic and utilitar-
ian convention, is bound to become more and more relative with time
until it reaches a stage of "atomization'" (as Sorokin calls it) in
its relativism and utter arbitrariness in its conventionality. The
final stage is bankruptcy, because with random arbitrariness each
region, pressure group, faction, or individual has a right to press
for what is in its interest. Since hardly any value is common to or
equally binding on all the groups (say employees and employers),
their interests are usually contradictory. Yet a sensate arbiter in
our legal system today can only rule in terms of what is equitable
for the contending parties in one particular part of the society.
Tomorrow, a different arbiter will rule differently. Everyone will
eventually decide to become his own law giver, di.eming his standard
as good as anyone else's. The resnit is moral chaos and anarchy.

The situation in ethics and law leads to other arveas of inter-
est: criminality, war, and revoluticn. If a person has no strong
convictions regarding right from wrong, if hz does not believe in God
or absolute moval value (and remember this is the age of situational
ethics), and if his hunger for pleasure and sensory values is para-
mount, what is it that guides and controls his conduct toward other
men? Nothing but his desires and lusts. Under these conditions he
loses all rational and moral control and common sense. Nothing ex-
cept physical force can deter him from violating the rights of others.
His whole problem of behavior is determined by the ratio between his
force and that wielded by others. In a society or set of societies
composed of such persons the inevitable consequence will be a multi-
plication of conflicts and of brutal struggles involving domestic
groups and classes as well as nations. Pericds of transition from
one fundamental form of culture and society to another--when the old
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socio-cultural edifice is crumbling and no new structure has yet been
erected, and when socio-cultural values have become almost complete-
ly atomized and the clash of values of diffcrent persons and groups
become utterly irreconcilable because of the crisis of the law--in-
evitably produce a struggle of the utmost intensity marked by the
widest diversity of forms. Within a society it azsumes, in addition
to other conflicts, the form of an increase in crime, and especially

an explosion of riots, revoits, and revolutions. Remember, this was
written over 30 years ago.

Let's look at assassination for a moment. Sorokin doesn't spe-
cifically mention it, but it can be classified with criminality as a
particular type of murder. The material on assassination is taken
from the "Staff Report to the National Commissicn on the Causes and
Prevention of Violence'" (October 1969). The Staff Report defines
assassination as: '"all attacks against 0. :e holders." It defines

certain preconditions for assassinations in > democracy as follows:

1. Weakening of shared democratic values, or a crisis in
which the democratic institutions are incapable of taking effective

remedial action. (These words could be taken almost directly from
Sorokin,)

2. Defamation and vilification of democratic politicians
and institutions. (This justifies to some peoplc the removal of the
¢vil individuals and institutions.)

3. Existence of groups of persons with an ideology and
tactics of direct violence.

4, Presence of persons with propensities for violence,
once the antecedents are present.

At any rate, between 1835 and 1968 there were 81 deadly attacks
on office holders in the United States (16 since 1948).

(Refer to

Table 1.)

TABLE I

Deadly Attacks On Office Holders In The United States
1835-1968
% -Of Individuals
Office Attempts Successes Holding Office
President 9 5 23
Governor 8 3 0.6
Senator . 7 2 0.7
Representative S 2 0.1
Mayor 10 6
State Legislator 17 12
Judge 11 10
Minor Official 10 7
81 47
8
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Now this is not a large number of people. Besides, is 81 men in
a period of 123 years a bad record? To find out, the Staff compared
the United States to other nations. They found that the United
States, out of 88 countries, has the 13th highest level of assassina-
tion attempts for the period 1918-1968, and ranks Sth highest (out of
84) in all assassination events, including plots, in the 20-year pe-
riod 1948-1967. The authors state that: "Although a precise ranking
of countries is impossible, we can say with confidence that the
United States falls well within the category of thoze nations that
experience a high level of assassination.' If we say, of course,
that the United States, with its large popuiation, would have a high
occurrence of assassination because there are more people, we would
weight the previous data and arrive at an assassination per capita
rate, However, assassination rate bears little relationship to pop-
ulation size. There is no evidence that larger countries do, in fact,
sdVE more assassinations than smaller ones, If countries are divided
into groups according to population, the United States still ranks
firsc among the six countries with populaticns over 100 million.
(Se¢e Tables II and YII.)

TABLE 11
Frequency Of Acsassination In Relation tv Population
{For Ccuntriecs Above 50,000,000 Population)
Plots and Attempts,

Country Population Al] Persons
United States 199,700,000 16
India 467,700,000 8
Indonesia 101,000,000 5
Pakistan 100,600,000 5
China 710,000,000 3
USSR 227,000,000 0
Brazil 78,700,000 12
Japan 96,200,000 9
Italy 50,650,000 3
West Germany 57,850,000 2
United Kingdom 54,200,009 0

Table II shows the United States deviatien from the general rule
that high modernity indicates a low assassination occurrence, The
conclusions of the Staff Report are:

1. Violence is not random--political, social, and ecologi-
cal tactors are associated with it (i.e., Scrokin's thesis).

2. Assassination shows a similar pattein to internal vio-
lence and instability. Whatever is related to violent and agressive
behavior within countries is also related to the occurrence of assas-
sinations.
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a. More specifically, a high rate of assassination is
directly related to frustration within the “system" (external aggres-
sion, minority tension, homicide rates, and general political vio-
lence).

b. The higher the level of modernity and the higher
the level of suicide, the less likely that assassinations will occur.

However, as noted before, the United States deviates from this
pattern somewhat. In general, there is a tendency for "modern' high
mass consumption societies to have a low frequency of assassination.
However, the United States and France are exceptions, We are in fact
classified as completely deviant, having all the factors supposedly
conducive to political ztability, such as high modernity, low system-
ic frustration (social wants easily satisfied), low rate of socio-
economic change, and permissive govermmental structure, yet we are
termed unstable and politically violent. The Staff Report admits to
no satisfactory explanation for this., I must say that the Staff Re-
port's work is exhaustive and exposes numerous interrelated issues,
The phenomena of political violence and murder are a complex thing,
and I don't want to give you the impression it is a simple matter. ;
However, time allows only toucking on the highlights of the Report.

Where, then, does this leave us. Sorokin offered a diagnosis
30 years ago of what is ailing us. He may be wrong in detail, but
he cannot be wrong in general because we are a species still evolv-
ing. Men, a few centuries hence, will look back with a shudder at
our primitive existence, just as we now look back on prehistoric man.
There are bound to be '"ups" and "downs' in this progress.

The Staff Report fills in details concerning one aspect of life
in our times. It says we are a violent, unstable society, and that
as internal violence increases so too will assassinations. And
Sorokin tells us violence will increase as the crisis in Western cul-
ture deepens. 1 think the situation is pretty well described by my
two sources. Therefore, we must energetically develop equipment to
detect weapons and explosives not only for the protection of office
holders, but alsoc for other key elements of our society, such as
energy sources and communications, Perhaps such vigilance can pre-
vent the worst of the outrages which are sure to happen, or at least
lessen their intensity.

o T 1 S SRR et e R A Nt e T bt ©

A speaker ought to end his talk on an 'up-beat" note. Today, I
cannot, I wish I could. Perhaps, the fact that development of
equipment and some hard thought have started is promising.

I wish to thank E. P. Dutton § Co. for their permission tc quote
from "The Crisis of Our Age'" by P. A. Sorokin, Copyright 1944, E, P. _
Dutton § Co.; renewal, copyrighted 1969, by Helen P, Sorokin, Dutton 5
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THEORY AND APPLICATION OF MAGNETIC WEAPON DETECTORS
Bv: James H, Henry, Institute for Defense Analyses (IDA)

The device most frequently suggested for detecting the presence
of a concealed handgun or grenade ic a metal detector., Indeed, it
is an old proposal and, as we shall see, it has its difficulties.

It is my role in this symposium to set the stage for the speak-
ers who follow and who will discuss particular instruments and pro-
grams for detecting handguns, concealed handguns, and other metallic
weapons. Despite the title of ay paper, I will not present the theo-
ry of metal detectors (a complex subject at best). Rather, I hope to
establish a background and an understanding of the nature and prob-
lems of metal weapons detection and metal detection: techniques--
what they can and cannot do. Af*er reviewing particular aspects of
metal detection history, I shall present, in simplistic terms, the
elements to be considered in metal detection. I shall mention some
of the quantities that are subject to measurcment and indicate the
instrumentation problem under operational conditions.

Historically,l the first reference to gun detectors was in a pat-
ent filed by C. N. Clark on 12 April 1895 (Patent No. 541, 719).
Clark placed in a building a large air coil electromagnet connected
to a galvanometer relay. He claimed that when persons came near tc
or walked away from the c¢oil, the needle of the galvanometer wcuid be
deflected. In his patent application, Clark stated, "It is further
understood, that any stationary iron in the magnetic field would not
produce a deflection. But, whenever a person having metal upon his
body moves into the magnetic field or away therefrom, the galvanom-
eter is actuated. On the other hand, a piece of soft iron may be
suspended cr arranged near the coil, so that when a person not having
any iron on his body approaches or moves from the magnetic field, the
jarring of the floor or other pari of the siructure causes the soft
iron to vibrate and disturb the magnetic field of ths coil and conse-
quently, causes a deflection of the galvanometer.' The idea, then,
of gun detection based on magnetic principles is at lcast 77 years
old.

A number of other patent applications followed. 1iIn all, they
attempted to measure a change in the magnetic field, one usually
lying between a dc electromagnet and a pickup solencid. Most of the
"inventions'" were rudimentary. One developed by J. C. Becker (et al.)
in the early 1930s was somewhat more sophisticated. It used an alter-
nating current and a pair of long solenoids concealed in a doorway.
Perhaps this was the first of the Portal Detectors developed. It was,
however, defective in that its field shape and direction were such
that it proved to be an unreliable gun detector. In true patent ap-
plication language, Becker's specifications contained the words: "..
it will be realized that whereas we here have shown and described a

o

ki & indi




o il L S e

practical and operative device, nevertheless, many changes might be
made in the size, shape and number, and disposition of the parts
without departing from the spirit of the invention.'" One theme of
my remarks is contained herein--'""There are manv changes possible."
Other devices have been develcped and patented, and yet, it seems

there is much more that can be done in the field of concealed hand-
gun detection.

A substantially improved detector was patented by D. G. C. Luck
in July of 1934. (Incidentally some 10 years ago, Luck worked at
IDA. At that time he was trying to devise ways by which guns could
defend against ICBMs.) I won't describe Luck's gun detector device,
but in his description he wrote: "...that an unbalance of one part
in 20 millionths is thus easily observable., At such sensitivities
masses as small as shoe nails in the protected region begin tc be in-
dicated, while such objects as a small gun or a set of brass knuckles
give a tremendous effect. <This, however, is an exceptional condi-
tion. In the normal installations, the device is adjusted to give
the alaim on the smallest types of guns. Unfortunately, the sane
sensitivity will also detect such bodies as tobacco tins, spectacle
cases, trusses, and in particular, steel arch supports which many
people unknowingly wear in their shoes. This fact limits the major
usefulness of the device to conditions under which the cause of each
alarm can be investipated and some embarrassiient to innocent persons
is not a disadvantage. That is, such a device as this is useful for
arms smuggling into penal institutions or metal pilfering trom indus-
trial plants, as well as for the detection of metal in package goods,
such as foodstuffs or textiles; but it is of little use for purposes
like protection of commercial banks or stores from armed robberies."
This refers to the false alarm problem that remains today,

With that introduction then, let us now examine some specifica-
tions or requirements that enhance the usefulness of metal detectcrs.
Obviously, we would like to have a high probability of detection at
an adequate range. At the same time we would like a Jow false alarm
frequency. It should not be necessary to have a human observer, The
device should be portable and should record what is sensed. Further-

more, it should be conspicuously visible so that it will deter crimi-
nal activity.

Now a note on the mathematics of metal detectors (Figure 1).

This is one form of the statement showing the elementary relationship
for metal detectors. In the figure, the metallic weapon (perhaps a
gun) is represented by the magnet. At a distance d from it, you have
an instrument searching for the presence of the gun. The degree of
magnetism in the gun (called its magnetic moment) is represented by
m. Its major dimension is £. The distance from the sensor to the
gun or the imagnet is d. The strength of the field from that gun (its
magnetic field) varies inversely as the cube of the distance. For
example, if you had an instrument capable of detecting one kind of
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magnetic inaterial with a magnetic moment of one at a distance of 1
foot (or unit distance), it would be unable to distinguish this from
an object having a magnetic moment of 27 at a distance of only three
units. In other words, this inverse cube relationship dominates,
setting requirements for sensitivity and masking. A second class of
sensors induces a magnetic field in the weapon. This is called an
active sensor. The induced magnetic field in the weapon itself is
detected, Here, we have transmission and reception (i.e., both
ways), and the law here is that the sensitivity falls off inversely
as the 6th power of the distance. Thus, metal detectors come in two
classes: those that try to measure the local modification of the
ambient magnetic field (passive) and those that induce eddy currents
with resultant local magnetic field changes. The latter ave capable
of detecting all metal objects, not only those made of magnetic ma-
terials.

SENSOR

f 2]

for d>>4, H =_i_§L [] +3Cosze]l/2

Figure 1. Mathematical Relationship for Metal Detectors

Devices for measuring the intensity of a magnetic field are
called magnetometers. They are classed as absolute or relative, de-
pending on whether they are capable of being calibrated without di-
rect comparison with a standard magnetic instrument, In weapon de-
tection we are normally concerned only with relstive magnetometers.
Perhaps, the most common is the flux gate saturable corc magnetome-
ters, These instruments have some advantages over the older types
of relative magnetometers. In essence, the instrument has a sensing
element or core of permalloy, or similar material which hecomes mag-
netically saturated in very low magnetic fields. There are two
ceils wound on this core. One ccil surrcunding the core excites it
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to mean saturation at a basic oscillator frequency. When there is
no externally applied magnetic field, the alternating magnetic flux
induced in the second coil is symmetrical or balanced in both halves
of the alternating field. But, an external magnetic field along the
axis of the core causes it to approach saturation more quickly dur-
ing one-half of the cycle, so that the resulting flux is asymmetric
These saturabie core magnetometers were developed during World War
IT for use in airborne detection of submarines. I realize that this

explanation is superficial, Furthermore, there are a number of vari-

ations.

As to sensitivity and units, we have already indicated a possi-
ble sensitivity of one part in 20 million. Indeed, we can do a good
deal better than that. The unit of magnetizing force is called the
oersted, and when multiplied by the permeability, the magne.ic flux
or magnetic induction is calculated. The latter is measured in a
unit called the gauss, and 1/109,000 of a gauss is called a gamma,
The earth is a magnet having a magnetic field in the region of the

equator of .30 to .40 oersteds, and at the poles .60 to .70 cersteds.

This is the magnitude of the ambient field. Guns, for their part,
can have magnetic moments ranging from zero (you can demagnetize a
gun) to factors of several thousand gammas. The magnetic moment of
a gun is highly dependent on the gun's hardness, its thermal and
shock history, the ambient field in which it is in, the relative po-
sition of the components, and so on. Guns are not very constant in
their magnetic moment and are subject to change.

Now let us consider some of the variables that we can measure.
I am going to ignore passive mngnetometers, pr.marily because of the

difficulty of getting a2 satisfactory range, and also because of their

great tendency for registering false alarms,

The active sensor devices already mentioned are more popular,
These induce an eddy current by alternating electric current field
coils, and one of the possible variables is the freauency of the
alternating current. Two potential measvrements are losses. One is
caused by the demagnetization of the gun itself and is called the
hysteresis loss. It is proportional to the frequency and the 1.6
power of the field strength., The other is the eddy current loss
(loss induced in the target by the alternate magnetic field) which
is proportional to the square of the frequency and the square of the
induction, With simultaneous measurements at different frequencies
and different fields, one can estimate the properties of the materi-
al being observed.

Finally, we list four items which we can measure, but not
necessarily with ease, We can measure the conductivity of the mate-
rial in the magnetic field. We can measure the permeability (the
thing that relates the magnetic force to the induction). We _-°n
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make estimates of the size of the device, although in a fairly com-
plicated fashion. Finally, we can make a calculation cr a determina-
tion of the position of the gun. There are other things that can be
measured, but the aforementioned items are the principal ones that
most of the magnetic detection devices seek to acquire,

Some of the problems should be mentioned. I have already men-
tioned the difficulty of camouflaging, A larger object can be camou-
flaged by a smaller object. Things like toy guns can cause a problem
if the metallic composition is similar to that of a regular gun,
Furthermore, there is a noise in the magnetic field on the earth which
undergees change because of power lines and electrical devices. Some
weapons are non-metallic. Perhaps the most pressing problem is that
of false alarms. Usually, whsn making an observation of an individ-
ual, there is mure than one metallic object on his person.

These introductory remarks, which are not really theory, are
intended to give you an idea of metal detection and its problems.
In practice, increased detection probabilities can be achieved, at
a price. Currently, emphasis seems to be on producing a weapons de-
tection device that costs under a thousand dollars, or thereabouts,
I suspect that a really satisfactory instrument at this price is not
feasible. However, it may be possible to exploit the techniques re-
cently introduced in geophysical prospecting and in mine detection.
An expensive R§D program (perhaps in the millions of dollars) could
develop a device that might cost fifty-thousand dollars, with accom-
panying improvements in portal detection for controlled access situa-
tions.

1

The material in this section is drawn from the unclassified
Introduction of "A Weapon Detector,'" Paul Baran and Harold
Steingold, RM 5011 ARPA, July 1966, SECRET.
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PORTAL DETECTOR DEVELOPMENT

By: Nicholas Mogan, Intrusion Detection Division, CM/CI Department,
USAMERDC

Portal Detectors are walk-through type weapons detectors which are
riormally used at entrances to controlled areas. Sometimes they are re-
ferred to as access control systems.

The development work at the Mobility Equipment Research and Devel-
opment Center (MERDC) involves the use of portal detectors for two dif-
ferent applications, with accordingly different design goals. GUne of
our missions is the development of a highly sophisticated detector for
the protection of key pubiic figures. This scenario requires very high
detection reliability and extremely low false alarm rates. The chance
of detecting a .32 calibre or larger gun must be 99 percent or better,
while the number of false alarms must be kept to about 5 percent, This
would allow the authorities to handle suspects in the proper manner. It
is expected that only a limited number of this type of detector will be
needed; therefore, cost factors are not of primary impor:ance. The em-
phasis is on detection performance. Cost, weight, power consumption,
and operational complexity are not critical, although every attempt will
be made to achieve a cost-effective design, :

The second type of detector is being developed mainly for military
applications. It is intended to be used at check pointe for screening
individuals entering a restricted area. In many cases it is not criti-
cal if a small percentage of weapons get through the check point. This
detector must be portable, easy to install, simple to operate and main-
tain by the troops, suitable for battery operation, and designed for
low-cost quantity production., The projected detection reliability is
90 percent for .32 calibre or larger weapons, with a 10 percent false
alarm rate.

At this point, I want to define detection reliability and f
alarms. Take a number of samples representing the commercially avall-
able weapons. Let's say we select 10 weapons of different sizes (.32
calibre or larger) and we carry each weapon, in random positions and
orientations, 10 times through the detector, making a total of 100
passes, If we get 90 detections, then the detection reliability is 90
percent for that group of weapons. By false alarm we mean a weapon in-
dication from any non-weapon object normally carried by peaople.

All the portal detectors presently in use are essentially metal
detectors, either passive magnetic or active electromagnetic. The first
passive magnetic portal detector at MERDC was built in 1965. It was
called the Magnetic Concealed Intrusion Detector (MCID) and utilized
both the principle and the electronic components of a pa551ve magnetic
intrusion detector. This portal detector was field-tested in the Comin-
ican Republic during the 1966 uprising. The reports indicated that the
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detector was useful, but not suitable for operation on the streets be-
cause of moving vehicles. The test results indicated that adequate de-
tection reliability could not be obtained with a reasonable low false
alarm rate. It was concluded that in order to improve detection versus
false alarm rate, an active system would have to be used.

MERDC developed its first active portal detector in 1966 (Figure
1). Two experimental models were built of plywood. The main objective
was to establish a uniform field which would result in a signal ampli-
tude independent of the orientation and position of the target within
the detection zone. Very good uniformity (about 2:1) wuas achieved by
using large rectangular transmitter coils on each side of the portal.
Also, one receiver coil was used on each side, overlapping the trans-
mitter coil for zero-mutual coupling. This means that no voltage will
be induced in the receiver coils if no metallic object is present with-
in the portal.

Although the design objectives were met, we experienced several
problems during the evaluation of this detector. One was the shoe prob-
lem. Arch supports, which are built into most of the better shoes,
caused alarms since the shoes were near the bottom coils. A minimum
separation of 12 inches between the shoes and the bottom coils was re-
quired in order to minimize the shoe signal, Other disadvantages were
the large size of the structure and the time consuming effort cf balanc-
ing the coils each time the detector was set up at a new location or
when large metal objects, like steel desks or cabinets, were relocated
in the vicinity of the portal.

The development of the electromagnetic portal detector (refer to
Figure 1b, symposium paper '"Integrated Access Control System," by L. J.
Nivert) was resumed in 1969 under the '"Protection of Key Public Figures"
project. One task of this project was the development of an Integrated
Access Contrel System consisting of an early warning electromagnetic
portal detector and a short pulse X-ray personnel inspection system.
Only the electromagnetic detector is covered in this paper. The X.ray
system is covered in Mr. Nivert's presencation,

In addition to uniform sensitivity, the portal detector was built
in accordance with the following new design objectives. First, we want-
ed to reduce the size so that the detector would be more portable. We
decided to eliminate the mechanical ties between the left and right side
of the portal, thus making the detector more suitable for covert inspec-
tion. Naturally, we can't tolerate false alarms from shoes. If we want
to detect stainless steel guns, the system must also be sensitive to
conductive materials, During related RED efforts MERDC developed sys-
tems for obtaining and displaying the phase angle between the signal
voltage and the transmitter coil current. It was decided that this in-
formation will be used for better discrimination between targets and
metal clutter items. A wider range automatic balancing was also needed
to make the manual balancing less critical. To obtain test data on the
potential advantage of simultaneously using two frequencies one unit
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was designed to operate at either 380 or 1500 Hextz. Last but not

least, the porral detector had to be interfaced with the X-ray inspec-
tion system.

The two portal detectors developed for use as a component of the
Integrated Access Control System are called PDS I and PDS II. Both de-
tectors have the same basic coil design as shown in Figures 2 and 3.

The two rectangular lateral coils facing each other are producing a hor-

izontal field, while the eight solenocidal coils connected in series are
producing the vertical field.

The PDS I detector (Figure 4) consists of two 1-foot diameter col-
unns. This unit, operating at a relatively low frequency, is mainly
sensitive to ferrous material, although it still is able to detect
stainless steel guns with ferrous barrels. The second unit, PDS II, is
very similar to this one, but has a shield outside of the coils. PDS II
works at approximately 1500Hz and, using phase information, it can dis-
criminate between ferrous and non-ferrous objects,

The PDS II was evaluated at MERDC for false alarm rate. It was
found that the solenoid channel was too noisy; therefore, it was dis-
connected during the tests. Using the lateral coils only, about 55 per-
cent of the medium size hand guns were detected while 6 percent of the
office personnel caused alarms with normally carried metallic items, ex-
cluding briefcases and ladies' handbags. Comparing the performance of
the PDS IT with the British Rank detector, which was also evaluated at
MERDC, the PDS II was found far superior,

With the active detectors, concern was expressed over the effects
on patients with cardiac pacemakers. In cooperation with Walter Reed
Army Hospital, both the PDS I and PDS II were tested with patients hav-
ing cardiac pacemakers., Thirty-nine patients with nine different types
of pacemakers were studied. Each patient stood for at least 30 seconds
next to the transmitter coils while his heart function was monitored on
an EKG machine, It was determined, and I quote:

“"There was not a single instance of a change in rate of the
firing pacemaker, a failure to sense of the demand pacemaker, or a fail-
ure to pace in the appropriate setting. In conclusion, the PDS I and
PDS II Portal Detector Systems had nc effect on the pacemakers tested."

During 1971, Westinghouse Electric developed a portal detector
{Figure 5) called the WD-4 weapon detectcr. This detector operates on
two frequencies (about 100 and i000Hz) simultaneously. The signal pro-
cessor compares the phase angles of the signal obtained on the two fre-
quencies. This method leads to extremely good discrimination between
weapons and clutter items. The detector was tested and evaluated by the
FAA and the Transportation Systems Center, Cambridge, Massachusetts.
Comparing the WD-4 with the PDS II, the Westinghouse detector seems to
have better detection reliability for small weapons. Because of its
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extremely good dete~tion reliability, it was decided to procure two mod-
ified WD-4 units for the Protection of Key Public Figures program, even
though their large tunnel-type structure is very difficult to conceal,

Our present active portal detector development effort includes two
types of equipment: one, an improved PDS detector; and two, a modified
Westinghouse detector.

As a result of an in-house experimental effort, the signal-to-noise
ratic of the PDS I and II was greatly increased, expecially in the sole-
noid coils. This was achieved by winding a coil of a few turns directly
onto the transmitter coil. This coil, called a bucking coil, is connect-
ed in series opposing with the receiver coil. A much better null could
be maintained in this manner than by using a bucking trarsformer within
the electronic package. This method will be incorporated in the next two
improved portal detectors. Better discrimination will be achieved by im-
proving the phase angle computation. The weight of copper wiring will be
reduced since the improved signal-to-noise ratio requires less ampere-
turns. A new type of receiver electronics will result in lower cost. An
additional feature will be the target position indicator which can dis-
criminate between targets in the upper, center, or lower third of the
portal, Another feature will be the use of two receiver columns with one
transmit column, People car go through in two lines, allowing the detec-
tor to handle more traffic. The Westinghouse detcctors will be modified
to reduce the size of the portal, making it compatible with a revolving
door; and the electronics will be improved, resulting in better detection
performance.

The block diagram of the PDS detectors being built is shown in Fig-
ure 6. Separate frequencies are used for the transmitter coils and re-
ceiver coils to avoid cross-talk, a technique similar to that emplcoyed in
PDS II. By using two receivers for both the lateral and solenoidal coils,
ve can obtain the position indication. Beside the bucking coils the null-
ing coils are shown; they are used to obtain the reference voltage for the
automatic nulling circuit.

The different applications of the PDS detectors are shown in Figure
7. The units can be set up anywhere in a hallway; or if the hallway is
narrow, they can be placed behind walls. The lower picture shows the ap-
plication of the dual passageway, the transmit coil in the center and the
two receiver coils, right and left.

In addition to hardware development, an extensive R&D program will
be carried out investigating the signatures of various targets in the PDS
in both the time and frequency domains. This work, which utilizes digi-
tal cemputer technology, may lead to discrimination between briefcases
and handbags with and without a gun inside. At the present time neither
the Westinghouse nor the PDS detector has this capability.
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It was mentioned earlier that any passive detector has its inherent
limitation concerning detection reliability versus false alarm rate,
while the relatively low cost and very low power requirements (suitabili-
ty for battery operation) are definite advantages of these devices. The
development of our thin strip line sencors for intrusion detection gave
us an opportunity to consider the use of these sensors for a passive por-
tal system. One advantage of the line sensor over the point senscr is
its uniform sensitivity along a line parallel with its major axis. A
disadvantage of the passive system is that magnetized small steel items
can give as big or even a bigger signal than a hand gun. This problem
can be overcome by the use of a DC field produced by DC current ox by
strong permanent magnets. This will definitely be necessary if the de-
tectors are to be used on the streets. The increased field within the
portal will reduce the effect of distant moving objects.

Considering these features, it is expected that a reasonable detec-
tion versus false alarm rate can be obtained, although the performance
of a highly sophisticated active portal detector will not be matched.

In those situations where occasionally missing a weapon is not critical,
a passive portal detector certainly has its merits. For example, such
an application would be the screening of the general public for conceal-
ed weapons. I think such a detector could be used in those states where
the law prohibits carrying a concealed weapon.

In February, MERDC initiated the in-house development of a passive
portal detector using thin strip line semsors. 71wy approaches were con-
sidered. In the first, sensor strips are taped to an existing door frame
(Figure 8). In this case, the complete system will fit in an attache
case. Since the sensor strips are inexpensive, they are expendable (and
can be left in place). The electronics can b¢ used with new sensor

strips. The production cost for nne complete package is expected to be
under $300.

The other configuration has its own frame or portal. This allows
more freedom for the sensor design which can r-suit in a lower false
alarm rate. The portals can be folded into a flat, easily portable pack-
age. An experimental detector (Figure 9) was built at MERDC. The hori-
zontal wire loops are primarily sensitive for vertically oriented tar-
gets, while the vertical loops are for horizontally oriented targets.

The expected production cost of the complete system is under $500.
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PDS I Detector

Figure 4.
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A FEASIBILITY STUDY OF WEAPON DETECTORS
FOR PARCEL INSPECTION APPLICATIONS

By: Howard Bassen, Project Engineer, U.S. Postal Service Laboratory

Abstract

Off-the-shelf and experimental metal detectors were evaluated
for the location of "suspect' parcels containing illegal weapons or
pipe bombs. Certain techniques proved effective in screening mail,
thus cutting down the work load of a hypothetical X-ray inspection
system,

A precision magnetometer was used by the author to obtain abso-
lute magnetic measurement data on various handguns and metal objects.
A commercial fluxgate gradiometer was then installed about a convey-
or belt and used with an automatic data acquisition system. A field
test on 2000 parcels showed false alarm rates of 20 percent to 35
percent for this equipment when small pistols were to be always de-
tected.

A contractual effort resulted in the development of a two-axis,
active weapon detector with very stable and uniform sensitivity
characteristics. A field test similar to the one previously mention-
ed yielded a false alarm rate of approximately 20 percent to 35 per-
cent when small pistols were to be always detected. While this re-
sult was no better than that of the passive detector, less interfer-
ence from nearby moving objects was observed with the active system.
The small aluminum frame and stainless steel pistols which can evade
the detection of passive systems also established a basis for choos-
ing active detection techniques.

All work was done under an experimental program by the U.S.
Postal Service Research Department. The metal detectors and the
X-ray equipment studied have not been, or necessarily will be, oper-
ationally used by the Postal Inspection Service.

Introduction

A program was begun in 1969 in the U.S. Postal Service Research
Department to develop devices that could be used in the detection of
illegal weapons and bombs in the mails, A primary tool for such ap-
plications would be an X-ray system which would allow non-destruc-
tive parcel examination. In order to reduce the number cf 'suspect"
parcels to be X-rayed, various pre-imaging sensors were considered.
Metal weapons detectors were found to be highly promising for such a
screening procedure and were evaluated by the U.S5. Postal Service
Laboratory.
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Passive Magnetometer Fundamentals

Because of their low cost and wide availability, fluxgate magne-
tometers have been widely used by commercial airlines in recent years
for anti-hijacking (weapon detection) purposes, A short 3-month fea-
sibility study was carried out with modified commercially available
magnetometers to determine their effectiveness as a non-destructive
means of examining parcels for illegal handguns, pipe bombs, rifles,
and grenades. Fluxgate magnetometers have been successfully used for
the measurement of static magnetic fields, such as the earth's mag-
netic field (terrestrial magnetism). Both the amplitude and orienta-
ticn of large and small static and slowly varying magnetic fields may
be accurately measured with fluxgate magnetometers over the range of
several Gauss, to 10~> Gauss (1 Gamma). The earth's field in the
Northeastern United States is approximately 0.5 Gauss at an angle of
75° from the horizontal.

Small ferromagnetic objects (iron and steel) perturb the earth's
field in their immediate vicinity because of their high permeability.
Therefore, when ferromagnetic objects mcve into the vicinity of a
magnetometer, a net change in the earth's fieid may be measured. A
very small, time-varying component of the magnetometer output voltage
results when a ferromagnetic object is moved past the magnetometer
probe, It can be separated from the large dc voltage proportional to
the earth's field by using dc bucking voltage or high pass filtering.

The above measurement of induced magnetism (perturbation of the
earth's field) is only one of two quantities simultaneously measured
by a passive magnetometer. The second quantity is permanent magne-
tism, Guns are known to pick up permanent magnetism when fired,
since the magnetic domains in steel align with the earth's field wnen
mechanically shocked. Thus, an object's total magnetic moment (the
quantity measured by a magnetometer) may be described as:

M=1+P {(all are vector quantities)
where: M = total magnetic moment
I = induced magnetism
P = permanent or residual magnetism due to exposure to

magnetic fields or mechanical shock

An object may register a varying amount of total magnetism rang-
ing from zero (if 1 =-P) to quite a large registration ([Pl)}‘ll ).
The case of zero registration is of no practical concern, since its
probability is minute and has never been experimentally observed in
the duration of the survey. If permanent magnetism exists in an ob-
ject, it is usually a much greater quantity than the induced magne-
tism of the object.
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While their detection zone is omnidirectional, passive magnetom-
eters have a sznsitivity to an object which is dependent upon the
ferromagnetic object's orientation with respect to the magnetometer
axis, Objects perpendicular to this axis are poorly detected. Sen-

sitivity also varies inversely with the cube of the distance from ob-
ject to magnetometer,

The gradiometer consists of the combination of two magnetometers,
oriented along the same axis, and connected so that their voltages are
in opposition (Figure 1). The net output of a gradiometer in the
presence of a locally uniform magnetic field, such as the earth's
field, is zero. By establishing a '‘common mode" rejection of the
earth's field, a gradiometer is capable of directly measuring only the
local field gradients (such as those caused by weapons). Large, but
distant, ferrous objects which are moving (elevators or carts) are al-
so ignored if they are approximately equidistant to both magnetometers
within the gradiometer structure. The gradiometer is therefore much
more suitable for the measurement of smail gradisnts in a non-constant

magnetic environment, such as a post office, where large steel objects
(carts and machinery) are likely to be moved about.

GRADIOMETER HOUSING
(NONFERROUS)

MAGNETOMETER 2

7
Yanssas

EARTH'S MAGNETIC LINES OF FORCE

MAGNETOMETER 1

FERROMAGNETIC
OBSECY

Figure 1. Illustration of a Gradiometer
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Passive Magnetometcr Experiments

A variable speed conveyor belt, 12 feet long and 17 inches wide,
was used to transport various ferromagnetic test objects past a pre-
cision magnetometer probe, facilitating the measurement of both con-
veyor belt background noise and test object signatures. The precision
magnetometer was borrowed from the Naval Ordnance Laboratory, White
QOak, Maryland. Absolute measurements (in Gawnas) of both static and
time varying magnetic fields are determined with this device. Since
the fluxgate magnetometer is a vector type device, the following com-
ponents of the magn.tic fields under test were measured as shown in
Figure 2.

1. Vertical (probe axis pointing up perpendicular to the
floor).

2. Longitudinal (probe axis pointing parallel to the line
of flow of the conveyor belt).

3. Lateral {probe axis pointing across the belt perpendic-
ular to the line of flow of the conveyor belt and par-
allel to the floor).

The measurement of magnetic interference from the conveyor belt
yielded several important facts as to the magnitude and source of
such interference. In the vertical and longitudinal orientations, a
periodic magnetic signal was observed on the ordexr of 50 to 300 Gammas.
By loosening the belt and manually turning an end roller, the scurce
of the interference was found. Apparently, all the rollers possessed
some permanent magnetism. Most belts have two large enrd rollers, 3
inches to 6 inches in diameter, and several small rollers, 2 inches
in diameter, along the length of the belt which maintain the proper
tension and alignment of the belt material (rubber-coated canvas).

By mounting the magnetometer probe in the lateral direction (probe
axis parallel to the roller axis) almost no magnetic interfercnce was
observed (less than 5 Gammas peak), except when the steel belt lacing
passed the probe. These observations were consistent with those made
on a second standard conveyor belt used in the field test.

Various test objects were measured for three probe orientations.
A group of simulated gun barrels (3/8-inch-diameter and 1/16-inch-
thick wall, steel pipes) were used, along with several handguns,
training grenades, and a 2-inch diameter pipe, to provide a set of
contraband signature data. All objects were demagnetized with a com-
mercial magnetic tape eraser so as to provide the minimum signature
case for all experiments. Before demagnetizing each object, however,
measurements were made to provide insight into the amount of permanent
magnetism present in the object. Usually, the permanent magnetism was
two to 10 times greater than the induced magnetism measured for an ob-
ject under test. The test barrels (2, 4, and 8 inches in length)
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proved the most difficuit objects to dctect since they cculd be ori-
ented perpendicularly to the magnetometer probe axis, yielding mag-
netic signatures below thc background noise level (when 10 inches oi
more from the probe). Handguns and the 2-inch-diameter pipes (simu-
lated pipe bombs) were not so unidirectional in their magnetic char-
acteristics and were always measureable at distances of 15 inches cr
less from the probe. The signal to noise problem was significant at
distances of mcre than 15 inches. This is why the commercial, door-
portal weapon detection systems use six or eight magnetcmeters to
search a man passing through the array.

Figure 3 gives typicsal test data for the above targets. Both
noise and target readings were measured, in conjunction with the
laboratory conveyor belt, in all three prode orientations. Field
test data on the same objacts were obtained with the precision mag-
netometer, using an operstional conveyor belt slightly larger than
the laboratory conveyor belt. Field test data for each object were
within 50 percent of the laboratory data.

vsmms "mﬂj

—— = LATERAL
LONGITY
BELT LACING / D"‘E?
Ve / IR

Figure 2, Conveyor Belt Terminology




DISTANCE TO | READING AFTER
TEST OBJECT on:mmfm PROBE DEMAGNETIZING
INCHES GAMMAS
SORULATED PISTOL | LONGITUDINAL 6 15
BARREL
#-1/2" LONG!
SBMULATED PISTOL | LATERAL 6 45
RARREL
SSMULATED PISTOL | VERTICA!, 6
BARREL (FROM TOP END) 50
HOPKINS & ALEN | BARREL 0 35
38 REVOLVER LONGITUDINAL
HOPKINS & ALLEM | BARREL 10 30
38 REVOLVER LATERAL
HOPKRIS R ALLEN | BARREL 10 (FROM 120
38 REVOLYER VERTICAL CENTER OF GUN)

Rote: Background Noise = 5 gammas P, ?.

[3

Figure 3. Precision Magnetometer Data for Test Objects

Note: Black tubes house gradiometer. The white bands at the ends
of the rod indicate individual magnetometer locationms.

Figure 4. Gradiometer Installed About a Couveyor
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Gradiometer Evaluation

A survey of commercially availuble passive detectors (magnetom-
eters and gradiometers) was made after the above measurements wvere
performed. Magnetometers were evaluated and proved less suiteble
than gradiometer systems beczuse of their lack of "common mede' mag-
netic rejection of large, distant, moving objects. The Schonstedt
SD Z svstem was choscn because of its wide dynamic range (+3 to £100
Gammas). The unit also had 3 static field d¢ balance feature allow-
ing use near large stationary steel objects, such as a conveyer belt,
The modified gradiometer system was tested in conjunction with a
model G-25 conveyor belt {29 inches wide and 25 feet lonrg) at the
field test site. A lateral mounting configuration was used as shown
in Figure 4, with one gradiometer placed below the field test convey-
or belt and cne gradiometer placed above it. Typical test data vs
pesition is shown in Figure 5, with the nine test positioms illus-
trated.

The outer magnetometer of each gradiometer was positioned under
or over the centerline of the conveyor belt. The tep gradiometex had
to be positioned only 15 inches above the belt in order to maintain
sufficient sensitivity for all test iargets, The resulting sensitiv-
ity vs target position was not uniform, but maintained an adequate
signal-to-noise ratio tor ail targets tested. The conveyor noise was
approximately 0.5v peak (the output signal was specified by Schonstedt
as approximately 0.lv/Gamma), and the smallest signal recorded for a
handgun was approximately 1,0v peak. Figure 6 summarizes figld test
target data, with each target being run through the array in test po-
sitions (1) through (9) and run in the vertical, longitudinal, and
lateral crientations for each position. Thus 27 pieces of data were
recorded for each target, except for the larger objects, which come-

rimes occupied two test positions in a single run. Test weapons are
shown in Figure 7,

The vertical orientation of gradiometers provea unsatisfactory
because of high (5v peak) noise introduced by the conveyor belt roll-
ers. The permanent magnetism of the rollers apparently was asymmet-
ric with respect tu the gradiometers, otherwise such noise wouid be
elininzted as a "'common mode" signal, A longitudinal mountinyg of the
gradiometers was more successful, yielding 1v peak noise (1C¢ Gamma).
This was substantially less than the noise measured by the magnetom-
eter under similar orieatation, implying that a degree of common mode
rejection was occurring in the gradiometer array.

Data Acquisition System for the Gradiometer Field Test

Automatic data acquisition for fisld tests was accomplished with
the followirg system, A peel detecting, absclute valus circuit (¥Fig-
ure 8) was used to obtain the magnitade of the peak of the gradiom-
cter output voltage when a target passed the probe. A photocell-gated
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MAGNETOMETER1  gR MAGNETOMETER 2

® 108%) © 9%
NULL 20NE 1
|
(76%) i
20" (
| ]
______________ OLLd I, 1
F MAGNETOMETER 3
L 15"

Figure 5. End View of Gradiometer Array Illustrating Nine Test Positions

TEST OBJECT | ORIENTATION | BRI | AVERACE :
VOLTS | VOLTS
HOPKINS & ALLEN | BARREL 27 60
38REVOLVER  |LONGITUDINAL|
HOPKINS & ALLEN| BARREL 35 71 Note: |
38REVOLVER | VERTICAL : i
HOPKINS & ALLEN] BARREL 09 32 Background :
5 :
3BREVOLVER | LATERAL Noise = .5v pp ;
SMITH & WESSON | BARREL 21 50 :
38 SNUBNOSE  |LONGITUDINAL f 1
REVOLVER
SMITH & WESSON | BARREL 48 75 ;
38 SNUBNOSE | VERTICAL ]
REVOLVER ;
SMITH & WESSON | BARREL 14 | 50 !
36 SNUBNOSE | LATERAL ]
REVOLVER
NOTES: i
1.2 GAMMA = 0.1 vOLY |
2. AVERAGE READING TAKEN ON THE BASE OF #NE TUST 3
PORITIONS FOR EACH ORIENTATION §
3. ALL OBUECTS DEMAGNETIZED OEFORT MEASUNING %
N 3
1
i
Figure 6a. Gradiometer Data for Tesf. Objects i
i
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Figure 6€b.

TEST OBJKECY | ORENTATION | MEAnpt | e
VOLTS | VOLTS
ASTRACUB | RARREL 18 5$
22P5T0L | LONGITUDINAL
ASTRACUB | BARREL 41 68
22PKTOL | VERTICAL
ASTRACUB | BARREL 15 40
22PSTOL | LATERAL
STEELPIPE | LONGITUDINAL | 18 73
2" 00.
6" LONG
STEELPIPE | VERTICAL 34 77
STEELPIE | LATERIAL 14 72

Gradiometer Data for Test Objects (continued)

Figure 6c.

TESTORIECT | GRENTATION | pepnes | READSEE
VoLTS | vours

BALLESTER-  |BARREL 16 | 53
MOLLINA LONGITUDINAL
45 AUTOMATIC
PISTOL
BALLESTER- | BARREL 88 | o8
MOLLINA VERTICAL
45 KUTOMATIC
proTOL
BALLESTER- | BARREL 24 73
MOLLINA LATERAL
43 AUTOMATIC
PISTOL
NdTu:

1. 1GAMMA = 0.1 VOLY

2. AVERAGE READING TAKEN ON THE BASIS OF NIKE TESY
PORITIONS FOR EACH ORENTATION

3. ALL ORJECTS DEMAGNETIZED BEFORTE MEASURING

Gradiometer Data for Test Objects (continued)
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A - Hopkins & Allen ,38 Revolver
B - Astra Cub .22 Pistol
C - Ballester-Mollina .45 Automatic Pistol

Note 12-inch ruler at right.

Figure 7. Test Guns--Passive System
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digital circuit provided a peak detector 'read" signal which allowed
the peak detector to monitor the gradiometer output voltage only when
any part of the package was within one foot (either side) of the grad-
iometer probe. The false signal, occurring when the conveyor belt
steel lacing passed the probe, was not pexmitted to be read by the
peak detactor, since the package under test was never placed near the
lacing., After the peak detector '"read" signal ended, a digital volt-
meter "read" (DVM read) pulse (200m sec) was generated by triggering
4 "one-shot" with the trailing edge of the peak detector 'read" pulse,
A peak detector reset pulse, 2 seconds in duration, followed the "DVM
read" pulse, being generated by a '‘one-shot" which was triggered by
the trailing edge of the "DVM read" pulse. The peak detector reset
pulse activated a relay which then shorted out the peak detector
storage capacitov, returning the system to its original zero state.
The relay generated no measurable magnetic interference., The peak
detector reset pulse &lso triggered a digital printer which provided
a paper printout of the digital voltmeter reading. The system per-
formance sequence is illustrated in Figure 9.

‘m: DIGITAL
400u¥ . 1— VOLTMETER )

“RESET‘ (FROM DIGITAL CIRCUIT)

Figure 8. Absoclute Value, Peak-Detector Circuit

Gradiometer Field Tes< on Live Parcels

All incoming mail for Washington, I.C., passes through the V
Street Annex. The live parcel fiela test, in two phases, was held
there for 7 days. {Figure 10.) In experiment 1, approximately 400
packages per day were tested for four days. Each lay's packages
were randomly selected from a specific "district" of the city (sub-
urb, downtown commercial, or industrial). Usualily two to four zip
code zones comprised s "district'". The suburban district chosen was
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Chevy Chase (20014 and 20034), which included many private residences
and a large shopping center (Montgomery Mall), as well as the Naval
Medical Laboratory. The downtown commercial district (20006, 20024,
20036) included the White House, Dupont Circle and a Southwest Wash-
ington apartment complex. Retail stores predominated this district's
mail recipients. An industrial and warehouse district, New York Ave-
nue, N.E., and Bladensburg Road (20002, 20018, 20017), included manu-
facturing, machine shops, and residential dwellings, In all zones,
many small parcels (2" x 12" x 12"), about 25 percent of the total
mail, were observed over the entire test period. Most of these ap-
peared to be printed matter, hence, non-magnetic. Large staples and
steel reinforcing bands were rarely observed during the test; there-
fore, they did not appreciably affect the overall alarm rate.

Experiment 2 involved inspecting each parcel twice, the first
involving selection identical to the method used in Phase 1, with the
second run being done with the parcel rotated 90° on the belt so as
to provide a two-dimensional search. This served to simulate a two-
axis (lengitudinal and lateral) gradiometer array. With such an
array, the spread of signature amplitudes would be considerably re-
duced for weapons in various orientations. A reduced alarm rate
would therefore result from the improved uniformity of sensitivity.

Figure 10. Passive System Field Test

Gradiometer Fieid Test Data Analysis

Field test data were computer-analyzed with a ranking program
which rearranged the data {(gradiometer peak output voltage per pack-
age) in increasing order. Each day's data were ranked separately
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(both Bxperiment 1, using the single-axis measurement, and Experiment
2, the two-axis measurement). In addition, all data were ranked in a
single listing (a total of 1,957 parcels for Experiment 1, and 555
parcels for Experiment 2). As each day's parcels were taken from a
specitic geographical area of the city, magnetic content vs area
could be determined.

Results are shown in Figure 11 for all data taken in Experiwment
1, and in Figure 12 for all data taken in Experiment 2. When com-
pared with the individual daily data, no disagreement with the com-
bined total ranking ever exceeded a few percent at any point in the
ranking. That is, no significant difference in the magnetic statis-
tics was noticeable for the various areas of the city.

Definitc statistical alamm rates were established by comparing
the test data from parcels whose contents were unknown with the data
obtained for all test objects (Figure 6)., A 100 percent probability
of detection threshold was chosen by picking the minimum reading from
each of the test objects and finding this level in the ranked experi-
mental data. The 50 percent probability of detection was based upon
the smallest average reading of the data in Figure 6. This level
would represent a 50 percent probability of detecting a specific
weapon's signature. As shown in Figure 11, 22 to 35 percent of all
parcels tested in Experiment 1 would have registercd an alarm if a
single small yun or pipe was to be definitely detected, regardless
of its location orientation in the parcel. By raising the threshold
so that there was a 50 percent certainty of detecting any small sin-
gle weapon in a parcel, only 11 to 13 percent of the parcels would
register an alarm, For larger guns and rifies, or a parcel contain-
ing more then one gun, a much lower alarm rate would result, since
the alarm threshoid voltage could be raised considerably.

Experiment 2 was done in order to find the effect of a two-axis
longitudinal and lateral measurement on the alarm rate. Test object
data were studied, and the greatest reading for a single object data
was studied and the greatest reading for a single position on the
belt was recorded fiom the two orientations (Figure 13). This was
done because a gun la'erally oriented in a parcel during Experiment
2 would be reoriented longitudinally when the package was run through
the gradiometer array a second time (rotated 90° from its original
position during its first run). This cut down the alarm rate to 17
to 20 percent (Figure 12) for a 100 percent probability of detection.
1t is realized that guns oriented in between the exact longitudinal
or lateral directions would give somewhat different readings, but

these would be close to those determined for the three principal axes.

The use of a two-axis gradiometer array would allow the same lower
alarm rate to occur as in Experiment 2, with each package run through
the array only once., In ail the data analyses, live mail was assumed
to contain much less than 1 percent true alarms, Therefore, all
alarms were considered false.
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EXPERIMENT 1 MIUMBER OF PARCELS = §.937)

TATARS RATE FOR THREBHOLD SEY POR:|
44% SsYMBoL OBJECT NINIMUM READING [AVERAGE READING
100% PROA. OF DET.I50% PROS. OF DET.
A |HOPKINS & ALLEN 38 35% 13% !
o~ 8 | SMITH & WESSON 38 25% 1% .'*
C | BALLESTER MOLLIKA 2% 1%
D |ASTRACUB 22 2a% 13% _
€ [2°0D.FPEe L 24% 1% \

Percent of Total Parcels
_ CONVEYOR BELT MOSE REGION

Figure 11. Measured Parcel Magnetic Content Distribution—-Experimsnt 1

-———

EXPERMINT 2 OWIBER OF PARDE(S = 5381 I .

ALy RATE FOR n&umm )
w B STmMBL ons {100% PROBADLITY OF DETECT.) }
3 § A [HORXING & ALLEN 38 18% :
o » |sMm ¢ wesson 38 W
o 5 - 1% i
o 3 c ;.‘
— D |ASTRACUS 22 20% X
3 g € |20D sTERLPPE 6L v

]
53 g 12% 11.3% i
S ¥ SATURATN pORIT .
2 i 23 1% ;
9 39%  14%
] % oax (278 o
v i
s R . %
+- y—teet
4 5 & 7 s 10 1VaTS
o 1 fi\a s\_‘ s

———

Figure 12a. Two-Axis Measured Parcel Magumetic |
Content Distribution--Experiment 2 P
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Figure 12b.

Figure 13.

Interpretation of Magnetic Content Histogram

TESTOBJCT | ORENTATION| ennge
VOLTS
HOPKING & ALLEN VERTICAL 38
38 REVOLVER HORZONTAL | 27
SKITTH & WESSOR VERTRCAL s
38 SNUBNOSE REVOLVER | HORZOKTAL | 21
BALLESTERMOLLNA | VERTICAL 89
AUTOMATICPISTOL | HORZDONTAL | 21
ASTRA CUB VERVICAL a
22 PISTOL HORZONTAL | 18
STEEL PPE VERTICAL 34
2°0DX€E"LONG MORZONTAL | 32

NOTE :HORIDONTAL = COBIBINATION GF LONQITUDEIAL AND
LATERAL DATA FOR EACH POSITION.

Gradiometer Data (Two-Axis) For Test Objects
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Other Experiments With Gradiometers

Magnetic interference measurements were made with the gradiometer
system installed about a conveyor belt. A steel cart, 5 feet long by
2-1/2 feet wide by 3 feet high, was pushed into the vicinity of the
conveyor belt, At a distance of approximately 10 feet from the gradi-
ometer array, a 0.5 to 1.0 volt peak reading was observed for several
directions of cart travel. Therefore, a 15-foot radius "zone of clear-
ance'" chould be maintained about the gradiometer array.

A group of '"non-magnetic guns' was tested to determine their de-
tectability with passive magnetometers. These guns, borrowed from NOL,
White Oak, were military pistols with aluminum or stainless steel
frames. It was observed, however, that all of these guns had ferromag-
netic barrels and miscellaneous hardware. The stainless steel was
found to be of the magnetic variety (some stainless steel is not ferro-
magnetic). The guns shown in Figure 14 were run through the gradiom-
eter array in three orientations. The gradiometer readings were com-
pared with a small standard pistol, run through the array in the same
positions and orientations., All guns, except the Smith and Wesson Mod-
el 39 Aluminum frame pistol, yielded higher readings than the standard
gun in every orientation. The Model 39 yielded a low reading (7 Gam-
mas) as opposed to the standard gun's reading (40 Gammas) in the lon-
gitudinai orientation, This was due to the orthogonal orientation of
the barrel with respect to the gradiometer probe. A second gradiom-
eter, mounted in the longitudinal direction, would provide reliable
detection of the aluminum frame gun for all gun orientations. After
the completion of the passive magnetometer study, a small, non-magnetic
stainless steel pistol was discovered which was undetectable. This
weapon was (Anderson Arms .25 caliber automatic) detectable in the
"advanced weaporns detection program," which is described later in this
paper.

A - Smith § Wesson
Aluminum Frame
Pistol

B - Walther P-38 Alumi-
num Frame Pistol

C - Smith & Wesson Stain-
less Steel Pistol

Figure 14, 'Non-Magnetic' Guns Tested
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Conclusions of The Passive Magnetometer Study

The fluxgate magnetometer (in the form of a gradiometer array)
provides a readily available, simple, and moderately priced means for
weapons detection. It is sensitive only to ferromagnetic metals,
which eliminates a portion of the potential false alarms from non-
ferrous metal objects commonly shipped through the mails. Because of
the vector-determining nature of the fluxgate magnetometer, it would
be advisable to use a multi-axis gradiometer system--one which would
detect both horizontal and vertical components of the earth's field.
This would provide a more uniform sensitivity for guns in all orien:///,/’///
tations.

The major shortcoming of the passive magnetometer 1s,zcs’ﬁ;£e—
sirable sensitivity to an object's permanent magnetism, ~which is an
unpredictable quantity. The meaningful measuye- of’gn object's ferro-
magnetic mass (induced magnetism) is ove«wﬁélmed in many instances,
by this permanent magnetism. This; "1 in turn, increases the passive
magnetometer's false alarm rate because very small objects possessing
a large amount of permanent magnetism are "seen' as large ferrcmag-
netic objects.

If a static magnetic field is generated so as to uniformly cover
the area under surveillance, certain advantages can be realized., If
this field is large, compared to the earth's field, a better signal-
to-noise ratio can be obtained with magnetometers, and interference
frcm large, distant objects is reduced. The effect of an object's
residual magnetism can be diminished, compared to its induced magne-
tism. Therefore, more uniformity from similar guns with various
amounts of residual magnetism can be achieved in this type of system.
Field strengths must be low enough so as to cause no erasure of mag-
netic tapes. , '

Field test data taken on approximately 2000 parcels indicated
that 22 to 35 percent of the parcels inspected with a commercially
available gradiometer array yielded magnetic signatures equal to that
of the smallest handgun tested. This corresponds to a 100 percent
probability of detection of a single gun or pipe-bomb in any orienta-
tion, and in any position within a 30-inch-wide by 15-inch-high pack-
age zone. For a 50 percent probability of detection, the alarm
threshold could be raised so that only 11 te 13 percent of the par-
cels tested would yield an alarm, It was found that the gradiometer
array used did not provide uniform sensitivity over the entire pack-
age zone. A better coverage (as would be provided in the recommended
system shown in Figure 15) would significantly reduce false alarms,
since a uniform coverage of the package zone would allow a higher
alarm threshold to be used.

A two-axis measurement on 555 parcels reduced the alarm rate
slightly (17 to 20 percent) for a 100 percent probability of detecting
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even the smallest weapon used in the study. The two-axis gradiometer
array is, therefore, considered desirable in further reducing the
alarm rate.

A 15-foot radius zone of clesrance was found to provide immunity
from interference generated by moving carts and adjacent conveyor
belts, No means of shielding such interference was found.

Recommendations for Passive Magnetometsy/Gradiometer Applications

The recommended system shown in Figure 15 is used to provide
uniformity of sensitivity regardless of the object's crientation or
spatial position within the package zone. The use of four two-axis
gradiometers is proposed in order to establish uniform sensitivity by
keeping the sensor-to-target distance relatively constant within the
array. Ideally, the sensors would be placed at a great distance from
the package zone, so that all possible weapon positions within the
zone would be approximately the same distance from the sensor. This
great distance is impractical, since the sensitivity of the fluxgate
gradiometer is insufficient for detecting guns at a distance of more
than a few feet. Also, other large moving ferromagnetic objects
wouid cause an appreciable interfervnce problem for very large sensor-
to-package distances because of the required high sensitivity. The
recomnended system (Figure 15) therefore represents a situation in
which the package-to-sensor separation has been optimized on the basis
of required sensitivity in the presence of typical magnetic interfer-
ence (carts and conveyors). A static magnetic field would be used to
reduce residual magnetic effects from objects under test. The eight
gradiometers would be approximately 6-1/2 inches long, ard would
share as much common electronics as possibie. This type of gradiom-
eter is currently available for portable, personnel search applica-
tions by several firms., Probably two separate electronics systems,
including tareshold circuitry, would be used, one for the longitudinal
array and one ‘or the lateral array. An OR gate could cumbine both
threshold ale.m outputs, thus providing a single system alarm. The
system cculd be used in conjunction with a conveyor belt whose moving
parts would contain as little ferromagnetic material as possible,
Non-magnetcic rellers would definitely be required in the conveyor
belt.

Active Weapons Detection System: Background

Upon the completion of the in-house passive magnetometer study,
certain facts regarding parcel inspection for metallic¢ weapons had
been established. Typical groups ot parcels contained no more than
30 to 35 percent potential alarm sources as a worst case. It would
be necessary to reduce this alarm rate to 10 to 20 percent to provide
justification for the use of such systems. Sensitivity variations
due to a weapon's orientation and position within a parcel should be
minimized., A reduction in the sensitivity to interference sources
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(machinery, carts) would be needed for an operational system, Final-
ly, a capability for the detection of non-ferrous weapons should be
incorporated into any future prototypes.

Active metal detectors had recently been developed by variou.
R&D sources for door-portal, personnel search applications, Thesc
systems utilized the principles of mine and coin detectors. A pair
of coils was physically mounted on the same housing. One coil trans-
mitted a low frequency magnetic field. The other coil (receive) was
positioned so that the transmitted field was geometrically balanced
out or nulled in‘a free space situation. When metal was introduced
into the vicinity of this coil pair, the magnetic field was disturb-
ed, and an unbalanced condition produced a net dixference signal in
the receiver. Furthermore, the metal's conductivity (and in the case
of a ferrous metal, its permeability) affected the phase of the re-
ceived signal with respect to the transmitter phase. Therefore, ac-
tive systems provided metal composition identification capabilities
which could possibly discriminate against non-weapons. Aiso, their
sensitivity could be made uniform over any ¢iven area by adjusting
transmit and receive field patterns.

Active systems provide a semsitivity to metal objects which
varies with the sixth power of the distance from the coil pair (as
opposed to the third power relationship of passive magnetometers).
This means that the degree of interference from metal objects uvuiside
the parcel zone drops very rapidly with distance, so that caly a
small zone of clearance would be needed in a field-installed active
weapons detector.

A contract was awarded to Southwest Research Institute (SWRI),
San Antonic, Texas, to modify an active weapons detection system
which had been developed for personnel inspection. The active system
developed for the Postal Service used a specially constructed convey-
or belt with a long center section containing nc metal. Nylon bolts
and wood glue were used to fasten this section together. In this
section, two coil sets were installed (Figure 16) to provide a two-
axis search of the parcel., A lateral axis coil pair was instalied
at the input end of the conveyor. A transmitting coil was placed on
one side of the conveyor and a raceive coil on the opposite side of
the belt, A second longitudinal coil set was mounted further down
the belt. For this coaxial coil set, a single wooden form surrounded
the belt, with parcels passing through its center. The coil set con-
tained transmitting, receive, and nulling coils. The coils were de-
signed via a computer program to provide highly uniform sensitivity
to 2 metallic object in any position within the parcel zone (20 inch-
es wide by 20 inches high, with the bottom of the zone being the belt
surface). The computer program proved very accurate, since the actu-
al coils provided a uniformity in the parcel zone such that a steel
sphere yielded a receiver output which varied no more than 1.75:1
from the least sensitive spot to the most sensitive spot in either
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coil set's parcel zone, and 2:1 for the combination of both coil
sets.

An operating frequency was chosen on the basis of experiments
with an SWRI breadboard. At 90 Hz, the sensitivity to non-ferrous,
pistol-sized objects was below the system's background noise level.
Small pistols with primarily ferromagnetic parts were easily detected.
At 391 Hz, the ratio of sensitivities to steel vs aluminum cbjects
with identical dimensions was approximately 3:1. Higher frequencies
would equalize the sensitivities to ferrous or non-ferrous objects.
On the basis of these breadboard tests, a prototype operating fre-
quency of 391 Hz was chosen in an effort to discriminate against po-
tential false alarms from non-ferrous objects, yet maintain some sen-
sitivity for non-ferrous weapons. This frequency could be raised or
lowered, pending the results of field tests,

The SWRI system processed the received signal into In-Phase (I)
and Quadrature (Q) output chamnnels. A phase angle and the magnitude
of a metal object's receiver signature could be computed from I and Q
channel data. A circuit to provide a magnitude {(vector sum of I and
Q) output was provided in the SWRI prctotype. The magnitude signal
was in proportion to the size of a detected metal object. Phase in-
formation was not provided as a system output, but was calculated
from the I and Q channel output data. Phase angles of approximately
155° to 175° were obtained for aluminum and other non-ferrous objects,
and angles of approximately 240° to 260° were ohtained for iron ob-
jects. Other phase angle values for other items containing combina-
tions of ferrous and non-ferrous objects, or low-conductivity ferrous
metals such as ferrites, were obtained.

Field strengths of the transmitter coils were similar to that of
the earth's field (0.5 to 1 Gauss flux density). Therefore, no mag-
netic tape erasure problem was likely. Actual experiments with the
final prototype demonsiraied ihal no iape erasure occurred even with
tapes held against the transmitter coil.

Active System Laboratory Tests

Sensitivity tests with simple metal objects were performed with
the final prototype. As previcusly mentioned, a steel sphere was
tested in nine positions in the 20-inch by 20-inch parcel zone. A
2:1 total variation existed between the least sensitive position and
the most sensitive position in the parcel zone of both coil sets.
Phase angles varied only a few degrees over the same conditions. A
series of tests performed on a ,38 caliber pistol provided a worst
case sensitivity spread of 2.75:1 for both coils and for longitudinal,
lateral, and vertical barrel oricntations. This was a great improve-
ment over the passive gradiometer tests, where the same conditions
yielded approximately a 10:1 variation in sensitivities.

53

atan s

e Gt NN L




R £ e R T

Figure 17.

R AT - 4 - -

Figure 16.

SWRI Active System
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Magnitudes and phase angles were computed for various test ob-
jects. 1In Figure 17, typical test objects are shown in a polar plot,
as measured by an SWRI breadboard system early in the program, The
significance of phase angle as an aid to discrimination can be seen
by noting the aluminwn c¢an's angular position relative to a steel re-
volver or grenade. Phase infcrmation, however, is a composite quan-
tity relating the electromagnetic properties of all samples within
the parcel zone. Thus, a mixture of steel and aluninum, such as an
aluminum frame gun, was found to possess no single specific phase
angle when it was measured in various orientations in the parcel zone.
For a longitudinal barrel orientation, a 156° phase angle was measured
with the lateral coil set, while a 230° phase angle was measured with
a lateral orientation in the same coil set. The first angle (156°)
is characteristic of aluminum. This is due to large eddy current flow
in the aluminun frame. The second angle is characteristic of ferrous
metals. Hence, phase discrimination is prone to error. A ferrous
gun in a parcel with many non-ferrous items can be effectively "cam-.
ouflaged" if too narrow a band of phase limits is imposed in the de-
tector.

Magnitude measurements of 10 handguns varied from 0.4 to 1l4mV,
at the system's output. The 0.4mV reading was obtained for an all-
stalniess-steel, .25 caliber automatic pistol {Amcrican Fircarms),
which was totally non-magnetic, except for the cartridge clip and a
small steel pin which ran down the body of the weapon. This weapon
was found to be virtually uncetectable by a gradiometer, when demag-

netized,
Non- weapons, such as household appliances and metal bands around
a parcel, generally fell within the phase and magnitude ranges of
small weapons. A few items, such as field glasses, could be phase
discriminated without affecting the detection of any weapon studied.
Figures 18 through 21 illustrate SWRI laboratory tests.

Field Tests of the Active System

A 6-day field test was performed at the San Antonio, Texas, par-
cel post substation with a total of 19¢3 parcels being tested. Four
"districts" were selected: downtown business, industrial, residen-
tial, and military bases. Data acquisition was performed with an A/D
converter and paper tape punch which sampled both I and Q channels at
a S5-sample/second rate. The sampling pericd began when a parcel
broke a photocell several feet ahead of the first (lateral) coil set.
Fifty samples were taken of each channel such that the sampling ended
when the parcel had completely passed out of the second (longitudi-
nal) coil set's zone of sepnsitivity.

Parcels were sorted into large and small categories with a
“small" parcel being less than 12 inches by 12 inches by 2 inches in
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E - .38 Calibre Revolver D - .32 Calibre Revolver
H = .25 Calibre Automatic J = .22 Callbre Revelver

Figure 19, Ferrous Handguus I
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A - .22 Calibre Aluminum
Frame ‘

B - American Firearms
.25 Calibre Stalnless
Steel

C - .38 Calibre Aluminum
Frame

F - .38 Calibre Derringer
Aluminum Frame

G - .25 Calibre Aluminum
Frame

I - .22 Calibre Aluminum
Frame

Figure 20. Handguns With Non~Ferrous Frawes
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Figure 21, Other Test Weapons
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size. A code was entered on the paper tape automatically for each

parcel signature indicating the size via a switch setting on the data
acquisition system.

At the field test site, interference measurements using actual
mail carts indicated that a 4-foot radius zcne of clearance was re-

quired to eliminate the detection of a weapon-sized signature from a
moving mail cart.

Figure 22. Active System Field Test

Field Test Data Analysis

Two formats were prepared for the field test data via a digital
computer and pletter. A polar plot of data points on an "In-Phase-
Quadrature Diagram" (Figure 23} indicated grouping densities of par-
cel data, Objects in the non-weapon phase range cculd quickly be ob-
served and the metallic composition distribution could be easily un-
derstood. Generally, the majority of parcels had either a very low
magnitude (clustered about the intersection of the I and Q axes) or
were grouped in the ferrous (250° to 270°) range.

A second format used (Figure 24) was the alarm rate vs magnitude
plot. Weapon peak signature magnitudes were placed as references
along the magnitude (horizontal) axis. Weapon B was the small .25
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In-Phase, Quadrature Plane Flot for Large Business Parcels
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Figure Z4. Alarm Rate Plot for Composite Parcels
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caliber stainless steel automatic. Weapon D was a snub-nosed, ferrous
.38 caliber revolver. Weapon J was a long-barreled ferrous revolver.
The alarm rate was found to drop rapidly to approximately 30 percent
for a magnitude comparable to a small revolver (J), then to level off
at 15 to 20 percent for higher magnitudes. Regardless of the magni-
tude level, alarm rates never dropped significantly below 15 percent.

By observing the polar plot of the data, some improvement in
alarm rate reduction could be seen if phase discrimination was used,
This is illustrated by the moderate number of parcels whose magnitude
(radius from the intersection of axes) is large, but whose phase lies
outside of the weapons range. A third analysis was then run on data
with parcels excluded, if their phase was not in the weapons range.

A decrease in alarm rate was noted (Figure 25). For example, with
objects egual to, or larger than, small revolver '"D" the alarm rate
for all parcels was reduced from approximately 25 to 20 percent with
phase discrimination. This phase discrimination would still allow all
weapons to be detected, both non-ferrous and ferrous,
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Conclusions of the Active System Study

In general, laboratory tests yielded anticipated results. High-
ly uniform detection of metal objects, regardless of their orienta-
tion or position within the parcel zone, was achieved. Discrimina-
tion against metallic objects that were not weapons would be strictly
based on the object's size rather than its composition, if a 100 per-
cent certainty of weapon detection was to be achieved. Phase discrim-
ination techniques could provide lower glarm rates, but at the risk of
some uncertainty in detecting weapons mixed in a parcel with other
non-ferrous objects.

Alarm rates on typical parcels would fall into the 25 percent
range for 100 percent certainty of detecting standard pistols on a
magnitude only basis. Miniature, non-ferrous weapons could be detect-
ed with 100 percent certainty if a 35 to 45 percent alarm rate could
be tolerated. With phase discrimination used conservatively, so that
little chance for camouflaging a weapon existed, a 35 percent alarm
rate would exist for thresholding set to detect miniature, non-ferrous
weapons. A 20 percent alarm rate would result if phase discrimination
were used and standard pistols were to be definitely detected.

The detection of non-ferrous weapons, a lower alarm rate, and the
reduced sensitivity to interference from moving metallic objects indi-
cate the superiority of active techniques over passive gradiometers.
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AIRLINE BAGGAGE WEAPON INSPECTION
By: Arthur Beier, Federal Aviation Administration

FAA, like many other government agencies, has an urgent need for
devices capable of detecting weapons in packages. Specifically,
there is a need to check for weapons in about 200 million pieces of
baggage (including briefcases and purses) that are hand-carried
aboard airlines every year. In our case, we are mainly interested in
.22 caliber and larger handguns, and large knives, since most of the
airline hijackings have been accomplished with these kinds of weap-
ons. Detection of both ferrous and non-ferrous metals is essential
to a successful program,

A test of three metal weapon-detectors conducted at Dulles Air-
port last year highlighted the problem and indicated the particular
requirements of the FAA, The test covered the evaluation of three
commercial metal detectors, ranging from the cheapest passive-type
unit to the most sophisticated weapon detector available. About
2,000 passengers and their baggage were checked in this effort. Our
objective was a 90 percent weapon detection capability for handguns,
with no more than 25 percent false alamms. As far as we were con-
cerncd, false alarms meant all alarms on non-weapon carrying passen-
gers, regardless of the total amount of non-weapon metal carried.

As the test progressed, it soon became evident that a 90 percent de-
tection capability could not be maintained. An unbelievable number
and assortment of metal objects in women's purses and metal frames

of men's attache cases caused the false alarm rate to soar above the
25 percent level mentioned above. On the other hand, the false alarm
rate for people without hand-carried baggage was considered accept-
able on the best unit tested, since it yielded less than 10 percent
false alarms and a weapon detection capability in excess of 90 per-
cent.

In addition to the units tested above, several other options
remained open to us in our attempts to develop an effective FAA pro-
gram for detecting weapons in hand-carried baggage. Among these were
imaging X-ray units, specially designed electromagnetic field de-
vices, and the application of new technolegies. Three commercially
available X-ray devices were tested and were found to have a high
detection capability. However, use of these devices, which requires
human operator interpretation of the image, is considered highly im-
practical for routine checking of sirline baggage where weapon inci-
dence is small. Such devices are, however, being considered for
checking small baggage samples in situations such as those posed by
a hijacking or a bomb threat to a specific aircraft. An electromag-
netic field device would probably be the cheapest solution if ade-
quate performance could be achieved. Untfortunately, performance,
particularly in the area of false alarms, can only be checked by an
operational evaluation. <
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With this in mind, a contract was let with Westinghouse Research
Laboratories, Pittsburgh, Pennsylvania, to develop such an evaluation
system. It will consist of three axis coils that provide oscillating
fields at frequencies of 1,000 Hz, 100 Hz, and 50 Hz. The loss and
magnetization caused by the passage of baggage on a conveyor belt
will be measured at each frequency and stored in a computer punch
tape. Testing is scheduled to begin at Dulles Airport on 19 July
1972. During these tests, an X-ray picture of each bag will be taken
and correlated with the electromagnetic signature obtained. Also,
during these tests, an array of various sizes of handguns will be in-
dividually inserted in random bags to determine weapon detection cap-
ability. The data obtained from at least 1,000 pieces of baggage
will then be used to determine which data snd what computer logic
will furnish optimum performance in terms of detection and false
alarms. Should the results prove to be favorable, an operational
prototype of the optimum configuration will probably be constructed
for further evaluation. In this event, it is anticipated a personnel
and baggage system will be configured side by side utilizing common
electronics where appropriate. The basic data obtained will be
available for industry use in defining the characteristics required
of a useable device for this purpose,

Recognizing the possibility that the electromagnetic field de-
vice may not provide satisfactory performance for weapon detection
in hand-carried baggage, we are currently evaluating proposals to an
RFP requesting application of new technologies to this problem.
Technical evaluations are completed, but cannot be discussed at this
time until a contract award has been made, It can be said, however,
that at least two non-imaging concepts have been submitted that prom-
ise very high detection capability at an extremely low false glarm
rate. This performance is expected on a real-time basis under the
airline boarding environment which is of interest to us. One of the
concepts can also be used for the detection of explosive devices.
Unforiunately, the equipment cost is expected to be greater than that
of an electromagnetic field device. The information from both of the
above programs will be made available to anyome having an interest in
baggage or parcel inspection. Also, the tests of weapon detectors
-amd X-ray devices mentioned previously are available in published FAA
reports.
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CAPITOL PACKAGE INSPECTION

By: Captain James T. Trollinger, Commander, Planning, Inspection §
Training Division, United States Capitol Police

The problems confronting the United States Capitol Police in
providing adequate security and protection for public figures in the
open environment of the complex of buildings and grounds of the
Legislative Branch of the Government are many. As long as the Capi-
tol has been in Washington, the Members of the Congress have adopted
the position that their constituents should view them at work and
visit with them at their office buildings. While it is true that
passes to the visitor's galleriec were not always as easily obtain-
able as they are now, nonetheless the '"free and open society' con-
cept has always prevailed. Originally, the problems of the police
were limited mainly to providing protection against vandalism and
the desecration of property. At one time there were only three po-
licemen who, it should be noted, also served as guides. There was
little need for the type of security which appears very necessary
today. However, in present day society, there are many more public
figures, many more tourists and visitors to the Legislative Branch,
and many more devious means of circumventing security techniques.

In addition, "anti-system" concepts and actions are being advocated
by a small but aggressive minority.

When the Congress is in daily session, any constituent or any
visitor from outside the United States may obtain a pass to a visi-
tor's gallery. A separate pass is required for the Senate and the
House, but the constituent can receive a pass for each House of Con-
gress by merely visiting either his Senator's or Representative's
office and signing a visitor's register. No identification or proof
of any kind is required. With that pass the bearer is admitted to
the visitor's gallery by a doorman whose job it is to admit any per-
son with a pass. If that person has a camera or briefcase, he is
required to check it at a place provided for that purpeose, At ng
point along this line of events do the police have any function re-

lated to passes unless a person attempts to gain admittance without
one.

When a citizen enters one of the office buildings with any type
of bag, case, box, or other container, he is required to submit that
container for inspection by a police officer. If the container is
wrapped for mailing, no inspection is permitted, but a record is
made of the addressee and the sender. If a female brings in an
overnight bag and objects to an inspection, difficulties sometimes
develop. No inspection is permitted of women's purses at the gal-
leries or anywhere else, even though some of them are large enough
to conceal a variety of items.
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The answer to the various problems related to packages appears
to be an X-ray system which is safe for the operators and for those
persons whose packages are being examined. However, this presents
additional problems. Th=re are 90 different doors through which a
person can enter the complex of legislative buildings. For this
reason, the cost of 90 devices might be hard to sell to the Congress,
Also, from 6:00 a.m. until shertly after 9:00 a.m. most of these
doors are used by employees who, in most cases, do not like to be
late, but who alsc do not allow the time to prevent it (there are
5328 public figures to be protected daily, but they want their em-
ployees 2t work on time, unimpeded by encumbrances placed in their
paths by the police). Furthermore, because of the large numbers of
tourists appearing daily, it would be difficult to limit their entry
at certain doors where other citizens carrying centainers would pass
for examination. In the Capitol Building proper, the line for the
gallery often extends a distance equivalent to two blocks, particu-
larly during the spring and summer seasons of the year. To tell
these people that they must line up for package inspection before
proceeding to the point where they can begin to stand in line for
an hour awaiting admission to one of the galleries would be an un-
popuiar step, to say the least. Also, during periods of inclement
weaiher, it would not be very practical, In addition, in the opin-
ion of some pcople, the installation of these¢ systems at any public
entrance would viclate the 'free and open society' concept. How-
ever, the places where such systems could be employed inoffensively
would be at the various mail and loading platforms where all pack-
ages being sent into the complex could be examined out of sight of
the legislator and his constituent. This latter approach has been
fornulated and is in the process of being evaluated.

Another problem which is related to X-ray systems is that of
suspicious packages which have been left behind. It is the policy
of the United States Capitol Police that no suspicious package be
moved, covered, or otherwise disturbed. Tt is a fact that telcphone
calis are still being made by unknown persons, who state that a bomb
or similar device is set to explode. Packages have been found and
bomb disposal personnel have responded to disassemble them. Thus
far, no explosive or incendiary devices have been found. If a pack-
age were found inside a building, a portable X-ray unit could be
used to expose a Polarcid film of the contents, Bomb disposal per-
sonnel can then detemine from most film whether or not the package
is likely to be dangerous. We do not possess an X-ray device, but
we are studying some of the various models available. 1t appears
that what we need is a completely self-contained unit which will
not be dangerous to the operators or to persons behind or around
the package, but still capable of penetrating a wall or file cabinet.

When the President of the Urited States addresses a Joint Ses-
sion of the Congress, the immediate line of succession, tae Supreme
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Court, the Diplomatic Corps, the Joint Chiefs of Staff, the Presi-
dent's Cabinet, and the Congress are all gathered for approximately
one hour under one roof -- in the same room. Protection in this
instance is an awesome task and no matter how frequently the event
occurs, it must never be aliowed to become routine, but must be
thoroughly planned and coordinated. On these occasions, the re-
quests of the Secret Service are heeded within the limits possible.
Coordination and a closer 1iaison than that which exists daily are e
established with the Secret Service, the Metropolitan Police Depart-
ment, and the District of Columbia Fire Department. Every attempt
is made to leave no stone unturned in establishing a security net
around the House Wing of the Capitol Building -- 2 net which at the
pre. ent is devoid of any scientific, electronic devices or techniques
save those of a portable nature employed by the Secret Service.

A Joint Meeting of the Congress is held to hear visiting heads
of state, returning astronauts, etc. On these occasions the same
public figures are in attendance, except the President. Essential-
ly, the same security problems are present. At Joint Sessions and

" Joint Meetings, many special passes are issued by a variety of

offices, not including the police, which permit the holders to enter
the galleries. These galleries are packed with standees and those
who hoid seat passes. Plainclothes officers are stationed in these
galleries and on the floor of the chamber. However, the press of
pass holders is sometimes so great that it could be difficult to
reach an individual who attempts an illegal act in time to prevent
that act. Some type of device or system is needed which can effec-

tively, efficiently, and instantly screen each person who enters a
gallery. ‘

As has been stated, such a device or system is needed when the
President or other heads of state are visitors, but the need is not
limited to those times only; it is needed daily when either House
of Congress is in session. On these occasions, a doorman checks for
a gallery pass. Plainclothesmen are in the galleries. However, it
is quite possible that a person with a gun, grenade, etc.; could
have time to make some use of his weapon befcre his apprehension
could be effected. If a system or device can be designed which is
highly effective and efficient; small and unobtrusive in configura-
tion; and economical in cost, aperation and maintenance; then &
ready market should exist for all legislative bodies ~- city, county,

state, and federal -- and for courts, banking institutions, and
others.

As an alternative to such a system or device, a very lightweight,
clear, undistorted, scratchproof, hard, glass type material which is
capable of stopping a calibre .357 magwm bullet will receive con-
siderable study by the Architect of the Capitol, That office has
been evaluating bulletproof glass; but glass which is lightweight
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cannot stop a .357 magnum bullet from making a hole through which a
revolver barrel can be pushed and fired, Weight is the main problem
at the House and Senate Galleries. The bulletproof material must be
light enough to be mounted atop the present gallery rail without re-

quiring to any considerable extent support from either the floor be-
low or the ceiling above.

Everyone is aware of the bomb explosion which occurred in an
obscure men's room in the Senate Wing of the Capitol on March 1,
1971. On that date a Planning Division was created within the Ad-
ministrative Staff of the United States Capitol Police. A recom-
mendation is now pending in the United States Senate which will
authorize funds for the procurement, installation, and maintenance
for one year of a three-unit security system featuring:

1.

A closed circuit television to watch the out-of-the-
way areas.

2. An intrusion detection system to alert police person-
nel when entry is attempted via windows and certain other places.

3. The package inspection system just discussed.

The proposed closed circuit television system is designed to
survey areas or doors through which a person can pass, either enter-
ing or leaving one of the buildings or areas within the buildings,
without passing a police officer. In the system's daytime configu-
ration, certain out-of-the-way public areas will be viewed on dedi-
cated monitors with the intent of preventing a repeat of the March
1 incident. Those¢ areas are the ones which an officer cannot patrol
for various reasons, or is not assigned to on a Z4-hour basis. The
system will use a motion detection system which will eliminate the
need for a monitor for each camera. The cameras are zoned, with no
more than 12 cameras per zone. During the periods when the camera

sites are supposed to be in 2 securcd stalus, each zone will oper-

ate under the motion detection system, with video tape reci rders
recording the intrusions as they occur. A hard copy printout will
record the date, time, and location of the intrusion, as well as

give an indication of the recorder and where the tape is to be
found,

Except for the unreasonable, unlawful, and unconscicnable
physical search of each person entering the various buildings,
there is no safe 100 percent reliable system known which will en-
able the Chief of the Capitol Police to state, "There is absolutely
no way a dangerous weapon or device can be smuggled into the Capi-
tol Buildings." Such a state-of-the-art is the acme of perfection
for security systems, and until it is developed, a combination of

vigilance, training, planning, and technology will be required to
accomplish the task,
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DEVELOPMENT OF EQUIPMENT FOR THE PROTECTION QF TRAVELING PUBLIC

By: Dr. Michael Lauriente, Office of Systems Engineering, Department
of Transportation

Gentlemen: I will add some statistics to what Tom Bell has giv-
en you, Almost half a million passengers are flying everyday in the
bnited States alone, and of the order of about 80 billion passenger-
miles per year. One airline security specialist estimates the hi-
jacker as being one in 6 to 8 million passengers. This gives you
some estimate of the magnitude of the problem that the industry is
facing. I also should add, and 1 am sure vou all know this, that
most of this loading occurs for a couple of hours in the morning, and
a couple of hours at night. When the holidays arrive, the system
pots its severest test.

The Figures incorporated in this presentation represent the re-
sults of a crash program undertaken by the Department of Transporta-
tien to meet this problem, 1In December of 1970, the President made
his proclamation to protect U.S. citizens and air commerce from the
menace of air piracy. Foliowing this announcement, a facility at the
Transportation Systems Center of the Department of Transportation
(DOT) was established for test and evaluation of devices that could
be applied to the ingidioue problem of hijacking and sabotage. This
effort was reported in the format of a consumer's digestl and in a
technical report4 on the state-of-the-art of devices. In order to
compare the metal detectors, it was necessary to devise a set of re-
producible laboratory test conditions. A typical test setup is shown
in Figure 1. 1If you look carefully, you will see a revolver mounted
on a plastic frame. It was determined early in the study that the
rate of velocity of the weapon past the sensing device could affect
its detection. This characteristic occurred for models with an auto-
matic balancing bridge circuit. Data were taken for weapons at dif-
ferent velocities and locations. Data were also taken with individ-
uals carrying the weapon to simulate typical real life situations,
The weapon detector shown 1s the Rank Unit, Figure 2 shows a sche-
matic of the two basic types of weapon detectors, as given in Popular
Mechanig§.3

1A. E. Barrington, L. Frenkel, A. Landman, 'Technical Evaluation of

Metal Detectors for Concealed Weapons,' DOT-TSC, 71-15, June 1971.

ZA. E. Barrington, L. Frenkel, J, E. Cline, A. Landman, "FY 71
Engineering Report on Surveillance Techniques for Civil Aviation
Security," DOT-TSC-05T, 71-20, November 1571.

3Wahl, P. YHow Science Will Foil The Skyjackers," Popular Mechanics,
November 1970.
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Figure 3 is a Transfrisker Hand Search Unit. This device cen-
tains a capacitance-inductance bridge which is detuned by the pres-
ence of all metals. The amplitude of the audio frequency increases
in proportion to the quantity cf metal detected. Discrimination be-
tween innocuous objects and weapons is possible with a little train-
ing. It is an all-metal detector selling for around $60G. It oper-
ates at 10 kilohertz, and is the weapon detector that has been recom-
mended by the U.S. Army Land Warfare Laboratory, Aberdeen, Maryland.

Figure 4 is the Rens Squealer.
operates at 500 kilohertz. The device operates with two oscillators
at 450 kilohertz. One of these is coupled to a search loop and the
difference frequency is fed to a speaker. It is also sensitive to
all metals. These hand-held devices are excellent when thexe is a
high threat. They are an improvement over hand-searching, but where

large numbers of passengers are handled, walk-throughs would obvious-
ly be more feasible.

It sells for around $350 and

Figure 5 is the Riwosa, which is manufactured in Switzerland.
It sells for $170 and operates at 150 kilohertz. Its characteristics
are similar to the Rens Squealer. It is presently used by all BOAC
crews prior to boarding of passengers. Figure 6 is the Excelsior and
sells for $150. It operates at 700 kilohertz., This device uses two

v
cs¢illators. One of these is coupled to the loop. The difference
frequency is fed to a speaker.

Figure 7 is a Rank walk-through. It sells in the price range of
$5,000 to $6,000 and operates at 10 kilohertz. Three field coils are
located in each side of the doorway to yield a uniform fieid. This
model was found to have high sensitivity but little discrimination
capability. Figure 8 is the Westinghouse, which has been discussed
previously. It sells for about $8,000, It operates in the 93Hz and
750Hz frequency regions. The field coils provide three spatial axes

and a logic circuit achieves the required discrimination. Originally

sponsored by the Federal Aviation Administraticii, ii has since been
adopted for further study by the Army.

Figure 9 is a very interesting system manufactured by OutoKwspu
Oy of Finland and is called the Meteor. Its origin stems from a need
in the foundry to separate metal from sand. The company adapted the
industrial design for airline security at Helsinki airport in Finland.
It has been under test at O'Hare International Airport in Chicage in
the International boarding area. It sells for around $5,000 and op-
erates at 380 hertz. The primary field coils are located on one side
of the doorway and the secondary field coil on the other. Several
field reversals occur throughout the doorway which very effectively
provide pickup of the weapon regardless of its orientation.

Figure 10 is typical of the first generation metal detectors
that were put into operation at the airports. It detects changes in
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the earth's magnetic field and sells for around $1,300., It has the
fluxgate type of detector and is a passive system, Figure 11 is the
Schonstedt which is very similar in appearance and operation. It ‘
sells for $1,000, It is manufactured in Reston, Virginia, Figure 12
is the Densok system in operation at the Tokyo airport. It markets
for $1,200. Among the active magnetometers, this is probably one of
the cheapest. On the other hand, according to the rating sheet, it
does lack some of the discrimination features of some of the more ex-
pensive active systems, This device has a single field coil in a
bridge circuit operating at 3,400Hz. Impedance changes in the coil
unbalance the bridge circuit which in turn stimulates an oscillator
at a signal amplitude equivalent to the signal,

Figure 13 is the early model of the Sperry Rand. It is an ac-
tive magnetometer selling for about $2,000. Figure 14 is the Excel-
sior walk-through, It sells for $1,800. The coil system consists
of three field coils located at the entrance, center, and exit, re-
spectively. The center is used as a primary at 25KHz. The outer
coils are used as secondaries and are connected in opposition. The
signal output when the coupling is unbalanced is amplified.

Figure 15 is a flow-sheet of our anti-sabotage concepts. The
first column--Tagging--is a subiect that should get more attention. )
Unfortunately, all ideas proposed have been rejected. As for the
second column--Affluent Detectors--you'll hear more about the dogs
and some of the other instruments on the program. Some are consider-
ed 'blue-sky" at this point. X-ray imaging is known to this audie
ence; therefore, there is no need to dwell on the subject. The last
category is "Neutron Activation.'" FAA sponsored a field demonstra-
tion in Los Angeles where a few discrimination problems turned up. It
is now back in the laboratory for further feasibility study.

As a result of the combined efforts of FAA, the Postal Service,
and others, in their determination to come up with film-safe X-ray
techniques, I have portrayed in Figure 16 & radiation chart just to
show you the advances that have becen made. You will note the scale
on the left-hand side at around 10 to 100 roentgens. This is the
radiation that you normally receive for a chest X-ray. You will note
that it is on the border of being somewhat hazardous. Our technology
has brought radiation limits way down. Hopefully, these will be used
some day in hospitals.

Figure 17 portrays a tribute to some of the pioneer efforts on
the part 2f FAA sponsored studies at Illinois Institute of Technology
Research. It was one of the first bomb-sniffers conceived. It may

4Zinn, Samuel V., Jr., "Evaluation of a Chemosensor for Detecting
Dynamite Aboard Aircraft,' Report No. FAA-DS, 70-5, March 1970.
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appear rather awkward, but remember it was the first of its kind.
Figure 18 is a modern system embodying the same principles. Through
use of solid state circuits and packaging, a portable operational
system was achieved.

Figures 19, 20, and 21 show, respectively, a schematic of the
Norelco Pulse X-ray System, a schematic of ASGE Flying Spot Scarner,
and the Norelco Model 5400 A, which uses a continuous radiation X-ray
source. I understand the Air Force has several of the Norelco models
in use. Figure 22 shows one of the concepts that DOT is studying for
counter checkin. That sketch is also from Popular Mechanics.

This concludes this very brief sketch of the technology in de-
velopment for protection of the traveling public.
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Figure 3. Transfrisker #6010

Figure 4. Rens Squealer Model 15
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Figure 3.

Riwosa Metal Detector MD=12

Figure 6.

Excelsior Hand~Held Detector
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Hydronautices Vapor Trace Analyzer Model 103A

Figure 18.
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Figure 21. Phillips Electronics Instruments

DynaFloor Fluoroscopic Inspection Unit
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X RAY SCREEN

Figure 22. X-Ray Systems Concept for Check=In Counter
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QVERVIEW OF THE CIVIL AVIATION SECURITY PROGRAM

By: Thomas Bell, Inspector, Civil Aviation Security, Office of
Transportation Security, U.S. Department of Transportation

You may wonder why the Department of Transportation (DOT) has an
interest in the protection of public figures, and how the Department
fits into the scheme of things. Many of you who are already involved
have traveled with public figures. Whether you've come in contact with
the Civil Aviation Security Program or not, you will be affected by it
at some time or another in the future. If you travel as a law enforce-

ment officer, you are already aware of the notification requirements for
carrying firearms aboard aircraft.

An aspect of the program is that of the public figure. When we
think of a public figure, we think of the VIP. But I can't think of
more important VIPs than those of you who are sitting right here. You
have probably traveled on commercial aircraft on many occasions. The
Civil Aviation Security Program of the DOT, as directed by President
Nixon, is designed to protect you as a member of the traveling public.
Now, whether you are z public figure or a VIP in your own estimation--
we think you are both--you are a public figure when you walk the streets
of ihe United States. 1 think (regretfully, as we learned in the last
24 hours) it is becoming more hazardous each day to walk safely on the
streets of the United States. I am reminded of an expression attributed
to a miiitant youth leader, "Violence is as American as apple pie."
Symbols of Americanism and of patriotism since the forties and fifties
have been the American Flag, J. Edgar Hoover, apple pie, and metherhood.
We have seen the American Flag desecrated, J. Edgar Hoover scurrilously
attacked, and motherhood scoffed at. Now, the only symbol unassailed is
the apple pie--and it probably contains a little DDT. None of these
symbols are above attack. Now, our national air transportation system
is also under attack.

Crime in aviation (Figure 1) is really what I am going to talk
about. No one knows how far back it goes, whether it goes to the days
of the Wright Brothers or not. The Civil Aviation Security Program of
today--even though we may think of it as a relatively new program--is
not really that new; but the threat to our national air transportation
system is more meaningful tcday than say, several years ago. In recent
months, hijackings have escalated from past incidents involving politi-
cal refugees or homesick Cubans wanting to flee the United States to
fleeing felons, escaped prisoners, and wild-eyed extortionists with bi-
zarre plots. Hijacking is a very dangerous situation, and we are cen-
cerned about the attitude of the public. For example, one extortionist,
D. B. Cooper, was portrayed by the news media as a "Robin Hood of the
air." Looking at the real threat, the lives ¢l approximately 150,000
innocent passengers have been exposed unnecessariiy to these dangers.
Approximately 1,500 crew members have been threatened by hijackers.
Those of you who are pilots know that it's bad enough when the weather
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changes, but this, combined with flying to a strange alternate airport
is even worse. I am sure you know how you would feel if a man were be-
hind you with a gun, directing your course of action and telling you to
fly the plane in a manner contrary to common sense and judgment. Every
time a pilot loses command and control of his aircraft, the hazards and
the risks go up tremendously. Fortunately, and we've had our fingers
crossed, there have been no major catastrophes as a result of these
crimes. The recent hijacking incident from Allentown, Pennsylvania, to
Dulles Airport resulted in a New York article describing the real fear
felt aboard this aircraft. This means a lot to all of us, not only for
ourselves (or VIPs), but for our families, relatives, and friends. Many
of us wonder, when we put loved ones on an airplane, whether they are
going to be subjected to uncontrolled risks during the flight.

Scme people thirk hijacking goes back to 1930 (Figure 2). Recent
investigations by Dr. John Daily, FAA aviation psychologist, discioses
that air crimes go back as early as the 1920s. French aviators, forced
to land in North Africa, were kidnapped by Arab tribesmen and held for
ransom, There was an incident in the early 1930s when those on a Pan
American survey flight escaped capture by Chinese pirates. We continue
to learn, historically, about the threat to the air transportation sys-
tem. Only rccently, a Life magazine article appeavred which recounted
the Hindenburg explosion some 35 years ago. It indicated that the Ger-
mans were very much cuncerned about sabotage, scarching it thoroughly
before its last flight. It reportedly had armed guards aboard--probably
the first recorded example of sky marshalls,

Another comment is appropriate on the evaluation of the threat, In
a recent FBI Law Enforcement Bulletin, Captain David Hansen of the Daley
City, California, Police talked about violence in this country. His
quotation: '"What is safe, when even police stations are bombed?'" Many
policemen in this audience have found bombs in public buildings. Even
our Naticn’s Capitol was recently bombed. The situation is indeed a
very serious one.

Presidept Nixon initiated the current Civil Aviation Security Pro-
gram (Figure 3) following the Lebanon incident. Aircraft were captured
by the Arabs and blown up. Action was immediate. Back in 1961, follow-
ing the first United States hijacking, FAA established a Federal Air
Guard Program. Flight inspectors were trained to carry firearms and
covered flights considered to be high risk, or flew on special recquest.
In 1968, when hijacking reached rather epidemic proportions, the FAA was
again called upon to act, It formed the Hijacking Task Force, the first
utilization of an interdisciplinary group designed to come to grips with
the problem. As a result of their efforts, the passenger screening sys-
tem of today was developed, along with the behavior profile. There have
been no dramatic or upusual changes in the program since then, other
than greater emphasis on the problem. From the theme of this conference
you can see that the technical devices that we are trying to utilize are
moving along.
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THE MENACE OF AIR PIRACY MUST BE MET - - IMMEDIATELY AND EFFECTIVELY

T0 PROTECT U.S. CITIZENS AND OTHERS ON U.S. FLAG CARRIERS
© PLACE FEDERAL ARMED GUARDS ON U.S. COMMERCIAL AIRLINERS
© EXTEND USE OF SURVEILLANCE EQUIPMENT AND TECHNIQUES

* PROVIDE GOVERNMENT ENFORCEMENT OFFICERS TO CONDUCT
SEARCHES AND ARRESTS

DEPARTMENTS WIll ACCELERATE EfFORTS T ‘

¢ DEVELOP SECURITY MEASURES AND
* NEW METHODS TO DETECT WEAPGNS AND EXPLOSIVES

SECRETARY OF TRANSPORTATION WILL DIRECT PROGRAM

WORKING CLOSELY WITH SECRETARIES OF STATE, TREASURY,
DEFENSE AND THE ATTORNEY GENERAL

PRESIDENT NIXON
SEPTEMBER 11, 1970

Figure 3. The President's Call for Tmmediate Acticn on Air Piracy
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In September 1970, President Nixon indicated that the menace of air
piracy must be met, and he gave the Secretary of Transportation the re-
sponsibility to direct this program with the assistance of the Secre-
tarys of State, Treasury, and Defense, and the Attorney General. As a
result, the DOT is fielding what I like to call a team of teams. This
team is quite big, as you can already see. Within the Department of
Transportation, we have the FAA. The other Government Agencies involved
are the Treasury Department, the FBI, and the United States Marshals
Service. From industry, we have the Air Transport Association, the air
carriers, the Airline Pilots Association, and the Airport Operators
Council International, and others. Each of these groups has, in addi-
tion to its own security interests, responsibilities and involvement in
the program. Within the DOT we try to weld this team (or team of teams)
together into one unit, for a single, unified purpose, and that is to
keep hijackers off aircraft. As of January 1972, there were 128 hijack-
ing incidents, some of which were sabotage, and the figures indicate the
number of passengers or crew killed or injured. These figures may not
seem large, but everyone of those kinds of incidents can threaten the
lives of up to 300 or more people.

Weapons involved (Figure 4) are principally firearms and bombs, al-
leged or real. These are the two types most uscd by hijackers. Through
technology, we hope weapons will become easier to detect. Bombs are
very difficult. I'm hoping technology will improve upon that.

Figure S shows the missions of the Civil Aviation Security Program.
The goals and objectives of the program are aimed at eliminating hazards
to the passengers. One of the most important objectives is the last
item (Figure 6). Educate not only the general public, but also the
flight crews. Sometimes a feeling of a "will to resist'' om the part of
air crews might successfully terminate some hijackings, By this I don't
mean any foolish or hazardous actions.

In the DOT {Figure , the Gffice of Safety and Consumer Affairs is
headed by General Davis. I am sure many of you may know him personally,
and others may know of him by reputation. Under him are several offices,
one of which is the Office of Transportation Security, which includes the
Civil Aviation Security Division. The Federal Aviation Administration
(FAA) has the responsibility for the operational implementation and ex-~
ecutive direction of the program. One important point is that this pro-

gram is an important one among the many personally followed by the Pres-
ident.

Manpower is charted back to September 1970 (Figure 8) and you can
see the rapid rise in people. The large black line at the top is the
total Customs Security Officer (CSO) force, numbering around 1200 people.
Current plans are to start a downward trend on the total number of CSOs.
The line that you see labeled "AIR" will start a downward trend, and the
ground duty will go up considerably. In other words, ground security
and ground screening processes will be emphasized. The other forces will
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CIVIL AVIATION SECURITY

MISSIONS

ELIMINATE THREAT OF AIR PIRACY AND SABOTAGE IN
U.S. CIVIL AIR COMMERCE.

PROTECT U.S. CITIZENS AND OTHERS WHILE ABOARD U.S.
FLAG CARRIERS, FROM UNLAWIFFUL ACTS IN THE NATION-
AL AND INTERNATIONAL AIR TRANSPORTATION SYSTEM
THROUGH SECURITY/SAFETY MEASURES.

e e A a1 Bl

it YL

Figure 5. Civil Aviation Security Missions

e e st e i el

GOALS AWND OBJECTIVES

1. REDUCE OR ELIMINATE ALL HAZARDS TO PASSENGERS
AND AIRCRAFT FROM UNLAWFUL ACTIVITIES.

2. PREVENT INTRODUCTION OF DANGEROUS WEAPONS OR

MATERIAL INTO THE AIRCRAFT/PASSENGER ENVIRON-
MENT.

3. ACCELERATE DEVELOPMENT OF COMPREHRENSIVE CiVIL
AVIATION TRANSPORTATION SECURITY PROGRAMS AND
THE EXCHANGES OF INFORMATION AND INTELLIGENCE
FOR THEIR SUFPORT,

4. DETER OR PREVENT HIJACKING OF AIRCRAFT. i

5. CONTROL THE PROTECTION/SECURITY PROCESS FQR AIR- 1
PORT, SERVICE FACILITIES, AIRCRAFT,

6. DETECT THREATS/HOAXES AFFECTING FLIGKT/GROUND
SECURITY-SAFETY ENVIRONMENT.

7. EDUCATE THE GENERAL PUBLIC, THE AVIATICN IN-
DUSTRY AND VHE FLIGHT CREWS TO THE PERILS, AND

THE GOVERNMENT'S EFFORTS TO ELIMINATE OR REDUCE
THREAT.

Figure 6. Civil Aviaticn Goals and Objectives
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remain at an essentially level position. As we reduce the Federal law
3 enforcement presence, we will rely on local law enforcement authorities
] ' ir those cities involved with security responsibilities for the.r air-
ports.

FAA's regional setup (Figure 9) is decen.ralized, There are nine
i regions in the United States, and each of the places with a diamond is
3 known as a '"key airport." There are 33 in the United States, with an
Air Transportation Security Officer (ATSO) from FAA who works in con-
junction with the Deputy United States Marshals or the Customs Securi-
1y Officers to provide the Federal law enforcement presence. The ATSO
is also responsible for the other local airperts in his area. For ex-
ample, here in the Washington, D.C., area, Jack Birkenstock at Duvlles
International Airport, is responsible for the program and for develop-
ing local law enforcement support at Richmond, Norfolk, Roanoke, and
other smaller cities in Virginia.

These are the number of hijackings (Figure 10) going back to 1961
when the first one for the United States occurred. You can see only a
few until 1967, and then in 1968, a very rapid increase. It peaked out
at 40 in 1969, with 82 percent being successful. We've started a down-
ward trend. Unfortunately, as of today, the total for 1972 is 17 hi-
1 jackings. The threat has totally changed since November 1971 when Air
3 Canada had a hijacking attempt. A man planned to parachute out of the
plane, but he was not as prepared as he thought he was. The parachute
was wrapped up in a package well tied with string. When he was reacy
to bail out, he couldn't untie the string. The thoughtful captain of-
3 fered the fire axe to cut it and, needless to say, he got close enough
! to lay the fire axe or the man's head, which put him out of commission.

F Shortly thereafter, on Thanksgiving eve, "D. B, Cooper" successfully
; bailed out over the Pacific Northwest. The FBI is still looking for
2 him. The feelings are that he may yet be found in the wilds along the

Washington-Oregon border. Since the "D. B. Cooper" incident, 11 out of
21 hijackings have involved extortion attempts or demands for money.

So far, only two people have been successful. One was 'D. B. Looper"
and the other a man who a few weeks ago went to British-Honduras.

e e

Fx

E : Figure 11 is based on an FBT Report and shows successful prosecu-
X tions. Last Friday, LaPointe, who bailed out in the Denver area in

3 early April (only about a month and & half ago) was sentenced to 40

4 : years in Federal Court. I don't think the sentence of 40 years is as
: dramatic as the fact that he was tried, convicted, and sentenced 1in
such a short time frame which is ver) encouraging.

President Nixon, after the Las Yegas bombing said, '"We shall keep
our airports, airways, and air travelers safe (Figure 12), and this 1is
really what we are trying to Go. As a result, FAA has issued Federal
Aviation Regulations (Figure 13) waich require compliance by the air
carriers. These are the heart of the security program.
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Figure 10. Hijackings--U.S. Registered Aircraft
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CRIMES ABOARD AIRCRAFT
SOURCE: FBI ANNUAL REPORT ~ FY 1971

80 —
CCNVICTIONS

50—

40—

30— 28 3

%
% 5

1 4

10— %// 8 % /
1967 19638 1969 1970

FISCAL YEARS
FY 1971 CONVICTIONS 54 2 LIFE SENTENCES

SEMTENCGES 90 YRS ACTUAL, SUSPENDED & PROBATIONARY
FINES IMPOSED $3600

FUGITIVES LOCATED 1

Figure 11, FBI Chart on Crimes Aboard Aircraft--FY 1971

OUR AIR TRANSPORTATION SYSTEM FACES A NEW THREAT - EXTORTION
WE MUST NOT BE INTIMIDATED BY SUCH LAWLESSNESS

* MUBILIZE ALL APPRUPRIATE SECURITY FORCES AND RESOURCES
UNDER OVERALL COMMAND OF SECRETARY OF TRANSPORTATION

¢ FARs FOR AR CARRIERS WILL TAKE EFFECT AT ONGE

* FINAL RULEMAKING GOVERNING AIRPORT OPERATORS WILL BE
EXPEDITED

WE SHALL KEEP OUR AIRFORTS, AIRWAYS AND AIR TRAVELERS SAFE

PRESIDENT NIXON
MARCH 9. 1972

Figure 12. The President's Statements on the Extortion Threat
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Somebody once asked, "How do you identify a hijacker?" Very easi-
ly (Figure 14). He's obviously the suspicious guy with the beard, the
cigar, and the live chicken under his arm. The real tip off is the two
carrots screwed into his ears. One of the Customs Security Officers
during the Sky Marshall Training Course got up and asked this particu-
lar question. Thanks to Al Turner, a Treasury Department instructor, I
have leavned how to identify a hijacker,

Airport operators also have security regulations (Figure 15) ap-
plying to them. Many of ycu working in the local law enforcement area
may become involved in this phase of the security program.

Bombs and sabotage threats are still of concern (Figure 16). This
Air Security Bulletin has the guidance and procedures to help protect
airports and terminal buildings.

When we talk about magnetometers, nobody has mentioned yet how the
courts consider their use. In February 1972, in an opinion based on an
occurrence at National Airpert, the court (Figure 17) said that search
by a magnetometer is justified and not unreasonable and a search is a
compelling necessity to protect the lives of passengers.

Secretary Volpe has said only last March (Figure 18), when speak-
ing to a group of airline presidents, '"T'he resources of DOT and forces
and resourcefulaess of the Federal Government are committed to the con-
quest of air piracy, criminal extortion, and threats of sabotage. It
is a job we must do together--government and industry, labor and man-
agement--with absolute dedication to unqualified success for total
safety and security. We will not be intimidated.' Secretary Volpe is
a man who means what he says and is very dedicated to this program,

1 would like to leave you with another safety message to show that
the Department of Transportation is concerned about your welfare and
protection in areas other than aviation. 'Drive carefully. You and
your vehicle may be recalled by the Maker."
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AVIATION SECURITY - AiR CARRIERS - PART 121 FAR, FEBRUARY 29, 1972

ADQPT AND PUT INTO USE A SCREENING SYSTEM

PREPARE AND SUBMIT SECURITY PLAN

CONDUCT SECURITY INSPECTION ON RECEWPT OF BOMB THREATS

4. NOTIFY FAA IMMEDIATELY OF AN ACT OR SUSPENDED ACT OF AIR PIRACY

AVIATION ADVISORY CIRCULAR MARCH 14, 1872

AIR SECURITY BULLETIN 72-1, MARCH 6, 1972

MiNIMUM ACCEPTABLE PROCEDURES TO-

1 PREVENT OR DETER CARRIAGE ABOARD AIRCRAFT OF ANY EXPLOSIVE OR INCENDIARY
DEVICE OR WEAPONS IN CARRY-ON BAGGAGE DR ON OR ABOUT THE PERSON OF
PASSENGERS

2. PREVENT OR DETER UNAUTHORIZED ACCESS TO AIRCRAFT

3. ASSURE BAGGAGE IS CHECKED IN BY A RESPONSIBLE REPRESENTATIVE OR AGENT
07 THE CERYIFICATE HOLDER

4. PREVENT CARGO AND CHECKED BAGGAGE FROM BEING LOADED ABOARD AIRCRAFT
UNLESS HANDLED UNDER APPROVED SECURITY PROCCDURES

Figure 13, FAA Regulations for Air Security

Figure 14. Hijacker--Dead Giveaway

99

S s e —————




AVIATION SECURITY - AIRPORT OPERATORS -
PART 107, FAR -3/16/72
1. IMMEDIATELY ADOPT AND PUT INTO USE FACILITIES AND
PROCEDURES, DESIGNEN TO PRCVENT OR DETER PERSONS
OR VEHICLES FROM UNAUTHORIZED
ACCESS TO AIR OPERATIONS AREA.
2. SUBMIT PROGRAM FOR APPROVAL COVERING:
a. MASTER SECURITY PLAN IDENTIFYING AIRPORT AREAS,

DEGREE OF SECURITY THEREIN AND PROPOSED
IMPROVEMENTS

b. IDENTIFICATION OF AUTHORIZED PERSONS AND
GROUND VEHICLES.

Figure 15. Airport Operators Security Regulations

AVIATION SECURITY - BOMB/SABOTAGE
AIR SECURITY BULLETIN 71-2, OCTOBER 22, 1871

GUIDANCE TO: AIRPORT MANAGEMENT , AIR CARRIER PERSONNEL
AND OTHERS RESPONSIBLE FOR DISASTER CONTROL

PROVIDES FOR: EMERGENCY RESPOMSE PROCIOURES 70 BOMB

THREATS AND BOMB INCIDENTS

PROCEDURES

FOR: PRE-THREAT , BOMB THREAT ACTIONS, POST-THREAT
REACTIONS, SEARCH AND DISPOSAL TRAINING, TEST
EXERCISES, REPORTS, NEWS RELEASES

RESPONSIBILITIES
FOR: PLANNING, COORDINATION AND ACTION

Figure 16. Bomb/Sabotage Air Security Bulletin 71-2
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AIR PIRACY AND ITS THREAT TO NATIONAL AIR COMMERCE
IS A WELL XNOWN DANGER. GOVERNMENTAL INTEREST

IS SO OVERWHELMING AND INVASION OF PRIVACY SO
MINIMAL, THAT SEARCH BY A MAGNETOMETER T0

DISCOVER WEAPONS AND PREVENTING AIR PIRACY IS FULLY
JUSTIFIED AND NOT UNREASONABLE.

SUCH A SEARCH IS MORE THAN REASONABLE, IT IS A
COMPELLING NECESSITY TO PROTECT ESSENTIAL AIR
COMMERCE AND THE LIVES OF PASSENGERS.

FOURTH CIRCUIT COURT OF APPEALS

U.S. vs EPPERSON
2/1/12

Figure 17. Appeals Court Decision on Magnetometer Search

THE RESOURCES OF DOT AND THE FORCES AND RESOURCEFULNESS
OF THE FEDERAL GOVERNMENT ARE COMMITTED TO THE CONQUEST
GF A!R? PIRACY, CRIMINAL EXTORTION AND THREATS OF SABOTAGE

IT IS A JOB WE MUST DO TOGETHER - GOVERNMENT AND !NDUSTRY -
LABOR AND MANAGEMENT - WITH ABSOLUTE DEDICATION
TO UNGUALIFIED SUCCESS FOR TOTAL SAFETY AND SECURITY

WE WILL NOT BE INTIMIDATED

- JOHN A.VOLPE .
SECRETARY OF TRANSPORTATION
MARCH 10,1972

Figure 18. Secretary of Transportation Statement on /ii: Crimes
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- X-RAY EQUIPMENT AND BOMB TRANSPORTATION EQUIPMENT
By: Ralph L., Miller, U.S. Army Picatinny Arsenal

I would like to describe the work being done at Picatinny Arse-
nal in support of the Army Explosive Ordnance Disposal (EOD) Program.
In order to better understand our work, a few words should be said
about EQD. Most of you are aware that there are some 60 EOD detach-
ments stationed throughout the United States. Last year, about 75
percent of all the Improvised Explosive Device (IED) incident reports
in the United States were answered by these personnel. Consequently,
we must provide these personnel with the best capability possible so

that they can do their job more effectively in response to reported
IED incidents.

Figure 1 shows the equipment that is on hand for one Army EOD
detachment. As you can see, there are three trucks plus the support
cquipment. All of this equipment is necessary for any assigned mis-
sion. In discussing any program in this area, it is obvious that
equipment use, weight, shape, and other similar considerations are of
utmost importance. Simply stated, we have to look at the equipment
and the components from the standpoint of size and mobility. That is

to say, can two men, as a minimum, move this equipment in order to
accomplish a given function?

In November 1970 we were asked to provide certain selected
equipment to various EOD units in this country for evaluation. Test
results would determine useability by Army EOD units throughout the
world. Evaluation allowed use of the equipment in actual reported
incident cases, if any, during the test period. Under this request,
we were told to provide 25 X-ray units that had a capability of eval-

uating suspect devices in two forms: (1) the attache case type, and
(2) the pipe bomb type.

The best way to get involved in a program like this is to see
first what is commercially available, From there, you

~Amd -
——————— L S P A Pl‘c»vcu -V

isolate equipment which appears to be adequate--the ones which prob-

ably will survive in the EOD environment--and eventually arrvive at
decisions relative to selection and choice.

We were also asked to provide two image intensification systems
for evaluation to determine whether these could be used in our sup-
port to the Secret Service. In addition, we were asked to provide
four fluoroscopic devices to the field, so that they could be evalu-
ated to see whether these could be used in our support to VIPs. In
other words, rather than having an image intensification system, a
fluoroscopic system could be carried and put into position by two
personnel, and EOD evaluations could then be performed.
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The image intensification system, as most of you know, is a
Norelco unit. It was the unit that we, in conjunction with Phillips,
put together for this program. We bought three of these units (Fig-
ure 2). Basically, there are three major components: the intensify-
ing screen, the monitoring unit, and the storage tube. We have to
mske this equipment as lightweight as possible so that two men, or a
maximum of three, will be able to use this in EOD. There is no
guesswork in positioning the X-ray since this is already set. The
electronic eye automatically fires the unit. The camera is placed
in back of the arrangement. Of course, after it is sct up, you can
check bags both automatically and manually. Simply, what is happen-
ing is that we are putting on a screen a view of the inside of a sus-
pect device.

The fluoroscopic unit that was decided upon was the medical X-ray,
which was already available (Figure 3). Its capabilities appeared to
meet the needs of our Army EOD personnel. The equipment was designed
to be para-dropped in war zones for use by medical personnel. For
this reason, it was obvious that this equipment was meant to with-
stand quite a jolt. For those of you who are aware of our program,
this is important. What we did was to make two modifications to the
existing equipment which enabled us to meet our requirements. By
changing one capacitor we got an add-on use cycle, Thus, the heat
buildup that occurred in the initial units was no longer a problem.
We also added ancillary cquipment to this particular package which
made it possible for two men to handle the entire job. Figures 4, 5,
and 6 show, respectively, the tube head, power source, and control of
the equipment. We decided to go with the 4- x 5-inch picture setup
during the evaluation period, simpiy because of the size of the de-
velopers with the 8- x 1ll-inch.

Last year, in November, I attended the American/British/Canadian
Tripartite EOD Conference at Indianhead, Maryland, and discovered a
piece of equipment in their laboratory which, 1 was told, was made
about 4 or 5 years ago by a commercial company. I was informed that
the equipment was never promoted and, theredore, no demand existed
for ii; but, it was an item of interest t> those at the laboratory.
Inspection of the equipment and subsequent inquiries to the company
showed that a 12-pound developer could be made for Axrmy EOD use.

Now, we could go to the larger film. Everybody wanted a larger capa-
bility from the film standpoint. So, based on that and as we go fur-
ther into this program, size will be increased to 8- x 11 1/2-inches.

Figure 7 shows an operational step in the detection process.
The distance involved would be about 20 feet. The man st.nling there
would take the picture. The evaluation in the field did, in fact,
lack a piece of equipment. We found that we had two problems. The
tube itself contained hexafluoride gas. By not putting the connector
back on properly, the hexafluoride gas leaked out. We found this out
after an EOD squad culled us and asked for replacement gas.
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The other problem was the battery, a fast rise type. Unit instruc-
tions indicated that charging time should not exceed 8 hours. We
went through eight batteries in this program. Only two were dropped.
The other six were overcharged. So, we do have a problem in this
arca, and we can resolve it.

Another thing we are going to do is to extend the cable from 20
feet to about 8( feet. The tube-head is the only thing that is in
the area of the IED. Therefore, all actions would be eliminated from
the IED, with the exception of the positioning of the film, In othex
words, we are reducing stay-time around the hazardous device. The
fluoroscopic capability that we mentioned earlicr adapts to the med-
ical X-ray capability of visually looking inside a unit or a suspect
package. Refer to Figures 8, 9, and 10. This is the same tube-head
that we fielded. We are -~ ng tc make a 12- x 14-inch port where
the fluorescent screen wou.. be. A person could then view the pack-
ages. This is a two-man operativi. The individual who operates the
equipment also sets the package. Radiation is a hazard, therefore,
the person operating this equipment should be careful.

Now, after onc has put all of his equipment in the field, ke
can look at his design. One thing we found out after getting this
equipment in the field was that if you can isolate the important com-
ponents, you can look at a lot move, Fur exampie, by taking the
package, moving the screen and making shielding adjustments, the lead
glass for the viewing port could be cut to about 8- x 10-inches. In
fact, the entire viewing area can become anything you wanted by mov-
ing the screen. We are going to lcok at a package which is probably
a 24- x 28-inch envelope. In this way, we will be able to look at an
entire suitcase as against an attache case. We finished our proto-
type model, and this is what we :¢-e recommending. When the user rep-
resentative comes to us and requests these components, we are going
to recommend the new design,

Question and Answer Period

Q. Did you have any idea what the dose levels ara?

A, Yes, we do. Each piece of equipment that we put out in the
field must have the approval of the Army Environmental Hygiene Agen-
cy. Dosage cannot exceed the allowable limits, and I believe that
is now 10mR. What we have to do is provide sufficient protection to
the individual on one side of the scrcen so that he receives no more
than 10mR per quarter on that ‘side.

Q. Could you define this dose--at what period of time and at what
distance?

A. Well, we know what is coming out. What we tried to do was to
find out, based on the different thicknesses, what is coming through
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the lead glass. So, based on what we thought was coming through the

lead glass, we built our first prototype and we gave it to the Envi-
ronmental Hygiene Agency. They will tell us whether or not a person
overating this equipment--I believe the time period is abcut 1,000

seconds--will receive the allowable quarterly dosage, which I under-
stand is 10mR.

Q. In a thousand seccnds you will give 10mR, Is that what you are
saying?
A.

We will not exceed 10mR in 1,000 seconds, which is the allowable
time for that man to sit there in a quarter,

Q. And then you have a new man every sit down?

A. Right. In other words, that is the way we do it now because of
cur human factors people. They teli us that an individual can only
sit there for a period of about 5§ minutes. Changes have to be made
at 5-minute intervals, It's a three-man coperation, But 5 minutes

is a lengthy exposure time. It takes only 5 seconds to look at any
bag to see what's inside.

Bomb Transportation Equipment

The second part of the proyram has to de with bomb transporta-
As soon as a problem is identified, the EOD men either take
or.-the-spot action, or they move the item 10 a safe location for the

performance of their tasks. Last year we were asked to evaluate
bomb transportatior. In order to understand this problem, cone must
have some idea of the explosion phencme: on that occurs inside a con-
tainer. For example, what are the effects on the environment when
five sticks of dynamite explode inside a container?

tion.

What we did was to put the necessary load cells in a test con-
ainer {Figure 11) so that we could read the pressures coming off.

We placed paper gauges at different clevations. They axe not very
accurate, but they can tell you when various psi pressures are reach-
ed. So, as far as paper gauges go, we know basically what is happen-
ing. Most people feel that when an explosion occurs a straight line
blast wave results, What we wanted to do was to find out what kind
of pressure was coming over the lip and straight at the zauge. Mo-
tion pictures were taken of each explosion at €800 frames per second
and slowed down for detailed cbservation and study. We then took a

print of each shot to determine the basic data needed for further
evaluation.

(&4

We were asked last year to see what could be done in regard to
transporting these 1tems from the incident site to the safe area.

In answer, we instituted a two-phase program. In phase one, we ob-
tained a commercially available item (Figure 11) and removed all
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accessories, since these were not needed in our program. We then
added the attachments needed to hook this up to a standard 2-1/2 ton
vehicle. We added air brakes for compatibility w.th the truck. This
was, simply, a container within a container. The requirement was

that it would be able to withstand a 20-pound shot of either a mili-
tary or comrercial explosive. In advance of receiving these units,

we bought tvo each of the inserts, and then started our test program
to determine the maximum limit. In other words, rather than just
saying that it was 20 pounds, we wanted to know precisely what it

was. In that way, as far as Army use and our technical data bank are
concerneZ, we would know precisely what the trailer would do. We ex-
ceeded che elastic 1imit of the insert in the first 5-pound shot.

So, from a reuse standpoint (Figure 12), it's not too good. However,
that's strictly from the elastic limit standpoint. Our Army EOD Group
at Redstone Arsenal has been firing into one of these light containers
for over a year (15 sticks a shot) and it hasn't failed yet.

What we have to do now is to determine where the tradeoff between
fatigue and the elastic limit is, Of course, there would be a barrier
material (sand) in the container. The unit will weigh about 7,000
pounds. It's not tco expensive. I think the price would be about
$5,000. Provided the rest of the tests go as well as they have so
far, we will be fielding two of these units prior to the coming na-
tional conveniions. They will go to the EOD units that are going to
support the Secret Scrvice in Miami,

In phase two we recommended a total containment capability. We
foresee a capability where there will be no extraneous, exterior
blast to the container itself. For quite some time now Los Alamos
has been testing small quantities of military explosives to find out
what the best shape of their explosives will be versus other materi-
als. They set up a capability where they actually put the materials
inside a sphere, drew a vacuum on the sphere, and fired the shot.
They have successfully contained over 35 pounds of military explo-
sives in this way. The sphere is 6 feet in diameter, end the wall is
approximately 1l-inch thick. Probably, the best part of such a system
is that not only can you produce a vacuum to suppress the explosion,
but by creating another vacuum, the sound of the explosion can be
suppressed. In other words, suppose we had something like this in
this rcom and we had an IED. If we moved the suspect device into the
next room and exploded it, you wouldn't hear it in this room. This
is the direction we would like to see containment go for the Army
EOD. Of course, there are technical problems. How can you create 4
vacuum without destroying the seal that's going to keep the explosion
inside? We expect that prior to September this will be resolved.

We hope to receive sometime in October our unit from LASL so
that we can verify the testing that has been done on military explo-
sives at Los Alamos. The unit will weigh about 10,000 pounds and
will cost about $20,000. The trailer will be a standard military
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trailer and will be able to be hooked up to the vehicles that are
available to the Army EOD,
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Bomb Container Without Accessories

Figure 11.
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X-RAY COMPONENTS WITHIN THE INTEGRATED ACCESS CONTROL SYSTEM

By: Lawrence J. Nivert, Intrusion Detection Division, CM/CI
Department, USAMERDC

For the past threc years the Mobility Equipment Research and De-
velopment Center (MERDC) has been developing X-ray inspection systems
for the detéction and classification of hand weapons. The program
has been carried cut within the guidelines established for the Pro-
tection of Public Figures Program, and the radiographic systems are:
intended for use in what is called the Integrated Access Control Sys-
tem (IACS).

Conceptually, the IACS is an array of several different types of
weapcns detection devices which will be employed in controlled access
areas for the examination of both personnel and hand carried items,
such as briefcases and purses. Both a personnel and a package in-
spection X-ray unit are currently undergcing evaluation tests at
MERDC.

The primary emphasis within the IACS has been placed on the de-
velopaent of a covert personnel X-ray system. Thiis particular con-
figuration employs an electromagnetic device as a predetector so that
only those individuals who have a fairly high probability of possess-

ing a weapor would be X-rayed. This technique minimizes the dosage
received by the general population as well as yielding the obvious
benefits of a surreptitious measurement. An alternative to the covert
system would be the X-raying of individuals with their knowledge and
consent, While the present personnel system could easily be adapted
for such viage, a significant reduction in whole body radiation dosage
could theoretically be achieved by employing the flying spot approach.
This type of approach could result in a more compact and safer system
and avoid possible legal complications. In areas where it would be
completely unfeasible to operate a personnel system, a shielded pack-

age inspection unit would be employed for hand carried item inspection.

In defining the present version of the personnel X-ray system,
several system concepts governed the engineering approach. Since a
covert measurement was desired cn individuals who would be in motiom,
data acquisition could not take longexr than i/30 of a second without
introducing an unacceptable degree of blur in the image. It was de-
sired to keep the whole body radiation dose received by an individual
waiking through the system on the order of one mR, This would repre-
sent about the scac dosage one would get from natural background
sources in 3 to 4 days. A primary comstraint on the overall physical
size of the system was the need to view the torso and extremities (to
below the knees) of a 6-foot tall individusl. Finally, in order to
minimize the dosage to the general population, an electromagnetic pre-
detector weuld be interfaced with the X-ray unit so that only those
individuals who have a high probability of a weapon on their person
would be X-rayed.
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Figure la presents a block diagram of the personnel system. The
condition for the initiation of a radiographic inspection is the si-
multaneous occurrence of two events. The electromagnetic predetector
must indicate a quantity of metal above a certain threshold level,
and a position sensor, at the present time simply a switch, must in-
dicate that the individual is at the proper location for the geometry
of the X-ray source and collecting optics,

Once these two events occur, the operation of the system is com-
pletely automatic. A lead shutter in front of the X-ray source will
open for approximately 1/15 of a second, and the X-rays will pass
through the suspected target, be collected by the optics and video
pickup, and returned to the interface console. The visual informa-
tion is stored on a video tape recorder and then continuously display-
ed on a television monitor for operator 1nterpretat1on

One possible physical configuration which is now being implement-
ed to accomplish the data acquisition is shown in Figure 1b. An indi-
vidual would enter the revolving door, which is made entirely of wood
and plastic, from the left and pass between the two columns of the
electromagnetic detector. If the predetector indicates an excessive
quantity of metal, a radiograph would be initiated when the person has
veached ihe positlon marked "revolving dooxr" in the figure. The X-ray
shutter would fire, and the radiation would pass through the door and
suspected target and impinge on an X-ray fluorescent screen. The
screen acts as a transducer which converts the extremely short wave-
length X-radiation into visible light. The light is collected by the
optics and an image of the fluorescent screen is viewed by a TV cam-
era. This information is then transmitted to the operator console for
display and interpretation,

The X-ray source inclosure (Figure 2) contains a Balteau 300/5
unit, A single pulse of radiation is derived from the motion of a me-
chanical shutter which is composed of two overlapping lcad leaves. In

operation, two linear motors drive the separate leaves in opposite
directions and at the center of their travel the openings overlap al-
lowing the X-ray beam to be emitted.

Since the safety of individuals walking through the system is of
paramount importance, each shutter leaf has heen doubly interlocked.
If power to the shutter drive should fail or if there werec a mechani-
cal failure of any type which did not allow the shutter to ccmpletely
close, power to the X-ray tube head would terminate and the generation
of X-rays would cease,

With the present hardware available the operating conditions for
the source have been optimized at 300 kilovolts with 3ma tube current
and 0.4 inches of aluminum filtration. The energy spectrum emitted by
the source emphasizes the shorter wavelengths and is referred to as a
hard spectrum. Even higher kilovoltages would be useful in obtaining
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the radiographic information because of the increase in contrast ob-
tained between a steel weapon and human body tissue and because of
the increase in transmitted energy in the thicker portions of the
anatowy.

Figures 3a and 3b detail the individual components of the X-ray
and optical ends of the system. In Figure 3a the X-ray source is
shown firing through an individual with a hand gun on his chest., The
high density metal in the weapon attenuates the X-ray beam more than
the surrounding body tissue and then impinges on a Dupont CRONEX
fluorescent screen. The screen emits light with a characteristic
P-20 curve in direct proportion to the intensity of the X-rays inci-
dent on it. The resultant radiograph is thus a shadow picture of the
target which is exposed.

As can be seen from Figure 3b, the image on the screen is focused
onto the input face c¢f an image intensifier and the output of the in-
tensifier is viewed by a television camera. The electro-optical hard-
ware employed in the system is near the present limit of modern tech-
nology. The Ang&nieux objective lens has an 18 millimeter focal
length with an f number of 1.5. It can focus the entire 8' x 3'
screen onto the 40 millimeter diameter protocathode of the image in-
tensifier at a nominal distance of 4 feet. This results in a much
more compact sysiem than would be possible if commercially available
camera lenses were used,

An RCA 33085APL unit is the image intensifier for the system.
The tube is spectrally matched to the output of the fluorescent screen
for optimum responsc and has a2 luminescent gain on the order of 1.5 x
109, A magnetically focused device was chosen over an electrostati-
cAlly focused tube primarily because of its higher gain and resolution
characteristics and its lower inherent distortion, At the television
car:ra, a silicon diode v1d1con, which has a significantly higher sen-

Vit dhan +ha nmnenaTl mAmnwada wman h uwrs domnee
3_\ -J.V.l.!" vitaail Vil MU LMIt A DDFQLGLQ woon V.Luvbull, .I.D u)w.

At the present time no radiographs of personnel have been at-
tempted with the personnel X-ray system. A Picker XR-100 phantom has
besn utilized to make some preliminary measurements. The phantom is
corposed of tissue equivalent plastic and by itself approximates an
individual weighing nominally 160 pounds. In previous measurements
which were made at Bendix, it was experimentally determined that by
sugrenting the abdominal region with 1-1/2 inches of water the phantom
would then approximate a 185~ to 19C-pound target,

Typical operational results from the system are characterized by
the data presented in 4a, 4b, and 4c. The first figure is a photo-
graph taken directly from the output face of the image intemsifier.
Several targets are readily apparent on the phantom as well as the
water augmentation in the region of the abdomen. It is evident that
the hardest area of detoction is in the abdomen. Primarily, this is
the result of two separate effects, both of which are directly attrib-
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utable to the greater amount of water which the X-rays must penetrate.
The penetration of X-rays is substantially reduced in this area due to
the water, and secondly, a larger percentage of the radiation is scat-
tered and reduces the overall contrast in the image.

The data presented in Figures 4b and 4c were actually taken from
the television screen and represent what the operator would view on a
real time basis. The first photograph is of the phantom with no water
augmentation. All the targets are readily identified, even the weapon
in the abdomen. The second photograph demonstrates the degradation in
classification effectiveness that is introduced by the presence of ad-
ditional water. Even with the direct output of the television moni-
tor, it is extremely difficult to discern the weapon in the abdomen
area. A secondary problem which is visible in both photographs is the
saturation of the videc system in the highlight regions. The blooming
is primarily at the target of the silicon diode vidicon and future
work on the project will involve a search for a tube with at least the
sensitivity of the silicon dicde and a wider dynamic range capability.

As mentioned previously, the safety of individuals exposed in the
system is of prime concern. Consequently, several series of dosimetry
tests were performed utilizing various types of pencil dosimeters,
thimble ionization chambers, and a Victoreen 444 ionization chamber
with an integration capability. The average of the results of these
tests are shown in Figure 5. The values obtained are somewhat higher
than the actual absorbed dose due to the fact that the measuring de-
vices were placed external to the phantom. Consequently, back-scat-
tered radiation as well as the directly incident beam were included in
the measurements. In future testing, a sectional phantom will be pro-
cured and thermoluminescent detectors will be used tc make radiologi-
cal measurements at the actual organ locations; this should provide a
much more accurate map of the actual dose distribution and be of
greater use in evaluating the potential hazards involved in the system.

ous X-ray dose levels., The maximum allowable whole body dosage for
radiation workers is 100 mR per week or 5 R per year; this does not
include the exposure due to medical sources, A very rough guess at
the amount of radiation required to produce a noticeable change in Po-
laroid 3000 speed film is 5 mR. Note that the defining qualification
here is the term noticeable. Any exposure will produce some density
change in a photographic emulsion; however, for this to be visibly de-
tected in a positive or transparency, the dosage must be at least 5 mR,
The cumulative dose due to naturally occurring radioactive sources is
on the order of 0.3 mR to 0.5 mR per day, while flying at relatively
high altitude raises this number significantly. These figures simply
sexrve as a perspective background for the 1.5 mR whole body exposure
expected from the personnel X-ray system.
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117 mR

— 1.0mR

[ 1.67mR

— 143 mR
LI7 mR

0.63 mR

Figure 5. Typical Expected X-Ray Dote

100mR [—— AEC WEEKLY LIMIT FOR RADIATION WORKERS

5mR —— NOTICEABLE CHANGE IN COMMERCIAL FILM

1.5mR [—— PERSONNEL SYSTEM MAXIMUM DOSAGE

0.5mR —— WATURAL DAILY BACKGROUND
0.3mR —— 2 HOURS AT 30,000 FEET

Figure 6. Relative Values For X-Ray Dose Levels
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It should be pointed out that no definition exists for a minimum
acceptable dosage of X-rays. All ionizing radiation has some effect
on the various organs of the human body; and while the dosages in-
volved are extremely small, a careful analysis of the risk versus
benefit must be made before any attempt is made to place the person-
nel X-ray system into an actual application area.

The second X-ray system which is under development at USAMERDC
is a unit intended solely for the examination of hand-carried arti-
cles. The electro-optical hardware employed in this unit is the same
as that utilized in the personnel system. The package unit is really

a spinoff from the personnel system and, as such, is more of a bread-
board laboratory device.

In designing the system the prime emphasis was on versatility.
The X-rzy source is a Sperry self-rectified unit with a variable
kilovoltage range of 40 to 160 KVP and has been modified to provide
an electronically controlled X-ray pulse duration of 1/60 to 2 sec-
onds. The variations in kilovoltage and exposure time are extremely
useful features when one is not positive of the particular class of
targets which may be encountered. Lower kilovoltages provide the
best contrast in the radiograph when trying to detect explosives in
a relatively light container. The higher kilovoltages and longer ex-
posure time are particulariy useful when trying to penetrate large,
dense packages containing hand weapons,

The transport mechanism for handling the packages incorporates
two 45° rotations which can give the operator (in theory) additional
information by providing different perspectivc views of the target.
Results of some preliminary testing indicate that the 45° tilt does
not, however, supply much additional useful information for the class
of targets expected to be encountered. If a weapon was by chance
presented with its major plane perpendicular to the fluorescent
screen, only a tilt of 10 to 15 degrees was required to make it read-
ily apparent to the operstor ac g weapen, If the suspected weapon
was hidden behind a dense object or lost in clutter, 45° was usually
insufficient to remove the confusing background.

A final constraint on the system was that it met the require-
ments of National Bureau of Standards (NBS) Handbook Number 93 for
an exempt protective installation. This requirement of 0.5 mR per
hour at 2 inches from the case surface will require some shielding of
the entire unit, but will enable the placement of the system in any

location with complete safety to individuals located in surrounding
areas. '

Figure 7a schematically portrays the system. Note that the
overall operation is identical to that of the personnel system, with
two notable exceptions. The operation is, firstly, under complete
operator control; and secondly, additional video storage and display




for up to three separate radiographs have been provided. The addi-
tional storage feature enables the operator to view three separate
package orientations simultaneously, Also, a three gun color monitor
has been incorporated intc the system for the explicit purpose of de-
termining if radiographs taken at different kilovoltage levels could
be superimposed in a single display to provide a maximum amount of
information and discrimiration for both high and low Z materials.

A pictorial of the package unit is shown in Figure 7b. As can
be seen from the drawing, the X-ray source which is positioned near
the floor. fires vertically through the package handling mechanism and
package and is then incident on the fluorescent screen, The screen
is excited by the X-rays and emits light, Two plane mirrors transfer
the light image on the screen to the electro-optical detector. In-
stead of the Ang&nieux 18mm focal length lens, a Canon 50mm, £/0.95
35mm camera lens is employed as the objective for the system. The
image intensifier and TV camera are identical to those used in the
personnel X-ray.

A relatively small sample of briefcases and purses were selected
at random from the personnel within the CM/CI Department at USAMERDC
in order to define the practical working problems within the system.
Typical results of this survey are presented in Figures 8a through 8h.

A briefcase was deliberately loaded with actual hand weapons
(Figure 8a) in an attempt to determine the operator's interpretation
capability. As may be seen from the figure, a .25 calibre automatic
and a .22 calibre revolver are plainly visible. This particular at-
tache case contained relatively few clutter items; only an 8-foot
steel measuring tape (rectangular object on right) and a tire pressure
guage (left) were present in the original case. The shaded areas on
the interior of the bag are due to books and papers. Figure 8b por-
trays the identical briefcase without the hand weapons.

When background clutter was more prominent in the display, the
ability of the operator to discern potential threats became severely
impaired. A briefcase (Figure 8c) which contained various hand tocls
and drafting implements was radiographed. While the .22 calibre pis-
tol is readily apparent, the .25 automatic is completely lost behind
a 200-foot steel tape and several clutter items. This picture illus-
trates the biggest operational difficulty encountered in any X-ray
imaging system, that of operator interpretation in the presence of an
extraneous background. A similar radiograph of the same briefcase
with no weapons is shown in Figure 8d, and while several articles are
readily apparent, it is evident that it would be quite simple to hide
small hand weapons in the clutter.

The second major class of hand-carried articles which are ex-

pected to be encountered in an inspection scenario would be ladies'
purses. Figures 8e and 8f are radiographs of the same purse taken
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with and witRhout actual weapons. A hand grenade and a .25 calibre
automatic are contained in one photograph. While it was found that
relatively little operator experience was needed to recognize the ob-
vious clutter items (change purses, key:, lipstick), the variety of
materials which could be contained in a woman's purse poses a formid-

able interpretation problem. Also, the oval shape of a grenade could
easily be misinterpreted for a compact.

The final two figures are presented to show the effect of a 90°
perspective change. Again, a woman's purse and a .25 automatic was
used as the target. The first view (Figure 8g) is of the purse with
the weapon only tilted about 15° with respect tc the fluorescent
screen. Sven with only this small angle the .25 calibre automatic is
clearly seen. A full 90° tilt was made of the purse and is shown in
Figure 8h, While the weapon is somewhat more prominent and easier to
discern, not much impiovement in the interpretation of the display
could be expected between the two views.
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Figure 8a. View of Briefcase With Weapons

Figure 8b.

View of Filgure 8a Without Weapons
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Figure 8c.

Briefcase With Weapons and Increased Clutter

Flgure

8d. View of Figure 8¢ Without Weapons
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Figure 8e. Lady’s Handpurse With Weapons

Figure 8f. View of Figure 8e Without Weapons
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Figure 8h.

Lady's Purse With Weapon
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IR IMAGING OF CONCEALED WEAPONS

By: Gerald Gallagher, Intrusion Detection Division, CM/CI
Department, USAMERDC

(ne of the main areas of interest under the Mobility Equipment
Research and Development Center (MERDC) Protection of Key Public Fig-
ures Program is crowd surveillance. The Crowd Surveillance Program
is directed toward the detection of weapons, explosives, and gunflashes
in an uncontrolled crowd situation., This situation may range from pub-
lic raliies and conventions to riot areas. The varicus scenarios im-
pose certain system requirements which must be met by an imaging system,

The system must operate in real time. Detection in such situa-
tions must be instantaneous so that effective acticns may be taken.
It must be mobile--capable of being moved to any area in which it is
requived. The equipment must not present any hazard, such as radia-

tion, etc., to the crowd being surveyed; and it must not restrict the
normal free flow of a crowd.

It is anticipoted that the system would be used in conjunction
with security agents intermixed throughout thc crowd. These agents
would be in contact with the surveillance system operator, so as to
diract survzillance on suspect persons and to take the necessary ac-

tion if a weapon were detected.

Vairious technologies have been or are currently being investi-
gated for the detection of concealed weapons. Infrared techniques
ar= among those heing considered. Infrared is that portion of the
electromagnetic spectrum which lies between visible light and 1000
micrens (See Figure 1). Any object above absolute zero degree tem-
perature radiates some energy in the infrared region.

An infrared imazing technique was evaluated by MERDC under a
previous program. 7The equipment evaluated was a medical type infra-
Tes scamner which operates in the 8-14 micron region. The results
of the evaluation showed that a 20° C difference between a gun and
roca temperature was resaired before a weapon, concealed by a normal
suitv coat, could be inaged. Even then, folds in the coat tended to
obscure the imaze. In a concurrent effort, measurement of the trans-
mission of various materials was made to determine the optimum wave-
leagzth of operations of sn imaging system. The study indicated that
tke¢ region above 250 miurons was favorable. Representative results
are shiown in Figure 2,

As you can see¢, the transmission is approaching 50 percent as
the wavelength approaches 500 microns. As a result of the transmis-
sion measurements, a program was initisted to develop a laboratory,
foasibility model, long wavelength infrared scanner. This scanner
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was developed under a contract with Texas Instruments, Incorporated.
The system is completely passive, requiring no illumination of the
target., The system is being designed to be used in the crowd sur-
veillance scenario; however, it may find additional applications in a
controlled access situation.

Characteristics of the present system are shown in Figure 3.

The approximate size and power consumption are shown. The field of
view, 100 x 300 milliradians is equivalent to 1 x 3 feet at 10 feet.
The resolution is 2 milliradians, which is equivalent to 1/4 inch at
10 feet. Two scan times were incorporated in the system, 2.54 sec-
onds and 25.4 seconds. The scan times represent the time it takes
to take one complete picture. Two detectors were evaluated in the
program, Gallium Arsenide, which operates at 300 microns, and Indium
Antimonide, which operates at 700 microns. Figure 4 illustrates the
operation of the scanner.

Energy from an individual resolution element in the object-plane
is relayed by the vertical scan mirror and the horizontal scan mirror
to the primary collecting mirror. This mirror focuses the energy
through a hole in the horizontal scan mirror into the detector which
is located in the image plane. By rotating the vertical scan mirror
and causing the horizontal scan mirror to oscillate, the individual
resolution element ''seen' by the detector is varied. Approximately
2.5 seconds are required to complete a total scan. Figure 5 shows
the scanner as it presently exists.

In Figure 5 you will notice the vertical scan mirror, the hori-
zontal scan mirror, the primary focus mirror, and to the right, our
Dewar., The Dewar is filled with liquid helium to cool our detector
to four degrevs above absolute zero. Figure 6 shows the completed
scanner, with its cover on. You will notice two things: the rec-
tangular opening, which is the aperature throughk which the energy
enters the scanner; and to the left, the recorder assembly which con-
tains the necessary electronics for processing the signal and the os-
cilloscope type CRT from which final image is photographed. A sim-

plified system block diagram is shown in Figure 7.

As mentioned, two detectors were evaluated in the scanner, Gal-
lium Arsenide and Indium Antimonide. Initial results have shown very
little difference in the image quality between the two detectors.
However, the Indium Antimonide should give better results on multiple
layers of clothing, since the transmission of cloth is greater at the
longer wavelengths. The image quality of the present system is shown
in Figures 8 and 9. It is obvious that operater interpretation is
required to separate the targets from the clutter items, such as eye-
glass cases, tie tacks, eye glasses, etc.

While results to date have been promising, we have a long way to
30 before we have a 'fieldable" system. There are some basic limita-
tions which cannot be overcome.
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The system optics must be large to provide the resolution re- o
quired. The present system has an effective collecting aperature of ; l
one foot in diameter, and the best resolution it can provide is 1/4
inch at 10 feet. The resolution limit of such systems is a direct , ‘

il ek o g

inverse of the collecting diameter.

PRSI

At this time, it may be interesting to compare the scenario-im- !
posed requirements with the present capability of the system. The i
present system requires 2.5 seconds to take a single picture. This,
of course, could not be tolerated in a final system. This present
system is a fixed laboratory type and is hazardless--completely pas-
sive. However, since it is a fixed focus system, requiring the sub-
ject being examined to be 10 feet from the scanner for 2.5 seconds,
it can't be considered non-restrictive,
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As a result of achievements to date, a detector improvement pro- ‘
gram has been initiated. This will include improvements to the basic
Indium Antimonide detector and the construction of a multi-element
array of the improved detectors, so scan time can be reduced and ;
image quality improved. The particular detectors used in this system
have not yet been used in any field hard.gre. Many other areas for
system improvement exist, such as optical redesign for light weight
ocptics, variabie focus, etc, However, the system's ultimete perfor- _
mance is dependent on the basic detector. When the improved detector S
array design is realized, a field system may be designed. It is an-
ticipated that if the current efforts are successful, field hardware
miay be available in the 1977 to 1978 time frame,
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Figure 2.

WAVELENGTH [MICRCMETERS)

Spectral Transmissivity of Cloth and Cardbosrd
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SIZE 444420

POWER REGMTS 200 WATTS

FIELD OF VIEW 100300 MILLIRADIANS

RESOLUTION 2 MILLIRADIANS
SCAN TIME 2.54-25.4 SECONDS
DETECTORS GALLIUM ARSENIDE (GaAs|

INDIUM ANTIMONIDE {InSbj

Figure 3. Scanner Characteristic

VERTICAL SCAN MIRROR

)
O\

\ k
PRIMARY MIRROR t P =>1 IMAGE PIANE

Ji
ya

HORIZONTAL SCAN MIRROR

OBJECT PLANE

Figure 4. Scanner Operation--Optical Schematic
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MIILIMETER WAVE IMAGING AND APPLICATIONS

By: Alberi J. Kerecman, Electronics Technology and Devices Laboratory,
U.S. Army Electronics Command, Fort Monmouth, New Jersey

Various techniques operating over the entire electromagnetic
spectrun are employed to detect concealed objects. After looking at
the various tradeoffs, such as safc¢ty, penetration, resolution, detec-
tion, and transmission, we have chosen the millimeter wave region as
our prime area of investigation into the detection of concealed ob-
jects., A growing vision of an imaging system capoble of ranging and
resolving targets or concealed objects under all-weather conditioms 1is
developing due to recent component advances, such as the Schottky and
Inmpatt diodes, and to the maturing of integrated electronics.

Various configurations of an imaging system have been explorced at
ECOM. Reflection and trarsmission modes (single and multiple coilec-
tor), along with single and multiple lens configurations, have been
employed.*» <> 3 Figure 1 shows a typical example of our early de-
signs. This active device is a transmission mode, single collector,
darkspot scanned system. Here, a klystrcn is used to illuminate ths
target area, The target rerurns are imaged by & lcns ontc a germanium
panel which reflects the millimeter wave radiation while illuminated
by the projector, a?d transmits the radiation where the shadow of the
dark spot impinges.

This type of device, employing point contact diodes operating in
a video mode imaged multiple target, returns from metallic disks 3 cm
in dicmeter as shown in Figures 2a. and 2b. The disks were coverad
with cardboard and plywcod, with very little attenuation observed in
the return signals as can be seen in Figures 3a., 3b., and 4a., 4b,,
respectively. Similar results have been obtained with cloth conceal-~
ment at 3.2 mm wave length. A systematic study of penetration of vari-
ous substances has not as yet been carried out; however, weather and
resolution problems have been analyzed by Hofer, et al.S

At this point, a new approach was taken to reduce the size,
weight, and power consumption as well as the cost of the system.
The new design concept calls for: eliminating the flying dark spot
scanner and replacing it with g P-I-N diocde array called an image
formation and scanning unit; replacing the video point contact diode
with a Schottky barrier diode¢ operating in a heterodyned mode; em-
ploying a phase locking technique for better signsl to noise and sta-
bility performance; and, finally, replacing the klystrons with Impatt
diodes. Pigure 5 shows a block diagran of the new design with the
exception of the employwent >f the Impatt diodes, which should be
possitle to incorporate in FY-73. Some of the new circuitry develop-
ed in the integrated electronics area can be seen in Figures 6 and 7.
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Solid state devices are used throughout, and significant advances in
power consumption, size, and weight have been made. In Figure 8 the

image formation and scanning unit is displayed with the fixtures used
to fabricate the array.

To date, tne changes in the system have not only resulted in the
reductions mentioned, but real-time imaging at 30 frames per second
is now possible. Collector insertion losses have been reduced sig-
nificantly, mainly due to the P-I-N diode array coupled with its
drive circuitry. The new configuration also lends itself easily to
frequency changes. The image conversion and scanning unit. while
maximized at half wavelength intervals, can be employed throughout
the millimeter wave region, having already been tested at 94 and 140
GHz or 3.2 and 2.1 millimeter wavelengths, respectively. 1In fact,
much of the submillimeter wave and far infrared regions should also
fall within the operating range of the device. With modifications,
the diodes should cover the entire infrared region. Therefore, a
real-time imaging capability employing heterodyne detection can exist
throughout the infrared-millimeter wave region.

The applications of the above system exist where concealed ob-
jects, such as guns, are to be detected over short ranges, whether an
a person or in luggage  Alse, detection of targeis under adverse
weather conditions, such as fog or rain, over short ranges is also
feasible. Alternative approaches are also being considered, where
development of low-cost phase shifters will some day allow phased
array techniques to be employed in order to extend the range from 20
to 300 meters to a few kilometers.
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Figure 2b.

Millimeter Wave Returns of the 3cm Targets

153

A et L

o o B ot

I
3
1

PR




e T g4 AT )
s e e

J—— [PU—— i - [, [ —— r——— n PSSR [T e .-

PiBOQPIRG YITM P3I2a0) ‘Eg IInBTJ 3O sIsdae) -wg Iandyg

154

EAREL Vet I SRR TIPS, Sy o B




= = SRR jon d e e

PR

-

i




[o—
[

——

P S

2 et r———n

E

i ]
b Lo
(o] P
5 -
i H :
s '\
. i
L
o .
1] :
I
Q
g
[&]

e

Targets of PFigure 2a.

Figure 4a.

|
|

a
|
3
E
4

Lot



Millimeter Wave Returns of P] wood Concealed Targets

Figure 4b.




®154g Burdeuw] pouuedg AJTEITUCIIIA[F 93835 PIIos 3O wexBerq ¥Oo0[g 'S Sand1g

LINN NOILYLNIS3Yd FOVNI-"N'd'T

4311MdAY
0laNnY 8 ¥0103130-V

H3131NY
- Y3ddWY3Ed 'I’'T-41

LINN NV3S DINOYLO3T3I~-N'S"3

LINN ©NINNYIS
B NOILYWRYO4 39VRI -N'S'4T

l398vL~1
N¥OH - H

YIXIN-N X
¥314N03 TYNOILIINIA-"0']
N¥3Z1119Vie AON3NDIYI -5 _ J@.:.n.u

HO1VIOSI-I r -
NOYLSAIN - ‘n's’3 _ ¥ v y4

KiddNS HIM0Od NOULSATY —'S°d L

158




-t

8123714 [e3sfi) Surfojdmyg i13yyyrduwy -4°71 pue 4’1 33elS PF[OS ‘9 andyg

»

159




i G *7 8and
3yun 3utuuedg pue uoljewiog 23ewW] 9yl 103 Iaduonbeg L 1d

160




UCTIBOTIqR] BPOTC N-I-d UT pakordumy S9INIXIJ puwr

‘aT3jjyeg o8evwean ‘paey 3urssaippy
2POTQ N-I-d ‘Isdusnbag a3 Buimoys ‘3up Buruueog

PUB uoljemIog 28vw] syl 3o 83rsodwo) g aandyy

161

—— —— e




P [ e a [N

adoosjexnoog UcEsIA IYIIN -@d93dstIuvcid

R el e b e R ST Tall e it Rt el AR

A T T TR T R PR TERE AT A LA T e e

162




STy

TR T

T

NIGHT VISION POCKETSCOPE

By: David K. Anderson, Night Vision Laboratory, USAECOM

Abstract

Recent advances in electrc-optics have made possible dramatic
improvements in night vision aids.

The Night Vision Pocketscope is a handheld, passive image in-
tensifier that utilizes the secondary emitting microchannel technol-
ogy. This device is described as to the various electro-optical
parameters involved in its design and usage. Brief descriptions of
the secondary emission technique, photocathode, phosphoxr, power sup-
ply, dynamic tube response, classical optics considerations, range
performance, and surveillance role are included.

- s = - -——

The earliest efforts to remove the cover of darkness consisted
of the use of torches, flares, and rockets. During World War I
formal research wa: started to enhance night vision, which, until
the 1930s, was confined tc searchlight illumination., In the 1930s

early television research led to the development of an image tube

that could be used to detect targets illuminated by covert infrared
3 Y

radiation, These images were converted into visible displays.

An outgrowth of this infrared research was the exploratory work
done on a cascaded image intensifier tube for low light level image
intensification which would not require the cumbersome, power con-
suming infrared light source. This cascaded tube was comprised of
three separate stages linked together by fiber optics (Figure 1).
The low light level night scene imaged and inverted by an objective
lens on the fiber optic input of the cascaded tube was transferred
by the individual glass fibers to a photoemissive surface where each
portion of the image was converted into a photo-electron(s). The
photocathode material utilized was ihe 5-20 photo-emitter (Sbh-K-Na-
Cs), with sensitivity encompassing the visible spcctrum and near
infrared (Figure 2). These phuto-electrons were then accelerated by
a 15KV potential field, whereupon these photo-electrons with in~
creased kinetic energy impinged on a phosphor screen. The bright-
ness of the image on the phosphor screen was approximately 30 to 40
times brighter than the input low light image. This first stage
also inverted the image, and the output of the first stage was cou-
pled by fiber optics to the input of a second stage where another
image intensification of approximately 3C to 40 times was accomplish-
ed. The second stage output was amplified and inverted in like fash-
ion by a third stage so that the rcsultant output was approximately
20,000 to 70,000 times brighter than the original low light level in-
put. The phosphor screen of the third stage was then viewed with a
magnifier eyepiece. The use ¢f three stages was necessary in order
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to get sufficient brightness gain (i.e., output light level divided
by input light level) and to correct for the inversion of the scene
by the objective lens. The phosphor used was the P-20 (ZnCdS:Ag)

because of its superior efficiency (480 iumens/watt) and its green

color, which in turn optimized the human eye's greater acuity in the
green (Figure 3).

The cascaded tube described above was used in a simple night
telescope system where a fast f/number objective lens focussed the
dim night scene on the tube. The image was intensified in bright-
ness and viewed with a simple magnifier eyepiece. A family of night
telescopes was developed that ran from 6.0 pounds to 45.0 pounds,
depending on the passive range performance desired (Figure 4). The
advantages that these night telescopes offered were significant,
since they required only the dim glow of the stars, moonlight, or
faint skyglow to illuminate the nighttime target for truly ''passive"
observation. The need for infrared illumination for night viewing
had been eliminated. The only disadvantages to the three stage de-
vices were their large size and their inability to operate in the
presence of bright light sources. The latter problem would become
severe, for example, when one attempted to view a low light level
scene and car headlights unexpectedly appeared in the field of view,
The car headlights were amplified by the same high gain factors as
the low light level targei, such that they often completely masked
the low light level target of interest.

Whereas the wide usage of direct view night vision devices has
centered, to date, around the three-stage/cascaded image tube which
used electron acceleration as the primary gain mechanism, recent de-
velopments in Industry and Government laboratories have led to image
intensifier tubes which use the secondary emission technvlogy (Fig-
ure 5). The secondary emission channels have been called microchan-
nels and measure approximately 17 microns outside diameter and 12
microns inside diameter. The cascaded tubes used three electrostat-
ically focused stages potted in one 7.5-inch long package. whereas
the microchannel tube attains similar gazin and resolution in one
stage with a package length of 1,2 inches,

The photons from the night scene are focused by the pocketscope
objective lens and strike the semi-transparent photocathode where
electrons are emitted which then enter the small diameter microchan-
nels (Figure 6). Each collision of the electrons with the wall of
the channel causes an increase in electrons because of the secondary
electron emission characteristics of the MCP walls (Figure 7). At
the output end of the microchannel plate the electrons are proximity
focused onto a phosphor screen and the electron representation of
the scene is changed back into a visual pre.entation of the scene at
a much higher light level. Typical luminous gain is fifteen thousand
(foot lamberts/foot candie). The image inversion is accomplished
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by an 18mm format fiber optic inverter that rotates the real optical
image 180° within a 19mm distance (Figure 8) and illustrates a novel

application of fiber optics to provide optical inversion in a very
short distance.

The microchannels are a remarkable advancement in the state-of-
the-art when one realizes that approximately 1.7 x 10% microchannels
are squeezed into a square inch and that the electronic gain takes
place in a distance of only 0.025 inch. The photoemitter material
used was an improved version of the S-20 used in the cascaded tube.
The phosphor material was changed slightly so as to maintain the
green color of the P-20 (Figure 3), but with longer time response so
that the single stage tube maiched the integration time of a cas-
caded tube. This integration time smooths out noise fluctuations
in the single stage tube and therefore provides a clean image.

The high field potentials required by the tube are supplied by
a recently developed high voltage miniaturized, wrap-around power
supply. The power supply replenishes the electrons used in the sec-
ondary emission process and protects the tube from high light levels
{Figure 9) by sensing the increased light level and automatically
adjusting internal tube voltage. Note in Figure 9 that the screen
brightness of the microchannel tube is much less than that of the
three-stage tubes. This lower screen brightness canses the micre-
channel system to haeve slightly less search effectiveness, but it
does allow the observer to regain his natural scotopic vision faster,
In addition to power supply protection, the microchannel plate itself
has a basic saturation curve as a function of light level. The com-
bined effect of the microchannel saturation and the power supply is
shown in Figure 9 by the comparison curves of both of the electron
acceleration three-stage tube and secondary emission single-stage
tube for several decades of light level. The microchannel satura-
tion is a localized effect in that individual channels operate, €s-
sentially, independently of each other. Although there is a small
amount of cross talk, this localized saturation greatly aids in im-
proving "whiteout" image blooming that scverely aflfecis the electron
acceleration three-stage tube. The blooming is not completely elim-
inated in the microchannel tube, but it is greatly reduced.

Figures 10 and 11 show a man target at a light level correspond-
ing to starlight which has a bright source placed between him and
the night vision device, The vastly improved performance of the
single-stage pocketscope over the three-stage system is due to the
aforementioned microchannel saturation and power supply protection,
This feature means that performance of the pocketscope single-stage
device will be much improved in the presence of bright sources like
car headliyhtis, campfires, and street lights, Note that in Figure 9
the three-stage device actually turns itself off in the presence of

many brig?t sources and ambient light levels above twilight (approxi-
mately 10*fc),
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Application of Fiber Optics to Optical Inversion
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Second Generation Pocketscope
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System Performance

The real worth of any night vision device is most clearly shown
when it is comwpared to the most cost effective night vision device
known--the dark adapted human eye. Shown in Figure 12 is the
range performance of the single-stage pocketscope as compared to the
unaided eye and to the three-stage device. The light level was 1.0
x 10~* foot-candles; the target was a man; the background was trees
and field; and the clutter was medium to heavy in this comparison.
The unaided eye was allowed to dark adapt for 20 minutes, whereas
the night vision devices were used instantaneously. The relative
performance of the pocketscope and three-stage device is noteworthy
in view of the fact that the three-stage device has an objective
lens focal length of 135mm compared to the pocketscope objective
lens “ocal length of 72mm. The size difference between the 1.5

pound device and the widely used 6.0-pound three-stage device is
shown in Figure 13.

This single stage tube is easily used in a family of night vi-
sion devices wherein the systems designer merely exchanges the ob-
jective lens or eyepiece lens, depending on the intended useage of
the device. For use under quarter moon light levels or less, care
must be taken to have the ohiective lens design corrected for the
spectral response of the photocathode. This interchanging of optics
is done quite easily because the tube distortion is negligible and
the input and outout image planes of the tube lie on the surface of
fiber optics, and one does not have to corsider the optical path
through glass typically used in previous image tube types. The
fiber optic input and output also allow for other than flat planes
to optimize the tube and optics interface. The dependence of range
on the objective lens used is shown in the nomograph of Figure 14,
where a 72mm objective lens with a T/number of 1.8 was chosen to
show what the recognition range of a man-size target would be.” The
scene illumination was starlight and the reflectivity of the target
was 40 pevcent. This range pumber assumes good atmospheric condi-
tions (i.e., image intensifiers do not see through fog or smoke} and
unobstructed line of sight.

ﬁgplications

Although the Pocketscope was primarily designed for military
use, it is also ideally suited for many civilian usos because of its
small size and improved performance in the presence of unexpected
bright lights at night. Army testing has indicated great potential
for night search parties, surveillance from helicoptexrs and light
aircraft, plant and office building security, and border patrol.
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HANDHELD THERMAL VIENWER
By: Joseph J. Wiedmann, Night Vision Laboratory, USAECOM

The Hondheld Thermal Viewer is a lightweight, passive thermal
imaging system intended for surveillance av night. Evaluations have
shown that the Viewer is capable of detecting personnel targets
through light foliage, haze, and in complete darkness. These fea-
tures, plus inherent properties which allow an infrared sensor to
"see" small differences in temperatuve, make this device extremely
useful in both militaxy and civilian applications.

To elaborace briefly on the infrazied phenomenon, ali objects
and persons emit thermal radiation in that regzion of the electromag-
neti~ spectrum called the infrared region. This region is bordered
by the visible and radio regions. Because this infrared radiation
is beyond the visible part of the spectrum, these infrared waves,
which are emitted both day and night, cannot be seen by the naked
eye. Also, since IR radiaticn has longer wavelengths, it is not as
easily blocked or absorbed by haze or smoke particles in the air as
the shorter light waves are. Therefore, infrared radiation enter-
ing the viewer can be converted to create an image display of the
temperaturce differences between the object and its background.

The Viewer was originally designed to allow a soldier to see
the enemy before the enemy could see him. This was to be accomplish-
ed on the darkest night and under cover of thick forest overhead.
Tnese conditions limited the use of starlight scope-type devices,
which in turn made infrared more attractive. The infrared principle
is aot new, but previous systems were heavy, bulky, hard to use, and
took too much time to make a picture of the scemne. However, recent
advances in infrared sensors and cooling devices have made possible
the development of the Handheld Thermal Viewer. The Viewer has a
lead selenide detr~ctor array of 48 eleoments thermoclectrically oooled
to about 200°K ’F), The irfrared waves, in the form of thermal
energy or photons emitted by the targels, enter thicugh the window,
impinge on the scanning mirror, and are focused on the detectoy array
by the optics (Figure 1). The detector converts the infrarcd energy
inte electrical signals which are then processed and displeyed on &
1-ineh cathode ray tube (TV tube) as a real-time image. The Viewes
weighs 6 pounds and is powered by a belt-mounted rachurgeable Laltery
pack.

The primary use of the Viewer is to detect and recognize porson-
nel targets at night, and it does this with amazing success. Perzon-
nel targets stand out so clearly that a man cannot be wisscd. This
has been verified by Army test reports and Dy an evaluation by cowbat
troops in Vietnam.
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The Viewer has also been evaluated in the area of early detec-
tion of enemy swimmers approaching ships and bridges. A man can be
spotted at a distance by the Viewer when any part of his body is
above watex. Integrated with SONAR, the Viewer can detect a swimmer
gbove or below water. Other Army units are testing the Viewer's
capability to see dogs at night through different terrain while in
pursuit of a scent. They are also evaluating modified viecwers for
pine detection.
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Figure 1. Schematic Diagram of the Handheld Thermal Viewer

Since declassification in 1971, the Viewer has been successfully
used and evaluaied in widely diverse civilian applications. The Park
Rangers in the Everglades in Florida are now evaluating the Viewer as
an aid in the detection and capture nf animals and alligator poachers,
They have used it on the ground and from the open window of & heli-
copter in sesrching for men or airboats. The hot engines of the
boats can be readily detected in the swenmp's underbrush, thus giving
sway its position.

The Bureau of Mines is using the Viewer in underground mines to
detect loose and hazardous rcck on mine walls and ceilings. More
strikingly, a modified Viewer is contemplated being sent down through
a narrow hole on & cabie during a mine mishap to detect any miners
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who might be trapped in the shaft. The Viewer would penetrate the
complete darkness and the smoky conditions. The mine would then be
viewed with a TV type display at the surface.

In summary, the Viewer was originaily intended for use by a
soldier engaged in close combat or surveillance. It now provides a
handheld thermal imaging capability to detect and recognize man tar-
gets from a real-time display. It is most useful in situations
where low or no light, poor visibility, or camouflage restricts use
of light intensifier devices. Since thermal energy in this spectral
range of 3-5 micrometers is emitted from all objects, the Viewer is
passive and does not require light of any kind. Because s man is
warmer than the adjacent environment, he can be seen through the
shadowed holes of light folisge (Figure 2), camouflage, or poor visi-
bility such as haze or fog. The Viewer's detector is sensitive to
very small temperature differences. For example, any changes made in
an area, such as a hole that is dug and refilled, may be detected be-
cause there is a slight temperature difference between the disturbed
and undistrubed ground. For more effective use in a perimeter de-
fense, the Viewer can be used with a remote display. To amplify this

application, studies are being made to incorporate & motion detection
capability to the Viewer for this purpose.
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Figure 2.

Handheld Thermal Viewer Sharply Outlines

Canouflaged Soldier (Bottom Phuto). Photos
of Same Area Taken Simultaneously by Camera

(Top Photo) and Viewer (Bottom Photo).
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STANDARDS FOR DETECTION EQUIPMENT

By: Robert Mills, Program Manager, Concealed Objects Detectors,
National Bureau of Standards

In this first half of a two-part paper, I will discuss a new
program at the National Bureau of Standards (NBS) called the Law En-
forcement Standards Laboratory (LESL). In the second paper, Charles
Smith will discuss one of the LESL projects dealing with the develop-

ment of a performance standard for detection equipment using X-ray
devices.

The principal mission of LESL is the development of national,
voluntary standards for law enforcement hardware., These standards
are intended to assist law enforcement officials in selecting and
specifying their equipment. Manufacturers will also find these valu-
able in identifving the desired perfcrmance characteristics of the
cquipment they hope to sell.

Although LESL is part of the National Bureau of Standards, the
program is sponsored by the National Institute of Law Enforcement and
Criminal Justice (NILECJ or NILE), which is the research and develop-
ment branch of the Law Enforcement Assistance Administrationm (LE/A).
Figure 1 chows these inter-relaiionships. When LESL completes the
development of a standard, it vill be given to NILECJ for promulga-
tion to pclice and other inter 'sted parties as an NILECJ standard.

The standards will include not only minimum requirements, but
also test procedures for checking these requirements. The great ma-
jority of NILECJ standards will be performance standards rather than
design standards. Trat is, the minimum requirement and test proce-
dures will most frequently be expressed in terms of performance in
order to cncourage innovative approaches to hardware designs. Design
standards will be written only for those cases where interchangeabil-
ity is a paramount requirement.

The name "Law Enforcement Standards Laboratory' is somewhat of a
misnomer in that LESL, per se, has no laboratories. Instead, LESL
consists of a small central staff of program managers who utilize ex-
isting expertise and laboratory facilities to develop standards. To
date, most of the vork has been done by groups within NBS. However,

it is anticipated that considerable work will be contracted outside
of NBS where appropriate.

The functions of the two sections labeled "Standards Support.
Services'" and "Testing Laboratory Evaluation" in Figure 2 are still
being planned. The Standards Support Service will probably assist
the sponsor with dissemination of information about NILECJ standards
and their use. The Testing Laboratory Evaluation group will develop
a coordinated system for compliance testing, by accredited laborato-
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ries, of law enforcement equipment. Further details of these two ac-
tivities will be available when plans are ccmpleted.

The equipment has been grouped into eight program areas as fol-
lows:

1. Protective Equipmeat and Clothing, includes: body ar-
mor, shields, helmets, gas masks, uniforms, and fire, chemical, and
water resistant clothing.

2. Communications Equipment and Suprlies, includes:
transceivers, telephones and intercoms, scramblers, p.a. systems,
terminals, power supplies, and cable.

3. Security Systems, includes: surveillance and night
vision devices, optical equipment, locks, grills, fences, safes, and
alarm systems.

4. Emergency Equipment, includes: sirens, flashing lights,
horns, spot and floodlights, occupant restreint systems, extractiom
equipment, ladders, fire extinguishers, and first aid equipment.

...... MNas SernAalond An
S. \..Ull\,balcu UuJD\. i3 UCLCCLOTS incauals: unuab;vua d;u&,

bomb and weapon detectors, preath-alcchol analyzers, fingerprint kits,
and other evidence collection materials and devices.

6. Vehicles, includes: automobiles, motorcycles and scoot-
ers, snowmobiles, power boats, and aircraft.

7. Weapon Systems, includes: all lethal and non-lethal
law enforcement weapons, such as fireaxrms, non-poisonous gases, ha-
tens, and ammunition.

8. PBuilding Systems, includes: institutional furnishings,
equipment and suprlies, buiiding materials, and systems design.

Obviously, a crucial prevequisite for the development of good
hardware standards is the compilation of user requirements. For ex-
ample, we need tc know the optimum practical compromises between wear-
er comfort and plotcctlon for body armor, false alarm rates and sensi-
tivity for security alarm systems, etc. LESL Program Mansgers and
NILECY staff members have determired some of the more fundamental user
requirements as a result of visits and personal contacts. NILECJ is
experimenting with the use of questionnaires to obtain this informa-
tion.

My program arca, Concealed Objects Detectors, is probebly of

greatest interest to members of this meeting. Ferformance standards
are curvently being developed for quantitative breath-alcohol measur-

181

et T

olesiy b aona ot

A s e

s a1




B DN

A
»

ing devices* metal weapon detectors, and low intensity X-ray devices.
We have hopes of initiating work in the near future to develop stan-
dards for pre-arrest breath-alcohol screening devices and field nar-
cotic screening kits.

So far, I have discussed only standards for hardware. We are
also studying the need, feasibility, and wisdom of other types of
output, such as recommended procedures, certified reference materi-
als, and standard reference data. Reccmnended procedures will not be
represented as the oaly satisfactory procedure for performing a par-
ticular test, but as test procedurcs known to be reliable and thus
useful to the less experienced. Recommended procedures are being
considered in my program area for measuring alcohol concentration in
blocd, and for identifying niarcotics., We are also considering making
standard reference samples available to key state laboratories re-
sponsible for checking the accuracy of breath-alcohol analyzers. Omne
of my colleagues at LESL has been asked to develop a type script ex-
emplar atlas. Paint and glass chip collections have also been sug-
gested,

Frankly, I hope to have the chance to discuss with some of you
attending this meeting details of the needs you see for standards.

T am anxious thut onr efforts complement any existing progrems theat
other agencies or professicnal societies have undertaken in this
area., Inquiries or comments will be especially welcomed. Our phone
runker is 301-921-3161 and mailing address is B-150 Physics Duilding,

Nationzl Bureau of Standards, Washington, D. C. 20234,

Open ‘Discussion

John Haben, Naval Ordnance Laboratory

Q. I think my question should be divected to Mr. Milis. When you
buy on performance specification, it puis a rather high burden on the
purchasing agency. Given a wide varicty of local law enforcement
agencies, that's a rather severe thing to do to these pecple. They
are net really experts in this field. 1 know Mr. Smith touched on
this probiem, but I would think--what has bsen vour experience?

A. That's a good question, but unfortunately, it is somewhat an

openn question at this time, I think there ought to be a central test-
ing agency that performs oualification tests, and then issue a quali-
fied products list to interested law enforcement agencies. However,
plans for estahlishing s qualified prcducts list have not yet been
made.

-—

*Since May 1972, development of standsrds for breath-alcohul testing
equipmient has been sponsored by the National Highway Traffic Safety
Administration, Department of Transportation.
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Q. Really, what I'm saying is a performance specification is very
fine, but it's really tough on the purchasing agency, regardless of
who does the testing., It's a lot easier to purchase on a hard spec-
ification. I just wondered why you were set up to do it the other
way. -

A.  Well...
Q. I reali.e that there is a large variety of equipment available,

A, The National Bureau of Standards encourages the use of perfor-
mance standards to avoid the type of difficulties the building indus-
try has with building codes. Often, building codes require the use
of 2 x 4 lumber even though cheaper building materials may be avail-
able that could do the job better if only the code allowed. When
possible, as it is with weapon detectors standards, it is desirable
to use performance language to encourage the introduction of improved
designs by the manufacturer. As you point out, the price which must
be paid for the use of performance language is the increased diffi-
culty in testing for compliance. Therefore, I believe a competent
testing agency is needed which cain perform qualification tests for
all petential users, and circolate the regulte via g gqualificd prod-
ucts list. 1 do know that the National Institute of Law Enforcement
and Criminal Justice is discussing this problem with the National
Bureau of Standards, although detailed plans have not been worked
out.

Major lLodde, U. S. Army Environmental Agency

Q. Will these standards be published in the Federal Register, or
how will they be distributed?

A. When completed, they will be distributed by the National Insti-
tute of Law Enforcement amd Crimlnai Jusiice. Probably the law en-
forcement agencies wiil eventually have a shelf full of these stan-
dards. If you are interested in getting into the review process,
which we would very much welcome, then you ought to identify yourself
to Mike Smith, Ken Yee, or me.

Dr. Manley, Navy EOD Facility

Q. There is a step before performance requirements and that's de-
termining what the operational requirements are. How do you inter-
face with all of the people who have vested interest in the type of
equipment that you want tc write the performance standards on?

A. I said a little bit about that when I talked about user require-
ments. We are going to try to get user requirements in several ways.
One way will be through our talking to & number of knowledgeable law
enforcement officials and identifying some of the user requirenments.
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The National Institute of Law Enforcement and Criminal Justice is
setting up a three-prong program which they call the Equipment Sys-
tems Improvement Program. The first part of that program is what
they call the Analysis Group. This Analysis Group will assist in
identifying user requirements. Their information will be available
to us. (We are the second group called the Standards and Guidelines
Group. There will be a third group that's called the Development
Group; they will develop new or modified equipment as needed,) The
final step in the development of our standards consists of a fairly
broad review of the document by interested outside parties. This re-
view procedure will help to alert us to overlooked or incorrect user
requirements.
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STANDARDS FOR DETECTION EQUIPMENT--X-RAY SYSTEMS
By: Charles N. Smith, National Bureau of Standards

With support from the National Institute for Lew Enforcement and
Criminal Justice of the Law Enforcement Assistance Administration,
the Applied Radiation Division of the Center for Radiation Research
is developing performance standards for X-ray and radicnuclide sys-
tems for use in the field of law enforcement. Two standards are cur-
rently being developed: ''X-Ray Systems for Discrete Item Applica-
tions" and "X-Ray Systems for Screening Operations." I would like to
discuss briefly some of the features of these two types of systems
and some of the requirements for the standard on systems for discrete
items,

There are at least two different use modes for X-ray equipment.
One use is on discrete items; that is to say, on items that are high-
ly suspected of containing explosive and/or incendiary contents. The
requirements for an X-ray system in this case include high degree of
portability and fast, informative results. Users of such equipment
include bomb squad technicians who are responsible for handling, dis-
arming, and disposing of such devices. Another use mode for X-ray
equipment is in screening operations. Such operations can be either
routine or emergency in nature. Activities falling into this type of
work include inspection of briefcases and handbags in critical areas
of public buildings (e.g., courtrooms) and the checking of large num-
bers of packages in post offices and transportation systems and on
common carriers such as airplanes. The low intensity X-ray equipment
in a screening operation is really used as a culling tool, Items
suspected by the X-ray system operator are weeded out for further in-
spection. Requirements for such an X-ray system include low exposure
to screening operation personnel and no radiation damage to the items
or contents, Development of X-ray systems during the last few years
has concentrated on these twe gspects ¢of the problen.

Now, I would like to discuss some of the requirements for the
standard on X-ray systems for discrete item applications. The system
should be safe for the operator, nct only from the standpoint of ra-
diation, but alsc from the standpoint of fire and shock. Another re-
quirement relates to the bomb squad technician who must get fast,
highly reproducible, informative results, since he doesn't have a lot
of time to adjust the system or to wait because of film-development
problems. Other requirements have to do with portability and rugged-
ness. Earlier today, Ralph Miller covered several other requirements
for X-ray systems insofar as EOD activity is concerned. These per-
formance requirements are qualitative statements of what you want a
system to do. What one tries to do in developing a performance stan-
dard is to select those system characteristics on which measurements
can be made and which will cover user needs. A performance criterion
represents a quantitative level that is assigned to a given require-
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ment, and the system is measured and compared according to a given
test method and procedure to see if the requirement is met, For ex-
ample, in satisfying the user rqquirement on safety, one of the things
that would be tovered would be radiation leakage. The question of
scattered radiation came up earlier in Mr. Miller's talk. This is,
indeed, a problem because, as far as EOD work goes, scattered radia-

on is not constant since surroundings are different. But, we can
»ay something about radiation leakage in the performance standard.
This statement would be in the form: Radiation emitted from the tube
head assembly shall be less than one roentgen per hour at one meter
when the unit is operated at its loakage technique factor. There will
be in the standard a section which contains the test method and pro-
cedure for making leakage radiation measurements.

It was previously stated that the bomb squad technician must be
provided with fast, highly reproducible, informative results. This
comes under the gcneral topic of image quality, which is one of the
main requirements an EOD person is concerned with, The thickness and
inherent sensitivity tests will be used to check image quality. Beam
quality/quantity will also be taken into account. The image quality
requirement covering the thickness sensitivity aspect would read as
follows: The X-ray system shall be able to penetrate a certain thick-
ness of steel and show a certain diameter wire in all orientations of
the radiographs. The two image quality tests are designed so that
the bomb squad technician (user) can perform them easily to see if the
X-ray system complies with the image quality requirements. The mate-
rials needed for such tests are not expensive and are easy to secure.

The test pattern is easy to construct when instructlons are followed
in the standard.

What I've presented this afternoon should give you some indica-
tion as to the type of activity each standard ccvers, and what to ex-
pect in the way of peérformance requirements and criteria for the stan-
dard concerned with X-ray systems used by bomb equad technic
discrete items.

iane
LeCnnalians va
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IR GUNFLASH DETECTIQN

By: Gerald Gallagher, Intrusion Detection Division, CM/CI Department,
USAMERDC

In the Crowd Surveillance program we would like to be able to de-
tect a weapon before it has been fired. However, this is not always
feasible. The second best approach is to determine rapidly the location
from which a weapon has been fired. Therefore, MERDC is investigating
a gunflash locator called the Vehicular Equipment Gunflash Infrared Lo-
cator (VEGIL).

Figure 1 depicts a typical application--a parade situation where
the area of surveillance is constantly changing. A vehicle equipped
with the gunflash locator would proceed the car containing the "key fig-
ure' being protected. If a gunflash were detected, knowledge of the di- 3
rection from which the gunflash occurred would aid in the quick appre- ;
hension of the sniper. The system could also be used by police or Na- 3
tional Guard forces in riot areas where snipers might be present. Since
the detector can be used while the vehicle is stationary, it would be
suitable for political rallies, etc.

Stringent requirements exist for a gunflash detector which is to be !
used in an urbap environment. The detection probability musi be ex- ! ?
tremely high since, more than likely, a limited number of shots would be
fired. False alarms must be minimal to insure operator confidernce and
to prevent inconveniences to the "key figure' heing protected.

The system, which is being designed by Barnes Engineering Company, -
is an extension of similar systems developed for use on helicopters in .
Southeast Asia, MERDC evaluated one such system which had been modified f
for use on a car. Based on that evaluation, MERDC wrote requirements
for the present system which stressed system resistance to false alarms
and which required detection of weapons at ranges up to 1,000 feet.

Thc system consisis of a roof-mounted optical head containing the
basic detector elements, optics, and the microphone for an acoustic sub-
system, The optical head assembly defines 48 individual fields of view
which permits the direction in which the gunflash occurs to be deter-
nined within £ 10 degrees vertically and 4 15 degrees horizontally. The P
total coverage is 360 degrees in the horizontal direction snd 80 degrees :
in the vertical direction. Located in the car trunk is the processing
unit which contains the power supplies, amplifiers, and logic circuits.
A readout assembly is provided that gives an aural alarm and a visual
indication of the direction from which the gunflash occurs. (See Fig-
ure 2.) Normally the rezadout would be located in the back seat of the
car; however, provisions are made for using the readout up to 20 leet
from the car.
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The VEGIL uses a "two color" approach to discriminate a gunflash
from sunglint. A sunglint contains more energy in the visible region of
the spectrum, whereas a gunxlash contains energy in the infrared region.
Figure 3 is a typical gunflash sigiature as "seen'" by our system in the
infrared and visible regions. By using two detectors, one in the infra-
red and one in the visible region, simple logic may be used to discripi-
nate between gunflashes and sunglints.

Many other methods are being incorporated to minimize spurious sun-
glint signals, the chief cause of false alarms in the previous system.
The electrical bandpass is tailored tc give maximum response to pulse
signals of the typical duration of a gunflash. In addition, there is a
pulse width discrimination circuit which rejects pulses which are not
characteristic of a gunflash width.

By using the above techniques, the gcal of less than one false
alarm in an 8-hour operating period should be met. Figure 4 is a block
diagram of the system. This is a tentative design which may change: as
the program progresses. A breadboard has been built and was used to
collect data on both gunflash and background noise. A feasibility model
will be delivered to MERDC in late 1972, Based on a successful evalua-
tion, field hardware could be ready in 1977. If an urgent need existed,
field hardware might be wzade available within the nexi year.
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INTRODUCTIOR TO MINE DETECTION R&D EFPORTS
RELEVANT TC PROTECTION OF PUBLIC FIGURES

By: Dr. Karl H. Steinbsch, Mine Detection Division, CM/CI Depsxt-
mont, USAMERDC

About 18 months agr, MERUC was designated ths lesd laboratory
for =ll countgrnine efforts within the Department of the Axmy. As a
congseguence, we have substantially stepped up our RED efforts in the
area of cine detection. Aside from specific hardware developments,
we are oW more than eve: eaphasizing research directed towsrds the
dutectiom of the explosives content of mines--a probles thst is
vary closely related to the protection of public figures.

MERDC has a long history in this rescsrch area, but past efforts
have treditionaily been hampered by inadequate funding and the lack
of active support by ot.iers. Today, the situstion is gquite different.
The increased staff of vesesrchers and the improved laboratory facil-
itioy here at MERDC, cie active participation by other government
laborstorices, and this »egnificant advances in the state-of-the-art
have made our efforts il.at much more promising. In addition, the
parsmilitary thras: iv urban enviromments, the drug problem, hijack-
iag, and The new emphsusis in pollution control have sll helpsd to
close the ranks betvera the various government agoncies and private
industyy in wmeetin, tF» common objectives.,

¥e can take &5 ir outstanding exsmple the rather dramstic tech-

nological advancez ir the area of trace vapor detection. The concart- Q

o] efforts of thz U.S. Army, the Department of Transportation, NASA,
local governments in the United States, and foreign govermments, such
as Ysreel and (.o United Kingdom, have generated an active commercial
interest in this technology that we never enjoyed before. During ths
pest few years, the detection sensitivity of prototype detectors has
been improved by order of magnitude. and the detaction of exnlssive
tracoe vapors has bascome a reality.

This morning wve will present only those selected topics of our
mine detuction efforts which we feel are directly related to your
problem. Indeed, some aspects of the R4D efforts to be presented are
specifically directed towsrds and funded for the protection of public
figures. This afternoon you will see a demonstration of our explo-
sives detection dogs. There are, of course, numerous other mine da-
tection tasks vhich will not be discussed this morning. Let me omly
mention the highly sophisticated microwave detection systess under
developmont--research in microwave holography, and signal process-
ing snd display techmiques that offer the poientisl of locating arti-
facts in opaque medis by 3-dimensional imeging.

Our doors are wide opon, I hope that the presentations will
stimulate further continued discussions in sreas of mutusl interest
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EXPLOSIVE TRACE VAPOR DETECTION

By: Maryland D. Kemp, Mine Detection Division, CM/Cl Department,
USAMERDC

Background

This presentation is about detection based on gaseous effluvia.
The detection applies generally to almost anything--explosives, mines,
people, trucks, general military or civilian activity, etc. The dis-
cipline detects their presence or it indicates their absence. The
abscnce or presence of detectible effluvia is based on the vapor pres-
sure or the activity of the species sought., For example, the vapor
pressure of TNT at 25° C is estimated to be of the order of 10-6 torr,
and this requires that at equilibrium the concentration of TNT vapor
in the circumambient atmosphere be approximately one part in 1011 (gms/
cc). Detectors for effluvia emanating from TNT must have at least this
sensitivity.

Trace Gas Detection Techniques

Principle: Trace gas detection divides itself into two main
categories: (1) trace or ultratrace gas detection in the parts per
million (ppm) or parts per billion (ppb) vange; and (2) trace gas de-
tection in the parts 10 1 and better range. The latter category is
required if detection of TNT-based explosives (10-® torr vapor pres-
sure at 25° C) is to be accomplished under ambient and non-equilibri-
um conditions. For other explosives, such as RDX, equilibriwr vapor
pressures of 109 torr or better at 25° C place still more stringent
requirements on the limit of detection. 1In addition, under field
conditions equilibrium does not exist and explosive detectors will
need limits of detectability of the order of a thousand times that
required for equilibrium conditions.

Looking at problems in general, the observation can be made from
Figure 1 that trace gas detection or microanalysis has made steady
and considerable progress instrumentwise during the last 30 years.
Line A shows how the detectability limit, in atoms, has decreased
during the last 30 years by a factor of 10i8, iine B shows the cor-
responding decrease in the sam.le size required in atoms, for detec-
tion during the same time span. This change is of the order of 1015,
In general then, the absolute amount that is detectable has decreased
and the sample size required to detect this amount has decreased.
This represents the progress of microanalysis during a definite time
span and suggests also what one should expect in some future similar
time span.

Figure 2 shows the present day sensitivity of microanalyiical
methods in terms of sample size. The unit here is in grams, with
the ion probe as little as 1018gms detected. Some methods, like the

194

A Sty /s Rt e - - B T N U ——

el heasiing

[o—

-

s i e e e

T T Ty

S e drias




o t—_ A 2 L it 28+ < o s m et
——

A T R LT T R

|o2l

'ole

SAMPLE SIZE

v
% 10!5
o
-
dq
w
@
w
s
510°
b 4
OETECTABILITY A
106l LIMIT
103 p—
1940 1950 1960 1970
DATE
Figure 1. Trace Gas Detection Analytical Progress - 1940-1970

185

s datn an el




- - e — — - e e S - R ———— S S —— e e ey R AT YT LT YT
s - e AT e ——— g T T AT Lol
PES P S e ——r W oy -

r NOlLducsey ¥1e | | )
: 3G0UdONIIN §3SV*
_ —— o
H A e
m AHL3WONLD3dS SSYH . .m
e
: AHdVEDOTIIVLESAYD TVILd0 e o
; 51S3L WIHOOWDIMe NOILIVHIINC AVH-X*® &
| HIYYOOLYWONHD VNSV d * &
: Ad0ISONLIIdS NOISSIN3e m
) NOILVLIAILOY NCHLIN3Ne @
| a
W ELTT [T Y 5 4
{ o -
,m ] &
i 3BOHDIIN NOYLD2IT3e 8, ,
| : g
M NOILOYH3410 NO¥1D313 03123738 )
! o3
' ©
4 ' [
_ 380Y¥¢ NOI® 2,
1 i
: ¥ i T L | ) 1 3 T i 1]
. o o < 0 ) (o)
: ~ < © ® - - - - - o~
” o e’ le o o o o] o O o
N1 L¥vd )
;




i

R LR TR T e

Nt T

L

ion-emission electron microscope, will analyze single atoms, but only
in certain metal samples in a special geometrical configuration.
Current MERDC trace gas detection methods concentrate on those sen-
sitivity areas in the lower portion of the line. These data repre-
sent the current progress achieved by instrument technology for all
methods as of the present date. All of these are not adaptable to
the compounds of immediate interest to us, but they do suggest more
progress in sensitivity and specificity at a later date.

It has been indicated that biological specimens offer possibil-
ities for detection. A simplified pictorial representation of bio-
logical detection capability is shown in Figure 3. You will notice
that the most sensitive biological specimen is the moth, Implicit
in these observations is the fact that under ideal conditions between
target signal and detector these sensitivities can be reached. Alsc
implicit in these obseorvations is the fact that greater progress in
instrument detection can be expected with certainty, while progress
in biological detection cannot be made with the same certainty at the
present time.

Detection Methods

There are about 20 parameters of elements, functional groups,

or compounds known that can be incorporated ints 1S or 20 detecticn

systems which represent approximately 95 percent of gll present-day
detection systems. In this regard, analytical instrumentation use-
ful for detectors is as follows:

e Thermal Conductivity e PFolarographic Analysis

e Adsorption Spectroscopy o Coulometric Analysis

e Emission Spectroscopy e Colorometric Analysis

® Fluorescence Spectroscopy e Light Scattering

e Hydrogen Flame Ionization e Electrical Conductivity

e Radioactive Ionization e Differential Thermal Analysis
e Ionization Breakdown ¢ Thermogravimetric Analysis

e Mass Spectrometry e pH Analys’s

¢ Nuclear M ignetic Resonance e RF Acoustical Analysis

The above must detect explosive effluvia in concentrations as
shown in Tables I and II. The sensitivities for some of the best
current commercially available trace gas detectors are shown in
Tsble III.
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TABLE I

EFFLUVIA FROM TYPICAL EXPLOSIVE INGREDIENTS

Substance

TNT

DNT (2.4)
PETN

MNT (1.4)
RDX

Vapor Pressure

mm Hg (25°C)

TABLE 11

Concentration In
Vapor Phase (gms/cc)

6 Parts in 1011

6 Parts in 10

1 part in 1016

4 Parts in 107
1.34 Parts in 1015

TYPICAL EFFLUENTS OF MAN OCCURRING IN MORE THAN TRACE QUANTITIES

Effluent

Cholesterol
Citric Acid
Valine
Lysine
Mycin
Leucine
Pyruvic Acid
Urea
Ammonia

Fats
Hydrocarbons

Vapor Pressure
mmgﬂgﬁ(25°C)

-

-
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TABLE III

Source

Saliva

Urine

Feces, sweat, urine
Feces, urine, sweat, saliva
Saliva

Feces

Sweat, urine

Saliva, urine

Urine, breath, sweat
Feces

Sebum

DETECTION LIMITS FOR SELECTED G. C. DETECTORS

Thermal Conductivity
Hydrogen Flame Ionization

Electron Capture
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Of particular interes* are selected systems that have been extensive-
ly developed during recent vears. These are:

Mass Spectrometry

Plasma Chromatography
Vapor Trace Analyzer
Bioluminescent Sensors
Chemiluminescent Reactions
The Condensation wuclei

DC Discharge/Spectrometer

Some are now offered commercially. A discussicn of these detectors
and their operating principles follows.,

Mass Spectrometry

In a mass spectrometer, gaseous mulecules at low pressures are
introduced into a vacuum, fragmented and ionized by a stream of
electrons, assorted magnetically according to charge-to-mass ratio,
and detected ele~ ricaliy as they are collected by an electron mul-
tiplying detectoar. New mass spectrometers, kuown as quadrupole mass
spectrometers, have recently been developed as part of the space
tection and which use radio frequency quadrupole fields to sort out
the ions of different masses. The application of mass spectrometry
to trace gas detection requires preliminary separation of effluvia
from the environment by means of semi-permeable membranes, gas chro-
matography, or fast direct sampling valves. Of these three types of
introduction systems, the semi-permeable (Llwellyn) membranes have
provided only moderate success. Gas chromatography needs preconcen-
tration and is not capable of operating in real time (retention
times for explosive materials are typically in excess of 15 minutes).
Fast sampling valves are still under investigation. Despite diffi-
culties in each of these areas, programs are being initiated at
MERDC which will gllow a cl-ooer look at each of these problem areas.

Plasma Chromatography

In plasma chromatography, ions, formed with the aid of a Ni-63
radivactive source, sre passed through a time-of-flight drift tube
where they are separated according to mobility by alternating elec-
tric fields., The detection is wade at atmospheric pressure and the
device is capable of detecting concentrations near one part in 1010
for TNT (Figure 4). Sensitivity is far too low for detection of TNT
trace vapors under ambient conditions in the field. The plasma
chromatograph has been coupled to a Finnigan Model 1015 quadrupole
mass spectrometer so as to allow constituent identification of mul-
ticomponent samples.
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Figure 4. Plasma Chromatograph Sensor Head
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Vapor Trace Analyzer

The Vapor Trace Analyzer is a commercially available instrument.
It was developed by the Israeli and is now being merketed in the
United States. It incorporates an electron capture detector in com-
bination with & gc separator and a unique sampling system which con-
centrates the sample (4000-1) prior to detection, The instrument has
been purchased by MERDC and is now under evaluation. It is reported
that with the preconcentration attachmert it detects TNT vapor.

MERDC is trying to confirm this. More evidence is available regard-
ing its ability to detect dynamite.

Bionluminescence

Some consideration has been given to bioluminescence as a vapor
detection mechanism. In these studies, a culture of a luminescent
microorganism growing on the surface of a suitable matrix was consid-
ered an elementary type of chemical vapor detector. Bicluminescent
detection technology has been investigated and directed towards the
development of potential sensors responsive to humans. It has been
reported that the response of the luminescent microbial sensors to
various concentrations of human effluents in the sampled environment
was an instantaneous change of their constant light intensity. Sen-
sitivity or detection limits and specificity were ant astgbliched,
Subsequent preliminary observations have been made on the use of mi-
crobial sensors for the detection of explosives, MERDC laboratory
tests conducted on TNT, on MERDC composition B, and on RDX--inter-
spersed with methanol, xylene, and acetone--with selected microbial
sensors elicited a positive reaction of the sensors when air was
drawn over the explosive samples and into the instrument. For TNT
and for composition B, a small amount of heat (not al ve 100° C) was
required for a significant signzl. The response was not negated by
passage of the toxic vapors over the selected sensors. Specificity,
limit of detection, and the influence of interferants were not estab-
lished. Further experimental work is under way by MERDC to assess
the real potential gf the bicluminescent detector for personnel or
explosives detection.

Chemiluminescence

The term chemiluminescence designates the emission of visible
light without sensible heat as a result of chemical reaction, As ap-
plied to exudates, the vast majority of chemiluminescent agents in-
volve oxidation reactions and epparently invelve the origin molecule,
This property makes this instrumentaticn technique promising because
the reaction site for bioeffluents will be in the immediate vicinity
of the person or activity towards whom the detection is directed.
Firm agreement does not exist on the optical parameters for chemilum-
inescent systems. A method for detecting effluvia of explosives has
been studied that relies on the chemiluminescent reaction of nitric
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oxide with oxygen atoms. This reaction emits a visible continuum
peaking in the blue-green. The method is specific to explosives con-
taining nitro, nitroso, or nitrate groups, Air containing heated ex-
plosives vapors (1250° K) produces the fragments NO, CO;, and H20,
When gas containing these chemical species is mixed with gas contain-
ing atomic oxygen, the reactions are:

0 + NO, NG + 0, (VERY FAST)
0 + NO NO, + LIGHT
NO; produced in the reaction can again react with atomic oxygen to

cause a chain reaction, The detector is capable of detecting O.lppm

of NO. Detection limits are fixed by the purity limitations of avail-
able oxygen.

Condensation Nuclei

\
The continuous reading condensation mnuclei counter was devegoped
about 1950 for the purpose of counting small particles (10

dius) in the atmosphere. A gas sample in which the nuclei are to be
counted is first humidified essentially to saturation and expanded
adiabatically into an evacuated chamber. The resultant cooling super-
saturates the gas with respect to water vapor and the water vapor theu
condenses on the nuclei present. The growth is such :that a particle
of 10673 micron diameter will develop into a water droplet of S-micron
diameter in about 26m sec. Although the original nuclei are too small
to scatter light, the large water droplets are capable of doing so.
The light scattered to a photocell, in a dark field optical system,

is directly proportional to the concentration of condensation nuclei
originally present. The complece operation is completed at 5 cycle/
sec in commercial instruments. Readout is in terms_of nuclei per cm”.
With a minimum detectability at 10 part1c1es pexr cm”, it is possible
to detect material at the 4 x 10‘ gm/cm level for material of densi-
ty one and particle size about radius. The initial application
of the condensation nuclei was for ammonia analysis. In this way am-

monja has been detected at the Sppm level using equipment developed
commercially,

The DC Discharge

The DC Discharge Emission Detector is currently under develop-
ment for explosive trace gas detection. The instrument is being de-
veloped around a small enclosed DC discharge plasma that serves as
the spectral emission excitation source. The emission spectra for
NO are generated as nitro bearing explosive vapors are fragmented in
the plasma. The emission spectra consist of band spectra between
2200 and 2750 angstrons (see Table IV) which are detected with a
0.25-meter scanning Ebert spectrometer and associated electronics
(Figure 5). The limit of detection of the present instrument to TNT
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vapors is seven parts in 1614 in a helium carrier gas. The instru-
ment is the most sensitive detector of its type available, with the
sensitivity being established in a laboratory without preconcentra-
tion. In order to employ the instrument as a field-operable explo-
sive trace gas detector, a suitable sample acquisition system must

be developed. A problem area is that explosive vapcrs adsorb strong-
ly on the walls of much of the currently available tubing and housing
materials. A preconcentration acquisition system is being developed
which will utilize this adsorption property both to eliminate atmo-
spheric NO interferences from the system and to preconcentrate the
sample for the system. Delivery of the explosive sample to the de-
tector is accomplished through thermal desorption of the adsorbed
layer to introduce the sample into the helium carrier gas entering
the detector (Figure 6). Other problems relating to unwanted =adsorp-

tion of explosive vapors on cold surfaces internal to the detcctor
are also under investigation.

TABLE 1V

SPECTRAL DATA FOR SELECTED NO BANDS

. TRANSITION INTENSITY
vy
N 0.0 .
7363, 0-1 10
2711 0.2 10
S :
3.3 0.6 :

§gpmarx

In summary, of the present developmental and potential tech-
niques for the detection of effluvia emanating from explosives, only
those techniques which appear to have the potential of detecting the
equilibrium TNT vapesr of one part in 1011 at 25° C should be consid-
ered as candidates for further development. At present, no detection
system has the capability of performing this function ir a real world
environment. With the exception of the DC plasma discharge detector,
achievable detection limits have been considerably less than required
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for TNT detection, even at equilibrium. It is estimated that the
mass spectrometer can detect one part. TNT vapor in 108; for the elec-
tron capture, one Bart in 109; for the biodetectors, one part in 1011
to one part in 101 <, for the plasma chromatograph (electron capture)},
one part in 1010; and for the DC plasma discharge detector, seven
parts in 101 14 Accurate estimates of sensitivity for TNT vapor have
not been made for the condensation nuclei detector.

Technical Barriers

A technology barrier which is common to all trace gas detection
techniques is the sample acquisition system. Explosive vapors adsorb
strongly on the walls of many tubing and housing materials. A sample
acquisition system which will utilize this adsorption property, elim-
inate atmospheric interferants, and preconcentrate the target vapoirs
for delivery to the detector is a major requirement in all trace gas
detection approaches.
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ATOMIC AND MOLECULAR DETECTIQON TECHNIQUES

By: Dr. Timothy Small, Mine Detection Division, CM/CI Department,
USAMERDC

I would like to begin by stating that my remarks will be directed
more toward a discussion of phenomena rather than techniques. Some of
you probably do not have an expertise in this area. In any event, for
those who do, I ask for your patience since my presentation will deal
with atomic and molecular phenomerna in very elementary terms. I have
no new detection techniques to discuss, nor will I be promoting any ex-
isting techniques; but I do want to give you a view of vhat is going on

insofar as use of nuclear techniques in explosives detection is concern-
ed,

Unfortunately, I was unable to attend all of yesterday's talks. 1
did get a feeling, though, that in the area of weapons detection sub-
stantial advances have been made. On the other hand, I think that there
is no question that the detection of explosives has fallen far behind,
primarily because this is a much mo—e difficult problem. Consequently,
this necessitates implementation of innovative ideas--""blue sky' proj-

ects that might not otherwise be tried if simple solutions were on the
horizon.

The first question one has to ask concerning any problem of detec-
tion is: '"What do you want to detect and what are its relevant charac-
teristics?" The answer to this question in the case of explosives de-
tection is not free from complexity., Different answers would be forth-
coming from different sources. A ckemist would probably talk about the
kinetics of an explosive reaction. Others concerned with explosive's
effects would talk about blast waves, and still others with deflagration/
detonation discrimination. To me and to those people involved in this
particular activity, an explosive is viewed as a physical object--a piece
of matter, It is composed of atoms combined to form molecules. At the

core of each atom is a nucleus. Certain properties within the nucleus
are well-defined and well-known. The gcame is

s truc of the electrical
structure of the atom. The electron orbits of the atom are also well-

known and, of course, characterize the various component elements. The
same things can be said about the molecular structure of explosives. We
have the basic knowledge needed to solve the problem of explosives detec-

tion. It is now cnly a matter of developing techniques--a means for in-
ducing and detecting signatures,

Now, how do you use these characteristics? Obviously, a process is
required which occurs vver the realm of nuclear/atomic/molecular effects.
This necessitates using techniques which have been developed over the
last 20 years or so for similar basic studies in physics. The concept
is to stimulate and obhserve a characteristic response which typifies the
nuclear, atomic, or molecular properties of the microstructure of explo-
sives. For example, in order to induce and detect nuclear processes you
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have to be able to inject a probing particle into the nucleus, and you
must obscerve the response. The same is true for the atomic structure.
A particle is injected which interacts with the electrons, and again a
characteristic response is obtained. The sa.e thing can be said of the
molecular structure. In each case, a physical process must exist and

be employed which can distinguish those unique physical characteristics
which are common to explosives.

The atomic composition of explosives is characterized L - the rela-
tive abundance of the various elements comprising the substance. This
is of paramount importance to these studies. For example, almost all
explosives contain nitrogen and carbon; most contain hydrogen and oxy-
gen; and some contain a few other elements. The element that is most
common to explosives and which appears in relatively large quantities
is nitrogen. Most explosives (military and commercial) also, contain a
large percentage of carbon, So, here are two elements that one can seek
to use as a generai characteristic of explosives. The properties of
these two elements can be uscd to generate signatures for explosives de-
tection. So, we want to take advantage of these particular elemental
constituents of explosives.

What I now want to do is talk about the processes which one can
use. I will group the processes in two main categories, and I'll break
these down as I go along. The first involves injecting a particle into
a region of interest, a region in which it is desired to determine
whether or not there is an explosive. There is a certain response which
occurs, which is representative of the soil and includes a component due
to a mine if it is present. It responds by emitting something which can
be sensed by a detection device. In this way, information is collected
and made available for further analysis and final display. Based on the
information presented to him, a person can then make a decision as to
whether or not there is, indeed, an explosive in that region.

The other category has to do with resonances of the nuclei in elec-
tromagnetic fields. These electromagnetic fields may be imposed exter-
nally, or they may exist as a consequence of ithe molecular structure,
The technique used is to observe the precession of the nucleus, via the
interaction of its magnetic moment with the electromagnetic field. The
data obtained are such that the field which is producing this precession
can be determined, or you can characterize the nature of the particle
which is precessing in a known field. These are techniques which uti-
lize nuclear-magnetic resonance and magnetic-quadrupole resonance phe-

nomena. Such studies are currently under investigation in our program
in the Mine Detection Division.

Now, I return to the first category, pertaining to particle inter-
actions. This will be further broken down into two classes: (1) inter-
action of particles with the strong forces of the nucleus resulting in
the emission of radiation; and (2) interaction of particles with the
electromagnetic fields of the atom, The obvious particle to use for the
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latter purpose is the photon, the fundamental particle of the electro-
magnetic field. The requisite photon energies are in the X-ray/gamma
ray region of several KeV up to several MeV, Photons with these ener-
gies can interact with matter in three basic ways. The first is Compton
Scattering, in which one can, to a first order of approximation, treat
the photon as scattering from free electrons. The photon effectively
acts as a particle causing the electron to recoil while the photon is
changed in energy and direction.

Another process, which results in total absorption of a photon, is
the photoelectric effect. In this case, the photon actually interacts
with the entire atom and affects its electron structure.

The third process has to do with pair production in which the ki-
netic energy of the photon is converted to mass. This is a novel con-
cept to many people--the idea that you can actually convert kinetic en-
ergy to mass. In this instance, the photon interacts with the electro-
magnetic field of the nucleus, and by virtue of this interacticn is able
to convert its kinetic energy into an electron-positron pair. The posi-
tron will eventually slow down and recombine with an electron. When it
does, there is formed what is called annihilation radiation. In order
to conserve momentum and energy, the annihilation radiation is composed
of two photons which have equal kinetic energy. Since recombination
usually occurs near rest, the photon energies are equal to the rest mass
energy of the electron (or equivalently the positron since they are both

P, e T
equal in mass).

These processes can be used in a variety of ways for explosive de-
tection. For example, one of the techniques that we use in mine detec-

tion has to do with the back- scattering of lowsr energy X-ray/gamma ray
radiation.

The competing Compton and photoelectric absorption processes deter-
mine the nature of the back-scatter. Compton scattering is required to
reverse the photon direction. The probability of Compton scatter is de-
pendent only on the number of scattering centers, to a first approxima-

....... y. In thc case of a
buried mine, the density of the soil and mine are nearly equal; there-
fore, while the Compton effectwill cause the injected photons to back-
scatter and make detection possible, it alone will not provide a mine
signature. The photoelectric effect can be used to provide the signa-
ture because its absorption cross-section is strongly influenced by the
atomic number of the target atom. The average atomic number of explo-
sives in a mine is approximately half that of soil with a resultant sig-
nificant decrease in absorption probability. Thus, inclusion of a mine
in the soil would increase the back-scatter signal above the ambient

- soil back-scatter alone.
o
3

4 One of the requirements for a detection system is that the injected
S radiation has to be able to get into the region of interest, and resul-
El
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tant radiation has to be sble to get out and into the detection device,
Acceptable penetration characteristics is one of the reasons energetic
photons are good probe particles. Higher energy photens have sufficient-
ly small absorption cross-sections to allow penetration to mine depths.
But, in the case that I just mentioned, the absorption must not be so
small that you cannot see an effect. So, there is a tradeoff.

Another phenomenon which is under investigation also involves photo-
electric absorption, but in a different way. When an injected photon is
absorbed, one of the bound electrons is ejected. This is an unstable
condition and the excited atom is quickly reduced to its ground state by
subsequent redistribution of the electrons. These transitions result in
the liberation of '"characteristic radiation', a photon radiation which
is characteristic of the target atomic species. Since each element has
its own unique characteristic radiation spectrum, this technique can be
used (subject to radiation penetrability constraints) to determine the
distribution of elements in a sample volume and hence identify the pres-
ence of those elements which are common to explosives or explosive de-
vices.

You can probably think of several other ways of approaching the
problem via photons, but I want to go on now to another process having
to do with particulate matter. Charged particles could be used for
nrobes, but the energies required to inject thesc through an ovexbuzden
(in our case, in soils) are quite excessive. It is extremely difficult
in the current state-of-the-art to deploy an accelerator in the field
to provide requisite energies. Adequate accelerators are laboratory-
type equipment, and will probably remain so for some time. So, we have
confined ourselves to uncharged particles, of which neutrons are the
most convenient to produce. In our case, we need to be able to pene-
trate through soils to the mine. In your case, a less restrictive re-
quirement may exist. Nevertheless, neutrons have the additional feature
that a radiation, which is characteristic of the element, is given off
upon absorption of the neutron, by scattering of the neutron from the
nucleus, or by many of the inelastic processes in which a neutron can
interact with the nucleus. *The probability of each process occurring
is dependent upon the nuclear species and the neutron energy, and each
process produces a different emission spectrum. Thus, nature has pro-
vided in neutron scattering/absorption a tantalizing technique for ex-
plosives detection, but has made it a technically difficult technique
to implement.

Neutrons are categorized by their speed (or kinetic energy); the
two primary categories are thermal neutrons and fast neutrons. Fast
neutrons become thermalized by scattering as they penetrate matter.

This moderation process is quite rapid if there are copious quantities
of protons, the nuclei of hydrogen atoms, from which to scatter. The
cross-section is quite large, and each scatter results in large kinetic
energy transfers to the proton quickly decreasing the energy of the neu-
tron to thermal levels. Thermal neutrons are eventually absorbed with

211




a typical path link on the order of a centimeter. Some nuclei have a
great affinity for thermal neutron absorption, while others have a very
small cross-section. Conveniently, nitrogen has a relatively high ther-
mal neutron absorption cross-section, thus facilitating explosive detec-
tion by this technique.

Fast neutrons have some good characteristics as probe particles in
their own right. Inelastic cross-sections of carbon and nitrogen are
sufficiently large and fast neutron source development is adequately ad-
vanced that considerable effort has been expended to implement fast neu-
tron inelastic scattering techniques for mine detection. One of the
major impediments is the massiveness of the radiation shielding required
for isotropic sources for the purpuses of protecting personnel and equip
ment and reducing background.

Using activation techniques for explosive detection in luggage has
been investigated under the auspices of the Federal Aviation Administra-
tion, Basically, the concept is to inject fast neutrons into the lug-
gage; one of the reactions with nitrogen (again used to characterize ex-
plosives) which will occur results in the formation of an isotope nitro-
gen-13; the isotope decays with a half-life of 1¢ minutes ewmitting a
positron. As mentioned earlier, the ultimate destiny of most positrons
is annihilation with an electron producing amnnihilation radiation; this
radiation is detected and used as the signature of an explosive. Dis-
advantages arise due to the lack of specificity of this technique,

Other isotopes with comparable half-lifes and emissions are formed by
similar processes from elements which are not present in explosives.
Also, nitrogen is present in some other items commonly found in luggage.
Other difficulties also arise which affect the overall deployability
even though they do not affect the ability of the technique to detect
explosives.

I have described several of the techniques which are under con-
sideration for explosive detection by nuclear techniques. Many are
quite "blue sky" in nature but are still being considered because of
the general inadequacy of the technologically simpler techniques. Hope-
fuily, the probliems can be soived so that an efficient, reliable explo-
sive detection technique will soon be fielded to satisfy one of soci-
ety's most urgent technological requirements.
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HUMAN FACTORS ASPECTS

By: James Wallen, Jr., Mine Detection Division, CM/CI Department,
USAMERDC

One of the most successful methods of locating mines and booby
traps in Vietnam has been human sensing. According to recent statis-
tics, 80 percent of the mines and bpoby traps there were detected by
individuals without the aid of artificial sensing devices. Some of
these individuals had operated for periods of up to 5 years in highly
vulnerable positions, such as point man on long range patrols, 1In
many instances, they displayed an uncanny ability for locating mines,
booby traps, and ambushes.

About a year ago a pilot effort was initiated in the Mine Detec-
tion Division to determine whether sufficient statistical evidence
was available to justify a thorough investigation of human sensing
for mine and booby trap detection. A few remarkable individuals who
had engaged in rcad clesring sweeps and patrol operations were ques-
tioned on how they and their fellow soldiers were able to detect bur-
ied and hidden offensive objects. In some cases they reported rather
obvious visible evidences, such as disturbed earth or discarded fuse
holders. These were used as alerting and guiding clues, In other
¢as5es, the individuals could not recall any specific factor which
could be used as an identifying clue. Instead, the searcher had the
"intuitive'" fesling that things were not precisely as they should be,
vhich in turn alerted him to conduct a more thorough search of a
specific area.

Based on limited but impressive statistical records compiled
from actual combat experiences, and also on the circumstantial evi-
dence revealed in selected interviews with veterans, it was concluded
that use of the human as a basic sensor of concealed objects deserved
further investigation. A comprehensive two-phase program was then

year. The objectives of the first phase were as follows:

1. To fully evaluate the available military statistics re-
lating to mine, booby trap, and ambush detection; and to identify
those individuals with proven records of superior performance in lo-
cating concealed targets.

2. To interview a substantial number of average and supe-
rior individuals in an effort to determine those personal character-
istics which contribute to superior performance.

3. To determine the dominant sensory mechanisms contrib-
uting to concealed target detection.
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4, To determine the feasibility of selecting and/or train-
ing individuals for effective detection of concealed objects.

Phase one is a cooperative effort between MERDC and the Human
Resources Research Organization, and is concerned mainly with locat-
ing, interviewing, and testing personnel having extensive mine and
booby trap detection experience in Vietnam. Locatirg suitable per-
sonnel is being accomplished in cooperation with CONARC installations
withkin the United States. Thus far 45 subjects from six different
installations have been identified, selected, and interviewed. All
subjects are from infantry units. A set of test instruments has been
developed on the basis of an intensive review of those cognitive and

personality factors which could possibly affect detection performance
in varying situations,

Interviewing and testing of the 45 subjects have been completed, !
but the data have not been fully analyzed. No firm conclusions can
be presented at this time. However, certain treads appear to be de-
veloping. For example, during the interviews it was found that some
individuals among the 45 subjects had, under similar circumstances,
substantially better mine and booby trap detection records, even
though the subjects had comparable training, education, and back-
grounds. Another preliminary deduction is that the degree of person- ’
al motivaiion and the awareness of one's surroundings account for
much of the variability between individuals. From comments made by
the subjects, it seems that eyesight is the predominant sensory mech-
anism involved in detection. For example, the subjects rated color
of the device, soil around the device, and camouflage and vegetation
around the device as major factors affecting detection. As for the
other sensory mechanisms used in detection, 12 subjects used hearing,

11 smell, and 42 reported "a special feeling." Comments were solic-
ited from the subjects on "special feeling." The comments did not
appear to link emotional changes to a given sensory input. Analysis
of the data obtained from the 45 subjects should be completed in
about 2 months. Conclusions relative to the objectives of phase one

of the human sensor investigation will be drawn at that time and a
report published,

I shall now turn to phase twc of the program. This phase is i,

primarily aimed at determining the feasibility of utilizing the human

as a basic multimade sensor or transducer. This task is still in the :
formative stage, and experimental work is not expected to begin be- !
fore early 1973, Use of the human as a sensor is based on the fact '
that when an individual is threatened by an external action, certain

measurable physiological changes occur. The threat may be sensed by

any one or combination of the five normal senses, or by extra sensory

means, i1f man does, indeed, have such a sensing mechanism. For our

purposes, a man will simply be treated as a transducer, producing

measurable physiological changes when exposed to a concealed threat.
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Therefore, we will not be concerned about whether the sensing mech-
anisms are attributable to man or whether they are considered ESP.

Normal contact methods of measurirg physiological changes can be em-
ployed.

The purpuse in conducting experiments of this nature is to see
if the sensing actions of man can be more accurately communicated
through physiological changes rather than through conventional human
means of communication, such as speech or action. Since man is in-
hibited to a large degree by the social order, he may intentionally
or inadvertently mask the emotions which tend to degrade him in the
eyes of his peers, Consequently, his normal communications are often
distorted, either intentionally or inadvertently, in order %o mask
his true emotions. Conceivably, the physiological monitors could
overcome inadvertent communication inhibition in the same way that
polygiraphs overcome intentional false communication.

There are two major technical barriers which must be addressed
before a successful experimental program can be implemented. First,
a human subject must be exposed to an actual threat and his physio-
logical parameters measured, without the measurement affecting the
sensory mechanisms, Secouadly, complex physiological response pat-
terns must be generated and analyzed to see if characterigtic pat-
terns result from specific threats.

Two solutions are being considered for the first problem. The
first solution is miniaturized, unobstructive contacting sensors.
These can be attached and utilized on a subject in real time. Data
can then be telemetered to a recording and proces ing station.
Another possible soluticn is to obtain video tape or motion picture
film of a subject under actual field threat conditions. A short time
later the recorded imagery can be used as a prompter to insure that
the subject accurately relives the situation while under hypnosis.
Physiological measurements would be made during the "hypnotic rerun."

The second method which I have just mentioned may be especially
useful for PKPF applications. For example, in the case of the
assassination attempt on Governor Wallace, the news media film of
events leading to and including the shooting could be used to prompt
the would-be assassin. If his cooperation could be obtained for
hypnosis purposes, it would be possible to do a physiological rerun
of the event, and a physiological pattern could then be developed
for persons attempting assassination. Also, film of previous Wallace
gatherings in Detroit and Wheaton, which the alleged assassin attend-
ed, are available, and they could be utilized to determine whether
similar physiological responses were stimulated in the individual.

Let me return now to the second major technical barrier which I
mentioned a few moments ago, that of characterizing the physiological
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response pattern. Consultation with psychologists and physiologists
knowledgeable in this area indicates that only simple physiological
patterns representing simple emotional and sensory experiences have
been characterized at this time. Characterization of physiological
patterns of particular interest to us may require several years of
continuous effort and a significant advance ir the state-of-the-art.
Our present plans call for finalizing an experimental approach and
conducting some exploratory investigations so that an assessment of
the magnitude of the problem can be made in early 1973,
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CANINE DETECTION
By: Henry Knauf, Mine Detection Division, CM/CI Department, USAMERDC

During the course of this symposium, papers have been presented
dealing either directly with solutions to the problem of public fig-
ure protection, or indirectly as by-products of solutions to wine
detection problems, Whether the contraband items are explosives,
narcotics, or weapons, one central theme emerges, and that is, the
search for contrabarnd is conducted on personnel or in packages pass-
ing through a contrclled access point.

The tragic events of Monday (the attempted assassination of
Governor Wallace) re-emphasize the need for directing research ef-
forts towards a solution to contraband detection. Of special need
is a method for detecting handguns concealed on individuals located
in crowds, especially those encountered at political rallies. How
does one accomplish this screening procedure? Trained law enforce-
ment personnel acting as body guards are alerted to individuals who
act in a suspicious manner at these gatherings. Body guards have two
functions: first, to shield the intended victim; and second, to ap-
prehend the culprit. But, this is not an adequate nor a very prag-
matic solution.

One asset that has not been fully explored is the extremely in-
telligent, highly trained, specialized dog. This animal, remarkable
for its olfactory acuity, has been trained to perform various func-
tions. The most common functions, indeed the most useful for law
enforcement personnel, are patrol, sentry, or tracker duties. Among
the more specialized functions performed by these dogs, the perform-
ance of which MERDC is presently investigating, are mine/booby trap
detection and narcotic/explosives detection., MERDC is also negoti-
ating the award of a contract to evaluate specific breeds of dogs
which can be trained to search for weapons concealed on the person
of individuals located in crowds. Because the weapons detection dog
wiii be carried in the arms of its handler during the search, prob-
lems of transporting the dog in the crowd and transmitting the dog's
alert to the handier must be solved. As a second approach, large
dogs, such as the German Shepherd or Labrador Retriever, can be train-
ed for this task, conducting the search in the guise of seeing-eye
dogs.

Although, as mentioned earlier, the Mine Dctection Division's
raison d'etre is mine detection, I want to discuss only that aspect
of the program which deals specifically with public figure protection.
Under this program, MERDC has contracted with Southwest Research In-
stitute, through the Land Warfarz Laboratory, for delivery of three
dogs already trained in detecting explosives and narcotics. Two of
these dogs, a German Shepherd named "Apache'" and a Golden Labrador
Retriever named "Pearl," are scheduled for delivery in mid-June.
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A third dog, a standard Poodle (either a male named ''Stanley" or a
female named "Linda') will be delivered to MERDC in mid-July. You
will have the opportunity to witness these remarkable animals perform
during the demonstrations planned for this afternoon. A black Labra-
dor named "Doug' has been graciously loaned to us for this demonstra-
tien by Southwest Research. This dog served in Vietnam as a tracker
and a narcotics detection dog. It has been trained on explosives

vor the past six days only. However, do not get the impression that
any dog can be trained this rapidly. This dog underwent extensive
training prior to its combat role, and had only to be introduced to
the new odor which he was expected to detect.

I believe that the dog is presently the only pragmatic solution,
not only to public figure protection, but also to many mine detection

problems. However, I do not feel that a canine detection system is
the ultimate sclution.

MERDC is presently investigating other animals, such as the
coatimundi, fox, and pig, as well as other breeds of dogs to deter-
mine their potential detection capability in both mine detection and
public figure protection roles, The coatimundi showed some promise,
but was dropped from the program because it was easily satiated and
would not work unless it was hungry. In its native South America
habitat, this animal is accustomed to fasting for long periods be-
tween feedings and searches for food only when it is faced with star-
vation. When hungry, the coatimundi works exceptionally well, but
it cannot be conditioned to work solely for the praise reward (''good
animal," or petting). The fox is presently being domesticated for
explosives detection training. It will be evaluated to determine
its potential for explosives detection,

The dog is highly motivated Ly praise reward. The ''good dog"
and the pats lavished on the dog by its handler achieve the result
of having the dog work harder in its search for concealed contraband.
In addition, a food reward is given the dog for each successful de-
tection, thus stimulating the desired behavicr, However, unlcss the
dog is maintained at slightly less than its normal food intake, this
type of reward is impractical.

To date, the most promising animal, aside from the dog, is the
pig. Three problems are immediately encountered which limit the use-
fulness of this animal as a detection system in various environmental
situations. These are: (1) the animal's rapid growth; (2) its
social unacceptability; and (3) its unpredictable bowel movements.

A partial solution to the first problem is achieved by maintain-
ing the pig on a high protein diet. This seems to retard its growth
to some degree, but it is only temporary. However, training can be
accompliched during the piglet stage. The animal is a successful de-
tector system at an early age. In contrast, a dog must be about nine
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months old before any serious training can be started. A puppy is
mainly interested in fun and frolic rather than work.

The piglet is an intelligent subject and quickly masters the
search technique. The reward is usuzlly corn, and this, of course,
aids in maintaining its nutritional requirements. Aiso, the pig is
not readily satiated, (perhaps, at one time this dercgatory expres-
sion applied to a gluttonous individual), and will celiably and
eagerly search for long periods of time. Praise, as a form of re-
ward to motivate the pig, is useless. It is interested solely in
food associated with a successful detection. Problems associated
with social acceptance of the pig are not easily or readily solved.
Civilians would not welcome a pig sniffing at their person or per-
sonal items; nor are they apt to quarter a pig as a pet. In fact,
most county ordinances would forbid it.

Law enforcement and wmilitary agencies are not likely to accept
any animals except the deg, and, of course, the preference in dogs
is the German Shepherd. Discussions with individuals assigned to
law enforcement tasks, such as narcotics detection, have been vocal
in their disdain of dogs other than the German Shepherd, although
the Labrador Retriever and Hound have been accepted to some extent
for certain missions. Foreign governments use other breeds, such as
the Alsatian, but the German Shepherd has long been considered the
basic law enforcement and war dog. Mention of the Poodle as a possi-
bility for bomb or narcotics detection invites comment such as:
"What respect would a dock worker have for a law enforcement officer

with a Poodle at his side? Go in there with a German Shepherd and
you command respect.'

The military has a very high regard for the German Shepherd. A
study, funded by the Oftice of the Army Surgeon General and conducted
by the University of Maryland, was made to determine the breed that
best fit the requirement for a detector system. The Biosensor labo-
ratory of the Walter Reed Army Institute of Research, 0SG, has under-
taken a program to genetically improve the German Shepherd for mili-
tary related tasks. At this time, animals other than the dog do
not meet programmed military requirements.

The third problem, the pig's unpredictable bowel habits, is not
a detriment to its acceptance as a detector system, It is of little
consequence where it relieves itself in the environment of mine/
booby trap situations. Maintaining cleanliness when searching air-
craft or buildings under a bomb alert could be achieved by using a
diaper on the pig. Presently, no effort has been expended towards
training the pig to regulate its bowel habits; however, this possi-
bility has not been rejected. Successful and reliable contraband

detection is the major problem, and to this end, the pig merits fur-
ther consideration.
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Examples of specific scenarios in which the pig could be us:d
are covert screening of individuals and baggage search. Personnel
screening could be accomplished by housing the pig in an enclosed
area adjacent to a controlled access point, Individuals desiring
admittance to an aircraft, for instance, would pass through a stream
of air, such as that generated by a fan, which would be directed into
the pig's enclosure. Contaminants associated with contraband items
concealed on the individual passing through the air stream would also
be carried to the pig. If the animal detects an odor associated with
a contraband item, it could alert its handler by activating a switch,
The suspect would then be diverted for a more thorough search.

The pig could also be used to search baggage consigned for ship-
ment prior to loading on a commercial carrier, or it could be used to
search packagess in a post office. In this situation, the pig would
be isolated away from any human contact other than its handler.
Packages which cause the pig to alert would be set aside for later
inspection by the proper authorities.

Preliminary experiments made to test the feasibility of meeting
this need were quite successful and indicated that the pig excelled
in comparison to the dog. Small quantities of explosive material,
approximately the amount needed to fill a toothpaste cap, were con-
cealed in various locations in a room. The pig readily found each
item, pausing after each detection only to receive its reward. Indi-
cations are that it is not easily distracted, nor does it become
bored with repetitious tasks as does the dog. Larger quantities of
explosives will be used in later experiments to simulate actual bomb
threats. Control items (salted packages) should be periodically in-
serted to check the reliability of the pig's performance and also to
assure that it is properly motivated. It works only for food re-
ceived for successful detections, and must be reswarded at random
intervals. In the veal world situation, the probability of daily or
weekly shipments of contraband is low.

I would like to conclude by briefly mentioning some of the other
areas which MERDC is investigating. First, however, let me say that
it is not the Center's desire to replace the dog with a pig or any
other animal. The Mine Detection Division is trying to provide solu-
tions to problems associated with public figure protection as well
as mine/booby trap detection, and a logical candidate for achieving
both goals is biosensor detection. Areas of interest to MERDC are:

1. To comparatively evaluate various canine breeds and the
genetically improved generations of selected breeds for mine detec-
tion.

2. To investigate canine physiological reactions to mines
and booby traps.
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3. To determine canine olfactory sensitivity to mines and
booby traps.

4, To develop remote monitoring and contrcl devices for
covert canine detection via telemetry techniques.

S. To devise improved canine training and handling tech-
niques.

6. To investigate the physiological and psychological re-

sponses of humans as applied to handler selection and training tech-
niques.

7. To vresolve the care, maintenance, and legistics tech-
niques for the mine dog/handler team,
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BOMB-DETECTING DOGS IN NEW YORK CITY

By: Dr. Michael Lauriente, Office of Systems Engineering, Department
of Transportation

As an introduction, Figure 1 shows the first public announcement
of bomb-sniffing dogs being used or tried at airports. With the 1lid
off, interest in this type of activity increased considerably. The
editorial paid cribute to the dog, but, of course, we know that be-
hind this effort there were many people who deserved credit also.

The Department of Transportaticn (DOT), once realizing the potential,
became quite interested in bomb-sniffing dogs as one method of han-
dling the insidious problem of sabotage at airports.

In the Washington, D.C., area, there is a project in progress
under the Federal Aviation Administration (FAA). Dogs to be used at
the Washington, D.C., airports are being trained under the British
system--the one-man/one-dog system. Assigned tc the Fairfax County,
Virginia, Police Department, the dogs will be trained at Washington
National Airport and Dulles Airport. By comparison, a different sys-
tem of training was used in New York--commonly known as the food re-
inforcement concept. Training, in this instance, emphasized the
seck-and-reward principle. The dogs received initial training at the
University of Mississippi under Ray Phillips., They were trained to
sit when explosives were detected and to recognize all known military
and domestic explosives, No sentry training was attempted. These
dogs were trained exclusively for sensing explosives.

From the University of Mississippi the dogs went to the Land
Warfare Laboratory (LWL), Aberdeen Proving Grounds, for further
training under Dr. Kraus, They were subsequently assigned to the New
York Bomb Squad for field training under Lt. Kem O'Neil. After being
informed of the availability of the dogs, I made informal approaches
to the Ammy to see if they would be interested in feasibilily iests
at the New York airports. 1 also approached Mr. Lou Mayo, the pro-
gram manager at LEAA. A meeting was arranged and held on July 9 to
discuss the matter. Present were Mr. Mayo of LEAA, Mr. Wallace of
the Office of the Mayor, Lt., Q'Neil, head of the Bomb Squad, and Mr.
Blue, representing the FAA Eastern Region in New York.

Broad guidelines were discussed, including inspection of luggage
moving on conveyor systems and the testing of dogs in crowds to see
how much distraction they could stand. We were particularly interest-
ed in seeing how fast 747 aircraft could be cleared, especially in the
cargo area, We were also interested in seeing how well the dogs could
detect explosives in sealed containers, such as closed garbage cans or
interior seat pockets.

On the basis of the agreements reached by the New York Bomb
Squad, the FAA, and LEAA, the program was initiated. At that time,
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BLACKMAIL BY BOMB

Something new and deadly in the field of air piracy
was unveiled Tueaday.

An as yet uncaught two-legged rat planted a bhomb in
the cockpit of a Trans World
Airiines jetliner at Kennedy
Airport, then telephoned a
demand for $2 million_ as
the price of not blowing up
this ship and three others at
six-hour intervals.

At Las Vegas yesterday,
a TWA jetliner was badly
damaged by an explosion—
perhaps to show that this
biackmailer by bomb means
business.

A round of applause is
due the city nolice bomh
aquad’s dog Brandy, trained
to smell out explosives, who duly spotted this bomb in time
for it .to be defused by Detective Wiilliam Schmitt. May
such dogs’ tribe increase, but fast.

And may all the world’s governments, lawmakers, air-

lines, and other interested elements redouble their efforts
to combat and eventually conquer this eriminal menace of
air piracy. We simply cannot tolerate it or condone it in
any way.

Figure 1. Editorial on New York Bomb Squad Bomb-~
Sniffing Dog Which Appeared in the New
York Daily News
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the dogs were still in the preliminary phases of training by the New
York Police, a training which emphasized office searches., We were
seeking an answer to the question of how well dogs could adapt to
another type of search; that is, the search of confined and closed
quarters of an aircraft. I am referring, specifically, to a schedule
i1aid out by the FAA which lists the various areas of concern. These
are the cockpit, galley, cloakroom, lavoratory, lounges, cargo com-
partment, baggage makeup rooms, conveyor belts, and containers. We
were also concerned with reactions in the various cnvironments (ter-
minal areas, confined areas, and isolated areas), and to odors and
airport distractions. The different types of exercises to be con-
ducted were carefully planned for these purposes.

Figure 2 shows the sensitivities for detecting trace odors by a
moth, dog, and human, respectively. 1 understand that human sensi-
tivity can exceed that of the dog for certain molecules; but, in the
greatest part, it is the order shown in the Figure, I think, in the
last analvsis, that the dog is better than man in this regard.

I would like to recad at this time excerpts from the records that
were made by the FAA in their field reports on dogs. In the first
exercise it is reported that the dogs were handled separately, making
test runs at each location and sniffing out previously placed speci-
mens of small amounts of TNT, I read from the FAA record:

"In the aircraft, the galley space, first-class and coach
areas were utilized. The specimens were located in varying lengths
of time, from a high of 3 minutes to a low of 25 seconds, depending
on the distance from the target the search commenced. The specimens
were located at heights from ground level to about 2 feet high."

Now, I do recall that in these first exercises, the dogs had a
great deal of difficulty going into the confined areas of the seats
and backing out. Apparently, it was very confusing for the dogs.
Also, the dogs had great difficulty in the beginning in searching for
items placed above their heads. In previous training they were
taught only to search at head level and below. These problems were
subsequently resolved by further training. I read again from the FAA

record:

"Exercise No. 3: As in past exercises, the dogs continued
to be handled separately and each located a tough specimen in all
cases. Considerable improvement noted in the dogs adapting to and
indicating familiarity with aircraft and the various seating arrange-
ments. To this end, a major change in the method of search was in-
stituted. Since the dogs experienced difficulty in turning around
in the narrower coach seating configuration, and have difficulty in
backing ocut of the rows, they were allowed to adapt to their own
search patterns. One comfortable to them. They were visibly more
at ease and the quality of search notably improved. They were suc-
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APPROXIMATE SENSITIVITIES FOR DIRECT,
RAPID MEASUREMENT OF TRACE ODORS IN AIR

MOTH
1 molecule in 1,000,000,000,000,000,000

DOG
1 molacule in {,000,000,000.000,000

HUMAN
1 molecule in 100,000,000,000,000

¥igure 2. Approximate Sensitivities for Odors inm Air
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cessful in locating target specimens placed on the tops of seat backs
as well gs in cloakrooms and hidden galley areas. The dogs are not
experiencing any difficulty with the various compartments of the nu-
merous aircraft models encountered to date. Exposure for the first
time to the conveyor belt systems and baggage makeup rooms was, in
general, satisfactory. Further exposure, familiarization and eval-
uation is to continue in this area."

I might add that being able to detect explosives in moving bags
is one area that we have not been able to duplicate to date with any
instrument. Only if the bag is squeezed and the bomb sniffing in-
strument is close by, will an instrument work. Watching these dogs
detect a moving bag was impressive. Again, from the record:

"Exercise No, 4: In this exercise a bomb threat situation
was created by placing a test specimen in a hangar of a 707 aircraft,
under repair, with crews working about for approximately 45 minutes
before arrival of the dogs. The only information given each dog han-
dler was: A bomb is on the aircraft ready to go off in 15 minutes;
find it. The :pecimen was located within 3 minutes by each dog, with
Sally the quicker. When the specimen was moved to another compart-
ment, it was located almost immediately by Sally and within 2 minutes
by Brandy." (I neglected to mention that "S211y" is thce Labrador
and '"Brandy" is the German Shepherd.) I now read from the record of
29 September:

"On this day there were approximately 28 searches. As is
customary they made individual searches. Their first test took place
in the tourist section which, in this instance, was very untidy with
food particles about the seats and on the floor."

I recall this one. There were juicy tidbits of shrimp, and be-
ing a dog owner myself, I know this is a very delectable item. In
spite of this, they ignored it. Continuing with the record:

"In spite of the food laying on the floor, the dogs located
the specimen within 2-1/2 to 3 minutes. For the following two search-
es, the specimen was placed in an enclosed compartment in the galley
in the aisle. The specimen in the galley, although hidden well, pro-
vided no difficulty for the dogs. From the aircraft we moved into a
storeroom which comprised an area of at least 60 x 60 feet. Here the
dogs were given a rather difficult assigmment, with three specimens
being placed about the shelves and within boxes. With many of the
empioyeces of TWA looking on, the dogs averaged about 30 seconds in
finding each of the specimens." I now read from the record of 1
October:

"During this plane search it was noted that the petting of

the dog by a hostess distracted him from the search. He was not
bothered by the several passengers who remained aboard eating their
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lunch. The final session was spent back in the baggage section where
the dog was placed on a tough schedule with 17 specimens placed in
difficult places, including the inside of a closed garbage can, on
baggage transport wagons, wall locations a few feet above the ground,
inside drawers, and in desks. The dogs performed all these searches
in record time." From the record of 4 October:

“Nineteen searches: Moving on to the baggage makeup area,
10 separate plants were made; two were in containers, one high and
one low, and each was successfully located. The dog then worked on
the moving baggage belt for four times. The dog missed one of the
passing bags. This miss was attributed to the bag being placed too
far from the dog's s:ent range. Another plant placed between a row
of stacked boxes was detected in 2 minutes. Working in an office ap-
proximately 12 x 12, the plant was detected in 10 seconds. The plant
in the coat pocket was missed completely by the dog. The last plant
behind a blackboard in a dispatch office was detected in 10 seconds."

I think that, in general, when the search is made in a confined
area, such as an office or storage room (which is the type of envi-
ronment in which the dog was traired initially), their performance is
slightly better. From the record of 5 October:

"Cargo personnel advised the handlers of a shipment con-
taining detonating caps and asked if the dogs could find some. The
general area containing the caps was pointed out in order to save
time. Each dog was sent out to search, and both were successful in
locating the caps within 1 minute, Four searches were made in the
baggage area and on the baggage conveyor belt. Each search was suc-
cessfully completed in from 15 seconds to 1 minute.'" From the record
of 6 October: "Arriving at TWA's terminal, a new approach was made
in detection aboard a 707. Three plants were put aboard the aircraft
and each dog was permitted to work at his own pace with little direc-
tion from the handiers. $azlly had the first run and detected all
three plants, one right after the other, in 2-1/2 minutes. Brandy
was equally successful in her search, finding three plants in three
minutes,"

That essentially covers the routine types of searches that were
tried on the dogs. Now, I also posed a problem to the Bomb Squad and
the FAA. Since the dogs are normally in the Manhattan area of New
York, what would be the dogs' reaction if we had to use a helicopter
airlift? I had a chance to ride in a Coast Guard helicopter, and I
think if I were a dog I'd be affected by all the noise, I have a log
of the exercise. The drill was planned to proceed as follows:

1. This office, simulating a bomb scare aboard an aircraft,
will alert the Bomb Squad and request the use of dogs for the search.

2. Depending upon the availability of the dogs, the U.3.
Coast Guard will be called immediately and be requested to dispatch
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a helicopter to the Wall Street Heliport for pickup and transporta-
tion of the dogs and handlers to the General Aviation Building at
Kennedy International Airport (PA Pelice Building).

3. NYCPD Bomb Squad (kept on telephone hold - item #1
above) will be advised of the availability of the helicopter.

NOTE: The Coast Guard and the Bomb Squad
were aware that the drill would
take place on 1 December 1971, be-
tween 0900 and 1200 hours (time
was not specified). Both agencies
agreed to participate, barring any
real emergency operation that they
might be involved in at the time
of our call to them.

4. The Bomb Squad will dispatch two vehicles simultaneous-
ly, one carrying dogs to the heliport, and the other going directly
to Kennedy International Airport, The purpose is to establish time
differential, air as opposed to ground.

5. A station wagon from this office will be standing by at
GAT awaiting the arrival of the Coast Guard helicopter and ready to
transport the dogs to the aircraft. Time of landing will be logged
and compared to time of arrival at GAT of the second vehicle (ground
transportation) which was dispatched by the Bomb Squad in the city.

6. Prior to the arrival of the dogs at Kennedy Interna-
tional Airport, an aircraft will be planted with a simulated explo-
sive by this office. The location of the plant aboard the aircraft
will be known only to the person making the plant.

7. Upon arrival of the dogs, the person making the plant

will lcavc the aircraft, zllowing the degs, handlers, and ohservers

to work the aircraft without benefit of a ciue as to the area cf the
plant.

8. The dogs and handlers will search the aircraft (log
time aircraft entered and time hit made), with the handlers determin-
ing when the dogs make the hit. Handlers will have to make physical
retrieval of the plant to prove a good hit.

At 1010 hours, on 1 December 1971, the drill was put inio oper-
ation and proceeded as planned above. An exception fo the plan was
made in step #8. It was decided to allow the dogs to work on sepa-
rate searches, the exception being that the plant was left in place
after the first search, thereby allowing the second dog an equal op-
portunity to make a hit in its search. Time log was as follows:
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1 December 19271

1010 Call to Regional Office requesting dogs - "Air-
craft Bumb Scare at American Airlines Hangar"

1011 Call to NYCPD Bomb Squad (alert)

1012 U.S. Coast Guard (alert) respond to Wall Street

1016 NYCPD Bomb Squad left office (2 vehicles)

1023 Bomb Squad arrival at Heliport

1044 Bomlb Squad arrival at GAT (second vehicle)

1049 L.S. Coast Guard arrival at Heliport

1052 U.S. Coast Guard departure from Heliport

1101 U.S. Coast Guard arrival at GAT

1103 ‘Dogs' arrival at ailvcraft

1104 Brandy entered aircraft

1110 Brandy makes hit after two false hits

1111 Szlly entered aircraft

1113 Sally makes hiy

1130 Operation secured

Comments and Observations

Prom the time of the initial call to the Zoaxt Guard and their
arrival at Kennedy International Airport, theve wac 2 toral time
lapse of 49 minu%es. f{his can be compared to a 32 minute total re-
sponse time by the second New York City Police vehicle, The car re-
sponding to the New York Heliport had a 26 minute wait for the Coast
Geard helicopter. On the su=face, this seems to be an extraordinary
tiwe delay, but after all aspects are analyzed, it is probably a
realistic time factor. In this case, the helicopter responded from
a cold start, which required waiw-up, instrument check, clearance,
etc. This expanded the time. This, of course, could happen on any
given call, otherwise we may have o wait for 5 helicopter on patrol
in the lower regiorn of New Jersey.

We think it advisablc to have a standard operating procedure
whereby a response by the Bomb Squad wil. be made by motor vehicle.
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We feel that 99 percent of the time they will be able tou reach the
airport in about 30 minutes. For the other 1 percent, it is suggest-
ed that we keep the Coast Guard as part of our emergency plan. They
could become an important factor when road conditions are such that
it would take hours to reach the airport by car.

The dogs themselves appeared frightened of the craft at boarding
time. They barked and snapped at the rotors; but once inside, they
calmed down through the reassurance of their handlers. There was no
problem deplaning and no apparent physical problems for the dogs as a
result of their flight. Furthermore, the concensus of the handlers
and observer opinion was that the air trip had no adverse effect on
their ability to perform their prime function.

Following the dramatic episode at Las Vegas where an explosion
occurred due to a concealed explosive, 1 again approached the FAA and
asked if they would get together with the Bomb Squad to run an exer-
cise with concealed explosives. They did run this exercise and the
report was that it was found within seconds. The explosive in this
case was the military plastic type. Apparently, the military plastic
explosive is a little easier to find than TNT., It does give off an
odor which, I am told, even human beings can detect.

The general conclusion reached by the FAA was that these dogs do
have a place at the airpert for emergency procedures of this kind.
They do not seem to be influenced by common odors found at airports.
These do not seem to disturb them. The trainer has often been asked:
What is it that these dogs actually smell? Is it possible to camou-
flage the vdor of the explosives? We have tried to conceal the odor
of the explosives with foods that are very appetizing to the animal.
The animal, when alert, seems to filter out the background. Admit-
tedly, there have been times when the dogs have appeared on the scent
and still have not given their best performance. Like human beings
they have their days. During these tests we found that when the dogs
worked as a team, if one dog had an off-day, the other would cover up
for him. We can state a general rule: If it is really important,
make sure that two dogs are present.

Until machines catch up, dogs are still the best explosives de-
tectors available.
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JOINT-SERYICES INTERIOR INTRUSION DETECTION SYSTEM--ARMS ROOM PROGRAM

By: Benjamin Barker, Intrusion Detection Divis® m, CM/CI Department,
USAMERDC

This presentation will cover a description of the Joint-Services
Interior Intrusion Detection System (J-SIIDS) equipment and a short
explanation of the J-SIIDS selection procedure. At the outset, it
should be emphasized that most of the J-SIIDS components will be sim-
ilar to those found in commercial intrusion detection equipment, but
redesigned to ensure greater individual unit reliability. The aim,
in this regard, is to reduce the false alarm rates and to enhance
system compatibility. The J-SIIDS Program is primarily concerned
with theft of weapons, munitions, and other controlled material from
military arms rooms. However, there are many other J-SIIDS applica-
tions, both military and civilian.

There are over 10,000 arms rooms within the Department of De-
fense. This figure covers the active military services, reserve com-
ponents, and the National Guard, with the Army having the greatest
number. An examination of representative arms rooms discloses that
they vary in size from small rooms in company areas to large ware-
houses and in use frequency from all day/every day to less than once
a month. Finally, arms room construction ranges from plasterboard to
reinforced concrete. These rooms are all vulnerable to attacks. In
fact, there has been a marked increase in the number of robberies in
which armed guards have been relieved of their weapons.

There are many different ways to break into an arms room. At-
tacking the locks or metal screens is one way. Forcible entry
through walls, floors, or ceilings is another. To determine the rel-
ative ease of penetration through typical arms room walls, the Na-
tional Bureau of Standards conducted tests to determine the time re-
quired to break through a number of typical construction materials
using tools considered to be readily available. Penetration was con-
sidered successful when an opening of at least 96 inches square was
made in the wall. Figures 1 through 5 illustrate some of the barrier
materials tested, and the penetration results.

The first barrier consisted of 2 x 4 studs covered with plaster-
board on each side (Figure 1). Without any tools being used, an
opening was made in the wall in 3-1/2 seconds. The second barrier
(Figure 2} was 3 5-inch thick reinforced concrete wall. The 1/2-inch
reinforcing rods were on 12-inch centers, vertically and horizontally.
In this case, a 10-pound sledge hammer was used and an opening was
made after 55 seconds, Against an 8-inch mortar-filled concrete
block wall (Figure 3), the 10-pound sledge hammer made an opening in
45 seconds (Figure 4). The last penetration test was made on a wire-
reinforced glass windowpane with a metal window frame (Figure 5).
Here, a 2-pound hammer was used, and in 50 seconds the glass was
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Figure 1. Double Plasterboard Barrier Easily Being Broken t

[ —,

i e

fﬁ

{ Figure 2. Opening Made in 5-Inch~Thick Reinforced Concrete Wall
é by 10-Pound Sledge Hammer ‘
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Figure 3. Application of 1Q-Pound Sledge Hammer
; on 8-Inch Mortar-Filled Concrete Block Wall

Figure 4. Penetration of b-Inch Mortar-Fllled Concrete Block Wall
by 10-Pound Sledge Hammer
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sufficiently cleared from the frame to allow someone to crawl through.

An analysis of actual breakins revealed that despite the varied
designs of construction, materials used, locking hardware, and envi-

ronments, all of the installations possessed a significant number of
common characteristics. These were:

1. The facility was either in a quiet area or in an area where
there was very little activity during lengthy periods of time.

2, Many individuals had access to the facility or were in a po-
sition to observe its layout.

3. Visibility from the exterior to the interior of the building
was very poor, and in many cases not possible at all.

4. Numerous points existed where surreptitious access was pos-
sible; or places existed where a person could comfortably secrete
himself during the time the facility was open and in operation, and
who then could remove weapons without being detected.

5. Buildingg were o
egress.

th exits that provided for rapid

6. It was easy to leave the general area of the facility and
disappear in a network of escape roads unimpeded.

The concern about loss of weapons and the increasing incidence
of penetration of sensitive areas led to the creation of the Physical
Security Review Board at DoD, and in December 197C the Secretary of
Lefense chartered the Defense Special Projects Group (DSPG) with the
following task: ‘Direct or undertake in coordination with the mili-
tary departments an RDTEE Program to provide effective physical secu-
ity of amms rooms, installations, and bases.' The objective of the
program was to provide the Services with standardized intrusion de-
tectisn equipment in the shortest time possible. This led to the pro-
curesment and evaluation by the U.S. Army Mobility Equipment Research
and Development Center of 8 number of commercial devices. Testing
revealed wide variations in equipment capability and provided the
data base for specifications which have been written and reviewed by
the Services. Contracts have now been awarded for prototype quanti-
ties. The successful test of these prototype units will lead to pro-
G¢uction contracts. The central procurement for all DoD is the re-
sponsibility of Army Materiel Command (AMC). The schedules for avail-
ability of the devices will be discussed later in this briefing.

Before describing the individual J-SIIDS devices, the system con-
cepts and cptions will be discussed (Figure 6). The overall system
is composed of a number of sensors, a control unit, a local audible
alarm, and a remote monitor unit, This will probably be the basic
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Figure 5. Penetration of Wire-Reinforced Glass by 2-Pound Hammer
o] UOCAL
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Figure 6. Joint-Service

Interior Intrusion Detection System (J~SIIDS)

235

r Asnau oty

et e a St B

.

o




s o TR PR

e g,

system for most applications. If it is mot possible to use 2 remote
monitor, then a telephone dialer could be substituted. The difference
between the telephone dialer and the monitor unit will be discussed
later in the briefing. When the system is in a secure status and any
one of the sensors detects an intruder, the system automatically
changes to an alarm status. The detection signal goes out from the
sensor to the control unit which actuates a local audible alarm and
simultaneously transmits an alarm signal to the monitor unit located
at a ciarge-of-quarters desk, a base military police office, or any
other desired location.

The major subsystems of J-SIIDS are: sensors, control unit,
telephone dialer, local audible alarm, and data transmission system.
The data transmission system is a hard-wire system capable of operat-
ing over ten miles of an unconditioned single-pair transmission line
or over commercial grade telephone transmission paths. The Type 1
system utilizes a pseudo-randomly-coded message to provide transmis-
sion path security.

The sensors are categorized as follows: penetration sensors,
motion sensors, point sensors, and duress sensors. Penetration sen-
sors are those devices used to detect penetration through walls and
doorways into the protected space of the arms room. Motion sensors
detect the motion of an intruder within the confines of the arms room,
while the point sensors detect the actual or attempted remcval of a
weapon from the arms rack. The duress sensors, of which there are
two, are used by personnel to ca l for help at the press of a button,

The types of penetration sensors available are as follows:

. Balanced Magnetic Switch

. Capacitance Proximity Sensor
. Grid Wire Sensor Kit

. Vibration Sensor

P TS ——— —
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. Passive Ultrasonic Sensor

(a0 & N S

The Balanced Magnetic Switch (Figure 7) is a magnetically oper-
ated switch used to detect the opening of a secured door or window.
The switch assembly mounts on the door or window frame and the balanc-
ing magnet on the door or window. When the door or window is closed,
the field from the magnet interacts with a second field inside the
switch housing to balance the new field and allow the switch to close,
When the door is opened or moved a distance greater than one inch,
the magnet is moved away from the switch., The field inside the
switch forces the switch to open and an intrusion is signalled.

When the switch is closed, any change in the external field, either
by the addition of an illicit magnet to the outside of the switch
case or by the insertion of a shield between the switch assembly and
the balancing magnet, will disturb the balance and cause the switch
to open and to initiate an alarm. The balanced magnetic switches
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include a tamper feature under the cover of the switch assembly to
guard against attempts to disable the switch.

The Capacitance Proximity Sensor (Figure 8) is used to detect
penetration through windows and ventilators. It consists of an elec-
tronics unit and one or more insulated metal grills. The griils are
mounted across the opening that is to be protected. When the opening
is disturbed (e.g., when a hand or tool is brought near the grill),
the capacitance between the assembly and the ground is changed and
the disturbance is detected. The range of sensitivity is approxi-
mately one inch for a human target. The Capacitance Proximity Sensor
can also be used on a metal cabinet or desk if the item is placed on
insulated blocks about one inch high,

The Grid Wire Sensor (Figure 9) detects forced entry through
walls, floors, ceilings, doors, and other barriers by the break-wire
method. An electrical wire is stapled in a closely spaced grid pat-
tern over the surface to be protected. Any penetration larger than
a 4-inch square will break the wire and cause an alarm. Finished
paneling is installed over the grid to protect the wire from day-to-
day abuse and to hide the exact location of the wire strands. For
those cases where the installation has to be against a plaster or
wire cage wall, a plywood foundation board can be fitted to the sur-
face to be protected, and the wire stapled to the plywood.

The Vibration Sensor (Figure 10) is a disturbance sensor used to
detect forcible entry through metal barriers placed over windows and
ventilaters. It consists of one or more sensor units and an elec-
tronics unit. It senses any vibrations of the metal barrier and gen-
erates an alarm signal when the disturbance continues for a time,

The Passive Ultrasonic Sensor (Figure 11) is an ultrasonic re-
ceiver used to detect the high freauency sounds generated by forced
entry through metal and masonry walls and doors. It is also used on
metal mesh, wire, barred or shuttered windows, and ventilation open-
ings when they are properly sealed against outside sounds. The sen-
sor consists of one or more separate microphone boxes, all connected
in parallel to a single electronics unit. It listens for high fre-
quency sounds, such as those emanating from saws, hammers or torches
used in a break-in, and alarms when the sound persists for a short
period of time. The coverage is an area approximately 12 feet wide
by 24 feet long in front of each microphone. A maximum of 20 micro-
phones can be connected to an electronics unit, There is no commer-
cial equivalent of this sensor.

The Motion Sensor (Figure 12) is an ultrasonic doppler or fre-
cuency shift sensor used to detect the motion of an intruder inside
the protected space. It consists of one or more separate ultrasonic
trarsmitter/receiver boxes, all connected to a single electronics
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unit. The transmitter fills the protected space with a steady tone
well above the audible range. The receiver receives the signal re-
flected from the surroundings in the protected space. The electron-
ics unit compares the received signals with the transmitted signals
and initiates an alarm when the frequencies differ by a sufficient
amount over a short period of time. When the surroundings are sta-
tionary, the frequencies are the same and there is no alarm. When
an intruder moves in the room, the reflected signal is shifted in
frequency and the intruder is detected. Special circuits in the
electronics unit reduce the probability of a false alarm from moving
air, vibrating walls and doors, or blowing curtains. The coverage
of each transceiver is an area approximately 20 feet wide by 30 feet
long in front of the transceiver box. Up to 20 transceivers can be
connected to a single eclectronics unit.

There are two sensors in the Point Sensor Category: The Magnet-
ic Weapons Sensor and the Capacitance Proximity Sensor. The Magnet-
ic Weapons Sensor (Figure 13} is a wire loop assembly used to detect
the disturbance of the earth's magnetic field caused by the removal
of a weapon from the weapons rack. It consists of an electronics
assembly and a wire loop positioned on the rack behind the rows of
weapons. When a weapon is removed, the change of the magnetic field
generates a voltage in the loop which is sensed, and an alarm is ini-
tiated, A single magnetic weapons sensor can be used to protect from
one to 30 standard M-16 arms racks, There is no commercial eguiva-
lent of this sensor. The Capacitance Proximity Sensor can also be
used as a point sensor in those cases where the weapons are stored in
safes or metal cabinets. These containers are insulated from ground.

The Capacitance Proximity Sensor will provide an alarm should an in-
truder touch the metal container.

The next group of devices is the Duress Sensors, used in calling
for assistance. The Fixed Duress Sensor (Figure 14) is a manually
operated switch located at a position within the arms room ccnvenient
to the armorer. One or more switches can be installed for operation
by hand or foot. The Portable Duress Sensor (Figure 15} is ghbout ths
size of a pack of cigarettes. It is a UHF transmitter carried by the
guard, and has a separately enclosed receiver located near the con-
trel unit. The alarm signal, which can be initiated at any time by
either Duress Sensor, is routed through the control unit to the moni-
tor unit, or initiates an emergency message by the telephone dialer.
The local audible alarm does not sound when the Duress Sensor is ac-
tivated. Thus, the potential intruder has no idea that an alarm is
being sounded. This decreases the chance of retaliation on the per-
son that initiated the alarm,

There are several items of support eguipment for the system.
The first is the control unit (Figure 16). This is the terminal box
for ali the sensors and all the notification devices. It receives
alarm and tamper signals from the sensors and passes appropriate

241

e

Lanhie

D e 1o R il it - ram, AL R VAR ) R 8

awika

A e

e s

et e e 1 A e M, .

P

s



~rE——— i i
R d B !“, PL o ~ve g F,I,IL h'll
i
o m g
-
5 .
x
7Y -
g g
T
~Eg £
o= s
uy
@

LOOP WIRE

-~y sy [T | QR [ b vl Fincrirame Lo ornest Vel S S
St
Q
0 [l
e [
@ 7}
(%5} =
e
v [%2]
=
(=) vy
P=% 0
o O
2 3
()
s <
= [
) 1]
& E
a [+ .
= =
m -
s
B x -
o N
—_ 2 2
) = )
~ = e
= i
[V 153
-
E

242




. T - P e e s

IRPUT
FROM
SENSORS

ANTEKRA

iﬁ‘ﬂ

3 CONTROL UNIT
 TRANSMITTER

Figure 15. Portable Duress Sensor

== OUTPUT TO LOCAL

7o  ALARM, MONITOR GR

TELEPHONE
DIALER

]2"

™ TUBULAR-KEY
LOCK

TUBULAR KEY SWITCH
(DIFFERENT KEYS)

Figure 16. Control Unit For the System

243

il

i s A L P

1 et S

Lo Eren e

FERNPTICY

LH‘;‘M il s e 2t i, s Lt




signals to the lccal audible alarm and the monitor unit or the tele-
phene dialer,

The Monitor Unit (Figure 17} is the primary notification device
of the system. It receives the alarm, secure/access, and power sta-
tus signals from the control unit and activates various colored
lights on the display panel. Each monitor unit has a series of col-
ored lights which indicates the status of the system. For example,
the red-light-on would signify that an intrusion has been detected,
A change in the status of any of the lights, corresponding to a
change in the status of the contrcl unit, is sigualled by a flashing
light and a buzzer. An acknowledge button allows the buzzer to be
silenced and the flashing light to remain on continuously. The moni-
tor unit also monitors the statrus of its own power supply and super-
vises the functional condition of the wires from all control units.
The monitor unit is of modular construction and is designed to moni-
tor from one to 25 locations.

The local Audible Alarm (Figure 18} is an electronics screamer
for outdoor or indoor use in the vicinity of the protected area. It
is activated by an alarm signal from the contral unit via hardwire
lines or by internal tamper circuits, It is also activated by its
internal emergency pewer source when the line from the control unit
is cut. After activation, the alarm will continue to sound until re-
set at the control unit, or i the case of a linz cu., at the alarm
itself,

The Telephone Dialer (Figure 19) is used only in those cases
where a monitor unit cannot be used, since telephone line compromise
will not be annunciated at the telephone monitoring location. The
dialer reports an alarm when activated by an alarm signal from the
control unit by automatically «ialing one io three pre-selected tele-
phone numbers and then automatically transmitting a recorded message
indicating an alarm has occurred and identifying the locaiior of the
alarm. To eliminate the possibility of dialer line capture frem an
outside source; the telephone dialer iz intended to be used with an
"outgoing only" line,

This completes the discussion of the sensors and supporting com-
ponents of the J-SIIDS System. Next, I will discuss the selection of
these devices for use within varicus arms rooms.

The selection process is the main theme of the equipment appli-
cation guide which was prepared under the auspices of DSPG by the
CDC Military Police Agency, and is presently being distributed. The
purpose of the manual is to provide guidance for the selection of in-
terior intrusion detection devices which wiil be installed in mili-
tary arms rooms. This manual applies to amms rooms of the military
services within the continental United States and in worldwide situ-
ations where there are similar threat and installation envircnments.
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It should be noted that within any base or installation, adequate pro-
tection for en amms room is dependent upon the construction of a par-

ticular arms room and the weapons racks, the alarm system reliability,
and the reaction force responsiveness. These factors affect the over-
all security system of the particular arms room,

The equipment selection concept followed in the guide is to first
describe to the reader the components of the J-SIIDS System and the
operational principles of the various devices. Secondly, a survey of
the arms room is made to determine the size, shape, and construction
materials of the walls, ceilings, floors, doors, windows, ventilation
holes, and other features of the arms room as an aid in choosing the
proper mix of components. Thirdly, it provides guidance on how the
various components can be selected to form the system which will pro-
vide the best protection and finally aid in the selection decision.
With appropriate consideration given to arms room physical security
environments, and using the survey information and the component se-
lection information, the user can select the appropriate type and
number of sensors and support equipment for his arms rcom.

In conclusion, Figure 20 presents an overview of the J-SIIDS
Program. DA was tasked on 22 December 1971 by DSPG for the procure-
meni of prototype models of the J-SIIDS. Delivery of prototypes is
scheduled for September 1972. Each manufacturer will also deliver a
proposal for production follow-on. These prototype units will be
used for government and contractor testing during September through
December 1972, with the production contracts awarded in October 1972,
provided an appropriate Army "Type Cli.ssification' can be obtained
prior to that time. DA has provided necessary funds for the initial

production buy for the Army. Other services will be required to iden-

tify requirements and MIPR funds to the Army for initial production
units. Delivery of first production items to the field could start
in February 1973,
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Figure 17. Monitor Units For the System
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PSYCHOLOGICAL STRESS ANALYZER

By: Gerald Gallagher, Intrusion Detection Division, CM/CI Department,
USAMERDC

Under current investigation at the Mobility Equipment Research and
Development Center (MERDC) is a low-cost, portable checkpoint system
consisting of a magnetic portable detector and a voice stress analyzer.
The latter is designed to detect psychological stress as indicated in
the human voice.

This system would be used in temporary or semi-permanent applica-
tions where use of the Integrated Access Control System would not be
feasible. We would be using the system primariiy to detemmine if a
person were carrying a weapon. For example, the system could be quick~
ly set up in a riot area to screen persons being detained.

A strictly military application would be the screening of refugees
to determine if infiltrators were among the group. The simplest appli-
cation might be at a restricted area, as shown in Figure 1. Here, a
person would pass through the portal detector. If an alarm occurred,
he would then be asked a few simple questions, such as: '"Are you carry-
ing a large amount of metal?" 'Do you have any weapons?'" Based on the
stresses indicated in the answers, interrogation would continue or 2

physical search would be conducted.

Many methods of detecting psvchological stress are available., One
is the polygraph, which looks for changes in breathing, blood flow, and
skin resistance. Other methods include eye movement, vdor detection,
etc. All of these techniques monitor physiological change induced by
psychological stress. In our particular program we are looking for
stresses indicated in the human voice, There appears to be a rrequency
modulation on the normal voice frequencies whose strength decreases
vwith increasing psychological stress. These are believed tc be the re-
sult of micro-tremors which are present in all voluntary muscles and
which normally occur at a rate of 8 to idHz. These micro-tremors, it
is thought, change the characteristics of the vocal tract, thus causing
the frequency modulation (FM).

Figure 2 shows signals, after FM detection, from stressed and un-
stressed utterances. These charts were prepared by Dektor Counterin-
telligence and Security, Incorporated, Springfield, Virginia, during
development of their Psychological Stress Evaluator. Note that the un-
stressed waveforn is frec-rolling, indicating the presence of the FM
medulation. The stressed waveform lacks the free-rolling pattern, which
indicates the lack of modulation.

The voice analyzer is similar to the polygraph in that it detects

psycholagical change due to psycholozical stress, However, it has an
advantage over the polygraph in that no sensor needs to be ettached to
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the body. This permits a less formal test situation, which in turn
tends tao reduce test-induced stress.

The concept can be illustrated as shown in Figure 3. A test is
structured to include relevant and irrelevant questions intermixed in
such a way that a comparison can be made of the subject'!s stress reac-
tions. The questions must be chosen carefully so that they are not in
themselves stress producing, but rather that they produce a stress if
there is any guilt reaction to them.

The test questions produce psychological stress, which in turn
causes a physiological change. In our case, it would be a decrease in
the frequency modulation of the human voice. The voice is recorded on
a tape recorder and then played back through the Psychological Stress
Evaluator (PSE). The output of the PSE is a strip chart recording
which must be interpreted by a trained operator. The operator must re-
late the response to the test structure to determine areas of deceptive
response.

MERDC is currently negotiating a contract with Dektor for the de-
velopment of a Psychological Stress Analyzer which will be called the
PSA. This will differ from the PSE-1 in that it will operate in real
time, will require no tape recording, and will present a numerical out-
put from 1 through i0 indicaiing the various levels of siress. This
will eliminate the chart interpretation presently required and permit
"real time" operationm,

Extensive testing will be required to establish the validity of

the PSA results and to determine if it will be applicable to the
screening of persons in a checkpoint situation,
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Figure 2, Stressed and Unstressed Signals After FM Detection

250

Paap——r ——da|
FREPERI

R

r d
. . . B -

by
[ a——




~ TEST STRUCTURE :
PSYCHOLOBICAL STRESS
PHYSIOLOGICAL CHANGE
HUMAN VOICE
TAPE RECORDER
PSE
OPERATOR INTERPRETATION

Figure 3. Test Structure Concept For Detecting Psychological Stress
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PASSIVE AND ACTIVE ELECTROMAGNETIC DETECTORS

Chairman: Nicholas Mogan, Intrusion Detection Division, CM/CI
Department, USAMERDC

Panel: J. F. Haben, U.S. Naval Ordnance Laboratory; J. H. Henry,
Institute for Defense Analyses; A. L. Landman, Transporta-
tion Systems Center, DOT; C. Stewart, USAMERDC; Ken Yee,
Law Enforcement Standards Laboratory, National Bureau of
Standards

After the introduction of the panel members the chairméh"gave a
brief summary of the proceedings. The discussions in which the audi-
ence actively participated covered mainly the following:

1. Detection performance versus cost

2. Detection of stainless steel weapons

3. Safety problems

4. Legal problens

5. Development of standards and gpplication guidance
6. The need for obtaining more statistical data

7. Fduratinn of the gnnnvn‘l pnh'l-nr-

e T rmwer wa waaw

8, Application of hand-held detectors

The cost of presently available walk-through type detectors ranges
from $800 to $6000. The passive detectors are under $2000 and the ac-
tive systems above $1500. In general, the higher the price the better
the discrimination capability between weapons and clutter items, But
even the most expensive detector will not detect 100 percent of the
weapons without at the same time detecting some of the clutter items
normally carried by people. High detection reliability with a reason-
ably low false alarm rate can be obtained only if the people 'are”Sepa-
rated from all hand- carrled items, especially umbrellas, brief qu at-
tache cases, and women‘s handbags. Which detector is the "best" will
be determined by the intended application. In those applications where
people are not allowed to carry any metal (e,g., in prisons or in a
mint), a very sensitive but relatively inexpensive active system should
be used. If missing some of the smaller weapons is not critical, pas-
sive systems can be useful; but where personnel cannot be divested from
metal clutter items and where high detection reliability is required,
highly sophisticated active systems must bz employed. Theoretically,
it is possible to further improve the discrimination capability of the
active detectors, but this would result not only in very high cost but
also in a too complex electronic system, thus raising maintenance costs
and decreasing operational reliability. Most likely, the use of a
mini-computer would be the right approach; however, this would push the
price even higher. There may be some applications, though, where even
this high price can be justified.
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Most of the stainless steels used for the fabrication of weapons
(hand guns and knives) have magnetic properties; therefore, they are
detectable with either active or passive detectors. But this means
that the threshold level must be set lower, which results in more false
alarms. Completely non-magnetic stainless steels or aluminum can be
detected only with active systems, but again at the expense of rela-
tively high false alarm rates from such items as keys, coins, etc., un-
less the people are divested of all metal. Here again, it was pointed
out that when the safety of a key individual is at stake, every sus-
picious item carried through the detector must be identified. Incon-
venience is not important in this instance.

Na.urally, the non-technical general public is concerned with the
potential health hazards to which they are exposed when walking through
the detector, and with the potential damage to their possessions (elec-
tronic equipment, film, etc.). Passive detectors, since they don't
radiate any kind of energy, have no effect at all on people or objects.
Active systems, at certain frequencies and intensity levels, could have
some effect;, although the relatively low frequency and low intensity
radiation employed in all known active walk-through type detectors has
no physiological effect and won't damage a recorded magnetic tape. The
only problem area which required further investigation was that of pa-
tients with implanted heart pacemakers. Therefore, both FAA and MERDC
conducted extensive studies on cardiac pacemaker wearers with the re-
sult that none of the detectors tested represented any health hazard.
Since the frequency and field intensity of the other commercially
available detectors fall in the range of the detectors tested, we can
safely assume that these detectors do not represent any health hazard.
It would be very desirable for the users of active metal detectors if
safety standards were developed and approved by the Department of
Health, Education, and Welfare. The Law Enforcement Standards Labora-
tory is working on this.

Some groups believe that removing small arms from the street would
solve a major portion of the crime problem. The question discussed
was: ‘'What are the legal barriers to utilizing electromagnetic detec-
tors to find unlawful weapons on the street in the high crime areas?"
No general answer was given to this question. There are certain situa-
tions where the use of detectors has been accepted by the legal author-
ities, for example, in screening passengers boarding an airplane or
searching prisoners entering cells. According to at least one court
decision the use of weapon det ; does constitute a search. The de-
cision as to whether or not a search is reasonable can be different in
each individual case depending on the conditions. What may be reason-
able under one condition may be unregsonable under another. Even the
military installations have some limitations. The days of “line'em
up--shake'em down'" are past, and the requirement for probable cause ex-
ists. If at an entrance to a confined area it is clearly stated that
carrying firearms is prohibited by law, the use of weapon detectors mey
be acceptable. In case of a trial, it is under the judge's jurisdic-
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tion as to who is permitted to entev the courtroom. Therefore, in this
situation detectors can be used if the judge so desires. The Maryland
Gun Control Law has an amendment, the "Stop and Frisk* bill, which pro-
tects the police officer. If he has reasonable cause to believe that

an individual is armed, he can stop him and make 2 search of the person

clear. One Suggestion was: "Let's start to use the detectors in dif-

ferent scenarios and see what happens." Perhaps, this is the only ap-

proach which would lead to legislation that would update present public
laws in this area.

The question was raised from the floor: ‘'What kind of guidance is
available for the users if they want to select or buy a weapon detector
for a certain application?" The Department of Transportation (DOT)
evaluated a number of commercially available detectors and the Tresults
were published in a report which included the manufacturers' names and
the prices of the detectors. This report is unclassified and can be
obtained from DOT. The Law Enforcement Standards Laboratory is pres-
ently working on standards for weapon detectors., This standard will
be published in the near future.

The above mentioned documents are based mainly on laboratory test
results, Operational characteristics under field conditions still have
to be determined. 1In the pPa3t, weapon detectors were used exiensively
only in two scenarios: airports and prisons. In both situations the
flow of traffic and the environment can be controlled reasonably well,
but we have no experience as to how any of the detectors would work on
the streets, at the entrances of public buildings, in hotels, theater
lobbies, etc, It is e€xtremely important that statistical data in the
above and similar scenarios be obtained. Without these data, the full
potential advantage of using weapon detectors cannot be determined.

The importance of the education of the general public was empha-
sized. The public must know that the detectors are completely harm-
less, that they won't damage anything that they are carrying, and that
the use of the detectors is for their protection. Then the pecple will
cooperate. As of tkis date, tens of thousands of people have walked
through the weapon detectors as volunteers at various airports, and
waximum cooperation was experienced.

The possibility of using small hand-held meta] detectors to detect
concealed weapons on people in crowds, such as those found at a politi-
cal rally, was discussed, According to the opinion of some experts,
the crowd is usually so dense that it is impossible to move around to
scan people with a detector. But, since no cther detectors are pres-
ently available for this scenario, it is certainly worth a try.

To summarize, a large variety of walk-through type detectors are

available in all kinds of price ranges. Different applications require
different detectors. To be able to select the right detector for any
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application, more field tests and more statistical data are required.

The detectors are harmless, but the legal implications must be resolved.
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EXPLOSIVES AND WEAPONS DETECTING DOGS

Chairman: Major R. M. Sullivan, Directorate of Security Police,
HQUSAF

Panel: COL M. W. Castleberry, Director, Bio-Sensor Research Team,
Walter Reed Army Institute of Research; Mr. Henry Knauf,
CM/CI Department, USAMERDC; Mr. Sidney Michlin, President,
United States Police Canine Association

Mr. Boneta
I would like to introduce Major R. M. Sullivan, representing the
Air Force Security Police, who will conduct our panel discussion on

canine detection.

Major Sullivan

Thank you. I would like to introduce the other gentlemen on the
panel. To my right is COL Castleberry, Director of the Bio-Sensor Re-
search Team, Walter Reed Army Institute of Research. Dr. Castleberry
is the prime researcher for the development of improved military dogs
through genetic selection to achieve breed improvement and temperament
of the dogs. Dr. Castlcberry is herc to answer questions specifically
directed to the type of animal that shculd be used for law enforcement
operations.

To my immediate left is SGT Sidney Michlin, President of the
United States Police Canine Association, This is a nationwide associ-
ation of police officers who handle dogs on duty. At the present time,
the association has some 800 members representing 30 states around the
United States. SGT Michlin's expertise is in the operational aspect
of a dog team on duty. That is, the organization and supervision of
the police officer and his dog in any given situation, whether it is
riot or crowd control, burglary detail, or bomb and narcotics detec-
tion.

My expertise is related to the selection and training of animsals
in the quantities needed by the military for law enforcement duties.

To my immediate right is Mr. Knauf, the prime researcher in the
area of mine/booby trap and explosives/narcotics detection here at
MERDC. He is looking into special uses of dogs in terms of weapons
detection, mine detection, and explosives detection.

I would like to open this morning by commenting on the dog's
ability, nct only in the law enforcement role, but also on its ability
to find mines, explosives, or narcotics. One area which I think de-
serves some consideration is the capability of the dog to perform in
the active role of protection of public figures, such as area sanitiza-
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tion, sanitization of meeting locations, billet areas; and the physi-
cal protection of hotels, motels, and houses. The dog/handler team
has the capability of clearing an area (sanitizing it), and keeping it
clear during the period that you have a public figure under surveii-
lance. The dog/handler team can also be used to establish protective
barriers for crowd control and by d=nying entry into specific areas.
This provides not only a good detection capability, but also a good
psycnological impact.

Other areas include the protection of vital resources that are
necessary for the support of a public figure, such as communication
sites or airplane security. The dog/handler team can provide security
of a water supply in an area where someonc cculd influence the health
and welfare of the public by impeding the flow of water or contami-
nating the water supply. The last thing, of course, is riot and crowd
control. I think we have adequately demonstrated that the dog is a
viable detector in a rumber of areas if it is used properly. We ought
to discuss, not whether or not the dog can do it, but how to use the
dog in the most effective manner.

Consider the organization of the dog team, the unit itself. Can
one bomb dog provided to the City of New York provide a 24-hour bomb
detecticn capability in that city? Well, I think not, and mosi pevpie
agree. We ought to discuss how many dogs are Tiecessary to provide
this kind of protection and how many men it takes. What kind of a man
should be the handler of a detector dog? Can anybody handle a trained
dog and does one man become the handler of that dog? If so0, does
every dog require a handler? What are the requirements to maintain
the capability of this animal? This is not a black box operation,

You don't procure it, put it on a shelf, and use it when you need it,
The dog has to be cared for. The TLC (Tender Loving Care) is an im-
portant requirement. If you don't provide the dog with proper train-
ing, proper food, proper living environment, and the tender lcving
care that the dog needs to work well, then you are not going to have a
program very long.

N7

Finally, I think we ocught to talk about breed selection, and the
heaith and nutrition that these animals require to make them an effec-
tive sensor. Before I open the floor to discussion, 1 will have each
member of the panel speak bricfly about his area. Dr. Castleberry,

a few words on dogs?

Dr. Castleberry

Primarily, my job is to develop a line of dogs to meet the re-
quirements of the QMDO (Qualitative Military Development Objective),
Detector System, Military Dog. Based on a study performed by the Uni-
versity of Maryland under contract to the Office of the Army Surgeon
General, we have settled on the German Shepherd. To meet this require-
ment, we are improving this animal's capability from the standpoint of
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its physiological welfars, specifically the hip displasia problem,
through genetic selection. This may not mean much to you, but many
dogs have trouble with their hips, and this is a genetically oriented
problem that responds well to selective breeding., We also believe that
the intelligeuce or trainability of the dog, as well as the dog's teu-
perament, can be genetically improved. Now, to those of you who are
not very famjliar with dogs, these things may seem to be far out, but
they have tremendous bearing on the trainability of the dog and the use
of that dog, as well as the longevity of that dog after it has been
trained, We are interested in providing a more trainable, physiologi-
cally better, dog than is row generally available for military use,

Mr. Knauf

Research at MERDC is directed toward solutions to problems in two
areas. First, and that naturzlly receiving the prime emphasis, is
mine detection., The second is protection of public figures, Under
the mine detection program, the effort can further be categorized into
the development of an interim mine detection dog, and the other is the
long range studies to develop a detector system military dog.

To meet the near term requirements for an interim mine detection
dog, MERDC is preseiitly traiuing dogs 1n cooperation with the Scout
Dog Committee at Fort Benning. Subsequently, MERDC will direct the
evaluation phase to determine how well the dogs can detect buried
mines and booby-traps, under what conditions the mines can be detected,
and what the limitations are of the dogs.

Long range studies include olfaction, physiological reactions to
alerting stimuli, and man/dog interfsces. We are interested in olfac-
tion to determine the limit of detectability of buried mines, and
whether it is even possible for a dog to smell out aged targets. We
are also interested in finding out what, if any, physiclogical change
takes place in the dog when it detects a target, such ag gkin tempers-
ture rise, heari-rate change, or cther phenomena, and how to monitor
these veections. The next step in the process is to telemeter an
electronic impulse, corresponding to the reaction, to a central point,
and remotely control and xeward the dog when it makes a positive de-
tection.

The improved man/dog interface, remote control of the dog, will
assure the ultimate goal of an improved detector system capable of
covert operation.

In the area of public figure protection, MERDC is investigating
narcotic/explosives detection dogs and concealed weapons detection
dogs. The narcotics/explosives detecticn dogs are being trained at
Southwest Research Institute, and will be evaluated by MERDC to deter-
mine their detection capabiliiy. The weapons detection capsbility of
dogs has been previously demonstrated against recently fired weapons;
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however, MERDC is investigating the possibility of using small dogs,
such as the miniature grayhound, for this task. The dogs will be
carried in the arms of its handler for covert operation.

SGT Michlin

In October, I left the Canine Watch in Washington, D. C., to go
out on the street as Sergeant in, more or less, the ghetto area of
Northeast Washington. In this capacity, I had the opportunity to wit-
ness one particular instance where the dog/handler team really came
into play. A street incident occurred the other night where officers
responded to a street fight. It started out as an "“innocent" fight,
but socon the juveniles were throwing bottles at each other, and the
policeman placed a trouble call. Several units had responded by the
time I arrived, which was within a few minutes. A disorderly crowd
had assembled and wss attempting to take the prisoners away from the
officers on the scene. A canine officer and his dog had also arrived
and was able to contain the c¢rowd without having the dog bite anyone,
even though the crowd numbered about 150 to 200 veople. This was a
well-trained canine officer who maintained his composure and did not
overuse the dog. This is one instance where the dog can be used in
the protection of public figures; that is, by maintaining crowd con-
trol. The big thing is whether people in high offices will glliow the
dogs tu control the crowds.

The big thing now is the explosive detection deg. The dogs can
be used to search and secure an area where a guest speaker is to ap-

pear. You could be sure that the room was safe from an explosive de-
vice.

The biggest problem with getting enough dogs on the street is to
train enough dogs. The United States Capitol had 12 dogs trained at
the Washington, D. C., Canine Institute, but it came to the peint:
How many of these dogs are going to be bomb-trained? The Senate and
House were fighting each other. One wanted oniy one dog bomb-trained;
the other wanted all 12 dogs bomb-trained. This is impractical to
protect the whole capitol. They should have at least attempted to

train all 12 dogs because not all dogs are capable of learning this
new technique.

Mr. Henry

I'd like to ask a question, perhaps of COL Castleberry. I've al-
ways been puzzled by the choice of the dogs that are generally used.
Most of the missions that we are talking about involve scent, and
you'd have thought that choice of dogs would tend to run to hounds,
fox dogs, those that have been bred for a keen sense of smell rather
than for a keen sense of sight and sound. Why is it that the police
dogs and the Labrador always seem to get chosen?
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COL Castleberry

I've been asked this question so many times; I sat here fully
expecting it. It's a fair question. Why not use a Bird Dog which
has a good keen sense of smell and has a lot of stamina; or why not
use a Bloodhound. I bought Blcodhounds, the English Pointer, the
German Wirehaired Pointer, and the German Shorthaired Pointer, and
cross-bred them in many combinations. This was done at the Universi-
ty of Maryland previously, Briefly, the answer lies in that any dog
that has any hound in him is a hard dog to train for any of the po-
lice techniques that are going to be used. Now, if you are just go-
ing to have a bomb dog, for example, and have the dog iust waiting
for a bomb call, perhaps a dog like a Bloodhound would be better.
Strangely enough, there is no real proof that a Bioodhound has any
more sensitive a nose than does the German Shepherd. Previously the
British used a Labrador Retriever for tracking purposes in Singapore,
and wr. subsequently got the dogs into Vietnam.

In talking and visiting with people in Germany, I found out that
the handlers themselves prefer the German Shepherd and they were go-
ing to the German Shepherd for military and law enforcement use. The
German Shepherd has just as good a nose, if not better, than the Lab-
rador, and he uses his head in addition to his nose. The Labrador
would run the patrol right into an ambusii, and the dog would never
know it. The German Shepherd has an extremely keen sense of smell
and I think these gentlemen's (panel members) use of this dog will
point that out.

One last thing, the Bassethound--the dog with the long ncse that
sniffles--snuffles a lot. Previously, LWL bought two Bassethounds,
and I mildly objected to it because I knew there would be some diffi-
culties with this animal. They worked with bomb detection a little
over two years ago and they finally gave up. The dog could detect
bombs, but if it didn't feel like working, that is, if nothing ap-
pealed to him or if he wasn't hungry, then he wasn': really suffi-
ciently dependent upon an owner to appreciate ''pet and praise' re-
ward. This is the type of thing that brings about the necessity of
using a dog that is quick, responsive, and is useable in more than
one situation,

Mr, Knauf

As far as this mission is concermed, finding a bomb cr a mine
represents a completely alien taing to the dog. It doesn't represent
food, A Bloodhound will track food, be it & bird or a squirrel, or
ever a human, This represents something he <an bite on and chew on.
The mine or the booby-trap is an alien thing to the dog and he needs
a high intelligence to¢ be trained and to be kept trained for this
type of a mission.
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Major Sullivan

I think the working dog handler's disagreement with food rein-
forcement occurs after training. We certainly have no objection to
the use of food reinforcement to teach a dog certain tasks rapidly.
We recognize this is a very effective laboratory procedure. It's
most effective when you can't devote a handler full time to this dog.
The German Shepherd works quite well for '"praise and affection."

When you have one man training & large number of dogs, or just two or
three dogs, to perform tasks, particularly in the confines of a labo-
ratory, it's difficult for him to provide a handout for each of these
dogs. The feood reward is also very effective to teach a dog certain
tasks in mine detection. Certainly, he will find the metal under the
ground faster if he's been trained to know that there is food associ-
ated with finding the mine. However, we feel that at z certain stage
of the game, food reinforcement has to be replaced by the affection
of that man for his dog, and the dog for the man, There are a number
of reasons for this. A man and a dog live together, work together,
and know each other well. The dog works better for his handler than
a dog who is reacting to a bag of food. A dog only works for a bag
of food when he is hungry. The food reward may work real fine in
Minot, North Dakota, in the wintertime, but what about the Canal Zone
when it's 90 degrees and the humidity is 50 pevceni, and where the
dog can exist on a lot less food than it would eat if the weather wvas
cooler? He may not be hungry enough to work. In a combat environ-
ment my analogy is: I don't want to go on a 10-mile hike with 5 miles
worth of focd. 1 think that the reinforcement has to change sooner
or later with the dog working out of devotion to 1ts handler.

In training some 6,000 dogs in the last 5 years we have never had
to use food reinforcement to get the job done, primarily because we
marry the man to his dog. No training is conducted until we have es-
tablished what we call a '"man-dog relationship.'" Once that is estab-
lished, training is very easy. I don't think the German Shepherd re-
acts quite as well to food reinforcement as he does to praise and af-
fection. If you own a German Shepherd, you know that dog would rather
please you than eat. It's that simple,.

SGT Michlin

1 have to agree. I have worked with my dog and when we came on
this bomb-dog program it was something new, an area where not much
work had been done or had been successful. We really started to go
towards the food because we became frustrated, but once we really
started working with really good explosives and found out that the
dogs would find them, we just pushed them to the limits, with plenty
of praise. A dog is going to work slower once he has eaten, but he's
still working.
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Major Sullivan

Another area that Sid just touched on which I think has some
value, and which I didn't mention, is in the field of nutrition. Of
course, I'm not an expert, but it would appear to me that you certain-
ly can't keep a food reward dog on a full ration, on a healthy ration.
You've got to keep the dog hungry. So you are talking in terms of an
80 percent diet or a 50 percent diet. It would seem to me that if
somebody fed me half of my caloric requirement a day and told me that
if 1 went ocut and played football and that every time I made a good
play they would give me half a sandwich, I'd find it more difficult
tc play good football than if I were healthy. I don't know if that
is medicaliy or physioclogically correct or not; it would just appear
to me that a healthy dog is a happy dog. I don't know, but I hear
that on television all the time and I tend to believe it.

(No name stated)

When you referred to the man-dog relationship, I assume that is
the phrase for the other type of training. Is it difficult to change
handlers? Suppose a man leaves the service; what happens to the dog?

Major Suilivan

When the man leaves che service, we retrain the dog to another
mar. The degree of difficulty is dependent upon the dog, the new
handler, and the capability of the man who is dcing the retraining.
Yes, we have great love affairs. We have people who reenlist over
their dogs. We have dogs who go into their kennel and will not re-
spond for periocds of weeks because the handler is gone. However, the
retraining is not that difficuit. I would say that the normal patrol
dog can be adequately handled by another handler in 2 weeks, and with-
in 6 months they become an effective team. Cur training program is
12 weeks for the man and dog, but we don't consider them a fully
qualified dog team until about 6 months. We feel it takes that long
before the man knows his dog well cnough to know what he is trying to
tell him, and the dog knows that man well enocugh to bz willing to tell
him. It takes time. We are fortunate that we normaliy have 3-1/2 to
4 years with our people, the man and his dog.

During the course of the dog's life in the military, we use three
to five handlers, We switched handlers on 600 dogs in Vietnam in a
year, with no real sign of depreciation. We have a standardized
training program and every dog in the United Statss Air Force is
trained in the same way, at the same school. The perscnality is
changing but the technique remains the same. If you can say "sit
down", "stay', "heel", and "come", and say it with any kind of reason-
able assurance, the dog normally will react to the command. However,
it may take a while for the dog to develop the affection for you,
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One thing that must be considered when you use the dogs in a
civilian environment is that you can't haphazardly train these ani-
mals. Someone has to control the fermal training and the continua-
tion training on a daily, weekly, or monthly basis, depending on the
kind of performance your dog is giving and the mission requir. aents.

(No name stated)

In a search for explosives you have to make plants to see if
the dog is still working, and the response to the dog finding the
plant is the food reward. The dogs that I have seen operate were the
New York City explosive detector team. Do you feel that the effec-
tiveness of the dog would not break down by switching to the handler/
dog affection relationship?

Major Sullivan

No sir. The technique that is being used is not to check if the
dog is finding a bomb. It is a reinforcement. We never ask a dog to
find a bomb unless he finds a bomb. If he starts looking for a bomb
and doesn't find one, he gets very frustrated. The key to the dog/
handler relationship is the praise reward. We use a bomb plant when
an area is clean to reinforce the dog's behavior. If you walk on an
airplane to find a bomb, you wmust carry a bomb on the airplane with
you, If the dog doesn't find one, you've got to have a bomb to put
there.

(No name stated)

What have you found to be the maximum effective dog operating
tire, in say, a building search? How long will he be effectively
searching?

SGT Michigl

That's the toughest question. I always bragged about my dog be-
cause at the Capitol we searched continuously from 4 o'clock in the
morning until about eight, on different calis in different places.
0Of course, nobody wanted to bring us any real explosives that time.
We somehow got it in later and planted it in the bathrcom. The dog
hal previously searched the bathroom, but he made & positive indica-
tion when he approached the explosive, I think that the safe limit
is about 30 minutes and then you have to rest the dog or it will
start false sitting. This is the problem in Washington now. They
are getting so many calls to many different areas that some of the
dogs are giving false indications. The bomb squad has to take explo-
sives with them at every alert to assure that the dog finds a bomb on
every mission.
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{No name stated)

What explosives are your dogs trained to detect?
SGT Michlin
C-4, C-3, dynamite with black powder, and TNT.

(No nare stated)

Smokeless powder?
SGT Michlin

Yes, at the time I was working there, which was 6 months ago.

M__I;: Klein

What size of a dummy bomb do you use to reinforce the dog if he
hasn't found the real thing? Do you always keep it the same or do
you vary the size? Is there any value to improving the dog by getfing
him to find something a little bit smaller cach time?

Major Sullivan

Qur handler at Andrew's AFB normally carries about a half stick
of dynamite, or a quarter pound of C-4. We use firecrackers occasion-
ally to reinforce the black powder odor. That's a question that we
really haven't answered satisfactorily. We don't know that if you
train a dog on a half stick of dynamite whether his reaction to four
sticks of dynamite would be the same. We don't have enough experience
with real bombs yet to know what the dog's reaction is going to be.

We had some 357 bomb calls on Andrews since the first of the yzar,
Two alerts were gctual bombk thrcats; Lhowsver, the expleosives were not
detcenatable., The dog found a two-inch firecracker in & suitcase at
the Andyews Air Force Base Hospital one night. Now, this was certain-
ly a smaller amvunt of explosive than we normally train the dog to
find. However, we d»'t know definitely whether tne dog can find a
small sample if it is trained on large explosive samples, or if the
dog can find large samples if it is trained on smaii amounts of explo-
sive. The same is true of heroin. If we train the dog on 6 percent
heroin, we cannot be sure that it will find 90 perceat pure heroin.
It is an individual thing with your dog, and sgain the dog/handler ro-
lationship plays & large part.

Mr. Mopan

I have a question concerning the sensitivity of the dogs. My ex-
perience is that if a person is allergic to a certain odor he is alsc
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s more sensitive to it. I know that they can desensitize people by med-
: ication. Can they use medication to make either people or animals hy-

persensitive to certain types of powders? Has any research been done
in this area?

COL Castleberry

Lo No, not to my knowledge. I donr't know how one could medically
i L_ hypersensitize an animal. You may have a very good point there.

{ There is some ongoing work that Major Sullivan mentioned last night.

. It has to do with isolation of certain sensitive sense buds in the ol-
¥ factory system. Would you want to elaborate on that just a bit?

[ 58

Major Sullivan

l; There was a doctor in Washington who was working on this, but I
don't know his name. This doctor has found that he can eliminate the

i capability of a rat to smell anything but the specific odor it is

{ trained to detect. I have no idea how the doctor does this, since the
report was given to me verbally. The doctor has demonstrated that he

. can totally isolate extraneous odors in the rat. I think that he does

! it by burning the olfactory capability cut of the animal except for

L. certain receptors. We have some people looking into this to determine

the exact mechanism. In theory, it is possible to have a dog that

i‘ could not smell anything but explosives; however, my first reaction to
destroying a dog's olfaction capability is that you won't have a dog

very long. The dog is a scent animal who lives in a world of scent.

In my mind, it would be like blinding the animal. Although a desensi-

tized dog may be a great bomb detector, the maintenance of that animal

P may be very difficult,
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i {No name stated)

Do you use any culling tests before a dog becomes a candidate for
- training? If so, approximately what are they? Also, the dogs that
v you start initial vraining, about what percent do you consider traina-
i ble or useable at the completion of your training period?

| Major Sullivan

) The DoD procurement system is based on a kind of '"try before you
! buy' concept, We run a military induction program for the dogs which
consists of a battery of physical and psychelogical evaluations. We
reject, and have rejected historically, S0 percent of the animals that
{ are presented to us each year. We buy five out of ten dogs. We have
}1 successfully graduated over 97 percent of the dogs we procure,

The dog trainers look at the dog from a temperament point of |
view, and at a number of other things. We're very fussy about the ap-
pearance of the dogs. We find that you can't take an ugly dog and
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make a kid happy with him. The boy that's going to be the handier

has to feel that his dog is the best looking dog in that class. So,
we cull ugly animals. We cull animals whose haircoats are too long

or too short. We don't buy dogs that are oversensitive or overaggres-
sive, nor do we buy the dogs that are undersensitive or underaggres-
sive. We will buy a gun-green dog, but we will not buy a gun-shy dog.
We determine whether the dog has the willingness to be trained and the
willingness to bite, We want to know how well he responds to human
affection. Many dogs are just so undersensitive that you can't get
them to work unless you hit them with a 2 x 4, and we don't waut to do
that., There is a complete battery of tests. The medical and tempera-
ment evaluation of the dog at Lackland takes about 9 days to complete.
This includes complete blood series, urine series, X-rays, and dental
evaluations, The investment to evaluate the dog is approximately
$700.

We buy dogs between 12 and 36 months old. Dogs less than 12
months old have too much puppy temperament, and we need a dog who is
mature enough to give us a 50-minute span of attention, through s 6-
hour class day, 5 days & week. We can't use a young animal who needs
play time and a lot of rest time.

The average working life of a military dog is approximately 9
years of age; therefore, it is not economical to make an investment of
$3,000 in the training of a dog older than 36 months. We do, however,
retrain dogs. There is no problem in trzining a 6-year old dog. We
accept males or spaded females. The rejection rate for females is
about 70 nercent, as compared to 40 percent for the males. We find
that most females would rather be mothers than fighters,

(No name stated--Dallas Police Department)

You talked about the criteria for a dog. How about the criteria
for the handler?

Major Sullivan

The Air Force requires that each dog handler be a graduate Secu-
rity Policeman, so the prospective handler is put through some rather
close scrutiny during the period of his basic training and police
training before he enters the 12-week school. We don't force anyone
to be a dog-handler. He must be a volunteer and has to fight to be
admitted to the Canine School. Nine times cut of ten that will do all
the necessary culling. There are problem areas such as the guys with
two left feet. Every time they gnot near the dog, they are stepping on
him. They don't know how to praise the dog or can't transfer affec-
tion to an animal, They would like to, but the dog will just not re-
act,
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We make the handlers go through a 3-day ground school before
they arc allowed to see their dog. Meanwhi.e, they are being evalu-
ated by their instructors. Some are culled right there. Others make
it through ground school, but choke up when they hit the kennel for
the first time.

Many dogs will not react to a certain handler, and there are in-
dividials whe do not like certain dogs. There are dominant dogs and
handlers as well as submissive dogs and handlers. You can't have a
dog leading the handier around, so we try to match a weak individual
with a submissive dog and build the both of them together. Sometimes,
we will try to give a very dominant dog to a similar individual, It
becomes a big battle in the kennel; but if the handler walks out
first, you are gving to have a good dog.

(No name stated)

Why do you devoice the explosive dogs?

Major Sullivan

T don't devoice any dogs, sir. VYou'll have to

COL Castleberry

I hate to admit it, but I didn't know we were devoicing them.
The dogs are trained not to bark for obvious reasons. In a combat
environment, you don't want to reveal your position.

(No name stated)

Are the dogs trained strictly on reinforcement or are they also
trained by punishment?

Major Sullivan

We don't use punishment. We use correction, and there is a dif-
ference. There are certsin techniques where you have to physically
show the dog what is required. For instance, an underaggressive dog
must be taught to bite. Many dogs want to bite but have been condi-
tioned not to bite during their early years. Every time they attempt-
ed to bite, a newspaper would hit them, but now they must be taught
that it is good to bite.

If you want a dog to be suspicious of pecple, you have to train
him to be suspicious. You have someone 3it in the bushes and snap a
twig or make a noise when the dog approaches. If the dog doesn’t show
an interest, the guy comes out and switches the dog on the flank.
After two or three times, the dog is looking, and with encouragement
from the handler, the dog starts to show some aggression. The more




aggression the dog shows, the more praise it receives. It isn't long

before the dog is chasing the guy through the woods and biting as hard
as it can. Only good things happen when it bites.

(No name stated)

I'd like to ask Mr. Knauf a question. Do I understand correctly
that you were considering the training of dogs for the detection of

weapons on persons? If so, could you comment on the mechanism by
which you expect this to be accomplished?

Mr. Knauf

We will introduce the dogs to odors associated with handguns in
much the same way we introduce the dogs to narcotics or explosives.
Some of these odors are the combustion products of smokeless powder,
gun 0il, and the metallic odor associated with a gunm.

COL Castleberry

I could answer you more directly. I became interested a few
years ago when these airplane hijackings first started. I got & lit-
tle standard poodle that I worked when we first started working with
marijuana back in 1968. I used the same technique with my pistol, and
1 found that this dog wonld locate the weapon whether 1t was on you or
whether it was in your briefcase, but only if it had been fired within
the recent hour or if I had just cleaned.it. I thought that if this
research was carried out with professional trainers on an extended
basis, that perhaps there might be value in it. I do kmow that in a
very rough and ready way, yes, it can be done. I think their (MERDC)

idea of using a small dog and having a lady walk through a crowd may
turn out. '

Mr. Knauf

There is also the psychological advantage associated with publi-
cizing 8 weapens detection dog. An individual carrying a concealed
weapon might become nervous in the presence of the dog and this would
provide the means for derection. It is well known that a dog can de-
tect an individual who is afraid of it,

Major Sullivan

A good analogy is the marijuana dog program. Based on the pub-
licity we generated in the military system on the 150 marij:-ana train-
ed dogs, we can take a police dog to the terminal boarding ramp and
the outbound troops wiil leave the marijuana all over the place. The
dog is not trained on the narcotic, but the psychological impact of
that dog being there causes the troops to empty their pockets in a
hurry. We have what we call "amnesty barrels' in the center of the
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air terminal lobby;, and tell the troops it is their last chance. We
put the dog over by the boarding gate, load the plane, and then go

back and just literally empty the barrel. Psychologically, this thing
does have good crowd impact.

Mr. Boneta

I have one question of the Sergeant. You mentioned the crowd
situation in Washington, and said the dog didn't bite. Who decides
whether or not the dog bites?

SGT Michiin

The handler makes the decision based on the situation. All the
dogs, as well as the handlers, go through the same school and must
pass the graduation course, but it depends on how well the handler
adapts his dog to the street condition,

The veason that the Police Canine Association was formed was to
overcome the image of the snarling police dog being unleashed on a
"peaceful' crowd. There are instances throughout the country where
they are turning the dogs loose on crowds., This is based in a large
part on the abuse the police officer receives at the hands of a surly
crowd. There are only so many beatings you are willing to tolerate
pvefore you react. Also, the dogs are getting hurt. It's the officer
handling the dog that is the biggest problem.

Major Sullivan

This certainly is not a civilian problem either. The biggest
problem that we face in the military is to place a well-trained dog/
handler team with somebody who doesn't know how to use it. Place the
team with an airport manager, for instance, and if he doesn't use the
team right you are wasting your time.

The most common fault is the refusal of the suparvisor
the guidance of the dog handler who has been trained to operate the
sensing system. There are some very sad tales from Vietnam because

the flight commander or platoon commander failed to use his dog team
properly.

(No name stated)

We have a marijuana dog. Now you mention heroin. Can the same
dog be used on heroin?

Major Sullivan

We issued an order the other day to our school to prepare a full
course on heroin detection, limiting it to fully trained marijuana
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police dogs. The qualified marijuana dog will accept the training
easier, and tc a greater degree of success. The heroin dogs will also
be marijuana qualified. There are peopie who tell me that you can't
train a dog to do more than one thing, but our experience dictates
otherwise,

COL Castleberry

I was also a big advocate of this idea myself until I became ac-
quainted with the Air Force concept. The limiting factor is your
ability to keep the dog trained. The dog must be worked daily on the
substances it is trained to detect. If the dog isn't worked daily,
it is going to become desensitized to the odor. The same is true of
the patrol dog. It must be constantly worked to maintain its alert-
ness. It becomes a question of how much time you can devote to the
continual training of your dog.

Mr. Brodie

Our department was thinking about getting some dogs. As you
know, the police department has a limited budget, so they were think-
ing of getting the same dogs to smell explosives that smells marijua-
na. Do you see any drawbacks to it?

Mr. Knauf

The dogs that MERDC has under the PKPF Program are being trained
on nitroglycerin dynamite, ammonium nitrate dynamite, C-3, and heroin.
We have not encountered any problems.

(No name stated)

1 wonder if you could comment on the inherent reliability of the
animal as a function of the target that he is expected to detect? Are
they better on certain types cof drugs than they are on certain types
of explosives?

Major Sullivan

During the training phase, we have found that it is easier to
teach a dog to find marijuana than heroin. The heroin has a much low-
er vapor pressure; therefore, there is less odor associgted with it.
The same is true of explosives Nitroglycerine dynamite or C-4 is
much more volatile than TNT and, consequently, they have a stronger
odor. If you train the dog on the odors and keep him motivated, then
he is going to find it. The dog must have the desire to work for you.
You can't put him on a conveyor belt for 8 hours snd ask him to smell
all the marijuana coming through the post office. The dog will work
at this task for severai hours, but enjoys patrol work better. The
dog will scout for 6 hours because it knows that at the end of it he
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is going to get a "bite'em." The incentive time is different, so
you work the dog for different periods depending on the seavch.

COL Castleberry

The explosives or narcotic detection technique is a whole lot
like tracking. Once the dog knows what you want, he will track it
down, I think that this is analogous to the fact that the dog was
able to go from marijuana to TNT in 6 days. (Dog used for PKPF Sym-
posium demonstration). You point out what you waat, and if it is a
good, reliable dog with a good dog/handler relationship, then it's
not difficult to introduce the new odor to the dog.

Major Sullivan

That's exactly why we decided to use the marijuana trained dog
for the heroin detection, The dog was trained to marijuana and knows
the search technique. Introduce the dog to the odor and we save our-
selves time and money.

Mr. Newhouser

Have you found any interference from the jet fuels when working
an eaplusives degection dog ar an ailrport, and does the noise level
disturbance degrade the effectiveness of the dog?

Major Sullivan

I can't answer your question specifically. We have a lot of re-
searchers asking those questions. For instance, we don't know what
the “hreshold scent of marijuana is through the masking odor of burn-
ing JP-4 fuel. It's the same with audition problems, We know that
the loager a dog is exposed to the noise of a B-52, the less the
noise seems to interfere with its ability to work. According to the
studies at the School of Aerospace Medicine, the longer a dog works
in a particular cnviromment, the more adaptable he becomes to it.
However, much depends on the dog's training and its wotivation.

Mr. Boneta

I hate “o interyupt something that is going so well, but we have
twe other 5 waiting. Thank you very much, Major. Thank you,
pancl members.
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HUMAN BEHAVIOR ANALYSIS

Chairman: James H. Henry, Institute for Defense Analyses (IDA)

Panel: G. Gallagher (MERDC); James Wallen (MERDC); Dr. J. T. Dailey z 1
{FAA); J. H. Henry (IDA)}; Dr. J. Orlansky (IDA) '
Chairman James H. Henry convened the Human Behavior Analysis Panel i %

and introduced the panel members. I

Dr. John Dailey from the Federal Aviation Administration (FAA)
traced the etymology of the word "hijacking' back to its American ori- 3
gin. The word originated from the command that holdup people gave
their victims, which was: "Hold'em up high, Jack.'" This eventually .
bacame “high jack." Dr. Dailey then gave a brief history of air piracy i
from the earliest reference to the present day. Air hijacking occurred i
as early as the mid-1920s when Arab groups operating in the Spanish
Sahara captured French Airline planes and crews and held them for ran-
som. The first hijacking attempt of record on an American plane oc- !
curred in 1930. In those days, some Alaskan Airlines systematically
searched their passengers. Their pilots were also armed. Dr. Dailey
pointed out varicus motives for hijacking throughout its history: f£i-
nancial, poulitical, and for Kicks. Alwmost all motives for bijaching
have historical precedence. The only thing new in hijacking is the
person who doss it for kicks.
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¥While details of the "Hijacker Profile" could not be devulged, Dr.
Dailey attempted to give the attendecs a feel for the concept. The A |

profile was developed so that attention could be systematically focused {.
on a small fraction of the public. Studies were made 3 years ago on

past hijackers. These indicated that hijackers had certain commonalties . !
which vwere extremely different from the flying public. He explained

tnat the profile doesn't really identify hijackers, but rather, it iden- ¢

tifies successful people. Approximately 99 percent ¢f the passengers
are cleared by the profile. The profile has described 88 percent of the
hijackers and has detected a much larger number of other criminals.
Since the "Hijacker Profile” is based on things that are under the vol-
untary contrel of an individual, the actual makeup of the profile is

gnarded with a high degree of security, ,

- ———

Mr. Quine of Picatinny Arsenal pointed out that a person native to
an arvea is very often more capable of recognizing the anomalies of a i
situation involving the protection of a public figure than a person whu
is brought into an area fxom outside. 1In addition, he suggested that
the symposiur attendecs take a positive attitude, saying: "The one i
thing that will do more good than anything else is to have people think !
we know a lot more about detection of weapons and detection of persons."
Further discussion expressed the need te convince the public that cur- .
Tent methods are effective. The deierrent effect of the presence of i
detectors was also pointed out.
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Following this discussion, questions were solicited from the floor
on the Psychological Stress Analyzer (PSA), which had been the subject
of previous talks. The discussion centered on the limited validation
to date on the system and the applicability of the system to some spe-
cific situations. Dr. Orlansky of the Institute for Defense Analyses
(IDA) explained the factors which are required for a polygraph examina-
tion and pointed out the lack of a baseline applicable to highly trun-
cated test situations. It was explained that the aim of the MERDC pro-
gram is to determine the applicability of the PSA to the Protection of
Key Public Figures (PKPF) Program. It was generally agreed that the
validity of the PSA remains to be proved.

Concluding the panel discussion on Human Behavior Analysis, Dr.
Dailey responded to a series of questions from the floor on the Gate
Plan. He explained that the profile was one part of the Gate Plan and
that it had been applied to approximately 50,000,000 people thus far.
Cne percent of these people are not clesred by the Profile, and of these
approximately 50 percent are stopped for an interview, asked for creden-
tials, and asked guestions. Most of those are then cleared. Approxi-
mately 2,000 persons have been arrested as a result of this activity.
This includes a large number of criminals other than hijackers. Very
conciusive evidence exists that 10 or 12 cases involved the intention
to hijack, Dr. Dailey estimated that 65 percent of the hijacks last
yvear could have been stopped had the Gate Plan been fully implemented.
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X-RAY INSPECTION SYSTEMS
Chairman: Dr. D. B, Ebeoglu, Air Force Armament Laboratory

Panel: I Jarnes, Picatinny Arsenal; T. Brodie, Dade Cocunty
(Florida) Public Safety Department; R. F. Bundy, Department
of Transportation; R. G. Cumings, U.S. Postal Service;
Major G. Lodde, U.S. Army Surgeon General's Qffice; C, R.
Newhauser, International Association of Chiefs of Police;
L. Nivert, USAMERDC

The application of X-ray inspection systems to the Protection
of Key Public Figures (PKPF) is in two basic areas: (1) search of
people carrying weapens, and (2) examination of hand-carried bags and
packages., The first problem is being investigated by the USAMERDC
group only. On the other hand, all of the agencies represented on
the panel have developed instrumentation to solve the second problem,
The threats to be detected were defined as guns, knives, and explo-
sives. Some distinction was made between the PKPF problem and the
one facing the FAA, the Postal Service, and Customs. Those differ-
ences included the number and sizes of packages or bags to be in-
spected, the limitation of threat material to be detected to those
items listed above, the rate and frequency of inspection, and the

tivma N Tarassd
- <

ype of location at which the inspecilion would be carried out.

Introductory remarks were presented by the members of the panel,
each giving the rationale behind the current state-of-the-art in
electronic radiography and the particular requirements of his agency.
The concern in all cases was keeping the dose to packages low enough
to prevent fogging of undeveloped film and meeting radiclogical pub-
lic health regulations on the use of X-ray machines. All the agen-
cvies had the problem of inspecting large numbers of items in a short
period of timc. Hence, systems that could yield an image in real-
time, or close to real-time, were sought. The only difference, inso-
far as the problem of the protection of key public figures is concern-

ed, was the need tc examine smaller packages like handbags and attache
cases.

Both fixed and portsble systems have been developed by the agen-
cies. However, low weight and portability have caused loss of detail
or resolution in the radiographic image. For this reason, the panel
has recommended the use of a fixed system in permanent installations,
such as the White House or the Capitol Building.

The question of the advantages of radiography over visual in-
spection was raised. In response, the panel cited examples of in-
spections made of the inside of seemingly solid objects, such as dells
and knife handles. Radiography permits the rapid inspection of large
areas of packages for suspicious inclusions. It can thus be used as
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a culling tool to eliminate packages that have no possibility of a
threat in them. The present systems are being evaluated with this

purpose in mind. The objective is not to perform a detailed analysis.

However, two areas of uncertainty exist. The first involves the lack
of statistical information on the percentage of packages that could
be passed without being opened. The second is the lack of knowledge
on the probability of finding explosives that would be passed over.
These two areas would have profound effects on the selection of de-
sign criteria for radiographic inspection systems and should be thor-
oughly explored and establisl.ed. The time¢ required to examine effec-
tively and realistically numbers of people and quantities of packages
has got to be determined.

The bomb disposal experts on the panel reviewed the type of ex-
plosives they had encountered in their careers. It was agreed that
there was a great variance in the types of bombs constructed in the
United States. There were, however, some standard types that could
be found in particular regions (for example, the area of New York
City). The experts stressed the need for rapid recognition of bomb
components by means of good, clear, sharp pictures in light of the
large differences found in the types and densities of explosives and
fuses.

As was shown in the demonstration the day before, there are some
explosive devices that are not detectable with present radiographic
systems. These are not exotic devices. Information on these devices
was published by the Government 5 to 10 years age. The need for
higher definition in the current radiographic systems was stressed.
The need for more training in bomb recognition was alsc suggested,
as was training in the basic understanding of what can be done with
X-rays and with specific radiographic equipment. A clearing house
of information for g.vernment agencies was propnsed where needs and
applications would be resolved into a set of specifications, The
opinion war expressed that such a center could provide a better
weighting of a particular system for a particular purpose.

The question of automating an X-ray system to eliminate the in-
spector was raised, It was generally felt that this was a little bit
"'pie-in-the-sky" at this point. With the random orientation of even
the simplest threat object, such as a2 gun in a briéfcase, it is high-
1y unlikely that a complex image analysis could be carried out in the
foreseeeable future,

The problem of finding a threat secreted in a structure, such as
in tle walls of a building or an airplane, was presented. It was
generally agreed that there was no known technique for finding such
objrcts quickly and reliably. The possibility of using dogs for lo-
calizing a threat, and X-rays for identifying it, was suggested. It
was not claar whether this would be effective or even feasible.
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Opinions were expressed as to the usefulness of the personnel
inspection system. The general feeling was that aithough the system
appeared promising, it could only be used under extremely covert
government-contrelled circumstances. There would be legal difficul-
ties in using it on the general public. The need for establishing
performance standards for such a system and for legislation to update
present Public Laws is clear. In general, the need for reducing the
yearly dose to the population and the need for personnel inspection
are diametrically opposed. Thus, it is necessary to use a precursor
ahead of the X-ray system, such as the electromagnetic device, and

to kcep the dose as low as possible. In the meantime, the legal or
legal-medical position remains to be defined.

To summarize, there now exist some very valuable state-of-the-
art systems that can help reduce the probability of clandestine
threats being brought in to a fixed location to hamm key public fig-
ures. Much of the effectiveness of the currently available equipment
will depend on the training, experience, and skill of the operator,
not only to expose the item but alsc to interpret the images. There
is clearly a need for additional resolution, contrast, and reliabili-
ty. These demands could result in an increase in cost and possibly
an increase in size and weight of the equipment. Performance crite-
ria, application techniques, and the proper environmuent for gptimum

\ll-l v ALitasl
use of the systems must be developed. The equipment must be field-

tested tc provide a statistical data base from which probsbilities

of detection can be obtained. It is recommended that potential users
of radiographic systems spend as much of their resources on training
and on developing techniques as they do on selecting and buying equip-
ment, Lastly, stardards and procedures must be devesloped if accept-
abie and repeatable performance levels are to be achieved, Quantita-
tive tests of radiogvaphic systems must be evolved for inspection.

1t cannot be expected that the manufacturer, or even a central agency,
can develop all the necessary standards and procedures. Thus, it is

important that both developer and user agencies devote adequate effert
to ensur¢ that X-ray systems are used effestively
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