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4 {r EMP DESIGN GUIDELINES FOR NAVAL SHIP SYSTFMS

{ This document is the first issue of a handbook for incorporating

| ; EMP hardening in Navy ships. The material presented is addressed to
the ship design community, and is intended to provide an awareness
and appreciation ot the EMP threat to Naval ships and to give design
guidelines and techniques for the hardening of Navy ships to the
effects of this threat. When applied to the hardening design of a
given ship, these guidelines should be amplified in detail usiag the

{ results of a continuing technology development program being conducted

{ by the EMP Branch of the Nuclear Weapons Effects Division of the
White Oak Laboratory of the Naval Surface Weapons Center.

h L The guidelines presented in tkis docuyment were compiled for the

i Naval Surface Weapons Center by the ITT Research Institute (IITRI)
undei contract No, N60921-74-C-0176. IITRI staff members making
substantial contributions to the_gEggggggggg_gj_;hia_nandhnpk include
Dr. Kenneth Kaag, Dr. Yih Shiau, Dr. E. W. Weber, Mark Gagner and

( T. A. Hartin. Important suggestions and technical direction from

NSWC were provided by Dr. Robert Haislmaier, Dr. John Malloy, William
Emberson and Norman Taslitt, and from IITRI by J. Bridges, I. Mindell, and
J. Kratansky.

Comments and suggestions regarding this document are solicited. They
should be submitted to:

( Commander
Naval Surface Weapons Center

Code WA-502, Rm., 130-108
Silver Spring, MD 20910

2JOHN H. MALLOY

By direction
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CHAPTER 1

INTRODUCTION

1.1 Statement of Problem

Under the proper circumstances a portion of the energy released during a
nuclear detonation can appear as an Electro Magnetic Pulse (hence, EMP) having
the same frequencies or wavelengths as those employed by most commercial radio
and military system equipments.

Two unique properties of EMP are of crucial significance. Because of its
extremely great "damage range", EMP is capable of disabling electrical and elec-
tronic systems as far as 2000 miles from the site of the detonation. Thus EMP
can cause severe disruption and sometimes damage when other prompt weapon effects
such as nuclear radiation effects on electronics, blast, thermal effects, dust,
debris and biological effects are all absent. This means that a high-yield
nuclear weapon burst above the atmosphere cculd be used to knock out inadequately
designed electrical and eiectronic systems over a large area of the earth's
surface without doing any other significant damage. The second significant prop-
erty is that the "monopulse transient" nature of the EMP signal is indicative of
the spread of EMP energy throughout a broad frequency band. This means that
nearly any of the known mechanisms or modes for coupling EMP signals into elec-
trical/electronic equipment will be excited, whether it be an antenns,

a cable, an aperture, water pipe, or what have you.

EMP has been recognizesd as a potential threat to electronic and electrical
systems since about 1960. From the Navy's standpoint, a proliferation of factors
has greatly increased the significance of this threat:

1. The increasing dependence on electronics in the design of
operational and mission critical systems utilized on the
Navy ships of today, and

2. The increasing demand and subsequent utilization of miniaturized
electronic components {e.g. semiconductor devices) to implement
these system designs.

The use of semiconductor or solid-state devices provides the desired advan-
tage of reduced size, space, weight and power requirements which are all highly
desirable from the ship designer's point of view. Jnfortunately, these devices
are also among the most susceptible electronic components to damage by EMP.

1-1
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The spectrum and waveform of EMP differ from those of any other natural
or commonly used man-made sources. The spectrum is broad and extends from
extremely low frequencies into the UHF band. The time waveform indicates a
higher amplitude and much faste rise time than, for example, the fields
generated by a nearby lightning stroke. Since EMP is sufficiently different
from any other eleciromagnetic e:nvironment usually encountered, it follows
that protection practices and components for non-EMP environments--radio-
frequency interference, lightuing, radar, etc., will not provide adequate
protection against the EMP threat.

This manual provides guidelines and design practices to maximize pro-
tection of electrical equipment and systems on ships against the EMP threat.
Chapters 1 and 2 discuss the problem from an awareness point of view. The
generation of the energy, the collection of the energy, effects on equipment
and devices, and basic protection concepts are included in these chapters.
Specific design imformation related to device and system protection for new
systems is presented in Chapters 3, 4 and 5. Chapter 6 discusses specific
procedures which may be used to improve EMP protection in installed systems.

1.2 EMP Generation ana Propagation

When a nuclear device is detonated in the upper atmosphere, gamma rays
radiate outward from the point of burst (see Figure 1.1). The gamma rays
interact with air molecules in the gamma absorption layer (20-40 km altitude)
to produce Compton electrons which initially travel toward the earth's surface.
However, they are deflected by the earth's magnetic field causing electromagnetic
energy to be radiated towards the surface of the earth.

Compton electrons that move parallel to the geomagnetic field are not
deflected, thus, the EMP amplitude is small in two directions along the geo-
magnetic field line passing through the burst point. The EMP amplitude is a
maximum on those rays from the burst point which run perpendicular to the geo~
magnetic field in the source region. Since the locatinn of enemy bursts relative
to the location of Naval vessels cannot be predicted, one should EMP-~harden to
this maximum environment condition.

Owing to the great height of the source region above the earth's surface
in the case of ar excatmospheric burst, thc radiated EMP appears over & sub-
stantial portion of the earth's surface., Figures 1.2 and 1.3 illustrate the
relation between height of burst and EMP coverage of the earth's surface. For
example, the distance from a burst point 400 Xilometers sbove the earth's surface
to the horizon is 2,2%0 kilometers or 1,400 miles. Hence, the EMP radiated from
such & high-altitude bturst will illuminate more than five million square miles
of the earth's surface. (Compare this with the three million square mile area
of the continental U. 3.). This points up one very significant aspect of the
EMP protection problem for Navy ships. Since a high altitude burst can occur
anywhere about the globe and Naval systems have a world wide distribution, no
spec!ic deployment or flect distribution is relevant when considering the EMP
hardeaing requirements for Naval systems in general.

1-2
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Fig. .2 GEOMETRY FOR EMP FROM HIGH-
ALTITUDE BURST
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Fig.1.3 TANGENT RADIUS FOR A HIGH-ALTITUDE BURST
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1.3 EMP Waveshape

The far field characteristics of the radiated EMI' produced by a single
high altitude detonation can have considerable variation in amplitude, wave-
shape, and propagation characteristics depending upon the weapon yield, the
| { location of the observer, the height of the burst and the orientation of the

earth's magnetic field relative to the burst point. One can, however, define

a field environment which will not be exceeded by a significant amount, nor is
| it much greater than the average field environment that Naval ships can be
expected to encounter, i.e., it is close to the maximum EMP-environment ccn-
dition without being too far from the average.

This composite EMP field environment is shown in Figure 1.4 in terms of
the incident electric field strength at the surface of the earth. In free space,
the EMP Tield propagates as a plane wave. Therefore, the ratio of the electric
and magnetic field strength is a constant (i.e., 3772}, and orientaticn or
polarization of the EMP field can vary depending on the geographic locations
of the burst point relative to the point ot observation.

S

Although the EMP field depicted in Figure 1.4 does not clharacterize any
actual EMP waveform prcduced by an exoatmospheric nuclear burst, it is never-
theless an extremely useful representation for approximating or estimating EMP
effects by analysis. As such it is the characterization that is used throughout

this document where analysis is employed to develop specific design guidelines.
For analysis and hardening of Navy platforms and systems, the reader is adviszed

to obtain EMP waveforms from the Nuclear Program Office of the Naval Surface
y Weapons Center, Silver Spring, Maryland 20910.

»

| To facilitate the analysis of coupling and/or penetration of the incident

EMP on Naval ships it is convenient to represent the waveform given in Figure
1.4 vy

( Bo) = 2 (O B (1.1)
vhere:1, 2
t = time in seconds
! a = 1.5x 105 sec!

B = 2.6 x 108 sec-1

Emax(t) = E(t;) = E; = 50,000 volts/meter
(: t] = time to peak or maximum value
> b = normalizing factor = e“atl - e-Btl

% 1-5
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and the magnetic field intensity is given as

H(t) = %iﬁl (amps/meter) (1.2)
0

where Ny is the intrinsic impedance (377Q) of free space.

it is to be noted in this expression that the rise time t_ of the EMP pulse
is on the order of 10 ns and the fall time t, is about 2 lsec fsee Figure 1.4).

The EMP amplitude spectrum covers an extremely broad frequency range ex-
tending from very low to microwave frequencies. The rate of attenuaticn of the
ampliitude spectrum is shown in the plnt of Figure 1.5 where the break frequencies
are determined by the time constants of the EMP waveform given in Equation {1.1).
This plot is obtained fiom the log-magnitude of the Fourier transform expressicn
for Equation (1.1) which is given by:

E )
20 log |E(Jw) | = 20 log '% l Cw +(2)-(?u)1 + B) | (1.3)
E
= 20 log o (8 - o)
b/((;‘ +a?) (& + 82)
where
w = 2nf
f = frequency in Hz

It is important to note that th2 spectrum obtained is almost constant below
the MF range. From an equipment sticdpoint, this means that EMIU is difficult to
filter and can couple into electronic circuitry over a wide 1ange of frequencies.

1.4 Basic Protection Philosophy

The first and basic principle in the EMP protection of ships is to keep the
EMP environment outside the areas or regions containing susceptible electronic/
electrical equipments. This requires that these sensitive interior areas be
electromagnetically isolated or insulaied from the extarnal EMP environmznt.
Techniques for accomplishing this include shielding, the control and/or suppression
of field penetrations through this shielding, the control and/or suppression of
conducted EMP energy into interior regions, and, where possible, the utilization
of less susceptible electronic/electricai equipments.

1.4.1 Eavironment Reduction (Shielding)

The ideal structure from a shielding standpoint would be a thick walled,
highly conductive sphere with no seams, apertures, or cable entries. However,
a structure which is intended tc serve a useful purpose will require the following
veriations from the ideal case.

1-7
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® The shape is influenced by nonelectrical aspects of its use. For

example, & ship is designed based on hydrodynamic principles and
mission designation.

o Construction must be reasonably economical which usually dictates the
thickness and type of material used as well as the need for seams.

e Apertures and doors must be included to provide access to the interior.
o Heating, cooling and ventilation are usually required.

® Any electricsl equipment requires cable entries for power and signal
transmissions.

The variations from the ideal shielding practice are illustrated in
Figure 1.6. Except for the 1.~t thal lurger dimensions are involved, the
shielding problems encountered on a ship are the same as those shown in this
figure.

Shielding of interior circuits is provided by the ship's hull and super-
structure, by cable shields covering wires connected tc the circuits, by com-
partments internal to the hull and by shielded equipment cabinets -~nclosing
the circuits. The hull and internal compartment shielding integr..y is degraded
by cable entries, antennas and other apertures. Aperture penetratiouns can be
controlled by the use of waveguides below cutoff (for small holes) and conductive
coatings and wire mech over larger epertures and other dielectric surfaces.
Doors, hatches and panels can be sealed with concductive gaskets and spring

fiugers. Joints and Semms in the hull and internal compartments can be controlled
by good borncing practices.

Cables can be shielded bty flexible braid or by soiid conduit. In both
cases, connectors used on the cables should maintasin shielding integrity by the
use of spring fingers and r-f{ gaskets to circumferentially enclose the shield.

Sensitive electronic circulits are often enclosed in shielded cabinets or
enclosures. The seams, Joints, vents and access doors in these equipment

enclosures should be controlled in the same way as for the ship's hull.

1.4.2 Collection Efficiency Reduction

In addition to direct penetration through shield enclosures, energy may be
transmitted to internal areas via conduction on cebles and cable shields.
Minimizing the conducted energy requires minimization of the collection efficiency.
Antennas should be designed to operate in as narrow a frequency band as possible
consistent with the requirementis of the equipment which is connected to the
antennas. Cables which are run above the ship's deck should be routed within
solid conduit and/or inside the superstructure to provide additiona)l shielding
and hence lessen direct exposure to rMP energy.

Internal cable runs should be rcuted in a manner which avolds the formation
of loups. This requires a single ground point system within any compartment
to minimize ground lcops.

1-9
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1.4.3 Circuit Protection Techniques

The main line c¢f defense against EMP energy is provié.d by shielding
and the minimization of collection efficiency. However, it must be recog-
nized that neither of these procedures can be perfect in practice and,
therefore, some energy will appear on conductors which are connected to
electrical equipment. This energy can result in a Aisruption of the normsal

circuit function (transient upset) or may cause permanent damage to components
in the equipment.

There are basically three methods which may be employed to reduce the
effects caused by transient energy which appears on conductors.

° Reject or dissipate a portion of the energy by inserting filters
and/or amp.itude limiters between the conductors carrying the
energy and the equipment to be protected.

° Choose components wvhich have larger energy damage thresholds.
Also, design circuivs such that the sensitivity and response
time does not exceed the functional requirement of the system.

° Provide a capability for the temporary interuption of information
and/or signal processing when an EMP event has occured. This
will require prior information regarding the EMP event either
by event sensing or early warning devices.

The decision to apply these procedures to a particular piece of equipment,
individually or in combination, is based on the characteristics of the
expected energy surge (energy level and duration) and on the role which
this equipment plays in the success of the mission.

1-11
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CHAPTER 2

GENERAL REQUIREMENTS

2.1 Systen Protection Requirements

«MP protection must be considered from a total system standpoint with
completion of the military mission as the primary goal. Determining what vo pro-
tect involves the classification of equipment and systems according to their
mission function and their capability to withstand energy surges. Precise protec-
tion methodologies will depend on many factors which include but are not limited
to the following:

® expecied threat conditions

® reduction of exposure (external cables)

e reductior of penetration (shielding practices)

e reduction of cable interaction {cable run plan)

e reduction of coupling in internal regions (ground plan)

e placement of critical equipment in internal regions which
provide greatest naturs) shielding

e vcquipment interaction under energy surge conditions

® methods for improving the ahility of electronic
cquipment to withstand ernergy surges.

The above list is no:v intended to be all inclusive, but rather to draw atten-
tion. Lo the major areas of concideration. Due to the large energy and broad
frequency spectrum associated with "MP, nrotection requirements cannot be met by
considering any one item above exclusively. The allocation of protection afforded
by each procedure nust be determined early in the program for proper cost effec-
tiveness.

2.2 OSystem Hardening Allocation

A systematic approach to the EMP protection prcblem provides early identifi-
cation of electrical systems which required special attention. The determination
of potentially vulnerable gystems is based on the susceptibility of the components
or equipments employed in the system and the expected exposure of the system to
EMV energy.

2-1
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The ranking of systems in terms of their susceptibility to EMP energy
requires a knowledge of specific equipment to determine its functional type
(digital or analog), major subsystems and interfaces, and the fabrication
technology (vacuum tube, transistor or integrated circuit). A general guide-
line for the ranking of Naval systems with respect to thzir susceptibility to
EMP is given in Table 2.1. The less susceptible equipment or components
included in the table would be made more susceptible if they were connected to
long exposed cable runs, such as intersystem wiring or exposed power or tel -
phone cables,

A serond consideration involved in the decision to apply special protection
procedures to specific systems is their relative degree of exposure to EMP energy.
This is established by the location or distribution and interconnection of systems
as determined in the conceptual design phase of development.

In general, systems which are housed in ccompartments which have no penetra-
tions by cables or other conductors that have been exposed to the EMP and are
well below deck would be ranked low in terms of exposure. A high exposure
ranking would be given to systems located in the superstructure, particularly if
the compartment has large apertures such as windows. Specific information on
exposure is available from the Naval Surface Weapons Center (NSWC). This infor=-
mation is obteined from a continuing test program using the EMP Radiation Environ-
ment System Simulator (EMPRESS) facility which is located at Solomons Island,
Marviand. Monitoring of currents and voltages on cables and field strengths in
compartments of a ship which are subjected to the simulated EMP provides an
exposure level mapping which is indicative of the threats ‘thich will be experi-
enced within ships of similar construction and geometry.

The final criteria for application of protection is the mission criticality
of each system. The ranking of most important versus expendable is a value
Judgment depending on the tactician's view. As an example, the voice communi-
cation system may not be vital whereas the Navy Tactical Data System would
receive a high criticelity rating.

The coliection of criteria for additional protection may be presented in
tabular form as illustrated in Table 2.2. In this table, both centers and
systems are listed to provide & crosscheck and to take into account the fact
that some systems can be part of more than one center. A low mission criticality
ranking will generally eliminate a center or system from further hardening con-
siderations. However, if EMP exposure is high, the possibility of this system
providing energy tlow paths to more critical systems must be considered.

A teble of this type reveals the specific EMP problem which may exist and,
therefore, the most direct corrective measure which may be takea, i.e., high
exposure indicates the need for additional shielding while high sensitivity can
be lowered using protestive devices. In some cases, a potential problem caused
by high exposure can be corrected by a simple relocation of equipment if the
problem is recognized early enough in the design stage and the relocation does
not interfere with construction or tactical requirements.

After deciding which systems need special EMP hardening attention, additional
analysis is used to determine the level of protection that is required and the
specific procedures which will provide the necessary reduction in energy levels.

2-2
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Table 2.1

Systems Susceptibility Ranking

Most Susceptible:

Less

Low power, high speed digital computer (upset) either transistorized
or vacuum tube

Systems employing transistor or semiconductor rectifiers (either
silicon or selenium), such as:

computers

transistorized power supplies

alarm and intercom systems

lit'e-support system controls

some telephone equipment which is partially transistorized
transistorized receivers and transmitters

transistorizea 60 to LOO Hz converters

transistorized process control systems

power system controls

Susceptible:

All vacuum tube equipment (does not include equipment with
semiconductor or selenium rectifiers)

transmitters intercoms
receivers teletype-telephone
alarm systems pover supplies

Equipment employing low current switches, relays, meters

alarms pancl indicators
life-support systems status boards
power system controls process controls

Hazardous equipment containing

detonators explosive mixtures
squibs rocket fuels

Long power cable runs employing dielectric insuletion; equipment
asgociated with high energy storage capacitors or inductors

Least Suscentible:

High-voltage 60 Hz equipment

transformers motors

heavy duty relays lamps

heaters circuit dbreakers

rotary converters air insulated power cable runs
2-3
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2.3 Allowable Degradation

The allowable degradation which may occur in a particular piece of equipment
is dependent on the role which that equipment plays in the success of the mission.
There are two types of degradation-~functional damage and transient operational
(‘ upset. Functional damage results when the energy content of the EMP transient
causes a permanent change in the electrical characteristics of devices or compon-
ents in the equipment. Operational upset results when the system processes the
3 EMP transient as a normal information signal and produces an erroneous output.

Functional damage is manifested in two forms--parametric change and cata=-
strophic failure. Psrametric change refers to changes in the value of resistors,
beta or leakage current of transistors, etc., This alteration of parameter value
may result in a change in circuit performance. The acceptable level of circuit
performance places limits on the allowed change in parameter values. Relating
the change in parameter value to the energy contained in the EMP transient by
[ analytical or empirical methods results in a tolerable energy threshold. The

establishment of this threshold must include provision for multiple transients
, as indicated by the threat scenario since the effects of more than one energy
r ( surge may be cumulative. When a catastrophic failure occurs, such as a short
circuit or open circuit in a ccmponent or device, the equipment can no longer
function. Failures of this type are also relatable to energy thresholds and
cannot be tolerated in mission critical equipment.

Determination of systems whose functions can tolerate operational upset

requires an assessment of the equipment in terms of its operational and perfor-

( mance characteristics. This assessment can be done on the basis of response time
or update time. For example, consider analog equipment such as an interphone.

: Typically, the system output is aural, and the system contains no memory. A

| transient will upset this system, at most, for a time of the same duration as
that required for equipment startup after a momentary power dropout. Normal
operation will result within milliseconds after transient decay, so that no more

( than a syllable or two of a verbal message will be lost. Similarly, a single
erroneous status update by a digital system used only to drive an instrument
display at a low sample rate would entail no serious consequencesssince human
reaction time will tend to filter incorrect system responses. Upset in either
of these systems will not cause adverse cystem reaction so that neither system
has critical functions susceptible to EMP-induced upsct.

Redundancy, memory and discrimination may also be used as criteria for
evaluating the upset tolerance of systems. For example, consider a subsystem
which interfaces with man. In this case, permanent errors, such as isolated
language errors in the output of a teleprinter, have little chance of upsetting
the meaning of the total text. The same type of error in non-redundant numerical
rodes could be the cause for upset of critical functions.

When considering time requirements for update of system output,, particular
attention must be given to stationary nondiscriminatory loads such as electro=-
explosive devices, ejector solenoids, and other one-shot devices. Many of these
devices have operation times which are much shorter than normal update periods.

The case of reset or reload must be considered when screening for upset. If
( operation and configuration permit equipment to be reset or reloaded as in the case
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of a memory scramble, and if it can be shown that the transient perturbation
(causing the scramble) produces no concomitant hazardous or catastrophic event,

then upset is not a problem and further analysis of the problem is not necessary.
However, if a circuit malfunction can cause interference with a mission critical
function, tnen upset is a problem and circuit analysis must be initiated to identify

sensitive devices and to analyze their package interface threshold and voltage/
current characteristics.

2.4 Equipment Degradation Threshclds

A potential EMP problem can be identified as follows: The energy collected by
a particular structure is compared with the minimum energy to damage or upset the
components and circuits in question. If the energy collected exceeds the minimun
energy required for damage or upset, then a potential problem has been identified.

Devices which may be cusceptible to functional damage due to electrical
tra.nsients‘»vare:

1. Active electronic devices (especially high frequency transistors,
integrated circuits, and microwave diodes).

2. Passive electrical and electronic components (especially those of
very low power or voltage ratiags or precision components).

3. Semiconductor diodes and silicon controlled rectifiers (especially
those used in power supplies connected to long cable runs).

L. Squibs, detonators, and pyrotechnical devices.

wun
.

Meters, indicators, or relays.

[
6. Insulated RF and power cables (especially those running near
maximum ratings and which are exposed to humidity or abrasion).

Devices or systems which may be susceptible to operational upset due to
electrical transients are:

1. Low-power or high-speed digital processing systems.
2. Memory units.

3. Protection or control systems for the distribution of
60 or k0O Hz power.

L. Subsystems employing long integration or recylcing times for
synchronizatinn acquisition or signal processing.

Degracation thresholds may be determined analytically or empirically. In order

to reduce the scope of the analytical problem, several assumptions are generally
made in the analysis. Among these are:

2-6




- —— e

NSWC/WOL/TR 75-193

1. Semiconductors are frequenctly more susceptible to damage
from a transient pulse than other components, and often are
considered to be the only susceptible componunt.

2. When experimental degradation data are not available, extrapolation
of data according to theoretical models can be made.

3. Although a representative waveform is generally used in
susceptibility analyses, data bases obtained from square pulses

are assumed to be adequate; particularly if the energy content
cf both is the same.

4. Nonlinear responses such as arcing or leakage are neglected.

5. Synergistic effects are not considered.

The impact of these assumptions upon the accuracy of a given system degradation
assessment will vary depending upon the particular system.

The major advantages associated with an analytical approaca are:

1. It can be perfcrmed early in the program before the circuits
and systems are constructed.

2. The exact form of the expected incident voltage or current
waveform can be used.

3. Circuits or systems which are found to have low energy failure
thresholds may be modified "on paper" and reanalyzed with
minimal time and effort.

l,. It reduces the empirical testing required by catagorizing those
circuits and systems which have borderline failure thresholds.

The major pitfalls in the analytical approach are related to the assumptions
that nonlinear responses are known and can be adequately modeled or can be ignored.
For devices, reasonable nonlinear models are usually available. However, other
nonlinear responses such as «ould be caused by corrosive interfaces are difficult
to predict and to model. In addition, there is the possibility of overlooking
energy flow paths in the mode.iing of complex systems. For these reasons, a testing
program should be included in the determination of degradation thresholds. However,
the greatest emphasis in the empirical work will be on the circuits and systems
which have borderline failure thresnolds. Those systems which are predicted to have
a wide margin between incident energy and failure threshold should be spot checked
experimentally to verify the analytical results.

2.5 Zoning

The protection requirements for & piece of equipment, & subsystem or a system
are dependent on its failure threshold, allowable degradation and expected threat
level. A systematic approach to providing the necessary protection levels involves
the concept of zoning.
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Consideraticns of EM zones within a system nearly always appear overtly in
terms cf shielding effectiveness. Zone boundaries are generally constrained to
coincide with major geometric or structural contours, or with intentionally intro-
duced shields or shielding exclosures. Thus, it is usually the care that zoning
consicderations do not appear explicitly in an EMP systems analysis. However,
there are system cases in which the EM geometries are so intricate that elementary
shielding considerations are obviously inadequate. It is then essential to perform
a meticulous mapping of the EM zones.

EM zones may be defined in two general ways:

1. Environmental zoning, in which the magnitude and shape of
the field pulse is defined within the successive regions from
outside progressing inward.

2. Suceptibility zoning, in which the magnitudes and frequency
(or time) domains corresponding to the vulnerability
thresholds are scaled from inside progressing outward.

In a "good" system, zone boundaries appear as (more-or-less) concentric
contours and there is a reasonable coincidence between environmental and suscepti-
bility zones.

Required attenuation of fields in one area .s dependent on the whole system
shielding plan; for example, the protection provided by the hull determines how
well compartments and cables must be shielded. Alternatively, the attainable
cable and compartment shielding dztermines the protection level required from the
hull. Overall prctection requirements are based on the electronic circuit
sensitivity.

All subsystems with similar failure thresholds in the overall system must be
shielded to protect against the same external field level. It does no good o
harden one subsgstem to peak external field of 106 V/m, while another subsystem
will fail at 10”2 V/m. Alsc, a subsystem which is not essential to mission
completion ne2d not be hardened, however, it is necessary that the subsystem not
provide a path for energy to couple into systems which are essential to mission
completion.

A system should not be overhardened; i.e., hardened to levels much higher than
is required to survive since unnecessary penalties in cost and weight can result.
However, it is reasonable to provide some margin of safety. Considering the
variations in actual characteristics, in ambient environment, end the uncertainties
in manufacture and construction, a margin of safety in the range of 10 to 20 dB is
frequently used.

The design and analysis techniques which are used to determine and implement
required protection levels are presented in the following chapters of this manual.

2.6 Electromagnetic and Radio Frequency Interference
Specifications &nd Standards

The specifications and operation of all systems and pieces of equipment used
on naval ships must meed the applicable standards such as MIL-STD-461/462, and
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MIL-STD-1310C(NAVY). Hcwever, meeting these standards does not, in itself,
guarantee hardening to EMP effects. Radio frequency interference specifications
generally fall into two categories, inter- and intra-system specifications and
requirements. The inter-system requirements generally have no EMP significance,
since these requirements are generally concerned with obteining data for modeling

the low level responses, generally in-band, of equipments for spectrum allocation
purposes.

Intra-system requirements are more applicable to equipment EMP protection.
These include NACSEM (TEMPEST), lightning, HERO (Hazards of Electromegnetic
Radiation to Ordnance), hull noise suppression, and electrical safety. These
procedures or requirements will be separately discussed as follows.

2.6.1 Lightning

Prctective measures, particularly terminal hardening surge arrestors, as
usually apuvlied for lightning protection will provide some unknown measure of
EMP protection. The lightning hardening procedures in general, involve identi-
fying the points of likely strikes, either reinforcing the metal to withstand
the heavy current and stress effects associated with the stroke or installing a
1 _.iing rod and ground and applying heavy duty surge arrestor protection on
the cables which are likely to intercept significant fractions of the lightning
stroke current. The principal problem arises because of differences in the wave-
forms of the induced EMP curtents with those caused by lightning stroke. The
lightning stroke currents have a much slower rise time, a much longer duration,
and often a higher energy and coulomb content. Therefore, lightaing arrestors
are far more robust but do not have the short reaction time required to suppress
typical EMP induced transients. Off-the-shelf surge arrestors which can suppress
both lightning and EMP surges ao not provide sufficient EMP protection for transis-
torized transceivers. Speciail hybrid combinations must be devised and specially
tailored for each system at hand. Iow frequency shielding is frequently employed

to protect the more sensitive subsystems and this provides some EMP hardening
benefits,

2.6.2 PRadio Frequency Interference

In order to control the intra-system compatibility from a radic frequency
interference standpoint and emissions from subsystems, two sets of standards and
associated laboratory tests are generally implemented. These are MIL-STD-L61/k62,
which consider both emissions and suszeptibility of electrical and electronic sub-
systems, and the NACSEM series, whicn are designed to assure the control and/or
suppression of emissions from secure communications equipment. In general, the
various subsystems, drawers, or cubinets are subjected to a series of laboratory
tests which measure bcth the low-level emissions end susceptibilities. Typical
exposure limits, however, do not result ‘n injected voltages exceeding 100 volts.

The peak powers employed for susceptibilicy tests are generally below the 100 watt
level.

Any concomitant EMP hardening which permits equipment to pass these RFfWNACSENM
tests, is primarily dependent c¢n filtering and shielding. In this regard, these
tests have the following EMP weaknesses.
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® Due to the relatively low signal levels employed in the tests,
the inband susceptibility (antenna, front ends, cabie terminals)
to EMP s nct affected by any of the procedures or requirements.

o The ability to withstand energy surges is not determined

(specifically with respect to antenna and front end filters and
cable terminals).

e The required level of shielding on exposed (topside) cables is
not specified.

e A single point ground system within cabinets is encouraged.
However, the complete system grounding plan is not considcred.

Ordnance pyrotechnical devices, including detonators, exploding bridge
wires and squibs, are subject to premature detonation or dudding by the appli-
cation of unwanted radio frequency energy. Typical controls to assure that
this does not occur are embodied in such documents as NAVWEPS-0D030393 and
MIL-3TD-138S. The procedures generally involve the application of special
construction tachniques and a design guide in order to meet subsystem and system
test exposures to specified field levels. The applicable EMP hardcning benefits
consists of shielding and filtering, with a possibiiity of special disconnects,
and arming and safety coding systems.

2.6.3 Electrification Safety and Hull Noise

Another problem arises trom electrification of rortions of the ships super-
structure or nearby metallic service equipment such as cranes, hoses, stanchions,
life-nets, etc. These pose potential shock hazards to personrel. In addition,
the trancmitter returr currents which flow through the huil may pass through
metal-oxide-air interfaces which, in effect, form an electrical nonlinear
Junction. These nonlinearities cocnvert some of the energy at the fundamental
{requency into radio frequency interference appearing in other bands. Control
measures to alleviate these problem areas are embodied, for example, in
MIL-STD-1310C. 1In general, these impose constructional requirements or guides
to minimize the generation of hull noise or eliminate potential shock hazards.

The principal benefits from an EMP hardening viewpoint is the routing of
ncrmally exposed topside cables either within the hull or within a shielded
conduit, if topside. The principasl EMP deficiency is that EMP induced current
can still penetrate into the interior of the hull via the cable shields or armor
penetrating from the outside into the interior of a ship or superstructure.
While ground straps between the cable shields or armor and the hull may be
employed at these penetration points, the length of the ground straps and their
constructional features may introduce excessive lead inductance in a grounding
circuit, thereby negating the transient suppression. This leads to introduction
of transient voltages between the '"grounded" cables and other nearby metallic
structures both inside and outside the hull and supersctructure,

-
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2.6.4 Summary

Table 2.3 summarizes the more important aspects of related radio frequency
interference test procedures and EMP hardening requirements. In summary,
application of these other requirements does produce some difficulty in
quantifying EMP hardening benefits. However, the amount of increase in the
EMP hardening is generally insufficient to make any ship reasonably invulner-
able to the EMP pickup. This arises because the EMP environment and related
pickup currents and voltages are drastically different than the lightning,

RFI, EMI, or HERO environments.

In some cases, combining EMP hardening with these other radio frequency
interference requirements will »roduce conflicts and require relaxation of
the requirements or the applicaiion of special hardening approaches comratible
with both procedures. On the other hand, application of EMP p.rotection can
upgrade some of the features necessarv to counter EMI, RFI, and HERO.
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CHAPTER 3

EMP COLLECTICN AND COUPLING

3.1 Introduction

There are two basic mechanisms by which the energy containcd in a nuclear
electromagnetic pulse may couple into the electronic systems within a ship.

® Direct penetration through the ship's structure
e Collection and transmissicn by electrical conductors.

Openings and discontinuities in the ship's hull, deck or superstructure such as
hatches, doors, portholes, or imperfect seams allow & direct penetration of the
energy in the form of free fields which then couple into electronic circuits. The
discussion of direct penetration is presented in Chapter 5, "Construction Tech-
niques for EMP Reduction."”

Electrical conductors which physically penetrate from exterior (exposed)
regions to interior areas of the ship provide a path for EMP energy flow. The
segment of the conductor which is directly exposed to the EMP fields collects a
portion of the energy in the form of an induced current transient. This current is
then transmitted by the conductor to internal areas of the ship where the energy
may be radiated and contribute to the interior free field, or it may be directly
applied to the terminals of electronic equipmen%,. Examples of conducting energy
paths are

¢ Antennas and their associated feed systems

e Electrical signal and power cables

e Sanitury and fuel system piping.

The purpose of this chapter is to provide analytical tools for the prediction
of the amount of energy which will be transmitted to interior regions of the ship
via conducting paths and to establish guidelines for cabling practices which will
minimize the EMP energy collected by the cables. The techniques which are dis-

cussed generally make use of standard engineering practice as follows:

e Approximate the intricate geometry of the physical structure with a
model for which analytical procedures are available

e Select appropriate mathematical equations and formulas or reduce the
mcdel to an electrical circuit analog
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e Utilize numerical or clircuit analysis programs on a digital
computer to obtain the EMP response a3 a function of time.

In addition to the foregoing procedure, which results in a time history of the EMP
rasponse, methods are presented which provide estimates of certain features of the
response, such eas peak values and rise times. These methods give approximate
results with minimal effort and do not require the use of a digital coaputer.
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3.2 Antennas

The antenna system aboard a Navy ship consists of a large number of individual
antennas which are designed to be efficient collectors of electromagnetic energy in
specific frequency raanges. The calculavion of the energy collected and transferred
to the lcad can be based directly on the antenna specifications if the frequencies
contained in the impinging wave are within the design range of the antennsa. How-
ever, for the broadband frequency spectra contained in the EMP transient, the
transfer function calculation requires a knowledge of the antenna geometry. This
section presents and illustrates techniques for determining antenna response with
respect to the current and voltage waveforms and the energy which appears at the
loau when the anten: is illuminated bt an EMP type waveform.

The material is divided irto three major topics. Section 3.2.1 describes sev-
eral methods which can be used to calculate the EMP response of various antenna
systems. It is not possible to determine the magnitude of the voltages and cur-
rents induced on all the antenna structures aboard A ship analytically, because of
the difficulties in mathematically characterizing the interaction and coupling
mechanisms involved in these complex antenna structurez. Tne computation efforts
required to determine the EMP response of an antenna depend on the method used and
the degree of accuracy required. Consequently, the techniques presented in 3.2.1
vary in rigor aand complexity.

Section 2.2.2 gives examples of the application of these techniques/methods to
several Navy ship antennas. Since the number of antennas and antenna-like struc-
tures on 3 ship is so great, the emphasis is placed on the most typical structures.

Finally, Section 3.2.3 presents some of the actions which can be taken to pro-
tect antenna systems from damage or upset caused by EMP energy collection. The
discussion is very brief, and ‘% ; basic function is to alert and orient the system
engineer to general protection guidelines. More cpecific hardening procedures can
be found in Chapter L4, "Protection Techniques and Devices."

3.2.1 General Technique:z for Determining Antenna Pickup

This section contains descriptions of five (5) analytical techniques for
determining the EMP energy pickup by antennas and, in the last case, by structures
which behave like zantennas. The first three methods, i.e., the Fourier Transforma-
tion Method (FTM), the Lumped Parameter Network Method (LPN) and the Singularity
Expansion Method (SEM) are more rigorous than the fourth. They will give more
detailed and accurate results, but are more time consuming than the fourth tech-
nique--which is based on Landt's method.1 The fifth technique is also a rigorous
one;, however, it is of more limited use to the system engineer of Navy ships.
Consequently, its inclusion in this section is primarily for the sake of complete-
ness.
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