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This document is the first issue of a handbook for incorporating 
EMP hardening in Navy ships. The material presented is addressed to 
the ship design community, and is intended to provide an awareness 
and appreciation of the EMP threat to Naval ships and to give design 
guidelines and techniques for the hardening of Navy ships to the 
effects of this threat. When applied to the hardening design of a 
given ship, these guidelines should be amplified in detail using the 
results of a continuing technology development program being conducted 
by the EMP Branch of the Nuclear Weapons Effects Division of the 
White Oak Laboratory of the Naval Surface Weapons Center. 

The guidelines presented in this document were compiled for the 
Naval Surface Weapons Center by the ITT Research Institute (flTRl) 
under contract No. N60921-74-C-0176. IITRI staff members making 
substantial contributions to the preparation of this handbook include 
Dr. Kenneth Kaag, Dr. Yih Shiau, Dr. E_. W. Weber. Mark Gagner and 
T. A.JfaHIn-  Important suggestions and technical direction from 
NSWC were provided by Dr. Robert Haislmaier, Dr. John Malloy, William 
Emberson and Norman Taslltt, and from IITRI by J. Bridges, I. Mlndell, 
J. Krstansky. 
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Comments and suggestions regarding this document are solicited, 
should be submitted to: 

Commander 
Naval Surface Weapons Center 
Code WA-502, Rm. 130-108 
Silver Spring, MD 20910 
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^JOHN H.  MALLOY        0 
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CHAPTER 1 

INTRODUCTION 

1,1 Statement of Problem 

Under the proper circumstances a portion of the energy released during a 
| nuclear detonation can appear as an Electro Magnetic Pulse (hence, EMP) having 

the same frequencies or wavelengths as those employed by most commercial radio 
and military system equipments. 

i      ( 
Two unique properties of EMP are of crucial significance. Because of its 

extremely great "damage range", EMP is capable of disabling electrical and elec- 
tronic systems as far as 2000 miles from the site of the detonation. Thus EMP 
can cause severe disruption and sometimes damage when other prompt weapon effects 
such as nuclear radiation effects on electronics, blast, thermal effects, dust, 
debris and biological effects are all absent. This means that a high-yield 
nuclear weapon burst above the atmosphere could be used to knock out inadequately 
designed electrical and electronic systems over a large area of the earth's 
surface without doing any other significant damage. The second significant prop- 
erty is that the "monopulse transient" nature of the EMP signal is indicative of 
the spread of EMP energy throughout a broad frequency band. This means that 
nearly any of the known mechanisms or modes for coupling EMP signals into elec- 
trical/electronic equipment will be excited, whether it be an antenna, 
a cable, an aperture, water pipe, or what have you. 

EMP has beer recognized as a potential threat to electronic and electrical 
systems since about i960. From the Navy's standpoint, a proliferation of factors 
has greatly increased the significance of this threat: 

1. The increasing dependence on electronics in the design of 
operational and mission critical systems utilized on the 
Navy ships of today, and 

2. The increasing demand and subsequent utilization of miniaturized 
electronic components (e.g. semiconductor devices) to implement 
these system designs. 

The use of semiconductor or solid-state devices provides the desired advan- 
tage of reduced size, space, weight and power requirements which are all highly 
desirable from the ship designer's point of view, unfortunately, these devices 
are also among the most Busceptible electronic components to damage by EMP. 

1-1 
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The spectrum and waveform of EMP differ from those of any other natural 
or commonly used man-made sources. The spectrum is broad and extends from 
extremely low frequencies into the UHF band. The time waveform indicates a 
higher amplitude and much faste- rise time than, for example, the fields 
generated by a nearby lightning stroke. Since EMP is sufficiently different 
from any other electromagnetic environment usually encountered, it follows 
that protection practices and components for non-EMP environments—radio- 
frequency interference, lightning, radar, etc., will not provide adequate 
protection against the EMP threat. 

This manual provides guidelines and design practices to maximize pro- 
tection of electrical equipment and systems on ships against the EMP threat. 
Chapters 1 and 2 discuss the problem from an awareness point of view. The 
generation of the energy, the collection of the energy, effects on equipment 
and devices, and basic protection concepts are included in these chapters. 
Specific design is-formation related to device and system protection for new 
systems is presented in Chapters 3, k  and 5. Chapter 6 discusses specific 
procedures which may be used to improve EMP protection in installed systems. 

1.2 EMP Generation ana Propagation 

When a nuclear1 device is detonated in the upper atmosphere, gamma rays 
radiate outward from the point of burst (see Figure l.l). The gamma rays 
interact with air molecules in the gamma absorption layer (20-1*0 km altitude) 
to produce Compton electrons which initially travel toward the earth's surface. 
However, they are deflected by the earth's magnetic field causing electromagnetic 
energy to be radiated towards the surface of the earth. 

Compton electrons that move parallel to the geomagnetic field are not 
deflected, thus, the EMP amplitude is small in two directions along the geo- 
magnetic field line passing through the burst point. The EMP amplitude is a 
maximum on those rays from the burst point which run perpendicular to the geo- 
magnetic field in the source region. Since the location of enemy bursts relative 
to the location of Naval vessels cannot be predicted, one should EMP-harden to 
this maximum environment condition. 

Owing to the great height of the source region above the earth's surface 
in the case of ar; excatmospheric burst, the radiated JUMP appears over a sub- 
stantial portion of the earth's surface. Figures 1.2 and 1.3 illustrate the 
relation between height of burst and EMP coverage of the earth's surface. For 
example, the distance from a burst point «00 Kilometers above the earth's surface 
to the horizon is 2,250 kilometers or l.UOO miles. Hence, the EMP radiated from 
such a high-altitude burst will illuminate more than five million square miles 
of the earth's surface.  (Compare this with the three million square mile area 
of the continental U. 3.). This points up one very significant aspect of the 
EMP protection problem for Navy ships. Since a high altitude burst can occur 
anywhere about the globe and Naval systems have a world wide distribution, no 
specific deployment or fleet distribution is relevant when considering the EMP 
hardening requirements for Naval systems in general. 
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1.3 EMP Waveshape 

The far field characteristics of the radiated EMF produced by a single 
high altitude detonation can have considerable variation in amplitude, wave- 
shape, and propagation characteristics depending upon the weapon yield, the 
location of the observer, the height of the burst and the orientation of the 
earth's magnetic field relative to the burst point. One can, however, define 
a field environment which will not be exceeded by a significant amount, nor is 
it much greater than the average field environment that Naval ships can be 
expected to encounter, i.e., it is close to the maximum EMP-environment con- 
dition without being too far from the average. 

This composite EMP field environment is shown in Figure 1.1» in terms of 
the incident electric field strength at the surface of the earth. In free space, 
the EMP field propagates as a plane wave. Therefore, the ratio of the electric 
and magnetic field strength is a constant (i.e., 377ß). and orientation or 
polarization of the EMP field can vary depending on the geographic locations 
of the burst point relative to the point of observation. 

Although the EMP field depicted in Figure 1.1* does not characterize any 
actual EMP waveform produced by an exoatmospherlc nuclear burst, it is never- 
theless an extremely useful representation for approximating or estimating EMP 
effects by analysis. As such it is the characterization that is used throughout 
this document where analysis is employed to develop specific design guidelines. 
For analysis and hardening of Navy platforms and systems, the reader is advised 
to obtain EMP waveforms from the Nuclear Program Office of the Naval Surface 
Weapons Center, Silver Spring, Maryland 20910. 

T 
EMP on 
1.1* by 

To facilitate the analysis of coupling and/or penetration of the incident 
EMP on Naval ships it is convenient to represent the waveform given in Figure 

E(t) - -£• (e™ - e"et) (1.1) 
b 

where:1» 2 

t a time in seconds 

a » 1.5 x 106 sec"1 

ß * 2.6 x 108 sec-1 

E  (t) ■ E(tx) * E0 « 50,000 volts/meter 

ti » time to peak or maximum value 

™Ot'*    —0ti 
b « normalizing factor * <* x  - e  * 
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and the magnetic field intensity is given as 

(amps/meter) (1.2) 

where n. is the intrinsic impedance (377ft) of free space.'. 

It is to be noted in this expression that the rise time t of the EMP pulse 
is on the order of 10 ns and the fall time t- is about 2 paec fsee Figure 1.1*). 

The EMP amplitude spectrum covers an extremely broad frequency range ex- 
tending from very low to microwave frequencies. The rate of attenuation of the 
amplitude spectrum is shown in the plot of Figure 1.5 where the break frequencies 
are determined by the time constants of the EMP waveform given in Equation (l,l). 
This plot is obtained from the log-magnitude of the Fourier transform expression 
for Equation (1.1) which is given by: 

E 
20 log |E(juO   |  = 20 log -A |   (JM J&ffd . g)   | (1.3) 

Eo (3 - a)  = 20 log 

where 
Ü)   *   27Tf 

f ~  frequency in Hz 

b/i? + a2) (</ + ß2) 

It is important to note that tho spectrum obtained is alaost constant below 
the MF range. From an equipment stuidpoint, this means that EMT is difficult to 
filter and can couple into electronic circuitry ovtr a wide range of frequencies. 

l.k    Basic Protection Philosophy 

The first and basic principle in the EMP protection of ships is to keep the 
EMP environment outside the areas or regions containing susceptible electronic/ 
electrical equipments. This requires that these sensitive interior areas be 
electromagnetically isolated or insulated from the external EMP environnsnt. 
Techniques for accomplishing this include shielding, the control and/or suppression 
of field penetrations through this shielding, the control and/or suppression of 
conducted EMP energy into interior regions, and, where possible, the utilization 
of less susceptible electronic/electrical equipments. 

1.1».1 Environment Reduction (Shielding) 

The ideal structure from a shielding standpoint would be a thick walled, 
highly conductive sphere with no seams, apertures, or cable entries. However, 
a structure which is intended tc serve a useful purpose will require the following 
variations from the ideal case. 
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• The shape is influenced by nonelectrical aspects of its use.  For 
example, a rship is designed based on hydrodynamic principles and 
mission designation. 

• Construction must be reasonably economical which usually dictates the 
i thickness and type of material used as well as the need for seams. 

• Apertures and doors must be included to provide access to the interior. 

• Heating, cooling and ventilation are usually required. 

• Any electrical equipment requires cable entries for power and signal 
transmissions. 

The variations from the ideal shielding practice are illustrated in 
Figure 1.6. Except for the iV-t that larger dimensions are involved, the 
shielding problems encountered on a ship are the same as those shown in this 
figure. 

( Shielding of interior circuits is provided by the ship's hull and super- 
structure, by cable shields covering wires connected tc the circuits, by com- 
partments internal to the hull and by shielded equipment cabinets enclosing 
the circuits. The hull and internal compartment shielding integr..y is degraded 
by cable entries, antennas and other apertures. Aperture penetrations can be 
controlled by the use of waveguides below cutoff (for small holes) and conductive 

/      coatings and wir*» mesh over larger apertures and other dielectric surfaces. 
\ Doors, hatches and panels can be sealed with conductive gaskets and spring 

fiagers. Joints and semns in the hull and internal compartments can be controlled 
by good bonding practices. 

Cables can be shielded by flexible braid or by solid conduit. In both 
cases, connectors used on the cables should maintain shielding integrity by the 
use of spring fingers and r-f gaskets to circumferentially enclose the shield. 

\ 
Sensitive electronic circuits are often enclosed in shielded cabinets or 

enclosures. The seams, joints, vents and access doors in these equipment 
enclosures should be controlled in the same way aa for the ship's hull. 

1.U.2 Collection Efficiency Heductlon 

In addition to direct penetration through shield enclosures, energy may be 
transmitted to internal areas via conduction on cables and cable shields. 
Minimizing the conducted energy requires minimization of the collection efficiency, 
Antennas should be designed to operate in as narrow a frequency band as possible 
consistent with the requirements of the equipment which is connected to the 
antennas. Cables which are run above the ship's deck should be routed within 
solid conduit and/or inside the superstructure to provide additional shielding 
and hence lessen direct exposure to EMP energy. 

internal cable runs should be routed in a manner which avoids the formation 
of loops. This requirea a single ground point system within any compartment 
to minimize ground loops. 
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1.k,3 Circuit Protection Techniques 

The main line of defense against EMP energy is provided by shielding 
and the minimization of collection efficiency. However, it must be recog- 
nized that neither of these procedures can be perfect in practice and, 

(        therefore, come energy will appear on conductors which are connected to 
electrical equipment. This energy can result in a disruption of the normal 
circuit function (transient upset) or may cause permanent damage to components 
in the equipment. 

There are basically three methods which may be employed to reduce the 
effects caused by transient energy which appears on conductors. 

• Reject or dissipate a portion of the energy by inserting filters 
and/or amplitude limiters between the conductors carrying the 
energy and the equipment to be protected. 

• Choose components vhich have larger energy damage thresholds. 
Also, design circuits such that the sensitivity and response 
time does not exceed the functional requirement of the system. 

• Provide a capability for the temporary interuption of information 
and/or signal processing when an EMP event has occured. This 
will require prior information regarding the EMP event either 
by event sensing or early warning devices. 

The decision to apply these procedures to a particular piece of equipment, 
individually or in combination, is based on the characteristics of the 
expected energy surge (energy level and duration) and on the role which 
this equipment plays in the success of the mission. 
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CHAPTER 2 

GENERAL REQUIREMENTS 

2.1 Systen. Protection Requirements 

LMP protection must be considered from a total system standpoint with 
completion of the military mission as the primary goal. Determining what x.0  pro- 
tect involves the classification of equipment and systems according to their 
mission function and their capability to withstand energy surges. Precise protec- 
tion methodologies will depend on many factors which include but are not limited 
to the following: 

• expected threat conditions 

• reduction of exposure (external cables) 

• reduction of penetration (shielding practices) 

• reduction of cable interaction (cable run plan) 

• reduction of coupling in internal regions (ground plan) 

• placement of critical equipment in internal regions which 
provide greatest natur'"1 shielding 

• equipment interaction under energy surge conditions 

• methods for improving the ability of electronic 
equipment to withstand energy surges. 

The above list is noc intended to be all inclusive, but rather to draw atten- 
tion to the major areas of con&ider'ition. Due to the large energy and broad 
frequency spectrum associated with "MF, protection requirements cannot be met by 
considering any one item above exclusively. The allocation of protection afforded 
by each procedure raust be determined early in the program for proper cost effec- 
tiveness. 

?,?    System Hardening Allocation 

A systematic approach to the EMP protection problem provides early identifi- 
cation of electrical systems which required special attention. The determination 
of potentially vulnerable systems is based on the susceptibility of the components 
or equipments employed in the system and the expected exposure of the system to 
EMP energy. 
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The ranking of systems in terms of their susceptibility to EMP energy 
requires a knowledge of specific equipment to determine its functional type 
(digital or analog), major subsystems and interfaces, and the fabrication 
technology (vacuum tube, transistor or integrated oircuit). A general guide- 
line for the ranking of Naval systems with respect to thair susceptibility to 
EMP is given in Table 2.1. Thf Jess susceptible equipment or components 
included in the table would be made more susceptible if they were connected to 
long exposed cable runs, such as intersystem wiring or exposed power or tele- 
phone cables. 

A second consideration involved in the decision to apply special protection 
procedures to specific systems is their relative degree of exposure to EMP energy. 
This i-j  established by the location or distribution and interconnection of systems 
as determined in the conceptual design phase of development. 

In general, systems which are housed in compartments which have no penetra- 
tions by cables or other conductors that have been exposed to the EMP and are 
well below deck would be ranked low in terms of exposure. A high exposure 
ranking would be given to systems located in the superstructure, particularly if 
the compartment has large apertures such as windows. Specific information on 
exposure is available fron, the Naval Surface Weapons Center (NSWC). This infor- 
mation is obtained from a continuing test program using the EMP Radiation Environ- 
ment System Simulator (EMPRESS) facility which is located at Solomons Island, 
Maryland. Monitoring of currents and voltages on cables and field strengths in 
compartments of a ship which are subjected to the simulated EMP provides an 
exposure level mapping which is indicative of the threats toich will be experi- 
enced within ships of similar construction and geometry. 

The final criteria for application of protection is the mission criticality 
of each system. The ranking of most important versus expendable is a value 
Judgment depending on the tactician's view. As an example, the voice communi- 
cation system may not be vital whereas the Navy Tactical Data System would 
receive a high criticality rating. 

The collection of criteria for additional protection may be presented in 
tabular form as illustrated in Table 2.2. In this table, both centers and 
systems are listed to provide a crosscheck and to take into account the fact 
that some systems can be part of more than one center. A low mission criticality 
ranking will generally eliminate a center or system from further hardening con- 
siderations. However, if EMP exposure is high, the possibility of this system 
providing energy flow paths to more critical systems must be considered. 

A table of this type reveals the specific EMP problem which may exist and, 
therefore, the most direct corrective measure which may be taken, i.e., high 
exposure indicates the need for additional shielding while high sensitivity can 
be lowered using protective devices. In some cases, a potential problem caused 
by high expopure can be corrected by a simple relocation of equipment if the 
problem is recognized early enough in the design stage and the relocation does 
not interfere with construction or tactical requirements. 

Afi*r deciding which syst<*ms need special EMP hardening attention, additional 
analysis is used to determine the level of protection that is required and the 
specific procedures which will provide the necessary reduction in energy levels. 
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Table 2.1 

Systems Susceptibility Ranking 

( 

( 

Most Susceptible: 

Low power, high speed digital computer (upset) either transistorized 
or vacuum tube 

Systems employing transistor or semiconductor rectifiers (either 
silicon or selenium), such as: 

computers 
transistorized power supplies 
alarm and intercom systems 
life-support system controls 
some telephone equipment which is partially transistorized 
transistorized receivers and transmitters 
transistorized 60 to ^00 Hz converters 
transistorized process control systems 
power system controls 

Less Susceptible: 

All vacuum tube equipment (does not include equipment with 
semiconductor or selenium rectifiers) 

transmitters 
receivers 
alarm systems 

intercoms 
teletype-telephone 
power supplies 

Equipment employing low current switches, relays, meters 

alarms 
life-support systems 
power system controls 

Hazardous equipment containing 

detonators 
squibs 

panel indicators 
status boards 
process controls 

explosive mixtures 
rocket fuels 

Long power cable runs employing dielectric insulation; equipment 
associated with high energy storage capacitors or inductors 

Least Susceptible: 

High-voltage 60 Hz equipment 

transformers 
heavy duty relays 
heaters 
rotary converters 

motors 
lamps 
circuit breakers 
air insulated power cable runs 
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2.3 Allowable Degradation 

The allowable degradation which may occur in a particular piece of equipment 
is dependent on the role which that equipment plays in the success of the mission. 
There are two types of degradation—functional damage and transient operational 
upset. Functional damage results when the energy content of the EMP transient 
causes a permanent change in the electrical characteristics of devices or compon- 
ents in the equipment. Operational upset results when the system processes the 
EMP transient as a normal information signal and produces an erroneous output. 

Functional damage is manifested in two forms—parametric change and cata- 
strophic failure. Parametric change refers to changes in the value of resistors, 
beta or leakage current of transistors, etc., This alteration of parameter value 
may result in a change in circuit performance. The acceptable level of circuit 
performance places limits on the allowed change in parameter values. Relating 
the change in parameter value to the energy contained in the EMP transient by 
analytical or empirical methods results in a tolerable energy threshold. The 
establishment of this threshold must include provision for multiple transients 
as indicated by the threat scenario since the effects of more than one energy 
surge may be cumulative. When a catastrophic failure occurs, such as a short 
circuit or open circuit in a component or device, the equipment can no longer 
function. Failures of this type are also relatable to energy thresholds and 
cannot be tolerated in mission critical equipment. 

Determination of systems whose functions can tolerate operational upset 
requires an assessment of the equipment in terms of its operational and perfor- 
mance characteristics. This assessment can be done on the basis of response time 
or update time. For example, consider analog equipment such as an interphone. 
Typically, the system output is aural, and the system contains no memory. A 
transient will upset this system, at most, for a time of the same duration as 
that required for equipment startup after a momentary power dropout. Normal 
operation will result within milliseconds after transient decay, so that no more 
than a syllable or two of a verbal message will be lost. Similarly, a single 
erroneous status update by a digital system used only to drive an instrument 
display at a low sample rate would entail no serious consequences,since human 
reaction time will tend to filter incorrect system responses. Upset in either 
of these systems will not cause adverse system reaction so that neither system 
has critical functions susceptible to EMP-induced upset. 

Redundancy, memory and discrimination may also be used as criteria for 
evaluating the upset tolerance of systems. For example, consider a subsystem 
which interfaces with man. In this case, permanent errors, such as isolated 
language errors in the output of a teleprinter, have little chance of upsetting 
the meaning of the total text. The same type of error in non-redundant numerical 
codes could be the cause for upset of critical functions. 

When considering time requirements for update of system outpu^, particular 
attention must be given to stationary nondiscriminatory loads such as electro- 
explosive devices, ejector solenoids, and other one-shot devices. Many of these 
devices have operation times which are much shorter than normal update periods. 

The case of reset or reload must be considered when screening for upset. If 
operation and configuration permit equipment to be reset or reloaded as in the case 
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of a memory scramble, and if it can be shown that the transient perturbation 
(causing the scramble) produces no concomitant hazardous or catastrophic event, 
then upset is not a problem and further analysis of the problem is not necessary. 
However, if a circuit malfunction can cause interference with a mission critical 
function, tnen upset is a problem and circuit analysis must be initiated to identify 
sensitive devices and to analyze their package interface threshold and voltage/ 
current characteristics. 

2.k    Equipment Degradation Thresholds 

A potential EMP problem can be identified as follows: The energy collected by 
a particular structure is compared with the minimum energy to damage or upset the 
components and circuits in question. If the energy collected exceeds the minimus) 
energy required for damage or upset, then a potential problem has been identified. 

Devices which may be susceptible to functional damage due to electrical 
transients are: 

1. Active electronic devices (especially high frequency transistors, 
integrated circuits, and microwave diodes). 

2. Passive electrical and electronic components (especially those of 
very low power or voltage ratings or precision components). 

3. Semiconductor diodes and silicon controlled rectifiers (especially 
those used in power supplies connected to long cable runs). 

h.    Squibs, detonators, and pyrotechnical devices. 

5. Meters, indicators, or relays. 

6. Insulated RF and power cables (especially those running near 
maximum ratings and which are exposed to humidity or abrasion). 

Devices or syoteir.s which may be susceptible to operational upset due to 
electrical transients are: 

1. Low-power or high-speed digital processing systems. 

2. Memory units. 

3. Protection or control systems for the distribution of 
60 or 1*00 Hz power. 

k.    Subsystems employing long integration or recyIcing times for 
synchronization acquisition or signal processing. 

Degradation thresholds may be determined analytically or empirically. In order 
to reduce the scope of the analytical problem, several assumptions are generally 
made in the analysis. Among these are: 
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1. Semiconductors are frequenctly more susceptible to damage 
from a transient pulse than other components, and often are 
considered to be the only susceptible component. 

2. When experimental degradation data are not available, extrapolation 
of data according to theoretical models can be made. 

3. Although a representative waveform is generally used in 
susceptibility analyses, data bases obtained from square pulses 
are assumed to be adequate; particularly if the energy content 
cf both is the same. 

h.    Nonlinear responses such as arcing or leakage are neglected. 

5. Synergistic effects are not considered. 

The impact of these assumptions upon the accuracy of a given system degradation 
assessment will vary depending upon the particular system. 

The major advantages associated with an analytical approach are: 

1. It can be performed early in the program before the circuits 
and systems are constructed. 

2. The exact form of the expected incident voltage or current 
waveform can be used. 

3. Circuits or systems which are found to have low energy failure 
thresholds may b"; modified "on paper" and reanalyzed with 
minimal time and effort. 

h.    It reduces the empirical testing required by catagorizing those 
circuits and systems which have borderline failure thresholds. 

The major pitfalls in the analytical approach are related to the assumptions 
that nonlinear responses are known and can be adequately modeled or can be ignored. 
For devices, reasonable nonlinear models are usually available. However, other 
nonlinear responses such as '»ould be caused by corrosive interfaces are difficult 
to predict and to model. In addition, there is the possibility of overlooking 
energy flow paths in the modejing of complex systems. For these reasons, a testing 
program should be included in the determination of degradation thresholds. However, 
the greatest emphasis in the empirical work will be on the circuits and systems 
which have borderline failure thresholds. Those systems which are predicted to have 
a wide margin between incident energy and failure threshold should be spot checked 
experimentally to verify the analytical results. 

2.5 Zoning 

The protection requirements for a piece of equipment, a subsystem or a system 
are dependent on its failure threshold, allowable degradation and expected threat 
level. A systematic approach to providing the necessary protection levels involves 

the concept of zoning. 
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Considerations of EM zones within a system nearly always appear overtly in 
terms of shielding effectiveness. Zone boundaries are generally constrained to 
coincide with major geometric or structural contours, or with intentionally intro- 
duced shields or shielding exclosures. Thus, it ia usually the cape that zoning 
considerations do not appear explicitly in an EMP systems analysis. However, 
there are system cases in which the EM geometries are so intricate that elementally 
shielding considerations are obviously inadequate. It is then essential to perform 
a meticulous mapping of the EM zones. 

EM zones may be defined in two general ways: 

1. Environmental zoning, in which the magnitude and shape of 
the field pulse is defined within the successive regions from 
outside progressing inward. 

2. Suceptibility zoning, in which the magnitudes and frequency 
(or time) domains corresponding to the vulnerability 
thresholds are scaled from inside progressing outward. 

In a "good" system, zone boundaries appear as (more-or-less) concentric 
contours and there is a reasonable coincidence between environmental and suscepti- 
bility zones. 

Required attenuation of fields in one area .s dependent on the whole system 
shielding plan; for example, the protection provided by the hull determines how 
well compartments and cables must be shielded. Alternatively, the attainable 
cable and compartment shielding dstermines the protection level required from the 
hull. Overall protection requirements are based on the electronic circuit 
sensitivity. 

All subsystems with similar failure thresholds in the overall system must be 
shielded to protect against the same external field level. It does no good to 
harden one subsystem to pea,k external field of 10^ V/m, while another subsystem 
will fail at 10? V/m. Also, a subsystem which is not essential to mission 
completion need not be hardened, however, it is necessary that the subsystem not 
provide a path for energy to couple into systems which are essential to mission 
completion. 

A system should not be overhardened; i.e., hardened to levels much higher than 
is required to survive since unnecessary penalties in cost and weight can result. 
However, it is reasonable to provide some margin of safety. Considering the 
variations in actual characteristics, in ambient environment, end the uncertainties 
in manufacture and construction, a margin of safety in the range of 10 to 20 dB is 
frequently used. 

The design and analysis techniques which are used to determine and implement 
required protection levels are presented in the following chapters of this manual. 

2.6 Electromagnetic and Radio Frequency Interference 
Specifications and Standards 

The specifications and operation of all systems and pieces of equipment used 
on naval ships must meed the applicable standards such as MIL-STD-I*6l/I*62, and 
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MIL-STD-1310C(NAVY). However, meeting these standards does not, in itself, 
guarantee hardening to EMP effects. Radio frequency interference specifications 
generally fall into two categories, inter- and intra-system specifications and 
requirements. The inter-system requirements generally have no EMP significance, 
since these requirements are generally concerned with obtaining data for modeling 
the low level responses, generally in-band, of equipments for spectrum allocation 
purposes. 

Intra-system requirements are more applicable to equipment EMP protection. 
These include NACSEM (TEMPEST), lightning, HERO (Hazards of Electromagnetic 
Radiation to Ordnance), hull noise suppression, and electrical safety. These 
procedures or requirements will be separately discussed as follows. 

2.6.1 Lightning 

Protective measures, particularly terminal hardening surge arrestors, as 
usually applied for lightning protection will provide some unknown .measure of 
EMP protection. The lightning hardening procedures in general, involve identi- 
fying the points of likely strikes, either reinforcing the metal to withstand 
the heavy current and stress effects associated with the stroke or installing a 
],-  .iing rod and ground and applying heavy duty surge arrestor protection on 
the cables which are likely to intercept significant fractions of the lightning 
stroke current. The principal problem arises because of differences in the wave- 
forms of the induced EMP currents with those caused by lightning stroke. The 
lightning stroke currents have a much slower ri3e time, a much longer duration, 
and often a higher energy and coulomb content. Therefore, lightning arrestors 
are far more robust but do not have the short reaction time required to suppress 
typical EMT induced transients. Off-the-shelf surge arrestors which can suppress 
both lightning and EMP surges ao not provide sufficient EMP protection for transis- 
torized transceivers. Special hybrid combinations must be devised and specially 
tailored for each system at hand. Low frequency shielding is frequently employed 
to protect the more sensitive subsystems and this provides some EMP hardening 
benefits. 

2.6.2 Radio Frequency Interference 

In order to control the intra-system compatibility from a radio frequency 
interference standpoint and emissions from subsystems, two sets of standards and 
associated laboratory tests are generally implemented. These are MIL-STD-l*6lA62, 
which consider both emissions and susceptibility of electrical and electronic sub- 
systems, and the NACSEM series, which are designed to assure the control and/or 
suppression of emissions from secure communications equipment. In general, the 
various subsystems, drawers, or cabinets are .subjected to a series of laboratory 
tests which measure both the low-level emissions and susceptibilities. Typical 
exposure limits, however, do not result in  injected voltages exceeding 100 volts. 
The peak powers employed for susceptibilit-y tests are generally below the 100 watt 
level. 

Any concomitant EMP hardening which permits equipment to pass these RF§/NACSEK 
tests, is primarily dependent on filtering and shielding. In this regard, these 
tests have the following EMP weaknesses. 
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• Due to the relatively low signal levels employed in the tests, 
the inband susceptibility (antenna, front ends, cable terminals) 
to EMP is not affected by any of the procedures or requirements. 

• The ability to withstand energy surges is not determined 
(specifically with respect to antenna and front end filters and 
cable terminals). 

• 

• 

The required level of shielding on exposed (topside) cables is 
not specified. 

A single point ground system within cabinets is encouraged. 
However, the complete system grounding plan is not considered. 

Ordnance pyrotechnical devices, including detonators, exploding bridge 
wires and squibs, are subject to premature detonation or dudding by the appli- 
cation of unwanted radio frequency energy. Typical controls to assure that 
this does not occur are embodied in such documents as NAVWEPS-0DO30393 and 
MIL-3TD-1385. The procedures generally involve the application of special 
construction techniques and a design guide in order to meet subsystem and system 
test exposures to specified field levels. The applicable EMP hardening benefits 
consists of shielding and filtering, with a possibility of special disconnects, 
and arming and safety coding systems. 

2.6.3 Electrification Safety and Hull Noise 

Another problem arises from electrification of portions of the ships super- 
structure or nearby metallic service equipment such as cranes, hoses, stanchions, 
life-nets, etc. These pose potential shock hazards to personnel. In addition, 
the transmitter return currents which flow through the hull may pass through 
metal-oxide-air interfaces which, in effect, form an electrical nonlinear 
junction. These nonlinearities convert some of the energy at the fundamental 
frequency into radio frequency interference appearing in other bands. Control 
measures to alleviate these problem areas are embodied, for example, in 
MIL-STD-I31OC. In general, these impose constructional requirements or guides 
to minimize the generation of hull noise or eliminate potential shock hazards. 

The principal benefits from an EMP hardening viewpoint is the routing of 
normally exposed topside cables either within the hull or within a shielded 
conduit, if topside. The principal EMP deficiency ia that EMP induced current 
can still penetrate into the interior of the hull via the cable shields or armor 
penetrating from the outside into the interior of a ship or superstructure. 
While ground straps between the cable shields or armor and the hull may be 
employed at these penetration points, the length of the ground straps and their 
constructional features may introduce excessive lead inductance in a grounding 
circuit»thereby negating the transient suppression. This leads to introduction 
of transient voltages between the "grounded" cables and other nearby metallic 
structures both inside and outside the hull and superstructure. 
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2.6.1+ Summary 

Table 2.3 summarizes the more important aspects of related radio frequency- 
interference test procedures and EMP hardening requirements. In summary, 
application of these other requirements does produce some difficulty in 
quantifying EMP hardening benefits. However, the amount of increase in the 
EMP hardening is generally insufficient to make any ship reasonably invulner- 
able to the EMP pickup. This arises because the EMP environment and related 
pickup currents and voltages are drastically different than the lightning, 
RFI, EMI, or HERO environments. 

In some cases, combining EMP hardening with these other radio frequency 
interference requirements will produce conflicts and require relaxation of 
the requirements or the application of special hardening approaches compatible 
with both procedures. On the other hand, application of EMP protection can 
upgrade some of the features necessary to counter EMI, RFI, and HERO. 
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CHAPTER 3 

EMP COLLECTION AND COUPLING 

3.1  Introduction 

There are two basic mechanisms by which the energy contained in a nuclear 
electromagnetic pulse may couple into the electronic systems within a ship. 

• Direct penetration through the ship's structure 

• Collection and transmission by electrical conductors. 

Openings and discontinuities in the ship's hull, deck or superstructure such as 
hatches, doors, portholes, or imperfect seams allow a direct penetration of the 
energy in the form of free fields which then couple into electronic circuits. The 
discussion of direct penetration is presented in Chapter 5, "Construction Tech- 
niques for EMP Reduction." 

Electrical conductors which physically penetrate from exterior (exposed) 
regions to interior areas of the ship provide a path for EMP energy flow. The 
segment of the conductor which is directly exposed to the EMP fields collects a 
portion of the energy in the form of an induced current transient. This current is 
then transmitted by the conductor to internal areas of the ship where the energy 
may be radiated and contribute to the interior free field, or it may be directly 
applied to the terminals of electronic equipment. Examples of conducting energy 
paths are 

• Antennas and their associated feed systems 

• Electrical signal and power cables 

• Sanitary and fuel system piping. 

The purpose of this chapter is to provide analytical tools for the prediction 
of the amount of energy which will be transmitted to interior regions of the ship 
via conducting paths and to establish guidelines for cabling practices which will 
minimize the EMP energy collected by the cables. The techniques which are dis- 
cussed generally make use of standard engineering practice as follows: 

• Approximate the intricate geometry of the physical structure with a 
model for which analytical procedures are available 

• Select appropriate mathematical equations and formulas or reduce the 

model to an electrical circuit analog 
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• Utilize numerical or circuit analysis programs on a digital 
computer to obtain the EMP response as a function of time. 

In addition to the foregoing procedure, which results in a time history of the EMP 
response, methods are presented which provide estimates of certain features of the 
response, such as peak values and rise times. These methods give approximate 
results with minimal effort and do not require the use of a digital computer. 
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3.2 Antennas 

The antenna system aboard a Navy ship consists of a large number of individual 
antennas which are designed to be efficient collectors of electromagnetic energy in 
specific frequency ranges. The calculation of the energy collected and transferred 
to the load can be based directly on the antenna specifications if the frequencies 
contained in the impinging wave are within the design range of the antenna.  How- 
ever, for the broadband frequency spectra contained in the EMP transient, the 
transfer function calculation requires a knowledge of the antenna geometry. This 
section presents and illustrates techniques for determining antenna response with 
respect to the current and voltage waveforms and the energy which appears at the 
loaci when the anten:  is illuminated b; an EMP type waveform. 

The material is divided irto three major topics.  Section 3.2.1 describes sev- 
eral methods which can be used to calculate the EMP response of various antenna 
systems. It is not possible to determine the magnitude of the voltages and cur- 
rents induced on all the antenna structures aboard a ship analytically, because of 
the difficulties in mathematically characterizing the interaction and coupling 
mechanisms involved in these complex antenna structure. Tne computation efforts 
required to determine the EMP response of an antenna depend on the method used and 
the degree of accuracy required. Consequently, the techniques presented in 3.2.1 
vary in rigor and complexity. 

Section 3-2.2 gives examples of the application of these techniques/methods to 
several Navy ship antennas.  Since the number of antennas and antenna-like struc- 
tures on a ship is so great, the emphasis is placed on the most typical structures. 

Finally, Section 3.2.3 presents some of the actions which can be taken to pro- 
tect antenna systems from damage or upset caused by EMP energy collection. The 
discussion is very brief, and If* basic function is to alert and orient the system 
engineer to general protection guidelines. More specific hardening procedures can 
be found in Chapter U,  "Protection Techniques and Devices." 

3.2.1 General Techniques for Determining Antenna Pickup 

This section contains descriptions of five (5) analytical techniques for 
determining the EMP energy pickup by antennas and, in the last case, by structures 
which behave like antennas. The first three methods, i.e., the Fourier Transforma- 
tion Method (FTM), the Lumped Parameter Network Method (LPN) and the Singularity 
Expansion Method (SEM) are more rigorous than the fourth. They will give more 
detailed and accurate results, but are more time consuming than the fourth tech- 
nique—which is based on Landt's method.1  The fifth technique is also a rigorous 
one; however, it is of more limited use to the system engineer of Navy ships. 
Consequently, its inclusion in this section is primarily for the sake of complete- 
ness. 

•Superscripts refer to numbered references ut the end of this chapter. 
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3.2.1.1 Fourier Transformation Method (FTM) 

The solution to the problem of determining the EMP response of a linear 
antenna system can be obtained by Fourier analysis. In principle, a receiving 
antenna can always be characterized by a Thevenin equivalent circuit—consisting 
of a voltage source in series with the antenna impedance as seen by the load con- 
nected to the antenna terminals. This is shown schematically in Figure 3.1. In 
this analysis, two antenna functions, i.e., the antenna impedance and the effec- 
tive antenna length must be known accurately over the EMP frequency spectrum. The 
response at the loaa to an EMP transient is determined from the inverse Fourier 
transformation of 

-2h (ju)Ef(jw) 
I (j«o) =  2 i  (3.1) 

Z.{>) + Z (>) 
Li      a 

where the following notations are used: 

1 (JOJ) * load current 
L 

h (J(jj) = effective half length of a cylindrical antenna 

Z (joo) = antenna impedance 
a 

Z.(j(ij) = load impedance 

E.(j(u) ■ frequency spectrum of the incident EMP. 

Nute that the load may be an impedance other than a pure resistance and 
should incluie antenna base effects, the connecting transmission line (cable) 
impedance and the input impedance of the equipment which is connected to the an- 
tenna. In most cases, the Fourier integrations would have to be carried out using 
numerical techniques with the aid of a digital computer.* 

3.2.1.2 Lumped Parameter Network Method (LPN) 

The lumped parameter network method provides a technique for the analysis of 
a distributed parameter network (the antenna) connected to a linear or nonlinear 
load (receiving equipment such as a diode). Like the Fourier transformation 
method, it utilises a Thevenin equivalent circuit of the type shown in Figure 3.1 
to represent the antenna in terms of its open circuit "oltagea. Both antenna 
functions, the antenna impedance and its effective half length, are then approxi- 
mated by rational network functions that are realizable in terras of an RLC circuit. 
After the lumped parameter network representation of an antenna is obtained, stan- 
dard circuit analysis computer codes such as SCEPTRE or NET-2 may be used to 

•Electromagnetic computer codes for computing antenna and cable response to EMP 
that rely on the use of nusiariaal or digital techniques cited neie as well a? in 
subsequent sections have b*»en computed and are maintained for customer use by 
the» Electromagnetics and Systems Research Group, Lawrence Livermore Laboratory, 
Livermore, California 9^550. Maintenance of this computer code library is an 
on-going effort that is funded by the Defense Nuclear Agency under Subtask 

R990AXEB075, Work Unit 35. 
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calculate the transient system response to FMP even for a nonlinear load. The 
major advantages of the LPN method are: 

• it does not require a closed-form aj.-.«. lytic description of the 
excitation; 

• it may be used with a linear or nonl_ ear load. 

3.2.1.3 Singularity Expansion Method (SEM) 

In classical circuit theory, the time domain solution of a linear circuit 
excited by an exterior waveform may be determined from the knowledge of the loca- 
tion of any singularities of the transfer function and its corresponding residues. 
The transient behavior of the circuit is then obtained as a sum of damped sinu- 
soids whose coefficients are determined by the residue theorem. 

A new method, namely, the singularity expansion method, has extended this con- 
cept to solve electromagnetic boundary value problems. The singularity expansion 
technique, as applied to general scattering problems by determining the natural 
frequencies, modes and coupling coefficients which arise from a general three- 
dimensional body, has been recently formulated by Baum. 

Basically, this method involves the determination of the antenna response in 
terms of singularities in the complex frequency domain which represent the natural 
frequencies, modes and coupling factors. The antenna response in the time domain 
is obtained by taking the inverse transform of the terms in the singularity expan- 
sion. If the actual incident waveform has singularities in the finite complex fre- 
quency plane, the response can generally be split into an object or antenna part 
containing object singularities (i.e. poles) and a waveform part containing wave- 
form singularities. 

Since this is a new approach to the solution of electromagnetic boundary value 
problems, the full potential of the application of tMs technique to the EMP col- 
lection and coupling problem remains to be exploited. 

3.2.i.i» Technique Based on Landt's Method 

Use of the Fourier Transformation, Lumped Parameter Network and Singularity 
Expansion Methods will, in general, require the use of a modern high speed computer 
and a strong knowledge of EM theory.  If the detailed transient characteristics of 
mission critical antennas or antenna-like structures due to EMP are desired, these 
analytical methods must be used.  However, for system engineers who need a quick, 
and reasonably accurate, estimate of antenna responses to EMP, a much simpler 
method is available. This method aas developed by Landt to estimate peak currents 
on various antenna structures for arbitrary input waves. 

Background 

As formulated by LantH, the peak short circuit current can be obtained by 
solving the integral 
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\2 
I (peak) - h(^) / e(t) dt (3.2) 
sc a  0 

where e(t) is the EMP electric field parallel to the antenna structure. For 
broadside incidence, the value t2 is typically chosen as £/2c, the time that no end 
reflection is seen at the center of an antenna, where I  is the length of the an- 
tenna and c is the speed of light. 

The function h(cx/a) is the impulse response of an infinite wire antenna as 
shown in Figure 3.2, where "a" is the antenna radius and x = tp-ti/2, the average 
time, is chosen midway between the time e(t) reaches its full strength (the rise 
time, tj_) and the time, tg, that the integral of Equation (3.2) is terminated. 
Since the peak current on a wire antenna excited by an EMP usually occurs during 
the early time response of the structure, the impulse response of the current 
h(ct/a) on an infinite wire antenna is valid on a finite wire antenna, up until the 
time that the reflection is seen. Consequently, h(ct/a), shown in Figure 3.2, is 
sufficient for calculating the peak current in most cases. Accuracies to within 
10$ can be obtained, as is demonstrated by several examples that are given in 
Appendix A. 

Polarization 

When the electric field E, of the incident EMP is not parallel to the antenna 
axis, the term e(t_)_ cos 6 is substituted for e(t) in Equation (3.2), where ö is 
the angle between E and the antenna axis. 

Modeling of Complex Structures 

Landt's method, being limited basically to cylindrical antennas, can be used 
to estimate the peak EMP currents developed in complex antenna structures by 
modeling or characterizing these structures as single or composite sets of cylin- 
drical antennas. Missiles, for example, are readily characterized as cylindrical 
structures having a length and diameter defined by its actual dimensions. For 
multiple wire antennas, each wire can be modeled and treated separately as a 
single cylinder to compute the peak currents in each using Equation (3.2). The 
total antenna response is then determined by simply adding the current contribu- 
tions from each separate wire. 

Loading 

To account for antenna loading, Landt gives a formula for computing the peak 
load current in terms of the peak short circuit current that is computed using 
Equation (3.2). This approximate formula is given by 

GL 
I. (peak) =  I (peak) (3.3) 

where G. is the admittance (conductance) of the load and G ff. is the effective 
admittance of the cylindrical antenna given by: 
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Fig 3.2 IMPULSE  RESPONSE OF THE CURRENT ON AN INFINITE 
WIRE WHEN ILLUMINATED FROM BROADSIDE BY A 
PLANE WAVE 
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Isc'peak) S 
Geff =       / e(t) dt 0.1») eff       c     0 

: \ Estimates of peak currents of select antennas and antenna-like structures 
1.-)    \ using Landt's method can be found in Appendix A. 

Advantages and Disadvantages 

This approximate method of estimating peak currents has several advantages 
for the system engineer concerned with the problem of EMP pickup: 

• It is relatively simple and easy to use. 

• The method does not require excessive computation or the use of a 
high speed digital computer. 

• The user does not require extensive background in EM theory. 

• The method can be readily applied to a variety of complex antenna 
structures and arbitrary EMP waveforms. 

• The effects of loading can be considered simultaneously. 

• It also provides the EM nonexpert with a feeling for the most 
extreme problem parameters and/or the effects of varying these 
parameters. 

Howeverv the method also has disadvantages. These are: 

• The method can only estimate the peak current. Therefore, for 
mission-critical antennas, where the details of the transient 
characteristics (such as the time history of antenna load cur- 
rent) are desired, more ex»ct analytical methodb must be used. 

• The method is approximate in nature. No exact solution can be 
obtained. Accuracies to within 10? can be expected if a reason- 
ably good cylindrical approximation of the physical system can 
be developed. 

3.2.1.5 Technique for Analyzing Irregularly Shaped Structures 

Which Act Like Antennas 

A more involved mathematical model and analysis is ' equired for the more 
complicated structures of appendages to the ship—in which the geometrical con- 
figuration is such an irregular shape that neither the cylindrical antenna nor 
the reflector type of antenna can accurately describe their transient behavior 
when illuminated by EMP. In general, formulating a solution of Maxwell's 
equations to such a scattering problem results in integral equations for the 
current distribution. The current distributions of a perfectly conducting body, 
as illustrated in Figure 3.3, for example, are governed by the following two 

( 

/ 
well-known equations: 
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Fig. 3.3        THE   GEOMETRY   OF   ARBITRARY   SHAPED    ANTENNA- 

LIKE   COLLECTOR 
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( 
E (r) ■ Jvu / G(r,r') K(r') dS' (3.5) 

s' 

for the electric-field integral equation and 

( %K(F) = a~(r)x H.(7) + / a~(r)x{7G(r,r')x K(r')]ds' (3.6) 
V n     l    s",  n 

for the magnetic-field integral equation, where K(r) is the total surface current 
distribution on the scattering body illuminated by an incident piane wave, E.(r) 
and Hj(r) are respectively the incident electric and magnetic fields, and 1 

G(r,r') is the three dimensional Green's function given by 

G("7.) . i exp{-jg|F-7'|J (3>7) 

Both position vectors r and r1 refer to points of body revolution. Solutions of 
these pertinent integral equations are possible with '•'.he aid of high speed digital 

V computers. ^'^»5,o ^s an example, Figures ''J.U  and 3.5 give the current distribu- 
tions obtained by Mei and Bladel5 when an incident plane wave is impinging upon a 
rectangular cylinder. 

3.2.2 EMP Pickup of Typical Ship Antennas 

/ Examples of how the previously described modeling and analysis techniques are 
applied to determine the EMP pickup by the more common types of antennas used on 
Navy ships are presented in this section. Short dipole/monopole, cylindricel and 
several types of reflector antennas are included. The analysis techniques des- 
cribed in Section 3.2.1 are used where applicable. Other analyses, which yield 
more approximate EMP pickup estimates, are discussed for those cases in which 
rigorous analyses are impossible or highly impractical. 

3.2.2.1 ^hort Dipole/Monopole and Loop Antennas 

Antennas, and other cylindrical conducting structures, may be considered as 
short electric dipoles if their total length is smaller than ona-iixtYi  of the 
minimum EMP wavelength of significance. 

As an example, the physical length of an intentional half wave dipole oper- 
ated at 7 GHz is about 0.021*4 meters. The corresponding electrical length, 2h/A, 
over a representative EMF frequency range (i.e., from a few hertz to - 100 MHz) 
would be less than 0.0071, where h is the physical half length of the dipole and 
A is the minimum EMP wavelength of interest.  In view of this relatively small 
dimension, a short electric dipole model can be utilized.  In this case, the EMP 
pickup and response of the dipole can be characterized in terms of the equivalent 

V circuit representation shown in Figure 3.6 where, 

n  - 4- (3.8) 

( 

a    cZ 

3-11 

! 



NSWC/WOL/TR 75-193 

JE4 

a 3 
c 
Q 
_   2 

3 

> 

SQUARE 
Hinc 

B 
A|| 

C 

kis 
y-8 

y^K>]\ 

0.3-/ 
4>       ^" 

^0.3/-. 

A  2  4  6 .8   a 2 4  6 8       12     1.6     c .2 4  6 B 0 
Y/d X/d Y/d 

(0) 

1200 
1000 

800 
• 600 

& 400 
Ö 200 
£      0 

-«>00 

SQUARE H£    A| 
_c 

wjff—x x^LJ 

 Ptta* of mddant Field 

ha: 

/-I       ^^ 

1 
.2 .4 6 8  a .2 4 6  8       12     1.6 

Y/d X/d 

(b) 

2 4 6 6 
Y/d 
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(a) 

c 2 4 ■• 8 D 
Y/a 

(b) 

Fig. 3.5     MAGNITUDE  AND  PHASE OF SURFACE CURRENT 
DENSITY ON A SQUARE   CYLINDER  FOR E-POLARIZED 
PLANE WAVES 

3-13 

i 
*-._ . .i |ii«M   -m-A-^~- 



NSWC/WOL/TR 75-193 

2a 
eiCt) 

Small Dipole 

Co lL(t) 

He—* 

$ 

vL(t) 
-|V--hei(t)sind 

Equivalent  Circuit 

Fig. 3.6    EQUIVALENT   CIRCUIT OF A SMALL DIPOLE 
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where c is the speed of light, and Z is the average antenna characteristic 
impedance given by: 

Z  * 60(fi - 2) o 

with 

ö = 2 ln(^) (3.9) 

in which "a" is the radius of the entenna structure. It is to he noted that this 
short dipole modeling and analysis is valid under the condition: 

tr > U(J) (3.10) 

where t is the rise time of the incident EMP. This is consistent with the con- r 
straint or condition that the antenna dimension is smaller than one-sixth of the 
minimum EMP wavelength of interest. 

This equivalent circuit representation is also valid for computing the mono- 
pole response to EMP by adjusting the circuit parameters of Figure 3.6 as follows: 

C (monopole) = 2 - Z  = 2C (dipole) 
£L C  O £L 

and 

V(monopole) «-xe.(t) sin 0 - %V(dipole) 

The equivalent circuit of a small magnetic dipole (loop) is shown in fig- 
ure 3.7. This representation is valid for an incident magnetic field h, (t) under 
the following conditions: 

R 
t„ > M~) (3.11) 

where K is the radius of the loop. 

The inductance L is given by 
a 

6R 

L  = u  R ln[(—°) - 2) (3.12) a    o     a 

where M0 is the free spase permeability, and "a" is the radius of the conducting 
wire. The factor A in the equation for voltage source given in Figure 3.7 is the 
area of the loop. 

Analysis of the equivalent circuit for the electric and magnetic dipole will 
give the approximate current and voJtage waveforms at the terminals of the antenna. 
The procedures described are applicable to the extent that an order of magnitude 
approximation may be obtained from the last rise time and wide frequency spectrum 
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Fig. 3.7   EQUIVALENT CIRCUIT OF A SMALL LOOP 
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associated with an EMP.  To obtain more accurate results, more sophisticated 
methods and analyses (such as FTM, LPN or SEM) are required. 

3.2.2.2 Cylindrical Antennas 

If the dimensions of an antenna or other cylindrical conducting structure are 
large compared to the minimum wavelength in the EMP spectrum, the short dipole 
mnrlr.1 ic nn longer valid.  Ir.ctcad, the theory uf cylindrical antennas may De 
used. 

Expressions for the antenna impedance and effective length of cylindrical 
antennas are available in the literature.1  In general, they are functions of 
the antenna shape factor, ft, and the electrical half length, ßh, where ß = w/c, 
and h is the half length of the antenna. The effective antenna length and impe- 
dance over the entire EMP frequency range are determined for low and high fre- 
quencies by two veii-knevn thworicö.  Fur low frequencies, nn <_ 1, the expression 
given by King' is used.  Forghigh frequencies, ßh _> 1. Wu's theory of long anten- 
nas is used. Toulios et al.  have extended these theories to the case in which 
the EMP impinges upon the antenna at any angle of arrival. The effective length 
of the cylindrical antenna as a function of frequency is then obtained from a 
spatial Fourier transform of the antenna current distribution in the transmitting 
mode.  The impedance function may be calculated from either the theories pre- 
sented by King and Wu or from the expression given in the Antenna User's 
Manual.9 

A complete characterization of a receiving cylindrical antenna is then pos- 
sible in the form of a Thevenin equivalent circuit. Using the equivalent circuit 
of Figure 3-1, either the Fourier transform method or the lumped parameter net- 
work method may now be employed to determine the transient EMP response. The 
transient responses of selected examples are included here for the input trape- 
zoidal shaped pulse of Figure 3.8.  Further, a comparison of these transient 
responses, employing the Fourier transformation metnod ani lumped parameter net- 
work method, and using the SCEPTRE computer code, is also given for the purpose 
of demonstrating the implementation and accuracy of both methods. The examples 
are: 

Transient Response of a 100 Foot Dipole Antenna Using FTM and LPN Methods for 
a 50 Ohm Load 

In this example, a comparison is made in Figure 3.9 between the FTM method 
and LPN method for calculating the transient response of a 100 foot cylindrical 
antenna in free space. The antenna parameters are: 

h    = antenna half length ■ 50 feet 

ft    = shape factor = 20 

E,   = peak amplitude of the incident field ■ 10 volt/m 
l ,max 

$    = angle of incidence - U50 

Z = load impedance = 50 ohms 
h 

The equivalent lumped parameter network of the antenna is shown in Figure 3.10. 
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Transient Response of an 8 Foot Monopole Over a Perfectly Conducting Plane 

Using FTM and LPN Methods for a 50 Ohm Load 

In this example the antenna parameters are: 

h     =8 feet 

Ö 15 

E. i,max 10 volt/m 

<!> 1+5° 

\          " 5C ohms 

Note that the antenna impedance and effective length of a monopole over a per- 
fectly conducting plane is Just half those of a dipole in free space. Figure 
3.11 shows the results of the analysis using the LPN method when compared to 
those obtained from the FTM method. The equivalent LPN circuit is presented in 
Figure 3.12. 

Transient Response of an 8 Foot Monopole Over a Perfectly Conducting Plane 

Using LPN Method for an FET Load 

An 8 foot monopole over a perfectly conducting plane is loaded with a 
field-effect transistor (FET) amplifier. This example demonstrates the imple- 
mentation of SCEPTRE using a receiving monopole connected to a receiver front 
end. The model of the FET used and the response waveform are shown in Figures 
3.13, 3.11*, and 3.15. respectively. 

A file of computer programs and their LPN equivalent circuits are avail- 
able8»9 for the transient analysis of cylindrical antennas. These include the 
following antenna configurations: 

• Dipole antenna in free space 

« Monopole over lossless conducting plane 

• Horizontal dipole over lossy plane 

3.2.2.3 Reflector Antennas 

Depending on the geometric form of the structure, it is possible to classify 
some conducting or conductive structures aboard the ship, and appendages to the 
ship as reflector-type antennas. In addition to antennas such as the parabolic 
dish used for surveillance or tracking radars, other conductive surfaces of revo- 
lution of the ship's outer structure or surroundings (such as cylindrical, ellip- 
tical, paraboloidal, doubly curved, toroid and/or plane surfaces) could behave 
like reflector-type reviving antennas when illuminated by an external EMP. 

A reflector antenna is an energy collector as well as an energy transmitter. 
When an electromagnetic plane wave originating from a nuclear blast strikes a 
reflector-type antenna, surface currents are induced, and some of this energy is 
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collected by the reflector.  The remaining portion of the energy could either be 
reradiated into free space or transmitted, via guided paths, to nearby electronic 
equipments or other energy collectors, such as a dipole, monopole or cable.  The 
energy transmitted to such collectors may result in strong EMP pickup and inter- 
ference—causing equipment burn-out, circuit upset or other system malfunctions. 

f 
To obtain a meaningful solution to the EMP transient response of a reflec- 

tor-type antenna, one must determine the surface current distribution on the 
collector's surface,  it is possible in principle to solve the- three-dimensional 
boundary value problem of a reflector antenna exactly. This solution, however, 
usually involves great mathematical difficulties.  From an engineering point of 
view, there are at least two approaches one can use to estimate the current dis- 
tribution and thereby simplify the problem. 

(1) The first approach is to make an estimate of the current distribution 
along the collecting structure based on its size and shape relative to the wave- 
length spectrum of the EMP energy. One must first establish if the collector 
dimensions are "small" or "large" compared to the wavelength spectrum of the 

/      impinging EMP. For very large collecting apertures, that is, the aperture diam- 
\      eter "D" is very large compared to the wavelength (i.e., D/A >> l), experience has 

shown that the_ current distribution induced by a plane wave normal to the collector 
is given by 2a.    * H. where a is the outward unit vector normal to the reflector 
surface and H. is the incident magnetic field.  Under such conditions, the laws of 
physical optics can be applied whereby the collector/reflector surfaces can be 
treated as mirrors, focusing lenses, etc., to estimate the energy collected at 

/      specific points in space. 

For the condition where the collecting aperture dimension "D" is small com- 
pared to the wavelength (i.e., the low frequency small aperture situation) ether 
approaches such as the quasistatic approximation or Rayleigh solution may be used 
to determine the current distribution.  It should be pointed out that because the 
EMP energy is quite broadband, this technique may only be necessary at the low 

/      frequency end of the spectrum for a given collector size. As ore proceeds to the 
higher frequencies, the laws of Physical Optics may then be more appropriately 
applied. 

(2) An alternative approach is to identify the actual collector object with 
a convenient model configuration whose current distribution is known. For example, 
the current distribution induced on a finite cylindrical reflector could be ap- 
proximately obtained from that of an infinite cylindrical reflector antenna, if 
the incident plane wave is properly polarized. This presumption is Justified by 
the work of Kao,^ in which he shows that for H-polarization (magnetic field 
parallel to the axis of the cylinder), the induced transverse current distribution 
on a finite cylinder can be accurately approximated by considering an infinite 
cylinder, and the induced longitudinal current distribution is small and can be 
neglected. 

A complete and exact analysis of reflector antennas can be made by using 
techniques which employ the Singularity Expansion method (see Section 3.2.1.3) or 
by using numerical techniques such as the method of moments  to solve the pertin- 

! ent integral equations. However, these analyses will not be given here. Such an 
analysis would require extensive analytical or experimental work to obtain the 
current distribution, which, in turn, is used to obtain tne electrical parameters, 
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such as complex impedance and effective aperture, to characterize the receiving 
antenna. It,  many cases, the configurations of reflector antennas are complex, and 
the antenna impedance and effective aperture are not available in the literature. 
Therefore, analyses based on engineering approximations are usually employed to 
obtain an estimate of the collected EMP energy for a reflector antenna. Neverthe- 
less, this estimate can be used to determine the possible degradation of an elec- 
tronic system that may be either connected to or adjacent to the subject antenna. 

3.2.2.3.1 Estimation of Energy Collected by a Reflector Antenna 

An approximate energy analysis based on the concept of effective aperture is 
employed to obtain an estimate of the EMP energy collected by a reflector antenna. 
This energy could be transmitted to any other energy collector, such as a dipole, 
connected to the subject reflector. The effective aperture is related to the 
power gain, G, by 

A U) = — (3.13) 
e      Iti 

where X is the wavelength. 

Listed below are the effective apertures for three types of reflector an- 
tennas : 

Type Effective Aperture 

large aperture antenna lOOjt of physical area 

pyramidal horn 50$ of physical area 

parabolic reflector 50-60? of physical area 

It is to be noted that the values given in the above table for the effective 
apertures of collecting antennas have been derived using sinusoidally time-varying 
fields. However, for the approximate techniques to be presented here, they can 
be used for the pulsed or transient EMP fields. 

For an antenna placed in the field of a linearly polarized sinusoidal EM 
wave, the power available at the antenna terminals when the load is conjugately 
matched is given by 

W = PA (u) (3.11*) 
e 

where 

W    ■ available power (watts) 

o 
P   ■ power density of th.. incident wave (watts/m ) 

o 
A (w) ■ effective aperture (m ) 

For an EM pulse, the energy available at the antenna terminals is 
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( 

( 

! 

Jt ■ j;   / A {«) J(«) do) (3.15) 
■■.CÜ 

where 

J   = available energy (joules) 

o 
J((D) = energy density spectrum of the pulse (joules/m /Hz) 

All the available energy will be transferred to the load only when the load 
impedance presents a conjugate match to the antenna impedance over the frequency 
range where the excitation has significant components. Such a wide band match is 
physically unrealizable. To evaluate the system response, an approximation is 
obtained by assuming a system transfer function of the form: 

T(«J>)  =/A (u);  (wn-w.)«o< (wr+a' ) (3.16) 
le      01 01 

A M   ( )  ; (w +d) )<u 
L e     u       0 1 — 

where 
üj     = center radian frequency 

(con-(i)1 ) = lower radian cut-off frequency 

(oj+'jj,) = upper radian cut-off frequency 

and the parameter "n" determines the out-of-band attenuation. 

Under this assumption, the energy dissipated in the load is: 

Jt = ~ / T(u) J(w) du (3.17) 

The case of n » 1 (6dB/octavej is considered to be extreme and the bandwidth 
chosen is the tuning range of the system. If additional information Lx  available, 
a different value of n may be more appropriate. 

Assume an incident EMP field of the form: 

B1(t) = EQ[exp(-ot) - exp(-ßt)] (3.l8) 

where 

E  » electric field intensity (volts/m) 

a  * 2.0/tf(sec"
1) 
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ß  = 2.0/t (sec"1) 
r 

t^ - fall time (sec) of the EMP 

t  = rise time (sec) of the EMP. 
r 

The energy density spectrum is then 

1       1 
J(u) = k 

2A 2 2 2 (3.19) 

where 

= (E.    r 
i,max 

(B-a)' 
,2 2 

L 3 -a 

For a parabolic dish whic. has an effective aperture of 

A (ui) = 0.55* (^)2 

e 2 

the in-band energy [(u.-u ) £u< ((o.+w.)] dissipated in the load is given by 

Jt " °-55(2) l^tan [ a ] " tan  [ ä ] 

(3.20) 

i ,. -i/V^i»,  , -ir-o 
-(tan [—- 

(u.-w, ) % ] „ tan-[«S_l„JJJ (3.21) 

The expression obtained may not result in the greatest degree of energy col- 
lection for the actual system, since it assumes infinite rejection of the out-of- 
band energy. However, it does provide a realistic estimate of the collected in- 
band energy. This approach represents the best available approximation of the 
problem at the present time due to the lack of detailed information ebout the 
impedance, effective aperture and spurious responses of the system. 

3.2.2.3.2 Analysis of EMP Pickup Due to Indirect Coupling of Energy 

Reradiated from a Peflector Antenna 

A portion of the EMP energy collected by a reflector antenna may be reradiated 
to its own feed antenna system or to adjacent electronic equipments  This coup- 
ling mechanism and the resulting EMP energy pickup may be analyzed by considering 
an antenna system whose configuration consists of a reflector and a feed antenna 
or a nearby energy collector such as a dipole. A representative configuration of 
a reflector antenna system is thown in Figure 3.16. 

Summarised below are the major steps to achieve the desired objective of 
determining tne EMP response of reflector/feed or energy collector antenna sys- 
tems: 
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Fig. 3.16      REPRESENTATIVE    CONFIGURATION     OF    A 

REFLECTOR    ANTENNA   SYSTEM 
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• Calculate the surface current distribution on a reflector in the 
absence of the feed antenna or the adjacent energy collector due 
to the incident EMP. 

• Based on the current distribution, determine the field reradiated 
by the subject reflector at or near the feed antenna or other 
antenna collectors. 

• Assuming no interaction between the reflector and feed antenna 
or energy collector, obtain the effective length (or effective 
aperture) and input impedance as seen at the terminals of the 
feed antenna or other energy collector such as a dipole, cross- 
dipole, conical antenna, helical antenna, etc. 

• Establish a Thevenin equivalent circuit at the terminals of the 
feed or collector antenna. 

• Use the FTM er LPN method to invert the frequency domain solution 
to a time domain response due to a high altitude EMP waveform. 

The current distribution on the subject reflector may be obtained from either 
exact analysis or an approximate solution employing the methods described pre- 
viously, depending on the scope of work and degree of accuracy required. An 
approximate solution of the EM? response of a simple reflector configuration which 
consists of a three-dimensional parabolic reflector fed by a dipole or helical 
antenna has recently been obtained and is available in the literature. 2 Shown in 
Figure 3.l8, for example, is the time history of the load current for a receiving 
dipole feed antenna when an incident EMP with a waveform of Figure 3.17 impinges 
upon the parabolic/feed antenna system from the broadside direction. In Figure 
3.18, the_ dotted curve is the result obtained using the physical optics approxima- 
tion (2a x H ) for the current distribution on the parabolic dish. The solid 
curve represents the more exact solution obtained from integral equations with the 
aid of a digital computer. The parabolic dish considered here is 25 feet in diam- 
eter, and the feed antenna is a half wave dipole (at 7 GHz) connected to a 50 .Q 
load impedance. 

It should be noted that the response of reflector systems to transient pulses 
that are currently available in the literature are based on theoretical relations 
of the type discussed here. Experimental work is in progress to verify these 
results. 

3.2.3 EMP Hardening Techniques for Ship Antennas 

The fundamental antenna problem on a ship is to prevent the EMP energy that 
is collected by the antennas from damaging or upsetting electronic equipment. The 
calculations which are performed for antennas and antenna-like structures provide 
information on the peak currents and voltages and the energy which will be col- 
lected during an EMP event. This information is then used to determine the need 
for and level of protection required. 

Antennas are connected to receiver and/or transmitter equipment via wave- 
guides or cables. Those systems which are operating in a frequency range for which 
a waveguide is used in the feed system have minimal vulnerability to EMP, since 
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* 
very little EMP energy appears at these frequencies. The waveguide acts as a very 
effective filter for the lower frequencies which contain the majority of the EMP 
energy. 

Systems which use cable for the antenna feed require filters and/or amplitude 
limiters, which are discussed in Chapter k,  to keep the transmitted EMP energy 
below the damage threshold. The data obtained from the antenna calculations estab- 
lish the characteristics and ratings of the protective device which is used. 

One of the simplest measures for preventing the energy which is collected by 
an antenna from entering the ship is an operational technique. If redundant anten- 
nas are available, only one antenna should be used at any one time. The other 
antennas should be isolated by disconnecting them from the cable connection. An 
automated switching system, which senses when an antenna is not being used and 
responds automatically by terminating the antenna at its base, is a very effective 
way to protect against the effects of EMP. 

Antenna-like structures, such as gun turrets, aircraft, missiles, antenna 
masts, beacon masts, etc., which are in proximity to cables, must be well grounded 
so that the collected energy is shunted to the ship's hull. The cables must be run 
close to the structures to minimize the area in any ground loops which are formed. 

( 
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3.3 Cables 

Electromagnetic pulse phenomena will result in transient currents on cables 
which are exposed to the fields.  If the cables are not shielded, the currents 
will be induced directly on the cable center conductors and conducted to the in- 
terior of the ship, where the energy will be applied to the terminals of the 
equipment served by the cables.  For shielded cables, the induced sheath currents 
will couple some energy to the center or cable core conductor which is then con- 
ducted to the terminals of electronic equipment. For both shielded and unshielded 
cables, the current produced by exposure to the exterior electromagnetic fields 
will also radiate energy in the interior of the ship, resulting in energy transfer 
to electronic systems which are not associated with exposed cables. 

The understanding of cable coupling mechanisms will aid the system engineer in 
selecting cables and in designing cable layout geometry to minimize the coupled 
energy and to choose appropriate protective measures based on the characteristics 
of the coupled waveform. This section has been prepared primarily to present cable 
coupling considerations in such a format that desired results and data can be ob- 
tained with a miriümum of extraneous calculations. Simplified models are developed 

1 

from which the relative importance of many cable variables can be assessed for their 
effect on the characteristics of the coupled waveform. 

3.3.1 Mechanisms of Cable Pickup 

To gain insight into the fundamental characteristics of cable coupling, it is 
convenient to view the pickup mechanisms for cables in terms of two constituent 
parts, viz., sheath current and core current pickup. This is necessary due to the 
large variety of existing cable configurations and the complexities associated with 
the problem. 

3.3.1.1 Sheath (Outer) Current 

One way a coupling structure can collect energy from an impinging field is by 
electric induction.  In effect, charges on a conducting surface are separated by 
the tangential component of the impinging electric field which results in current 
flow. The overall result is that a voltage source distribution is induced on the 
wire conductor consisting of incremental (point) voltage generators. The contribu- 
tion of each point generator to the current at some point on the conductor is deter- 
mined by its transfer admittance, which is a function of the source and observation 
points. This concept is illustrated in Figure 3.19. 

A coupling structure can also collect energy from an impinging field by magnetic 
induction. The induced voltage is equal to the negative time rate of change of the 
enclosed magnetic flux. This concept is illustrated in Figure 3.20. 

3.3.1.2 Core (Internal) Current 

The mechanisms for producing core currents in cables, as shown in Figure 3.21, 
generally include electric field penetrations through apertures, as well as the 
sheath current effects, better known as the transfer impedance mechanism. Recently, 
other pickup modes such as the so-called "obscure" mode of pickup have also been 
observed. These merhanisma are briefly discussed in the following paragraphs. 
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3.3.1.2.1 Aperture Mode of Pickup 

If a cable shield has holes or apertures, these holes or apertures would pro- 
vide a means for the exterior fields to penetrate into the interior region of the 
cable where the internal core currents are induced.  It is known from electromag- 
netic diffraction that, for the large aperture or high-frequency limit, a reason- 
ably good description of the aperture effects is obtained by approximating the 
tangential electric field in the aperture plane by its unperturbed incident wave. 

The EMP spectrum, however, covers an extremely broad frequency band extending 
from very low frequencies to frequencies in the MHz range. Thus, a significant 
portion of the EMP energy appears in the very low frequency range where the above 
approximation is no longer valid. When the apertures have dimensions which are 
small compared to a wavelength, an entirely different mechanism is noticed. This 
was the small aperture theory suggested by Bethe-^ in which the fields in the 
neighborhood of the aperture are treated by static or quasi-static methods. To a 
first order approximation, a small aperture in a conducting wall is equivalent to 
an electric dipole normal to the aperture and having a strength proportional to the 
normal component of the external exciting EMP field, plus a magnetic dipole tangen- 
tial to and in the plane of the aperture and having a strength proportional to the 
exciting tangential magnetic field. The constants of proportionality are properties 
that depend upon the aperture shape and size. 

_   For a small circular aperture of radius r0 << A, the dipole electric moment, 
P, and magnetic moment, M, are related to the incident electromagnetic fields on 
the surface of the outer_snield in the absence of the aperture, bv_ 
P = -e0ae(a • E)a , and M = - a Ht.  In these expressions, an • E and Ht are re- 
spectively, the normal electric field and tangential magnetic field at the center 
of the aperture, A. is the EMP wavelength, and e0 is the free space dielectric con- 
stant. The electric polarizability, ae, is given by ae = -2/(3rJ), and the magnetic 
polarizability, o^, is given by o^ = lt/(3r|). 

The qualitative description of the electric \nd magnetic polarizing properties 
of an aperture is illustrated in Figures 3.22 and 3.23. Figure 3.22a shows the 
normal electric field of strength E at the conducting outside shield of a cable in 
the absence of an aperture. When an aperture is present on the conducting wall, 
the electric field lines are distorted, and fringe through the aperture in the manner 
depicted in Figure 3.22b. This field distribution is essentially that produced by 
an equivalent electric dipole as indicated in Figure 3.22c. The direction of the 
dipole is oriented normal to the aperture. Similarly, the tangential magnetic field 
lines shown in Figure 3.23a will fringe through the aperture. These fringing field 
lines as shown in Figure 3.23b are equivalent to those produced by a magnetic dipole 
located in the plane of the aperture in Figure 3.23c 

1 
When the aperture is replaced by equivalent electric and magnetic dipoles, the 

field penetration into the cable due to these dipoles is computed by assuming that 
the aperture is now closed by the cable wall (or a conducting wall). The equivalent 
dipoles correctly account for the fields, and, hence, the energies coupled through 
the aperture in the outer shield into the inner region of a subject cable.  It is 
also noted that the theory described here is an approximate one, valid only for 
small apertures. Specifically, rQ, the radius of the aperture, must be smaller thar, 
the shortest wavelength of the EMP spectrum. 
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3.3.1.2.2 Surface Transfer Impedance 

When a current flows on the sheath or outer conductor of a cable, a voltage 
drop per unit length (surface electric field) appears at the inner surface of the 
outer conductor. In most situations, this is the predominant pickup mechanism by 
which external electromagnetic energy is coupled into the inner conductor of a 
subject cable. The external excitations (sheath current) and the inside voltage 
are related by the transfer impedance,which is defined as the ratio of the voltage 
appearing on the inside surface of the cable on a per unit length basis to the 
current flowing on the outside sheath. Hence, the transfer impedance plays a 
very important role in evaluating the cable performance. 

A sheath current Is(x), flowing on the outer shield of the cable causes an 
incremental voltage drop, AV(x), to appear across an incremental length, Ax, on 
the inside surface of the outer sheath as illustrated in Figure 3>2k,    This volt- 
age is given by AV(x) = ZipIs(x)Ax, where ZT is the transfer impedance of the cable. 
The transfer impedanre is determined by the construction of the outer shield. 
Analytical expressions are available for sclid-shell cables. For braided cables, 
the complex geometry of the cable is quite difficult tc analyze in detail, and 
hence, the transfer impedance is most easily determined experimentally. 

• Solid Shell Cables 

For solid shield cables, it is useful to consider the problem qualitatively. 
In the very low frequency range, a current flowing on the outer shell of a solid 
shield cable will experience the dc resistance of the shell. There is very little 
attenuation due to skin effect. Therefore, at zero or low frequency, the voltage 
drop appearing on the inside wall of the shell will be the sheath current multi- 
plied by the dc resistance of the shield. The dc resistance is given by 

dc    2irb t 0 

for a thin-wall shield, where "0" is the conductivity of the outer shield, "t" is 
the thickness of the outer conductor and "b" is the inside radius of the outer con- 
ductor. As the frequency increases, less and less sheath current will penetrate 
the outer shell due '.o the skin effect absorption. Therefore, the transfer 
impedance of a solid cable is expected to become smaller. 

Schelkunoffl nas given an approximate expression for the transfer impedance 
of a solid shell coaxial cable, using the assumption that the thickness of the 
shell, t, is much smaller than its inner radius. Let "a" be the outer radius of 
the shell. Then if 

t = (a-b) « b (3.23) 

i3 satisfied, the approximate expression for  the transfer impedance is 

ZT ■ -~  <3.2k) 
2U&b  sinh yt 

where n is the intrinsic impedance of the shield and y  is the intrinsic propaga- 
tion constant of the shield. 
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The transfer impedance of a typical solid shell coaxial cable is shown in 
Figure 3.25. For copper shells, the transfer impedance depends only upon the 
shield thickness, inner diameter and the square root of frequency. 

• Braided Outer Shell 

Figure 3.25 also shows the transfer impedance for a typical coaxial cable 
with a braided outer conductor. At frequencies less than 1 MHz, the behavior 
tends to follow that of the solid outer conductor, and at zero frequency, the 
surface transfer impedance is given by the dc resistance of the wires that make 
up the braid per unit length. Above 2 or 3 MHz, the surface transfer impedance 
begins increasing with frequency. Kruegel,1^ who investigated braided coaxial 
liues in great depth, found that this high frequency behavior was strongly 
influenced by details of the braid construction, e.g., optical covering factor 
and braid angle. Both factors determined the size and shape of the holes in the 
braiu and, thust the magnitude of the magnetic fields which can fringe into the 
interior of the cable. Apparently, it is these fringing fields which determine 
the high frequency behavior of the cable. 

For braided cable, the surface transfer impedance, based on experimental 
resulte, is characterized by a resif.tan^e and a mutual inductance 

■ Rdc 
+ <1"M (3.25) 

where R^c *s the dc resistance of the braid per unit length, and M is the leakage 
mutual inductance of the braid. A typical value of R is 10~3 ohms/m and of M is 
10~10 hy/m. For multiple shields, Kruegel^ also found that his data confirm 
the expectation that the shielding effectiveness of multiple braided outer con- 
ductors is greater than that of an equivalent single braid. At high frequencies, 
the leakage mutual inductance is approximately given by: 

M ■ (3.26) 

where 

and 

where 

M1M2 
■     ; 

Ls   - 
-4L 
2TT 

v*a 
■ 

leakage mutual inductance of individual braids 

b. 
£n 

bl 
(3.27) 

radii of the two shields 

u    ■ magnetic permeability of the space between the shields. 

Several coaxial cable types were investigated experimentally at IIT Research 
Institute (IITRI)9 to determine their surface transfer impedances using a tri- 
axial tester. The results for two of the mor» common cable types are given below: 

Cable Type 

RG-8A/U 

TG-9A/U 

Resistance (ohms/m) 

I4.5 x IO-3 

3.2 x IO-3 

3-43 

Inductance (hy/m) 

8.75 x 1(T10 

1.91 x 10-n 
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( 
3.3.1.2.3 Obscure Mechanism 

The sheath current transfer impedance cable penetration mode has long been 
exclusively used to determine the vulnerability of important systems employing 
cable runs. The aperture mode of penetration discussed previously, in special 

{ situations, can be very important. Recently, other penetration modes have also 
been observed. Approximate analyses for several braided cable configurations 
indicate that the EMP pickup arising from the more obscure penetration modes can 
be somewhat comparable to the voltage generated by sheath current and obtained 
from the transfer impedance concept. A qualitative description of the more obscure 
modes of penetration is given below. 

In the case of an electrically short coaxial cable having a braid with a num- 
ber of apertures which _s exposed to an axial electric field, the symmetric pro- 
perties of the aperture distribution become important. An axial electric field 
cannot induce any voltage onto the interior region of the cable, if the aperture 
distribution and all other aspects of symmetry are uniform. However, this may not 
be true when some asymmetry of the aperture distribution is assumed in a cable run, 

, as shown in Figure 3.26. In this case, more lines of displacement current termin- 
\      ate on the left inner conductor than on the right portion of the inner conductor. 

The portion of displacement current which penetrates the opening of the left aper- 
ture must flow through the load resistor and shunt capacitance of the cable. Thus, 
the symmetry of the aperture distribution, aperture size and shape, can play a 
major role in suppressing the axial electric field pickup associated with the 
electric field penetration mode. 

( 

( 

The symmetry of the current distribution or conductivity distribution associ- 
ated w .i  the outer braid of a coaxial cable is also important. As is illustrated 
in Figure 3.27, if the current distributions on the outer conductor are completely 
uniform, and if both conductors are exactly concentric, -his coaxial cable will not 
produce an exterior magnetic fic-id.  Conversely, such a symmetrical coaxial cable 
will not recpond to a transverse magnetic field of an external EMP. On the other 
hand, if there is some mechanism (such as an imperfectly manufactured coaxial 
cable) which disturbs either the positional symmetry or the symmetry of the current 
flow, the cable will responu to the external magnetic field of an EMP. These 
departures in symmetry are considered in terms of displacing the inr.or conductor 
away from exact center. 

For small separations, the response of the cable to an external magnetic field 
can be considered in Ierms of an open wire pair having a separation equal to the 
eccentricity, A, of the center conductor.  If the separation is large, some correc- 
tions may be desirable to account for the redistribution of the outer sheath current. 
This is because of tne proximity of the inner conductor to the outer conductor. 
However, such correction factors are usually small and meaningless in view of the 
other parameter variables normally encountered. 

To determine the pickup due to the transverse magnetic field, one car. first 
consider the reduction of the transverse external magnetic field due to the cable 
shielding and then calculate the penetration effect by using the eccentric dis- 
placement and thf:  reduced value of the interior field. The reduction of the trans- 
vex-se magnetic field depends largely on the snieiding effectiveness of the outer 
braid.  Very few measurements have been conducted on the shielding effectiveness 
across the EMP frequency spectrun.  For example, the shielding  '* ^ctiveness of an 
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aluminum braided wire which might cover a multiconductor cable apparently does not 
exceed approximately 10 dB throughout the HF band. On the other hand, a copper 
braid exhibiting good optical coverage exhibited increasing amounts of shielding 
effectiveness at the rate of approximately 6 dB per octave from approximately 
10 kHz to a maximum of about ^0 dB in the middle of the HF band. Solid shields 
are obviously more effective, since the eddy current flow which contributes largely 
to the shielding effectiveness is not impaired by corrosion between conductors. 
In addition, skin effect absorption can also be realized for the thicker wall outer 
conductors. Thus, reduction of B for solid shields might range from 60 to 120 dB. 

To assess the impact of this eccentricity displacement, a time rate of change 
of the exterior magnetic field intensity on the order of 10-^ amperes per meter- 
second is of interest from an EMP standpoint. This uime rate of change of the 
exterior field will be reduced by the shielding effectiveness of the outer conduc- 
tor, either braided or solid. 

These factors are assessed and the results a^e presented in the Table 3.1, 
which shows the approximate voltage pickup fo: a one meter section of coaxial cable 
having an eccentricity displacement of 0.2 or 2.0 centimeters for a transverse H 
of approximately 10-^ amperes per meter-second. Typical reductions of this exter- 
ior B are also indicated by the ranges on the left. 

(   ) 

Table 3.1  APPROXIMATE VOLTAGE PICKUP 

Shield 
Response 
Range 

Braid 
Shields 

10
10 AmP- 

rn-s 

f 

10 

10 
Solid 
Shields/ 10 i 

A = 0.2 cm 

2 x icT V/m 

-1 
2 x 10 

2 x 10 
-3 

2 x 10 

2 x 10 
-7 

A = 2 cm 

2 x 10* V/m 

2 x 10° 

2 x 10 
-2 

10 

10 -6 

An eccentricity of approximately 0.2 cm probably represents an upper bound for 
most of the smaller or intermediate size coaxial cables. As seen in the table, 
where the outer braid provides only nominal shielding, something on the order of 
10 volts per meter length of the cable can be expected with lesser values of pickup 
as the shielding effectiveness of the outer conductor is increased. 

This is by no means an insignificant value when compared to the voltage devel- 
oped by the sheath current and transfer impedance mechanisms. A typical cable run 
quite frequently responds with a sheath current on the order of 1000 amperes. 
Values of transfer impedance in the HF band where the EMP has its maximum spectral 
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components is in the order of 1 milliohm to 10 milliohms per meter. For these 
values of transfer impedance, an interior voltage on the order of 1-10 volts per 
meter is developed via the sheath current transfer impedance mechanisms. The 
interior voltages associated with the transfer impedance are quite comparable to 
those developed by the eccentricity pickup mechanism for the transverse magnetic 
fields. 

3.3.2 Analysis of EMP Pickup by Ship's Cabling 

The common mode (bulk) current induced in cables by EMP near the conducting 
surfaces of the ship*s outer structure is analyzed in this section a^ a transmis- 
sion line problem. Formulas and specific data for external horizontal and ver- 
tical cables are presented in two different ways. In Appendix E, precise computer- 
solutions of EMP pickup by ship's cabling is given in terms of such parameters as 
cable length, orientation, terminating impedance and distance (or height) from the 
ship's conducting surfaces. In the sections that follow, useful formulas that do 
not require detailed numerical computations are presented for estimating induced 
currents, voltages, and energies on cables. 

3.3.2.1 Simplified Models for Ship's Cabling 

Cabling throughout an all metal ship is almost always routed in close proximity 
to electrically conductive metal surfaces. Thus, in a majority of EMP coupling 
problems, the cable can be represented by a transmission line model. In this repre- 
sentation, the cable is considered as one conductor of the transmission line, 

while the nearby metallic surface is the return path for the current voltage 
induced by the impinging EMP. 

Shown in Figure 3.28 is the simplified model that will be U3ed to analyze the 
EMP pickup by ship's cabling. This model represents a large number of cables and 
cable-like structures which are typical of Navy ships. Cables, water pipes, venti- 
lation ducts and cable conduits which are routed externally on or above a metallic 
surface such as the deck or the superstructure can be treated as a transmission 

line. 

In addition to being representative, this simplified model can be extended to 
analyze the responses of more complex cable structures by using the general pro- 
cedure outlined below: 

1) Divide the total EMP field into its vector coaponents. 

2) Perform the following steps for each field component: 

a) Divide the cable configuration into linear sections; 

b) Determine the EMP pickup for each section; 

c) Superimpose the responses due to individual sections. 

3) Superimpose the responses due to the individual field components. 

( 
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For example, the response of a cable loop shown in Figure 3.29 can be 
obtained by using the cable model of Figure 3.28, if the incident field which 
impinges upon the cable is replaced by the sum of the actual EMP field and the 
reflected field from the conductive plane at a height, d, midway between the 
two-wire cable. Figure 3.30 shows an example of a more complex cable configura- 
tion in which the entire cable is divided into separate sections. 

In cases where cables are not routed in a straight line, the average 
height and average spacing can be used as an engineering approximation. Figure 
3.31 illustrates a zigzag cable loop and a horizontal cable with an almost 
random height above the deck of the ship. 

The transmission line repres Nation of cable coupling is an important 
engineering model because: (l) it permits a one-dimensional analysis of the 
cable pickup mechanism (as contrasted to the two or three-dimensional analysis 
by classical EM theory); and, (2) it provides solutions that are accurate enough 
for the majority of engineering applications throughout most of the EMP spectrum 
and for the greatest number of practical cable configurations found on ships. 

( 
V 

It must be noted, however, that when cables are routed vertically aboard 
a non-metal ship, the transmission line model discussed here is no longer suit- 
able for analyzing the EMP pickup. Instead, the antenna mode of EMP coupling, 
discussed previously in the antenna sections, may be used to determine the EMP 
pickup, because a vertical cable with no nearby metallic surface or structure, 
from electromagnetic viewpoint, would behave as an antenna. 

3.3.2.2 Estimation of Sheath Current for Ship's Cabling 

Detailed and numerical results characterizing the sheath current induced 
on ships' cables by EMP are presented in Appendix B, Section B.l. These results 
were obtained with the aid of a digital computer and are based on accurate theo- 
retical models of t'.ie cable coupling problem. This approach pro.ides excellent 
details of the induced cable transients, and reveals such characteristics as 
peak current, resonant frequencies, decay time, etc* However, because of the 
need for a digital computer, and the fact that the parameter values necessary 
to model the cable coupling problem fL*e not readily available for the myriad of 
cable configurations found aboard ship, Jt Is of value to consider approximation 
techniques for this cable pickup problem. In this section, certain engineering 
approximetions are considered which simplify the problem somewhat and which 
require minimal computetic tl effort. ?o a great extent, these approximations 
are obtained by neglecting losses in th5? cable. 

Matched Cable 

( 

For ships' cabling, the loads Zx «id Z2 (see Figure 3.28) could have some 
impedances due to imperfect grounding or imperfect connections.  In the case 
that "i and Zp are matched to the characteristic impedance associated with the 
conductive plane-cable line, ZQ» it can be shown that the time history of sheath 
currents may be expressed by the simple relations given by Equations (3.28) 
and (3.29), given below. 
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I  (x-O.t)    =    - (#-)    lE.(t) - E.{t - Ü+sinÜi}l 
s Lr " (3.28) 

0 

at x = 0, and 

' Is(x=£,t) - (f)  'E.(^) -Ei(t-SiSll)! (3.29) 

at x = i,  where Ei(t) is the incident EMP electric field, <J> is its incident 
angle, and "h" is the height of the cable above the deck. 

These two simple expressions provide approximate values for the major 
characteristics of the desired current response. It can be seen that the maxi- 
mum peak value of the sheath currents is given by jls max| = h Eijmax/Zo. In th'? 
case of an RG-8A/U coaxial cable, the characteristic impedance ZQ is approximately 
203 ohms for h = 15.2k  cm. The peak sheath current induced would be about 39 amps 
for Ei.max = 50 kV/m, which compared well with the saturation value in Figure 
B.kt  Appendix B. 

( 
It is also apparent, from Equations (3.28) and (3.29), that the pulse dura- 

tion is (l+sin4») £/c for the current at x = 0, and is (l-sin<J>) i/c  for the 
current at the other end of the cable, i.e., at x = I.    This pulse duration, as 
indicated, increases for the current at x = 0, as the incident angle <f> increases. 
This result also agrees with that obtained in Figure B.5, Appendix B. For the 
grazing angle of incidence, <j> = TT/2t it is interesting to note that the current at 
x = I  (and hence the voltage across Z2) becomes identically zero. In this case, 
the current at x = 0 has a peak magnitude Ej|max h/Zg with a pulse duration of 
2l/c. 

Since the voltages across the loads Zj  and Z2 are respectively related to 
the currents by V(x=0,t) = -Z0 l(x=0,t), and V(x=£,t) * Z0 l(x=£,t) it can be seen 
that the response due to a rectangular pulse is as shown in Figure 3.32. Plotted 
in Figure 3.33 is the corresponding normalized energy, W/Wn, versus angle of 
arrival for the rectangular pulse, where Wn = 2h^£|E^|2/ZQC. Note that for 
incident waveforms other than a rectangular pulse, an approximation of the inci- 
dent waveform to a rectangular shape may be made. 

I (x-x.t) = if-) 
H Z0 

2E.(t) - E.(t - -) - E.{t - Lk&) 
1     i    c    1     c 

(3.10) 

Although this expression is not as simple as Equations (3.28) or (3.<-9)t a system 
engineer who needs qualitative data can easily perform the calculation on a cal- 
culator. 

b) Short Circuited Cable 

In many cases, cable runs between shielding compartments and superstructures 
should be grounded for protection purposes. This is a shield shorted-eircuit con- 
dition. For the cane of lossless horizontal cable illuminated by an EMP from the 
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broadside direction, the short circuited sheath current can be expressed 
approximately by the following simple form: 

E.(t) 
I (x-x,t) = (-2h) —  (3.31) 

0 

Note that Equation (3.3l) applies not only to the load currents, but the 
current at any point along the cable as well. This expression indicates that 
the sheath current has the same waveform as the incident EMP, but the magnitude 
of the current is modified by a factor of (-2h/Zo). Thus, a peak current twice 
as large as for mfl.tch.3d cables can be expected. 

To compare the results of the approximate analysis, which neglects losses, 
to the results of the exact analysis, a plot of the short circuit current 
obtained from computer calculations is presented is Figure 3.3^. Under the same 
conditions, the normalized peak current is found to be about 1.5 mA from Equation 
(3.31) (dotted curve) as compared to 1.21 mA from Figure 3.3k. It is also 
clearly seen that, except for the l80° phase shift, the response waveform is 
exactly the same as that of the incident EMP waveform* 

3.3.2.3 Core Current Resulting from Surface Transfer Impedance 

Surface transfer impedance phenomena result in a distributed voltage on the 
inner surface of the cable sheath which produces a current on the cable core 
conductor by transmission line coupling. Due to the distributed nature of the 
induced voltage and the phase variation of the EMP transient along the cable 
length, the calculation of the core current waveform involves the numerical 
solution of differential and integral equations. A simpler procedure can be used 
to obtain an estimated value for the peak core current by considering the situation 
in which all incremental voltage generators are in phase. 

Under this condition, it is assumed that the phase distribution of the 
sheath current is such that the voltage produced by the surface transfer impedance 
is additive, thus allowing the voltage to b<? treated as a lumped source. Under 
transient conditions, the initial traveling wave of core current will be given by: 

where 

c 

- w 
Z 
c 

I  = sheath current 
s 

Z  = surface transfer impedance 

I      = length of exposed cable 

Z  = characteristic impedance of cablr 

(3.32) 

Although this relation is not valid for obtaining a time history of the 
core current, it is useful for obtaining the approximate peak ece current, which 
is important when considering the type of protection scheme required for the cable. 
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3.3•2.h    Estimation of Cable Pickup in Terms of Energy 

Because of the fact that damage thresholds for a large nuir.ber of EMP sensi- 
tive electronic components are given in terms of energy levals, it is of interest 
to the EMP hardening engineer to determine EMP pickup by cables in terms of energy. 
This section is devoted to characterizing EMP pickup in terms of energy—specifi- 
cally, energy coupled by the conducting element of a cable. 

The joule energy delivered to the load may be computed approximately from the 
time waveform of either the load current or the voltage across the load, as follows: 

T T V"2(t) 
J » h / I?(t)Z.dt = /  ~ dt (3.33) 

6 0 L   L      0  RL 

where P.e denotes the real part, RL = Re(Z]\) and Z-^  is the load impedance connected 
to the cable. The load impedance may be an impedance other ^han a pure resistance. 
It would include the input impedance of the equipment which is connected to the 
cable. Note that the load voltages across the loads Z±  and Zp (or H\  and Z~p) are 
related to the load currents by V(x-0,t) = -Z^ l(x=0,t) and V(x=£,t) = Z2 I(x=£,t). 
The time, T, of Equation (3.33), in principle, is defined as the time when the wave- 
form decays to zero. As an approximation, however, T could be truncated at the 
time when the response contributes negligible energy to the cable, compared to that 
in the period of early rise time. In addition, one could also approximate the time 
history of the load current (or load voltage) by a much simpler waveshape. 

Consider a horizontal cable 50 meters long situated at a height of 15-21+ cm 
above the deck plane of a Navy ship. (The cable is exposed directly to an electro- 
magnetic field with a field intensity of 50 kV/m.) The outer conductor (the shield) 
is assumed to be shorted at both ends of the cable. If the load impedances, Y\  and 
^2, between the core conductor and the inner shield are both matched, the time his- 
tory of the load current has a waveform as shown in Figure 3.35, which could be 
approximated by a simpler waveform of rectangular shape as indicated by the dotted 
line in the figure. The joule energy delivered to the load, from Equation (3.33) 
and Figure 3.35 becomes 

J "= If Z0t1 + l|Z0t2 

= 61.92 x lO-6 Joules (3.7A) 

where Z^ = Z2 = ZQ and ZQ = 50 ohms. The delivered energy expressed in decibels 
is about -1*2,1 dB. 

The simplest and perhaps the most primitive way to identify the cable problem 
area and to determine the potential failure that may be caused by the probier1 J* to 
compare this collected energy by the load with the minimum damage threshold energy 
of the most sensitive components which may be connected to the cable as a load. 

This approximate method is not meant to replace the more exact solution to 
obtain the delivered energy by performing the integration of instantaneous power 
with respect to time numerically, but it is intended to provide an easily 
obtainable estimate of delivered energy. 

3-60 
(   ) 



( 

NSWC/WOL/TR 75-193 

«A 
C 

I 

( 

( 

( 

O 

I- z 
tu 
Q: 
QC 

hi 

o u 

z 
UJ 
</> z 
< 
Q: 

o 
I- 

z o 

5 

UJ 
-J 
m 
< 

or    5 

<     I 

I 

\ 

o 
H 

m 

u. 
3-61 

T 



NSWC/WOL/TR 75-193 

o 
3.3.3 EMP Hardening Techniques for Ships' Cabling 

3.3.3.1 Cable Shielding 

An effective way to reduce the EMP energy pickup on cables is by 
shielding. This can be accomplished in a number cf ways depending on the 
type of cable, its application, and the requirements and constraints imposed 
by the ship's construction and equipment layout. In general, the concept of 
cable shielding means the use of a metallic structure that completely surrounds 
the cable core of inner conductors. For some cables, this can be achieved by 
confining them to the interior portions of the ship, thereby taking advantage 
of the inherent shielding characteristics of the all-metal ship. This approach, 
however, has certain limitations. The all-metal ship is not an ideal shield 
because of the large number of apertures, cable and pipe penetrations that 
permeate its entire interior structure. Hence, to use the ship's structure 
as a shield for interior cabling, care must be taken to EMP-harden or control 
these interior apertures and/or penetrations. 

More localized techniques for cable shielding include the use of conduit, 
ducting or cables which are manufactured with solid or braid-type shield. )    j 
Ducting or conduit, when installed by threaded or welded joints, can provide 
excellent nable shielding. To insure good electrical conductivity across 
these joints, ell threaded connections should be subject to a torquing speci- 
fication. In welci ,-;g, a continuous weld around the entire periphery of the 
oint should be made. A typical layout of a conduit/ducting system for ships' 
cabling is fhown in Figure 3.36. 
o 

() J 

I 

Voltages and currents induced on conductors within conduit have complex 
waveforms. Basically, the voltages and currents depend upon the following 
factors: 

* Surface Current 

The currents flowing along the conduit which are produced by the external 
field environment generate a voltage drop due to the resistance of the conduit. 
This voltage can be coupled into conductors within the conduit. Rusted and 
corroded threads will introduce series impedance along the conduit's length, 
resulting in larger voltages. Therefore, cleanliness and careful assembly 
are very important in an EMP protection program. 

• Dimension and Material 

The diameter and walj. thickness of the conduit are factors in energy 
penetrations. In general, there is less coupling into contained conductors 
within large diameter conduits than into small ones. Induced voltages on 
conductors within thp conduit vary inversely to the square of the conduit 
wall thickness. 

The voltages induced on conductors in conduits are also directly propor- 
tional to conduit length. Figure 3.37 shows that the induced voltage increases 
as the length of conduit runs increases, and dictates that a careful design 
to minimize the length of conduit runs is necessary. 
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FIGURE 3.37 Conductor voltage vs conduit psak current for varying 
lengths of standard rigid steel conduit 2 inch trade 
size or larger with welded Joints or threaded couplings 
(Reference 16). 
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Also important is the type of conduit material used. Higher magnitudes 
of induced voltages tend to appear on low permeability conduits, such as those 
made of aluminum, than on those of high permeability, like steel. Properly 
installed, galvanized continuous steel conduits with thick walls (typically 
l/k  to 3/8 in.) are very effective. 

• Number of Couplings 

The induced voltage within a conduit is directly proportional to the 
number of couplings in a conduit run. Assuming that all the Joints are con- 
structed to a high standard of workmanship, Figure 3.38 shows the induced 
voltage inside the conduit versus the external magnetic field. Note that 
poorly made or loose joints could increase these induced voltages enormously. 
This suggests that electrically-conducting sealants on threaded couplings :>r 
continuous welds at threaded couplings are desirable. 

• Bending 

The number and kind of bends may influence both the magnitude and wave- 
shape of induced voltages on the inside conductors. As illustrated in Figure 
3.39, these induced voltages are directly propcrtional to the number of bends. 

Higher conductor voltages may be induced in severe, short-radius bends 
than in gradual ones. This is partially the basis for generally avoiding 
the use of conduJsts in conduit assembly. Another reason is that the condulet 
covers may be accidentally removed or omitted, resulting in extremely high 
flux leakage into the conduit with consequent increases of voltages on the 
inside conductors. 

• Conductors Within the Conduit 

Voltages induced on parallel-pair cables are generally higher than on 
^ twisted-pair cables because of the greater area presented to the EMP, leakage 

flux. Cables constructed with wound or braided shields within a conduit are 
effective in reducing the induced voltages, provided such shields are properly 
grounded. The actual position of conductors within the conduit also affects 
the induced voltage pickup. However, from a design standpoint, this is hard 
to control. 

A conduit system must give dependable and effective shielding against EMP 
penetration for the internal conductors of the cable, and it must be bonded 
to the hull/deck/bulkhead of the ship at entry in such a way as to guarantee 
that none of the shield current can enter the ship. The conduit should collect 
all the incident EMP energy and, through carefully controlled grounding practices, 
disperse this energy on the outer skin of the ship where it will do no harm. 
Wherever a conduit passes from an external to an internal space it must be 
circumferentially welded to the hull/deck/bulkhead at the point of entry on 
the external side. This also applies when a conduit must pass from the outside 
to an enclosed area in the superstructure. 

It should be pointed out here that to insure water tightness of the ship, 
cables that pa3s from the external environment to the internal ducting can 
»till be routed through stuffing tubes that terminate internal to the duct. 
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FIGURE 3.38    Conductor voltage vs H-Field intensity for varying 
number of couplings in standard rigid steel conduit, 
2 inch trade size or larger (Reference 16). 
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FIGURE 3.39 Induced conductor voltage vs conduit peak current for 
varying number of bends in standard rigid steel conduit, 
T.  inch trade size or larger (Reference lo). 
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It is only necessary to ground all cable sheaths to the outer surface of duct 
or bulkhead before entering the duct. 

Recognizing that all external cables, including those cables that are 
routed through compartments with windows or portholes and throughout the 
hangar area, should be in ducts, it is important to note that branch cables 
from these ducts to permanent equipment in these areas should also be enclosed 
in ducts or conduit. The branch conduit is to be welded to the main conduit 
at the point of entry. Connectior to the equipment may be accomplished with 
threaded connectors to provide for easy removal. 

In either case, the cable shield/conduit must have good electrical con- 
tact with the outer shell of the connector and this shell must provide good 
electrical contact with the outer skin of the duct. 

The cable conduit will prevent the cables from behaving like antennas. j 
If protective devices, such as spark gaps, are not installed at the antenna, 
the energy picked up will be carried into the duct system. It is imperative 
that this energy be dissipated before the conduit enters an internal space. 
To accomplish this, it will be necessary to provide cable veults. Every cable 
which comes down the mast in a conduit containing a cable from an unprotected 
antenna must be filtered and/or surge arrested within the vault to prevent 
energy •from entering the ship. 

\     )      I 

To aid in running cables and to provide a convenient structure on which 
to locate entry/exit connectors or branch conduits, metal access boxes may 
be placed, as needed, along the conduit. To prevent degradation of the duct 
system, the box should also be constructed of 1/k  inch steel with rounded 
corners and the conduit should be circumferentially welded to the box. The 
access cover should be RFI gasketed and bolted shut. The  mating surfaces 
must not be painted and, ideally, the access cover should never be removed 
at sea. Lastly, the box should be welded to the supporting structure. 

3.3.3.2 Cable Routing 

Proper considerations of cable routing in a ship could significantly 
reduce the EMP pickup on system cables. One of the important considerations 
of cable routing to protect against EMP pickup is the total length of the 
cable. The less total cable length used in a ship, the lest EMP energy coupling. 
Another important. n.3pect of EMP cable routing is to avoid ground loops. While 
it is desirable to avoid ground-loops, this can only enhance protection if the 
cables under consideration are within a shielding enclosure. If the cables 
are not within a shielded enclosure, these cables will collect substantial 
current, no matter how they are geometrically arranged. It can be shown that, 
in certain situations, a straight cable run can collect more current than a 
loop of r:c<aparable dimensions. In general, however, it is best to lay out 
the cable systems in a radial ^r tree fashion. Figure 3.1*0 illustrates these 
wiring systems. The purpose o^ such wiring configurations is to avoid forming 
ground loops which would provide additional pickup. 

Cable runs in a ship usually take the shortest or most convenient route; 
consequently, a cable might pass through a mission critical area (though it 
serves no function in that area). As a result, higher fields are produced in 
such areas due to the additional coupling. Therefore, it is suggested that 
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Fig. 3.40   RADIAL (a) AND "TREE" (b) WIRING SYSTEMS 
USED  TO   REDUCE  EMP  SUSCEPTIBILITY 
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all cables which are not terminated or serve no purpose in these shielding 
areas should be routed around the shielded areas. In addition, cable bundles 
should be grouped or zoned in terms of their specific power and signal trans- 
mission functions. Power cables, control cables and RF communication cables, 
for example, should be grouped in separate bundles or conduits. The distance 
spacings between them should be adequate to keep their interaction or coupling 
to a minimum. 

3-3.3.3 Penetration Treatment 

EMP energy may penetrate from exterior to interior regions of a ship via 
the induced sheath currents on cables.  If the outer sheath is not properly 
bonded to the bulkhead, the sheath current will not be entirely dissipated on 
the skin of the ship. As a result, currents will penetrate into the interior 
region of the shielding compartment. This current will reradiate EMP energy 
which, in turn, could be coupled to other cables or sensitive electronic 
equipment within the compartment. Therefore, the effects of cable penetration 
could, in principle, couple EMP energy into all portions of a Navy ship. 

Two techniques tc avoid such EMP energy penetration are to use only a 
single point entry and to bond the cable shielding at the point of penetration. 

• Single Point Entry 

Preferably, all cables that terminate within a shielded space should 
enter/exit via a cable vault of "EMP Entry/Exit" room, with a single point 
entry. Shown in Figure 3. >1 is a sketch of a typical shielding shelter 
showing a hypothetical single point entry. In this "EMP Entry/Exit" room, 
all the protective devices and/or techniques (such as grounding, isolation, 
limiters, filters, etc.) necessary to reduce EMP penetrations into the hardened 
area via these cables, ducts, etc., would be housed. The bulkhead defining the 
outer wall, where the cables and pipes will enter, should be lA inch or thicker 
steel. Conduits or steel pipes penetrating this bulkhead should be welded 
circumferentially on the outer surface. Any cables not in conduit should have 
the insulation stripped off at the entry point, and the shield is X~>  be shorted 
to the bulkhead. 

• Bonding of Cable Shielding at Point of Penetration 

All cables which B»ust penetrate the compartment shield must be properly 
terminated and protect*! »t the points of entry. If single point entry proves 
impractical, more than one entry/exit vault may be considered. This might not 
significantly decrease the protection integrity due to the thickness of steal 
normally used for the interior bulkhead. Unshielded cables should be shielded 
and/or be in ducts before penetration. The bulkhead should have sufficient 
area so no penetration of cables will occur within about 5 feet of the nearest 
edge. The entrance should be continuously welded around its perimeter to the 
shielding compartme it. For an illustration of these EMP penetration protection 
techniques, the reader is referred to Figure 5.3 in Chapter 5 of this book. 

Reduction in coupling due to penetrations can also be accomplished by 
grounding the shield of cables directly to the bulkhead at the point of entry. 

All incoming cables such as power cables and data lines should be routed 
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Weld Or Braze  Cable Shields At   Both   Bulkheads 
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Shall  Go   Around   It 
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Fig.  3.41 ILLUSTRATION    OF    SINGLE   POINT   ENTRY 
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in such a way that, at the penetration point, protective devices can be mounted 
on the bulkhead. Protection may be in the form of either filters or surge 
arrestors. (Details of protection devices are discussed in Chapter k.) 

3*3.3*1* Supplemental Protection Practices for Transmission Systems 

For the EMP hardening of a Navy ship, the problems associated with energy 
pickup on cables is of major concern. Previous sections have discussed the 
reduction of EMP energy transmission on cables to interior regions utilizing 
proper grounding of cable shields and protection devices. This section will 
deal with the reduction of energy pickup on information transmission channels. 

• Carrier System 

It is known that an EMP pulse is quite broadband, containing a large 
amount of energy in the low frequency region of the spectrum. The use of a 
carrier system at a frequency well above the frequency range of the EMP apec- 
trum for the internal transmission of information would result in a rejection 
of the induced EMP energy. In addition, carrier systems also have the advan- 
tages of permitting floating, balanced conductors, narrow band-pass filtering 
and transformer isolation. 

• Kon-Conducting Transmission Links 

One of the most effective ways to reduce the collected EMP energy is to 
use a transmission system which does not respond to the EMP pulse. One such /  \ 
system is a dish antenna vith a waveguide used for the transmission link. / 
Other types of transmission links which would be quite suitable for intership 
data transmission are microwave links, laser transmission links, dielectric 
waveguide and fiber optics. 

The microwave and laser systems require line-of-sight transmission and 
could be used bet .een deck and superstructure. The dielectric waveguide and 
fiber optic systems would be used for inter- and intra-compartmental data 
transmission. Ml of these transmission links would require some additional 
electronic equipment for transmission and reception of the signals. However, 
the cost of the additional equipment may be less than the cost required to 
achieve required protection levels using conventional transmission links. 

• Damping Schemes 

EMP propagation along the direction of a cable could induce a traveling 
wave type of voltage buildup. One way to circum/ent this difficulty is to 
ground the sheath. Another way to alter and suppress the transmission of fields 
along a cable is to change the transmission impedance. It is known that any 
change in the transmission impedance will produce reflections and reduce trans- 
mitted energy. Thus, the insertion of perpendicular conducting baffles can 
suppress pulse interferences in a cable system. 

Similarly, anything which can be done to enhance the fields in a lossy 
material will increase pulse attenuation effects. This may be accomplished by 
introducing a fer^ite ring around a cable. By locating the lossy ferrite at 
the base of a baffle, an ultimate degree of feasible attenuation can be achieved. 
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* Twisting and Shielding 

One of the favored approaches for hardening cable is the use of twisted 
wire cable to minimize the "E-dot" pickup. This twisted wire cable must also 
be shielded to minimize the E pickup effects. The inside voltages induced by- 
sheath currents are minimized by the use of balanced terminations which, in 
effect, are not connected to the external sheath. This is shown in Figure 
3.1*2. 

• Terminations 

It should be pointed out that terminations and splices also can play a 
significant role in increasing the coupling effects associated with long cable 
runs. In the case of a balanced pair within a cylindrical shield, the cable 
must be terminated both for the balanced and common mode, terminations. It is 
good practice to consider multilayer shields and common mode (phantom) circuits 
as independent energy transmission lines and to terminate them accordingly. 
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(1) Twisted-Pair Minimizes H Pickup 
(2) Balanced Termination minimizes E Sheath Current 
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Fig. 3.42 MINIMIZATION OF PICKUP 
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CHAPTER k 

PROTECTION TECHNIQUES AND DEVICES 

U.l    Introduction 

In general, protection techniques involve methods which reduce the probability 
of performance degradation of electrical equipment due to the EM? energy which is 
collected by the ship. These techniques fall into four hasic categories. 

• Reduction of collected and transmitted energy 
by construction and installation techniques. 

• Increasing failure threshold <~.f circuits by 
design and component selection . 

• Modifying circuit function to reduce susceptibility. 

\ • Reduction of incident energy on equipment using 
protection devices. 

The reduction of collected and transmitted energy involves the concepts of antennas, 
shielding, zoning, and cable considerations. Methods for dealing with these areas 
of protection are discussed in other chapters of this manual. Circuit modifica- 
tion and design are beyond the scope of the Ship Design Guidelines. The emphasis 
in this chapter is, therefore, on the last category. 

Protection devices reduce the EMP transient energy transmitted to the equip- 
ment by reflecting and/or dissipating a portion of the energy which is incident on 
the protection device as indicated in Figure k.l.    The device changes both the 
shape and frequency content of the transient pulse, Pt, that is transmitted to the 
equipment. The analysis and prediction of the effectiveness of the protection 
device is performed in either the frequency domain or in the time domain depending 
on the cnaracteristics of the device. For linear devices, a frequency domain 
analysis is used while nonlinear devices require a time domain analysis. 

The two major types of protection devices considered in this chapter are fil- 
ters and surge arrestors. Filters are used to limit the frequency spectrum of the 
interfering pulse, while surge arrestors limit the amplitude. Both are used 
extensively for EMP protection. 
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Fig. 4.1    ENERGY   BALANCE   FOR    PROTECTION   DEVICE 

Filters are used when the equipment to which cables are attached makes use of 
only a small part of the spectrum of the interfering signal. Therefore, these 
devices prevent energy outside of the range of interest from entering the equipment. 

Surge arrestors limit the amount of energy entering the equipment by dissipa- 
ting some of the energy contained in the interfering signal in the surge arresting 
device. The net effect of this is the limiting of the voltage levels on the cables 
attached to the equipment. 

The choice of type of device to be used is dictated by a number of factors. 
Some of these are: 

• frequency spectrvm of the information carried 
on the cables 

• amplitude requirements of the information 
carried on the cables 

• susceptibility and vulnerability of the equipment 
attached to the cables to the interfering pulae 

• size, weight, and installation space 

• cost (initial and maintenance). 

In the discussion that follows, these factors are considered for each type of 
device. Filters (spectral limiting devices) are considered in the next section. 

k.2 Spectral Limiters (Filters) 

If a piece of equipment has cables entering it that carry voltages whose 
spectral content is a small portion of the EMP spectrum, the EMP signal entering 
the equipment can be significant1" reduced by using a filter. In order to specify 

1 ) 

(") 
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an appropriate filter, several pieces of information are required. These are: 

a) the desired spectruu of the signal that is to pas3 
through the filter 

/ b) the spectrum of the EMP signal appearing on the cable 
I 

c) the required amount of attenuation of the EMP signal 

d) the terminating impedances of the filter. 

The purpose of this sec Lion is to describe available filter types and to discuss 
their application. 

Spectral limiting involves the use of a frequency domain filter whose trans- 
fer characteristic is a function of frequency and, ideally, is independent of 
amplitude. The analysis is performed using Fourier or Laplace transform procedures. 
The basic steps in the analysis are: 

( a) transform the expected EMP waveform from the time 
domain to the frequency domain 

b) determine the transfer characteristic of the filter 

c) multiply the pulse spectral function by the filter 
transfer function 

d) transform the results of c) to the time domain to 
obtain the waveshape at the output of the filter. 

These steps are shown in flow diagram in Figure U.2 

This procedure is directly applicable to the model system shown in Figure ^.3 
where the transfer function of the filter is specified for particular values of 
source and load resistance. However, this simplified resistor representation of 
source and load is usually valid only over the relatively narrow range of frequen- 
cies which contains the normal information signals. For the wide band frequency 
spectrum associated with EMP energy, the source and load impedances normally 
required the inclusion of reactive elements for accurate representation. When this 
modification is mwde, the circuit representation of the filter must be used to 
obtain the proper transfer function of the circuit. 

Filters may be classified in a number of ways such as: 

• frequency range (audio, HF, etc.) 

• frequency characteristic (low pass, band pass, etc.) 

• type of elements used (RC, LC, crystal, etc.) 

• application (power line, receiver input, power supply, etc.) 

For purposes of discussion in relation to EMP, it is useful to consider the broad 
categories of nondissipative and disaipative filters. These classifications refer 
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to the physical means by which the filter controls the frequency range of the 
transmitted energy. 

U.2.1 Nondissipative Filters 

Nondissipative or reflective filters are made up of inductors and/or capacitors 
in the lumped element or of tuning stubs in the case of distributed parameter 
systems. The design and performance of the filter is strongly affected by the 
source and load impedance. The specifications for the filter usually give a range 
of frequencies over which energy is to be transferred with little or no attenuation 
(the passband) and the minimum attenuation of energy in the frequency range outside 
the passband (the stopband). The source and load impedances are also specified and 
are often given as pure resistances. 

Physically, the filter behaves as p.  frequency dependent impedance transformer. 
For frequencies in the passband, the input impedance of the filter approximately 
matches the source resistance zr^ maximum power is transferred to the filter. Since 
the filter is lossless, any power accepted by the filter is transferred to the load. 
For stopbaid frequencies, the input impedance of the filter is reactive and reflec- 
tion takes place at the input terminals of the filter. 

The fact that nondissipative filter action is a reflective process is, in 
general, a disadvantage as related to EMP protection for two basic reacons: 

a) Energy which is reflected will appear elsewhere in the system 
and mus* be dissipated by other elements of the system. 

b) Reflections often result in larger peak amplitudes of voltage 
or current than would otherwise occur. These larger amplitudes 
could result in arc over in the filter components. This arcing 
provides a path for energy flow to the equipment which is being 
protected and also could result in damage to the filter such 
that energy in the passband would not be transferred by the 
filter following the EMP event. 

Another disadvantage of nondissipative lumped parameter filters is that the 
interconnection and layout often results in parasitic inductance and capacitance 
vhich may cause spurious responses not predicted by the analytical design. These 
responses could allow large amounts of EMP energy to reach the protected equipment. 

Two basic types of lumped parameter nondissipative filters, the II-filter and 
the T-filter, are illustrated in Figures k.k  and U.5. The low-pass Il-filters may 
not adequately protect against EMP because high voltages can develop across the 
input capacitor and cause degradation or failure when the capacitor resonates with 
an inductive source1*. Since T-filters are not susceptible to these high voltages, 
they are often used for EMP hardening. However, with a T-filter, more power can 
possibly be delivered to the load. In Figure k.6t  if the source and load capaci- 
tances resonate with inductances L^ and Lo, respectively, the voltage across RL is 
greater than it would be without the filter. 

Superscripts refer to numbered references at the end of ihe chapter. 
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A distributed parameter nondissipative filter is the quarter wave shunt. 
It consists of a shorted transmission line which is connected in parallel with 
the signal transmission line as illustrated in Figure k.J.    The shorted line 
appears as an open circuit (no shunting effect) to frequencies for which the 
line's length is en odd number of quarter wavelengths. For other frequencies, 
the line appears as a shunt reactance and will produce reflections due to mis- 
match. Such a filter is practical only at the higher frequencies where a quarter 
wavelength is a reasonable length. 

U.2.2 Dissipative Filters 

A dissipative filter includes elements which dissipate energy in the stop- 
band range of frequencies. Unfortunately, all stopband frequency energy is not 
dissipated within the filter since mismatches result in the stopband and some 
energy is reflected. However, the reflected energy and, hence, the peak voltage 
and current transients are generally less in the dissipative filter than in the 
nondissipative filter. 

Probably the most familiar lumped element lossy filters are the RC networks 
illustrated in Figure U.8. To obtain a larger attenuation in the stopband, the 
LCR filters shown in F!0are ^.9 may be used. The characteristics of the lumped 
element dissipative filters are subject to the same degradations as mentioned 
in Section '4.2.1 (spurious responses due to 3tray inductance and capacitance 
and the possibility of resonances with source and load reactance). 

For protection applications which require a low pass filter, it is recommended 
that a lossy material filter may be used. These commercially available devices 
consist of materials that encircle the conductor lead that is wired to the device 
or  equipment which is to be protected. The energy is inductively coupled into the 
material and is dissipated there. Two advantages associated with these filters 
are: 

a) simple construction and therefore minimal parasitics and 
\             associated spurious responses, 

b) the attenuation characteristics are not critically related to 
source and load impedances as in the case of reflective filters. 

The major disadvantage is that lossy material filter? are inherently low pass 
devices. 

A ferrite bead, which is a small ferrite torroid whose equivalent circuit is 
a series RL circuit in the conductor around which it is placed, is used in one 
type of dissipative lossy material filter. Figure k.in>  shows a ferrite core 
(bead) placed arounu a wire and the first order equiva-u t circuit. The resis- 
tance and reactance are functions of frequency. Figures .11 and h.12 illustrate 

( the variations of the resistive impedance and reactive imj lance as a function of 
\      frequency for various types of cores. As shown in these figures, the individual 

cores are relatively low impedance elements. Sometimes more attenuation can be 
obtained by using many cores on a given conductor. However, this may result in 
an impedance reduction at certain frequencies, as illustrated in Figure I*.13. 
In this figure, 3ü beads are more effective above 20 MHz than are 300 beads.2 

| 
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Core saturation at high currents, which should be considered in the use of 
ferrite beads, varies from material to material; therefore, manufacturers' data 
on individual materials must be consulted. 

An effective way of nullifying the saturation effects of cores in a DC 
power line is illustrated in Figure U.lU. Here, ferrite torroids are installed 
in a DC power line as EMP filters. The high-side and low-side windings are wound 
in opposite directions; thus the DC flux, which is reduced almost to zero, does 
not saturate the core. The coaxial capacitors and Ci and Cg short out the AC 
components. Thus, the AC current in each winding on the torroid is different, 
and normal filter action takes place. As noted in Figure U.lH, input and output 
leads should be separated to prevent arcing between them. In DC power circuits, 
the filter resistance is important, but because ferrites have such high permeabil- 
ities, only a few turns are needed and, therefore, filters can be mads with 
large wire, which minimizes the DC resistance.3 

Lossy material filters are available in forms other than the ferrite bead. 
Figure H.15 illustrates one construction which is commercially available and 
shows a comparison of loss filter and reflective (i.e., reactive) filter responses. 
Of significance in this comparison is the lack of spurious responses in the lossy 
filter characteristics.^ 

Filter pin connectors provide a means for incorporating filters into the 
system with minima] increase in space and weight. These filters are designed 
as an integral part of the connector, and therefore, do not require special 
housing or circuit space. They come in circular, miniaturized and subminiaturized 

(      rectangular shapes, can accomodate up to 6l contact arrangements, and are avail- 
able in II, LC, CL, and capacitor configurations shown in Figure k.l6.    A3 
indicated, ferrite beads can be used to provide dissipative filtering. 

Figure U.17 shows typical insertion loss test results obtained as per MIL- 
STD-220 oil contacts in a filter pin connector. Since not many EMP hardness data 
are available for filter pin connectors, systems qualification tests must be 

V      conducted.5 

When designing filters for operation in the audio frequency range, one finds 
that the large component values required lead to large physical size and weight. 
To avoid this difficulty, an active filter design is often used. Such circuits 
are quite satisfactory for operation with the normal signal levels in the system. 
However, these filters provide little EMP protection since the semiconductors 
and integrated circuits used in the circuits are generally as susceptible to 
damage as are the components in the equipments one is trying to protect. 

( 

k.2.3   Applications 

A number of systems employ filters for reasons other than EMP hardening. 
A few examples are: 

a) low pass power line filters at equipment inputs for reduction of 
voltage spikes and surges. 

b) filters on control and information leads of audio and video 
equipment for noise reduction. These may be low pass or band- 
pass filters depending on the frequency range of the desired signal. 
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c) bandpass filters at the input of communication receivers for 
noise reduction and channel selection. 

\    ) 

d) cryptographic installations. 

These filters may not provide substantial EMP protection since the nominal speci- 
fications would not provide for the large levels of voltage and current which 
could be experienced in an EMP environment. Therefore, breakdown and/or damage 
of these filter components could occur. 

The decision to use a protective device is based on a comparison of the 
expected incident energy and failure threshold for the device or equipment 
being considered. The type of protective device to be used (spectral limiting, 
amplitude limiting or a combination of the two) is based on the following 
considerations: 

• Normal signal levels associated with the equipment. 

• Frequency range of the normal information or power signals. 

Two examples of signal level considerations which would require the use of 
filters for EMP protection are the very low level signals associated with sensi- 
tive receiver inputs and the high level voltages (near cable breakdown rating) 
associated with transmitter outputs. Since amplitude limiting devices are not 
very effective for reducing voltage levels to less than approximately three 
volts, spectral limiting must be used to protect receiver inputs where normal 
levels are in the millivolt or microvolt range. When normal signal levels are 
near cable breakdown ratings, amplitude limiting will not be effective, since 
the limiting action will likely occur at a voltage above the cable rating. In 
this case, the filter would be placed at the antenna input to protect the cable. 

Fortunately, the frequency range of the information signal in equipment 
which operates with low level or high level signals is often relatively narrow. 
Therefore, bandpass filtering will be effective in these situations providing 
the filter elements are chosen with EMP level stresses in mind. 

Frequency range considerations are related to the amount of EMP energy which 
will be passed by the filter. Obviously, the filter must pass energy in the fre- 
quency range that the normal signal appears. Therefore, the use of a filter may 
not result in much protection for wide band, low frequency devices such as video 
amplifiers since very little EMP energy would be stopped by the filter. In 
general, systems which operate in a narrow frequency band and/or at high frequen- 
cies are candidates for EMP protection via spectral limiting. 

The initial decision regarding the use of a filter for protection is based 
on the EMP energy contained in the passband frequency range of the filter. This 
value of energy is obtained by transforming the expected transient waveshape from 
the time domain to the frequency domain using the Fourier transform integral. 

V(ju) = f v(t)e"JUtdt (k.l) 
0 

The lower limit on the integral is zero to conform with the assumption that the 
transient starts at t ■ 0. The energy contained in the spectrum between the 

I    limits 0 < (i) < u is obtained from the integral; 
-  - c 
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W   =    i f        jV(jco)   |2 doo (k.2) 
J   0 

Where W is normalized with respect to the load resistance, i.e., actual energy 
is equal to W divided by the load resistance. The total energy in the spectrum 
is determined by letting ü)C approach infinity. 

Table U.1 summarizes the results of these calculations for three types of 
waveshapes—the single exponential, the double exponential and fhe damped 
sinusoid. The energy equations are plotted as a fraction of total energy in 
Figures 1+.18, 19, and 20. The curves of W/WT represent the fraction of total 
energy contained in the region 0 <. U) <, «c (see Table U.l) and are useful for 
determining the energy delivered or passed to the load when using low pass 
filter designs. For high pass filter designs the 1 - W/W^ curves, which repre- 
sent the fraction of total energy contained in the region uc < co <_ <»,  would be 
used. Bandpass applications may use either set of curves depending on the 
frequency range of the passband. 

As an example of the use of these curves, consider the damped sinusoid 
shown in Figure 1*.21 as representing the EMP-induced current input to a critical 

rcuit. The damping factor and ring frequency can be determined from this wave- 
form by using the relationships 

a - 1 In h 
*2 

- 
*1 h 

211 211 

(Jt.3) 

«o » sr ■ ; r- (k'h) 1 t2 ' tl 

where (tj, 1^) and (t2, I2) are the coordinates of successive peaks on the wave- 
form. For this curve they have values of 

tx = 8 nsec, I  = 315A, t- = 35 nsec, Ig ■ 80A 

which result ir a » 50 x 106 and u0 ■ 233 x 106. 

As can be seen in Table I4.I, the total energy for the damped sinusoid 
depends on the magnitude Vo (or in this case IQ) of the input waveform. To 
determine IQ, and thus the total energy in the damped sinusoid, the following 
expression can be used: 

IQ = I1 e 
atl = ItTO A (U.5) 

Inserting those parameter values (i.e., a, ui0  and Io) into the expression 
for W<p given in Table b.l, a value of .053 Joules is obtained for the total 
energy that would be dissipated in a 50 ohm load. 

If the EMP energy collector is connected to a system or load in which the 
normal information signals are contained in the frequency range above 50 mega- 
hertz, one could use a high pass filter to reduce the transient energy incident 
on the load. 
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A quick estimate of the amount of energy passed by the filter is obtained by 
assuming an ideal filter and using Figure ^.20 with (Jo/a = k.65  - 5 and 
Wc/o)0 = 50 x 2IT/233 = 1.35. This gives a value of 1 - W/WT = 0.75 for the fraction 
of the total EMP input energy that will be passed to the load through the high-pass 
filter; 0.75 x .053 = .OOU joule is delivered to the load. Comparison of this 
value with the amount of energy required to produce damage or upset to the circuit 
will determine whether or not a filter will provide the necessary level of protec- 
tion. 

It must be kept in mind that this procedure provides order of magnitude results 
since ideal filter characteristics are assumed. Therefore, if the decision is made 
to use a filter, anal,, ;is and/or tests c" the entire system must be made with the 
filter included to take into account the finite slope of the filter characteristic 
in the stopband and to determine if energy is redistributed in the frequency domain 
due to the mismatch which results in the stopband region of the filter. 

When a filter is used for EMP protection, it is essential that the filter 
operate as predicted from analysis, i.e., no spurious responses. Generally, a 
simple filter in terms of number of components minimize:: the parasitics and 
unintended loops and, therefore, minimizes the probability of spurious responses. 
As mentioned earlier, a dissipative filter is normally superior to a noniissipative 
filter in terms of the likelihood of spurious responses. 

k.2.1* Installation Practice 

The construction and installation of a protective device is as critical as its 
design. Since the filter acts as a controlled energy barrier, its input and output 
connections must be isolated from one another. A good filter (or other protective 
device) is usually constructed in three electromagnetic sections as shown in 
Figure 1*.22.6 

Most frequently, filters and limiters operate "against ^ound"; that is, the 
"return" side of the protective element is well bonded internally to the filter 
case. Good filter design and adjustment takes into account whatever-mutual coupling 
may exist between input and output within the central component compartment. This 
convention comes from the customary circuit practice of using "case" as the 
reference mode in small and medium size system elements, both for single-ended and 
balanced systems. 

Obviously, the same care in isolation ir.  required in installation since most 
of the device's value is lost if the protected equipment, "an ,:3ee" the input side 
of the filter. Figure ^.23 illustrates the correct installation practice. It is 
important that the filter case make a tight peripheral contact so that there xs  no 
hairline aperture and so that the common reference impedance is nearly zero.fo Poor 
installation practices can largely negute the effects of a filter. This is espe- 
cially true if the line being filtered has a shield with a sheath current flowing on 
it. If a filter is Just inserted in the line with the case grounded (or ungrounded) 
the sheath curre..„ could flow over the filter case and on to the sheath of *he line 
on the output side of the filter. This situation cannot happen if the correct 
practice shown in Figure U.23 is followed. 

If commercial power line low pass filters are to be used, it is important to 
specify that no fuses be present in series vith the shunt capacitors. Some power 
line filters normally have these fuses present - especially in epoxy potted filters- 
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to prevent an explosion in case a power line surge shorts a capacitor. It is pos- 
sible for these fuses to blow without giving any indication, thus the filter action 
can be negated without anyone being aware of it. It is far better to specify a 
power line filter filled with transformer oil and no fuses, rather than the smaller 
potted type. 

k.3    Amplitude Limiting 

The impedance of an amplitude limiting device is a function of the current 
through it or the voltage across it. Devices placed in series such as a circuit 
breaker or fuse change from a low impedance to a high impedance when the current 
through them exceeds the rated value. Devices placed in parallel such as spark gaps 
or semiconductor junctions change from a high impedance to a low impedance when the 
voltage across them exceeds the rated value. Obviously, an amplitude limiting device 
is nonlinear and therefore a time domain analysis must be used to predict waveshapes 
and energy levels which will impinge on the protected equipment. 

Since amplitude limiting devices produce large impedance changes when they 
operate, a portion of the energy which impinges on them is reflected due to imped- 
ance mismatch. As mentioned in the section on filters, this energy must be dissi- 
pated somewhere in the system. 

An illustration of the difficulties which can occur if one does not consider 
the entire system when using amplitude limiting for protection is given in Figure 
k.2k.    In the ideal case, the device simply clips off the top portion of the tran- 
sient and the energy associated with the rejected portion is dissipated elsewhere. 
However, in the actual case, the rejected energy may "bounce again" in the system 
producing an elongated pulse as shown in Figure k.2k.    This results in (l) larger 
«.mounts of energy being dissipated in the device and protected equipment increasing 
the probability of damage, and (2) a longer period of time during which the equipment 
is not operable. 

To summarize, amplitude limiting for EMP protection can be a useful technique. 
However, to intelligently utilize amplitude limiting, one must be aware of the 
system characteristics, the operating modes of the available protection devices and 
any parasitics associated with the devices 

U.3.1 Devices 

The various types of amplitude limiting devie-s      categorized as: 

• Mechanical 

• Dielectric breakdown 

c Semiconductor Junction 

• Nonlinear resistance material 

There are many device types which fall into each of these categories. However, the 
basic electrical characteristics which are of importance in selecting a device for 
transient protection are related to the mechanism by which limiting is achieved. 
The nomenclature given to these characteristics varies among manufacturers. In this 
manual the following terms will be used. 
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• Static breakdown voltage — the voltage at which the device 
begins to conduct when subjected to a very slowly rising DC 
voltage. The static breakdown voltage must be greater than 
the normal operating voltage of the circuit in which the device 
is used. 

• Surge breakdown voltage — the voltage at which the device begins 
tc conduct when subjected to a rapidly rising voltage transient. 
This value may be dependent on the rate of rise of the applied 
voltage. 

• Clamping or arc voltage — the voltage which is maintained across 
the device after breakdown has occurred. This value is generally 
dependent on the current which is flowing through the device and 
is normally given for a specific value of current. 

• Extinguishing voltage — the value of voltage at which the device 
changes from a conducting to a nonconducting state. This voltage 
may be a function of the current through the device. 

• Surge current — current which flows through the device during 
the time which the transient is applied. The surge current 
rating of a device is dependent on both the peak value of the 
current and the waveform since these quantities determine the 
energy which the device must dissipate. 

• Folio* current — the current from the system power source which 
flows through the device during and after the transient which has 
produced breakdown in the device. This rating is of importance 
for devices which do not extinguish immediately after the 
transient has subsided. 

• Leakage current — the current which flows through the device 
when it is in its nonconducting state. The value is sometimes 
specified in terms of an insulation resistance instead of a 
leakage current. This rating is used to determine the effect 
which the device will have on a system during normal operation. 

• Shunt capacitance — parasitic capacitance which appears ucross 
the terminals of the device. The size of this capacitance determines 
the degradation which will result if the device is used in a high 
frequency system. 

• Polarity — refers to the symmetry of the device's voltage versus 
current characteristic. A bipolar device has a symmetrical 
characteristic whereas a unipolar device has ar. unsymmetrical 
characteristic. Bipolar devices may be used in either ac or dc 
circuits. Unipolar devices may be used directly in dc circuits but 
must be used in combination with other unipolar or bipolar 
devices in ac circuits. 
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H.3.1.1 Mechanical Devices 

Mechanical devices include fuses, circuit breakers, and relays. Puses and 
circuit breakers are placed in series with a line and are actuated by current 
sensing. Relay contacts may be placed in series or in parallel and hence may be 
used to stop current by opening or to shunt current by closing. A relay in&y be 
actuated by sensing of voltage or current depending on the connection of the 
relay coil. 

Mechanical devices will not provide primary EMP protection due to their 
slow response times. In addition, the manual replacement or reset of fuses and 
circuit breakers after they have operated would result in relatively long periods 
of time during which equipment is not operational. Since relays can be connected 
in a self resetting configuration, they may be useful in a hybrid scheme for 
automatically resetting a fast acting device such as a spark gap. An application 
of this type is discussed in Section i+ -3.2. 

k.3•1.2 Dielectric Breakdown Devices? 

Dielectric breakdown devices (often called spark gaps) utilize two or more 
electrodes separated by a dielectric which is usually gas. The voltage versus 
current characteristic has the general shape shown in Figure ^.25 - As can be 
seen from the figure, this is a bipolar device. The value of the static break- 
down voltage is controlled by the type of gas used, the pressure of the gas, and 
the spacing of the electrodes. The static breakdown voltage for commercially 
available devices is generally greater than 90 volts. 

(  ) 
The surge breakdown voltage is dependent on the rate of rise of the applied 

transient voltage. The manufacturer presents this information in curves of the 
type shown in Figure U.26. These curves provide the user with the value of the 
surge breakdown voltag? as a function of the rate of rise of the transient and 
the device type. For example, a device type corresponding to curve D^ would 
break down at voltage C in time A when subjected to a transient having a rate of 
rise given by curve B. Use of this information and a plot of the expected tran- 
sient waveform allows one to determine the energy and peak voltage which will 

impinge on the load before the spark gap responds. 

After breakdown has occurred, operation of the spark gap moves across the 
V-I characteristic of Figure U.25  along the curve labeled "turn on". Generally, 
the current which results from an EMP transient is sufficient to produce opera- 
tion in the arc region of the sjark gap characteristic. This arc voltage is to 
some extent a function of current and remains across the device until the combina- 
tion of voltage applied and current available falls into the extinguishing region 
of the characteristic. 

In ac systems, the spark gap will extinguish at the first zero crossing of 
the ac voltage following the transient. However, in dc systems, extinguishing 
of the gap may be a problem if the normal system voltage is greater than the arc 
voltage. In such a case, the current through the device due to the system voltage 
must be limited. 

Figure U.27 illustiates the relationship which exists between system charac- 
teristics and the device characteristic. To ensure that the device will extinguish, 
the system characteristic must be entirely within the extinguishing region of the 
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device characteristic. Therefore, the system associated with case A would not 
extinguish while extinguishing would be achieved in the case B system. 

Use of a spark gap for protection in the case A system of Figure U.27 would 
require the insertion of a resistor in series with the spark gap. The size of the 
resistor would be such that the short circuit current available at the terminals 
of the spark gap is reduced to a value which places the combined resistor and system 
characteristic within the extinguishing region of the device characteristic  Place- 
ment of a resistor in series with the spark gap does have a detrimental effect on 
transient protection as shown in Figure U.28. The device surge current produces a 
voltage drop across the resistor and results in a larger transient voltage in the 
system than would be present if the resistor were not used. If the manufacturer 
does not supply the actual characteristic of the device, he will specify the com- 
bination of system voltage and maximum short circuit current for which extinguishing 
will occur. 

The current capacity of a spark gap is broken down into two categories — 
l) surge current and 2) follow current. The flow of current through the device 
causes heating of the electrodes. This heating, if excessive can inhibit extinguish- 
ing or may damage the device.  Since the time which the EMP transient is present 
is relatively short, the peak surge current rating may be 100,000 amperes or more. 

Assuming that the device is applied properly, follow current is not a problem 
in a dc system since extinguishing will occur immediately after the transient has 
subsided. However, in ac systems, extinguishing is normally accomplished by the 
zero crossing of the system voltage. In this case, current will continue to flow 

f      through the device from the time of the transient until the first zero crossing 
occurs. 

The follow current is shown in Figure U.29• The time during which follow 
current flow is considerably longer than the time during which the transient appears. 
For this reason, the follow current rating is generally at least an order of magni- 

/      tude less than the surge current rating. 

It must be kept in mind that follow current comes from the system power source. 
Therefore, any fast acting fuses or circuit breakers could be actuated by this 
current resulting in unnecessary down time for the protected equipment. 

Spark gaps have minimal leakage currents since their insulation resistance is 
on the order of a thousand megohms. The shunt capacitance is generally less than 
3 picofarads and may be a fraction of a picofarad. Therefore, the.y may be used to 
protect equipment which operates in the tens of megahertz region without appreciably 
affecting normal system performance. 

24.3.1.3  Semiconductor Junctions 

/ All semiconductor Junctions (diodes) exhibit a current versus voltage charac- 
teristic similar to that illustrated in Figure U.30. When used individually, the 
devices may be applied only in unipolar or dc systems due to their asymmetrical 
characteristic. 

If a forward or positive voltage is applied to the device, current conduction 
begins for very small voltages and increases exponentially with increasing voltage. 
This continuous change in voltage as current changes is a disadvantage when using 
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the device for EMP protection for two reasons — l) i considerable variation in 
the relative value of the clamping voltage for vario is peak currents results and 
2) the continuous nonlinearity can produce distortion and intermodulation in the 
normal information signal. However, the forward mode of operation of the semicon- 
ductor junction is the only way one can achieve protection by amplitude limiting for 
voltage levels between one and three volts. 

If a reverse or negative voltage is applied to the junction, current remains 
almost constant at a relatively small value until the breakdown voltage is reached. 
At this value of voltage the device changes from a nonconducting to a conducting 
state with AV/AI having a value which ranges between a few ohms artd a few hundred 
ohms depending on the power and voltage rating of the device. Diodes which are 
intended for operation in their reverse mode have a relatively sharp transition from 
the nonconducting to \he  conducting state and are referred to as zener, breakdown, 
or regulating diodes. 

The static breakdown voltage is not a meaningful term when using a diode in its 
forward conduction mode since a continuous change in, current results as the voltage 
is increased.  For reverse operation, the static bre.kkdown voltage is normally 
called the zener or breakdown voltage by the manufacturer and may have a value rang- 
ing between 3 and 200 volts with a tolerance of +5Ü, +10/S, or +20?. 

The surge breakdown voltage of a zener diode is not dependent on the rate of 
rise of the applied voltace and is the same as the static breakdown voltage. The 
response time is theoretically on the order of 10~12 seconds and values on the 
c rder of 10-9 seconds (correspondence from General Semiconductor Industries, Inc.) 
have been measured. 

The clamping voltage of a zener diode is a function of the current flowing 
through it. For small currents, the relation between a change in voltage and a 
change in current is linear. However, as the current becomes large, the AV/AI 
relation becomes nonlinear. This ic easily seen in Figure U.31. Normally curves 
showing the nonlinear region of the breakdown characteristic are not available. 
Therefore, this information must be specifically requested or measurements must be 
made on sample devices. 

Some diodes such as the TransZorb* ire manufactured specifically for transient 
protection. For these devices the manufacturer specifies the maxitrum clamping 
voltage which will result when the maximum aliovid surge current is fljwmg. 

The extinguishing voltage of a zener diode is the seme as its breakdown voltage. 
Therefore, the diode will return to its nonconducting state when i,ae transient vol- 
tage has decreasel below the breakdown voltage. 

The surge current rating for EMP type transients applied to a diode i- generally 
not available urless the device is specifically intended for transient suppression. 
For forward voltage operation, the manufacturer specifies a surge current rating 
which is based on conduction for a half cycle of a power system sinusoid. For 
reverse voltage operation in the breakdown region, surge power curves of the type 
illustrated in Figure k.'S2  may be given. The surge current rating is obtained, by 
dividing the zener voltage into the surge power rating.  It should be noted :,hat the 
pulse width specified on these curves is considerably longer than the usual BMP 

General Semiconductor tradenarae. 
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Flg.    4.30    TYPICAL    SEMICONDUCTOR    l-V  CHARACTERISTIC 
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transient time and that allowable surge current increases as pulse width decreases. 
The thermal failure model equations may be used to estimate the surge current capa- 
bilities when this information is not available from the manufacturer or has not 
been determined experimentally.- 

Since the extinguishing voltage and the breakdown voltage are the same for a 
diode, follow current does not occur after transient breakdown of the device. } 

The leakage current has little meaning when the diode is operated in the forward 
voltage mode since current increases continuously with applied voltage. For reverse 
voltage operation, the leakage current is specified as a maximum value for a given 
reverse voltage (usually near the breakdown voltage) and a given ambient 
temper at'ore. 

The shunt capacitance information is generally provided only for reverse 
voltage operation. Since the capacitance is a function of the voltage, this 
information is often presented in curve form. An insertion loss specification is 
sometimes given in lieu of shunt capacitance informftion for devices which are 
intended for use as transient suppressors. 

it is usually the case that the leakage current and the shunt capacitance 
associated with a semiconductor junction increase as the power rating increases 
and the breakdown voltage rating decreases. 

1*.3.1.1* Nonlinear Resistance Material (Varistors) 

A nonlinear resistor obeys the current-voltage relationship 

.1 - ( |VJ/K)N (fc.6) 

where K is a constant dependent on geometry and type of material used and I has the 
same sign as V, i.e., this is a bipolar device. A family of curves for increasing 
values of N is plotted in Figure U.33. Note that as N increases, the characteristic 
asymptotically approaches an abrupt transition from a nonconducting to a conducting 
state at V equal to K. 

Varistors can be made out of many materials such as silicon carbide, selenium, 
zinc oxide» ana bismuth oxide.  The GE tradename for its metal oxide varistor 
is MOV. MOV's have a fast response Mae and a relatively large value of N. Other 
varistor types are slower but have higher energy handling capabilities. 

Figure k.iU  shows the V-I characteristics of several types of Varistors. A 
linear resistor and a zener diode characteristic are included in the figure for 
comparison. 

The V-I characteristics of some varistors and dielectric breakdown devices are 
presented in Figure 14.35. 

One advantage associated with varistors is the ability to fabricate a large 
variety of geometrical shapes. This eases the packaging and installation problem 
as shown in Figure b.36 and U.37 where a varistor is included as an integral part 
of a coble structure. 
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As in the case of the diode operated in its forward voltage mode, the nonlinear 
characteristic of a vaiistor ~ould result in distortion or intermodulation of the 
normal signal in the system in which it. is employed. 

The varistor effectively responds instaneously to voltage surges and, 
therefore, the static breakdown voltage and the surge breakdown voltage are the 
same. However, due to the continuous change in voltage with current (especially 
for devices with small N), breakdown is defined as the voltage wl'ch produces a 
specific value of current flow through the device. This continuous change in 
voltage with current also results in a clamping voltage that is dependent on the 
peak current, which exists during the transient pulse. 

The extinguishing voltage is the same as the breakdown voltage. Hence, 
follow current is not a problem when using the varistor for transient protection. 

There are two types of permarent damage which may result from the flow of 
surge current through an amplitude limiting device. 

• Catastrophic failure — Surge current amplitudes less than 
some critical value produce very little change in the device 
characteristic, i.e., small changes in the VLlue of the break- 
down voltage and the leakage current. When the critical value 
is exceeded, an abrupt change in the device characteristic 
occurs resulting in a large reduction of the breakdown voltage. 
Spark gaps and breakdown diodes are amplitude limiting devices 
which exhibit this type of damage. 

• Gradual performance degradation — Increasing the energy content 
of the surge current results in a continuous change in the device 
characteristic (usually an increase in the leakage current). The 
damage is dependent on the level of the surge current and on the 
number of times which the device is subjected to the transient. 
Varistors exhibit this type of damage. 

Figures U.30 and 4.39 show the effects of single energy surges on MOV charac- 
teristics. The cumulative effect of multiple pulses is illustrated in Figure ^.Uo. 
Both single pulse and multiple pulse surges result in larger values of leakage 
current. 

The determination of when failure has occurred and, hence, the maximum 
allowable current, is dependent on the type of voltage which normally appears on 
the conductor to which the device is connected.  If only dc voltage is present, 
failure is dependent on the value of leakage current (dc current drain from the 
line) which produces a degradation in system performance.  For lines which carry ac 
voltage, the increase in slope of the characteristic represents a decrease in the 
effective ac shunting resistance associated with the device. For this case, the 

/      maximum ac current drain which will not effect system performance determines the 
allowable change in device characteristic.  When dc and ac voltages are normally 
present, both the increase in leakage current and the decrease in ac resistance must 
be considered when determining the maximum allowable surge current. 

The shunt capacitance associated with an MOV increases as the cross-sectional 
area increases and as the length decreases. The power handling capability is 

i 
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proportional to cross-sectional area and the breakdown voltage rating is propor- 
tional to length. Therefore, shunt capacitance of the device increases with 
increasing power rating and with decreasing voltage rating. 

U.3.2 Applications 

An amplitude limiting device is normally employed to prevent component damage 
due to transient surges. The breakdown voltage of the device, however, must be 
greater than any instantaneous voltage that may normally appear on the lines which 
are protected by the device. Therefore, during the time which the transient is 
present, unless special design techniques are used, a circuit upset will likely 
occur due to the abnormal voltage at the circuit terminals. The importance of this 
temporary upset is dependent on the function of the circuit and length of time over 
which it occurs. 

i 
As previously mentioned, amplitude limiting devices produce large impedance 

changes when they operate which results in energy reflection due to impedance 
mismatch. This reflected energy must be dissipated and could increase system 
threat at other locations. Therefore, the most desirable application of  amplitude 
limiting is an external location such as receiver antennas and external cabling 
where reflection of incident energy does not present a large problem. 

I 
When choosing a device for amplitude limiting, one must consider characteristics 

such as breakdown voltage, power rating, shunt capacitance, etc., which were dis- 
cussed in the previous section. Table k.2  provides a general comparison of the 
properties of the three basic types of amplitude limiting devices. Some of the low 
ratings given to spark gaps and zener diodes can be improved by using more than one 
device as illustrated in Figures k.kl  and k.k2. 

When a diode is operated in the forward voltage mode with a small current flow, 
the junction capacitance is very small. In Figure k.kl  a), the current through the 
forward diode will be the small leakage current of the zener diode. Since this is 
a series connection, the total capacitance will be less than the small capacitance 
associated with the forward diode. 

The total breakdown voltage in the connection of Figure k.kl  b) will be the sum 
of the breakdown voltages of the individual diodes.  In part c) of this figure, 
diode 1 limits the voltage when V is positive and diode 2 limits the voltage when V 
is negative. The breakdown voltages of diodes 1 and 2 would be chosen somewhat 
larger then the normal positive and negative voltages in the system. 

It should be noted that symmetrical bipolar limiting is not always desirable. 
For instance in dc power systems or in systems which employ unipolar signals (such 
as logic systems), a single zener diode with its associated asymetrical charac- 
teristic would provide more protection against transients with bipolar waveforms 
than a device or combination of devices which had a symmetrical limiting charac- 
teristic. 

Figure k.k2  a) shows a hybrid connection utilising a spark gap and a zener 
diode. The tener diode will respond almost instantaneously to a transient and will 
limit the voltage until the spark gap has fired. After breakdown of the spark gap 
has occurred it will operate in the arc region and the majority of the energy in 
the transient will be handled by the gap. To produce breakdown in the spark gap, 
the breakdown voltage of the zener diode must be greater than the static breakdown 
voltage of the spark gap. 
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Fig. 4.41   CONNECTIONS   TO   IMPROVE   ZENER  DIODE 
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Extinguishing in a dc system is a najor problem when using spark gaps. 
A possible solution is shown in Figu. i.h2(~ö).    The follow current which 
results after the gap breakdown will produce a voltage across the small series 
resistor. This voltage will energize a relay which disconnects the gap from 
the power source and allows the gap to extinguish. When the gap has extinguished, 
the relay will no longer be energized and normal system operation resumes 

Amplitude limiting and spectral limiting may be used in combination as 
illustrated in Figure k.k3.    In this connection scheme, the amplitude limiter 
provides the dual functions of reduction of transmitted energy and reduction 
of voltage stresses on the filter components. 

^.3.3 Installation Practice 

To contain the radiated field which results from the switching action and 
large surge current in amplitude limiting, the device must be mounted in a well 
grounded, shielded enclosure. In addition, the length of leads used to connect 
the device to the protected circuit must be kept short since lead inductance can 
result *n a significant voltage. 

Voltage overshoot due to lead inductance is illustrated in Figures k.kk 
through k.'^B.    Figure 1*.UU shows an EMP type transient applied to a 50ft load 
before amplitude limiting is employed. Figures k,k5  through h.kl  show the 
effect of increasing lead lengths when an amplitude limiting device is used. 
It is easily seen that the peak value of voltage increases and that the length 
of time during which the overshoot occurs also increases as the lead length is 
increased. The transient voltage across the leads is shown in Figure U.^8. 
If one were to raise these curves by 200 volts, a near reproduction of the 
traces in Figure U.k6  and k.hf  would result, indicating that lead inductance 
is the major factor which contributed to the overshoot. 
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CHAPTER 5 

CONSTRUCTION TECHNIQUES FOR EMP REDUCTION 

5.1 Introduction 

The all metal construction of ships, using thick steel sheet and the 
continuous welding of all seams, would provide the near ideal EMP shield were 
it not for the myriad of apertures, cables, pipes, and other such penetrations 
throughout the metal structure that are necessary to make the ship functional. 
Furthermore, the internal network of metal "box-type" compartments or rooms 
within the interior of the ship's structure makes for even greater shielding 
against EMP. These metal "boxes", however, also contain many apertures and 
penetrations which degrade the basic shielding properties of this internal 
configuration of all-metal enclosures. Hence, from the standpoint of EMP 
protection, shielding of all metal ships is primarily a matter of controlling 
and/or properly treating these apertures and penetrations to exploit the inherent 
shielding characteristics of the ship's structure. This will, of course, include 
deciding to what extent shielding is necessary, selecting or locating the area(s) 
within the ship that are to be shielded and controlling all apertures and pene- 
trations through those shielded areas. 

In the sections that follow, a shielding philosophy for ships is adopted 
that is based on the premise that at least one EMP-free environment must be 
established within the ship to protect cer ain EMP-sensitive and mission- 
critical electronic equipments from exposure to the EMP fields. This EMP-free 
environment consists of an all-metal shielded enclosure together with penetration 
control techniques designed to maintain the basic shielding characteristics of 
the all-metal enclosure. The number of EMP-free zones required will depend on 
the type of ship, its mission, the amount of EMP-susceptible equipment it 
employs, and the distribution of these equipments throughout the ship. Hence, 
those EMP-free zones can consist of a select number of shielded compartments 
or rooms within the ship or of the entire ship's interior. The advantage of 
this approach is that: 

• EMP-sensitive equipments within each of these zones do not have 
to be individually hardened. 

• The addition of new equipment or retrofitting is less expensive 
since the equipments to be placed within the zone need not be 
individually nardened. 

It is apparent that not all sensitive equipment can be contained within 
the zone, and treatment of this type of equipment is also considered. 
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The chapter contains five main sections. The first is the Introduction, 
the second deals with the EMP-free zone philosophy. The third section discusses 
shielding construction practices. Section four describes the Grounding Plan 
needed to implement the EMP-free zone approach, and Section five summarizes the 
shielding guideline. 

5.2 Systems Geometry/Configuration 

From a systems point of view, the ship itself can be looked upon as a 
"protective device" since the metal decks and bulkheads can provide substantial 
reduction of electromagnetic fields in internal spaces. Use of the correct 
construction techniques can enhance the shielding provided by the ship's 
structure and thereby reduce or eliminate the need for shielding on an individual 
equipment basis. 

For shielding purposes, all systems may be considered as being either 
distributed, compact, or a combination thereof. The distinction between these 
configurations is somewhat difficult, and changes from ship to ship. Basically, 
a system is considered to be compact if it is practical to locate the entire 
system within a shielded compartment or a suite of contiguous shielded compart- 
ments. A system is considered to be distributed if, because of function or 
dispersion of system elements, it is not practical to shield the entire volume 
occupied or serviced by the system. An example of a distributed system is a 
radar system—the function of radar is just not compatible with the concept of 
compactness. The system will not work with the antenna in a shielded room. 
Other examples of distributed systems are the electric power or lighting systems. 
Such systems could only be considered compact if the entire ship were tightly 
shielded. In short, the distributed system is characterized by the existence 
of system elements and/or interconnections that are exposed to direct or poorly 
attenuated EMP. 

5.2.1 Large Distributed Systems 

In general, the distributed system must be hardened on the basis of the 
individual equipment, since each subsystem and/or cable will present a unique 
combination of pickup and sensitivity. If hardening is to be done on distributed 
system elements, as shown in Figure 5.1a, it is best accomplished by utilizing 
the protective techniques outlined in Chapter U,  together with shielding and 
techniques covered in the remaining chapters of this report. 

If this approach were applied to large electronic systems, the hardening 
effort can become quite expensive. This is especially true of those systems 
containing many sensitive units interconnected by cables, such as the data 
processing and storage systems finding ever increasing use on modern warships. 
Under such circumstances it is usually best to partition the system, locating 
all possible susceptible equipment in a compact, shielded space and hardening 
all equipment which must remain distributed on an individual basis. Figure ) 
5.1b gives an example of system partitioning for a hypothetical system. 

Let us assume that the radar antenna is mounted atop the superstructure 
and that the receiver/repeater must be located nearby, within the superstructure. 
Furthermore, on» can assume that the ether subsystems are located below decks, 

I   ) 
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perhaps in scattered locations. Note that the receiver/repeater must be housed 
in a hardened cabinet and the cables connecting it with other subsystems should 
be protected by metal conduit as well as by limiting devices. The other sub- 
systems, located below decks, will benefit from the partial shielding provided 
by the ship's structure, since as much as 60 to 8o dB of shielding may be 
present in well buried compartments. Digital equipment is very sensitive to 
operational upset and daiu.ige, and the shielding provided by a conventionally 
constructed buried compartment may not be adequate. For such equipment, rigorous 
structural hardening must be applied, otherwise each unit must be hardened 
individually. 

In the partitioned system approach the inherent structural shielding of 
the ship is utilized to create a shielded space. The contained subsystems 
should be grouped as close together as is practical to reduce the size and cost 
of the hardened area. Any units which may not conveniently take advantage of 
such structural shielding due to constraints of function or location must be 
hardened individually.  In Figure 5.1b we see such an example. The receiver/ 
repeater and its interconnecting cables must si ill be hardened. All other units, 
however, have been gathered into a hardened, contiguous suite of compartments. 
In this area no shielded cabinets are required and no conduit or limiting 
devices ore needed on the myriad of internal interconnections. The techniques 
necessary to provide such a hardened area will be discussed in the following 
sections of this chapter. 

Finally, oince many trade-offs are involved in determining where the 
systems can and should be partitioned, the ship and systems designers must work 
together to arrive at the most cost-effective compromise. 

5.2.? Compact Systems 

Compact systems, in most instances, are those systems that employ semi- 
conductor and integrated circuit devices which ere most susceptible to EMP. 
Fortunately, however, their compactness enables the ship designer to locate 
them in specific EMP-free zones. 

It is to be noted that modifying the shielding to provide an EMP-free zone 
will increase the cost of the ship. There will be significant savings, however, 
on all electronic equipment protected by the shielding.  Thus, there will be 
savings on every new and/or replacement system throughout the life of the ship 
as well as during initial outfitting. Considering these various factors, the 
most cost-effective approach to shielding compact systems is, generally, to 
locate the system in a hardened area. 

Such a hardened area is depicted in Figure 5.2.    To take advantage of the 
structural shielding already provided by the ship, it is best to locate this 
area approximately amid ships. As will be shown, the major EMP penetration of 
a shielded enclosure is due to shield discontinuities, apertures and cable 
penetration;-.  However, the continuously welded seams presently used in ships' 
construction provide excellent shield continuity and allow very little direct 
EMI penetration. Thus, the major breaches in the shielding integrity of a 
ship compartment are due to apertures and cables. 
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Only as many apertures as are absolutely necessary should penetrate the 
hardened area. No ducts venting to the outside of the ship should penetrate 
the arcti, as these ducts may possibly act as waveguides which carry portions 
of the external EMP field into the shielded area. This will require that 
ventilation for the hardened space be drawn from an adjacent corridor and 
exhausted in the same manner. These vents must be harder id as shown in Section 
5.3.1». Any ducts which do not service the shielded space may not enter it, but 
must be routed around. The walls and decks defining the boundaries of this 
enclosure should be a minimum of l/h" steel and continuously welded at all seams. 
Ideally, there should be only one entry, and this should be hardened as shown in 
Section 5.3.^. Bear in mind that an open door is a hole; and having a single 
entry provides one less aperture and eliminates a "short-cut" through the 
shielded zone. 

Cables and cable-like structures that do not terminate within the shieldec. 
compartment should be routed around it.. Those cables/pipes which service the 
shielded space should enter via a single point entry at a cable vault/cabinet. 
Within the cable vault, all cables entering or leaving the shielded space must 
be protected with protective devices, as already described in Chapter k.    The 
purpose of this action is to dissipate any excess energy that may appear on the 
cable conductors before they enter the shielded space itself. Because large 
amounts of energy may be released within the cable vault in the event of an EMP, 
it is recommended that there be no access door between the cable vault and the 
shielded space. Where the cables, conduits and other cable-like structures 
penetrate the outer wall of the cable vault, they should be circumferentially 
welded, as shown in Figure 5.3 (Class A bond per MIL-STD-131C-C). This is to 
dissipate any current being carried on the cable shield/conduit before it enters 
the cable vault.  It *s best to dissipate as much energy as far away from the 
sensitive equipment as possible. 

) 

o 
5.3 Shield Construction 

Metallic materials or structurer illuminated by electromagnetic energy 
reflect part of the incident energy and absorb some of the rest. These two 
properties, if exploited correctly, can be used to protect or shield sensitive 
electronic equipments from the direct and damaging exposure to EMP radiation. 
In general, the most effective EMP shield would be a uniform all-metal enclosure 
having no apertures, seams, penetrations, corners, or similar discontinuities 
which tend to break the metal or geometric continuity of the enclosure. This 
requirement suggests that the ideal shieM is either an infinite metal plate, 
a spherical metal shell or seme similarly closed surface of revolution. 
Although, neither of these configurations are ever constructed, they do serve 
a useful purpose in providing an analytical basis for defining and establishing 
fundamental shielding concepts. Thus derived, these concepts can be useful in 
the analysis, design and development of the more practical shield configurations, 

5.3.1 Shielding Effectiveness 

For comparative purposes, it is convenient to rftte a shield design in terms 
of "shielding effectiveness". This figure of merit takes on the character of a 
transfer function that relates the output to the input of an electromagnetic 
fieia impinging on the shield. "Output" in the sense is taken as the amplitude- 
frequency characteristics of the electromagnetic (EM) field inside the shield 
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and "input" is the amplitude-frequency characteristic of the external field. 
Because of the fact that a metal shield will, in general, respond differently 
to the electric and magnetic components of the EM field, it is necessary to 
define two such transfer functions of the form: 

and 

(5.1) TE(u,) = 
E.   (u) 
in 

E    (w) ex 

TH(u>) = 
H.   (u) 
in 

H    (u) ex 
(5.2) 

where, Eex(iu) and Hex(w) are the transformed (Fourier) external electric and 
magnetic fields, respectively; and Ein(w) and H^n(a)) are the corresponding 
internal fields. For spherical, cylindrical and parallel plate shield 
enclosures, and for frequencies greater than a few Hertz, King-*-* has shown 
the transfer function for magnetic field shielding to be: 

TH(u) =  ~-g  
cos(k2d) ~— sin(k2d) 

where 

W = 2irf 

f = frequency of incident field 

k = (u0/u)k2b 

k; = /-Jüjyo    *    —4- 

6 = l//nfuo = skin depth of material 

d = thickness of enclosure walls 

y - permeability of free space 

U = permeability of enclosure walls 

o = conductivity of e.icloöure waj.ls 

the factor "b" in Equation 5.3 is a geometric variable that characterizes 
the different enclosure geometries as follows: 

* Superscripts >-efer to numbered references at the end of this chapter. 
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b = the separation distance betveen plates for large area 
parallel plate shields 

b = the radius for cylindrical enclosures 

b = 2/3 the radius for spherical enclosures 

At high frequencies, where the wall thickness is greater than the skin 
depth (i.e., d>6) Equation 5.3 reduces to: 

-d/<5 
T» = 2\6e (5.1*) 

and at low frequencies, where (d<6), the magnetic field shielding becomes: 

1 
THU) JüjdOUb 

2 
(5.5) 

The transfer function-'- for electric field shielding is given by: 

T (U) , I  (*»*>?' (5.6) E      k sin k2d 

where 

9 we.be 
T (u) =  2  (5.7) 

ki - 27T/X 

X -   wave length of impinging field 

At high frequencies where d>6, Equation 5»6 can be expressed as 

a-d/6 

where 
e  ■ 10 /36TT farads/meter 

for low frequencies where d<5, the electric field shielding becomes: 

Vu; = n^d T„(w) = -T~- (5.8) 

With the exception of tl-e constant "b", the shielding transfer functions 
are the same for spherical enclosures, cylindrical enclosures» and parallel 
plates. Since the form of the transfer function is not affected by the geometry 
of the structure, these equations may be used to find the fields inside 
rectangular and cubic enclosures. It must be remembered that these results are 
not "alid near corners or apertures, and that ti.e shielding is degraded by 
penetrations. These effects will be discussed later in this chapter. 
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In applying these transfer functions to cubic and rectangular enclosures, 
it is necessary to select the correct value for the constant "b". This is done 
on the basis of similarity. A cubic structure most closely resembles a sphere, 
so b would be set equal to 1/2 the width. A structure in which the length and 
width are much greater than the height is similar to a parallel plate structure 
and b would be set equal to the height. Conservative practice is to model all 
structures as spheres in which the diameter is equal to the smallest dimension 
of the shielding enclosure. 

Miller and Bridges^ have shown that shielding problems can be modeled as 
equivalent electric circuit analogs. In particular the low frequency magnetic 
field shielding effectiveness is given as: 

Vw) = 5 /jo* (5.9) 
s  ü s 

where Rs and Ls are the resistance and indue .ance respectively in the 
equivalent RL circuit9 and 

Rs * ffe (5'10) 

L  - 2£ (5.11) 

In the high frequency case 

H^w) 

H (u>) o 

R   ^  d A/A s ,,   -d/o 

8 
2eu/u (5.12) 

Miller and Bridges have further shown that if 5.10 and -.11 are substituted 
in these equations, the rigorous high and low frequency expressions of 5.5 and 
5.1* will result. In order to determine the energy picked up by circuit loops 
within the shielded enclosure, it is desirabl* to be able to calculate an 
approximate value for the peak internal magnetic field strength. This has 
been shown to be 

R  r T 
■ r* / 1 H(t)dt  for T9-T < L  /R (M3) 

L J  _,   o 2 1  s s H. ,  > 
xn(max)    _ _, 

2 

where   Tp~T1 
s    approximate duration of the external magnetic field. 

This function will be used in a later chapter for loop pickup calculations. 

(     ) 

i   ) 

i  ) 
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Figures 5.k  and 5-5 illustrate the electric and magnetic field shielding 
effectiveness of an ideal structure. This enclosure is an aluminum sphere 
36 inches in diameter and l/l6 inch thick. 

Notice that at no point is there less than 200 dB of electric field 
attenuation but that, at low frequencies, there is little or no magnetic field 
shielding. In below-deck areas of a ship, however, the steel hull and decks 
will provide a substantial increase in magnetic shielding, due to the greater 
permeability of iron. 

It is apparent that, if a ship were such an ideal enclosure, the direct 
EMP penetration to the interior would be negligible. A ship, by necessity, is 
not an ideal shield. The walls have seams and are penetrated by apertures such 
as hatches, windows and air ducts. These items are discontinuities in the 
shielding structure and represent shielding defects. Each of these discon- 
tinuities will degrade the actual shielding effectiveness from the ideal levels 
given by Equations 5.*+» 5-5» 5«7 and 5.8. 

Thus, to determine the actual shielding effectiveness of a structure, a 
detailed analysis must account for each aperture, seam, cable penetration and 
any other shield discontinuity. It should be apparent that such a detailed 
analysis is not feasible for a structure as large and complex as a ship— 
although studies have been madt- concerning aircraft and missiles3» H. 

An alternative, and much simpler approach, is available. As we have 
demonstrated, the direct penetration of EMP energy through the steel walls of 
the ship is insignificant. The threat arises from the presence of shielding 
discontinuities created by the many apertures and penetrations needed to make 
the ship functional. This being the case, the ship designer need only concern 
himself with taking appropriate measures to reduce the penetration of EMP 
through the many discontinuities thar prevail throughout the ship's structure. 

5.3.2 Typical Shielding Parameters for Various Materials and Thicknesses 

As can be seen in the formula presented in the previous section, shielding 
effectiveness, is a function of skin depth. This means that shielding effective- 
ness depends upon the electrical and magnetic properties used to construct the 
enclosure. 

Figure 5«6 plots skin depth versus frequency, for several non-ferrous 
materials and the approximate skin depth for steel. The relative permeability 
for the non-ferrous materials is 1, and their skin depth is a function of con- 
ductivity only. The permeability of steel, however, is a strong function of 
frequency, as illustrated in Figure 5-7« The relative permeability of steel 
is over 1000 in the 1C0 Y.\h.  region and falls rapidly with increasing frequency, 
thereby producing the non-linear sKin depth versus frequency curve in Figure 
5.6. It should be noted that the skin depth of steel is less than the skin 
depth of copper over the entire frequency range of interest. 

Table 5.1 lists the relative permeability and relative conductivity for 
several metals at 150 kHz. These parameters, coupled with the equations 
presented in Section 5.2.1, allow the designer to calculate shielding effective- 
ness for ideal structures of his own choosing. 
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Fig. 55   MAGNETIC-FIELD SHIELDING EFFECTIVENESS FOR 18 INCH 
RADIUS ALUMINUM SPHERE, 1/16 INCH THICK (REF 2) 
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( 

c 

I 

( 

METAL 

RELATIVE 
CONDUCTIVITY, 

GR 

RELATIVE 
PERMEABILITY * 

^R 

Silver 1.05 1 

Copper, annealed 1.00 1 

Copper, hare I drawn 0.97 1 

Gold 0.70 1 

Aluminum 0.6l 1 

Magnesium 0.38 1 

Zinc 0.29 1 

Brass 0.26 1 

Cadmium 0.23 1 

Nickel 0.20 1 

Phosphor-Bronze 0.18 1 

Iron 0.17 1,000 

Tin 0.15 1 

Steel, SAE I .0^5 0.10 1,000 

Beryllium 0.10 i 

Lead 0.08 1 

Hypermok 0.06 80,000 

Monel o.ou 1 

Mu-Metal 0.03 80,000 

Permalloy 0.03 80,000 

Steel, 18-8 Stainless 0.02 1,000 

( 

« 
Obtairabl only if the incident field does not saturate the 
metal. 

MR" M/M0 

fi0«4»x io"7 Wtber/Amp-m 

Table 5.1        RELATIVE  CONDUCTIVITY AND RELATIVE 
PERMEABILITY  FOR METALS AT  150 kHz 
(REF.   4) 
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Fig. 5.6   ONE SKIN DEPTH OF SELECTED MATERIALS 
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To further simplify any analysis regarding steel structures, Figure 5.8 
illustrates the minimum shielding effectiveness which can be obtained from 
steel vails of several thicknesses. 

In general, the designer may safely assume ^0 dB per shielding surface, 
except in the vicinity of apertures. For example, if there are two decks 
between the shielded compartment and the surface of the ship, about 80 dB of 
attenuation may be expected if there are no apertures in the decks in the 
vicinity of the shielded area. 

5.3.3 Seams 

As previously mentioned, the shielding effectiveness for ideal boxes and 
spheres is quite large. We know, however, that in real structures the discon- 
tinuities seriously degrade the shielding. The effects of seams are of concern 
to the designer because of their extensive use in Naval construction. Figure 
5.9 shows qualitatively the effect of a low conductivity seam on the effective- 
ness of the shield. Generally, there are two mechanisms by which EMP penetrates 
a seam. 

The first is direct penetration. This occurs when there are gaps in the 
seam, such as when two plates are bolted together. These gaps act as slits or 
perforations in the shield and may be viewed as small apertures. This problem 
exists on older steel ships bearing aluminum superstructures, since the means 
of bonding was by riveting or bolting. Figure 5.10 shows such an assembly. 
The Navy has, however, recently adopted the explosive bonding technique for 
Joining dissimilar metals. Jolliff" has shown that this technique provides 
excellent shield continuity at the bond. 

A To Suit Framing 
I Requirements 

Weather Side 

Aluminum Deck House 

Stainless Steel Huck Bolt 

Fig. 5.10   ALUMINUM   DECKHOUSE JOINT DETAIL 
The second means of EMP penetration in via low conductivity welds. In 

this case, the EMP induced .'urrents on the jkin of the ship produce voltage 
drops across- the high resistance seams. 
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WITHOUT SEAM 

u o 
-p 
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a) 

J3 

WITH SEAM 

Frequency 

Figure 5-9 COMPARISON OF SHIELD FACTORS OF TWO ENCLOSURES, 
ONE WITH SEAM, ONE WITHOUT SEAM 
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The present use of continuous welds in Naval construction eliminates both of 
these mechanisms. Thus, the designer need not consider penetration via seams. 

5.3.1+ Comers 

We have shown that cubic and rectangular enclosures may be modeled as spheres 
or cylinders with satisfactory results. These solutions, however, do not apply 
in the vicinity of corners where the field penetration is significantly greater 
than that predicted for the center of the enclosure. 

Figure 5-H gives Hc/Hi es a function of T/a. Hc/H-j_ is the ratio of the 
magnetic field near the corner to the magnetic field near the center of the 
enclosure. The ratio F/a is the ratio of the distance from the corner, F, to 
the half width of the enclosure, a. 

The magnetic field increases rapidly as the corner is approached, although 
the effect does not become significant until T/a is down to about 0.2. 

The most simple means of protecting against this problem is to locate the 
|       more sensitive equipments away from the compartment corners. 

5.3.5 Apertures 

5.3.5.1 Analysis 

/ Several shield discontinuities will be discussed under the topic of 
1       apertures, including windows, doors, hatches and air vents. 

The penetration of EMP through a circular aperture in an infinite plane 
shield is considered in reference 9- This analysis will be pursued here for the 
sake of completeness, as well as to illustrate the threat imposed by unprotected 
openings. 

( 

( 

1 

The fields penetrating such holes will have the same time dependence as the 
external fields. The field magnitudes, however, will diminish with distance 
from the aperture. 

Figure 5.12 illustrates the problem. The EMP is assumed to be propagating 
in a direction parallel to the shielding plane. The electric field is normal to 
the plane and the magnetic field is parallel. If a< A/27T, when A is the shortest 
wavelength of importance in the EMP spectrum, and when the distance, r, into the 
enclosure from the center of the aperture satisfies the constraint a<r<A/2ir, then 
the following formulae hold: 

E  = 2/3* (-)3 E cos 8 (5.IM 
r        r   0 

E0 = ~ (~)3 E sin 9 (5.15) 
6    3ir r   o 

E, = 0 '5.16) 
<P 

H  * T- (-)3 H sin « sin 9 (5.17) 
r    3IT r   o 

H. = |r (-)3 H cos * (5.18) 

HQ = I" (-)3 H sin 4> cos 0 (5.19) 
ö    JIT r   o 
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Fig. 5.11   INCREASE OF MAGNETIC  FIELD STRENGTH WHEN 
APPROACHING THE CORNER OF A SHIELDED SPACE 
(REF. 6) 
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( 

Flg. 5.12      PENETRATION  OF ELECTRIC AND MAGNETIC 
FIELDS  THROUGH A CIRCULAR  HOLE (REF. 6) 

( 
5-21 



where 

NSWC/WOL/TR 75-193 

E., E , Eg = Internal electric field components in spherical 
coordinates. 

H 

Hr s ^t &3  H, (5'20) r    3TT r   o 

or 

o 

Consider a compartment having a large aperture, perhaps a door or hatch. 
This opening can be conservatively modeled as a circular hole with a radius of 
1.0m. Consider also, that it is necessary to locate a piece of electronic 
equipment in this compartment about 3 meters from the aperture. Thus: 

^ *   lr^3 - 0-5TX10-2 (5.22, 
o r 

Because the field penetrating the door has the same time dependence as the 
external EMP fields, one may determine the internal loop pickup by merely 
multiplying the attenuation factors of Equation 5.22 by any previously 
determined values for external loop pickup. 

For th" sake of completeness end example, we will illustrate such a cal- 
culation here. Baird and Frigo^ have determined some representative values 
for loop pickup, and Chapter 3 of this manual discusses pickup mechanisms in 
detail. It will suffice here to state the necessary results, describing 
maximum open circuit voltage and short circuit current for external loop pickup. 

5-22 

{   ) 

., H , Hg = Internal magnetic field components in spherical \ 
coordinates. / 

a = radius of the aperture. In analysis of non-circular 
apertures, "a" should be set equal to 1/2 the largest 
dimension of the opening under consideration. 

r = radial distance from the point in the enclosure at 
which the field strengths are to be determined to the 
center of the hole. 

It is desirable to consider only the case describing the most adverse 
direction of EMP penetration. From the point of view of circuit coupling, 
this occurs when the sines and/or cosines in one of the above equations are 
of unit value.  In such a situation, the entire magnetic field is in one \ 
direction since the other two components must be zero. Since the expression 
for Hr, Equation 5-17, has the greatest coefficient (U/3TT), our analysis may 
be confined to Equation 5-17- Thus, the most extreme EMP penetration may be 
expressed as: 

o 

() 
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( 

( 

( 
: 

The radius of the loop is 2 ft, 

V = kg  kV (5.23) 
oc, max    * ';,'-)J 

I = 1*1.6A (5.210 ss, max w,c ' 

vhere 

oc, max 
= Maximum open circuit voltage developed in the 

circuit loop 

I       = Maximum short circuit current developed in the 
circuit loop 

A loop, illuminated by EMP penetrating a door or hatch, can collect enough 
energy to damage or upset electronic equipment. Thus, in EMP-critical areas, 
the number and size of apertures should be kept to a minimum and all should be 
protected. 

5-3.5.2 Hardening 

Hardening techniques for air vents will be considered first. These 
concepts may be applied equally to vents penetrating ship bulkheads or 
equipment cabinets. Figure 5.13 illustrates one hardening scheme utilizing 
wire screening as a shield. Note that paint, oil, etc. must be removed from 
all mating surfaces prior to assembly. Also note the use of a molded RF gasket; 
if the assembly is ever taken apart, this ganket should be replaced. 

Figure 5.1^ illustrates the use of honeycomb shielding material. This is 
similar to metal screen except that the honeycomb protrudes into the duct. As 
shown in Figure 5.1**» the molded gasket may be eliminated if the metal retaining 
plate is welded rather than bolted to the enclosure. Honeycomb tubes act as 
waveguides below cutoff and offer several advantages over screening. 

Figure 5-15 graphs the shielding effectiveness of several honeycomb 
materials. Steel and cadmium-plated aluminum provide the best performance. 

Figure 5«l6 compares the attenuation of wire mesh to honeycomb. Honey- 
comb and very fine screening are best. Note, however, that for equal shielding 
effectiveness, the honeycomb presents much less resistance to air flow. 

Tne treatment of windows is similar. Wire screen may be used either 
internally or externally to the glass, or conductive coatings may be deposited 
on the glass. In either instance, tne conductive medium must make good 
electrical contact with the bulkhead of the ship, and a molded RF gasket must 
be used. Typical commercially available conductive coatings on glass or 
transparent substrates can provide- 90-100 dB of attenuation for electric (E) 
fields over a frequency range of 10 kHz to 100 MHz. Magnetic (H) fields below 
100 kHz are only attenuated 15 to 20 dB. Visibility through these coatings 
may be between 65J to 90^0. in general, the coatings are stable, will not 
oxidize and are not sensitive to light or water. If better visibility is 
required, sensitive equipment must be hardened or located elsewhere. 
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APERTURE 
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(WIRE MESH) 
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D 

Fig. 3.13  METHOD OF MOUNTING WIRE SCREEN OVER 
AN APERTURE (REF. 5) 
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t 
Typical  Element 

Metal  Partitions Welded, Brazed 
Or Soldered   At  Each  Intersection 

Closed   Cells   (Square  Or  Hexagonal) 

Maximum    Ceil   Opening < X/3 
Of  Highest   Frequency  (Shortest 
Wavelength)   To  Be   Attenuated 

Depth   Of Closed   Cell   Depends 
On   Ratio Of   Operating 
Frequency To  Cut  Off 
Frequency Of   Cell 8 Attenuation 
Required. Nominal   Depth   Is 
5   Times Largest   Opening  For 
100 db  Attenuation. 

( 
c— fastener r— Frame 
\ r Air  Vent\ 

Cabinet Mesh  Gasket 

Air  Vent 

Welded 

( 

( 

a)   Bolted   Installation   On  Cabinet b)  Welded   Installation On Bulkhead 

Fig. 5.14     USE   OF   HONEYCOMB   MATERIAL    FOR    SHIELDING 

AIR   VENTS     (REF. 7) 
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Figure 5.15 TOPICAL SHIELDING EFFECTIVENESS VERSUS FREQUENCY FOR 
HONEYCOMB (HONEYCOMB THICKNESS ~  1/2 INCH, CELL 
WIDTH = 1/3 INCH) (Ref. 5) o 
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Figure 5.l6 ATTENUATION OF VARIOUS SCREENING MATERIALS 
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Hatches, doors and scuttles should be kept to a minimum in the vicinity of 
a hardened area.  Escape scuttles penetrating the peripheral wall of the area 
should be fitted with conductive gaskets and be securely bolted closed. Whenever 
the scuttles are opened, the gaskets should be replaced. Naturally all paint, 
grease, etc. must be removed from the mating surfaces before installation. 

The number of entries to a critical equipment area should be kept to a 
minimum, preferably one. Since these entries will see frequent use, conductive 
gaskets will not be adequate. The utilization of a double door hallway entrance 
as illustrated in Figure S17 is strongly recommended. The double doors provide 
redundant shielding and should be closed at all times. The hallway also acts 
as a waveguide below cutoff. That is, it will act as a waveguide that attenuates 
the low frequency portion of the EMP spectrum. Figure 5.l3 shows the amount of 
attenuation the EMP will enc mnter in traveling the length of the hallway. In 
this figure, "L" represents the length of the hallway and "D" is the height or 
width of the aperture, whichever is larger. As can be seen, a hall which is 
approximately l8 feet long would provide about 80 dB *+  attenuation for a "D" 
of about 6 feet. 

Elevator shafts and stairwells present a major breach in structural shielding. 
V 

( 

( 

( 

Such openings should be located as far as possible from areas containing critical 
equipment. 

5 • 1* System Grounding Plan 

Within a ship there are, essentially, two ground systems. One is the 
personnel safety ground system and the other is the electronic signal ground 
system. The purposes and implementation of these systems are often in direct 
conflict. 

Fcr safety ground, the outermost metallic surface of all equipments connected 
to the ship's electrical power, and exposed to personnel touch, should be bonded 
per MIL-STD-1310C to the bench/deck/bulkhead where it is located. The purpose 
of this bonding is to insure that no electrical potential may be developed between 
the metal enclosure and the surrounding metallic structures. It is not important 
if the absolute potential of "ground" is different in different areas of the 
ship; it is only necessary to guarantee that hazardous voltages cannot exist 
between surfaces exposed to personnel. 

The purpose of signal ground, on the other hand, is to provide a reference 
level between interconnected electronic equipments. Digital systems, such as 
NTDS, are especially level-sensitive. Thus, it is important that the absolute 
potential of this ground be the same throughout its extent. It should be obvious 
that the safety ground and the signal ground may be at widely differing potentials. 
This will be important later. 

A "Christmas Trer" or Fishbone configuration should te utilized for the 
ship's ground system as illustrated in Figure 5-19. This is to avoid the creation 
of ground loops. 

A digital equipment signal ground system should be installed in all major, 
digital equipment spaces. In general, these spaces would be in an EMP hardened 
area. This ground system should connect to all units of the digital system and 
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psg. 5.17 DOUBLE DOOR HALLWAY TYPE ENTRY 
TO HARDENED AREA 
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Note» I) Total Area Of Wiring 
Loops Is Zero In Any 
Plane. 

Power, Ground, And 
Signal Cables 

2) Each Line Includes All 
Eiectrical Connections 
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Fig. 5.19       "TREE" WIRING SYSTEM 
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extend to and include the first digital-to-analog and analog-to-digital 
converters. These converters should be located within the hardened space if 
possible. Analog input and output to the shielded space should have balanced 
terminations, as discussed in Chapter 3. Thus, the ground system does not 
extend to remotely located ancillary equipments. Motor generators and RF 
equipments should not connect to this ground system. 

The main ground cable should be run in and between all major digital 
equipment spaces, such as computer control areas and combat information centers. 
Except for a one-point ground connection (or where signal ground is common to 
cabinet ground), the main ground cable should be electrically isolated from the 
ship structures. This one-point ground connection should be in the vicinity of 
the single point entry for cables and pipes, and should be in good electrical 
contact with the hull/bulkhead ground. Branch ground cables should connect the 
individual equipments to the main ground cable. Cable sizes and connections 
should be in accordance with MIL-STD-1310C, Section 5, and MIL-C-915/28. 

If more than one system is located in a single shielded space, all may 
utilize one signal ground system, subject to the previously mentioned restrictions. 

While MI1-STD-1310C requires such a signal ground system only for digital 
equipments, it is god EMP practice to provide such a system for each shielded 
space, if more than one is constructed. 

Figure 5.20 illustrates the type of equipment connection required on any 
apparatus located external to the shielded space. In this case, the cabinet 
(safety) ground must be isolated from the signal ground. Such a configuration 
should be avoided, if possible, by relocating the equipment internal to the 
shielded space or by utilizing balanced signal terminations which eliminate the 
need for the extended ground. 

Figure 5.20 shows the type of connection which is acceptable within the 
shielded 8*"-as. Safety and electrical power grounding should be in accordance 
with MIL-STD-1310C. 

5.5 Conclusions 

The most cost-effective approach to EMP hardening is, in general, to locate 
as much sensitive, mission-critical equipment in hardened areas as possible. 
This approach saves money during initial outfitting and increases the flexibility 
of the ship since future equipments may also take advantage of the shielded 
area(s). The following is a summary of recommendations concerning the location 
and construction of hardened areas. 

• Steel is superior to aluminum as a shield, thus, hardened areas 
should be located below decks when possible. 

• The shielded area should be located approximately raid ship. 

• These areas should be situated as far as possible from elevator 
shafts and stairwells. 

• The present continuously welded steel construction used on Naval 
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Cabint: 
Safety 
Ground 

Cabinet Cabinet Cabinet Cabinet 

Single-Point \Mafn Ground 
Ground Cable 

o)   Signal Ground Isolated From Cabinet Ground Ü 
Cabinet Cabinet Cabinet Cabinet 

Cabinet 
Safety 
Ground 

Internal  Ground -J^\Slngle-Point 
Connection Ground 

\,Maln Ground 
Cable 

O 

b)   Signal   Ground Common To Cabinet Ground 

Fig. 5.20     GROUND  SYSTEM   FOR  CRITICAL  EQUIPMENT 
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ships will allow nc significant direct EMP penetration. Thus, the 
ship designer may concentrate his attention on hardening apertures 
and cable/pipe entries. 

• Perimeter walls and decks of *he hardened area must be a minimum 
of 1/V steel. 

• Pipes, conduits, cables and air ducts not terminating in the 
shielded space should not be routed through it. 

• Access to the space should be via a double-door entry. Preferably 
an interlock syster should be provided to prevent the opening of both 
doors simultaneously. 

• Escape scuttles in th peripheral walls of the area must be hardened. 

• It is recommended that the hardened area be provided with a separate 
blower system, drawing and exhausting ventilation from an adjacent 
corridor. This would eliminate the need to penetrate the peripheral 
walls with ducts. 

• Intake and exhaust vents opening onto the adjacent corridor should 
be protected with honeycomb material. 

• A low impedance single point ground system should be provided in 
each hardened area for electronic equipment. 

• All pipes, conduits and cables entering the shielded »xea should do 
so via a single point entry. For a small shielded area, a heavy metal 
cabinet which is continuously welded to the outside of a peripheral 
wall will be adequate. For a larg» space, a small adjacent compartment 
must be allocated to serve as a cable vault. The cabinet/vault must 
be large enough to accommodate protective devices for every penetrating 
conductor. 

• Access to the vault/cabinet should not be through the peripheral wall 
of the hardened area. 

• No apertures, other than those discussed above, may penetrate the 
boundary walls/decks of the hardened area. Thus, expansion Joints, 
holes or perforations may not be placed in these structures. 
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CHAPTER 6 

RETROFIT HARDENING 

6.1 Susceptibilit/ Classification 

The application of EMP hardening techniques is more difficult for a ship 
which is already in service than for one which is in the design stage. This is 
due to the constraints imposed by structure, space, equipment location and cable 
routing. To maintain the cost of retrofit hardening at a reasonable level, it is 
imperative that a systematic approach be used. This requires the compilation of 
a Centers and Systems Ranking table ar discussed in Section 2.2 of this manual. 
The information contained in the ranking table spotlights those centers and 
systems vhich require attention. 

The decision to harden a particular system is based not only on need, but 
also on cost. The costs involved in retrofit hardening are generally greater 
than those incurred if hardening is included in initial design. Cost reductions 
which also result in protection level roductions may be a waste of the total 
money invested in the hardening,since a system which is "almost safe" will likely 
fail during an EMP event. If the cost to harden all of the systems which are 
selected from the ranking table is prohibitive, a priority ranking on mission 
criticality may be necessary. 

6.2 Applicable Hardening Techniques 

6.2.1 Shielding 

As discussed in Chapter 5, the basic construction of a ship provides a 
considerable amount of natural shielding. The violations of this shielding occur 
due to apertures (hatches, windows, ducts, etc.) and conducting path penetrations 
(cables, pipes, etc.). Free field levels in a compartment are augmented by 
direct penetration through apertures and by reradiation from conducting energy 
paths. 

The treatment of apertures in retrofit is similar to initial design pro- 
cedures. Windows which are in critical areas should be covered with a trans- 
parent conducting film or a wire mesh. This conductive covering must maka good 
contact with the bulkhead around the entire periphery of the window. Escape 
hatches should be fitted with a conductive gasketing around the entire periphery. 

/      This conductive gasketing may also be utilized on doors. However, frequent 
inspection is required of gasketing used on door3 due to degradation caused by 
opening and closing of the door. 

A better procedure for increasing the shielding effectiveness of doorways is 
to use a double door system. Obviously, space limitations may eliminate this 
method from consideration- To obtain greatest effectiveness from this procedure, 

/       the doors should not be located opposite one another. 
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i ) 
The insertion of a conducting honeycomb is recommended to minimize lield pene- 

trations through duct openings. The honeycomb acts as a waveguide below cutoff for 
the frequency range in which most of the EMP energy occurs and provides a large 
amount of attenuation of this energy. 

In some cases, the most 203t effective solution to the improvement of shielding 
effectiveness is to construct a shielded enclosure within a compartment and place     \ 
critical equipment within this enclosure. Only those cables and power lines associ- 
ated with the equipment would enter the enclosure via a single point entry, with 
cable and power line shields well grounded at the entry. 

6.2.2 Conducting Energy Paths 

Cables and cable-like structures such as water, sewage and fuel pipes, provide 
a conducting path for energy flow. Energy which is coupled to these paths may be 
applied directly to input circuits of equipment via the signal conductor or may be 
reradiated in the equipment area via sheath current. As in the case of initial 
design, the most effective solution to the problem of EMP energy on conducting paths 
is to reduce the exposure. 

(     )  ■ Cable runs which are located above the main deck receive the greatest exposure 
and, therefore, must be given first consideration. All such cables should be 
routed within an electromagnetic shield such as the mast, the superstructre, solid 
conduit, or raceways. The use of raceways to protect cables which are not within 
any other shielding structure is probably the most viable retrofit procedure when 
compared to the cost and time required for rerouting within the superstructure or 
adding solid conduit. To provide intended protection levels, the entire length 
of the raceway must be properly welded to the structure along which the cable is 
routed (mast, bulkhead, deck, etc.). 

At the points where cables enter the superstructure or the main deck, it is 
recommended that a cable vault be constructed to accomplish proper grounding of 
sheath currents. In addition, protective devices such as surge arrestors and fil- 
ters can be installed en the terminal board within the vault to reduce transmitted 
EMP energy on the cable and power leads. Conducting cable-like structures should 
be peripherally welded at their prints of entry. 

The energy which appears on cable conductors originates on the cable shield or 
on antennas. Enclosing the cables in a shielding structure, as previously dis- 
cussed, will minimize the energy on the cable shield. To minimize energy transfer 
from antennas to equipment areas, it is recommended that a relay system be installed 
to disconnect the feed cable at the antenna base when the antenna is not being used 
for transmission or reception. 

Reradiation, which increases the free field strength, and eable interaction, 
which couples energy between cables, are the major problems ir internal areas of 
the ship. Cables which have picked up EMP energy on their sheaths will reradiate 
a portion of this energy in the form of free fields or will directly transfer a 
portion of the energy if contact is made to another conductor. The radiated fields 
may couple into equipment in compartments or may couple into other cables. Contact 
between armor sheaths of cabJes in the same bundle allows direct transfer of energy 
between cables. 

) 
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Both reradiation and direct transfer between cables are problems associated 
with cable routing. It is not possible to eliminate reradiation. However, if 
cables which have been exposed to EMP energy are not  routed through compartments 
containing susceptible equipment, the reradiated fields will not produce detri- 
mental effects. Similarly, if cables which have been exposed to EMP energy are 
routed in bundles which are separate from those cables which have not been exposed, 
energy transfer to the unexposed cables via coupling and direct sheath contact will 
be minimized. 

When modifications are made, it is not realistic to assume that a complete 
cabJe system rerouting can be performed. However, it should be possible to re- 
route some cables around compartments which contain critical equipment. In 
addition, the separation of exposed and unexposed cables f\nd the containment of re- 
radiated fields may be accomplished by the construction of raceways around the 
separated cable bundles. These raceways are of particular importance in critical 
areas. 

6.2.3 Grounding 

The grounding scheme whicn is recommended for EMP energy control is the single 
point ground. As in the case of cable routing, a complete change in ground plan in 
a retrofit situation to conform to recommended practice for new construction is 
neither realistic nor advisable. In a complex system it is all too easy to over- 
look or incorrectly predict ground paths when changes are made, with the result 
that equipment is more susceptible or possibly does not even operate correctly after 
the changes have been made. 

The best procedure for retrofit treatment of grounds is to provide proper 
grounds where they were required in the initial construction and installation. 
This involves such items as replacement of connectors which do not provide peri- 
pheral shield contact, replacement of ground straps which have become corroded, 
are too long, or are too narrow, and replacement of main or branch ground cables 
which have deteriorated. 

6.2.I4 Equipment 

In dealing with electrical equipment there are three approaches which may be 
used for decreasing the vulnerability to an EMP transient. 

• Redundancy 

• Replacement 

• Relocation 

These methods may be ipplied separately or in combination. 

The simplest procedure is to provide redundancy by carrying spare equipment. 
as bacKup for equipment which may be damaged by the EMP energy or by any other 
electrical or mechanical transient. This method provides protection in the se.ise 
that the ship may remain on active duty after sustaining equipment damage, but 
continuity of fulJ capability is interrupted for the length of time required to 
perform equipment interchange. 
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A second method for decreasing vulnerability is to replace original apparatus 
with equipment which has been specifically designed to withstand EMP environments. 
Such equipment utilizes built-in protection devices, components which have high 
damage thresholds, circuit designs which are not prone to upset, and have proper 
shielding incorporated in the housing. 

Another method for obtaining EMP hardness is to relocate equipment from an 
area of high EMP exposure to areas where EMP energy is less prevalent, such as 
below the main deck or in specially shielded compartments. However, because of 
the cost and redesign effort necessary to interface the relocated equipment with 
its associated auxiliary systems, strong justification must be made before this 
approach can be implemented as a retrofit effort. The decision as to which 
equipments or systems should be relocated in a retrofit hardening effort depends 
on many factors which include but are not necessarily limited to the following: 

EMP susceptibility 

Criticality to ship's mission 

Redesign and reconfiguration necessary 

Availability of alternative locations aboard ship 

Effort and cost to relocate equipment being displaced. 

Apparatus which requires adjustment or tuning such as transmitters and 
receivers, and apparatus which provide visual display or audio output of infor- 
mation are generally located in accordance with the battle station which they 
serve and cannot be moved for strategic reasons. However, support equipment 
such as computers are prime candidates for relocation if their present location 
is an area where high energy levels could result. 

(  ) 

( ) 

C) 

() 
The movement of equipment will require rerouting of cables and, possibly, 

additional cables. It is important that these new cable runs be well shielded 
using conduit or raceways so that energy levels are not increased in previously 
"safe" areas. 

6.2.5 Protective Devices 

The use of protective devices (filters and breakdown devices) for retrofit 
hardening is a relatively simple procedure. These devices should be installed at 
external locations such as antenna bases and cable entry points (cable vaults) 
to shunt and reflect energy before it reaches internal areas. Correct installation 
practice is discussed in Sections U,2.k  and b.3.3. 

It must be kept in mind that protective devices act to limit conducted energy 
of the cable core. However, the energy contained in direct field penetrations 
through anertures, and that contained on poorly shielded and grounded cable sheaths, 
can easily exceed the conducted core energy. Therefore, the use of protective 
uevicea alone will generally not. provide the required .level of EMP retrofit 
hardness. 

(   .) 
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( GLOSSARY OF ACRONYMS AND ABBREVIATIONS 

( 

AC 

DC 

EMC 

EMI 

EMP 

EMPRESS 

FTM 

HERO 

HF 

LF 

LPN 

MF 

MIL-STD 

NACSEM 

NSWC 

RF 

RFI 

SEM 

TEMPEST 

VHF 

Alternating Current 

Direct Current 

Electromagnetic Compatibility- 

Electromagnetic Interference 

Electromagnetic Pulse 

Electromagnetic Pulse Radiation Environment System Simulator 

Fourier Transform Method 

Hazards of Electromagnetic Radiation to Ordnance 

High Frequency (3 to 30 MHz) 

Low Frequency (30 to 300 kHz) 

Lumped Parameter Network 

Medium Frequency (.3 to 3 MHz) 

Military Standard 

National Comsec/Emsec 

Naval Surface Weapons Center 

Radio Frequency 

Radio Frequency Interference 

Singu." ^.rity Expansion Method 

Designation for Compromising Smanations 

Very High Frequency (30 to 300 MHz) 

( 

( 
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INDEX 

Amplitude Limiters: 

Applications, k-h'J through U—51 
Installation, U—51 through U-57 
Semiconductor junction, U—31 through 

U-38 
Spark gap, U—28 through U-31 
Varistor, U-38 through U-l*7 

Antennas: 

Cylindrical, 3-17 throxigh 3-21 
Dipole, 3-11, 3-lU, 3-15 
Loop, 3-15, 3-16 
Reflector, 3-21, 3-27 
energy collection, 3-28, 3-29, 3-30 
reradiation, 3-30, 3-31, 3-32 

Antenna Analysis Methods: 

Fourier Transform, 3-1*, 3-17, 3-21 
Landt, 3-6 through 3-9 
Lumped parameter network, 3-1*, 3-6, 

3-17, 3-21 
Singularity expansion, 3-6 

Antenna Hardening Techniques, 3-32, 3-35 

Apertures: 

Analysis, 5-19, 5-22, 5-23 
Cable shields, 3-39 through 3-1*1 

3-1*3 through 3-1+9 
Hardening, 5-23 through 5-27 

Cables: 

Analysis, 3-1*9 through 3-62 
Core current, 3-36, 3-58 through 3-59 
Modeling for analysis, 3-1*9 through 

3-51 
Penetration mechanisms, 3-39 through 

3-1*9 
Sheath current, 3-36, 3-51 through 3-55 
Shielding, 3-62 tarough 3-68 

Cable Coupling: 

Core current, 3-36, 3-58 through 3-59 

!   ) 

Cable Coupling (continued): 

E-field penetration, 3-36 
Energy pickup, 3-60 through 3-62 
H-field penetration» 3-36 
Matched termination, 3-51 
Sheath current 3-36, 3-51 through 
Shorted termination, 3-55 
Transmission line model, 3-1+9 

3-55 

Cable Protection: 

Bonding, 3-70, 3-71 
Carrier transmission system, 
Conduit, 3-62 through 3-65 
Damping schemes, 3-72 
Ducting, 3-62 through 3-65 
No! -conducting cabling, 3-72 
Penetration treatment, 3-70 
Routing 3-68 through 3-70 
Shielding, 3-62 through 3-68 

Corapton electrons, 1~2 

Current: 

Follow current, 
definition, U-27 
diode, U-38 
spark gap, l*-31, l*-33 
Varistor, !*-l*3 
Leakage current, 
definition, U-27 
diode, U-38 
spark gap, U-31 
varistor, 1*-1*3 through 1*-1*6 
Surge current, 
definition, l*-27 
diode, l*-3l*, h~i{ 
spark gap, U-31 
varistor, U-l*3 through h-kCt 

Damage, functional, 2-5 

Double-door entry, S-27i 5-?ß 

3-7S 
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EMF: 

Spectrum, 1-7, 1-8 
Surface coverage, 1-2, 1-k 
Waveshape, 1-7, 1-8 

Filters: 

Active, '4-13 
Applications, U—13, I4-I6 
Calculation, h-l6  through U—23 
Dissipative, ^-7 through k-13 
Ferrite, '4-7, U-9 through H-13 
Installation, k-23, U-2U, U-25 
Nondissipative, k-5, h-6, h-f 
II - type, »4-5, k-6 
Fin, u-]3, U-15 
T - type, fc-5, U-6 
Transmission line, l»-7 

Gamma: 

Absorption layer, 1-2 
Rays, 1-2 

INDEX (CONTINUED) 

Shunt Capacitance (continued): 

Spark gap, i*—31 
Varistor, U—1+3. U-i+7 

Single point entry, 3-70, 5-6, 5-7 

Skin depth, 5-8, 5-lH 

Spectral limiting, U—2, U-3 

Standards, 2-8 through 2-12 

Surface transfer impedance, 3-58 

Susceptibility ranking, 2-2, 2-3, 2-h 

System: 

Compact, 5-14» 5-5« 5-6 
Distributed, 5-2, 5-3, 5-1* 
Partitioning, 5-2, 5-3 

Grounding plan, 5-27, 5-30 through 5-32 

Lead inductance, 1»-51 through k-57 

Polarity (amplitude limiter): 

Definition, U-21 
Diode, l;-3i, U-l»7 
Spark gap, U—28 
Varistor, U—38 

Retrofit hardening, 6-1 through S-k 

Saturation, ferrite core, 14-13 

Seams» 5-17 

Shield: 

Cable, 3-62 through 3-68 
Construction, 5-6 
Effectiveness, 5-6 through 5-11, 

5-16 
Honeycomb, 5-25, 5-26 
Screen, 5-25, 5-26 

'hunt capacitance: 

Diode, U38 
1 4,11 4 <- .1 ».'Ii , ** —c 1 

Transfer impedance, see "Surface 
transfer impedance" 

Upset (system), 2-5 

Voltage: 

Clamping voltage, 
definition, Ü-27 
diode, 14-314 
spark gap, I4-28 
varistor, U-k3 

Extinguishing voltage, 
definition,  14-27 
diode, I4-3I4 
spark gap, «»-28, U-31. 14-32 
varistor, I4-I43 

Static breakdown voltage, 
definition,  '4-27 
diode,  I4-3I4 
spark gap, I4-28, I4-29 
varistor, 1»-1»3 

Surge breakdown voltage, 
definition, U-27 
diode,  U-3I4 
spark gap,  U—28,  l»-30 
varistor, I4-I43 

Waveguide below cutoff, 5-23 

Zoning, 2-7, 2-8, 5-1,  5-2 
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APPENDIX A 

ROUGH ESTIMATES OF PEAK CURRENTS USING PROCEDURES 

BASED ON LANDT'S METHOD 

Tne following are rough estimates of peak currents for six different 
typical antennas and antenna-like structures. The calculations used to 
obtain these estimates are based on the method developed by Landt, which 
was described in Section 3.2.1.U of this text. Note that in Example 1 below, 
the unit vector, k, denotes the direction of wave propagation. 

Example 

Antenna  Geometry 

( 

( 

Waveform Of Incident  Field 

e(t),V/ln 

5x10' 

-*t 

A-l 
> 

i 
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Steps of Calculation 

(1) Wire radiuB a - 0.006lh 

(2) Wire length £ - 1.0 

(3) Time of reflection t2 ■ */2c * 1.67xl0"9 

(h)    Rise time t±  = 0 

(5) Write T = —— = 0.833xlO~* 

(6) Estimate! 2 e(t)dt = 8.35xlO"5 

J  0 

(7) Calculate ~ = 37.1 
CT 
a 

(8) From Figure A.l, find h(^) s 1.06x10* 

(9) Obtain peak current I  , » h ( peak 
->/; 

e(t) dt * 88.5 amps 

(  ) 

( )  i 

Exomple 2 

Antenna  Geometry 
( ) 

Waveform Of Incident Keld 

i ) 

A-2 
(  ) 
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Figure A.l       IMPULSE  RESPONSE OF THE CURRENT ON AN INFINITE 
WIRE WHEN ILLUMINATED FROM BROADSIDE BY A 
PLANE WAVE 
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Steps of Calculation 

(1) Wire radius a = 0.1 

(2) Wire length I ■ l80. 

(3) Time of reflection t2 = 5^ 3.0x10 

(') 

Ü 
[k)    Sketch the approximate incident waveform 

(5)    Rise time tx = 10 
-8 

P J   0 
(6)    Estimate |     2    e(t) dt ■ 1.28xl0"2 O 
(7) T s 

t2-t1 

2 

(8) CT 

a 
£ ^35 

*    l.UfcclO"7 

(9)     From Figure A.l,  h(—)  = 0.73x10 a 

(1Q)    l—i,    "    h(¥)     f t2    •(*) dt s 9>»00 A p»ak 
J   0 

Example 3 

Geometry Of Antenna-Like  Structure 

A-4 

( ) 

o 
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Waveform Of Incident  Field 

e(V/m). 
5xl04 K-  . 

^~IOns iM$ t 

Steps of Calculation 

(l)    Sketch the approximate antenna model 

c 

( 

(2) Wire radius i = 0,51 

(3) Wire length I = 11.2 

(It) Sketch the approximate incident waveform 

(5) Time of reflection to ■ — 
2c 1.9x10 

-8 

(6) Rise time tj_ 10 
-8 

(l)  T  « 
V*i 

0.1*5x10 
-8 

CT 
(8) £±   - 2.65 

CT, 
(9) Froo Figure A.l, h(~) « 2.1x10 

( 
A-5 
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(10)    Estimate 
rt 

1    e(t) dt » 7.0x10 

O 

(11)    I     „   -   h(?)     [ 2 
peak 

\: 
e(t) dt » ll»70 A C) 

Excmple 4 

Geometry Of   Structure 

Wire Rod 
0.0254m "     kL   = •—»e 

22.6 m »|      I 

"kyvT 3m 
_i | _ 

son T 

Waveform  Of Incident Field 

Stcjs of Calculation 

(l)    Sketch Approximate Antenna Model 

(2) Wire radius a - 1.5 

(3) Wire length I - 22.6 

(") 

(  ) 

A-6 
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(I4)    Time of reflection t2 = £/2c = 3.76 x 10~ 

(5)    Sketch the approximate incident waveform 

( 

( 

5xl04 

V\ 
10 376 t(n$) 

(6) Rise time ti    =    10" 

(7) T    =   -Ä-A   =    1.38x10 -8 

(8)   A   =   2.76 a 

(9)    From Figure A.l,    h(~)    =    2.0x10 

(10)    Estimate / e(t) dt    *    1.63x10 
J   0 

-3 

(11)    1 ,    h(£I) 
peak a ' r J 0 

e(t) dt = 3260 A 

(12)    Loading GL    »    ~   ■    20xl0"3 

(13)    Calculate G 
eff 

peak 

■/:• 
(t) dt 

6.7xl0"3 

(lU) Calculate the lead current 

0. 
I  = —a 
L    G.+G 

L eff 
peak 

2J*1*0 A 

A-7 
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i   ) 
y   ) 

Geometry  Of Antenna-Like  Structure 

Wire Rod 
0.00317m 

-36m 

Waveform   Of   Incident  Field 

Steps of Calculation 

(l)    Sketch the approximate antenna model 

r 36m- 

<E D 

Wire Rod 

Sum Of These 
Currents 

0.0.00317m        L,9.6m_J 

(2) Wire radius a » 0.00317 

(3) Wire length I  - 36, 19.6 

(I*) Sketch the approximate incident va~«.-form 

(5) Time of reflection t%   ■ ~- ■ 6x10* , 3.3x10 
,-8 

2c 

A-8 
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(6)    Rise time t±    =    10 -8 

t„-t 
(7)    T    =    -1_1    =    2.5X.10"8, 1.65X10"8 

CT 
(8)   ^   =   2366,1562 

Example 6 

(9)    Estimate   /    d    e(t) dt = 2.75xl0"3, l.UxlO-3 

(10)    From Figure A.l,    h(^)    =    0.58xl06, 0.63xl06 

e(t) dt    =    1595 + 882 

(12) Loading G  = ~ = 25x10 
L    ZL 

I 
(13) Calculate G 

-3 

eff P*  = 1.98X10"3 

r'2 e(t) dt 
J 0 

(IM It = TT~-~  I  , = 2295 A 
L    GL+Geff   Peak 

c 

( 

Geometry  Of Antenna-Like Structure 

Waveform  Of   Incident  Field 

A-9 
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Steps of Calculation 

(1) Sketch the approximate antenna model 

) 

68m 

d 3^ 
i 0.8rn 

(2) Wire radius a = O.k 

(3) Wire length £ = 68 

(h)    Sketch the approximate incident waveform 

(5) Time of reflection tg - ±   * 1.13-tlO"7 

(6) Rise time t. = 10 -8 

5.15x10" (7) T * l£ll   - r ,,...»-8 
2 

(8) a a 39 

(9) Estimate   2 e(t) dt « 5.1*xl0~3 

0 

(10) From Figure A.l, h(^) « l.05xl06 

( ) 

( ) 

I ) 

(11) W " h(T}   ^ *<t) W - 5670 A 
0 

A-10 (  ) 
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APPENDIX B 

NUMERICALLY RIGOROUS CALCULATIONS OF 

EMP PICKUP BY HORIZONTAL CABLES 

In this Appendix, the load currents for both the shield and the inner conductor 
at x = 0 and x = I  are calculated for the model of the horizontal cable shown in 
Figure B.l. In order to determine sensitivities to the major pcrameters (length, 
height, load and diameter), currents are calculated for several parametric varia- 
tions. 

The conductive plane considered here which could be the deck of a ship or other 
highly conducting metal structure associated with the cable system is assumed to be 
a perfectly conducting plane. The conductivities of most metals such as aluminum 
and mild steel are high in the range of 10" to 10? ohms/m. Hence, the assumption 
that the plane beneath the cable is a perfectly conducting plane is not too unreal- 
istic for a ship. 

To facilitate the analysis of coupling and/or penetration of the EMP on cable 
systemn, it is convenient to represent the waveform given in Figure B.2 mathematic- 
ally by a double exponential of the form: 

E(t) = EQ{e"
at - e~ßt) (volts/meter) (B.l) 

where 

t = time in seconds 

a = 1.5 * 10 (sec"1) 

0 = 2.6 x 10 (sec ) 

and the electric field intensity E is normalized to unity for convenience, and the 
magnetic field intensity is given as: 

H(t) = ^-^- (amps/meter) (B.2) 

o 

where n is the intrinsic impedance (377 fl) of free space. 

The rise time, t , of the EMP pulse in this expression is on the order of 10 ns 

and the fall time, tf, is about 2 yseo. 

The EMP amplitude spectrum covers an extremely broad frequency range extending 
/      from very low to microwave frequencies. The rate of attenuation of the amplitude 
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Conductive   Plane 
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Figure B.l HORIZONTAL CABLE MODEL 
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I   ) 
spectrum is shown in the plot of Figure B.3, where the break frequencies are deter- 
mined by the time constants of the EMP waveform given in Equation (B.l). This plot 
is obtained from the log-magnitude of the Fourier transform expression of Equa- 
tion (B.l). 

It is important to note that the spectrum obtained is almost constant below the 
HF range.  From the standpoint of equipment, this means that EMP is difficult to 
filter and can couple into electronic circuitry over a wide range of frequencies. 

B.l Sheath Current 

Calculations of the transient response to the EMP of Figure B.2 for various 
important cable parameters have been performed by IITRI with the aid of a digital 
computer.  In the calculation, the cable is considered to be an RG-8A/U coaxial 
cable and cable losses are included. Some of the results are presented below: 

Cable Length 

Figure B.l* shows the effect of the length of an RG-8A/U coaxial cable on the 
sheath current for the case of broadside incidence and matched conditions, i.e., \ 
Zj_ =   = ZQ. The cable considered is 15.21* cm (6 inches) above the perfect con-      \  / 
ducting plane which corresponds to a cable-plane characteristic impedance of about 
203 ohms. 

As indicated in the figure, the magnitude of peak current increases as the 
cable length increases. However, the increase of peak current is not linear with 
respect to the cable length.  In fact, the peak current tends to saturate at about 
0.7 mA when the cable length is longer than 200 meters.  In using this figure, it 
must be remembered that the incident EMP electric field is normalized to unity as 
compared to the nominal EMP threat of 50 kV/m. Thus, currents of about 35 amps 
can be expected for a horizontal cable of 200 meters. 

o 
For matched conditions, the sheath currents at both ends of the cable, x = 0 

and x = I,  are found to be identical.  From a physical point of view, this is ex- 
pected because of the symmetric properties of the cable configuration and the exter- 
nal excitation. 

The shape of the current waveform would be expected to depend on the cable 
resonance characteristics. As indicated in Figure B.5, the pulse duration, which is 
defined here as the time of the current's first zero crossing, is given by the rela- 
tion t. = l/c,  wher-/ £ is the cable length. 

d 

In order to provide the reader with the details of the transient characteristics 
in addition to the peak current values, computer results of all the current responses 
are presented in Figures B.6, 7, 8 and 9 for £ = 2>, 50, 100 and 200 meters, respec- 
tively. 

Height 

As shown in Figure B.10, the peak magnitude of the sheath current increases 
monotonicalJy, as the height, h, increases. This is true because the loop, consist- 
ing of the cable and the conductive plane, becomes bigger as h increases. This, in 
turn, increases the magnetic field pickup. The results of Figure B.10 are valid for 
broadside incidence only.  This, however, would represent the maximum cable pickup.        ■, 
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Fig. B.3   FREQUENCY SPECTRUM OF EMP PULSE 
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Load Impedance 

The effect of load impedance c ',he sheath current is plotted in Figure B.ll 
as a function of Z]_, the load impeder e for the sheath at x = 0, when the imped- 
ance Zj at x = Hs matched to the c:.<rracteristic impedance and I  = 50 meters. 
The currents at x = 0 and x = £ are i..:.t equal unless Zj_ - ZQ. For Z-, / Z2, the 
entire cable configuration is not syr:; stric, although the symmetric property of 
excitation still exists for broadside incidence. 

The results obtained reveal that the sheath current at x = 0 decreases as Z-i 
increases. Increasing Z^ by a factor i f five causes a decrease in the load current 
at x = 0, as evidenced by Figure B.ll, by a factor of approximately 1.5. However, 
the change of the load current at x = I, which is also shown in the figure by a 
dotted curve, becomes less marked as Z^ is changod. The fact that a decrease in 
load impedance Z^ results in an increase in the load current at x - 0 implies that, 
for cables terminated by matched impedance at x'= i,  the short-circuit condition 
at the other end of the cable (x = 0) will draw the largest current. In this case, 
an EMP threat of 50 kV/m, for example, would produce a peak sheath current of about 
6k  amps. 

'I    ( \ In connection with transient waveforms, the details of cable responses for 
Z^  = 0 and Z-]_ = 123 Q, shown in Figures B.12 and B.13, respectively, are presented 
here for comparison.  In either case, the cable is considered to be illuminated by 
a broadside EMP. 

Cable Diameter 

The calculation of sheath currents for increasing cable diameters exhibits an 
increase of peak sheath currents. This fact is clearly illustrated by comparing 
Figure B.^ to Figure B.1Ü which is a plot of peak sheath current versus cable 
Jength when the cable diameter is twice that of an RG-8A/U coaxial cable. For 
example, increasing the cable diameter by a factor of two would cause the peak 
sheath current to increase from 35 amps to U2 amps, if the cable is 200 meters 
long and the incident EMP is scaled to 50 kV/r. 

E.2 Core Current 

This section presents calculated results for an RG-8A/U coaxial ceble. Because 
of the wide scope of cables and their shielding, the data presented might be consid- 
ered illustrative rather than a firm description applicable to all conditions on a 
ship. 

Cable Length 

The effect of cable length on the core current is shown in Figure B.15. Re- 
sults are obtained for an RG-8A/U cable suspended at a height of 15.2U cm (6 inches) 
above the deck of a ship. The cable shields are assumed to be shorted at the ends, 
and the core-to-inner shield terminal is_assumed to be matched to the characteristic 
impeda.ce of the cable, i.e., Z^ ■ Z^ - '^Q  where ZQ is approximately 50 ohms for 
RG-8A/U cable. The transfer impedance is determined from results of tests performed 
at IITRI using a triaxial tester. 
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Like the sheath current, the core current increases as the cable length 
increases. However, it should be noted that the entire waveform of the core cur- 
rent is much different from that of the sheath current. Plotted in Figures B.l6 
and B.17 are the responses of the core current for cable lengths of 25 and 50 meters 
respectively. It is interesting to see that the pulse waveform exhibits no zero- 
crossing until the very late time, as indicated in the figures. 

Height 

Figure B.l8 shows the core current at x = 0, as a function of cable height, 
which would result from a cable with core-to-inner shield load impedances matched 
at x = i  and shorted at x = 0. The cable shields are assumed to be matched at both 
ends, and the cable length i« takpn to be 50 meters long. As would be expected, 
the core curren'ö increases linearly with respect to the height. The response wave- 
forms in this case do show a zero crossing at about 265 nanoseconds in the early 
time, as shown in Figures B.19 and B.20. The reason for the difference in waveforms 
between Figures B.17 and B.19 is most probably due to the multiple reflections from 
the different loads used in the calculations. 

Load Impedances 

Shown in Figure B^l are the peak core current plots as a function of the care- 
to-inner shield load, Zg, at x - I,  when the load at the other end of the cable Z-^ 
is shoi;ed. Both core currents at x = 0 and x = I  are shown in the figure. In 
either case, the 50 ohm cable suspended at a height of 15.21+ cm above the conducting 
plane is taken to be 50 meters in length and the outer shield-to-ground impedances, 
Z^ and Z2, are shorted. 

The peak current plots of Figure B.21 show an increase in core current at 
x = I,  as the core-to-inner shield load Z2 is decreased. The peak core current at 
x = 0, however, shows only a slight change as Zg is changed. Examination of the 
calculated results also reveals_that the response waveform, in general, is sensitive 
to a change in load impedance, Z?. This is clearly shown in tL« plots cf core cur- 
rents at x = 0 in Figures B.22 and B.23. 

The current in a matched load at one end of a cable is greater if the other end 
of th« cable is terminated in a short circuit, as in Figure B.21, than if the other 
end is also terminated in a matched load, as in Figure B.15. 
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