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CHAPTER I

Backaround of the Problem

Military cor nders have always required information.

Since the advent of electronic computers, however, the

demand for mor current and usable Information has been

steadily increasing. More often does one hear the vweds

"information support* and "comand and contrdl. It is as

though they represent a new concept in management -- and, in

"a sense, they do. Yet, when one looks at the overall inform-

mation requirements, he finds that they are as old as man-

agement systems themselves, and that it is only the speed at

which the information is provided, tha amount and detail of

the information that is available, and the methods of pres-

entation that have changed. But, even though information is

being provided at lightning speeds and more tasks are being

performed by automated systems, management still remains the

function of human beings. While an information system is

certainly a tool of managenmnt, it cannot, in and of itself,

manage (54:5).

One major problem since the new computerized system

have been put into operation is that there is now a tendency

to satisfy requests with as much information as possible

rather than to determine and present only that which is

P
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required (62:53). Consequently, ir-formation support systems

often burden the decisior -.maker with vast qc.dr,.titieq of data

rather than assist him by providing timely, p6rtinent infor-

nation. Even when speAlfic information requ4xwmsnts are

Imown, the format or presentation of the data is often in-

adequate.I,

In coumand and control, especially at the major coimind

level and above, cwpters are not satisfying the inform- t

tion requirements as well as originally intended (12:109). ,

They are not providing the nocessary Anformation at the

proper tLza, or with sufficient speed, accuracy, reliability,

or ease of accessibility "oell enough to adequately satisfy

the needi of the commuander or his staff. Computers, of

course, do provide much needed Information support, but they

still have not been applied as effectively as is required in

the ccm r.1 and control system environment. Thi. is often

caused by the computer not being set up or programed to

provide the desired informtion (2:77).

In order to determine the weneral requirements, one

must first understand what a command and control syctem is.

As defined in the Joint Dic-,ionary (JCS Pub 1), it is *an

arrangement of personnel, facilities and thG means of infor- low

mation acquisition, processing and dissemination employed by

a comander in planning, directing and controlling opera-

tions. 0  A representative definition of the civilian coun-

terpart -- the mnagemnt infoc-ation system -- would be: a

comunication process in which data are recorded, revised, uI
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and presented to support management decisions for planning,

operating, and controlling (35:4). Command and control,

then, can be considered at. "he ordinary day to day task of

accomplishing the assigned mission (22). It involves the

entire spectrum of facilities, people, and equipment which

permit the staff to provide information to a commander with

wh:.ch he can make a decision. It ia a managemant informa-

tion system that works in two directions: data comas in, ,-nd

Smanagement decisions and direction go out (33). 1he pro-

T cedures and equipment used have changed Lapidly throughcut

the years, but the basic ccncepts have remained the came.

j The conmander still must have the pertinent facts, alterna-

tive courses of action applicable to different situations

and plane, projections of preoen, facts into future plans of

the grsatest probable utility, and a means to correlate ali

of these into the best decision possible (60:1).

A 1961 Department of Defense sponsored study on the
•IIapplication of digital computers asserts that:

A major barrier limiting the usefulness of com-
puters in comand systems is the relative lack of
attentior' being given to research and &nalysis
directed at understanding specific probiems of the
cowm•nds. A few examples of the specific command
problam needing investigation are:
(1) How compatible is the command's present staff

structure with the capabilities of computer

(2) How mch and what type of infornmtion are
needed?

(3) How is intelligence information best stored,
retrieved, processed and used in the comand?

(4) Pow can comnpters aid a given c mmnd in plan
development, evaluation, and modification?
(18:57-58)I
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The objective of this thes.s is to determine and pre-

sent the criteria and concepts for the effoctive development

of an automatca information support system used for command

and control.

Since there are many current problems concerning auto-

umated information support systsms, each worthy of a thesis

in its own right, it would be impossible to adequately cover

them all in one study. This thesis will concentrata on

computer software requirements and application, and on

identification and establishment of information support 1

capabilities.

When analyzing corxuand and control operations, it be-

comes possible to categorize the activities into four basic

functions: monitoring, assessing, planning, and controlling

(.59:5-6). These are the functions that an Informatioe sys- I
tern must support. These functions will be described in

Chapter II.

Once the purpose of the conmrnd and control system is 1

understood, it becomes necessary to identify the general in-

formation requirements and characteristics needed to support

this overall system. Chapter III discusses these informa-

tion criteria. 1

Chapter IV concentrates on computer software. This

chapter presents the desired features and capabilities of an

effective computer language and data management system for 3
use in command and control. Even though information may be

SIU
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3 stored within the computer, it cannot be extracted or pro-

sented effectively without an adequate computer softwar"

3 system.

Once the functions of command and control have been

identified, the general information requirements have been

defined, and the computer software requirements have been

satisfied, it then becomes necessary to establ!ish procedure*

for the development and operation of specific support capa-

bilities. These procedures are contained in Chapter V.

They are concerned primarily with identifying, implementing,

operating, and modifying information support capabilities to

assist the commander and his staff.

Chapter VI contains the gereral conclusions of this

thesis.

In 1963, there were twenty-one individual c6nand and

control systems supporting the defense of the United States

(61:25). These constituted the World-Wida Military Command

"and C;ontrol 'vastem. This system, established by Department

of Defense Directive S-5100.30, attempts to provide an into-

grated comiai system at the highest level. The hub of this

cperation is the RationaL Military Command System. In the

words of Secrttary of Defense McNamara:

The national military cormwnd system (NPCS) is the
primary compo'nt of the worldwide military commnd
and control system. It uas established specifically
to provide the national coamwnd authorities with the

I means to provide strateg!.c direction to thA Armed
Forces under all conditions. . . (6:43)
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The NMCS is, in turn, supported by the other individual com- j
mand and control systems. In addition to growing in number

iinca 1963, these systems are increasing their use of com-

puter assisted infcrmatlon support, thereby croaing moro af

a demand for adequate davelopment concepts.

As these computer systems have taken on more importance I i

it has become necessary to analyze more thoroughly the impor-

tance of non-automated actions and to determine the most

effective manner In which aut%-',-ated assistance can support

the non-automated activity. Failure to analyze che require-

ments for Information support may result in the computer

system providin8 Lnformation without any real utility.

In the 1940's and early 1950's punched card accounting

machines were the new concept in data processing. They pro-

vided a capability fcz data manipulation coupled with in-

c••ased ipeed rha- w&s, until the late 1950's, the main

method of processirg and displaytng inforwtion. Organiza-

tions requiring thir type of informtion support, naturally,

developed concepts and procedures affecting this capability.

With the advent of the electronic computer much greater

speed and flexibility were obtained. Today, co-mputers are

operaving within speeds of one billionth of a second and are

capable of parforming several different tasks concurrently.

With the concepts and procedures of the old punched card

syL,-e* still in effect, however, the capabilities of the

new equipment are not be:Ln f-Ally utilized. It is now

necessary to develop new cý'mntpts and procedures -- a

1.



[1 7
difficult and long process. The kMy to a dynamic and usable

system of information support lies in doing away with these

3s old accounting procedures and in conceiving inforation ab

it relates to the functions of command and control. Account-

in& and atatistical techniques are well defined and developed,

1 but information systems for the more general area of manage-

ment are still a relatively unexplored horizon (4:113).

I Even when the specific information needs of a comumnd

are known, a problem exists not only in satisfying that need

I but also in satisfying it such that the Ln'formarion is com-

patible with the other systems. It is a responsibility of

each c.-mmand to satisfy its needs in a way that Its, solution

will9 if applicable, satisfy the needs of other conmands.

Theiv must be an exchange of information and capability be-

tween the different command systems if extensive duplication

of effort is to be avoided. System compa ý Ibility and stan-

"- dardization are such importarnt aspects of integrated coimand

and control that a special group, the Jcint Command and Co,-

trol Requirxemta Group (JCCRG), was established at the

'entisgon to integrate and standardize, as much as possible,

the different command and control system. Chief of Staff

"of the Air Force, General John P. McConnell has stated that

such Integration is necessary to permit the all-important

control of our military power (16:61). These attempts to

integrate systems are just beginning, and much work remains.

in an effort to help identify the &eneral criteria and

I to help datsermne the best approach to the orderly

- ~ 4. . . ...An~ . We.. . . . . . .
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dovelopmt of the indiv.iual supporting systems, several 3
reearch studies havo been sponsored. The first significant

effrt was the dtgitl computer application study titled 3
9 d n • te bdtCtut (18). This study, per-

d 1 In 1%61 by the Zwt:itut*,, far Defenap. Analyses (IM)

and sponswed by the Director of Defense ResGarch and ftXi-

neaerlg ( IE), presented the prime requirtmens for am

muad sytem Integration and evolution. It is still used as

& basic said* in commid and control system development.

Considerable research effort is also being performed by

the Electr•ti System Divislon of the Air Force Systems

Command In conjunction with the HIT•E Corporation and VAe

System Development Corporation (SDC). MITRE Corporation i
has developed AESOP, a general-purpose approach to reas-time,

airect access managemmnt informstion system (45). SDC has 1
developed a now system called LIGHITNING, a time-shared data

manage=8et system (47). These new system, when analysed

vith the Current, operational computer languages , indicate t
sawn approaches to solving the present computer software

problems.

Development of this thesis is based on three primary

hypotheses. I
FUtrt Menothjs_ , Th. first hypothesis is that the

computer programming system (software) has mo effect on

over 11 system pertformance and acceptance than does the 3
physical coputer equipment (hardware). The conversational
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p ability, eLror detection and correction capability, flexi-

bility, responsiveness, and operating ease of the computer

system software play decisive roles n the success of the

system. More can be accomplished by an older computer using

I effective software than can be accomplished by the newst,

most advanced computer without a sufficient software system

to support it.
m• •1..ond Wyvthbes&. The second hypothesis is &;nat to be

effective, an automated coumand and control system oust be

.. developed in an operational, evolutionary environmsnt and

not in a static, theoretical one. In several past cases,

the system requirements were defined and then contracted

for production and delivery to the comsnd for implementa-

tion. This process generally took one or more years to com-

plete, and too often, by that time, some of the origiual

requirements were no longer valid, and the intended users of

the system would hesitate to accept or take advantage of its

"capabilities.

Third Hvothesil. The final hypothesis is that defini-

tlive, detailed information requirements must be clearly

stated before successful development of an automated co mand

and control system is possible. Stating simply that a re-

l quirement exists for d.ta in a particular functional area

may be fine for manual systems, but because of the vastness

I and complexities of a computerized system, specific, de-

tailed requirements are necessary.!
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Expounding these three hypotheses will establish the

basic criteria for the effective development of an automateu

'nformation support system for conm~nd and control. £
ture And Sour2e= of Da26

Several sources were used in acquiring data for this

thesis. Information on current s:'It*-:. concepts, capabilities

and operational procedures were obtained from the following:

1. Air Force Integrated Comma.nd and Control System

2. Department of the Army Comwnd and Control System
3. National Military Command System
4. Navel Co~mund System Support Activity
5. USSTRICOM Comnand Control System

Data were obtained from documents produced by these organi- ,

zations and from personal interviews with the managers and

developers of these systems. Documentation was in the form

of system philo.ophies, system descriptions, operational i
capability plans, operational requirement specifications,

and user information guides.

Computer programming languages were analyzed by using

the information manuals and specifications wrovided by the

developers and by interviewing selected, individual pro- I

$ramw= and users of these languages, The following lan-

guage systema, listed with their developers, were staidied [
for their general operating and progrnmming characteristics:

,. AESOP -- MIMRE Corporation
2 CCL -- USSTRICOM and NAVCOSSACT
3. JOVIAL System Development Corporation
4. LIGHTNING -- System Developawint Corporation
5. NIPS National Military Command Center
6. OUR -- Air Force Integrated Commnd and

Control System '3



3 The analysis and presentation of this data will provide

the general criteria for the effective development uf comr

puter assisted information support systems for commnd and

control. The presentation of developmental and operational
I conceptB will also indicate several areas requiring further

-- independent research.

mm

7.
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CHAPTER II

THE FUNCTIONS OF COMMAND AND CONTROL

One of the most important questions that should be

asked by managers and analysts when developing a new infor-

mation support system is for what purpose the computer will

be used. A paper presented on this subject at the 1965 Fall

Joint Computer Conference began:

The computer has been so widely accepted as a
tool of management that there is no longer any
debate about its ability to serve the needs of
management. But, unfortumately, the introduction
of a computer does not in itself guarantee in-
zreased effectiveness, efficiencies, or profits
in the firm. Rather, the computer must be viewed
as still another management resource from which
certain benefits can be extracted but these ad-
vantages do not automatically result from instal-
lation of the device. . . . Today, the question
is not should a computer be used, but rather how
management can best use the computer to serve
its needs (10:145).

Questions should be asked concerning what information

the inftrmation support system should provide, to whom it

should be available, and in what fomt and by what means it

should be presented. Perhaps many of today's problem in the

coummnd and control area could be diminished if, instead of

just taking available information and structuring it Into a

presentable format, more time were spent on analyzing the in-

tended purpose of the information and in insuring that the

13
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infor•mtion presented satisfies some sort of functional need.

If the f,,ctional categories and objectives of a command and

control system can be identified, it will b4 easier to deater-

mine both what informtion is reoquired and how it can best

be presented.

The main objective of an automated infcrmtion system

is to support the coiander and his staff (69). To do this,

the system nust provide the informatior needed for setting

objoctive!ý, shaping and evaluating alternative strategies.

measuring and interpreting results, and for making decicions

and issuing directives (19:28).

The Department of the Navy identifies the general mn-

ageiut functions as:

1. Determining objectives and missions
2. P lam-ing
3. Progmnng .

4. Directing
5. Taking action
6. Observing
7. Evaluating
8. Controlling (53:H-8.--H-10)

On the other hand, the United States Strike Corimnd

states that there are four basic functions of a con., nd con-

trol system. They are:

1. M~onitoring
2. Assessing
3. Planning
4. controlling (59:5-6)

Analysis of these tw liets of functions shows that

Itey sr* really the rram. The only differanc* is that the

Navy has xpanded the four basic fi-ictions identified by

USSTRlCOM. This expansion is thown In Figure 1,
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USSTRICOM Dept. of the Navy

Determining Objectives
PJlanning and Missions

Planning
Programming

Directing
Controlling Taking Action

Controlling

Monitoring Observing

Assessing Eva luating

Fig. i. USSTRICOM and Department of
the Navy Versions of the Functions
of Command and Control

The four functions identified by USSTRICOM are thore

that will be used throughout the remainder of this thesis.

It is these functions that an information system must sup-

port. Each will bo analyzed acc-ording to its role in a

comaand and contr 1 system.

"-. The Monitorina Fmction

Monitoring is the procss of maintaining environmental

cognizance. It provides the ,rimary information interface

with other conmunds and agencies. Informstion collected

through monitoring provides the commander and his staff with

the status and condition of his forces and with the overall

I politi.al, economic, social, technological, scientific, and

military situations. The monitoring tasks directly feed

Im" information to the assessment function, which in turn pro-

vides the planning and control functions with information

Supon which long-range plans, immediate actions, and

IL
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alternative selectionr can be based (59:5). Monitoring in-

cludes the following tasks:

l. operations monitoring e2. situation monitoring

3. resource monitorirg
4. policy monitoring
5. plans monitoring (58:B-1)

Operations monitoring provides information support con-

cerning the activities of a military operati on. It permits

obseryance of the overall situation and provides for the

allocation of resources as required.

Si-tuation monitoring is the monitori.ng of ovents and

conditions that are not involved in a military operation.

Here, the concern is monitoring political, social, and eco-

nomic situations for possible actions to be taken. The

physical environment, including geographical, geological,

and climatological factors, must also be monitored. Situ-

ation monitoring :herefore, permits the commander and his

staff to keep abreast of the environment. It is most co•n-

monly referred to as the intelligence information.

Resource monitoring supports command and control by

providing infornation on the status of forces and thei.t.

associated logistic spport resources. This monitoring is -

applicable to both friendly and opposing forces. The pur-

pose here ic to know what is available and where it is lo-

cated if action is to be taken.

Policy monitoring includes keeping abreat of orders,

events, and conditions of a directive nature. This monitor-

ing helps detarmine if the comremplated oction is in

r
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3 accordance wl.&h the policies of higher authority.

Plans monitoring, cbe last of the monitoring functions,

5 entails keeping bcth current and available the plans and

supporting plans for all contemplated or contl'-ent actions.

This will help keep the commander info-ied •v• both the ac-

tions to be taken and the forces to be =nvolve once a plan

is placed in operation.

TheAssessment Funct i

The second function -- assessment -- permits the evalu-

ation of events, situations, and conditions against an estab-

I lished criteria. It provides the b#sts for selection of

courses of action. These selected courses of action in turn

provide for the development of the concept of operations.

"Assessment of plar3 feasibility permits evaluating, t 3 ad*-

quacy of the resultant plan to meet variouo possibIN situ-

4 ations. This is followed by the assessment of tha intar-

action of different plans on the assignment of forcee and

allocation of logistic resources. Assessment of the situ-

T ation versus the plans provides an indication that initia-

tion of operat'ons mey be appropriate. These operations

I can th•an be further assessed on the basis of applicable

plans, the allocation of resources, and the impact of re-

lated situations (59:6-15).

3 Assessment includes the followints tasks:

1. operations asse•tment
2. environmental asassament
3. operational readiness assessment

I
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Operations asses5ment is the evaluation of miiitnry

operationa against the current plans and policies. It is

hore where thr execution of operations is compared with th-) I
planned accomplishment of objectivee,, where both current and
futre operations requirements are compared with the alloca- •-

tion of forces and resources, and where the influence Z! the

opwation on related situations is evaluated. In short,

this is the area of determining whether current courses of

action are accomplishing the planned objectives.

Envixvnmontal asseskuint provides for the evaluation of

current and predicted sltuations against present policies.
AP

It is this comparison that- rosults in the Senaration of

co•ses of a&ction for support of iong-range planning. The

anvironmental situation must be compared with the current

plans to an~icipate requirements for Initiation of military

oporations and to indtatt where new plans must be developed.

The influence of the envix-onennt on military operations is

also evaluated in this as3*sament a•e"a, It is through the

assessment of environmental sittAtions zhat planr ape poli-

cies arp modified and military opera~tios ere initiated. 12
Readiness assessment is the process of waluating the

capability to perfocm requird operationa a$;inst an *sta*- -

lished criteria. To do this, the feasibility and adequacy 4

of the plan to met the situation mutt be aessessod, the adlo-

cation of -esource# to current plans must be evaluated, the

readiness 4.f the forces assigned to specific plans must be

determined, and the logistic readiness must be knom. lhe
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general purpose of readiness assessment is to determine the

ability to perform a planned operation.

The PElanning F tign

The third function of a command and control systemt is

planning. Planning includes the developnsit and mainmneo

of concepts, programs, procedures, and operation plans. In

general, the planning function involvds the generating, re-

viewing, mailntaining, and modifying of operational plans and

policies, manuals, SOP's, operating instructions, direc-

tives, and regulations (59:6-15). Planning falls into the

two folloairg general categories:

1. long-range pla-ming
"2. short-range planning (58:B-3)

Long-Lange planning is that plannlng accomplished be-

fore the initiation of an cperatioz,. The activities include:

.0 formuilating policy and procedure, preparing operetionrl

plans, reviewAng supporting plans, ravising and updating

plans, and correlating plans.

i Short-range planning, on the other hand, entails the

selection and modification of plans requixed to meet the

I changing operational situation and the issuing of opera-

tional orders, including the allocation of resources. The

currency of the information is much more critical in short-

range planning and must therefore be disseminated as quickly

as possible.

it
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The Ctrollin Function

Control, the last of the command and control functions,

ia a continuous process of directing the courses of action.

This function encompasses the classic military decision-

making processes, application of the decision-maker's au-

thority, and _is coordination between the commander and his

staff with external organizations. All of these must be

accomplished in light of the mission, objectives, and opera-

tional requirements (59:6-16). Those areas to which the

control function pertains are:

1, operations control.
2. resources control
3. comand liaison and coordination
4. internal organization control

(58:B-3)

Oporations control is ths control and direction of on-

going operations by the comnnder. This area includes con-

trolling the tactical operations and the movement of both

forces and resources during the operations phase. It is

the pro:esb nf determining the best courses of action, re-

viewing an6 approving plans, and conparing and evaluating

alternatives.

Resources 'ontrol is the control of the forces and

logistic support available for an operation prior to initi-

ation of the operation. Here the concern is with plAnning

dir•ctives, allocation of vehicles for rosource movewnnt,

establishing priorities, ad developing inspection, alert,

and communications procedures.
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The other two control areas, command liaison and co-

ordination, and internal organization control, are involved

in coordinating operations with other organizations and in

controlling the internal organization and activities.

These four main functions -- monitoring, assessing,

planning, and controlling -- are the basic functions of a

coummnd and control system. Figure 2 graphically shows the

interrelationship between these functions. The exercise of

effective cowind and control, and thus the work of the

commander and his staff, revolve around these general

functions.

The effective performance of these functions, however,

can only be accomplished through the receipt of adequate

and timely infocmtion. No profitable decision can be made

without first analyzing the available information bearing

on the problem. The requirements and characteristics of

this information, in support of the monitoring, assessing,

planning, and control functions of command and control, are

the subjects of Chapter III.

ii.
I



j CHAPTER III

1 INFORMATION RI-QUIREMENTS AND CHARACTERISTICS

Just as people are the key component of any command and

"control system, information is the key ingredient.

The three elements which form the significant
core of the decision-making process include the
element of information. The decision-making
"process is rhe sum of a person's experience plus
the creative thinking he applies to the problem
or question at hand, plus the information he
brings to bear on the pToblem. Consequently,
profitable decisions can be shown as a formula:

-• decision equals experience, plus creative
thinking, plus information (39:61).

-. Information is the life blood of the system. It provides

the fuel for the decision-making pi.cess and permits the

"all-important interfaces Istween higher, lateral, and lower

echelons of conmand. The exercise of command and control

is dependent upon the availability and exchange of required

information.

Not all representations of human knowledge can be con-

sidered a& information -- at least not for the purposes of

this thesis. A distinctiom should be made between the termis

"data" and "inforrAtion" in order to insure proper under-

standing of the processing functions involved. Data are the

raw facts or the unprocessed iteas representing some know-

ledge or intelligence. Only when these data have been

73!



I

24

processed and combined in such a way as to have utility in

one of the command and control functions can they be called I
infor%,tion. The amount of data that could be accumulated

in a major command and control system is astronomical. The

choice of just what data are to te stored in the system and

what information is to be provide•d from them is an important

command decision in itself (49:228). Only by insuring that 0

the proper data are in the eystem does it become possible

to provide the necessary information.

This informaxtion is provided through use of an infor-

mation system, which iS defined as any organized and estab-

lished procedure for gathering and combininf data in such a

way as to provide useful information (44:652). T. do this,

three general requirements must be satisfied: first, based j
on a known information nead, a capability must be established

for determining and then gathering the required data; secontd,

a vehicle -- either manual or automated -- is needed to col-

late and process these data into meaningful information;

and third, a means must be provided whereby the needed in- i
formntion can be presented to those requiring it. 1

~L2e ofnformation_ Sstems •

In a command and control system two general types of

information systems are used -- operating syetems and re- I
porting systems (35:28). Each has its own purpose and re-

quirements. In addition to these two type& :)f systems, 3
information is separated into two basic levels. The first 3



3 25
level -- the d%-tailed in.ormmtion level-- fulfills mort of

SI the decision-making needs of middle and lower staff manage-

ment. The second level -- the generalized information

level -- flows mostly at the higher staff leNvils within the
I command. "It irt. ne crucial stuff -- sometim•i intuitive

and vague -- out of which executive decisions ara often

Scar&r ed" (50 :26). There is a definite need for both deta iled
and generalized Liformation since they are gezierally uted

I for two different audiences (30).

Operating systems are used primarily Li the monitoring,

assessment, and control functions. The informattion provided

is primarily at the generalized level, although some de-

tailed information miy also be used. The information is
S~usually ci-rent -- no more than a day or two old -- and has

been extensively processed to omit extraneous data. Command

centers, combat operations centers, and emergency action

Scar-aers are examples of where such systems are used. These

operating systems are directly associated with tha perfor-

mance of the a-signed mission. They provide the vehicle

through which the contender obtains a current awreness of

the situation and through which he contrelo his forces And

I operations (21:69).

Reporting systems, on the other hand, since they usually

I provide the more detailed information, are used more by

staff personrsl t'in by cormarders. These syjtems are used

in all four of -the commwnd and control functiono. The ir-

formation provided is detailed and consists more of



/

26 1
historical and objective type data rather than nhe current

and subjective type data of the operating sYstems. Re p ort- r
ing systems incorporate most of the periodic data require-

ments and form the basi• of the information processing

system data bank. These data, once proc.essed, are often

used as inputs to 'iie operating syste-n. Reporting systems

are geaed mor* toward the p1annin )i nction while operating

systems emphasize the nontrolliA.g function.

Lone-Range ObJect iyej

Throughout the previous discussion, information systems

were emphasized. In order to more fully appreciate the im-

pact that these systems are LAving, it is important to con-

sider the objectives, or, mt.ý correctly, the long-range

effect of the automated inftaormtior .ystem. Th- Department

of the Navy identifies tha long-. )rnge object:.ves of an auto-

mated system, stated in terms -•. characterit:ics, as:

1, Organization Integration
2. Managemnt Function Integration
3. Resources Integration
4. Language Integration
5. Information Selectivity
6. Maximum Autouatic Lnformation Control
7. App-opriAte Use oi Manasgmenrt Sciences
8. Economic Balance
9. Man/nw+.L.&,!L-ot Eal~Anc6 (53:-H-1--H-4)

These characteristics, because of their futuristic if not

cosmic objectives, are discussed further. 11he remainder of

this section is a synopsis of Appendix H, Iprinciples and

Concepts," SECNAVINST 10462.7B, automatDal& ProLejssin=
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Orbanizaticnal integration requires an intercminectio.-

j of all data sources, processing units, and !tsers. In effect,

V- ae would be one large data base, without duplication of

data and with accels for all required users. The objective

I is neither centralization nor decentralization of management

but rather providing a system that will accommodate either

one. This would entail consistency of communicatlons equip-

. uvnt, laan,%uage, timing, ani media as a consequent p-:t of

this objec'ilve.

- nagemnnt function integration provides a constant

corparison between what Ois" and that which "should be" or

"can be" within each management level's colnizance. This

r.fers to an integration of related Information created

•ithin the four conmnd control functions. !I implies the

same language, categorization, degree of detail, and ehaftmel

for L:)th operating system and reporting system information.

Resources integration combines data on personnel,

material, tools, facilities, time. that which was to be done,

that which was done, and the dollar vaU3es represented by

-. each, plus any other pertinent unique, natural, or environ-

mental factors. The oojective is to identify with each bit

or item oi data all of the significantly interrelAted data

pertaining to it. The purpose is to design data rot Just to

show, the past history of an azset but rathcr to show 4aw

imuch usefulness and lIabillty remain. This concept will

produce information concerning what can and cannot be done

3 in the future, when, whore and with what the Inventor-y must
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be modified, and just what logistics provisions will be

involved.

Language integration has as its objective the ability

ro record, transfer, process, summarize, analyze, store,

recall, are! display information with a minimum of human in-

tervention. This requires a complete standardization of

codes, functions, symbols, and information content along

with the utilization of universal or standard programs.

Information selectivity is the automatic scteening and

selection out of the full store of data, and the automatic

delivery of only that data which is necessary to each par-

ticular organizational unit and level.

Maximum automatic management control implies relegating

to machines all mechanical decisions, leaving for human con-

sideration only those things requiring mental faculties no

machine has yet been constructed to duplicate. This would

produce a m;re accurate, more consistent, and generally

better work product. It would also permit more time for

management to devote to exceptione, creative thinking, basic

planning, and self-improv-ment.

Appropriate use of management sciences includes the

development and use of such scientific techniques as linear

prr-'.naning, dyr-amic programming, queing theory, probability

theory, game theory, information theory, statistical methods,

and others yet to be developed. The objective is to use

the most advanced sciwniaIfic techniques and equipment for -

computation and simulation that will assist management in
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determining the most rational or optLiml combinations and

j sequences in the use of resources for any given result

desired.

I Economic balance requires an optirAl use of resources

allocated to information systems as well as aen optimal bal-

ance between resources allocated to information systems and

j resources allocated to all other things. The point of best

total economic bs lance ia reached when any further change in

resources for information systems will decrease the effec-

- tiveness of the entire service with all of its resources.

Man/zmchine balance, the last of the long-ran3e objec-

tives, refers to optimal balanco in the utilization of non-

human and human resources in both information systems and

mar.gemsnt. This raquires a balance between capability of

equipmont, capability of personnel to make the equipment do

all that it can, and capability of manrgement to understand,

specify, and use the information product ttat will be of

&reatest utility.

Although thete long-range objectives will not be real-

ized in the near futur -- if ever -- they do provide a

perspo:rivo and appreciation for the potential of autoseted

I information system. They provide either a goal or soxething

to be avoided, depending oan one's point of view. In eithir

case, it is still necessary to identify the general Liform-

tion requirements end characteristics, which follows.

|I



L.nforu~ion Reau ie•t

The automated inform ion *upport system furnishes 1he4

. commnder and his staff with rho infor#Qtion re~ulrad to :

al : decisions and conduct. th gwnral op~aratons of the

•¢command. Mhe main pur-pose is tc provI'do n~ded infor"mation

' notierioly t~o oar")n mounds of dat.a (12:565).

The ro, of infoitI-on tn c rnd and control is based

upon cortaifl contribu~tingCfac~tors, 6m well defined, othera

rathre obsc•eo. Cortain basic x.quiremnta, such as the

disposition of foroes or the va•lability of resources, have

bow rthw voll eatablished throughout the years. The per-

swal requirements of the cosmmndor and him staff as to the

degree of detail and the format of dnsired infrxmiotion, how-

em, is rather obscure until specified by the individual

user. 1wefore, it is impossibla to specify a caplo•te e s I
of information roquiresimts that will mattify everyone

(56:4). The rango of detail of infor tion is extreme,

verying fros the gSnemrl and imiplq ct to the xplicit defi-

nition of a single data Ita. The "ob of ditrctly relating

Lfr-mtion requirements to the baeic functions of coex-nd

and control, cosidering the volume of potent•ally useful

inf crcwtiasi, consequently,, w-oa tr~zui4otsly comple..

One approach An attew.t1 to sat:•.fy this requirement

is Ow "tnput-ristd aaproach. Tis system is designed

to gather all the date awilable, to store them in som

organised fashion, and then to cry to satisfy inftortion

requests as they aria* (110,566). Tho problem wi~th thisj
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approach is that the resultant data base will not be able to

satisfy many of the information requirements. In other

words, it will not be complete e;z.ugh to provide satisfac-

tory information support -- especially at the higher martage-

S1rit levels. 74 - base will only contain information

that is easily obtainable and that can be stored eccnomi-

j cally and maintalned centrally. There is ,nuch more informs-

ct.on that mana~ment will need (5:72). This "input-oriented"

I *tpproach, therefore, may satisfy a great deal of the report-

ing system requirements nIt will not provide satisfactory

support in the operating aystem area.

Annthor approach to satisfying info-m•taion requirements

is to analyze the tKaks porftavme by selected individuals

Sand to try to determine tha specific information they need.

This "specific-requiretrent" approach, although it is the one

used in many of the coni~1nd and control systems operating

Stoday, has soetral divadvantages. Fix•st, management must

sa-nd an inordinate amount of time trying to cominnicate its I
needs. Second, the time between the roquest for information

and the a tisfying of the request is urall, too long. This

is because of the many steps Involved in int-.rpreting, pro-

cessirg, and reporting. Finally, and the moet important of

all, if management had not previously specified a similar,

1 if not identical, requirement, the data would probably not

be available with which to provide the information (11:565).

SThe third approach to this Lnformation support problem

5 is the "cutrpit-orianted" approach. This approach
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concentrates on the general outputs needed e-d atiempts to

provide the data necessary to produce these outputs. This

system rev.,aires advanced planning atout the general kinds of

information wanted and about the input data needed to estab-

lish the basic data files. It differs from the "input-

oriented" system in that the input data are more carefully

selected and may not always be readily available. It dif-

fers from the "specific-requirement" approach in that the

data are more comprehensive, and the outputs are more gen-

eral in natiure.

Although this third &pproach appears to be the more

advantageous, the main problem with it and the reason it is

not used extensively in the present command and control sys-

terns io that, currently, no adequate, general-purpose data

management ard information retrieval system is availabie for

satisfying the requirements of this "input-oriented" or

"generalized" approach (41:92; 57:23; 30). Until an accept- j
able, generalized data processing system ir made available,

the "specific-requirements" approach will prevail in command

and control systems -- and so will its inefficiencies. .
Ing tign harac ter~pictici•

The collecting and processing of data and the presenta-

tion of resultant information does not, in itself, insure I
that the, information requirements are being met. Once the

general requirements have been determined. the necessary

data have been obtained, and an adequate vehicle for manipu-

lating the data and presenting the information has been I
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established, the system may still provide totally unaccept-

able informntion support. This my occur because one or

more of the essential elements of Information have not beow

sufficiently satisfied. Those elements are that Informmtion

"should be:

1. tailored to the user's needs
2. In the right amount
3. in the right formst
4. c• sidered in the proper time frame.
5S presented to the right person
6. understa•tdable
7. cost effective
8. accurate
9. essential

10. usable
11. easily accessible (54:5; 1:272; 56:6; 19:29)

Each individual user has his own personal preferences

and his con specific needs for information. Therefore, a

•- standard output format will not satisfy the needs of all

users. Infornation must bi tailored to provide the user

with his own specific, personalized support.

The a&mwnt of informetion provided is also important.

Too little inforuation will result in decisions based on

incomplete facts, and too mich information will either be

ignored or will retard the decision-making process.

Another element to be considered is format. A vice-

j president of Bell Telephone Company has said:

The inf oruation which pours onto mnagetm
desks has been compared to a daily newspaper
printed vithout headlines, capital letters, or
spacing between lines and words -- in effect,
an incomprehensible miX and not a messagel
The vital news nay be there, but it lies buried
almost beyond tuman retrieval (50:22).

When infor ation is presented, it must be arranged such that
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it imparts the meaning for which it was intended, Informs-

tion presented in indistcinguishable form serves no accept-

able purpose.

Information, to be of value, must also be timly.

Provided too late, it is of no use. Often, because of the

delays involved Ln requesting, processing, and presenting

the information, it arrives after the need for it has passed.

Information presented at times other than when it is needed

will, in most cases, be ignored.

Insuring that information is presented to the right

person is a problem that is often overlooked. Many man-

months of time can be spent determining specific require-

ments, collecting data, writing computer programs, and

developing presentation methods only to have the resultant

product fail to reach the individual who could bex.afit from

it most. It is not uncommon for lower level staff officers

to prevent needed information from reaching the higher eche-

Ions. Because of this, the knowle-ge of many of our senior

military officers concerning what is reLlly going on in

their organizations is often inaccurate or misinformed I
(49:222). This is not to say that he should receive all the

information available but that care should be exercised inx

omitting and compiling lower levels of Liformmtion for his

use. I
Informntion must a!so be underetandable. Excessive

coding and symbolizing wilt detract from the informatnion's

utility. Heavy pedantic style and the r~movel of 3
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information from its proper context will probably add a

I level of confusion to what may already be a perplexing situ-

ation. It serves no useful purpose tc provide a user with

information he cannot interpret o- understand.

Cost effectiveness is a term that is often used within

the defense structure and applies here as well as in other

areas. The value of the information must be considered

against the cost of obtaining and processing the data re-

I quired to produce it (11:573). Economic considerations play

an important role in the development of information support

systems and, therefore, restrict the amotnt of data that can

be collected and stored. Expensive data and sophisticated

prcesbing should provide worthwhile information returns if
the system is to be permitted to co tinue functioning.

Accuracy of information is a goal vhich should be con-

stantly strived for but which cannot efficiently be com-

pletely obtained. Inaccurate transposition of data, physi-

cal loss during transmissicn and processing, misinterpreta-

I tion within the reporting or processing chain, and stringent

time compressions all tend to generate error (56:7). Accept-

able tolerances in this error level is a functim of the

value of the information to the overall, mission. Decklfion

makers in ccrmand and control systana must, throgh neces- I
sity, make decisions based on lovs than completely acc-t-.oate

lata. 1he greate the accuracy, however, the grea&tr will

I be the user's confidence and acceptabil~isy of thV informa-

3 tion presented to him.
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Essential information is that information required by I

the comnander and his staff in order to mnke a decision.

There is often a tendency to store and output as much data I
as is physically possible or to simply extract from the com-

puter exactly the same information that was put into it.

The computer should not be used merely as a huge filing cabi-

net from which to produce mounds of non-essential informa- L
tion (30). Non-essential informttion contributes nothing to

the decision-making process and is therefore irrelevant.

Experience has proved that the mere flow of essential infor-

mation will tax communication capabilities and that the in-

troduction of non-essential information can be expectad to I
saturate it (56:5). A concerted effort must be made t% pro-

ess only that information which relates directly to and

supports the operation. 1
Usable information is that which can be applied to the

parfcwrmance of one or more of the copmand and control func- I
Aons. Everything required of the information may be pres-

ent, but, because of outdated procedures, prejudicial

opiniomn, or plain inability of the informtion recipiwit,

it -ay not be applied or included in the neces",ry decision

process.s. Usability is primarily a function of management I .

and requires flexible procedures combined with trained, coer-

petent users. If the infmet ion cannot be applied then '
there is no volid reason for the information support system X

to continue to exist.

I;
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The last desired characteristic of information is that

it should be easily accessible. Unless the information is

critical, the user will not bother to obtain it if he must

endure complicated or time-q-onil.rg ppqcedures, wait an in-

5ordinate amount of time, or remove himself from his familiar

working area to go to some basement dungeon where the equip-

j ment is located. One of the current operational systems

states that simple inforn1 tion retri6vals may be made by

I using the standard retrieval programs. When one tries to do

[ this, however, he finds a fifty page book explaining how to

use the system and discc.vers that sixteen punched cardi may

Sbe needed just to define, what is wanted within the system

capability. It is doubt:ful that such a system will be used

by other than the most aikillful progranmer. Likewise, if an

individual must wait days instead of minutes for informa-

tion, he will find ways of operating without it.

I If an information a;ystem is to be acceptable, all of

the characteristics discussed in thais secrion should be un-

I derstood and strived for. Effective storage, retrieval, and

prosentation of timely, adequate information are indispen-I-
sable Yreconditimis to achieving a useful and acceptable

I automated information support 3yst&n (54:5).

The information requireme.ts and characteristics dis-

I cussed in this chapter z.,-st be considered throughout the de-

sign, development, and oper,%tion of any information suppo--t

3 system if that system is to adequately and effectively
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contribute to the command and control operation. Decision-

making req•A•res Information. To make the best decision

accurate and useful informari-o.. is required. it is not a

qumstion of quantity but of the quality, timliness, and

availability of the informn•on (19:28). The purpose of the I
info:mtion support system is to perovide the commiAnder and

his staff with adequate information to monitor, assess, plan, I
end control so that they may determine the best courses of

action and make the best allocation of forces and resources

necessary to accomplish their mission. I

L
I

I

I
I
I

I



I AHAPTER IV

COMiPUTER SOFTWARE REQUIREMENTS AND CONCEPTS

Electronic data processing has -ade vast qLAntities of

irformation available for today's managers. While much im-

provement can yet be made in comiand and control systems,

particularly in the automated information support area, a

commander and his st*.ff still have nora information available

to them today than they have evec had in tC., past. To pro-

duce this information, an electronic data processing system,

controlled and directed by computer software, is necessary,

This sci ware system is defined a: the totality of computer

programs and routines used with the data processing equip.-

""ent, data collection equipment, and data display equipment.

It includes compilers, ajigemblers, translators, emulators,

programs, and subroutines, as well as the overall op-zatin8

and control systems.

Mhe purpose of the software system is to permit the

storage of large quantities of data, the selective retrieval

of specific inforn tion, calculations and manipulations of

the data to produce special combinations oZ iniformation, and

the presentation of information (55:9). Without such a sys-

tem., the availabie data and the computer equipment cannot be

put to use, It is the software system that provides the

39



interface between the user and the equipment and that ac-

compliahes the actual ratrievl and presentation tasks. The

computwer without an adequate softwi*e package to go with it ,

can do nothing rz* than stand theor and use electricity.

To. b* effective in a cosand and control environment, a I
cumehansive software paakage designed to meet the require-

ments of the user is needed. A complete software package A

will include the following programing and operating capa-

bilitiese*

1. A basic machine code for direct communicati.on
with the computer

2. Asseily programs for converting mnemonic codes
and symbolic addr'ises into basic machine c'de "

3. Macro instruction*, which generate several
additional machine coded instructions

4. A subroutine library which defines standard
mathemat--al and logical operations

5. Gener:tor routines which provide a specific
series of instructions baoed on input parameters

6. An operating system which controls the processing
of programs, input and output operations, and
overall equipment control

7. Utility programs that provide debugging and
housekeep.ing operat ions j

8. A compAle'r which translates programs cxpressed
in paeudo-coded instructions into machine-coded
instruct ions 1

9. A probleg-oriented language which is tailored
for the specific computer application

10. query language for direct communication with
the user

11. A library of program packages that sati•fy
saCific information requirunents(rI 1475)

At present, a great deal of attention is being devoted

to developing comprehensive software packages for use in

coumiand and control. These new software systems all contain

the stendard eleven items ltsted above, but still, none of

rhem provides an ovr-all programing system which can be i
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considered adequate on the basis of general commaand and con-

trol applicability and wide user acceptance (57:23). There-

fore, the requirements and characteristics of an overall

computer software package is tht subject of this chapter.

IGeneru. Oi~ra t nn Reauirements

In September, 1966, the Secretary of Defense directed

the Joint Chiefs of Stff to conduct a study to define the

j major requirements for automatic data processing equipment

and software for the World-Wide Military Command and Control

I System (WWMCCS) (52). A Joint Study Group composed of rep-

resentatives from the Defense Communications Agency, the

Defense Intelligance Agency, and the Military Services was

I formed and conducted the study undpr the chairmanship of the

Joint Comiand and Control Requirements Group. The general

I operating requirements, as stated by the Joint Study are:

1. Batch Processingj2. Real-time Processing
3. Multi-progriming
4. Mtlti-processing
5., Remote Terminal Opera:ions1 6. Special Security
7. Display Processing
8. Com•uications Interface
9. Mainte•nnc, Diagnostic Software

10. On-line Program Checkout and Debug
(57:7)

I These requirements are derived from present and projected

WWMCC capabilities and indicate the general software needs.

Each requirement is discuesed further.

SBatch processing is the sequential processing of more

than one data record by the same program or series of pro-

1 grams. The updating of a data file by processing a series
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of cards or. tape records, 11 containing transactions or

other update infwritio, Is An extrple of batch procersing.

In thin case, the necarsary programs are loaded into the
computo, & batch of up~te Information i•q loaded into the

input device, and tie entire updating job is run to comn-

pletion, This typc of procersing is used when a substantial

number of items are to be updated, and when the updating is

done an a periodic bais. I
Reel-time processin8, on the other hend, io the pro-

ceasing of data as it become&ý available. Instead of col- I
lecting all of the update data and then processing it at one

time, each individual update in handled separately. Thii

means that if ton transactions are to be added to a data

file of stock balances, the programs required to add the

transactions would be operated ten se)art times rather

than just once. Although there are several other defini-

tions oi real-tima processing, they apply more to weapon

systems and to automatic mechanical control systems than

they do to command and control. Real-time processing per-

mits continuous operation of a computer and allows several

different Jobs to be sequentially performed without h'u~n

intervention. The coftware system itself automatic,: t ly

loads the necessary pro-stored programs needed to accomplish

the Job. This rypw of processing will provide a faster re- I
sponse to deaands and will produce a more current data base,

all else being equal. The most fmportant point here, how-

over, is that once the data is made available, it is

$
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immuedittely placed into the system instead of being held un-

til sowe later time.

Multi-programming is defi.ned as ma1.,taining multiple

tasks in an active status with interleaved processing ac-

j cordlng to some schedule. In multi-programming, several

computer operations are kept in an active etate. At various

times each operation is given control of some part of the

computer sybtem untii it or another operation is completed,

or until a nsw operation is brought in to replace an older

one. Multi-programing results in the capability to conduct

several processes, such as computation and imput/output

operations, sir-iltaneously, with the objective being to keep

the computer as busy as possible. This can be dmno by

s:wtching control to another task when one operation is

forced to wait for the completion of an activity in some

other part of the computer, for example while waiting for a

card to be punched or a line of information to be printed.

SVnce input and output speeds are usually slower than the

internal processing speeds, the central processing unit is

¶ often waiting for the data transfer to be completed. If, in-

stead of waiting, some other operation could be started, the

1 result would be a reduction in the overall processing time.

Multi-programming will. accomplish this task.

j Multi-processing is the simultaneous processing of two

or more tasks within a computer configuration consisting of

S•two or more central prccessing units. The purpose is to

j sinultaneously share the processing load. A multi-processing
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capability employs seveual central processing units, All
attached t:o coma~m stoerage and input/out~put: devices. Ini

this way, one unit can be performing the input task, and the

other can handle the output tasks. The overall effect,, just

as in wilti-programing, is reduced !rocessing time.

It can be saea, however, that multi-programming is pri-

marily a programmLig technique involving software, while I
multi-processing is primarily a porocessor technique involv-

ing the equipment. It is possible to combine the two tech-

niques and to perform LixIti-programming on a multi- T
prooessa.n system. In addition to providing still faster

processing speeds, the system becomes more rellable since

if one unit fails the system will still be able to operate,

although at reduced capability.

Remote terminal operations provide the capability for

multiple access to a common computer system. User input/

output devices ara connected via some communication link to

a remotely located computee- system. In this way, the user

is not required to leave hi_ general work area to make use

of the system. Instead, he can commminicate with the system

and obtain his desired inforniation via a nearby console.

Remote stations also permit a means for directly providing I
update data to a system instead of requiring the data to be

handled several times before it reaches its destination. 1
Providint for remote terminal operations will facilitate the

operation and acceptance of an informati'*n processing system.

1
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A special security roquirement in needed to orotect

certain sensitive information by insuring that only quelli-

fied users are given access to it. With several users being

I able to retrieve information from the system, a specia, cod-

ing or identifying system must prevent the unauthorized dis-

closure of certain, selected data.

Display processing is another vital part of the soft-

ware system. With an automated system a large amount of

information is readily available. Much of this information

must be summarized and trans!ated into graphic, pictorial,

and symbolic images for presentation on a cathode ray tube

or some other visual display device. The processing of this

data for presentation and the control of the display device

itself are both operational software requirements. The ad-

vantages of automated displays include: reduction of time

"required to present the information, selectivity of informs-

tion content and format on a single display surface, sew'ral

different display units being able to present the same in-

formation at the same time, rapid retrieval of information

from a large data base, increased capacity for information

handling, and a reduced expenditure of resources.

A comuminications interface between the tranamittins

and receiving device and the computer system is alco re-

1 quired. The exercise of command and control is dependent

upon ,:hs exchange of essential information between subordl- .

nate, lateral, and higher authorities. If this exchange is

3 to be timely and effective, a method must be provided to
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quickly pass computer produced information from one command

and control system to another. With the Automatic Digital

Network (AUTODIN) already transmitting and distributing much -

of the data used in command aPA control systems, direct Li-

sertion of this data into the information processing system

becomes highly desirable.

A system that will satisfy the requirements dii,.,ssed

above will rost certainly be quite complex. To r'anually 4

check each piece of equipment for proper operation would be

an impossible task. Instead, the software system must in-

clude the ability to automatically check every operation on

every piece of equipment and to diagnose any problem. In

this way, an entire system can be completelo tested when

signs of trouble appear.

On-line program checkout and debugging allows a pro-

gramirer to directly communicate with the computer and to ob-

tain computer assistance in 1solating and correcting program

logic and cod'ng errors. The existence of such a program-

ming aid will reduce program development time and will help

to provide a more error-free system. Generally, the better

the program checkout and debug capability, the better the

software reliability.

Each of the operational software requirements previously

discussed contributes to the effectiveness and acceptability

of an overall data processing system. It is, of course, not

necessary to satisfy all of the items to have a successful

system. Those items which are required depend on the size j
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and application of the individual system involved. For com-

mand and control use, at least for those systems that are

part of the World-Wide Military Corr nand and Control System,

all of these capabilities are desired. Tlis is not to say

I that they are all currently available.

-, .gftw~re Concepts

When developing a software system for inforrmation sup-

port, one must first establish the general operating philos-

ophy and development concepts to be used. Those concepts

which are necessary for effective software development are

identified by the terms general-purpose, user-oriented,

"modular construction, and evolutionary development. These

terms characterize the software system and affect its suc-

cess and acceptance.

If a really successful system is to be developed, a

generalized approach is required (30),. Present systems

operate under one of the two following concepts: special-

purpose and general-pwurpose. The sp&cial-purpose system

uses the concept of programming each computer product for

operational use (hereafter called an operational capability)

so that it will satisfy only one clearly defined require-

ment. This capability is usually programmed in a symbolic

or problem-oriented language, thus rz&quiring the services of

an experienced programmer and involving weeks or months of

1 programning time. This method of development is most appli-

cable to the "specific-raquirementO approach for satisfying

SI informationa demands as discuised in Chapter ill. Its coin
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advantage is that once a capability is fully developed it

can be operated ,Ath relative computer efficiency. The dis-

advantages are: information requirements must be specified in

advance and in detail; it requires a relatively long lead-

time to develop the program; the capability will only satis-

fy one specific requirement; and modifications will often

require reprogramming and thus start the cycle all over

again. In conmand and control, where requi-rements are con-

stantly changing and where long lead-times are often out of

the question, a special-purpose system may become so envel-

oped in its own modifications and crash programs that it

will require too many people and too much time to satisfy a

majority of the requirements efficiently.

A genaral-purpose syst6m, on the other hand, consists

of many s4il programs, each designed to perform a different

general task, and a special executive program to link the'e

smaller programs together and to handle the general overall

operations. Each small program may contain hundreds of

arual co(impter instructions. These instructions can be per-

formed by uiaing only the code needed to Identify that par-

ticular program. In this way, as long as these sub-programs

are comprehensaiv, many programs can be written in minutes

or hours rather than in days or weeks. One problem with

such a Seneralized system is that, because of all thM controi

processes involved and the time required to call each indi-

vidual program into operation, the overall response time has

been slow. In other words, it will take Longer for the
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program to operate. With improved programming techniques

j and with the faster operating speods of the new computerq-

this is no longer a problem, however. The other main prob-

le.-• is obtaining a really comprehensit e co.lection of sub-

programs to be able to perform all of the tasks that might
t

be needed. This is really a continual problem sinc3, as

people use the system, new requirements are constantly bein6

identified. The answer is to initially develop a good basic

system and then to add these additional sub-programs as they

are identified and developed.

To obtain the desired acceptance and use by the staff,

the system must also be user-oriented. That is, it must be

geared toward the requirements of the user and must be able

to assist him in obtaining his required outputs. It must be

remembered that the user is not specifically interested in

the internal workings of the computer or in its rophistica-

tion, but in tb, solution to his problem and response to his
vi

need for intormation (55:12). If remote stations are to be

used and if the staff officers are to conm=inicare directly

with the equipment, then the software should not be designed

only for experienced programmers and should not be 6a syn-

tactically rigid that mounds of rules must be remembired.

Computer programs must often be adjusted to individual per-

sonalities, and the user should be able to make the minor

adjustments and develop the more simple queries himself (30).

IThs requires a flexible and comprehensive conversational

5 level language with which the staff user can conmunicate.

.-~-. n 4.s .~



50

In a panel discussion on futi-a comiuter systems at the 1965

Fall Joint Computer Conference, Mr. Tom Steel of the System

Developmwrk Corporation said:

OnC thing we don't need is the FORTRAN compiler
or the PL/i compiler. We must have some much
simpler, problem-oriented language -- more like
the kinds of languages, notations, etc., thalt
the us*, ordinarily employs. .... We haven't
attempted to integrate the various techniques
that are available for solving problems. We
do not have systems that have a simple, quick
calculation machanism coupled with a data file
retrieval system. . .. But there is no really
good reason why, with careful design and thinking
ahead, it isn't possible to put these things
together into a comprehensive package (41:92).

FORTRAN, COBOL, ALGOL, PL/i, NIPS, and nany other

"problem-oriented" level language systems do not provide

adequat*ý, user flexibility or interface to satisfy the need

_i, conmmand and control systems. They mria satisfy specitic

requirements, gi'yen enoubh lead-time, but they cannot jat-

isfy the overall, iong-term •equirements necessary for an

effective system. TIao civilian corporations, the System

Dev'lopment Corporation and tha MITRE Corportio.n, have both

tried to devrlop new languages to satisfy this need. SLY

has developed LIGHTNING and JOVIAL-3, and MDIDE has produced

C-10, ADAIM, and AESOP. While each progr-amming system con-

tains several worthwhile concapts and appro~zhes, none of

these languages has been, or does it appear likely that it

will be, accepted for operational use in command and control.

One of the reasons for this is thAt once developnwnt work

startad, it was continued in a theoretical environment in-

stead of in an actual operational one. Consequenvly, the
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technicians began having more ro 4ay abcut the language

j characteristics than did the intended users, resulting in a

product that lost much of its origin&lly intended user-

orientation. The most promising computer lP-rMge system

for command and control presently being developed in an

actual optvational environ.ent is the Computer Control lAn-

j guage (CCO). It is currently used by the United State-

Strike Command and the Naval Command Sy-tems 3upport Activ-

ity and appears to be mor3 successful in user participation

and acceptance than have past systems. Unfortunately, sup-

port is limited s=ce both organizations are using IBM 1410

computers, which do not have the speed, capaý-ity, or periph-

eral equipment necessary to provide truly adequate support.

The cencept of operational developmanr to insure effective

user orientation and operation is still a valid one, how-

ever, and should be encouraged on a larger scale with more

up-to-date equipment. It is unlikely that an7"ors will de-

velop an acceptable, effective system from theory alone. A

programming system ,sy be technically efficient and theo-

retically correct, yet still be operationally inadequate for

"one reason or another. Both practical u-ser applicat4-n and

technical considerations are necessary in order to gtu5ie the

development of a.iy operational soft-vare package.

Another important concept ir. software systems im modu-

larity. A mcdular system is ore that containe several dif-

ferent programs or groups of ptograms, each performing a

j certain function, upon which the system is built. -' .ts

I



32 I
52

way, individual program modules may be added, removed, or

modified so that growth and technological change may be ac-

complished. The need for continuou3 modification and extent- I:
sion of the syst-im as a result of new requirements and

experience must be anticipated in the design.

Closely related to modularity is the concept of evolu-

tion. An evolutionary system is one in which new designs or

techniques are incorporated into the system as they become

foasible and applicable. A modular design will greatly en-

hance this evolutionary development. Many systems have gone "

out of use because they did not or could not keep up with

the latest programming techniques and capabilities. Time-

sharing, for example, is a new programming technique that

must be incorporated into preserat systems if they arre to eon-

tinue to be used. If this cannot be done, then a new pro- I s
gramming sysueta will evantually replace it. For a software

system to serve the needs of a command over an extended j
period of time it must have sufficient flexibility and

adaptability so that it can evolve in an orderly fashion to I
satisfy the changing requirei•ents.

Lanauaze Levels

In computer software there are four general language

levels. They are the machine level, the symbolic level, the 3
problem-oriented level, and the conversational level. Each

has its purpose and use )i a computer system.

The aschine language level is the lowest and most ex-

acting of the language levels. It is this language which I
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the computer "understands" and which causes the many dif-

1 ferent computer operations to take place. All other lan-

guage levels must be reduced to machine language before any

computer action can occur. This language is also often

j called the object language. When computers were first de-

veloped all programing was done at this level, but, because

SI of the tediousness and time required, another language

level -- the symbolic level -- was developed,

Symbolic programming in the second language level and

j is often called the "intermediate" or Onnemonic" level. At

this level, the programmer can use symbols in place of

actual machine instructions and addresses. The computer,

acting under the control of a previously written machine

language pr"oram, can then translate these symbolic inu.-uc-

- tions into actual machine coded instructions to perform the

desired operations. It ts possible for one symbolic in-

struction to generate a whole series of machine instrue-

tions. This kind of symbolic is called a uiacro-instruc-

%-.ion" and Is the type generally used today, Through the use

* of symbolics, programming becomes much easisr, and fewor in-

"structions a•e needed. The translator program will auto-

matically convert the symbolics into as many machine coded

instructions as necessary. This symbolic language, however,

I consists of may codes and includes many rules for their

use. It still requires thorough training befm. ,-n indi-

i vidual can becom• proficient in its use.

I
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To further reduce this lvel of detail and amount of

training needed, still higher level languages -- the problem-

oriented 1e guages (POL's) -- were developed. At this level,

the lanpg .ge itself is conceived in terms of the problems to

be solvt I and the results to be obtained instead of in terms

of technital featurs of the computer. Standard examples of

this kind of language are FORTRAN for mathematical problemst,

and COBOL for business problems. Each is specifically

tailor•d for expressing and solving its own general class of -

problass. To convert these procedure-oriented programs into

msachine coded instructions, a process known as Ocompiling"

is3 accomplished. In this process a group of programs writ-

ton in symbolic language converts each of the Ohagh lel"

terms into a series of sy'ebolic codes which are, La turn,

winelated into the machine language. This language level

Am the one used most often in to4ay'a larger programming

aystae. It provides a relatively low lead-time for program

4*velopmont and reduces still further the lev*,l of detail

and training required.

In most prograuming onviroriminta the problem-oriented

language is adequate, but in tý.znund and control two prob-

Iem exist. First, the prograes must be written, punched, I
&ad coMiled before they can be operated. Second, there L.

no adequate, sile intwrface tvtwesn the computer and the

staff user. FoC sose reso•s, a fourth language lewvl-- I
ths conversational 1 -- .a needed. This conversational

capability, if it is cdomrehensive and flexible, will:
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allow biAateral conversation in terms the user can under-

stand; require little or no special training of the user;

provide the user with constant and adequate feedback regard-

i g the formulation and solution of his problem; allow the

user to be "on-line" and to interact via his own remote con-

sole; allow user-input data to be stored on-line; assist the

user in the formulation as well as the solution of his ?rob-

lea and permit him to concentrate on solutions and decisions

rather than on system mechanics; and, as much as possible,

-- isolate the user from the many details of the computer soft-

"ware system (41:90). Clearly, good conversational program-

ming software, when added to an adequate problem-oriented

language, cqn greatly improve the capability of the coummnd

and control system.

Computer software is the vehicle through which the com-

puter provides the comnnder and his staff with needed in-

formetion. To be effective, a software system should embody

"the feature of goneral-purposeness, be oriented toward the

user, and be modular and evolutionary in its design and de-

velopumnt. It should have a wide range of applicability and

flexibility with respect to the types of data it can process

and the operations it can perfor on that data. It should

also allow for growth and extension as better understanding

of requirements is obtained and as experiences with its use

dictate. It should be built with the user in mind and

should not only be adapted to the user's specific needs bu!
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also be easily changed as those needs change. Finally, it

should be a system that not only includes a problem-oriented

language for satisfying low lead-time off-line programming -

of the more coplex problems but also includes a good con-

versational prograzrwming capability to allow on-line user

querlez and programming of the more simple everyday require-

ments,
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CHAPTER V

-!SYSTEM DEVELOPMENT

I General DVvelopment Princivies

An operating coamand and control system is a complex

S I combination of people, procedures, and equipment. It is

"the commander and his staff plus all of the facilities,

I • equipment, and management tools that serve the commander's

I purpose" (28). It is a dynamic, ever changing system in

which new raquirements are constantly being identified, new

techniques and procedures are often being implemented,

people and personalities regularly are being moved from po-

sition to position, and new objectives and mission require-

ments are frequently being introduced. Command and control

is a highly objective process which cannot always be pre-

cisely predicted or pAnmed (24). It is not a puzzle in!

which each piece neatly and clearly fits.

There is a popular myth that an organization
has a fixed set of objectives, that, once these
objectives are made explicit, the work oi thej organization can be structured in a rational way
and the crganization can then accomplish its
task. There is some truth to this at the lower
organizational levels. . . . At the higher
levels, however, it is certainly not the case.
The inseparable activities of structuring the
situation and clarifying objectives constitute
the essence of the activities of the higher
headquarters. Although the functional special-ists make unique contributions and permit the

57
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efficiencies of parallel information processing,
the various staff offices cannot work apart as
if the overall task were set beforehand and
could be accomplished by the assembly of various
pieces (57:71).

The traditional approach to developing automated com-

mand and control systemp has been to identify what manage- I
ment needs (or says it needs), collect the data required,

and program the computers to supply the information in a I
series of standardized reports. This is a process which,

if applied to the entirety of an automated system, could

involve an elapsed time between the initial analysis and the

finished products of up to three or four years (3:41), Of

course, this method of development can be applied to a por-

tion of the system. The more complicated and standardized

type of infon.wtion requirement can be satisfied by thi.

procedure. These capabilities, however, constitute only a I

part oi the required computer output. There are orher rela-

tively un-omplicated day-to-day requirements that must also

be satisfied. Theose requirements, because of their con-

statly changing character and rather short reaction times, 1

need a different development appoach. The traditional ap-

proach requires just too many people and takes too much time

to be responsive to all the needs of a cormand. Comand and

control systems are often not effectLve because there are

just too many people trying to %ccomplish the job in too

long a time (31). I
In particular, our co-nt, and control systems
are not responsive to the rapidly changing en-
vironment, capabilities and objectives of thI
user. IL fact, the principal result of all the
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push in command and control to date is the pro-
lifaration of organizations inserted between the
ultimate user and his computer. There is the
EDP office of the using command, his counterpart
in the procuring conmand, the system monitors,
the contractor's project office and finally the
programming and design people. It is in the
interest of each of these offices to seal the
system requirements years before its operational
date and see to it that the most efficient --
and thus nes-isarily the most immutable -- con-
figuration of programs and equipment are provided.
For example, soon after tha initiation of one of
the Air Force systems, it became evident that the
requirements stated in the request for proposal
(by then 15 months old) did not take cognizance
of their user's trends and plans for reorgani-
zation. The system contractor duly recommended
a rather complete reorientation in his effort.
Not only was this recommendation ignored, but
10 months later, 6 months after a reorganization
of the user that made the work statement obso-
lete, the system contractor was required to do-
liver a detailed systems design and establish
by detailed analysis that it filled, but did not
go beyond, obsolete requireonts of a nonexim-
tent organization (49:226).

A devlopment approach must be used that will permit both

long lead-time development of the more complicated capabili-

ties and quick reaction to the more immediate needs. A sys-

tem must not be permitted to becowme so immutable that it

fails to satisfy the requirements of the users. It also

must not become so complicated that only skilled "inior&

and tochnicians can operate or expand its capability. ohe

system must be designed to satisfy the needs of the com-

mender and his staff and to pera-it them to make the changes

they deem necessary.

Before establishing a development procedure, it is

necessary to identify some of the problem areas of today~s

ii __ __
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systems. Generally, these nre:
! 1. Overall responsivenese to changing requirements.,

Th2. deAbiloty of the user to adequitely commanscate
his requirements to the prograaters v

3. User accessibility to the computer and its products4. Avaolability of data
5. Trained user personnel
6. Acceptable computer outputs (32; 34) ( 3

These problem areas must be considered when developing or

modifycin an aucomted systemd They affect both softamre

anr operatwoul capability developmentu procedures and arew

discussed throughout the remainder of this chapter.

The d, olopmant of an automated Information support

system for comtand and contirol should be viewed as modifying

or augmenting an existing system and not as establishing a .

whole niw system about which all also revolves (74:1.3).

The are threoe basic principles which appear mo be accepted

for effective cpab and system development: f system syte

growth should be evolutionary and should take place within

ahe contexl of the usig coTe nd; not r ser participation-

is essential throughout ell phases of system developmente;

*nd third,, co~eatibil.ity' of data and programs among suboya-

tou of the World-Wide Military Comand and Control System

to dosirabl-- (74:1.2).

An evolutionar approach is o~ne in which modification:

and now capabilities rea introduced into a system as they

are dovelopod or ,ee~d. They do not represent a great do-i

partur from the existing system but are closely related in

concept and approach (38:334). Evolution is a gradual but

constant change of methods and capabilities and provides a I
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featibl.) answer to cont.'Lnued development (67). Systems must

be able to change if they are to - iirx.e to satisfy the

needs of the user.

I All too often, thoug&'. not universally, rho
manager is confronted with repozt formats that
he may have agreed to, reluct&Anly, two or three
years earlier. He has changed his requirements
in evolutionary patterns and will continue to
change as his grtsp of the job inproves or -s
the area he controls undergms change. He cannot
use what the c-mputer now spews out in great
quantity at frequent intervals, and his requests
for differtnt reports are met tb, shocked refer-encei to reprogramming costs o,- by promises thatthe changes can uurely be &-,de within the next

i year if all goes well (3:41).

System development is a long, evolitionary procese involving

.1 persistent work, in a never-ending cycle, on the part of both

users and techniciars (17:77). Evolution must be accepted

"I and understood by the users and nmut be made possible and

economical by the technicians 4.f changing reqirements are

to be effectively satiefled.

The principle of user participation tends tc reduce the

number of unact-eptable computer outputs, improve communica-

tion of rquirements, and automatically provide some of the

needed user training. User-s do not normally care about rhe

equipment or procedures; they simply want results. The sys-

tem, tharefore, must meet the demands of the users (11:214).

To do this, staff personrnsl, by means of an active develop- I
ment process, must be Inrcluded in the development of the

system. For the computer to be effective in the decision-

5 makint process, manageenrt must provide the rules (53:VI-2--

•vI-3-).,m
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In brief, only conmand/management can circum-
scribe valid management information systems re-
quirements in the ultimate si.sa. It alone sets I
and modifies the basic objectives of the enter-
prise. It originates the ultimate decision rules;
evolving its priorities, its weighted values, and
its critical thresholds of responsible interest. I
It operates as the supreme court of appeals with
rzspect to resolving conflicts of interest. ... .
Finally, it evaluates the effectiveness of the
total enterprise, and makes new decisions accord-
ingly. . . . It ls vital that they be aware of
the system's potential; keep abreast of, guide,
and encourage its development; and, above all,
provide the vision of the ultimate objective and
the impetus for attaining it (53:VI-3)o i

The users of the system must determine the requirements and

guide the development of each capability necessary for opera-

tional support. If these tasks are left to the technicians

alone, and the intended users do not participate, then ads-

quate operational support will most likely not be provided.

The last principle to be considered for effective de-

velopment is that of compatibility amon8 systems. 'The

World-Wide Military Command and Control System is comprised

of several individual sub-systems. These sub-systems are

primarily the command and control systems of the major ser-

vice commands and the different unified and specified com-

mands. Each of these, while certainly having different

missions and objectives, have many common data and software

requirements. Because of these many similar requirements,

compatibility between systems would permit a greater caps-

bility than would be possible if each system were totally

different. This is not to say that each system muic be

identical. Each may be unique while still being suffi-

ciently st'.dardized to provide for compatibility of data I
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and software capabilities (66). In this lighc, common soft-

3 ware becomes much more important than common equipment (71).

"If a common programming system is used by the different com-

mand and control systems then much of the needed compatibil-

3 ity is automatically provided. Use of the same equipment,

however, simply guarantees a physical compatibility since

SI different progranning systems may still be used. Compati-

bility among systems can best be provided by establishing a

I common, basic, modular set of computer programs and opera-

i tional er.pabilities and then permitting each participating

command to tailor the system by adding the other programu

1 and capabilities it requires. This could be done as long as

the integrity of the basic system were maintained. This

I concept is ý.nurrently being used with the Air Force Integrated

Command and Control System (51). Unfortunately, the AFICCS

system appears to have been designed primarIly by and for

1 the computer specialist rather than the commanders and their

staffs. There is curreitly no adequate problem-oriented or

conversational level language included in the system, there-

by reducing evolution and user-participation to the point

where the system generally becomes ineffective. The con-

I cept, e.*vertheless, still appears valid.

The development of an effective command ane control

I system is a complicated process in which many of the objec-

tives and nA~ds cannot be identified beforehand. In ad-

I dition, the system must be responsive to continuously chang-

Sing requirements, the users may not be adequately trained

I!
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to operate the system or converse with the computer special-

ists•, needed data nwy not be available in a readily usable

format, and nnaoanmt may not fully understand or support

the development effort, To overcome these 4zýitacles, it is I
necessary to adhere to the principl6s of evolutionary

rowth, user participation, and inter-system compatibiltty.
Overa.l.System Charac•.eriatica

• Th effctivnes8of a c:::rut wr ::yse::i :e::n

design and operation.. Those characteristics which can be

' associated with an effoctive system are: simplicity, flexi-

bility, reliability, and acceptability (15:104-105).

The keynote co user acceptance And use is simplicity

(30). An effective system does not have to be a compicamod I
one. The more rules and restrictions involved In system op-

eration, the better th chance for error. A simple system

will eahance the learning process and will make the overall

operation more efficient. There is often a positive cor-

relation between simplicity and reliability (15:105). When

oper ating a system, the user should only be concerned with

whit helps him solve his problem and not with rigid syntac-

tical rules or technical limitations (41:91). In short, the

system must .be simple enough for the user to understand how I
to operate it and how to obtain useful information from it. I

One of the most discouraging situations that can arise

in o newly developed system is to discover that an initially

specifiod requirement is subject to minor modifications and

that the effort required to make these changes in almost as

?U
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great as the original development. The result is that the

I system capabitities often appear inadequate to the user's

needs (20:3-4), To provide this needed flexibility, opera-

tional capablitiesa should be written in a problem-oriented

tor a conversational level language. In fact, a good conver-

sational level languago in, in itself, one of the more

I flexible of programming tools. The system ast be flexible

enough to allow mincr modificaticus to be easi.y made by

those who desire them.
iISystem m.,st also be teliable. Once a user has learned

to operate the system, he must receiv3 consistent results

and standard performance. When new capabilities are being

doveloped, unexp*ctd or irregular perform"ce may occur.

i Even though e system is in a constant state of flux due to

I the evolutione.ry process, every program must be tested

thoroughly to insur, a c(asistent, reliable operatiba. l4

I potential supportews of a mvstes have been lost because of

embarrnassin and unexpectod system per•;r•nce.

IAny system, re8ardles of its sophistication or design,

is worthless if the intended uzers will not ac•apt or op-

oster it. 7he usw must feel that they can benefit from

I the system and ,'at it i.s worth their time ard effort to try

to understand it. If they don't think it is vwthwhile, if

they are presured into using it, or if they are silly op-

posed to it, the system will not work. This is why it is so

impoetant for uwer-participation to be a part of the dev.l-

I opumnt process (15:106), An effective autowateA information
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support system is one that is siuple, flexible, reliable,

and othwvis generally acceptabl, to those for %hom it was

inteded to be used.

In developing an automted information support system,

S~one must isurd against too ambitious an underta•king. Many -

lidttle things can be done first to gain the user's confi- m

dance and to establIsh rapport and interest. After the user

has accepted the system to some •egrae, the larger, m

complicated capabilities can be ittempted (42:53; 32). Re-

gardless of the complexity or time involved in developing a

capability, mom sort of plan should be developed so that

everyone within the eommnd can be aware of vhat is being

attewoted and how long it will t•ake. One approach for ac-

coalishin& this task is the operational c&pability plan

(OCP) rrodlzced by the United States Strike Comand. The

plan includes a pictorial diagram of capabilities currently

aeilable in the system,, a list of the program modules in-

cluded in the pro&i•waing system, descriptions of new opers-

tV.Mal capabilities and basic programing system extensions

nominated for development, manpower estimates to accomplish

each task, and the ntams of the staff users and computer

specialists doing the development. Because of an active [
evolutionary process, a new OCP is produced every six mnyths.

This six month OCP cycle is a good vehicle for developmt [
t since the staff can understand what is being accomplished,

and developers can impl mnt most of the it*&= (24).
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A basic requirement for orderly system development is a

I good develop 'ent plan coupled with workable development pro-

cedures. To satisfy this requirement, it is necessary to be

familiar with both the U'.ffaL-t types of development and the

I development cycle. Within an infori tion nupport system!, two

types of development are necessary. They are the develop-

ment of the basic program set (BPS) and the development of

operational capabilities (OPCAP's). Each will be d~scussed

after presentation of the basic development cycle.

The �asic Develotmnnt Cvcle

TThe basic development cycle as shown in Figure 3 in-

cludes the stages of:

1. identification
2. validation
3, approval

- 4. specif ication
5. programmning
6. testing
7. documentation
8. training
9. acceptance
10. use
"11. modification

This cycle assures that each new capability or modification

is supported by actual requirements, developed in the proper

context, and integrated into the system without a negative

effect on other operatiowal areas.

-. Identification of specific requirements must emanate

from the user. frying to second-guess the needs of a user

is a hit or miss proposition that usually misses. If the

user cannot determine what his infor.ation requirements are,

then he is not ready to make use of the system anyway. Users

I ' .---. r .-, •- _,__.. .__"_____-"_1_IIIIJ __l
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are funny people; they will only use what they want. A

3 major problem today is the lack of understanding by many of

the staff as to what command and control is and just what

Information support systems are supposed to do. All staff

i officers have information requirements. If they are not

being identified then there is something wrong with the sys-

I tern and not with the users.

Validation of a user's requirement is an important step

I in the development cycle. Before work is actually started

on satisfying the requirement, it should be determined that

the user has not misstated his requirement or misinterpreted

I some directive or policy and that the capability for satis-

fying it is not already available. Of course, this must be

done carefully so as not to antagonize the user. To prevent

manpower from being expended on the development of a capa-

bility that is not really needed or that is already in ex-

-- I istence, validation of the requirement must first be

accomplished.

I There may ofter he more requirements than there are

T people available to satisfy them. In order to reduca inter-

and intra-departmental problems if this situation exists,

top managmennt should assign priorities and select the re-

quirements to be satisfied. To each user, his requirements

are the most important. Only higher level management can

determine what should be satisfied first, establish prior-

I ities, and provide the approval to complete the development

cycle.

..........- .. . ... - . a. - . . ..- -[.....
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The next step is to specify, for those who will be ac-

complishing the actual programminp, just what is needed and

what procedures are to be followed. The detail of this

specification will depend on the complexity of the problem

and on the programming level used. It may be a specifica-

tion involving fifty or more pages that have been closely

coordinated among many staff or using organizations, or it

may be a simple one or two sentence statement involving a

minimm number of people. In either case, care should be

taken to avoid over-specifying or under-specifying the
0'

requirement.

Programing is the logical combination of inetructions

to permit the computer to perform the operations necessary

to satisfy the requiremant. It :mty be done by the user him-

self, with a problem-oriented or a conversational level !an-

Suage; it may be done by a highly skilled systems programmer

using symbolic or basic machine code; or it may be done at

any level between. The language level used and the type of V

programer involved, once again, depend on the complexity

and the type of program to be written.

Lnee the initial progtruding has been lone, those re-

sponsible f: developing the capability must test it to see"
S~that the program performs satisfactorily. It must provide

proper results, be sufficiently responsive, and satisfy the

f equiru nts of both the user and the software system. If

any of these conditions are not met, then re-programming is

necessary. This programming and testing sub-cycle should
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continue until the desired product is obtained.

3 Once it is determined that the program is providing

satisfactory results, it must be properly documented. This

is necessary for proper program maintenance and capability

jI operation. The detail and type of documentation should bw

in consonance with the prosram specification. Dvcuentation

is one of the most troublesome problemn in today's systems.

There is either so much of it that it loses its perspective,,

1 or the..e is so little that it satisfies no one. This is

usually the result of an o".anization having only one docu-

mentation for at and not realizing that there are many dif-

ferent types of documentation necessary. Each document must

be oriented toward the noeds of the intended recipients, be

I they top manasemont, staft users, system develope.., ana-

lysts, or progainerns. Each requires a different format and

a different 19"1 of detail. No one document can satisfy the

t needs of all.

"Itaingns the uaer personnel how to obtain needed infor-

I mation is a vital stop to system effectiveness. Staff per-

sonnel mest not only know vhat is available to them but alto

I how they way obtain it. Of all the problems in crouund and

I ctmtrol development, lack of staff training his been men-

tioned more than any other.

The mjor problem in com nd and control ts the
lack of staff training and oxperienco in auto-
nated systwm. It is a failuru to see the 0hole
picture and to realize that requirements are
differnt at different levels (33).

Ii
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A substantial inv.etrent is often made to
develop a capabl~ity, and then, because of
the lack of training, you find yourself in U
need of someone who knows how to use and
apply it (30).

The major problem in a command and control
system is the lack of knowledge of the
staff (31).

The biggest problem in command and control
systems is tht, lack of training. High rank-
ing officers are not aware of what the system
can do or of just what is available to them (25).

To improve our command control systems we must I
have more staff training (28).

Clearly, the training phase of the development cycle is one

of the more important and critical ones. The most compre-

hensive and sophisticated system of all may be available, but i.
if no one is trained to operate it, it is of no use.

The initial development effort ends with Vie formal

acceptance of the capability. Final acceptance should be

accomplished by the people who will be operating the capa-

bility once it becomes a part of the operational system. I
Completion of this step removes the capability from the de-

velopment catebory and places it in an operational status.

If for no other reason, this step informs potential users I i

that the capability is now available for their use.

The use phase is simply that period in which the cape-

bility is satisfying a requirement for one or more users.

After a period of time, an operational capability or

program, because of changing requirements or techniques, may

no longer fully satisfy a user's requirem nt. At this time,

modification or revision of the capability may be needed. 3
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The user identifies what should be changed, and the develop-

I ment cycle begins again. It should be ncted that modifica-

1 tion does not include the maintenance of a program -at is

not functioning correctly. Program maintenance is performed

on an exception basis and does not constitute part of the

development cycle.

Each of the steps in the development cycle need not

necessarily be accomplished separately or in the same level

of detail. The actual development process will, of course,

vary from situation to situation. This development cycle is,

however, a good general guide. Further discussion cn corm-

I puter software and operationalcapabilit' development follows.

I QR ; Sogftware Develqgmant

Of the four di.fferent language levels used in an infor-

mation support system, only the two highest luvels -- the

problem-oriented and the conversational levels -- are sub-

Ject to development by the using command. The machine and

I symbolic lev•1l are more computer oriented and should be de-

veloped by the computer manufacturqr (30). It is not neces-

I sary that the -.nitial deAvlopment of a higher level )-ngusSe

be accomplished by the user, but he must be able to modify j
the language whenever new requirements dictate. Ir this

I case, a programming language specialist should perform most

of the functions in the development cycle. It is he who canK best determine what additional programming modules or modi-

fications are needed to provide a more responsive programming
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system and, consequently, provide better staff user support.

lie nmst, however, recaive feedback information from the

language users. The computer prograrmners, since they per-

form most of the problem-oriented level programming, can

best identify the deficiencies and required modifications

in the problem-oriented language. The staff users, on the

other hand, can indicate areas for improvement in the con-
d.

versational language. The language specialist can then, in

view of the intricacies and interrelations of the total pro-

gran•iJng system, determine the best technique and approach

for accomplishing the task. Computer software development

should follow the basic development cycle except that most

of the functions are performed by a specialist in the pro-

gramming language system.

OMtinXl Ca4ability Develotment

There are four different kinds of operational capabili-

ties, each requiring a somewhat different method of develop-

ment. These capabilities are:

1. Standard Periodic Reports
2. Pre-programsd Paramerric Capabilities
3. On-line-developed Capabilities
4. Simple Query

Standard periodic reports are those capabilities which

provide results in exactly the same format by using exactly

the same procedures each time they are operated. With the

possible axception of a computer operator, once it has been

i,'.Lcated to the computer that the report is to be produced,

no further human intervention is necessary. Examples of



this kind of report would be a standard status of forces re-

port, a standard aircraft availability report, or a standard

list of personnel currently assigned to the conurand. In

developing this kind of capability, the basic developiment

j cycle can be used except that the training phase may be de-

emphasized if not eliminated. This capabil.ity is the least

flexible of all but is also the most automatic. When exact-

ly the same reports are being requested time after time,

this type of capability is the most efficient.

I The pre-programied parametric capability differs from

the standard repmrt in that several options and/or para-

meters are included. For example, several different output

formets may be available, and different procedures or data

items may be sel.cted. In thio case, the user must indicate

1 precisely what options he wants performed and what para-

meters he wants used. To do this, the user must be thor-

I oughly trainftd in the operation of the capability and be

familipt with the different options available. This type

± iof capability provides greater flexibility when comparad to

the standard report but also rquires more huncn interven-

tion. The basic development cycle is most applicable to

development of this kind of capability.

A third type of capability is the kind that is devel-

oped on-line. The user conmunicates directly with the com-

puter and, with uhe assistance of the coaputer softvare

& sstem, proceeds from logical operation to logical opuwation

I until he has obtained his desired output. A comprehensive
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and effective conversational language is needed if on-line

capabilities are to be developed by the user. Once the user

can directly "converse" with the system and make his require-

ments known, he need not go through a series of middle-men

before he obtains his desired inf --ation. In this situa-

tion, the development cycle is accomplished wholly by the

user, working in conjunction with the software system. The

user will train himself as he operates the system and wi1l T l

automatically be informed of what is available to him. The

ability to develop on-line user capatilities can contribute

much to system acceptanr.e and user understanding.

The last typ, of capability, is the simple query. Once

a user becomes familiar with the language and operation of

the system, he can simply enter one or two sentence-like

stactnts via h console of sou sort and receive the de-

sired output. This differs from on-line development in

that, first, the language used is more problem-oriented than

it is conversational; and second, a complete statement of

what is to be done is entered at one time rather than in

small logical steps. A simple query capability in oriented 1

mwe toward basic information selection and retrieval than

it is toward data manipulation. As in on-line development,

the devwlopent cycle is performed wholly by the user.

Tnese four types of capabilities, if available in an I
autoMAted Information support system, should provide enough

flexibility and responsiveness in the development process so
I V



as to improve the overall adequacy and *ffectivenevs of the

3 commnd and control system.

Satisfactory 4evelopment of an informtion support sys-

I ttam cannot be accomplished in the sai manner as develope:nt

of a weapon system. The "turn-key" approach cannot be used.

Computer technicians working independently of the comnder

I and his staff often cannot fully appreciate the pressures or

operAtional situations involved. The commmnder and his

I staff, on the other hand, are reluctant: to mnke changes in

their operations until they are satisfied that the changes

wil. be to their benefit (43:8).

SThe cr=xcial problem in the development of an inforrn-

tion support system is the maintenance of i. relevant, c•n-

sisetnt, and valid context within the conmand and control

environment (49:229).
I ~Tb, system mus b* the st~aff's systeam, not:

a universal system, not a standard system, but
one that is recognised as what it in, inconsis-
tent with all others, to a degree irreleant to
all others, and thus free to be responsive to
the sens of relevance of its s•taff, the .w-
pose of its comuder and administrator. .

This is a very dif fere•-t kind of system Uan
the great datr systems and automated control
system,. It is a system th.t allows direct ac-

J cess in natural language, it is a syrtem uho"o
files and formats, whose inputs and vocabulary
a..-e alvays changing, continuously changiri
(49:229-230).

System development is a funct'ion of both the computer

progrnamung system and the operational capabilities. It

umist be evolutionary, be oriented "clard the needs of the

I--
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user, and have at least enough conmonality to be compatible

with other similar systems. It involves both -technical and I.

operational considerations and must be a joint effort among

all members of the commander's staff. System development

must include people, procedures, and equipment and must en-

hance the ability to provide meaningful inforration when and

where it is needed.

iZI
I

iI
?I
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CHAPTER VI

(tONCLUS ION

Command and control is not a new concept, but the pres-

ent methods, procedures, and technology aro. The system is

- not simply a collection of programs and equipment; rather,

it is a carefully planned and organized arrangement of the

commander, his staff, and the means by which they obtain in-

formation necessary to accomplish their mission. The system

is not personnel, equipment, and procedures taken separately

but is an integrated, flexible combination of all staffs and

their activities. It must serve the needs of the staff as

they support the coamander and must provide timely and aa-

curate inforration for the decision-making process!.

The main objective of an automated information system

is to support the comender and his staff in monitoring,

assessing, planning, and controlling. Effective cro-ond and

control revolves around these four general functions. Ade-

quato performance of these functions requires both informa-

tion and the men to wake use of it. No infor ation system

can by itself insure efficient managament or valid decisions.

It can only support the functions of commnd and control

through application by a knowledgeable user.

Information requiresents are constantly chenging.

- Thezrfore, to provide adequate information support, the

I ~ 79



system must be responsive to new demands, be comprehensive

in its capability, an ui mst provide a wide range of user

options. This requires a software system that is evolution-

ary, flexible, and user-oriented.

Dev lopment of a computer assisted informiation support

system for comand and control is a continuing process in-

volving both the user and the technician. It is a process in

which both the operational outputs and the computer language

undergo frequent changes. It is these changes that affect

overall system performance and acceptance. For this reason,

the computer software system plays a more important role in

providing inform tion support than does the equipment It-

self. The first hypothecis -- that the computer programming

system has more effect on overall system performance and

acceptance than does the physical computer equipment -- must

be accepted. The software system permits the user to com-

municate with the equipment and to express his infornmtion

requirements. It is the vehicle through vdiich raw data is

processed and converted into meaningful information in sup-

port of the decision-making officers.

The second hypothesis -- that to be effectivc, an auto-

mated comnd and control system must be developed in an

operational, evolutionary Qnvirorumnt and not in a static,

theoretical one -- must aloo be accepted. Because of the

constant change of requirements and the need for user ac-

ceptance and operation, system mvst be developed within tha

context of the using command. Each system must be tailored
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to satisfy the individual needs of its command. This re.-3 quires that the system be developed by and for the users.

The final hypothesis -- that definitive, detailed in-

I formation requirements must be clearly stated before success-

I ful eivelopment of an automated command and control system

is possible -- cannot be fully accepted. The requirement

I for detailed specifications diminishes as the degree of on-

line user development increases. For the more complicated,

standardized requirements, detailed specifications are cer-

tainly needed, but for the more simple, user developed capa-

bilities, they often are not, The amount and degree of

requirements specification needed is a function of complex-

ity, devulopment fethods, criticality, and desired immuta-

bility.

* To develop an effective, acceptable automated informs-

tion support system, it is necessary to combine man, pro-

grams, and equipment in an evolutionary environment for the

stated purpose of enhancing the decision-making process and

' for providing adequate inforrmtion in support of the command

and control functions. This development must take place in

an operational environmoni' and must be accomplished by the

I personnel who will use the resultant products. In this wmy,

development of computer assisted info-mation support systems

I for commnd and control will provide the coummnder and his

staff with an efficient and effective tool for accomplishing

I their plamned aissions and objectives.

I

"'•" .... • • • . .... •....... ..... . - '• ...= . ."'-" -•-'- •. . .. - 'I I
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