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INTRODUCTION

Despite significant study and corrective effort over a period of two
decades, the defense system acquisition process in the U S continues to
be plagued with major cost overruns, schedule slippages, and hardwarz
performance deficiencies, The paradcx is that most peop.iz in government,
the military services, and industry who work in this area honestly desire
that this situation be ctherwise--and they share a growing persoral frus-
tration that improved results have not been produced in spite of redoubling
of their individual efforts. By implication, there is something very
fundamentslly wrong or lacking in our policies and/or practices which has
escaped identification and attention.

At the outset of his tenure, the present Deputy Secretary of Defense
focused on cost growth in systems acquisition as & problem which should
be given priority consideration. Optimism in program cost estimates,
cost growth via excessive developmnent and production changes, failure to
identify major risk areas, and excessive dependence on paper analyses
were identified as the principal causes. In his memoranda of 31 July
1969 and 28 May 1970, the Deputy Secretary directed the Service Secretaries
to identify areas of high technical risk, to accomplish “formsl risk
analysis,”" and to expand program management practices to include explicit
consideration of risk assessment, risk reduction, and risk avoidance.

The application of risk analysis as defined in this report appears
to have great potential at all levels of the acquisition process~-from
the program manager to the OSD pclicy guidance staffs. However, in its
present state of evolution, risk analysis is not a science--or even an

art. 1Indeed, in the context of the systems acquisition process, it is
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Chapter V addresses;. in a normative fashion, the subject of how to
perform a-risk analysis, what the .outputs. should be, and some of the uses

‘and benefits.

Chapter ‘VI Presents the conclusions and recommendations of tkis study
team.

“The .authors are indebted to more people in the academic community, DOD,

and. industry then we ‘can acknowledge individually. Without their cooperation,

.giidance,, and.experience-=together uith generous contributions in. time,

travel, and creative ,suggestiogg--the study teq could not have penetrated
very. far- intc ‘the in’tangii_)‘],e.._sdl;\ject of risk an_al,vs;is. Of utmost importance
was the géneirous .support of Edward Ball and Jemes Grodsky, Research and
Dévelopment Policy, ODDR&E, and the m&gément research grant provided by
the Agronautigé.l .'Systemg Division, AF Systems Command. Particular recog-
niitj.oh;iiy};%»a]‘,sb be :made: of the :spontaneous responses by Army and Navy

Degg_r,.’cﬁent; personnel at every Tevel .whi:ch, together with Air Force

‘contributions, gave the researchers a balanced, tri-Service perspective

concerning on-going programs and risk analysis activities. Finelly, it
is important to recognize that this report represents the views, con-
clusions, and recommendations of the study team and has not been officislly

approved by any DOD staff or line agency.
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- EXECUTIVE SUMMARY

Introducticn

j>Th£3 study investigates a method of reducing cost growth and improying
quality in, Ahe: weapon system acquisition process. Other recent analyses
‘have focused on identifying and correcting major deficiencies in current
[ rpolicy guidance angd wanagement procedures. ‘“Phis study, by an irterdis-
Vv ciplivary team of Air Force Academy faculty members takes a mcre specu-
'~ -"lative-approach by, investlgatxag a new management process, "formal risk

analysis." . L \

/ Risk analysis is preséntly ‘neither an art nor a scignce. As &

] result, “the informal, fragmented efforts attempted in the past have not
been effective in solving the overall,problem whwch.;s 103 comolex, g0
ill defined -and nebulous that arrxving -at ‘acteptable definitions,

- discovering %hie -major sources of risk,. developing working models for
effective. analysis and evaluation, -afid distilling pertinent nformation
- and techniques into meaningful guideiines are tiemselves probiems of

‘staggerlng megnitude.

|| ~.Different -organizations use the ‘termindlogy of risk analysis in-
different ways; therefore, it is. .necessary to:clarify risk eanalysis. as
5 used in: this report~§§Risk is the probability that a project will not
be completed within specified time, cost and performance consn*aints by
following a*specified coursé of action. Risk.assessment is .an e8iimste
_ of the risk associated with.a zarticular course of action. Risk mansge-
. ‘ment is the generation .of alternative :courses: of action for reducing

- risk. Rink analysis is the largér process of combinifg risk assessment
and risk management in order to- examine factors affecting the risk of
acquiring ‘a gystem. It is the purpose-heretn,to identify what & zisk
analysis is; how it can be accomplished, who shculd accomplish it and
vhere. 1t fits in the mansgement structure for weapons systems
acquiultion.‘ N

Risk and Uncertainty

To determine the risk associated with the acquisition of a weapon
system, it is necessary to do the following: (1) Establish the dominant
uncertainties which are present; (2) Select a promising course of action
1] based on these uncertainties, (3) Assess the risk of this courze of
action; (4) Generate alternatives; (5) Assess their risks, and (6)
Iterate to a point of diminishing returns. This is a risk analysis,
and it -Can be used as one input in the selection of & preferred course
of action.

The study team found that uncertainty in the weapons system

3 acqu1s1tion process’ fell naturally into four relatively clear-cut
categories: TARGET, TECHNICAL, INTERNAL PROGRAM and PROCESS. Target
uncertainty involves & lack of knowledge concerning what end items are




desired and what criteris shouid Ye used toevaluate them. Technical
uncertainty involves solving technioal Dproblems, Internal Prowr&m )
uncertainty involves: uncerteinuyvabont how a program: shou.d ‘e planned
and managed. Process uncertainty involves the program's interaction
with the exte¥nal eavironment and revolves around uncertainty over the
availability:.of the resources required 1o complete & program and the
eriteria-and. threshdlds emploved in progremfanprovaly Experienceé has
shown: that this. Earegoriaing sharpens anelyeis of how uncertainty acts
to generate risk. -

One; result of this :study *s the discoverg that many céuses of cost
grcwth ‘are *nt*oduced -early--in & program beforeethe Program Manager
assumes: responsibility‘ Thus. &n importan+ task for the study team- ‘nas
been to: identify and - categorize the major uncertainties inheresnt in the
program ang. outside the Jurisuiction of dhe. Program Manage¥,

Risk:Management

Risk management involves: the selettion of & €% of alternative
courgses of ;action to reduce -or -avoid risk. initial alternatires are
sélected based on the categories of uncertainty thit dominate the Ppro-
-gram- and differ according to the: type. of uncerta_nty. ‘For example, if
+arget unﬂertain ty is predominant: (l) threat s udies\need %o be con-
tinued through the: development periodi (2) parallel development of
'competing systems is not appropriate; (3) .performance requirements need
£0 be stated in terms of intervais rather than points; (k)8 source Jor
tradeoff decisions betwaen the‘Program Mérager ‘and0SD aathoritiee is
oesirable, (5) a restatemenu of‘performance requirements is needed efter
development source selection,wand (6) ioperational: prototyping should be.
considered.

If technical uncertainty is iparamount: (1) :model testing and
development, production, or operational prototyping needs to be con-
sidered in lieu of :paper analyses; (2) narallel déveldpment by more
than one approach is indicated for quantum teéchnoclogy jumps; .and (3)
subcontractors vith a proprietary state-of—the-ert advantage ghould be
made availabile to all prospective contractors.

Internal progiram uncertainty requires: (1) & maximua of flexibility
in program design; (2) increased -communication. among Program Managers;
(3} high visibility for military Program Managers. to improve the career
aspects of their jobs; and (i) possible production prototyping.

Process uncertainty encompases a multitude of unknowns and indi-
cates: (1) the need for program approval to be clearly defized; (2)
that tradeoff authority that is beyond the Program Manager be rapidly
available to him; and (3) the Program Mbnager should conduct a con-
tinuing sensitivity analysis of possible impacts due to unexpected
funding changes.
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Rigk Assessment

A-risk.&ssegsment is::a-ccmprehensive, carefully siructuied approach
for estimating the risk profile of a particular alterpati¥e course of
action. A risk asgesalent of each:.of several alternative courses of
action. is then part of a risk analysis.

A quality risk.asBessment can be accémplished only by s group of
trained .analysts in mathematics, prouability, stazistics, operations
research, and computer science - aided by cost analysts, ‘Droductich;
design, and engineering<peopl¢, and exgerts in variouSstechnical

‘disciplines.

The quantitative ‘disciplines involved in risk assessméht are group
assessment techniques, subjective probability, ‘trend extrapolation,
cost estima’ing, gnd- network analysis. The. first four can be used to
pro&ﬁce terminal resalts or to provide inputs to the more powerful
teohnique of network analysis: The outputs which they produce, though

Ageful, do not supply the kind of infcrmation hecegsary for a quanti-

tative risk assessment. of the type reqaired. The‘technique wnich offers
the most promise in quantitative risk assessment is 2 versatile,, simu-
lated network approach. using group. assessment téchniques, subjective
probability, technological forecasting, cost estimating, and-others as

.sources: of dfput.

.Risk Analygis

The techniques for conducting a risk analysis exist; however, a
.single procedure should hot be established since the best procedures
will differ with various projects. On the other hand, the outputs of
an analysis can be fairly well specified.

1. A general description of the dominant uncertainties {tdrget,
technical,, internal program, or process) which -directed the seiection
of the original course of action.

2. Identifiaation of alternate courszes of PCtiOP (su¢h as
herdware procfing, parallel development, -etc.) to resolve the major
uncertainties.

3. A detailed ¢iscussion of the potentiai problems in each
major program element for .each course of action considered.

4., Individual -and joint risk profiles of time and cosi for
each alternative course of action. The inherent assumption is that
t@e specific desired: performance is obtained by following the course
of action. -

5. An analy31s of how sensitive the risk profiles are %o
change in the ingputs.
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6. Tradeoffs, &s recommended by the Program Manager, Tor
meintaining the overall program within specified cost, time, and
performance thresholds. N

7. Comparison with previous risk analyses of the same project.

8. A comparison of the candidate mansgement courses cf action
and a recommendation of & preferred course of action on the bzsis of
risk considerations alone.

9. A discussion of the major assumpiions and an explanation of
the disparity when the Yesulys are dlf’erent from those expected.

The ¢oncept that a risk analysis requires an iterative interaction
between the manager and the assessors; coupled with the f5t that only
the coatractor has ready access to the vast amount of necessary data,
dictates that the analysis must be perforimed in the mili+ary or con-
tractor Program Office.

The contractor should con lnually assess the tofal prcgram.*i sks.
The prime benefactor of & risk -analysis, the Program.Manager, can.
then request an analysis of several aliernative courses of action esch.

~time the assessment indicates the -need Tor a tradecff decision in a
progtam element. Although 2 risk analysis would be bui ore input to
“such a- dec151on, it .could be an important one.

The resultz of a tnorough risk analy31b should be presentied by the
Progrgm ‘Men&ger -each tiXie the program is reviewed for a. major decision
by hlgh level Service authority, ‘Such ‘an analysis ordln&rily includes
& compreneqsive study of several alternative courses of action for con-
sideration by the decision- maker. For a DSARC or congressional review,
the risk nrofiles for time and ¢ost for the preferred course of action
should be p*eseqted These profilée .provide immediate identification
-of the program ricks Tixed by the OCP thresholds and serve as useful
inputs to adjustment; of those +hresholds, The roview1ng authority
cannot conduct a eaningful *ndependert risk analysis. For further
opjectivity; powever, ‘he cculd request -an independent evaluation of
the Program Manager's analysls.

Conclusions and Recommendations

1. Conclusion:

ONE OF THE BASIC PROBLEMS IN ANY SIUDY ON RISK IS THE LACK OF
A GENERALLY ACCEPTED GROUP OF DEFINITIONS. . .

Recommendation:

ESTABLISH DOD DEFINITIONS OF THE BASIC TERMS AND JONCEPTS USED
IN RISK ANALYSIS:

ot
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RISK: The probsbility that a plenned event will nob
be attained within constraints (cost, scrhedule,
;performanﬂe) by foliowing a specified course of
action.

- UNCERTAINTY: Incomplete knowledge.

RISK ASSESSMENT: A comprehensive and structured
process for estimating the risk
associated with a psrticular alter-
rative course of acblon, also the
product of such a process.

RISK MANAGEMENT: The generation of alternative courses
: of action for reduéing risk.

RISK ANALYSIS: The process of combining the risk
assessment with risk management in an

iterative cycle; also the prcduct of
-such a process.

Conclusion:

TECHNICAL UNCERTAINTY MAY BE ONLY A SMALL PART OF THE WEAPON
SYSTEMWA"QUISITION PROBLEM, SUCCESSFUT ‘PROGRAM DIREFTIOW ALDO
REQU. 23 MANAGEMENT C2 ISID:RHTION OF TARGET, INTTRWAL PRCuRAM
AND PROCESS ‘UNCERTAINTIES,

Recommendation:

REQUIRE.ANY "RISK ANALYSIS" TO INCLUDE CONSIDERATION OF TARGET,
TECHNICAL, INTERNAL PROGRAM, AND' PROCESS UNCBRTAI_N’.Z’IE\

Conclusion:

IN THE AREA OF QUANTITATIVE RISK ASSESSMENT, AGGREGATION
TECHNIQUES (SUCH As NETWORK.ANALYSIS) ARE FAR MORE ADVANCED
THAN THE TECHNIQJES FOR OBTAINING INPUT DATA (SUCH AS SUB-
JECTIVE PROBABILITY AND TECHNOLGGICAL FORECASTING).

Recommendation:

FUNDING PRIORITY FOR IMPROVING METHODS FOR QUANTITATIVE RISK
ASSESSMENT SHOULD BE GIVEN TO DEVELOPMENT OF INFUT TECHNIQUES.

Conclusion: NOT REPRODUCIBLE

RISK ANALYSTS ‘FRINARILY BENEFITS THE PROGRAM MANAGER. NO
AGENCY OUISIDE THE MILITARY OR CONTIRACPCE (RCGrAM OFFICE CAN
EFFECTIVELY PERFORM-A RISK ABALYCIS OF THAT PROCGRAN,
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4. Recommendation:

o Direct each concept formulation contréctor to perform a risk L.
analysis. . -

3

o Direct each contractor in the .source Selection. competition
to perform a risk analysis: and specifically include at least
the uncertainties identified by the risk analysis perfo*med
du.n.ng. concept formulation.

»

o Require the Program Manager and the winning contractor to
update the risk analysis after source selection a.nd before
contract award,

At R N

o Direct the contractor for each mijor on-goins program to
conduct a continuing assessment of the ‘risk ‘in the program.

o Require the Program Manager to present the results of a
current risk analysis, to include alternative courses of
action, each time: the program is reviewed by higher service
authority for-a major: ‘tradeoff decis:.on.

ly -} ' ' l ,.'

o Require the Program Manager to present the results of a risk
assessment .6f his progran, speci fically the risk profiles
for time -and. cost, ‘each time the n'cogram is reviewed by the
DSARC..

I

o Reguire an independent -evaluation of the risk analysis or -
a8sessment each time the program status is presented to.
‘higher authority for a major tradeoff or milestone review.

5. Conclusion: 7 |}

INITIAL COST AND SCHEDULE ESTIMATES FOR MAJOR PROGRAMS HAVE 2

INVARIABLY BEEN: O\I""R-CPTI}vESTIC THE RiSX THAT COST ARD- SCHEDULE L_
CONSTRAINTS W]:LL ‘NOT BE MET CANNOI' BE DETERMINED I# COST AND
‘SCHEDULE ESTIM‘\TES ARE GIVEN IN TERMS OF SINGLE POINTS RATHER -
i THAN DISTRIBUTIONS.
Recommendation: .
REPLIACE THE POINT ESTIMATES OF COST AND SCHEDULE PRESENTLY USED %

WITH THE JOINT RISK PROFILE FOR COST AND SCHEDULE FROM THE RISK
ANALYSTIS DEVELOFED AT THE,COMPLETION OF SOURCE SELECTION.

- -
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6. Conclusion: -

.
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TO OUR KNOWLEDGE NO MAJOR DOD PROGRAM HAS DEVELOPED OR USED A
RISK ANALYSIS .OF THE MAGNITUDE ENVISIONED IN THIS REPORT.
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1 6.. Recommendation: : ‘7 S T

ik

it

INTTIATE TEST CASES-IMMEDIATELY. FORMAL RISK ASSESSMENT AND CiEesg

ANALYSES SHOULD BE USED THROUGHOUT THESE ‘PILOT PROGRAMS TO TS

i DETERMINE THEIR FEASIBILITY ‘AND UTILITY TO A DECISION MAKER. ’ o i g
— s —i

/
f /////,

T. Comclusion: ) . -

THERE. TS. NO "ONE BEST WAY" TO CONDUCT A RISK ANALYSIS,

H

i Recomsiendation: ;éfi:n =t 3
T To- :Q\\ft:g.;\:.:;i:

= THE FOLLOWING LIST OF OUTPUTS FOR A RISK ANALYSIS IS - — i
Qi RECOMMENDED. PIIOT 'PROGRAMS SHOUID RUCCEMEND THE MOST USEFUL \\E
- ~ - b

: OUTPUTS, . . R 5
gz 1. A general description.of the types of uncertaiﬁfias g
44 in the program. Rk

i
o

A detailed disrugsion of the potentlal problems in
each major program element (engine, etc.).

Identification of altepnative management courses of
action to resolve the major uncertainties.

g
w

4. Probability distributions of time and <cost; risk <
profiles for -each course of action.

ol

5. .A sensitivity analysis to determine the effect of
input perturbations om the risk.assessment output.

.i‘.-‘l,
AY

6. Tradeoff studies as directed by the Program Manager
for maintainlng the overall program within specified !
cost, ‘time ahd performance thresholds.

7. Comparison with previous risk analyses tc identify
trends.

Mz am

8. A comparison of the candidate courses of action and a
reccmmendation of a preferred strategy based on risk
considerations alone.

A
4 iﬁ‘

L T agatl ~ e
& iR Ny
!W ~

9. A discussion of the major assumptions and an explanation
of the disparity when the results are different from
those expected.

fasnimyy

8. Conclusion:

; THE CONCEPTS OF RISK ANALYSIS ARE INADEQUATELY UNDERSTOOD. AN
LJ EDUCATION PROGRAM IS NEEDED TO INSTRUCT ANALYSTS AND MANAGERS
IN° THE PREPARATION AND USE OF A FORMAL RISK ANALYSIS.
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8. ‘Recommendation: : L

OF EMPHASIS: 7 i

-

FOLLOWING A MEANINGFUL PILOT PROGRAM, DESIGH AND IMPLEMERT A -
RISK ANALYSIS EDUCATION PROGRAM-WITH THE FOLIWING mJOR AREAS f

Short orientation courses in risk analysis for high levesl

officials who deal with uncertainties in program management = ,4
and program- approval, i
Longer training courses to outline the details of risgk -
assessment téchniques for selected personnél -who mey- be 4 :
.requi’*ed to perform or evaluate siich assessments in the ol g
government and industry Program Offices. )
Introductiéi-of Risk Analysis s & discrete subject in ]
appropfia'te government management -Schools. ) ; ]

-1 ]
Assignment of specially talented military and civil seérvice i
personnel to a nén-profit’corpordtion: or priv:.ate consultmg - i
firm°with expertise in Risk Analysis . ' d
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CHAFTER I: THE RISK ANALYSIS PROBLEM

‘The- Setting of the Problem

Cost overruns, schedule 'slippage and performance degradation in
American weapca;'ncqniiition:gévewrgachedﬂin;olexgble,propbrtions at all
levels of American society ipd_govérﬁééhtu The -prevailing atiitude is one
sharpenéd by the flct‘&hat=thé defen;; of tﬁé‘ﬁaéiﬁﬁfis involved, -and- the
cost of weapons is going up &s the ability to purchdse is going down. There

are also severe and competing social problems. Equaliy,diéturbiqg is. the

fact that no one seems &ble to ﬁiﬁ;gi§7finggx:gquarely,On‘ghat is wrong.

Guesses range from outright f&aﬁéziﬁaédghgpir;ggaggf§y§~part of. the "military-

industrial™ complex. to "builfzin=inefficiencés" of the most complex weapons
i ] ’ T T T

acquisitioprocess the world h§§;§§§§é§§gp;‘

This study'.is not the first "hard look’ &%, the prgbiém. ‘Several note-
fortly groups have produced & number of gignificant studies. At the same
time, an impressive ﬁgﬁier of individuals have developed approsches and
techniques for dealing with particular aspects of the situation. This study
reflects the concérn at the policy level. It is thus an attempt to lock at
the- problem as a whole, to sée as clearly as possible both the magnitude of
the problem, and possible &pprqqches~td its solution.

The solution to the problem obviously depends on the diagnosis »f its
cause., If, for exampls,‘fraud is involved, firm and enforceatle laws may
be the answer; if inefftcienpy, better management. Unfortunately, the
problem has defied simple diagnosis and hence simple solutions. Indeed,
the fact that so much of the cost overruns and schedule slippages have
more or less céught~everyone by surprise indicates that the fault, in

large part, rests with factors which were not anticipated when the
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original estimates were made. This alone suggeats. that the solution
lies in better anticipation, assessment and management of these factors,

4 process that is loosély called "Risk Analysis.™

Study Gsnesis and Approsach

This study was undertaken because of wide. interest within DOD. and..—

industry in the requirement for "formal risk analysis" which the Députy. ...

Secretary of Defense directed in his memoranda of 31 July 1969 and 28 May.

1970 (1,2).% “4dditional motivation was provided by 0SD policy .guidance:

All new programs will: be kepi. in the:-conceptual development

stages until the responsible Sarvice Secretary-and the:0OSD can:

be assured that the program is -.actually inthe prover shape to

proceed’ into full-scale dévelopmert:. (250 w) :
The objective of the resesrch wes to 4istill ava.ilable e‘xgﬁrtise on risk
analysis, to examlne the Jbenefits &nd utility of ‘such.an analysi;i aus,;
to suggest possibilit: es for using risk analysis *n the syscoms acquisi-
tion process. At the very least it was anticipated that the study
would reveal -what kind of an analysis might be ;;cégpzabig o 08D

The study -team i-;stabl}s!ied contacts with management c,ons’ultén’cs ‘and

academicians, with. program mp.nagers. in the Services .and industry, and
with professional groups and DOD policy staffs. Through these contacts

an -extensive library was assembled on the subjects of risk, uncertainty,

decision theory, and the defense systems acquisition process.

$ta+,us of. the Art

Risk Analysis and cost analysis are sometimes thought to be comparable

disciplines. But there are fundamental differences between the two.

*Numtgers in parentheses refer to items in the Bibliography at
the end of this volume.
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Cost, of .course, is an explicit parameter measured in Ffamiliar terms
with fairly .simple quantitative techniques for.dats. manipulation. For
example, derivation of total program cijs't-s-given those of its elements--
is not a calculation of gréat difficulty.

Risk, on the .other ‘hand, ‘is quantiffed in the lest familiar térms of
probability and the derivation of toték progrgh risk i5 a mych more
difficult ‘procesgs, althoiigh methods--do- exist. Iike cost dnalysis zigk

analysis is best performed by spécialiste. Thé major probtlem ccamon fo

‘both 48 the .acquisition of veli2 input. Jata.

In summary, it 4s @nfgz‘ﬁ_'\g_iatéiy ‘t¥ue that 7isk apeiysis--in ide cdn-
text 6f the weapon system acquisition progess-~dced nék enjoy thé
recognition.and use as does, for.example, cost andlysis:. Rather, it
is at best an:art in-a relatively primitivée gidte -of dévelcopment, albeit

one-with the gleam of considerable- profmise.

Ai‘ea§ (.‘of Qgglirc:gtiS)n for ‘Riﬁk Aiﬁa&s%%
Some classical studies of c.dst, growth over the past two-decades were
accomplished by Péck and Scherer {3) and Marshall and Meckling (4).
These chowed the average USAF programg overran original cogt estimaies
by a factor of 300% and experienced schedule slippage factors of 135%.

Some graphic illustrations are:

Average Unit Cost

Tactical Fighters: F-100 (2240 producedj: $ 800,000
F-105 ( 835 produced): 4,000,000

$
F-111A { 160 produced): $ 8,500,000
Strategic Bombers: B-47  (20k0 produced ) : $ 2,270,000
B-52  ( 745 produced}: $ 7,200,000
B-58 ( 115 produced): $12,400,000
B-1  (in development): $30,000,000(estimated)
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‘Average Unit Cost

Military Transports: C-47 {10500 produced): ii 100,000
' i ¢-124 ( 450 produced):

€-130 «( 338.produced): $2

C-141 ( 280 produced): $8 s

c-5A ( 20 produced):  $30,0005000

H

Table 1
USAF Aircraft Cost and Quantity Trends

Thic table dramatically demonstrates two well-known trends: a rise in
unit cost and a decrease in the -Qquantity of -aircraft produced. An unfor-
tunate result of cost growth has been the necéssary reduction in the
-number of weapons available for the defense of the nation.

Numercus studies of the causes of cost growth have recently been accom-
plished by competent teams in government qndpindustry.f From a risk
viewpoint;'qh"amézingwbégféfn«gﬁ“rigk,iéiﬁia@ion, risk:gréwth; and risk
transfer emergés--efdecially during the ear1y>ﬁhasgsf6f thé system. life
cyclé. In general, programs: aré doomed to inevitable cost growth and
schedule slippage prior to the establishment: of a Program Manager (PM).
There ié’éﬁplewefidénce of ‘inattention t6~risk_inu§ll'gﬁg§es of the
acquisition cycle. There is a need fdf serious attention to the risks
in programs in each of the following areas:

1. Concept Formulation. For more than two decades concept

formulation studies have pressed for the last 10% in the state-of-the-art

. and the earliest possible operational availability for new weapon systems.

Thus, from the outset, there has been high risk of exéeeding cost anaé

scnedule thresholds.

2. Threat Evaluation. Those responsible for defining operational

requirements are motivated to insure success in their functional aresa by

*See items 5 through 15 of the Chapter I Biblicgraphy.
v 15
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projecting maxiimm enemy capabilities rather than by using probabiiistic
estimates. This results in unrealistically high performance goals which
increase risk and leave the PM little of no-allowance for meaningful

tradeoffs.

3: Initial Progrem Estimates. Probsbly thé dost significant
sinéié:faétor in apparent cost growth is the unrealistically low initial
program cost estimate submitted to Congress. By this approach, which
minimizes the chance of Congressional diéépﬁroval, planaers trgnsfer risk

to the PM, and the program is:in‘geriouS‘fundiné,trouple‘frompthé start.

L, Soﬂié? Selectign, ﬁuring source selection, contractors
minimize their chance of losing, the cog?éti@iqﬁ;by*ﬁhbmittiné the most
optimistic proposals reg@t@ing‘ﬁhe unrealistically hfgb~p¢i§§rm§nég and:
schedule goals. 1§§,the same time, they tailor their bid. cosss to the
unrealisticéily low funding;aﬁthorizg@’by.gohgréés; ‘Unavoidably, the
accumilation and ‘growth of risk at,tﬂié point ig:bgyogdéfhé meang of most

Program. Managers to correct.

5. High Technology P;ogfh@é. Over the pést 25 years, pré=
occupation with advanced technology h;; produced. a generation of
scientist-msriagers who have peép\traihed,arega;éé&, and: promoted on:the
basis of-theii>ability to maﬁage technical innovation. As §he§é skilled

professionals came into dominance, the practitioners of conservative,

cost-conscious design declined in numbers and influence. Thus, the pro-

grams of the 1970's are subject to substgﬁ%iél risks because of &
propenaity for overdesign and excéssive technology.

6. Engineering Management Systems. The pursuit of advanced

technology and the advent of the scientist-manager has resuitéd‘iﬂ

laissez-faire management discipline similar to that which promotes

-
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technological breckthroughs in research laboratories. To insure minimum
standards of management disciplin€, howéver, a vast array of government,
imposed ‘management, control, and information systems hes teen: imposed.
Thiése systems: are expensive and time consuming--and may;pe counter-
productive. They are an important source of rigi an&-ingffiéiency ins
program ﬁanage@ent.

7. Anticipated Unknowns. The -competitive urge to be the leader

in producing-and fiélding advanced weapons-often ericourages unwarranted
optimisﬁ regarding prograiimed milestories. Too pften; preoccupaticr, with
schédulés inducés -only partial completion of development tasks in order
to reduce the chance of deléying commitménts to: full production. In
this way substantial risks are developed and transferred to later phases
of the acquisition cycle.

8. Unanticipated Unknowns. ‘During the: 1960's the defense.

acquisition process'.gravitated toward complete system specification
based on.paperwork plgpning and paperwork scurce selection. Military
and contractor PM"é have been deluded into thircking program problems
have been identified. The result has been a further proliferation of

hidden problems which grow and later in the program cycle resgult in

_breaches of cost, schedule, and performance goals.

The Semantics of Risk Analysis

Risk analysis is not an established science. Many of its terms are
borrowed from other disciplines; so scue of the key words will mean -
different things to different people. Accordingly, it.is-necessary to
define the major terms.

"Risk" itself has decidely different non-technical and technical

meanings. In the former usage for example, it means taking a chance or

17 .
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exposure to adversity or danger.
For the purposes of this étudy, ve ‘nave adopted a modified form of

‘the AIA definition of risk (9, p. 75) as the probability of failurs.
|

A N . .~

RISK: The probability that a planned event will Act be
attained within constraints (cost, schedule,
performance) by following a specified course of
action. .

Risk is often confuséd with uncertainty; though linKed, the two

concepts are not the same.

UNCERTAINTY: Incommplete knowledge.

2

Risk assessment involves the process -of risk estimation.

RISK ASSESSMENT: A comprehensive -and structured process
’ for- estimating the risk assoéiated' with !
& particular alternative course of ! > ey
action; also the product of such a SRR
process. ’

i

Rigk managemsnt is concernéd with the generation of alternative
courses of action to be assessed for risk, ‘The purpose of the assess-

ments is to provide the manager with a comparison cf the risks involved.

RISK MANAGEMENT: The generatiog*éf alternative courses of
action for reducing risk.

Risk analysis combines the functions of risk assessment and risk

mgnaggment.

RISK ANALYSIS: The prcocess of combining the risk assessment
with risk management in an iterative cycle;
also the product of such & process.

18
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Thg Strucgq;e.?f_R}sk‘Aha}ygis V
A risk analysis is a joint effort of an analyst-manager team. The

menager is charged with the;geqerat;oﬁ of alte:nhtiygiggurges of agtﬁﬁn
&esiéned t0 deéveldp tﬁe’keapon system under coéégéggptigp. The function
of %the analyst is to assess, through mathematiéa;\qeang, the risk involved
in achieving ‘the deﬁ;red pr0§uct as & function of the cost and time--and
to indica£e the subsystem devélopments whicﬁ<mgst affect the program risk.
The manager is then motivated to modify the courses of action to reduce or
avoid thé: risky developments. The risks associated with these coirses of

action are then assessed by the analyst. This assessment-modiication

‘i%erafiqg‘procegés until the manager is satisfied that he need not optimize

the alternatives further--~at which time he selects a‘cpufge of action to
use in proceeding from where he is to program ‘ruition. The procedure
:does not guaranteé an optimum course of action, but .serves to apprise
the .manager of the risk inherent in his selected strategy.

In order to accomplish a valid risk -analysis, those who are accomp-
lishing the assessment need access to planned development strategies.
In the early part of a program, aralysis is best done by either the

Service staff or a contractor retaiied to study the development. When

AN

-

the Program Ofﬁice has been established, the analysis }s best performed
by either the contractor or a staff assigned to the Program Msnager. In
those instances where the risk analysis or as§essment is used as part of
a presentation to higﬁer level authority for a major tradeoff decision
or milestone review, an independent objective evaluation of the sgnalysis

should be performed.

19

O\ S PR

b

AT SEAL

o s o v
| So—
o Vs S P

—v—l

P 3

-

[—

R U § SR e ¢

R

- r;.‘-—
PR IeT WP

Ay AR LT T

t

L
F
de M cime e as D Ot ad Y sl @ 2 TN 1 ik




Scope of the Study

[} ’ The major purposes of this study are to descrive what should :

constitute a risk analysis, to indicate where, when, and how such a %

risk analysis should be useg, and to .establish why risk analysis as
X presented in this study can be an effective tool in reducing the

excessive cost growth, schedule slippage, snd performence problems

which increasingly plague the weapon system acquisition process.

T
et
FISv—

Additionally, areas in which follow-up effort and research are required -

e
 S—

are identified.

T

L mg

The scope of the ‘study is restricted in several ways. First, con-
siderations of national priorities, military utility, and the political

environment &fe excluded from risk analysis as it is recommended herein.

Secondly, time constiaints precluded detailed study of the role of

DR LR Nt T e Te e 1Y

. contracting in. program management and its effect on risk. We recognize,
X ’

{ ! however, that -meaningful risk management is possible only if the assessed

TR T
o

risk is contractually recognized. This means that follow-on studies

R
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should include careful attention to contractually recognizing assessed
risk in ways which will provide the flexibility in the contract instru-

ment needed to motivate the contrsctor and permit desired tradeofrs.

P TR S

Finally, this study is not intended to be a technical manual or

. o L

ma S22

procedual checklist for those who may have to actuelly perform a risk

LA

analysis. Rather, it is intended to provide the basis for management

L

: . guidance and policy in implementing risk analysis.
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CHAPTER IT: RISX & UNCERTAINTY

\\ (o 1 s s e
General -Considerdtions

Risk has ﬁ?év;puslyybeen defined to be thc probability that an

, .- . ‘ays st bs
event will not be completed within specified time, cost and per-

T
~—

T . - Ey o Lo Py
formanceconstraints by following a specified course of action.
A

g
\'\

Uncertainty hasiiéén characterized as a state of incomplete knowle&ge.

\

Thus risk and uncertainty are not synonymous. 'Their relationship is

probably best illusirated through the example shown in Figure L.

Risk
Risk
1 O'; o i Region of vncertainty
i
i
|
!
l
0L p——————= Cost
‘ . Cost
(a) No Uncertainty
(b) Moderate Uncertainty
Risk
‘ Region of uncertainty
1.0 |~ —)
. |
! |
3 !
] ~\\\\\\\i\
0 L Cost

(c) High Uncertainty

Figure 1,
Relationship Between Risk and Uncertainty
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Consider first the development of a product which is so far within the
state-of-the-art that the cost of developmgnt,may,peggsqéstainegv?ith‘
certainty. (Figuée la.) Then the risk assccidted with its dcyglgpﬁg@ﬁ’is
either zerc (if the cost constraint is gféitér%th&n the ac%ugi'coétéﬁﬁi
one (if the cost constraint is less than the actual cost). Zhus, where
there is no uncertafgéy, it is known in advance whether or not a project
can ve completed within & specifiéd cost constraint.

Now /consider the developmunt of a product ip which there aré uncertain-
ties involved. Again, if the cost constraint. is' too stringent, the risk
is one (the project is a certain failuré); if'it is sufficiently relaxed,
the risk is zero (the project is a certain success). There is, Nowever, a
middle ground in which, for certain cost constraints, the risk is Somewhere
between zero and one; that is, thére is some chance the project wilk be &

success and some chance it will not. Ifhe .more uncertainty there is in &

project, the greater will be ‘this middle .ground in.which only a probabilistic

estimate of success may be made. (Figures 1b and ic:)
‘ As time goes on and as money is spent ir a particular,project more
knowledge may be obtained and therefore the uncertainties may be reduced
and the estimates of risk may improve, However, the risk of completing
the project within the original cost constraint mey either go down, remsin
the same, or go up. In other words, “he additionsl knowledge oblained may
show that the project was less expensive than originelly thought, about
the same, or more expensive. This same discussion could apply to time as
well,

The initial thrust of this study was directed toward the analysis of
"technicalb risk and the {echnological uncerteinty associated with it. It

quickly became apparent, however, that "technical" uncertainty was only
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‘the visible tip of the iceberg. Submerged beneath the surface and
!regueqtl;v having & far greater impact on program objectives and ‘succersfs
-in mgtié& them were & number of  additional ux;certainties, none of them
purely "technical" in origin and not 8ll of them internal to, the program.
\wg have aclassif’j.ed 'lghesevuncertaiintiéa into four categories: TARGET,
TECHNICAL, IRTERIIAL PROGRAM and PROCESS. Theré is some overlap among these
categbries, agd'_the bounderies teiweern them must, in some‘c’ssc'-s, b aroi-
trn:iiy dgfined.irlt might be:more accurate to describe them. as components
in a.differentiated continuam of uncertdinty rather than as discrete
categories. :hévertheléss, the essential ‘différences between them are clear.
It is the. experience of the. study team thdt viewing uhcertainty in this way.
sheipens analy;is of its impact on the weapons system acquisition process,
leading to an enhanced understanding of the mechanism connect#ng uncertain@y

with risk.

Target. Uncertainties

;be"sq;:ipf}on;#l‘he term "tarzsi" s us.d Lo fhis repe.i to refer b3 the Jezired
pl;ysi'Cal and performance characteristics which a weapons system: mist have to
satisfy a giﬁén need or fequireméﬁi. Target also refers to the desired .cost

arid--schedule goals established for the develdpment, program. Target uncer-
tainty is the uncertainty iniolved in reducing a need to cost, schedule, zand
performance goals.
Discphsion.--@arget uncertainties enter the weapons system acquisition pro-
.cess throughout its life cycle in a variety of ways. These can be generally
sunmarized -as follows:

o Uncertainty concerning the nature of the need or desired

operaticnal capability.
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o Uncertainty intrcduced fhrgugh'whg,forﬁal,p;bcéészef
generating requirements. |

o Uncertainty concérning ‘the physical and performance
characteristics which the‘sygtem~@g§§£g§3sgsh if it is
to satisfy the stated requirement. 7

o Uncertainty of cost and schedule estimates.

The uncertainty of the feed stems largely. from the vagaries of inter-
national relations, the intent, and capabilities of U.S., foreign policy, the
nature and extent of enemy threats and consequerit uncertainty concerning
the nature -6f the expectéd operational environment. Even when the need is:l
well defined and clearly understoBd, uncertainty can be iniroduced through
the .mechanics of converting the need into a stated requirement for hardware.
This can begin.with a poorly structured, undefined oncﬂgu,£9*~"1 ztion

phase and run throughout the life of the program. -Once the need for a

particular kind of weapon system is determinéd, it becomés necessary to

confi jure it inaccordance with clearcut physical specifications--established

targét criterid of a relatively precise technological nature. No program éan:

proceed to.develgpment and production without a detailed description of’ what

is to be built., But, in the words of the Assistant Secretary of the
Navy:

The whole point: of the development process is to get something
that we haven't got, something that. we have never seen, and sone-
thing ‘that we really dor't know can be produced.... We simply
cannot, unamblguously describe before the development begins, or
at any point, in fact until we have 8 final object, what. it is we
are ‘actually buying. (1)

There is an unavoidable element of uncertainty built into the process

of ‘trahslating & relatively abstract -and imperfectly- understood "need™ into

concrete specifications. The syStem's success in. meeting these admittedly

2k
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uncertein specifications and -criteria is our cnly measure of its operational
worth short of full Sc&rg derloyment; yet full scale operaticnal deploynment
invariably~§§inﬁ§ out that these ¢riteria were:neither complete nor entirely

accurate. In many cases /Ahie validity of the target criteria is never sub-
¥ ' .
at of'full operationdl exposure and is therefore

jected t© the white he

subject to, copst@ni reinterpretation.

The uncertainty and unreliability of cost estimates have a diréct bearing
on risk. Thgwe-estimates--which are iavariably inaccurate in thé early dtages
of the acquisition process and éven more pronounced where the desired: %eéh-
nological -advance is greatest--go into tae DOD plannihg machibery and tend to
be ﬁca$t in concrete.” Congress and the~aefo§péce contractors learn cf them
and use them for their planning purposes, Despite changes made $o the pro-
grom elements in the interest of improving the technology, adjusting to the
threat, etc., the early cost estimates themselves are seldom revised. Faulity
specified cost, schedule and performanceé constraints or they result in cost

growths,

Technical Uncértai@ty

Description.--Target and iechnical uncerteinties gire VYery closely related.

To distinguish between thém, one muci sepsrabe the uccerizinty of the criteria
used in soiving a technicgi problem fro@ thé technical. solution itself.
Technical uncergainty treats the question of whether a system can be déveloped
at all, within g&iuti@e frame and for any cost, or the degree of difficul@y
which will be iqv;lved in building it.

Discus§;9n.~-Tge entire concept of state-of-the-art is a highly subjective

one. Thefe is considerable difference of opinion among technologists as te

25
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what is meant by the siatement thet something is “‘techni¢.liy feasidie” or.

"within the state-of-the-ari.”™ Cur main purpose in this section is not ‘to

become engaged in a semantic argurent over the meaning of these ?erms, but

to point dut some praciical considerations arising from the concept of
"state~of-the-art <¥ Before sn analyst can Dredict the difference between

what 15 available and what i considered advanced technology, he must decide

on.some définition of the term. In thése prcquetion processes ‘which sre.

roubinz and repetitive in nature there is understood to be a body of .general

knowledge immediately available. Access To this kiiowledge is easily achieved.

Development, cn the other hand, Is concerned with rone-of-a-kind projects ‘such

as complex weapon systemsz, The state-of<the-art in such advanded development
and manufaciuring processes may be widely dispersed, msy involve proprietary
information and will uswally vary greatly between contractors and. government.
laborabories., It is in these latter kinds of undertakings that the degree
of tecnnolcgical readiness requiring special expertise is uncertain.

For the last ssveral decadss the developmenis in U.S., wezpons systems
have refiected an enginesring "505$rine of quality" which stfessed advanced
technology 2t the expense of quantiiy. (2, p. 1; 3, p. 64) The business
and pelitical environménis encouraged this docteine and megnified the piroblem
of making recessary tradeoffs. Thig-has léd %o & aiiuation of Lechnologicel
myopia which was aowngr ded sny efforts o devslop a isunsgement perspective
simad ab {10 correcily assessing what isrequired and zan be achieved within
dollar and time constraints,. {2 formulsating techrieal p?edictigns in a wqy
that will permii verification and (3) budgeting resourcés to acéomplish the
technological objectives. The asssessments .of the past have been extremely
error-ridden, uselesg and difficult to refute. They were ugeless and

irreiuteble becanse in siating that a certain performance v&s physically

g

26

-

1 T

!

S| I

I
PR 'WI.. o

| SRSt S N |

5
N




R e e o m e
g e
T P

DA Re- A-i - P
WO vk 4o s ety S YRy

M e o Y R i
! s
A N L N I T I Ty
¥
BTNy

‘rt N

L e

F e

= =

4

| oy

Lol

Possible, tt.xey often ignored tne important {ime exnd cost constreists. Many
cost overruns begin with gptimigﬁi;; estimates of the state-cfiihe-art.
When does the solution to & technical i)robi‘pmw lie beyond the program

constraints? When is a problem béyond the :;présent cepsbilities of the
scientist ar;d enginéer? The difference between these ‘two questions is real
and lies to a large ext'ex;t at the basis Of technical uncertainty. In those,
situations-where grxa@ticipate,d préblel;:s srise--problems which obvicusly
cannot be forecast in advance with s high Level of confidence--the technical
d¥fficulties which they pose may not be accurately assessed. If thése
problems occur at a time when hardwsre is being built and tested, the design
engineer may not wish to ¢disider the froblem as being insoluble for fear
that his peers and supervisors might downgrade his engineering iagenuity.
The Program Managers in-both governzent and’ industry often reasdt to technical
uncertainty by .designing around.it, by making tréadeoffs and finsily through
submission of Engineering Change Proposals. This may help to explsin why
many of the éngineers and menagers interviewed in tlie preparation of this,
report stated that i% may nct be possiblé to tell if a technical problem

is genuinely insoluble. The human factor which motiva.zs fian to -attempt
the im;tgé‘s"s'i‘.pl,)e:‘»-and in some instances sucéeed--also causes him $o conceal,
put-off, or uselessly persevere over & geauiné "insoluble," Even ere;. it
is really a question of time and rescurces. Who is to say that given encugh
time dad mojey {he problems couid still not be solved?

This complex ._irit‘eraét,jion‘ of engineering ingenuity and the "statezof-the-
art" forms the basis for many problems in the weapons acquisition process.
The inebilify té-accurately asgess the technical feasibility of large-scale
technological endeavors within.stated cost and time constraints results in

changes to an already "slippery" technical baseline. Thus, purely
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"technical" problems contribute to: the overall uncerteinties. of development..

Intérna; Program Uncertainty.

Description.-~Internal progtam.ﬁncé:t&inty'invdlves those ‘uncertainties. that
criginate within:the program &s -a result of the vay in which ip is organized,
Dlanned and managed. The .boundary between internal program and progress is
largely an organizational onej; internal program uncertainties are those that
,are under the jurisdiction of the Program Manager. Internal éfggra@ uncer-
tainty is lhe unterteinty inherent in selecting.a pﬁ%tiquia; Egthcdwof
menagerial strategy for deeliog with & giveh problem, not tﬁe inherent
uzcertainty of the problen itself: -
Discus§iog,e-Internalupfogram«uncgrtaint& enters the .weapons system
acquisition process in & variety of ways. Theése generally occur chronoloé-
ically as follows: 7
o Uncertainty of initial estimates in. all other areas--process,
technical -and target--inasmuch -as they impact. internal program
styling, planning and management.
-6 Uncertainty in selecting afiong various acquisition strategies.
o Uncertainty in program managemépt.
o Uncertéinty- of p;ogidm outcome.

The first three areas of uncertainty listed here are closely inter-
coupled, not only with each other but with process uncertainty: .as well.
Perhap$ the most difficult aspect of -analyzing process and:.internal pro-
gram uncertainty is in deciding where to &ssign the role of undertainty
in estimates of the ave.ilabl.e\resoq;'ces°

One of thé~earlie§t'"hard" program deécisions is the selection of an:
acquisition strategy. Uncerbtainty concerning which‘acguisitibn strategy

to use--total package procurement, full prototyping, competitive
28
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develipment of selected components; competitive paper studies, ete.--is
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amplified by the uncertainty in-early estimates .cf the resources needed f}
pcs P
; and resources available, considerations which we %31l diszuss in our treat- :

- _ment.of Drocess uncertaintiés.

Ny
kS
]
3
A
e
F]
k4

Y
M.. ~re,
-

sﬁgﬁt‘l_.ng‘" sefl,ectgd?~a pa-ticuler acquisition étra,.t{égf{ra‘. program.styling mus%

/-‘i be gstqbliéﬁegz :’“';!.‘he objest of selecting suitsble program styling is ©o ) “—g

=+ strike the proper ‘bai_.pz;cé -amcng ’:bh_e; basic progiam élemefits. of cost,

" schedule and performance., ‘%;é-?‘@gléncé strusk among these by internsl ) . f

~; p_régr‘am styling should ngléct an »aﬂ.g,’cu;’z"ate assessment of procéss and ‘ :

ki " technoldgical 'ﬁncetﬁjgiixﬁigsu It 'sfhouil;dii"be .fe.mphgsiz‘éd that thid is not & .

g‘ static balance, but a dynemi.c éng ﬁhi@:‘ii 'c'hzlméles constantly throughout fhe o
1 life of “ttj;e' brog¥am, Jo
g Today's tIirbtgleynt, eﬁvii'onme,gfg ;e(;}.zirfe“s that flexibilitg he ‘ouilt inté6 -

N :evez;y'fwgapori system: program.. Efforts on ‘the parit of theé gévernment and .. -

g industry to definitize ﬁﬁe sgsggmviﬁrémaﬁiirgiy" or a £2iluré to make B

3 adequate c‘pn_‘tigg‘ehc& Prévigichs virtedlly ‘guaraptes pregrim. invalences.

" Floxibility in plarhing iand‘ managément is A: secessary @rerequisiﬁévto ] :

:] government -and ipiustry effectiveness;

: Finally we must consider therunceriainties in désired prograi outedhe. CF

| The: Program Manager is faced with & large nuiber of compéting--£nd ©fién

= . equally valiqﬁerc?quizzemgnts‘.ghich hé mmst reconciié thnﬁughx ‘the -mechg.)njgzﬁ-, ’;;,;. 54
= of program manegement, Congress is- primsrily concerned with the progrém’s E . f;
: B immediate fiscal impa~i. Planning staffs at the Service level wiil be. i g ﬂ@é
. )
K : concérred with the "ilities":<-reliability, vulnerability, maintainability, ﬁ f
ol L ete,--and with projected impact on force structure. The using Qrgégi-n ‘ P fé
g{; () zatioh will be intensely interest=t in performance and operating costa, # . é
% The military Program Manager and his industry counterpart must, in one Lo /%
I .
] 4

3

. .
§ it iy - i S,




-

way or another, reduce the uncertainties generated by tension-among these
competing requirements if program success is to be insured. xhey’hust

also have the authority--or, as a minimum, the influence--to do =o.

Proecess Uncertgiggx
‘Deseription.--Process uncertainty is fundamentally different in nature from
target; teghn;;al, and internal chgram uﬁcertaiﬁty, Process uncerisiniy
originates outside the program but directly affects the program's
"eriticul mass" of suppoit. 'The Program Manager can-do little .to alter
process Tactors. Hié only/reiiqble tactic for minimizing -the impact of
process uncertainty is to style his program in tonformity with the
realities of the external process. environment, and to be sensitive to
changes in that -environment. The uncertainties here are huchnbroader in
scope than in any of the gtngr'categorigs and zconcern Service priorities,
other weapons programs, rqleé and missions debates, DCD policy, the
President's budget end congressional political considaérations.
Diﬁcgssibn,--Discussions of process uncertsinty should consider the
folYowing subjects:
8) Uncértainty that resources which sre required will be
gvailable when needed ‘o support the program.
b) Uncertainty surrounding the criteria to be used in the

initiation and approval of program changes.

Resource availability centers mostly around political considérations.
How much money will Congress be willing to obligate for the program in
question? How do the resource requirements mesh with established fiscal
and budgetary planniné? How much control and surveillance over the pro-
gram will CongreSSyexéECise? What will be the relative priority among

the Services for the monies allocated by Congress? This last question
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points out one of the singie greatesi process unceriziniies wn & Program,
Where the Yikelihood of & shoxtagé: of funds iz high, managers mvsi be
provided some basis wiih whick to style their programs so as 40 reduce

the impsct of stretchouts, etz. and Yo develop conmtingenty pians. 1In

today’s environment thére is gresat. uncertainty sbout "wnish" programs

have "what" prioritics.

of op<going efforts focus on the functions and activities of the Defanug
Systems Acquisition Review Councii (DSARZ}. Asscciated wiih this érzanie
zation and these processes there is an adversary roie %o be played af
different levels of mAnasgement. The DSARC amst examine in debail end:

be critical of those program’s being promoied and advecated by the
Services. The DSARC has been crgenized to complement the Development
Concept Paper sysfem and to advise top DOD management of Tthe siajus and

-

readiness of a major program to proceed to the next phase in ins i

I3
:J.‘;
<

cycle. When evenbs and parameters in these pregrams excesd previcusey

. - . . gz .o .
- svicued 2o Jef :
JLOYEVIEVER Lo SeTATLLAS Lo LT

agreed threshold limi%is; the progream r.e?

shoulé be permitited to go forward &s preseatly configursd. Working in

this cspacity, the (o.oil must cousider igportani Lsszoes wil2. are

x d

"non advocate™ in nature. The absence of & date base, comparable in

size and quality to thst of the prcgram advccates, and the absence of a
staff of professicnals %o analyze the dabe and those courses of achion
resulting from it, seriouwsly impair the effe.iivesc~s »f ‘te T& 707«
non-advocate role. Considerable uncertainbty $: thezezy ztiscred 3¢
whether or not the threshoids established for each program sre realistic

standards of measuremeat for deciding when a progran should prozgress ic
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its next major milestone, and Whether or not the threshold has, in fact;
been attained. Unpengainty~surr6uﬁdiggyﬁgp DSARC's decision process is
typical of proicess uncertainty.

The boundary between .process qﬁd~igternai'prbgiéﬁﬁfjggrtginty ie
somewhat srbitrary because they are both intimately cqngefﬁéé With
resourcé allocation. #n example of this can be seen-in the projected:

funding requirements for a typical system.

'Punds

) required
The present year The cut

iginally
projected
funding

i .;’..,“ A A 4%““; - v e -
(a) ().
Figire 2,
Funding for a Typical System

Figure 2a& shows the'9f§éinal\projécted\fiscaI.requireménts which
must te met if program schedule and performance goaks are tosbe.achieved.
Firgure 2b shows the pcssible downgtream impact. of this year's cut in
funding. Whether the funding~cut.wbuld? ini fact, occur was- a process
uncertainty. The way ir which it will impact downstream is in part. 8
process uncertainty and in part an in%ernal program uncertainty. Note
that the total program expenditure is expected to increase. This is

partly due to inflation, a process factor. The total program cost also
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increases beécause of loss of :program efficiency and contract overnead--

program factors.

Summary,

The weapons Acquisition Process is a tremendousiyccggplex, turbulent
network of activitiés. Although there 1is.no:satisfactory static model of
this process, there 2re a grest many orpanizentionel and oo . ro- - - 1z
that assist in its description. The ‘breakdown 6f the system lifé cydle
into the ‘phases of Concept Formulétion,,VaLidationg Full-Scale Dévelopment
and Production is one of these techniques. Since thé overall acquisition
process is characterized by high uncertainty, any conceptualization that
¢larifies the uncertsinty present in it should be welcomed. It is toward
this .goal that the categories of TARGET, TECHNICAL, INTERNAL PROGRAM and

PROCESS were develcped. The boundaries between categories. are not always

_ ¢lear and distinct, but the pover of thé concepts me¥its examination in

more detail. The next chapiter will -examine how to resclve the uncertain-

ties or' tdo manage: around them.
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CHAPTER T3Il: _ RISK MANAGEMENT

The preceding chapter introduced the foux celegories of uncersainiy

wkich this study group delieves encompass the prime uncerra-nuj presendt

]
in a wespor system Gevélopméni. program. The siatements cencerning the Sig
source: of said ufiderteinties are illuminating, and indesd vseful, in thst » ‘:
many of the sourdez may beé abatel by remedial actions of the DOD-~-and by o
the Service Secretaries and theéir Civil Service znd Mikitery Steff sub- ‘é
ordinttes. But such changes do not .cecur overnight, and may never occur f
at all due:té othner eongdbraints extant in the government. The problemﬁ - mé
then remsing--how to resolve the uncertain s. into known quannihzes or ,;
%0 manage around them if this cennct be fore. It is this problem we _i
ncd address. 7 N ‘ :%

Our ohjeéctive in this chapter Is to indroduce some techniqges~&v&ilgble ’i o z

tg thé devéloper in his task of genersting alternative courses of action 5
t0 be used in bringing his weapon system develcpment program Lo frulilon, , ?
! o

In ‘conduckiz ng a risk analysis, one iz required to generste an iaitlz: set : ' %

of‘&lﬁgrnativgs; esasess the rigk in these, medify them o reducé she risk,

resssess them, ané continue this process until one altérnative may be

IV idE b nﬂ»l‘”\‘h e

chosen &8 the optimem end. Both the inlvisl generstlon and fthe swbsequani

presented herg=+

1)

3
1
PETINDRRRRE

modifisetions may be accomplished by using the vecanigue

and cthers since thisg is by no means an exheusihive list.

PRI T

E ]

The géneration of slternative sirategles for the acquisiilon o

t=h

&

particuler weapon system xs & highly innovebive process, snd tne individual

[T TREIEN

o

génerating such procedures can only depesné upon his experience (which in

LS IRFTR I )

some cases i3 serionsly lacking), case higtories cf simdlar programs, and

sas

£,
2
5
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H
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his and his associates’ Zmeginations. There is a dearih of ir
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in thé fanagement, literafure in the field of strategy generation, The
asjor focus is in the f£i€1ld of analysis.

_. Assum*ng known goals and clear pl:nning;premises, the
first step of decision maklng is ‘the developmen+ .0f alter-
natives.\ It. is rare for aliérnatives to be lacking for aay
coursé—of action; indeed; perhaps & sound adege for the
‘wansger is that, if there seems to. be only one way of doing
'_=vhing, that way is probably wrcong. What the manager has
probably not done is. force himself to consider other ways,.
to Oper his eyes and: devnlop alte*natives unless ‘ne does
503. he -cannot kaow if his declaion is ‘the best. possiole.
(8, p-152) A

The Comptrqlle: General's-0ffice has recommendeu*in 2 report to the

(_fepgréss, (5} that a "decision<guide” identifying the various alternative
acquisition strategies should be created--one which identifies the

features, characteristicg, andvshortcomings of each. Such a guide, to

pogsibly include contracting strategies and procedures, would be immeas-

iarably uséful to-anyone initieting; modifying, or managing a ﬁéapéns
system acquisit ion~--and especially useful Lo the :ncvice Program Mansger
(as razy 6% the militery Ti'= arc), Our efforis hers :onstiﬁhte
an attempt to start -such a guide,

The intent is for the déveloper to escertain, vased on the definitions

introdvced in the previous chapter, which uncertainties are paramount 'in

‘the program under consideretion--and %o generate slternative strategies

for development using vhe techniques mo3t -effective against those uncers
tainties. The developer may then proceed %o conduct risk analyses (as
specified in Chspter V) on these sliernative strategies, change then as

indicated. by the analyses, and select the coptimal one based on his

utility considerations.
"The fact. that one doés not need to make decisions in the face of

major uncertainty bub. can instead take steps to reduce uncertainty is
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an essential quality of ithe Gevelcpment process.™ {7)

Msnagement Und§r Té;ae?%?hcertain!x

Target uncertainty /can be & significant factor in a developmeni pro-
gram. It has been frequenily pointed out that a weapons system rarely,
if ever; is used for ithe original purpose for which it was conceived.
Yery fre@dgntlg the ﬁi&nned target does not fully cheracterize the real
need that exists. As a devélopment program pfoceéds, important design
requiréments are ritcognized by both the develcper and the user which were
anct previously considered by either.

Techniques which ave effective for reducing risk arising from dther
forms of uncertainty are not necessarily appropriate siratefies for use

when target wicertainiy is a key factor. For example, a parallel develop~

-ment technique Jof a system or subsystem; which iz valid under teclizieal

uncéxgainty, is ngt highly effectivie when targer uncertainty preveils
(see the section OFf this chapter éntitled "Parailel Developmen:" for &
discussion of thig concept . Uhfortun&;el&, those actions which vest

and clarify critic¢al assumpfions in the speczifications may not “e carried
out until very late in the develooment zycle, Thus parailel 2svelopmeny
mey have to be g¢atried Very far along before sufficienv data have bezn
gathered to identify an approprisie choice., This may result in very

expensive devélcpment ccsts.

Under performance target undertainty, oubcomes tend to be much more
desirable when the following actions are taken:

1. During development of the weapon systems, continuirg effort

" is expended, iu refining the threat whick the system is being sequired

to counter. This in turn should allow & finer specificaticn of the

performance parameters required and consegnent resolution cf the
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target uncerteinty (the requirémsnis gtaffs of the miiitary services

are cherfied with keeping the developer, whéthés he be military Program

Manager or his predecessor, erdrilsed of the trend in pn“formance require-

ment3). The furthér dowpstream in $ime 4 syztem development nrogram gets;

the more costly and czlamitous are: the effest of ch&ngihg the‘:eQuirgi

performance.
2, A single; .promising apprcach i§:cgirie&z?ofuazdftﬁféugp the
development cysie to the pornt where it cddi bé tested in opératcional of

gperationai-liké condifions Yefore a f£inel xommitient is made for

- . * : i s s Tahd o dY § 1 )
production.  Oncé :preliminary studles have beei acéomplished, a «course

of action should be selected which corcéntrates ay muck.on clarifying.
the appropriate tavsget requireménts as it does on idéntifying snd solving

the technical problems.

With these concepts regarding the management -of “arget uncertainty in

mind, the following actioas aré propcsed as pobenbislly ureful Tor mini-
mizing or reducing the risk associated with tsrget uncertainiy.

1. Tne criteriz for development should be stateéd in such s way
(as, for exampiLe, in ferms of upper and lower limits on perférmance
requiremenis) thet tradeoffs can be continuously made between technical
design ané operational requirements throughout the system develcpment.

2. A Steexing CGroup should be established combining represént<

atives of the development management team and the user to review de"*gn

and operational requirement tracdeoffs. Such & group should he con-
stituted at a sufficiently high managerial level as fo minimize the time
required $o effect desirable changes (see s2ction zalftled "Uncertalnty

of the " -cess for Change Approval" later in this chapter.

See the se.ti.a of ihiz chapber, "Operational Prototyping."
37
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3. Since considerable time hes usudlly elapsed betweed the
approval of stated requirements -and aigr&«of the-Gévelopment contract,
it uculd»bé‘gppropgiatg to establish a 39360 Qay’ﬁcooliﬁgéOffﬁ period
‘between source~éelectiéﬁ-angvthé»co@;radt eward. I this non-competitive
environmedt ﬁhezdevéro?hept andcbpg;gtionai Seémegt§ of the. Service and
‘the' Prograi Manager sho&ié reyiew the statéd requirements with .the. con-
%ractor and iijpdate them ifsgécessary.. At the time the devélopment contract
is \awarded, theAyinnigg contractor has supposedly estab;ished'his\capébility
%0 delivér a-gystem to meet the maip features of the stated operati:dnsl
;gﬁu;zémgpté. ‘SMal;wchangés in the requirements. should therefore nof
invaiidate the seléction :of: that contractor for the program, A proposal
such ias this will probably not decrease the optimism acknowledged by
ihdustry as being a msjoj paft-of the replies tc RFP's, but should
certdinly tend t6 dimirnish_the number and magnitude of Enginegfing Changeé
Proposals submitted subsequeiit. to contract ‘award.

L, Uncertainty, concerning the estimates of tiii® and cost required
to develop a weapon System have bezn identified as: target ungertainties.
Most people invoive& with weapon system acquistion realize that these
estimates are just that; dut they are treated by somé dthers ws deter-
ministic quantities. Their probabilistic nature should be aéknowledged
by quoting "risk profiles” (a& in. Figure 1, Chapter II) for weapon
system acquisition courses of aétion*~~ahd if a single number is réqq;req
for budgeting or- other such purposés, the risk associated with thst cost
or time shouid be included. The "region of uncertainty" 4n the risk

profile may be decreased by increazsing the accuracy of cost and schedule

*Chap;@rs IV and V discuss in much greater détdil the means to
obtain these prcfiles--and their uses.
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estimites {for subsystem deveiopments) input %0 the rigk assessment
which produces theé profiles. Toward this end, estimating techniques
mist be improved &nd seminars or courses créated to. instruct, those

¢harged with the estimating aciivity.

‘Management Under Technical Uncertainty

The technical uncertainty prevalent. in & development program may be
assessed as high or low by answering. the question: Do I know/'how £6 build
it--that iz, do I know how to construct and mate the parts aad establish
quantity production procedures to.turn-out lsrge numbers of the item, if
thet is required? If the snswer is yes then the technical unceérteinty
is low, and conversely. High techiical qqggrtéinty.is best resolveéd by
high order herdware proofing activities like model %estipg\and\ﬂhe'thxee
typés. of prototyping. Varying degrees of technical unceértainty réquire
different levels of proofing or ugpgrtaintg %esglgiibn. Glenney: 3
has provided s classificetion of proofing fechniques which ranges from
peper anelysee, in the case of 10w technical uncertéinty, to provobyping,
where technical uncertainty is predomingit. Glennan's levels are: (1),
paper anslyses, (2) design review by experis, (3) focused applied
research., {4) model testing, and (5)Jproto%ypiﬁg; They are all described
here for .organizabtional simplicity.

If very high technical uncertainty exis®s, parallel development. is,
indicated. (Thet concept is described immediately following the dise

cussion of proofing technigues.)

Froofing Techniques
1. Paper Analyses. This technique is characteérized by extensive

vse of methematical models of the physical world represeanting the
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of alternative strategies iz

nvironmenn ai+hin which tne system mast operaie and 2 mathematicsl

gbstraction of the systen iiself. A wide varleiy of hypotheticsl

-designs cen’be investigated, and at lesst preliminery judgmenis can

be made .o the suitedbility of siternetive designs and develcpment

strategies, Ahaiyseﬁléégvpgﬁgr studies sre most useful in programs
that lead to highly specialized producis--where there is iiftle of no
interaction between comooqent paris 3o that they are sufficiently
independent ‘0f eack other to alldw &isjoint sreatment. One of the
major epproximations required in the use of mﬁthem;@icai models invcives
simplificstion of the ingterrelationships beiweep components, wherein g
great. deal of reslism iig :sometimes lost--especialiy in complicated
programs.

2. Design Review by Specialidse, If 2 develgpment Strategy or set

s

progaded; e design review team of experis in

varied sbecialties can be used to-assess‘the degres of uncertainty present

in their particular areaz of expertise. is is again a device which
avoids the expense: of agiually bullding prototypes and. is a zoncept which
has been extensively eiployed during the 60's. A proposed method of
gttack, when critiqied by experts in fields sush as powerpldnts,

msherials, structures, performance, human engineering, and

reiiability may be medifiéd to -cornform tc what iz known bssed on.

‘the experience of the expert. reviewers. This procedures is iterative,

must start off with = "straw man," is highly susceptible to human
frailties such &s optimism and cyﬁ;cism, end will not necessarily produce
an optimal course of action., The parochial interests: of each "eility"
expert, and the pérsonality differences between them can lead to unbal-

anced programs., There ig¢, in additinon, the uncertainty as o whether
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all the necessary "-ility" experts have been included in the review g

rh

J

process. There Ls on record the case of an anti-morta¥ radar deveéloped
- H
for the Army, which met all design .eriteria and operated perfectly—-until

PR
 To ‘g'!‘_“ﬁd" 2r

-,

-deployed operaticnally in Koree. It turned out that the radar's oper rating B

s

g 0 ML

frequency -exactly duplicated the mating cell of a moth found locaiiy in
¥ D

grest sbundance, and the artenna was completely blocked cut by enormeus

oo

e

N\

swarms of romanbically incline ,d insects. No entomologists were included
on theA&esign review team, 3§
3. Focused Applied Research. The first type of uncertaiaty [

. z

resdivtion involving actuzl hardw&re:constructien,ig cailed “focused :

applied ressarch.’ Once = basic design has been selected for development

there will be many qusstions surrounding the matérials, manufactiring

-

techniques; or other technical Inpuis which may be resolved by ccobrclled

laboretory tests. These tests share with analysis the gualily (T gbstrac- -
tion. The test of the sitrsngih of a plece of materisl is usually cca- -

ducted with a standard test sample of material. The shape is

determined by the testing nrocedurns and the strength will be xeasured

| SO

sczording to some standard method. However; in achtual usage the meterial

will be shaped differently, subjected to different stress levels and

SaONLLY
[Tt ]

dynamics, and will no doudbt have peculiarities of fabrication. The

N

el [ 4
z [
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“

abliity of a designer to translate the test resulis into velid informstion

2Ty

Rews

concerning the actual design will determine the usefulness of the tests.

Such focused spplied research results should be more caubticusly applied

wnen the procduct differs greatly from previous ones.

4, Modei Testing. The next category for resolving technical -
uncertainty involves mcdel testing, Ih differs from focused applied {

research in vheil & model represents a partial synthesis of components

" L




" and it differs from prototype testing (discussion follows) in that it
seriously abstracts from the final product.

The use of a model in gevelopmepﬁ,folloas from.a recognition
that the complexitiez:.of a design prohibit compleie analysis, perheps
Qé£éus¢ of the complex ipteracti6“~cf\ggggoneﬁts or because the second
d}der effects are important. These models must be teSted in-a-simulated

enyironmeht‘and=becausequ.gg;s?sa;calibratidn of ‘the environment is

required. To the degree that the environment is knowgnaﬁduuﬁderstgqé, the

calibration is relétively straightforward. We are reasonably -confident,

Rl sl
[ e o

for instance, of test work 'in subsonic.wind tunnels because of the wide

range of past experience with the translation of wiAd tunnel results to

B sREnd
o m—

actual practice: These tunnels and experiments are generally “well

calibrated.” When we seek to extend our Tesulis beyond our experience,

7y
Bindalenil

however, the problems.-of calibration increase and our confidence in the

tunnel results should decrease, ‘Serious problems can be éxpected in

Wit

interpreting the results when significantly different (advanced) products

LS}

are being developed.

5. FErototyping.« ‘The--most expensive but most realistic category of

e ‘
gt

t

uncertainty resolution involves the use of prototypes in testing programs.
The word “prototype" has many connotations, particularly in connection
with military developments, %ut for present purposes & protaype will be

. Yl et ..
~1y full sized model that can be testedjpithe true

physical environment in which the final product will be used. Because
. .

it represents a first approximetion of a product and is expected to be
? chenged as a result of testing, it will generally (except possibly in

the case of "production" protuuvypes) be built with a minimum of

J specialized capital equipment so as to save both money and time.
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horeover, a prototype can b2 a subsystem, & collection of subsystems, or
a.cqiplete system depending upon the needs of the development project. 4
Frototypes do overcome .some of the disadvantages of 16&er-og&gr\ ‘u

; proofing techniques. Since prototyves are usually full size, results B

obtained in tests do not have-to be scaled. And since they operate in

the environments in which the final products will be used, there are no

—d
. T

calibration problems.

The DOD Project Hin&sight Study’ indicated that, in: many weapon system ' {: y

AN

development programs, approximately one-third-of the new scientific and s
technological i#fprmation needed to satisfy system/program requirements
was generated After contract initiation. One:of the most powerful tools:
to demonstrafe 'that this information is well in hand is. that of proto- ‘ L
typing. Normelly a protctype of one sort or hojher will coincide with
-a development -milestone--express or impiied.

Peck and Scherer (13) indicated that use of prototype teéting and o -

miltiple approaches tended to decréase the time required to gain program

fulfillment--for a specific performance vector. These were, however, pro- :

 —

grams which included & high degree of technological uncertainty, which

probably would not havé"been resolved satisfactorily by paper studies

S

or sequential attempts to develop quantum technology jumps which are

the complements of prototyping and parallel approaches. The tiha

§ i
-NA‘»;.: <

compression, however, is not free--in that program funds need be

]
“t

i

allocated against the efforts. They proposed a functional relationship )
as follows based on studies of major weapons systems acquisition programs

!
where technical uncertainty was considerable: l

| b AR AL
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et - ~~—=Time to project completion

Figure 3,

Functional Reltionship of Prototyping Funds to
Project Development Time
(For .a particular performance vector)

‘'The ratidnale for the curve's shape being: (1) for the asymptotic

nature‘at a minimum time-<there is, in any program, a serial sequence

of. operations which must be performed regardless of whether one proto-
types of not, and (2) for the intercept on the abscissa--no prototyping
means no funds devoted to that activity, but less extensive hardware
proofing studies, which are the’aiternative, do not always yield valid
results due to the approximations and errdrs made therein--resulting

in rework and restudy to.discover: thie faulty components when the program

end item is finally delivered. (3} The convexity toward the origin

. was ai, empirically obsérved pheénomencn.

There are .three basic prototyping philosophies, dependent upon the
rélative tim&~§gg§exhe rrototype is constructed and the: redason for
which. it is'rgquirgd; They &re- .development prototyping. (brassboarding,
breg@po&?ding),1prodpétion prototyping, ‘and operatidnal prototyping.
a. ‘Developm;nt Prototyping (brass- or breadboarding)

The objective for the use of prototypes in development is

' Ll

LUV

P UTAL gy BNTRINLS U

Badoubatine

RY e T T

IS oM s te £ S KR g Y

3
=
b
5
9
3

\
3

X

R TR

TR R s

A
A LA TR A s e S K

\

it %Fd Fa.

L kT S




‘basically to provide éngineering data complementary to that provided by
analysis, design review, and focused applied research. ﬁeiilopmént
prototypes are ndrmally constructed and tested during thé engineéring
development phiage of & systein (e.g.: the AWACS radar set) and\.can vary
from a breadboard of a subsjstém to a gomplete flying prototypé.

The usefulness of the development prototypeé ‘is
-greatest if it cah be: built” and tested:with.only @.
fraction of 'the engineering effort (and time) required
for the production prototype. The objective. should be
o se’eou uue'fundamenu¢& o5 o8 kzy technical‘problems
that are not subjecttwith assurance to anaiysxs -alohe,
and to desxgn and build equipment that uLll provide
the necessary engineerlng data. Formnl engineering
of the type necessary for -a production ‘release: can
often be avoided,'and’features shou;dﬂbe omitted if
they ara: not essentia] to meeting the purpoge Hf the
development. proootype The determination of the
objectives and resulting characteristics of thisttype
of prototype reqnireSXKeen engineering Judgment if it
is: to-be most. useful Careful review is necessary to
.ensure that it is built to meet a genuine need that
cahnot be satisfied Vith less expersive means, and that
the prototype. does not‘?grow" with: the addition of
-costly fEatures unnecessary to its fundamental rurpose.

{%)
do. Production Prototyp1ng

The obaective for the uge. of production prototypes*prior to
production. ¢conmitments is to provide information on prodgoibility. Here
the .prototypes are constructéd near the end of the devel nuent progrém,
looking as closé as possible like the first production:ariizle. Not
only is the gprototype itself wvaluated but so are the tools which created
it. 1In prodiaétion these tools are the production processes; procedures:
and orgenization that will ultimately produce the system. Here the:
major iscues are producibility and production costs. i

A major purpose of building and testing a product;on
prototype is to establish with assurance that the ‘engi-
neering design is qualified for a production release.
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The engineering drawings and specifications cor-

'trolling the manufacture should in general be

formal and thorough, and should represent as

accurately as possible the concept of the -@quip-

ment that. is to be deployed. The te»nnlcal effort

that is required for such a formal release is sub-

stantial and .involves considerable time and cost. \h)

c. Operational :Prototyping
The objective for the. use of operational prototypes is; to

establish the feasibility. of military utilization in the: £ielde of per-
formance; maintainability, safety, -etc. Paper studies in these arcas are
only tentative snd-@dvisory, suggesting whethér operaticnal prototyping
18 necessary. This protdiype concept is-effective against targef,
uncértainties and demonstrated capabiiitie$<may be assessed &gf;uffi-
cient ¢r ‘not when the prototype is tested. The Hawker-Siddely p-1127
(Harrier) VIOL close: support aircraft now being tested by the U.S:
Marines under combat conditions constitutes such an operaticnal prototype.

TheMarines are attempting 1o establi’sh whether or not a sufficiently

‘improved -closé-support. capability jistifies buying the aircréft in

v

. humbers,

Parallel Devilopment.

Where a quantum jump in technology is required, parallel development
by different :organizations of ‘duplicate research and engineering
toward a common goal, whether it be paper analyses or hardware, is a
technique to be considered. The rationale is that two or more groeps
trying 0 achieve a goal in different ways will lead to a more
desirable product than if only one group were to attack the problem

. * .
in its own way. The number of parallel developers can be decreased as

*Abernathy indicetes that the marginal gain in learning decreases
with an increase in the number of parallel developers, however.
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estimates improve and the required %echnology %s seen to be more

attainable. In the 2tomic-bomb project, oné of ‘the most spectacularly

successful military projects the United States EED -ever undertaken, the

'para.? path'étrategy was empioysd. James Conant wrote in s letter %o

Bush on May ik, igk2:

ALl five metnods will be entering very expensive pilot
piant developmenn dnrlng the next six months. ...(Bu') while
all five metnods now appear %S be about equally promising,
clearly the time to production ,.. by the five routes will
cercainly not be the same but might vary dy six months or a
yelr because of unforeseen delays. Therefore, if one. dlscards
one or two:or three of these metncds now, one may ‘be ‘betting
on the slower horse unconsciously: {12)

If the early .stage development costs are smell and ‘the -expected
decrease in technical iuncértainty large, it pays 4o run parallel projects.
And if the competing projects are similar in their estimited cost and
perfosmance becijise thereris 1itti€ data on which to base estimates, but
they eare quite different in desigw, then i% certainiy pays to run sevetai
projects in parallel. The parallel-path sirategy ie rational wheér time
is important. When time is not pressing; the uncertainties which call
for the parallel-patn strategy if development is. attempted now might
better be interpreted as & signal thai development should not be -
attemphed unbil more background rezearck hes been dene.

An additional wrinkie has been added %o the parallel develdpment
concept in the suggestion to pursue "Paralleél Undocumented Development™--
which was very favorably received by the GAO. (5,10) There is litile new
in the concept and it merely realizes that the less’paper work required
from a contractor, the more resources he is able to devote 4o the

development problem at hand. A quote in Mr, Mash's article is wortny

of note, however:
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«s.in ‘terms of tistal systeinicost, parallel development.
‘may-not be: excessively burdena@ue. ‘George Schairér of the
“Boeing Company has estimated. that parallel. deyvelopment
through the prototype phase -adds 6 percent to the total
cost of an sircraft program.with Q contempxa+ed production
ot 500 planes.*

Other ‘Consideratiors

Teéchnical uncertainty is often ipqreag§d=ﬁy the scurce /selection
pt§cg$§ through apparent technical transfusion prior to source selection.
This apparent transfer of knowledge glvee rilse to ‘the conclu31on that any
ot the several contractors can build the proposed\weapon at the current
é@até?pfﬂtheeg§§¢ ‘However; we ‘conclude that whatever ggggg; technical
’t;@géfﬁéibﬁLéfi§§$~at this: point tends to be superficial and is.not
sufficient to-make alli proposals really technically equal because the-
technical capsbility of these: contractors is not the: same. The result is
to tidnsfer the emphasis in soufce seléction away from technical uncertainty
igsues onto loweat cost bids, We suggest that. the DOD reinforce enrfeit
policies to pronibit the government from assisting in technical trans-

fﬁsfgnxbgfargvtnérgdurce selectionsdecision. This. may, for example,

preclude corpétitive .iegotiation..

Teéchnical uncert&inty in some progrems could be reduced.i? all possible

subcontradtors: wére made available to the winning prime. contfactor. .Sub-

contractors are normally "locked up" by the prime contractors during
competition. ‘This precludes some prime contractors from being capable of

state-of<the-art pérformance in :somé ureas. We should institute procedures

whereby the gbvéfnﬁént hads complete choice of‘subcontrgcﬁdrs to work with

*The Réle of Competition in Aeronautics, The Wilbur and Orville
Wright Mémorial Lecture of the Royal Aeronautical Society, Dec 5, 1968
quoted byLR C. Nash (10)
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the winning prime contractior. Sli’ch choice s'nouid include the option
to reject a subcontractor who may have "teamed-up” with the selected
prime during competition, as well as to select the best subcontractor to
replace the one dismissed. One method .of doing this, of ccurse, involves
identifying those subs whose products are desired by &ssociate contracts

and providing the subcontractors' products to the prime as-GFE.

Unanticipated Technical Problems

One of the biggest jproblems inherent in programs with-a high degree .of

technical uncertainty is the inability of the developer to specify all the

¢ N .
uncertain comoconent development problems. They are- frequently ercountered

during develogment, or after p;'oducti;ﬂ' (e.g., TFX .swing wing pivot), and
have been ‘termed’ "unkndwn. unknowns" by tde ‘AIA in‘its studies %irgg:e they
cannot be foreseen when dévelopment is started. As they ‘appear during
the development cycle, they freguently cause: performance ‘de"gradaﬁioﬁ,
schedule slippages, and cost overruns, The only vay thgy.cb.n be handled
is to/identify them as they occur, and then to resolve 'f:hgxg in accordance
with such tecnniques as hardware proofing &nd paraliel. ;ievelophgent,. A
rigk analysis as proposed in .this report cannot 'iﬁq;itify "ink unks."”
Funding of scme sort is required to pay for the resolution of such
technical "unk unks" once they are surfaced, but timely discovery is of
paramount importance. A good cost, schedule, and ‘Performance parameter

tracking system will indicate the symptoms of surfacing “unk unks," and
it remains for the program developer to idemtify the precise cause.
A reporting system which indicates the current estimates of finsl

cost, schedule aad performance and the current status of the same items

is necessary to inform the PM of the progress and status of his systems,
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and to-aid in the identification off “unk unks." If progress is not
preceeding as scheduled -the ipdication is that some previously unforeseen
problem area is rearing its-head and' identification- procedures .should be:
initiated. Spendifg, or even budgeting; inuggnesé of that sclieduled;
excessive timé spent-on activities in comparisch to that ‘schieduled; and
comparatively slow progress in approaching required performance parameters
are ‘danger signals which will be :sounded by tracking the: current system
status.

Regardless of the parameters repcrted, the system iised to do the
reporting to the PM should be the same as that used witiin the contractor's
own management information éystqm. Rather .compléete latitude is provided

for information systems %o, be used for project control by the current DODD

5C00.: (i, J<~ ', DODI 7000.2, and other applicable direciives; and as

long as the: PM:-is getting %hg’infonpition he requires, there is no need for
duplicate information systems, reformatted reéports, or the like. The con-
tractor!s own system which he has desigiied and understands, and more
important--uses himself, is the'best one.

Many &i5§£a¥§.have been. generated to allow management to monitor the
progress of programs urider their control,; but most suffer from the same
deficiency-éthey'are confined to two dimensions. They -can display work
compieted agqinst time, or funds spent against time; but little corre-
lation betwgen these two highly dependent vuriables bas. been shown. One
of the major weapons systems now under development uses the cost,
schedule, and performance data provided by the contractor in response

to DODI 7000.2 to display cost ‘and schedule as & function of time in

the following manner:
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Figure 4,

Cost/Schedule/Performance Parameter Tracking Graph

a. 'Abscissa - time initiation of development of the subsystem
being tracked. Here a subsystem is used in the sense of a :I g 5(

specific set cof work.packages as specified by the work

i

L4

breakdown structure.
b. Ordinate - cumulative dollars,
c. Curve A - cumulative pggggggg'cost of scheduled ‘work packages -
included in this tier level ‘item., This is: of necessity a .}
monotonically non-decreasing curve and terminates at the end

item availability date.

d. Curve B - the actual cost of work performed on this subsystem -

which represents money either paid or committed to the con-
tractor due to completion of work packages (the work packages 1
are assumed to be satisfactorily completed; that is the P

performance specifications are met.)
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- e. Cirve C = the "earned value" in this subsystewi item - the
‘budget” value of completed work packages in the subsystem..

The B.and C curves consist of connectéd points reporied on a frequent

{morthiy) bdsis. The relative vertical orientaticn of the latest points
"' EAR N leads to ﬁzé analyses presented in the rowz of matrix below:

) g A: Budget Cost for Work Scheduied {BCWS)
B

B: Actual Cost of Work Performed (acwP)

NER C: ‘Budgeted Cost of Work '?éfrfome& (BCWP), “earnad vaiue"

RO

ANy Zelative vertidal | © A &K 4 B T ¢ 1 B [ C
E gurve: 1T ) O T A
" - QZ.i 55’{’5“?—' B ) C A 'A -, ‘ A ) 10 L B B
Ntion |, I : - +
{_condition c B C B: | A ] A
) 1 E o 2 .
Cost X1 X JE T .
‘LOvetrun P B RPN o I I BRI
|Sost | Cx L L x b ok x
‘Seving . . . I R | 1 . . F
e T — S RN I RIS N
‘Pogdible L x x| 1 :
|Sched. Slip . .. . 4 1 1}
| possibie ‘ > T 1 x Fx x
|Sched. Adv. e . P P |

e - ~ er N e e

Table 2

Matrix Analysis.of thie Cost/Schedule/Performence ,
Tracking Graph

The situation depicted on the graph actually existed in a current weapon

subsystem development. With just curves A and B represented, it would

‘ ' j eppear that funds were not being spent as fast as budgeted--but the

i ; addition of Curve C indicates that the plangé'd number of work packages

,\ - have also not been completed. The actual situation is not optimistic

: 5 but is definitely a cost overrun and Ros;g‘.b}x a seheéule slivopage in ‘
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addition. The Roéf?’.blz is due to tﬁe fact that work packages might have
actually been completed-which were not, a priori, scheduled o be done at
this time--and othérs, which wére budgeted to be done; could have been
deferred. If thése latter are completed later on at a lower ccst than
anticipated, the schedule slippage might not be real.

The approximate amount of time' involved in schedule,slippage (or
advance) may be obtained by converting the dollar dit}ference:‘beg’heen
curvés A and C to time by dividing the dollars by thé éurrent fate of con-
tractor -earning {dollars per time).

This is but one .example of a éost/schedule/perfgi-mance tracicing (con=
trolling) systém that allows revelation of anomalies appggi‘iﬁg in the

program. -

Management Under Internal ngam Uncertainty -

Obviously, -flexibility is the key in combating the ,i:robjlegns arising
from internal program uncertainty. If the deveioper is:-unsure ‘that the
development course of action ‘that. hé has selected is indeed ‘thy. cj:p‘rppria:he
one to counter the probiéms fn his program, he must meintain the capability

to ‘change the emphasis of his ‘strategy. If his "unk unk" discovery

:process reveals a large technical uncertainty rearing its head, e iust

be prepared to shift strategies and adopt someé high order of hardware

proofing, maybe even parallel development. Such: e:-course wasnecessary

'in the case Ofi the 60-7oot armored launched bridge developed by.ihe Axry.

Théx already had'a 4O-foot version and proposed-.to build upon it by
changing. the material used in constructing the bridge -carried by -the
tracked vehiclé: from steel 'to aluminum-:the centers of gravity and total

weights were to remain essentially the same. This was thought to be a
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3 rz raiher lew. toechnoclogy uncertarniy program until somecne quesiiocned the
3 Y . 3
3 gbilicy of thé conbractor to weld aluminum in the sizes and :shapes T

N

specified«-it hed never been done except on smell paris under laberetory - i

o s 4
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conditicns. Immediately the program assymed high technical unceriainty

R I

I et ]

and a development prototype consisting of welded aluminum members was

- e

[ scheduled. Additionally, -a faiiback position cailing for: riveted con-

ST .

nections was pianned. As if turned cuh, theé siuminum welding on the

. L prototype went well, the unceriainty in the program was reduced through

the knowledge gained, and the fallback positidn was unnecessary. Both

SALL L6 252 9D Fred~ aretdon Ty o -

the institution of -a component prototyping strategy during develcpment;
and the scheduling of the fallbsick poeiticn were examples of the flexi-
bility required in the program.

To counter the uncertainty in program planning, Separate (j:aa‘rallel) ,
analysé‘s or design reviéws by specialists sre possible useful wséchniques !

under program uncertainty--especially when conducted eariy in the devel- o

3 opment procese. The insights gained by examining dlfferent proposed

] coureses .of action for system development will ‘irdicate whether there

]‘ is g great deal of program uncertainty due to program sbtyling and i ;

B planzing: If more than cne expert organization indicetes a similar ;'

L strategy, then program uncertainty due to the uncertainty of the ';

g appi‘oéé‘n method is reduced. The converse is true if widely variant

4 approaches.-are suggested. When there is vacertainty concerning the k, ,
| u methods, gxanagem‘eni:, or costs associated with actuslly ‘building the ’

: 7

prodiction article, production prototyping might be indicated. This

process is extremely ‘expensive however, and should be clearly justi-
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Tné central figure in the wedpon system aéquisition process is the: o

Progran Manager. Ii has beén suggested that most of the ills of the

é

-acquisition process could be cured by selecting better Program Magagers. R ?

While this reommendation would belp the /éituation? we find the PM's 1 j
résponsibility greatly exceeds his authority. He is responsiblé for-his- 7 {:

p program; but he is quite often the victim of an ill~defined target, ﬁ \
inadequate resources, and-a chznging procéss. In short; many of his i ‘

!m!'
(s
,
~;

problems are caused by factors wall beyongiuhis control:, One way to reduce

these problems is tc foster - better understanding of .the weapons acquisi-

n
fyieonmey §
. \

tion process-and better communication between top deécision makers and
Program Managers. The OSD should conduct a sympésium for the managers of "g

major DOD programs whére ideas, strategies and management techniques could

~

‘be exchanged. Each Service .Secretary might éongider having a sihj;lan g

symposium for his ‘service. ‘The purpose of such mee{:ings would be to more -
closely integrate weapons develophent with national objectives and, to . g&
facilitate the exchange of successful program management techriiques.
Not all the services are in favor of establishing permanent career
fields for Program Managers. If a service feels that line officers- should E : '(:-‘(;
be "Fotated through" a ‘program office rather than remain in thedevelop- /
ment field, it, behooVes that service to establish effective program office <,~¢/
organizations; Unfortunately, .organizations then tend to drive the PMéf
and those which are in existericé for long periods of time stagnate due to

lack. of dynamic Yeadership. Program management is too important a ‘function l
to-not be a: career field in each service. [

‘Cpntinuity in the assignments of good Program Managers' from the

"selling" of the program through the delivery of the operational systems (
to the-services will have @ pronounced effect on the reduction of program
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risk. The DOD should furthéer enhance the role of the Program ‘Marager

$iy

and other key ‘personnel in the develcpment careser fi2ld. Réassignments

of key personnél should be. mide :only after sajor prougram milestones. have

beén satisfied. We agree strofgly with the Blue Ribbon Panel (157

 lond |

vecommendation. to increase the- authority &nd career opportunities: of the

*éfo’graig»!_hna,gen and personrel. ,Thexée Key personnel shoild be ldentified

Sl Tvat o Kty 0 B s s s i i pore s

for tours of .duty of _sqf—;‘iéiént length to. assiwre program contimuity. It

xo Foy ‘f";l S
i

iy piskromin)

-

. may be appropriate; for instance; 'to 'aszign key'personnel to the program

[

e F

through ‘the next major milestone with opticns for 1oﬁger;’§;emz«;;«: “‘Wheneveér
possible, these key personnel should bv,erlaip e_a.ssig:;né‘rﬁ;; with 'their re-
placements; so.-that é.,‘igiﬁimmv of -continiity is muinteined.

L A clear system of z‘-éyé.rds and penaities must be éstablished that.
provides for rapid impact-on the >Rr6@ram }hm\geg."’é career. Diiigence

.and, above all, honesty must be rapidly rewarded; inefficiency, pdor

e

judgmeiit apd dishonesty must be correécted equally as rapidly. Bub bre:

- than.honesty is the issue. Program Manageérs are in 4 crucial position :
s . . ‘.
e -of authority. They must, impose an orderliness of their own -design on

g . the program.so that the process (system) ddes not drive them. PM's. that

let the system drive thém will soon,‘find. themselves d¥iven into cost

- —
1
M e

ovérruns, schedule  slippages and performsiice -degradations. 'Such lack. of .
managemefit -ability is cledrly not acceptable, One .of the best xwab.rs' to |
make a:change: in. the Program Manager's career is %o give him visibility.

. ﬁi’gﬁ-é},,‘evel vi’sibility should be provided to the :mapagers of ail high
priority. programs. For instance; periodic ‘briefings of high-level .

‘Bervice offidials, &uch as &, 38rvice Secrstary; should be made & bHart s0f

every high priority program. If intermediate levél briefings are :

.o

[ désifed they should be -scheduled back-to-back with thé high-leveél

! 56




briefing to minimize the Frogram Manager's separavion frof his direct

imanagement fubction.

Manazement Under  Broce
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For the purposé of disenssing ngeful m2nagement teshniqees when pro-

B

- cess ‘'vncertainty is enticipated to be significant; the. general area 6f

process uncéerikinty has béen éivided into the following subgrouping:

w4

o Uncertainty of the criieriz for program approval
s . o Uncersainty of the precess for change approval
o Uncertainty of scheduled Xesources
1. Urcertainty of the Criteris Tor Progrem Approval. Many of
,hé,,‘iincé'r\‘,ainti'e_s' of the process sufround: the program approval. procesa.
‘Exactly what it takes to get ihrough the DSARC -and mcve into the next
pl;ésﬁe* of t’_rie‘ ecquisition cycleé s unknown. ;‘z‘or example, currant policy

directs that ope of the criZeria for passzze -zt be & completed "risk

’

o . L el -
anélysis,” yet what goee into such a dodument cr-whgl wouid c

H 4
Z p) Py
:

2?titqte
2 "gocd" one is as yet unspecifiéd inm an official way. A part 'ofj ‘é"i_'s
uncertainty is caussd by the DSARC iiself. The DSARC is ndt s body
dedicated to a éing}.q;/purpose. Rathqi*,\ it is an extra duby for indi-
viduals, each of whom spénds most :6f his time running =z lsarge defense
staff in 08D, In thé asbsende Of & DSARC shaff, there is no way to
generste & ',‘~$a>1 “fealing" for the DSARC's criteria for epproval without

approgtning one -of thne high level sppointees. Thus whén 0SD says thére

must bi a risk -anslysis on each program beforé it is allowed to pads the

‘Managers on the preparatiom of such a document. The assignment to DSARC
of a .smell stafi (perhaps from within DDR&E. or Systems Ahalysis) might
reduce the large .amoun® of uncertainty surrounding ‘the approval criteria.

N
5

DSARC, there s mo staff to folllow-up and provide guidance ‘to ‘the Program.
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T‘ae DSARC might well become & rard. of the Gffice -of the Depuny 'Secretary

of Defense.

=~

2, Uncertainty of th‘ Frocess for Change Approval. The Program
Metager is the central i‘;gu_:e in the W2apon Acquisition Process; he stands

i the center, among the forces of ‘Caigress, 03D, 114 'Service ‘Headquarters

Staf?; his pa"en‘ Development Command, and the: ising C ¢mmand. The rhetoric

-of deter;se mgnageme’_at says that he is the individusl who makes tradeoffs

amorg. ¢ost. schedule, and performance. But the reality 'of the matter is
thas he nas .severe consérsints; imposéd by each of the above mértioned
Q;g&nize.ti,ozzsu E}gcept Tor relatively minor decisions; it iscunlikely

that the Progra a!“.anag ¥ will ever make a significant tradeoff by him-

self. ZIndeed; the izage of a molern Program Menager is often one of =

-

travell ng salesmen, flying froi his office to“the contractor, to various
head qusrtezs » Or 32arching the Pentagon for men who <in ‘give ‘him .authority
to make changes in kis program.

’i‘hi§ problem, as it faces the Program Manager, is one -of
divided suthority snd diffused responsibility, The basis for having a.
maltizude of §6affs &nd & diffuse network of commend is that many parts
of the various organizations, neéd informstion. on the new system. Yet
this need is seldom bslsrced by & benefit in meaningful terms. One
aiternative- that is only now being ‘expicred is limiting the number of
individuais chai cen have & d@ajor voice in the development of a mejor
program. At piésent thefe iz fic clesr-cii appeal level for tradeoffas:
between the-suthority granted the militari; PM and the ‘DSARC level.
Perhapd it 15 time to expiore the possibility of a Servire Steering Group
Por ejich major program. This group ‘would be composed of representatives. .

from: the major -organizations invoived in the gpproval process for
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program changes. It could consist of delegates from the Headquarters
Staff; the Developing Command and the using Commard. The function of the
Group would be to evaluate and.approve tradeoffs in the p;dgram on a
timely basis. 'Tﬁg.mggégéfiél‘lével of the Steering Grodp could be.
tailcred to tﬁé.pfidrity\qgﬁ size of the Gevelopment. program, being perhaps
general .officers for major programs. and lower ranking officers for-others.
However, it.would be e3senitial that the representatives be delegated the
authority tH nake tredeoff decisions for their prg&n}z@%ion;--not,just
coordinate: the proposals. The:&bsence @f decision-making authority'would
mean the /group would become mePely another .of the mary obstacles in the
path of ‘the Program Manager. 'The scope of the ?tegting‘Group’sAauthdriﬁy
would necessarily have to be limitéd to miking tradecffs within the
thresholds estallished by the DSARC. g‘raae*offs ‘beyond the DSARC thresholds
would reguire @rother trip up theé ‘DCP/TSARC path.

3+ Urcertainty of the Scheduled ResGurces. The magnitude of this
problem can scarelybe underratedi. The point is zimply that the number of
agencies that can tamper with the scheduled resources (primarily funiinhg)
of an individval program iz s0 large that budget uncertainty is almost
always the single largeét;ﬁr0cess uncértaianty. Basicq;iy, every organi-

zation aBngftbérﬁibgram Mgnagg% regerves the right to cut the program
funds. The«;otential impact of this uncertainty can be illustrated by
an examplé. The B-1 program is one of the Air Force’s highest (if not
tﬁs\highest).priorities. ‘Yet, there is a great éea; of ugéqrtdiﬁty gbout
its geiting scheduled funding Trom Congress. The impact, in terms of
total system cost growth, of receiving a sigq;ficant cut in one or two

year's funding. is potentially greater than the impact, in terms of’ cost

savings, of-making.a major cdangs in the operational requireménts (such

59

L
P

Srermer)

1 -] [ o1 poba
Kpoas 2 Rvio oy v

ol

o

O Lol B9 R =

et |

- fel_»u\(“ RS

e |

o

R aE et o T




~’ i ‘ JR— O U SRV, - ‘
P
? ' ss from supérsonic to gubsonic). The required stretch out. of ‘the program
/'u j necesgj.ﬁ"a;bip.g parts of the development to-be deferred to later times
. would increase 'gi‘ost?s by reduced development optimization and by
R inflation.
] : An effective technique: to-try . gouncer drastic unexpécted ovudget -
a cuts ‘might be thé establishment of & sefisitivity analysis with frequent
" R .updating whidh would provide fnx;>re ‘realistic and timely informsation ‘on the
f' - o\(gz:'a;:l éoét;. impact, .of 'changi;;é ik ischeduled resources when .cutbacks are
] proposed. Stuch dinformation might have a dsterring efféct. on the ‘approval
, of resource dédréfienits when thie consegueénces are madé clear. This would ‘
f. | - mean that suudles on thé effect '5f reduced resources would.have to-be
E | [ frequently ‘pei'foimec(l:',' not just when the need: dictdted. Generally,,
_ sufficient ‘time has not béen availdble in the past, when such information.
AR T
u: __ has béen requested, t¢ conduct an-accurate aralysig, ,
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CCHAPTRR IV: RISK ASSESSMENT |

iGenerd? ‘Considerations

Risk has préviously ‘been: described ag-a Deasyre of .a particular
m;pé¢£«o: characterissie ¢f a proposed wesporw system program. :Specif-
fcally; risk is defined as the probability of ‘hot being dble to acquire.
a weapon system of gpecifiedr@erfqrﬁance.chargqtgristigs within an
;1lo§§§d:timchupde? 2 given cost and by fo;lowigg«aJSPeéific course of
which: affect ‘the risk assccisted with & program.and a written presentation
Of thi# and other reievan: information to the decisior meker, A risk
assessmert is a comprehensive and carefilly structired approach: for
estimating the risk sssociated with & particular alternative. Risk
sssessments are then a pert of rish amalysis.

Risk assessment is-not a new nction. To a lesser or greater degree,
the pfoblemg,oﬁ cost growth, schéduleAslippazé, and performance degradz-
tion.nhave been addressed previcusiy, The process, however, was largely
intuitive, incomplete, and informal.. It was intuitivevin that a
structured quantitative approsch offen geve way to intuition and

"wlackboard analysis."

It was incomplete in that detsiled analyses of
isolated aspectz of the problem were rarely brought together and inte+
grated in & broader analysis. And it was informel. din thet theé results
of the asseidsment were -cfter. not wrikten and explicitly incorporated
into the review/gpprbval/control process,

The grestest potentizl veine of a formal risk analysis is at the

'very early stages. of the .concept formilstion phase. whern the range .of

possible alternatives is greatest and the really substantial decisions
61




havé yet to. be mide. Unféftunately, because of a lack of dboth quality
and: quantity .of input data; it is precisely at this. point that a risk
assessment is most difficilt to perform and the output most. suspect.

THiS basic di¥¢ﬁm¢;_thou§hmless acube in lower fi;k sitﬁations,iuill
slways exist. However, significant improvements .over current practices
are possible immedistely. ALl of ihis  is not to suggest that & risk
analysis at %he early stegés of the conceph formulation phase is of little
or no velue. ‘Major decisions will be made a% this point, and they will be
mede with or withoub a risk sasséssment. Bub decisions made ﬁithﬁut the

benefit of such an assessment will be msde 'in the sbsence of pcientially

+aluable information availsble from nc other scurce. -

Risk changes with time, and may even increase with time. Therefore,

fete

althcugh an early initial risk azsessmént is necessary, it is by :no means
sufficient. A visk assessmeni should be performed. at each of the major
decision points in the development of the program, -each new &ssesgment
using the previcusg zssessmént &s a jumping-off point and improving and
updating it to réflect changes, Thus, & risk assessment should be pers
formed at discv te pofnks in the Gevelopment process, but the updating

of inpuss to reflect changeg is ‘accomplizhed continuslly. These points

are worth stressing. Risk assessment

N
]

re useful only, if they cafi.affect

a decision tc be made among various elternztives. Needless to -say; the

assessments mast also be & quality product.

A risk assessment of Z004 quality requires ‘the ‘co-ordinateéd efforts

of a highly qualifi@dz interdisciplinary group. This group should

consist of trained ahalysts in mathematics, probability, ststistics,

operstions resesrch, and computers wno are capsble of putting the assess-

ment together, cost .analysts 4o provide cost estimates; design and
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enginééring people te pfovide technicak perférmaqge information, and

’productionupeople to provide scheduie :and integration information.

Additionslly, experts in the various technical disciplines must ke avail-
able fof tke grqup‘s usé. These euperts supply much of the basic input

.data becessary for the assessmént, wivile the function of the: risk assessment

‘and provide thig informsbion to the decision maker in an underssandsble

form.
What has been 1 ermed ‘8 risk assessment here may scund -to many Yike
good systems &nalysis aporoach to the problem of risk. And sec it is.

Unfortunately; once that connection is established there is a strong

tenuency on the part of many to transfer all the grievances associated

with poorly done syStéms analyses to risk assessment and, if their
aversion 1o systems analysis iz great eacugh, to dismiss it entirely.

This attitude is unjusiified; though understandable, for severel

e group is %o aggreggte these inpubs, extract mes:ingful informetion from them,

-

a

reasons. Aside from the fact that some poor quality work has béen done

in the name of systems analysis, there are two mein factors which-con

tr*bute to this situation. Cae iz that the decision maker frequenily

does not uncershand the enalysh or Wwhath hé does, cannct effectively
commuicate with him, and i3 uneble tc ev&luate his product. On the
other hand, the sysiems aneiyst often iends ‘to suffer from & lack of

-

perspective and fails 70 appréciate the fzct that, as important as it

is, his oufput is only one of the Iapucs which the decision maker mist

$re

act upon; Additionally, there Is a very strohg inclination or. the part

~.

of the gnalyst to re-define & problem which he is given td one which he

kriows how to solve by techniquez he is familiar with.

These consideraticas suggest the need for still another membey -of
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the risk sisessment group. Namely, an individual who can act as a

liaison betwean the decision maker and the risk assessment group--cné

who can understand both sides and effectivVely ccmmunicate :between them.
Unless ‘there is -such & built~in provisicn f£or reducing the misunder-
standings, distrust, and antagonism .which couid brild up between
management and the assessment group, its usefulness” to the decision maker
is questionabie. The assessment group and the decision maker mist work

in concert if the cutpud of “%he grcup is not to become yet snother required
but ignored paper siudy.

As hes besn previously siressed, the résulis of risk,asséssment are of
valne only if they can affect a decizion. But a riskaagséhséeqt is just -
part of §7riék anaslysis; and a risk analysis: is just one of the many
inputs which should be availab¥e to & Gecision maker. It is not a
panaces, aad if should definitely not become a master<calt,claiming ability
tc solve &1l the problems in the weapon ‘sysiem acquisition process. On
the otheyr hand the contribution of a gcod 7isk assessment in this aréa
can be hoth dnique and siubsteantial,

Even in those situations where the quai;ty cf the risk assessment is
restricied by Scafce co posr inpat dsrz, sudh 2c at the sarly siages
of the concept form:lzaition phase, the structured investigation and
inquiry which precede {he zaohual assessment can be of great value in
~ ce¥ling stiention to polteniial problex ereas. As more resources &re
devohed to the assessment and more ddata beccies available to work upon,

the better will be the resulis.of the assessment.

The results are nct without cost, however, and the level of effgrt
has ¢ be commensurate with the ¥alue of %he program. A massive risk

sssessment on either s relstively minor progrzm.or on.cne which does
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not represent a state-of-thé-art advance is unwarranted. On the other
bend, ‘sgainst the background of staggering cost overruns of .most -mijor
weapcns systems, & good risk assessment which can help réducé these:

excessive costs will pay for itself many timés over:

fQ\mntitati_.ve Disciplineg Involved

1‘;1 this section; & feity "crief‘ -ﬁtfeai{“;’inent of certain of the more
gignificant disciplines invo {au m qua.ntitative risk assessment: is given.
It shou.ui be noted. that eac: of the areas mentioned has an extensive
1iterature (a pATL of which. is zeferenced in the Bibliography) which is
imoss:.b » 6 summarize in just a few pages. Nevertheless, an attempt
wu.l fbe ‘made to give the reader a nodding acquaintance with each subject

andntb highiight ‘the advantages and limitations in its use.

Subjective Probability

In the development of a weapon system {or indeed any new product) it
is impossible at the outset to Lnow with certainty what the final outcome
will be in terms of ¢cmpletion time, cost; and performance. At the sane
‘time,-decision makers end technical experts are not completé’iy ignorant .é:_‘f
‘what the .outcomes may be. Their gtite of KKnowledge is somewhere befween
‘these two extremes, end it is useful o havé a. laiguage which will

express their degree of velief that cértain outcomes will occur. Sub-

Jective probability is such & language.

By convention, & subjective probabillity of 1.0 is assigned 5o an
event which the assessor is sure will hippen and a‘proba‘.bi‘lity' of 0.0
is ascigned to an.event whick he. iis -sune wi;.l not happen.. For .events
wliose occurrence: is uncertain in ihe milal of the a2ssessor, & number

ibetween 0,0 and 1.0 is &ssigned,; which reflecéis his degree of belief
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that the event will happen. The only additional restriction on the
assignment qf.Qubjectiﬁe‘pfbbabilities is that if a collection of rvents
are mitually exclusive (not. more than one:can occur at the Sanc ti!e)
and exnaustive (one of the events mist cccur) then the sum of the pro-
‘babilities of the individuel events must be 1.Q.

With these conditions, “subjective probabilistg"’clgimﬂthat‘the
calcuius o probébility foliows in the same way as in the more ;éqéi
objective theory of prcébability, in which the probability of an event
may be interpreted as the expected relative frequency %ith which it -
occurs in reépested éxperi&ents. -Hhiie ecknowledging that it is possible
4o express degree of belief as a number between 0.0 and 1.0; the “"objects
ive probebilist" has serious reservations ebout the reasonablenéss. of
any further calculetior with such nunbers. While this&ccgiroversy
doubsless will not be: resolved ir the foreseeable future, the fact remains
that decision mekers mmst stiil.make decisions, and subjective probability
has been shown to be 2 usgfuk tool in deeling with uncertainty in a quanti-
tative way.

Several methods have been developed for elicitng an individual's
sgbjecﬁivé probabiiily of {he occurrence of an event, .and--fégeafch in
this area is continuing, These methcds .&fe geared 50 hglpigg the
individuel portrey in prob&dilistic tergé?;£;$<ﬁis beliefs are. They
do not come to grips with he prcbiem of %o whattexteﬁt,g;gfﬁéiiefs
reflect reslity,. a limitation which should aiways bejkgbt in mind.

I% shoiild also be noted that -a subjective ﬁrObabil;ty assiéned,té
the oceurrénce of a single .event cannot in any way be "validated"; so
any attempt to do- so is “revght vith farldre; The event will either

occur or not occur, and Will not cccur with a certain probability. To
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' overcome this difficulty, 2 "theory of scoFing rules’ is heing developed,

by which the gpsessiﬁé‘;éapapi],_ity of experts can be merfureiy. Algho;agh this

theory is in.its infancdy, it. could be very useful in, the fifiys &2 the ’
= trend toward the use of subjectﬁfe probabllity distributions foruhcersalin ki
; évents continues: ’ 4
IE i Trend Extrapolation - ' <
Because of the long leadtimes typical in acquiring néw weapons '
%* systexs, it is importsnt to:have some way of estimating what level of
v ] %
B ‘technology mey be attainable some yéars hence. This need is to some
i extent. satisfied bythe use of trend extrapolation, a quantitative
;: approach. for predicting future ‘téchnology . +
I Performance )
’ parameter
. : =
;
- g :Jh.
i ” .
T - ?reseutm" e Time i
) . - &
_ Figure 5, :
) Trend Extrapolation :
{
& g: The. points on the disgram-above represent specific technological
" g‘ achievements in the past 3nd a-curvé (if this case a straight. line) is. _—
. . x
= fit to ‘the points. Then, by extrapolation. along the cuiveé, -one predicts: ,
- 67 ,
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the level of performapce that i5 reasonable to expett at some future
data. In doing this, one assumes that the established trend will con-
tinue and that the present is not a point. of d;Scopﬁinuity or a break
pointin the curve.

Diiring the early conceptual stages of an advanced weapons. system,
trend extrapolation is a useful tool by which the planner may project
the technical capabilities of his prodiict. As thé.-design becomes more
certain it éaﬁ play-an important role in projecting the feasibility of
subsystems and components.

Tt also ‘serves tO»“red\fiég" proposals which would appéar ‘to be
beyond the.brojectg&«stqtérof-the-art, This “is' not {to say that any
projected performance parameter which: lies above tgé curve cannot be
-achieved, but rather that such items should be closely watched. By‘fhe
same token, projected parameters whith are on or below sShie curve are oot
Necessarily easily abhieveagle. Unfortunately, a;thqugh‘%rend extra-
po;ﬁtion‘may indicate that a certain technology is rg@sgﬁéble~to
‘expect, it provides no informatiosn cn how-to gn -sbout achieving that

advanced technology.

Group- Assessment

Frequéntly in estimating cost, schedules, and performance during
the ‘Gevelopment of & new wespon system, & particular question may be. so
complex or so important that a group of“é;perts is .asked to .consider
the jproblem, under the assvmptioh that "many heads are better than one."
Although history is réplete with counter-examples, in most cases. this
assumption is probably valigd.

The techniques of group assessment mey be classified by the amount
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of information each expert has cbout the estimates of the others:

Cn one extreme, eack ¢..ert zay Se asked (o zsiiimte o g.ven
Pprorian :éé@le;a-;‘;pfé;*:dsztly of thue others. IThuza a weignied

‘average approach i 4sed to combine the individual &hswers into a

single "grogp&egtiﬁaté;y Although this method has the advantage of
not subjecting the <individusls &0 intimidation by others, two obvious
disadvanitages aré the fact that the individuals caniiot take advantage
of the knowiedge of the others and the difficulty in formulating a
meaningful weighting scheéiic,

On %he othér extreme is direct face-to-face confrontation of the
‘experts with the requirement that a group consénsus bé reached. Heré
a~§éigh§§ngvéchemé i upnecessary -and full exchédnge of informdtio: is
possible, but signifi¢ant problems of intimidatiorn may .occur.

Althoigh there dre others, the DELPHI technigue has been proposéd
as a middle grousid betweén the sbove extreme alternatives. :DE@?HI‘does
not pérmit facé-to-face discussions, but rather has .éach expert .sibmit
anonymously the required estimate tcgether with a written justification
for it. These statements -are vhen circulated to all the other experts
and each- is agsin asked «tC submit &nother estimate togethet with a
Justification. The Drocess continues uniil little change in. the
estimetes from round %c round occurs: Then the median value is choéén.
as the gré&pnéésessm;ht,

Ir numerous experiments conducted ‘by: RAND>with thé DELPHI technique,

it ‘has been obsérved that after several roihds the estlmates tend to

-converge on % particular value, though not necessarily on.the "correct™

value, of course.
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Research in the area.of -group asséssmert is: continuing witi emphasis
on méthods for stripping away unwanted psychological factors and deter-
mining the optimil amount and type of information exchange amorg the

lexperts.

Cost Estimating
Although thire are many specialized, techniques used by cost

estimators, the basic method is to break ize praject down:.inio Sub-

systems and estimate the cost of each by extrapolating the cost of .similar

previously developed systems. This apprcach works reasonably welli pro-
vided the subsystem to bé estimated is not radicelly different from
previous ones. When it is (and this is becoming, increasingly: common),
the cost estimates. are at. best merely educated guesses.

Cost .estimating methodology has alreddy'progresﬁed far beyond the

evailable -data base. Due to non-uniform procedures and: inadequate book-

keeping in the past, it is extremely difficult to ascertain the -cost of

-existing systems. Without these date; it is hard indéed to make reli-

-able estimates of the cost of future systems.

Another isignificant problém inhérent in the process is the
difficulty in estimating the cost of integrating the subsystems. Each
integration problen appears to be quite different fiom previous ones,
so the extrapolation techaniqué losss some of its validity.

These ‘difficulties, are mitigated to some degree by :having engineers

as. aupart of the cost estimating team, & preetice which appears to be

gaining .ground.

A common complaint: amtng ¢ost-eéstimators in the .a€fospace industry

i$ that while they usually ‘have :sufficient time sto make the initial
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estimate, frequently they are reqilred tc "cost out" changes ‘to the

desiga in uqrgaséimbly short pericds -of ‘time, thereby inducing errors

.that would not otherwise be Qp:gsent.

” All too fiéquqntiy therétappéars.to bé fnsufficient communication
ﬁé#wggﬁ cogt anaiysts and the desiéners, system analysts, and the: manage-
ménﬁasfrﬁctgré. ﬁb;é:commgéicaéionrybuld\ghdoubtedly result in timely
dedib;:trdEEQéfs that would ﬁot impair thié performance of the product,
and would bringvit4;n at rééqéed ;ost;

%inaiiy;feveﬁ thog§h<§ingLe-poih§ estimates are required for book-
keeping éﬁrPOSeg, cogt épalyﬁtS'must be treined to give estimates in
tevms: of ‘subjective probability distributiohs for use as inputs. to

quantitative risk asgéssménts.

Network ‘Analysis

At tﬁe point in the development of a weapons system where the:
‘projedt is suffiéiently well-defined thav the Various subtaské may be
sequenced and milestones established; it is possible. to use a network
as a mathematical model. In tuis networa ine nileshones are represented by
nodes, the activities by branches, and time and cost estimates for
activities by probability distﬁibqtions‘aasignedzto the branches. By
using afy one: Gf a number of techniques, it is then posaible to obtain
probability distriButions for' th time and cost of the entire project

and the probability that it will ibe successfully completed. These

-data, then, can be eagily used to cbtain the risk of completion within

specified time and cost constiaints.
Several types<of»hetworks to represent a development préject. have

been proposed &nd are in use. Probably the most widely known is PERT,
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While PERT.mag be of vale in planning a project in which. there are few
-uncertainties; it is -generally‘ uAsuitable for devélbping. néw 'aeapon
systems. ‘The two most s:.g-xificant reasons for this unsui'cability are
the féc'-‘ that the only’ permssible nodes -are AND nodes (¥nich. means that
there .carbé no prcba.b1 iistic branchlng) and that critical ‘paths are
compated on the ibagis of their expected values (which means thet paths
they, appear to ‘be non-c;‘-it;;ca may. in fact. be the potential bottl°nem.ks).
A lesser known: technique, Critical Path-Method:(CPM) suffers 'th'e, same
drawbdcks. F

GERT 13 @ nétuork teshalaue which overcoiies sosle of the difficiiities
cf PERT in thet it admits ,prgsaimistic :bréi@gh\iz_i&hut it suffers I:‘fojn;a
.r‘e‘gt;ric‘t;é'd numbeyr of t@esﬂ of. hiodes 'that may be \i"sied‘ (in particular, AND
fiodes.are Aiffiait to deal with).

yétw_ﬁrlé similation ,apréétré"té;‘be .the ,Eééﬁ,}teéhn:iqu'e fab.vai.lablé at. the

present time; Thé types -cf nodes and distributions on the branches
which cah. be used are limited only by the level ‘of the computer pro-
gramming effort involved. A number -of large scale simulation progrems
are available which wculd be siiltable for use in 3. .riik assessment of

a2 development project.

Quéntitative vs Quilitative Risk Assessment
ment is, cleawr. A quantfc"nai:’iv.e: risk assessment is. one in .};hig‘:h\ ‘the:

estimate of the risk-associated with a Cg'rogrelm is expressSed -as a-.fumder.

«««««

associated with a progrem is expressied in non-numeric. "tgéz‘x'né: (éuchl»gge

high; medium, or low. With the eXceptiom: of the group: psséssment

P a1
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techniques, the discivlines: which were discussed previcusly ate all

qﬁaﬁtgtaﬁve methods. Qualitetive "methods," on the other hind, involve
fairly simple and direct ideas such ss ordingk rankings, etc.

‘There is no doubt that when both can be used, quantitative risk
assessment is infipitely more desirgble and ingeful. However; there are

-

tifes when the numerical de%a which are reguired for a quantitative

" asséssment cannot be obtained, and in these cases there is né. choice but
! Sfea > 2 4 ; -

to ¢mpldy a quelitative approach. In fact, at the very early stages of
the acquisition cycle a -qv;al:,tat‘ive‘apprééch msy be ke only cne poggible,
The great-disadvantage is‘that, uniike quantitative methods, it is: very
difficvlt to aggregate; combine, and compare qualitative informstion.
However, it is =z n;fx;sz‘;aiic_e’ to assign really srbitrary rusbers. simply: to

permit one to bring quarniiiative methods to beer.

Summary a{xd Rfe’commenggtion

‘The group-assessment fechniques aid the disciplines of subjective
probability, tread extrapéiatio;x, and cost estimabing: can be used to,
produce terminel results or to.generabs iMpubs to. the more powerful
scheme of network andiysis. The oubputs which ‘they: produce,, though

useful, do no% supply ihe king of information necessary fof a gquenti-

tative risk assegsment of the tybe Pequired. The technique which

guantitative risk assessment is & versatile,

offers the most promise in

~

imlétéd network approach wsing group sssessment terhnigues, sub-

gl

jé@tive probability. technological forecesting, cost estimating, ‘and

othérs as sources Of input.
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Network Simulation im Risk Assessment -.An. Example:

. It is very difficult fpr someohe'w5621$4p§t familiar with network
‘simulation to undersiand how .it can supply information useful in & risk
assessment. The following :simple, but illustrative example, is fﬁinisged
to. providé somé insight ihtg%thﬁ'p;océésfaqdﬂcﬁggidehéé in it.

Suppose a .system consists! of only ‘two compenénts, subsystem X -and
J.Sl'lbsy:stéin, Y, ehd that the course of action 45 be -eiployed ifi building
the system is to prodice édch of the subsystems-at the.same time: and
‘then- integrate them. The esSential features of this simple iprocess
can be gbstracted and mpdeledrbyuthe~follcwing'qegwn?g,%whgre the
nodes represent ‘the mil§§tones‘gnd:thé branchés represént: the -activities

as indjcated.

Production on’
subsystem X
begun

-

Poduction of Produétion-of
borl X and: Y thtal systém.
~omplete Sumplete

“Préduction on
$ubsystem Y/ .
begun 3 Figure 6.

~Nétwork=Reprgseﬁggthﬁ,6f a: Simple System-Acquisition
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,ﬁbw, although expérts familiar with the technology- required _to
produce a subsystem will iypically be unable to predict precisely how
iong it will‘tgké'o:'hou mach i% will cost to build it; they will have
sdpé idea of what values are pqséible and which are.mpre likely. This
‘inférmatién i8 elicited from them in the form of & subjective probability
distribution.

For simplicity, ‘suppose th&t a probability-distribution of the time,
ty , which is expected to be' required to produce subsystem X iscelicited
from experts on subsystem X. Also, suppose that a probebility distri-
bution of‘the time, ty 3 yhiéh ic expecied to be required ?o produce
subsystem Y is-elicited from experts on'subsy;tem Y. Finally,
suppose that a probability distribution of the time, t; , which is
expected to be required to irtegrate the two subsystems is elicited
from intégration experts.

Additionally, suppose that cost estimators indidate thdt all. costs
are linéar funciions of the time involved. In other words, the cost,

Cy » to build subsystem X is @K = él + Db, ty 5 the cost, cy » to
build subsystem Y is cy = &g + ﬁety 3 and the cost, ¢&p to

integrate the two subsystems is ¢ = &, + bt . In these equatidns

3 3=

the constants ey, , 8 5 3 réprecény the:fixgd QQSts while ‘the
.constants bl 5 By s 53, répresent the time-varisble costs for the
Frespective activities, and a specific value for each of them would
‘bé ‘fifnished by the .cost estimators.

An example distribvtion of time and the ¢chst equation associated
with each of the ‘three activities (branches) in the plan éf.action ,
(network)’employéd in &he building of the system are -displayed 'in the

figure below:
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‘probability . SU
density v
Production on 1t
subsystem X' JA
bég\in B R / ) ;
F——— & _
p%d and cx-al+b1tx 1
e -
— i }
. { Y
Production Froductiox of bt
of X and. ¥ total subsystea -
« complite . ‘ complete _ ‘
2 Intesiate X dn @
Schedile B
; probavility
: density —_
_Schedule Y
‘probability ”
< -Qens;lty P - —
,Prgduction on S VS — 1 =
subsystem Y 1 and ‘¢yraghbyt; N
begun ) - ‘
-
and °§.‘2+b2t5{‘ [ ‘
Figuré 7. -
‘Branch ‘Parameters in the Network B R
i -y Q\c
| | » ERES
The quéstidn at this point is thist Given the information above, what 3
) is the total systém expected to cost and hoy long is it expected: to Q -
take to build? The answer is provided by /simulating the:network, f )
which is accomplished in the following manner. (b
Using a c¢omputer .and random numbers, .a representative prcp’ductioh i f
time for subsystem X 1is generated from the distribution of times -
given by the experts and the corresponding cost of building subsystem
X is computed frofi the cost -equation furnished by the .cost,.estimetors. -
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The same thing is-done to gereraté a time and. cost for nulmi' su‘ﬁsysu .
r o= T EEEE 2 ~ e

. i .- . ) - - —f- - S~
Y and for integrating the :two. o T =il
- : - S T S

‘For this first pass "hrough the network, the <osty Cl i of bui’}dix‘g - PR

the total system is simply the sum of tre three costs computed is +Be

paragraph above: The time, 21 , required to build the total - system is S
simply the longer-of,the times it took to build sibsystems X and ¥ |
plis the time it ook to integrate them. We have now &sinpig,qftéd- the . .
builging of the &ystem in the computer one time:and have obtairded: a
total time, T, , and a ;ot‘al cosg, £ . i “_\' - I ;‘-: :
. Another pess is Qg;gt. made thi"ough &hie petwork to sum.'late gf;e building B ;\:Q\ ?~
of the .stystém a sécond %,ime. .Sinée the. tmt;s selected;is\ this pass will -
not be the same as before, a different total time, T, ,and a different
total cost, C, ; will bé obtained. We now have tvé.pai"zis; of time and
cost. °
1
Depending on thé size .and complexity of the nétwork,. hundreds or
thousands of additional passés through the network will then be made. .
This is doné to give the "laws of chance" sufficient opportunity to , t
work s0 that the results wiil be Yepresentative and in the correct T
proportions. ' ;
This wholé network simlation progess yleids, among other thv_f_r;\g’s ?
pairs of total time and cost for the Systém, They may be displayed in ;»\;;
a table as Follows: ’ -
I
{
i
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"~ Similated Output
_{ Total Time .| Total Cost
LA S W ¢
2 ) T2' 02
' 3 T ) C,
e 3 3
42' 1] ] t
=
=
. : v ] ¢ ) 4
f ’ g . ‘
_ 59‘* [ ' s T
n Tn Cﬁ
4
T2ble 3 )
Simuleted Distribution of Time and Cost- _ -

‘vheré n is the total numbeér of pajsses made through the network during
‘the simulation.

The column of costs in the table .abuve is then used as the estimete,
of the distribution Sf the total cost of ‘the system. And from this the
risk Sprafiie of. cost can be constructed. Its grephical presentation

might appear as follows:.

»Rﬁisk

== Total, system budget

Figure 8;

Risk Profile of Cost
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In the figure above, the risk ‘asscciated with.a tudget allocation of
$Co isi seen to 'be ahoa:r 0. hS. That. is, the probability is about, 0. 45
that the total cost of bmld:.ng the system will be .nore than $C
Where did this come, Trow? It came' “ron an examinaf,ion of the co.mn_ of
similated costs. in the -.e.ble above--en exani.nation ‘which in this cése

would heve shown tiat about Lsg of the n simileted ‘costs vwere -greater

_ then $C_ . - T

-

This same techmque is used to construct the rest -of the risk profile

of cost, and, using.the column of’ sim‘zlatetie tﬁiés s £6 construct the risk

risk_ profile .of time and cgst. :ﬁu increased con@uter programming

effort -and different ‘technit ique can~-y1em~ yes. sdditienal valuable

= information 6n the rlsk of:—i u.ldmg—the systcm*—

Informaticn of this- merzcea~ now be used. to ‘make decisions con=
cerning cost, schedule s perfcrmnﬁe 5. and acquisitio:z strategies. It
can be very useful in establlshmg reallstlc program budgets and-
schedulés or in:modifying existing ones. Additionally,, s‘inmlatiQnsof

alternate plans of -action for building a system provide an excellent

means- of comparison among, them on the basis of risk considerations.
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CHAPTER V: RISK ANALYSIS

3The Nature of a Formal Risk Analysis

It may seem that -a -paturel result of & atudy of risk analysis would
be a very éeta’il‘e@ methodology ‘or téchnica; -manugl for actuslly per-
torqing a risk analysis. oi; a propcsé’d‘ weapon gystem-and a specific format
for pr?seni;ipg the reéﬁlts’. . However; because of the great differences in
various pro,ﬁ"ects and the time span from the -early conceptusl phase to the
la.z development phase in which risk analyses should be performed, no
single. style of analysis is universally applicable., Indeed, it is hard
to f£ind a singie style of analysis which is even représenta,tive. On the
other hand; it would be equally ih’appropria.f;e for this study to be no
more specific: than to merely exhort plianners to perform some ill-defined
risk, analysis. :

‘Therefore, we have chosen a middle ground: ir. the sense thai we will
identify thé general nature of a risk analysis and specify the ‘outputs
i;h;t_. should result from a good risk analysis. of virtually any “ype of
weapon -system at almost any stage in its dévelopment.

,isk anaiysis is a highly coordinated exdminatioh of all factors
which :affect the risk of acquiring a weapcn -system. The coordination
which is :riécessary is between iwo different.areas. First, there are
‘the ‘various stretegies which are available for dealing with the problems.
which arisé from uncertainty; i.e., the risk management. strategies.

These were ‘tfeated in Chapter III. Secondly, there is the estimation
(either quantitative or.qualifative) of what the risk associated with
& specific course of acticd actually is,. i.é.; risk assessment. This

was treated in Chapter IV. In & normative fashion, we:shall now clarify
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nature 68 the: coordinetion between these two arees that is required
for a £isk ‘analysis.

1. We begin 4t $hat point in time when a particular program
ig«prbposed iar ofder to astisfy ar alléged need. Thé first step. in a
rigk analysis 15 Lo zssess, elther guznkitetively or gualitatively, ‘the
risk associsted with: thé program as it is. proposed. This is accomplished
by the risk assessmest group using the technigues introduced in Chapter
IV, and it does ot rely on the generation of management alternatives.

2; The second step in & risk arslysis is to idéntify those
aspects ‘of the propcsed program.waich are consxdered to be problem .areas.
This is & coordifisted effort betwesn the manager and the risk assessment
group. The mirager, with the -aid of ris stiff and specialis*s, deter-
mines ;hése &épgé@é of t&é&g&Sﬁbsgﬁmprog:&g_y@}ch.afé potegtiql problem
areas from a techniczal, budgetary, production or design,viéﬁpoiht, The
risk assessment group determines these agnects of the proposed program
which are potential problem &rsas from 2 sensitivity analysis, provided
the assesiment is: quantitative. -A s@ssi itivity apalysis is en gxaﬁiﬁa-
tion of how sensitivé the resulisz of the aasessmenf (tre,risk essociated
with the program) are o changes in the inputg. It reveals which
factors, when sltered, cadse significant changes in the resulis., It
41s0 reveals which of the imput factors 2anve eltered and still not
signif.cantly affect the resulis of the assessmént.

The manager and the risk aséessmentﬂgraup%ﬁaw\need to
combine the résults of thelr &éparste efforts and arrive at a single

set of potential problem areas. Obviously, the sét will contain all

of those dréas which both: the manager sad risk agsessmeiit :group singled
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out as being potentially probiematical, and it will not contaiii any
of those areas, which both singled.out as non-problem aréas. However,

it ie nbt.necessarily true -that the fet should contain all of’ thosé

'y

_ areas bow

<

+hict. the mappger cad the r:sk assessment group Aéigagree.
There may be areas which the manager singleés out as poténtial prébiem
areis which can be shown to have ittle affect on the overall risk on
the basis of A sensitivify.analysis. Thése should: be excluded trom the
finel get. (Similariy, there may bé areas which the Figk assessment
gioup $ingles ont as potentiai ﬁféblém aress Which the ménager is con-
fident.will not change. These roo should be -éxcluded: from the final
s¢t. The need and benefits of coordination in tHis step are clear..

3. Now thet those areas whose impact on the risk .of the pro-

‘gram is jpotentidlly adverse hiave been isolated, the third stép in a

risk snalysis is o propose means &f avoiding of redueing these proslem:

afeps. This task falls J:a.zrgély' to the man‘é”géi; and-his s,gaé':ff snd
drecialiats and it is:.accomplished by the "ipcorporation of appropriate
7acgui};§itioz; sﬁrt;tegies discusséd idChapter ITE. A‘i‘hﬁe result. of this
s:tegt;i:s« the generation of 'm‘a\-iv, .and pre'_égm&bly better,. 'ilterr;a‘@ive
courses ‘of aétion. A |

L, At th__is,:_:poi’r;t we are _rgé.&jy’ to repeat. the q.,bgye ‘Bequence
?Begixining with step one: for eacnn of these néw a};g:,eiz;)ativgs. 'i{l_xis
iterativé process is. then continyed until nc.‘bagiicafj,;yj ;’.éw :@lternatives.
are proposéd. This, then, is theé ature of & risk analysis. The
formalizetion of the analysiis- is ac<comp1:‘ishéd‘ by the formating, dnd
presentation of the ,f:;esglgs 40) & -decision maker. We now turn -our
‘attention to a normative ;i‘iscusé\._ton‘ of what the outputs of the risgk

anglysis should be. -

82

AR

e b -



. - :‘\:\. ~ VoA (‘:V’;’« A i; - - v
v - - ol ot P PN . 22 T L . e
3 Outputs of & Foruri Risk Analysts -
' 1. A general description -of the n&o@}pegt, qflgémintiéS' (tm‘ )
technigd'lfd inté;n{ii program, cznjgroées‘s)ﬁ w!x‘}.ct_x‘d.irgqgé&” ’#he selection. -
- of 't,hé original course of action. ) ) ' - -
'»7 2. »Irgientififzéition ,of ia’];terriate _courses of action V(éuckh asz&ai”qugre‘ r
‘ gtodfing? \pa:‘a‘I;g?; yd’evélonmenl*f,‘,étc,) o z'-eé"o?.ve the“.igxgjdi' unf:ertai@i:"eﬁﬁ». i
- 3. ’A‘detailed disgussion 9f.‘§1_2ei:fpote‘nti§1 prc?plems in ge}g:h‘ g,‘]gx: ]
program giémen‘;wfd;“_‘each cdurse’ of sction considered. In addition to -
technical uneértainties, ihis discussion should inélude’pqucess ) -
“ - uncertainties {e.g., budget), target uncertainties (e.g., engineering ]
‘, | specifications) and irtérral program uncertainties (e.g., key personnel). B
a} k., Individual a.nd Joint risk profiles of_time and cost for each |
| alterggtive ,coursg of action. i The inhe:\fent assumi)tion)‘i:s-.“that the n
§pe<£::xtfig: q:esli:red pez’-fonpénce‘ is.l:..obtained 'b;gvi,‘oilcwing the course-of =
action. ' R [
: ‘One of the principle ocutpubts of the simulation of a network in
: which the time and ¢ost -associated with each branch is a random variable, ' |
. } is ‘g joint distribution of time and. cost for the entire project. And -
. ailthogﬁgh, it 2an be displayed in-a three dimensional figure, this joint =
». distrivution ig difficel tg.work with. However, since timf: and cost i
: are dependent, it ig esSential %o be able  to 2ee how they combine to -
'7 _ affect the risk of the program. This csn be accompiished ‘with the aid i
’ of & joint risk profile of ¢imé .and cost (which is easily obtainable .
', from the: Joint distribution of time and cbst)‘ similar to that. shown h]
§ below, %
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Joint Risk: Profile of Time sndiCost

The curves on this graph are lines of gc_iuai‘ risk. For a

perticular schedule and a particular budget, the total program risk

can be approximated by in’;.erpislating’:betwé‘e'_n‘ *the curve$: For example,

the ‘total program risk agsocisted with e budget of ¢ and a .schedule

e~
T e

4

e VN

of t, is about 0,25; di.e., the probsbility thet the program-will P
cog,‘t« more. than: eQ and. t‘ake, longer than t, is:about 0.25. % Q
klso obtainable from the output of the simuldtion of a network ;;’ﬂ \
3 in which) the time and cést associated with éach branch (aét;vity)‘is' E -
. & rendom varisble is the individual distribution of total program: % ‘é
;%‘\‘ ] cost ‘and the individual distribution; of total program timé. And. 3 “
@ EX from these .are easily obtaihéd the individual risk profile of total L ;
%/ > program-cost and ‘the individual risk profile of total program time. Q“
fﬁ 1 Typical glrgphs are shown below. "5
L L !
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Figure 10,

Rigk Pféf@iés'affriﬁqﬁgC§ét

For example, if the toptal time allotted for the project is b,
weeks, then the risk associated with this ‘schedule is ry s i.e., the
orobability that the project will teke longéer- than t, weeks to completé
is ry ¢ Similarly, if c, ddllaf§)é;e budgeted for ‘the project.‘the
risk associgted with this funding leével is r, ; i,é., the probability
that. the program will cost more than $c, 1is r, ~ Hoté that since
timé and .cost are not independent, the probability that the program
will cost 'more than $co and take longer than. tQ is not icft --it
can only te obtained from tie joint risk profije described above.

5. An, analysis of how..sensitive the risk profiles . are to change in

the finputs. IY is crucial to know which factors, when altered, -Gause
significant changes in the risk profilés. It is also essential t9 know
which of the input factors can chenge and still not significantly affect

the risk profiles.
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6. Tradeoffs, as recommended by the Program Menager, for maintaining

=l
L

the overall progrum within.specified cost, time, and performence thresholds.

7. Comparison with previous risk 3nalysés of the same project. For

lw‘

exampie, if the risk profile of cost changed from curve-A to curve B, it
would indicdte the risk associsted with cost hdd indreased.
Risk

1.0

SRS .. ———————:-Cost,

] Pigure 11,

Comparative Risk Profile of Cost

s
— K

8. ‘A cdomperison of the candidate management courses of action and a

recommendation .of a preferred course. of action on the basis of risk .con-

L siderations :alore. (It should be noted that this selection is fiot based

on. considerations of national utility; political pressures, threat

asséssment, etc., which are other inputs to-the decision-maker). For

example, in the graph, curves /A and B sre the risk profiles of cost.

for two different manegement courses of action.
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Figure 12,

-

Risk Profiles for- Alternative Tourses of “Actiom:

If c, dolldrs are budgetéd; the risk is tlie same for each; but if
more than ¢, dbllars are budgeted, strategy A is prefefred.. -Similarly,
if less than go dollars are budgeted strategy B is preferred..

9. A discussion of the major‘aSSuMptibns and’ an explanation of the

disparity whén the results are differént from.those expected. This

serves not oniy a5 a check on the work .of the risk analysts but also

enhafices the credibility of the study td the decision-maker.

The Use.and Benefits of a Risk Analysis

In the precéding sections. of ‘this chaptér we nave addressed thé
issues of "how to perform a risk analysis" end what the gutputs of
en analysis should be, We now direct our attentisn to a discussion
of how a risk analysis ‘should be used as-an intégral part of the
decisidn-making process and the: benefits which accrue from its use.

A risk analysis may be part of 8 continuing effort by the program

smanager to keep abreast ot his program, or it may be prepared specif-

\
ically to evaluate alternatives for @ major tradeoff decision by

87
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1 ihj:él;gi:. level authority. Either case cclis for & continuing assessment

.j 9;"' fﬁe progrl:;lm risiks. A continuing assessment helps to glete;‘miﬁe if
B! thére is & decision to be made, while & risk. analysis helps determine

: ¥hich altgrga@j:vé to choose.

‘ D 7li'he;é are at ledct three: s.’g@,ifﬁ:ant usés for a ‘riérlg analysis,
E ) L. It‘cgn_gfgvideqtpg,Séggiges~anq,umgge specifically, the

‘ | Prograin Menager, with a éa;‘?biiii;y to identify the sigaificant sources

f 3 of program risk and to-evaluate each of the individual inflieiices to

; N .dgtérm‘i;ﬁke- thé.propgi'ﬁ,al;l:.qca”tito‘nj Gf,ﬂresqurcgg éﬁdyet"fortgé for the reduc-
| tion s contro) of thnsecsisks,

' ¢ b i V The identifi.;ti\on of major risks and uncertsinties as

_,/J ’ 1 determined by -the assessment -should be a pﬁartAotj' any periodic high level
5 's " réview for major programs. In the past, such exposure of possible pro-
: " gram ‘problems has ‘been frowned on by .some .Program Managers for fear that
1 the prodlenis would be -construed to6 'be thié résult. of poor program manage-
. :] ment. It:is time that - all cohcerned accept the fact that, in: complex

A L weapon system development, unexpécted problems- will -arise due. to the

& —l inevitable lack of complete kiiowledge &t program inception. Furthermore,
i ’ - many of these problems aré Sutside the direct control of the Program

f? )I' Manager-and _?a;LQ_.i,of. them tend to ixiterl_sify‘ if left. unattendedfx Por

) these reasons. it is esséntial that emerging problems be brought to the
‘i : L attention of a high 1lével review .as: Soon as they are. identified.

2. Risk Analyges provid¢ the military Services and’ the Office

of the Sec¥etary of Defense with nécessary information bearing on the

pfogram risks in order to seleét -an apprdpriate courses of ‘action, !

establish thresholds, or terminate the endeavdr.
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The Services have a vital need-fGr a thorough risk analysis
of -all-#lferiative systems coiisidered to meet an.gperational requirement.
In many cases it iz impossible to determine today just -how certain -
systess evolved 8s the answers to g;vex; threats. Areifi@ and well
documented amalysis of the risks and uncertainties associated with each
alternative system would not ‘only assist the Servicei:fidiﬁtifyigg ;bhe
best program to-present for negotiation ©f the l;evel.apignt Concept ;Paper,
but would tend to-ke’ep the Service in a defensible position on that pro-
grem throughout the Conceptial Phase: The review of the preferred
alternative by the DSARC (or’'Congress) at each major milestone cal':\.q for
end will tequire a formal risk analysis.. In the ch,ai-tez: for the DSARC,
authority hes. been .granted to-éstablish working groups to assist the
Council members in-their reviews. One such working.group, should be
assembled to consider the analyses presented by the: Services: at the time
of proposed entry of a major program into ¢alidation or into Full Scale
Development. The recommendation of this group should bé: oné of ‘the:
inputs. to the DSARC decision at that milestone.

3. Risk Anslysis provide the Progrem Menager-with more complete

inférmation -on which to base the Initial Cost Estimate (ICE) and a more

meaningful method of presenting the Estimate to.the DSARC aad Congress.

The. Pro’gram Office i normally established at the time £he
operationsl requirement is defined: It is anticipated thet the early
risk ana;;fs.is performed to; select the:.,b“est: systen during Concept:
Formilation woald form the basis for the Program ﬁ;regtor‘ to develop
a comprehensive list of technical uncertainties to be addressed by 'the

contractors in competition for the development contract. 'Since.'the
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Program Manager -is' normelly responsible for prepiiring the cost estimite
to present to the DSARC. at ‘the conclusion of the Concept Formulation
Phase and for use as the Selected Acquisition Report (SAR) baseline, it
behooves him to coordinate closely with the Sowice Selecticn Authority
" to insure that the contractors analyze and document all the. fiajor problems
in developing the specified syste.m‘ and include the posgible effects of
such problems in their cost estimates. From hoth the Service's and the
DOD's viewpoints, it is: imperative that the %up*st realistic ICE be
reported in. +hé SAR; Thias can be accomplished only as a result of a
‘thorough risk analysis. No one entity affects apparent cost growth
more than.the Initial Coct Estimate.
During :the ¢ooling-off period, between source selection and contract
award; the vinning contractor's risk analysis' should be updated to
refléct any changes that may ‘have béen made in thé stated operational

requiresents. The Program Manager shoild then usé that risk analysis

to’preseént, for the current required performance, a joint risk profile

of ‘tiite-and cost to the DSARC. (Of course, the Progran Menager will

have already determified-.a desired budget -and schedule fr'm the profile.)
The profile woild- illustfate feasible ranges .of cost.and shedule; ang
.aid the ‘Program Manager in immediste negotiation of his position, if
that becomes necessery. From such a risk profile, the DSARC .could also
determiné the program risl;;r associatéd with the thresholds: stated. earlier

_ in‘the DCP.

The primary benefits of a formal risk analysis derive from an

: ipcréase?i degree. of realism and. thoroughness which this analysis

injects into the program. It is the means by‘which the. manager choses
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from among the 2lternatives availeble to hik.in 'a decision-making
environment characterized by over-optimism, uncértainty.snd change. As
many members of goverrment and industry :pointed out 'to us' during the
preparation of this. report, "A formal risk enalysis i‘s"p\{tﬁing on. the
table these problems-and fears wnich heretofore were :ecoggiiéd’ but

- intentionally hiddén." What follows is 8 summary Gf the major benefits
of a formal risk analysis.

1. A gcod risk analysis. at the start of a program is one of the
besf vays to-aid management in carrying out a caréful, detailed program
planning operation, ‘and to better fix the constraints of -a: program
(cost, schedule, performance) at the earliest phases where the payoff
is. greatest. Indeed, risk itself cannot be defined until the constraints
themselves are clearly defined. The fixing of constraints thus becomes
an iterative process which involves exeiining the risk of adhering to
the ‘candidate constraints.

| 2. By focusing proper attention on each and. every program
activity .and event, the likelihood of adverse siurprises is:

gr2atly reduced. To say the least, a good risk analysis constitutes

an extremely extensive planning effort if which the aim is the identi~
fication of all expected: rough ‘spote in the entire program. Change,
when it comes, is' énticipated dnd the alternstives aveilable for dealing
mith those problems which induce, change. are planned in advance, thus
reducing undesirabie impacts .5n program wactivities.

3. [The careful analy¥is and planning operation rioted above
will assure a totek sy”st‘exp‘s“;iiiproach in which engineering ’functrt;nﬁ ;

program budgets,. and time s¢heduleg are viewed together. This resuilts
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in balanced program pldnnj,ng, éaéﬁ facet of the program receiving its

fair attention.and evaluation,. and enables program personnel to better

estimate the ability of the .program to reamin within the éstablished

- conétraints.

4. If a risk analysis is performed at the start of a program
and if it is -contwinuogsly updated, the problenm areas will be idenﬁifiéd
as early ag possible.. This will péj‘mit the earliest and the most timely
sqpéduungaéf appropriate efforts aimed at their solutions:

5» With maximam adva:nc‘é notice of 'theioccurrence of specific
problems,, progrem management will be b‘ette_"z:'. able to optimizé the
allocatidn of funds to the various. program dctivities. This enhances
the 1ike2j‘;‘ihopd of adequate apportionment of personnel ém.i facilities
geared to a realistic assignment o;‘“ﬁrigrities..

6. The very process of performing a .complete risk analysis
forces the collection of much useful information with attention focused
-on critical ipfornb.;i.pn gaps.

7. ‘One of ‘the major benéfz‘:ts of risk.analysis may be that it

alerts management to ‘the need for replacing unrealistic “single value"

‘egtimates by probability- distributions..

8. As the.accuracy of management &nd design approaches is
increased through the use of probabilistic parameter déSci‘iptions , it
is expected that there will be a better -chance oi‘,iobtaining an optimum
system configuration. ‘

9. Kogood anelysis of risk is basic to the argumént neéded to
,justify budget requests. Officials are more likely to bel convinced by
sound analysis t;p'ah’ by some rather general statement of bglief--they

want credibility.
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K 10} Risk analysis provides a maiagement tool for evaluating the: _

decisions of the Program Manager. ) 2|
- Risk Analysis in the "Organization Struéture ' LU

The concept -that -a risk aralysis requires an iterative interaction sl
betwéen the manager and the assessors,. coupled with the fact that. the

! contractor has the data, dictates that the analysis must. be. performed

in either the ;nili’qary~or contractor Program Office .. Since the military

-
) and contractor minagérs for major progréméz are in glmost daily contact, L

_the most efficient scheme would be to hive the assessment done by the 11

‘ contractor, with the seléction of alternative courses of action-made ) .
by the.Military Program Managér on recommendations. from the ‘Contractor [
: Program Menager. ‘This arranqgmeht.kégp@‘ the militery PM--the one with ]

Most to gain from.a risk-énalydiiscsid cengtant touch With those factors. _J :

affecting his program. ~ . &l es

The picture that has been painted thus far is priieriiy one -of .o c
program-advocacy--8s. it should be i the Program Manager is to be ]

expected to include such .an analysis. in his mendgemen’ techniques with
any degree of utility and enti;usiasjﬂ\. Howevir, if the Progfam Managér is
faced with a decision that requires tradeoffs outsidé the thresholds -of : 1
his charter, he should be prepared ﬁo present a.complete risk analysis I
with. several alt’ernath;e courses of action and his recommendations to. E
a ‘high level d'éci's“iog board within his Service having major tradeoff

aii{ihf)ritsf. At the same time, PM's of major programs should be pro- @
vided dif‘rect access to such & board. This board, or review -’éourgcil, .
in turn, which may vary from Service t6 Service, 'should fund an ' E

iﬁdepehdept evaluation of the risk analysis to aid in making tradeoff i%
: ¥
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“ﬁécisﬁbns, 'Tﬁigfgya;gafion could b€ dofie- by another contyactor; a
nodéprsfit orgﬁéii@tfon;»a-éonsu}tiﬁg firm, of a Service ‘organization,
and would :provide a check on -the accardcy and compieténess of the
‘analysis submi%téd by the Frogram- Mansger's analysis. The results of
the evaluation should be grésentgg ;gg&xltaneous;y to the Program Maiager
and the: Couiicil's sté;f akd included in the subsequent tradeoff dis-
cligsfons. Furthermore, for major tradeoffs both the military and the
cpnﬁ?qqtp%iﬁfpgrqm'Ménagerg should be present to interpret the content
arg source of the:-analysis. )
‘ The éefvigé ‘Couricil or DSARC risk analysis steff should be minimal
in nuber, and séf&g as the administretive and advisory I;nkAbeé;een
thé Council 'and the'indépendent: evdluétion.group.i(the that we've used
the ﬁord""éva;gatién;? and: not "@nalyéis;“)~No~ipdepeﬁdent,group‘yill
ever be able to effebtiveiy’pe;fbrg a fisg aneglysis on & program.
Eecause they are indgpé@dent\theywwiil neither have accéss to the vast
amount of data necessary to-do the assessments, nor will they be able
t0<efficieﬁtly interact with fhe Prggrqm‘Mangéer‘to obtain the iterative

'selection of .alternative courses of action to assess.
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SERVICE BOARD

OR. EVALUATION }——
~ ‘thuzw COUNCIL 7 :
~ 'INDEPENDENT
RSK VN ayALysis MP|  EVALUATOR
(ANALYSIS /| V& J |
N 2 —— ~- V.
| ——
L 7 N
» - [EVALUATION)
\\ //’
PROGRAM MANAGER - = - — -~ T
TERATIVE
DEVELOPMENT
- OF
_ RISK ANALYSIS
4 CONTRACTOR
FIGURE 13.

RISK ANALYSIS.OR¢ ORGAN!ZATIONAL
ST RUCTURE IN THE SER\'!CE

—

Fxgu.re 13 «sh:ms a proposed orgam.zatmnal -structure thhin each
‘Service £3r c:ffectlvely developmg and using the outputs-of a risk
analysis;,: The structure promotes utility of the analysis within. the
‘Program.-Office, ‘enhances objectivity of the Program Menager-in his

actions outside the Program Office, and provides well formulated

alternatives to those éntrusted-with.major tradeoff authority.
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within DOD: Note that only the preferred course of action is pre-
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'FIGURE 14.

" RISK ANALYSIS ORGANIZATIONAL
‘STRUCTURE WITHIN DOD-

Bee W el Mg

Figure. 14 -shiows & proposed risk anélysis ¢rganizgtional .structure

P . ot R

sented tb the DSARC.‘NThe innovative feature of this structure is :
that risk profiles df time and cost, -as opposed to point estimates;

are presented for review.
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CHAPTER-VIz CONCLUSIONS AND RECOMMERDATTONS

‘The goal of thié study has been to examine the DOD Weapons Systéms
!
Acquisition. Proceéss to. see 1f the concept of Riak Analyzis can contri-

bute.. ‘Wé conclude that techniques exists for conducting a. risk analysis,

-and that such an analysis can be a vdluable management tool. Gt;idance

has been provided for its preperation:and use.

The ‘conclusions which follow have emerged &g salient points of
‘our- study. Each conclusion.is accoiipanied by a recommendation for action
that ie feel will ‘help establish the q;icéle of Tigk assessment and analysis
in the gcqﬁisitj,on ‘eycle, We:by no ml:f:ans congider this an exhaustive
list of proposals for \chan_gé; to present La‘c‘:quisitidn methods. ‘The
recommendations: given here aré intended to augment the suggestions given

in the several other ‘recent Jocuinents on weapon system ‘chuigjlﬁ,_ﬁfi,
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CONCLUSION 1:

ORE OF THE BASIC  PROBLEMS IN ANY STUDY ON RISK IS THE LACK OF A

‘GENERALLY. ACCEPTED ‘GROUP-OF DEFINITIONS. "Risk" is 6ften used to mean

the “prébability of failure," but ‘some studies include the concept of
the "impact. of failure" .in their definition of risk. Also, many manage-

ment -6fficials have used the term "risk" in a context where "uncertainty"

-Would be moté'approggiate.«‘Thps; the genersl "uncertainties" of the

‘weapons acquisition process become confused with the more specific:

"technical risks."”

RECOMMENDATION: 1:

ESTABLISH DOD DEFINITIONS OF 'rm-‘ BASIC' TERMS AND CONCEPTS:USED IN
RISK ANALYSIS. A list of candidatésdefinitions is as follows:

RISK: -The probability that a planned event will not‘be
-attained within constraints (cost, schedule,
performance) by following a specified course -of
.action.

UNCERTAINTY: Incomplete knowledge.

RISK ASSESSMENT: A comprehensive and structured process.
for estimating the risk assoc1eted with a
vparticular alternatxve ‘course of actlon,
also.the product‘oﬁ such a process.

RISK /MANAGEMENT: The generation of -aly ernative courses
of action foF reducing risk.

RISK ANALYSIS: The process :of cofmbining the risk assessment

with risk management in an iterative cycle;
also the product of 'such a process.
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CONCLUSION 2:

TECHNICAL UNCERTAINTY MAY BE ONLY A SMALL PART F THE WEAPON. SYSTEM
ACQUISITION PROBLEM. SUCCESSFUL PROGRAM DIRECTION ALSO REQUIRES MANAGE-

MENT*(F TARGET; INTERNAL PROGRAM, AND PROCESS UNCERTAINTIES,

'RECOMMENDATION 2:
REQUIRE.ANY. "RISK ANALYSIS" TO INCLUDE CONSIDERATION OF TARGET,
TECHNICAL, INTERNAL PROGRAM, AKD PROCESS UNCERTAINTIES.,
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CONCLUSION 3: -

IN THE AREA OF QUANTITATIVE RISK ASSESSMENT, AGGREGATION TECHNIQUES

(SUCH AS NETWORK ANALYSIS) ARE FAR MOKE. ADVAKCED: THAN- THE. TECHNIQUES
FOR OBTAINING INPUT DATA -(SUCH,AS SUBJECTIVE PROBABIDITY AND
. ¥ECHNOLOGICAL. FORECASTING).
RECOMMENDATION 3:
FUNDING- Pi;;qnm FOR IMPROVING METHODS: FOR QUANTITATIVE ‘RISK

ASSESSMENT- SHOULD BE/GIVEN TO DEVELOPMENT OF INPUT TECHNIQUES.
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s I
* RISK ARALYSIS ‘PRIMARILY BENEFITS. THE. PROGRAM-MARAGER.: NO AGENCY
OUTSIDE THE MILITARY OR CONTRACTOR PROGRAM:OFF'ICE. CAN' EFFECTIVELY PER-
f FORM-A. RISK ANALYSIS. OF THAT PROGRAM. Caly the l(ilitnry‘l’rggfa“i Oftice:
’i’ and the. Contractor's Program Office: hiave access to the vast (amount ‘of IR
) z data necessary for the assessment and effective contact withithe ngnn . '_
: Manager: for selection of :alternative courses: oflictiqg. - Suchia risk £ s :
§ .- analysiz would’add & new dimension to the presentation of alternative - .
f course§.-of aition to the level of mantgement. egf;l"qsf,egaf\'ij;ti‘x,injpi' trade- 2y
off authority, particularly when supplemented by an indsn?ndéntfvgt:evalg’tion ’ L ‘“ ;
{ of the Tisk analyéis itaelf. : . i
‘ [’S o
ol IR
RECOWENDATION b, : o
o--Direct each concept formulation: contractor: to perform-a. risk, - L \
analysis of ‘the system.being proposéd for negotiation. of the Development M 1
Conceépt Paper. 7; :
o Direct ¢ach contractor in the source selection competition to ;
perform a risk &nalysis and specifically include at least ‘the -uncer- F # B
tainties identified by'the risk analysis .perform_gd"ﬁd\ii'ing\ concept. é 3
formilation. . m( c
o Require ‘che \Program Manager and the winning contractor to update ) & z
th‘e‘ risk analysis after scurce ’selectiqn\and before ‘contract award if B;
sdjustments .are made 'tc the, stated :op‘era_,ti’o'n.al requirements during. ] "
that period.
| 6 Direct the cofitractor for eaitch ‘major on-going program to conduct } <
a continuing assesgmint of the risk in the program. The Program -
A
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RECOMENDATION 4 (Contd):
‘Manager should: use the l;es\_x]g‘.ﬁs of the cdutinuing agsessment in his day

“to day, mn_ag,elent'vdegi,&,igﬁs'- .

o Require the I,’rosrag Menager to present the results of a current

risk analysis, to includé alternative courseas of action, each time: the

program is reviewed by higher service authority for a major tradeoff
decisiop. '
o-~Reguire the Program Menager to present the wesilts of a risk

assesswent of his priogram, specifically the rigk profiles for time -and

cost, each time the progran is reviewed by the DSARC or Congress.

o. Require an igdgpéndent eva_’l_ua.tion\of the risk analysis or
assessment each time. the program (§tq;i;,|;s is. presented to higher:

authority for a major- tradeoff or-milestone review:
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) CONCLUSTON| 5 S
2 INITIAL COST AND. SCHEDULE ESTIMATES FORMAJOR PROGRAMS HAVE ul
o TNVARTABLY ‘BEEN OVER-OPTIMISTIC. THE RISK THAT COST AND SCHEDULE 01
CORSTRAINTS WILL NOT BE MET CANWOT BE DETERMINED TF-COST AND SCHEDULZ N
\‘t ESTIMMTES ARE GIVEN IN TERMS OF SINGLE POINTS RATHER THAN DISTRIBUTIONS. i
| =\i | R
= ’ e { ¢
- o 0 - TECOMENDAIION J: 1
= KEPLACE U POINT ESTIMATES OF'COST AND.SCHEDULE, PRESKNILY USED i
k- ‘ E WITH THE. JOINT RISK PROFILE FOR'COST AND scmum FROM THE RISK ANALYSIS ]
fé s DEVELOPED AT THE CDTMPfET”lC‘H: OF SOURCE SELECTION, At the predent time, ,
: E}:xi_g, can best be obtaiied from ij.ﬁg output qf a versatile, simulated -
3 L :ﬁ’g’t‘-f’c:;};;ap’p‘j:ﬁﬁélivusiné inputs from g;quﬁ-'igsggsméﬁt technigues;, S

2 subjective probability, technological forecasting, cost estimating,

and: others as iicurces.-
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CONCLUSION 6:.

TO OUR KNOWLEDGE NO MAJOR DOD PROGRAM HAS DEVELOPED OR USED A RISK
ANALYS]S OF THE. MAGNITUDE ENVISIONED IN THIS REPORT,

RECOMMENDATION 6:

°

 INTTIATE. TEST CASES IMMEDTATELY. -FORMAL RISK ASSESSMENTS AND ANALYSES

SHOULD ‘BE USED THROUGHOUf £ PILOT PROGRAMS TO DETERMINE THEIR FEASI-

" BILITY AND U'm.m 0 & DECISION MAKER.

For a thorough trial, prototype risk analysis programs /should be
initiated in prb'gramsh ip édch of the three phases beldwi:.
Concept Formalation -

Validation
Full Scalé. Development

©0»0 O

The ckaracteristics of a Risk Analysis prototype shéuld include:

A msjor program.or subsystem

A relatively short duration

Comparison with a regular program

A foml risk \assessmnt done by the contractcr

‘An- evaluation of the contractor's risk analysﬁs by ‘ai
independent agency (another contractor, non-}arofit
corporation, consulting firm, etc.)

00000

The pilot program should assist in evaluating. and detérmining:

Procedures for risk assessment

Appropri.ate team acomposition

Input data requirements for a risk assessment

Methods of data presentation; to a decision makei:
puts .of -8n acceptable Risk Analysis.

Othér problem &reas.

0.0 0 0:C O
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CONRCLUSION. T
THERE ‘IS O "OKE BEST WAY" 70 CONDUCT A-RISK.ANALYSIS. There are
many quantitative and. gqgiitative methodologies: ayailable to assist

the. analyst. The procedures to.be followed for & given program should

‘be left to the disdretion of the Program Manager with the advice of the

analysis team: The common denominator that should be expected is

uniform:output information.

¢

RECOMMENDATIONGT : 7 {

THE FOLLOWING LIST OF OUTPUTS FOR A RiSK ARALYSIS IS RECOMMENDED.

PILOT "PROGRAMS SHOULD RECOMMEND THE MSGT USEFUL OUTEFUTS'

1. & ,.generb.i!. description of the ;ypes of uncertainties in the
program.,

2. A detailéd discussion of the potential problems in each
major. program ei’*e_ment {engine, etc.).

3. idgptifca'tibn of altgrix‘étg mahagement courses of .action to
resolve the major uncertainties. .

L, Probabilizty distributions of time and. cost; risk proﬁle_s
for each course ofaction.

5. A sensitivity analysis to dekermine the efféct of input
perturbations on the risk assessment outpiit.

6. Tradeoff studies as directed by the Program Manager for

maintaining the overall progrem within specified cost, time and

performance thresholds.

7. Comparison with previous risk snalyses to identify trends.
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RECOMMENDATION .7 (Contd):

8. A complrisbfx of thé: candiddte courses of action and a

recommendation of a’»f»rgrgrhred strategy based on risk considerations
&lone.

9. ‘A discussion of the major assumptions-and.ah explanation
y . of the disparity when the results are different from those expected.
A t N e
l;: * -
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CONCLUSION 8:

g
g
o
%{.
&

TR TR T Ie Ty
|

THE CONCEPTS OF RISK ANALYSIS' ARE INADEQUATELY UNDERSTOOD. AN
EDUCATTON PROGRAM IS NEEDED TO: INSTRUCT ANALYSTS AND MANAGERS 1¥ Tk
PREPARATION AND USE OF A FORMAL RISK ANALYSIS. A

At the presént time; there are very few people ‘iii‘the m’ilitiry
%

.services or-industry who are qualified by experience to perform a

‘quantitative risk -ahalysis. Similarly,, there are few managers who :are

accustomed to using the .outputs of a risk analysis. For instance s
probability distributions ‘more accurafely depict .the‘ risk of development
than do.point estimates; yet there is w-i‘despread resistance to using a
probébility -distribution because it is-an unfamiliay or -perhaps ‘suspect

technique.

REcom-?:@quN 8:

FOLLOWING A MEANINGFUL PILOT. PROGRAM, DESIGN AND IMPLEMENT A RISK
ANALYSIS EDUCATION PROGRAM WITH THE FOLLOWING MAJOR AREAS OF EMPHASIS:

Short orientation. courses in risk é.palypi,s for high-level

officials who deal with uncertainties in program managepent and program

approval,

Longer training courses to outliné the details of risk assess-
ment techniques for selected personnel who may be required to perfdi‘n;
such assessments in the government and industry Program Offices.

Introduction of Risk Analysis as & discrete subject in the

curriculum of approprigte governmesnt schools such as-the Défensé Weapons

v g

System Menagenment Center.
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‘RECOMMENDATION 8 (Coritdy:

»Assi’gnment;oisl;ecial];‘y::;talént.ed‘ military and.civil service

e

perso“hnve]:‘t&.a."no‘h-,profif :édrpex_‘a,tiop or private cconsulting firm with

expeBtise in I@i;ik,Aga;yng. ‘Such selectees Bhould: already have &

Master's degree in operations research, systems analysis, or some

rélated discipline and:their-gssignment (for up to a year) would

qualify them to cofiduct formal Risk Analyses for the Services. This

.on-the=3ob trqining“iqgldhsigi‘i:‘lﬂcgnﬂy‘ incresse the Service cape-

bility to pgrfqm=~gnd; ujge'-‘?Ri‘sk Analyses and has its precedent in the:

"trhinipg with industry” program.
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