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CHAPTER I
INTRODUCTICN

To insure the reader understands the scope and
nature of this thesis, it would be most appropriate to
'define the topic. This is esprecially true with the term,
®classification management." 1In the early research stage,
it was found that no accepted defirition of the term
existed, Two writers defined classification management
as ", , .the DnD's securing the most security for its
defense dollar and defense industry's getting the greatest
dollar profit for its efforts, while centinuing to protect

defense secrets."1

A widely accepted industry authority
has described the term as ". . .the system for identifying
and placing into its proper classification category all

information that requires protection in the interests of

national defense."2 For the purtoses of this study and
in an attempt to unify tke mary definitions, the followirg
was adopted: classification management--the application of

sound management principles such as staffing, planning,

lyifred E. Dupell and Richard %. Buxton, "Classifi-
cation Management: A Joint Effort of DoD and Industry,"
Industrial Security, X (June, 1966), 8.

2Robert J. Rusaing, "Classification: A Key to
Realistic Security," Industrial Security, VII (October,

1




organizing, and controlling to the classifying, marking,
inventory, regra&ing, and destruction of information
requiring proteétion in the interests of National Defense.3

The term "defense-oriented companies" is defined as
industrial firms utilizing a major portion of their
productive capacity for work on classified 5epértment of
Defense contracts. -

From these two definitions, then, it can bé seen
that the subject will deal with the TOP SECRET, SECRET,
and CONFIDENTIAL materials in the possession of industry

and required for use in Department of Defense classified

contracts.
I. THE FROBLEM *

The handling and storage of classified documents by
Department of Defense contractors represents a significant
expense to industry. As our technology expands, this will
be more of a factor. Classification management, if defined
and implemented, can do much to decrease these costs and,
at the same time, allow for the dissemination of as much

information as possible to the publiz, without endangering

3However, when this was proposed to th2 Second
Annual Seminar of the National Classification llanagement
Society, critics felt that this was too much of a business-
school approach, and thus, not accepted. It is interesting
to note that this Society has yet to adopt a formal
definition.




our national security,

Examinati&n of the historical development of
classification ﬁanagement, along with present-day programs,
wili demonstrate the need for implementing a full-time
program at the m;nagement level. Application of sound
- management principles to classification is largely ﬁntried.

The purpose of the thesis is to examine classifica-
tion management in light of government direction and |
industry implementation. Criteria for evaluation is in
terms of cost avoidance and information flow., The objec-
tive is to'prove that a2ll Department of Defensé contractors
holding élassified contracts can benefit from a good

classification management progranm.

>

II. SOURCES OF DATA AND METHCDCLOGY OF RESEARCH

Phblished materials relating to classification
management were difficult to find. Department of Defense
instructions and directives were used in the analysis of
government requirements. Industry pamphlets, directives,
and training guides were used in resolving matters of how
industry implements the government requirements. Identifi-
cation of problem areas and proposed solutions were

obtained from the professiora2l publicationc: Industrial

Security, Security %orld, and the Journal of the National

Classification Management Society. The array of other
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materials is large and varied, but the value of the
information obtgined was not as impressive., This is
especially true with regard to factual information and
identification of the "real" problem areas.
| Extensive correspondence with classification

personnel in government and industry wss the first step .
toward more meaningful data., Then, a comprehensive
questionnaire was developed.4 The questions were reviewed
by the Department of Defense Directorate of Classification
Management, the American Society for Industrial Securiky
Classification Management Committee, and a representative
of the National Classification Management Society. Over
100 copies were sent to classification personnel represen-
ting more than 80 Defense contractors. Candid returns from
41 respondents were received. This, along with attendance
at the apnual senminar of the National Classification
Management Society, provided the most valusble and up-to-
date information.

The published sources provided the background
information. Personal correspondence, interviews, and the
questionnaire provided information relevant to the

probled areas and proposed solutions.

ASee Appendix 1 for a reproduction, discussion, and
evaluation of the questionnaire.

AN




,III. LIMITATICNS

‘ Three specific limitations must be delineated.
Pirst, the thesis contains nn material of a classified or
proprietary nature. Information dealing with the mechanics
of claésificacion is not classified éxcept 1h.a few extreme
cases, The information is what is protécted and not the
methodology. It is a different story, however, with
proprietary infornation. Many firms were willing to give

accurate and factual responses so long as the information

- was not linked to the company name. This requect was

respected., A few firms were unwilling t6 provide certain
specifics (e.g., the number of classified documents)
because of compaﬁy policy. Due to the rarity of cases in
this latter category, this is not considered a serious
limitation.

Classified government contracts are awarded by the
Atomic Energy Commission, Central Intelligence Agency,
Department of Defense, Derartment of State, and the
National Aeronautics and Space Administration. Because
the greatest impact and importance is on Defense contrac-
tors, this study is limited to Department >f Defense
contractors holding classified contracts. Thus, classifi-
cation management will be examined in light of the
Department of Defense directives and instructions

pertaining to industry programs.
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The third limitation concerns a possible bias with

regard to the questionnaire. Respondents were selected
from the membership lists of the American Society for
Industrial Security and the National Classification
Mapagement Society.5 The list was a representative
sanple. The varying types and intensity of interest
in the subject of classification management as expressed
by the respondents leads the author to believe that
perhaps this limitaticn is not as serious as first
assumed .

The above limitations were recessary to narrow the
topic sufficiently to insure a geaningfui presentation,
None of the limitations are felt to be restrictive with

respect to the relevance of the material presented.
IV. DEFINITICONS AND ABBREVIATICNS

In sddition to the definitions presented in the
preceding portions, a glossary of terms and abbreviations
in general use throughout the thesis is needed. Defini-
tions have been selected from the Industrial Security

5For a list of the firms contacted, see Appendix 2.

6Part1cipation (membership) in the professional
societies does not presuppose interest or activity
as much as it represents a status symbol and an
opportunity to make good contacts.




Manual.’ Abbreviations used are those generally accepted
in writing today.

Access. The ability and opportunity to obtain
knowledge of classified information.

ASIS. The American Society for Industrial Security.
Authorized Persons. Those persons who have a

need-to-know for the classified inforrwation involved, and
have been cleared for the receipt of such information.

or will require access to plassified information by the

Classified ContractE Any contract that requires
'in the performance uf the

contractor or his employee
contract.

1

Classified Information. Official information,
including foreign classified information, which requires
protection in the interests of National Defense.

: Coznizant Security Office. The Defense Contract
Administrative Services Region having contract administra=-
tive services Jurisdiction over the geographical area in
which a facility is located.

Compromise. A loss of security resulting from an
unauthorized person obtaining knowledge of classified
information. .

CONFIDENTIAL., Defense inforration and material,
the unauthorized disclosure of which could be prejudicial
to the defense interests of the Nation.

Contractor. Any industrial, educational,
commercial, or other entity which has executed a contract
with a User Agency or a Department of Defense Security
Agreement with a Department of Defense agency or activity.

DCASR. Defense Contract Administrative Services
Region,

7United States Department of Defense, Industrial
Security ilanual for Safeguardinz Classified Information
(Attachrent to DD Form 441), DoD 5220.22-id, (wasnington:
Goverpment Prirting Office, 1 July 1966), pp. 2-7.




DDC. Defense Documentation Center.

Declassi%i. To cancel the security classification
of an item of classified material.

Department of Defense (DoD)., Office of the
Secretary of Defense, Department of Defense agencies, and

the Departments of the Army, Navy, and Air Force.

Document. Any recorded information regardless of

its physical form or characteristics, exclusive of
machinery, apparatus, equipment, or other items of material

Downgrade. To assign a lower security classifica-
tion to an item of classified material.

DSA. Defense Supply Agency.

Facility. A plant, laboratory, office, college,
university, or commercial structure with associated
warehouses, storage areas, utilities and components,
which, when related by function and location, form an
operating entity.

Facility Security Clearance. An administrative
deternination that, from a security viewpoint, a facility
is eligible for access to classified information of a
certain category (and all lower categories).

ISM, Industrial Security Xanual.

Industrial Security. That portion of internal _
security which is concerned with the protection of classi-
fied information in the hands of U.S. industry.

Information. Knowledge which can be communicated
elther orally, visually, or by means of material.

Material. Any documnent, product or substance on,
or in which, Information may be recorded or embodied.
Material shall irnclude everything, rcgardless of its
physical character or makeup. Machinery, documents,
apparatus, devices, models, photographs, recnrdings,
reproductions, notes, sketches, maps, letters, as well as
all other products, substances or materials, shall
fall within the general term of material.

NCMS. National Classification Management Society.




Need-To-Know. A determination made by the
possessor of classified information that a prospective
recipient, in the interest of national defense, has a
requirement for access to, knowledge of, or possession
of the classified information in order to perform tasks
or services essential to the fulfillment of a classified
contract.

Negotiator. Any employee, in addition to owners,
officers, directors, or executive personnel, who requires
access to classified information during the negotiation
of a contract or the preparation of a bid or quotation
pertaining to a prime or subcontract.,

Regrade. To assign a higher or lower security
¢lassification to an item of classified material.

SECRET. Information or material the unauthorized
disclosure of which could result in serious damage to the
Nation; such as, by jeopardizing the international
relations of the United States, endangering the effective-
ness of a program or policy of vital importance to the
national defense, or compromising important military or
defense plans, scientific or technological developments
important to national defense, or information revealing
important intzlligence operations. -

Security. The safeguarding of information
classified TOF SECRET, SECRET, or CONFIDENTIAL against
unlawful or unauthorized dissemination, duplication, or
observation.

TOP SECRET. Information or material the defense
aspect of which is paramount, and the unauthorized
disclosure of which could result in exceptionzlly grave
damage to the Nation; such as, (i) lead to a definite
break in diplomatic relations affecting the defense of
the United States or its allies, a war, or (ii) the
compromise of military or defense plans, intelligence
operations, or scientific or technolcgical developments
vital to the naticnal defense.

Unauthorized Persons. Any persons not authorized
to have access to specific classified information in
accordance with the Industrial Security iianual.

User Agencies. The Office of the Secretary of
Defense, Department of Defense agencies, and Departments
of the Army, Navy, and Air Force.
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Weapon System. A general term used to describe a
weapon and those components required for its operation.

V. ORGANIZATION CF THE RExAINDER CF THE THESIS

~ Chapter two will outline the history of classifica-
tion and classification management. A presentation of
classification management today will concl-ide the
chapter, .

Chapter three will be an analysis of the
Department of Defense guidance given to contractors and
chapter four will present an analysis of existing industry
programs, Emphasis in these two chapters will be on
current practices and procedures.

The focus of chapter five will be on the major
deficiencies in classification today. The effects of
classification management and recommendatiors as to
possible solutions will be offered in chapter six.

Chapter seven will contain a summary and
conclusions with the bibliography and appendixes
following.




CHAP{ER II

CLASSIFICATION AND CLASSIFICATION MANAGEWENT TCDAY

-

It seems that as far as one can go back in history,
man has desired to retain bdbits of knowledge for his own
use and to the exclusion of others around him, In recent
decades, the type and amount of such "exclusive"
information has grown beyond comprehension. With respect
to government official information:

Classified documents are being stockpiled

at the rate of 1373 feet a week. . .4 one

million-cubic-foot stockpile of classified

documents has been created since W.W. II =~

three times as much as that created from 1

the inception of the system., . .until 1946,
As our technology expands, the amount of information that
is required to be withheld from potential enemies grows
at an increasing rate. Unlike information under the
Jurisdiction of the Atomic Energy Commission which is
"born" classified, DoD information must be assigned a
classification and a category. How this has developed
and the method of handling such information from

conception through contract close-out is the ~ubject of

this chapter.

1"DOD's Secret Files Just Grow and Grow," Missiles

and Rockets, VII (1 August 1960), 15.
11
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I. HISTORY OF CLASSIFICATICN®

Document classification in the United States has
been used as a form of censorship and information control
since the Revolutionary Wér. The formai, explicit
controls to which we are subject today are of recent
vintage., World War I brought the first organized
approach to document classification. Voluntary censorship
began on March 24, 1917. Then, on April 13, 1917,
Executive Order 2994 established the Committee on Public
Information. This censorship of information released to
the public did not work, and the solution was felt to be
"secrecy at the source." George Creer, head of the
Committee on Public Information during World War I felt
that the fear of unguarded speech became almost hysterical.
The answer was to effect control by the military depart-
ments. His recommendations were the basis for the
voluntary censorship code of December 31, 1940.

The military haa always used codes and other means
of protecting information for use in tactical operationms,
but now the need for control was expanded. Thus, was

born the classified document control concept. This had

2Factua1 material for this section was extracted
from the testimony of Lloyd Wright, chairman of the
Government Commission on Government Security, given to
Congress on 21 June, 1957, beginning with page 152.
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been nurtured quietly until Werld VWar II. Then, the need
for document control was emphasized, and a rash of
classification categcries arose. The military saw such
terms as "eyes only," "highly sensitive," "secret," and
other nomenclature. It wasn't until 1953 that order was

brought out of this chaos. On November 5 of that year,

Executive Order 10501 was signed to establish the present

classir;cation system.3 Among other things, all official
information requiring protection was assigned one of
three categories; TCF SECRST, SECRET, and CONFIDEKTIAL.
The Department of Defense immediately implemented this
Order.“ Directions were given to industry by means of

the Armed Forces Industrial Security Regulation and the

Industrial Security Manual. The idea wzs to:

Permit access to classified information
to only those trustworthy individuals who
have been determined to require such
information in fgrtherance of their
official duties.

More than three-quarters of all official informa-

SExecutive Order 10501 - Safecuardine Official
Inforzation in the Interests of the Defense of the United

States (washington: Government Printing Cifice,
November 5, 1353%).

4United States Department of Defense, Safeguarding
Official Informaticn in the Interests of the Defense of
the United States, DoD Directive 5200.1 (%ashington:
Governrent Printing Uifice, 8 July 1957). This supercedes
the original directive of 19 Novenmber 1953,

SCol. Sidnez Rubenstein, "Classification Manage-
ment," Industrial Security, VI (Cctober, 1962), 63,
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tion is classified CONFIDENTIAL. This lowest classifi:cs-
tion requires a minimum of protection, yet accounts for
the bulk of classified information today.. The need for
protecting information merely "prejudicial" to the interests
of national defense has been questioned, and it was even
broposed that the category be eliminated. Congress failed
fb accept this recommendation and so, the CONFIDENTI@L
files increase.

Thus, from a modest beginning, classification has
grown until today, it affects the lives of hundreds of b
thousands of people, employs thousands, and costs
billions of dollars annually. For all of that, it is
said that we are only trying to buy enough "lead tiﬁe" to

stay one step ahead of our enemies.

II. DEVELCPWMENT OF CLASSIFICATICN MANAGELENT

The implementation of a classification management
program in the Defense Depzrtment lagged far behind the
industrial security program. Despite the "crash" ICEW
program and the Wright Commission report, no real impact

was felt on the DoD classification program.7

6John W. Wise, "What is Classification Manegement?
Historical Development of the Frogram" (copy of a
speech--no date., Space Systems Division, Lockheed
Missiles and Space Company, Sunnyvale, California), p. 1l.

71bi4.
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Then, because of a rapidly mounting inventory of classified
material was acqﬁmulating with no program for regrading
or declassificaticn, the DoD implemented an Automatic
Time~Phased Downgrading and Declassification System in
1961.8 Executive Order 10964 established the system.

This was the first step. However, there was still no
formal DoD program until 1963, when the DoD Directorate
of Classification Management was established.9 Since
tien, the User Agencies have established egimiliar
programs.lo A DoD Classification Review and Advisory
Board was established, DoD Imnstruction 5210.47, Security

Classification of Official Information, was implemented,

and the DoD program was put into full swing,

Indﬁstry interest in classification management
has followed far behind the DoD programs., A classifica-
tion management workshop was held by the American Society

for Industrial Security im 1963, In 1964, the National

8United States Department of Defense, Automatic,
Time ~-Phased Downerading and Declassification of Classified
Defense Inforration, DoD Regulation 5200,10 (Washington:
Government Frinting Cffice, 26 July 1962),

9United States Derartment of Defense, Classifica-
tion Managerert Program, DoD Directive 5120.33 (Wachington:
Governnent Printing Cffice, 8 January 1963) and
Implementation of the Classification kanagement Program,
DoD Instructicn 5120.34 (#eshington: Government Printing
Office, 8 Japnuary 1963).

lOFor example, AFR 205-24, "Classification Manage-
ment Progran®™ (Washington, 9 July 1963) is the Air -
Force program,
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Classification Management Scciety was incorporated. Thus

16

far, this societf has conducted two very successful
seminars. Generally, participation has been individual
rather than corporate as comparies with formal
classification management programns are in the minority.
The Department of Deferse has implemented a

classification manazement program and has directed
User Agencies to do the same. At this writing, the DoD,
User Agencies, and the Defense Supply Agency are vigorously
attempting to bring their progrars up-to-date with '
classification needs, Unfortunately, the same cannot be
said of industry. A few larze firms have adopted
successful programs, but the majority still feel that
classification is a "necesscary evil" and collateral
function of contracts, administration, or security. Many
feel that the costs of implementing a classification
program are much greater than the potential benefits.

- However, professional organizations and the DoD are
attempting to educate management, and as stated in the

first chapter, this 1s the purrose of this thesis,
ITII. CLASSIFICATION MANAGEMNENT TODAY

At this point, it would be most appropriate to
acquaint the reader with the mechanics of classificaticn

management as it exists today. To do this, an outline
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of classification policy will be given, beginning with
government diregtion and concluding with implementation
by industry.

Department of Defense Direction

4dn idea is born. From this idea, military planners
must assess its impact on our national delense. If this
idea fits into one of the catesofies of official '
inforration, the material is assigned a security
ciassification. Only the Defense Department has original
classification authority for defense information.ll For
TOP SECRET, these people are listed by title. For SECRET
and CONFIDZNTIAL, the numbers of people having original
classification authority are kept to a minimum.12 Once
the classification is assigned, the information must be
protected from compromise. This protection will be
maintained until such time as the originator feels the

information can be downgraded, declassified, or grouped

' llThis is a very gereral interpretation of
Section 2 of Executive COrder 10501. The specific
departments and agencies hzving original classification
authority are designated by the President. The point
is that only those ugencies so desiguated and having
direct responsibility for national defense will have
original classification authority.

12As reported at the 2nd Annual Seminar of the
NCMS by the DoD Director of Classification lLianagement,
624 have TOP SECRET classification authority, 8554 have
SECRET authority, and 32,000 have CONFIDENTIAL
classification authority.
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in accordance wiph the autcmatic time-phased downgrading
and declassification systen.

Then, if’the inforration will be needed for
performance of a contract, participating firms must have
& facility clearance and have executed a security agree-
ment with the DoD or User Agency.]'3 Request for quote or
a request for proposal is the next step. The contract is
then pegotiated. Once the contract has been agreed upon,
the firm begins work. Hopefully, the security require-
ments have been given to the firm before the start of the

14 From this, the contractor has an idea of what

project,
is tc be expected with regard to information protection.

The provisions of the Industrial Security Manual are

effected to provide the proper planning, organization,
and control of the classified materials.

Jurisdiction for the performance of the contract is
assigned to the Defense Contract Administrative Services
Region in the area where the contractor facility is

located. These regional offices insure a centralized

13See Appendix 3 for a copy of DD Form 441,
"Securiiy Agreement."

14The forral methcd is by use of LD Form 254,
Security Reguirements Checklist. The next chapter will
discuss this form more fully. See Aprendix 4 for a copy
of this form and also, DD Form 254-1. OCften, this form
is not available at the start of the contract and
sugplemental guidance must be given in the foram of
a letter.
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.management control of DeD contracts.l5 Security

cognizance has been delegated to the DCASR officus, and

the security representative is responsible for insuring

contractor compliance with the Industrial Security

Regulation, the Industrial Security Manual, and contractual

specifications imposed by the specific DD Form 254, The
Defenss Supply Agency Office of Industrial Security has
over-all security responsibility and conducts field visits
ﬁlong with security represertatives of the varioﬁs User

. Agencies involved. The DSA.Office of Industrial Security
is also the office of primary responsibility for

preparation and maintenance of the Industrial Security

Regulation and Industrial Security Manual.

In summary then, only the gecvernment can classify,
The information that is to be protected, along with the
requirements for protection are identified to the
contractor., Compliance is then monitored by the
Defense Supply Agency DCASR office having security

cognizance over the facility.

lsRobert Donovan, "The 'New Look' in Industrial
Security" (unpublished manuscript). This explains the
reorganization of the Cognizant Security Offices as a
result of Project 60 adopted by Mr. McNamara soon after
assuming office. This project resulted in the
consolidation of over 200 existing organizations in the
military departments into a single unit responsible for
contract administration.
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Industry Implementation
Upon receipt of the contract DD Form 254 from the

User Agency, the contractor must interpret what
information needs protection and disseminate these
requirements to all interested agencies in the firm.
This task is usually the responsibility of the contracts
office, administrative office, industrial security office,
or, in the case of a few large firms, the classification
management office. At the same time, physical security
requirements are identified and implemented (e.g. secure
storage areas, restricted areas, locks, fences, etc.).

As mentioned previously, only the government has
original classification authority. However, derivative
materials must be identified and handled in the same‘:f
manner as the original information. This is a difficult
task, Usually, the tecianical and engineering people are
the best qualified. Their knowledzge of system theory
enables them to better understand the concepts.
Unfortunately, these same people are not known for their
interest in security.

Once the information is identified, it must be

marked and stored in compliance with the Industrial

Security ianuval. Then, a constant control is necessary to

insure accountability. This involves account numbers,

signing for material use, and inventory at frequent
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intervals. It is this portion of the classification
management prog:;m at which the fate of the_facility
clearance is most crucial,

Regrading and declassification is the responsibility
of the originator of the material, but the review and
maintenance of the automatic system is the responsibility
of the user. A constant review for content is necessary,
apd often the user must request a reevaluation of the
classification to insure the currency of the classifica- \
tion category. Finally, when a document is no longer
needed, the contractor must destroy it in accordance with
appropriate directives. This usually involves facilities
for shredding; burning, or pulping.

On.the close-out of the contract, the classified
material must be destroyed, returned to the Defense
Documentation Center, or returned to the User Agency.

Regardless of whether or not the material was furnished
by the customer or developed by the company, the DoD
requires that no unnecessary classified be retained.16

The idea is that no excess of classified inventories

should be maintained by industry, thus making vprimary

16To further qualify this statement, documents
may be retained if they are necessary to support a
financial audit of the contract by the customer or
Governrent iccounting Office.
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the concept of need-to-know over contractor proprietary
information. | '

From the receipt of the security requirements
through contract close-out, the contractor is closely
regulated, Chapter 4 will explain many of these areas
in greater detail, but it is hoped that the reader now
has enough of a background to identify some possible
problem areas.

IV, THE SPECIAL CASE FCR RESEARCH AND DEVELOPMENT

*

In the scramble to adjust the security requirements
to a feasible set of rules, research and development firms
claim that their interests hzve been subordinated to those
of the hardware procducers. Research and development
firms, in general, desire a different set of procedures
to facilitate their work.

As a rule, any individual in possession of
information that he feels may be classified, must protect
it at the highest level of classification necessary until
such time as an official determination is made by a
classifying officia1.17 This requires that personal notes,
worksheets, models, etc., be classified when the informa-

tion is thought to have security implications. Often an

17Bxecutive Crder 10501, Section 15,
"Exceptional Cases.”




23

official determination requires a great deal of time,
Prom the point qf view of the researcher, it means that
work must be contined to the laboratory and all notes and
scraps must be laboriously gathered, marked, grouped, and
accounted for at all times, Many researchers avoid
classified work because of these restrictions.l8 Strict
adherepce to the rules is easily understood by the |
security man dbut not the technical man. This conflict
orﬁen leads to nothing being classified until such time as
the end product or ansﬁer is achieved.19 Otherwise, a
great deal of time and effort is expended in accounting
for documents that may not need classified controls.

‘ - New regulations for scientific and technological
information are being devised to correct the more serious

problems.20

These can only facilitate the basic
requirements, not replace them. As research and

development gets a bigger piece of the Defense pie, its

18This point was emphasized many times by the
scientists present at the NCMS seminar,

19Obviously, such a statement cannot be documented.
However, this exact result was mentioned in connection
with comments relevant to R & D facilities and the new
requiremnents imposed by the revised Industrial aecurity
Manual at the last NCuS seminar, .

20For exarple; AFR 205-29, Classification Criteria
and Factors for Scientific and Technical Information,
Departmer.t of the Air rorce (Wiasnington: Governzent
Frintirng Office, 1 ilarch 1965).
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voice will get stronger. But so long as the protective
requirements remain the same, research and development

will have problems dissimiliar to those of the hardware

roducers.

V. BSUMMARY

The objectives of management procedures in
classgsification have been to insure that:

l. Classification and declassification policies,
standards, and criteria are responsive to
the current needs of the Department of
Defense.

2. Individual classification determinations
are accurate and consistent and reflect the
corporate judgment of the DoD.

. 3, Overclassification is prevented to the
maximum extent possible and scrupulously
avoided.

4, Declassification is facilitated by prompt
and timely actions.

5. All aspects of classification and declassi-
fication are effectively administered at all
levels in_the Department of Defense and in
industry.2l

From the time of the Wright Commission to now, the

criticism has been that overclassification is the caﬁse of

the majority of the problems. But, the penalty is much

less severe for tanis than the failure to classify

21Rubenstein, op. cit., p. 64,
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information tha§ requires protection. "When in doubt,
claseify" seems to be the byword. Doubt is prone to occur .
more often today as our tecnnological diacoveries outrun
our understanding of these discoveries.

Progress has been made. We have gone fr-om the
~classification of "things" to an emphasis on "information,"
no matter what form this information may take.22

Overclassification is a product of the system as it exists
. today. Specific prdblems will be discussed in later
chapters., %With this background, we move to a more

detalled discussion of DoD guidance and direction given

to the contractor.

22 . .
Wise, op. ci

ct

ey P. 3.




CHAPTER III
DEPARTWENT OF DEFENSE GUIDANCE

This chapter will discuss the DnD classification
guidance given to the Defense contractor. The basic

documents, Executive Crder 10501, DoD Instruction 5210.47,

and DoD Directives 5200.1 and 5120.33 will be the starting
| point, A discussion of the automatic time-phased
downgkading and declassification sysﬁem will follow.
Then,:ﬁore specific areas with regard to contractor

guidance will be covered. DD Form 254, the Industrial

Security Regulation, and the Industrial Security llanual

will be discussed.

| Supporting materials for discussions of contractdr
guidarce will be from the questionnaire and comments of
participants at the 1966 Seminar of the National

Classification Management Society.

!
I. BASIC REQUIRELENTS

Classification

As mentioned in the preceding chapter, the most

basic document with regard to classification is

Executive Order 10501. This nine page document has

twenty sections covering the limitations of authority to
26




classify, methods of classification, requirements for
marking, custodé and transmission requiremepts;
accountability guidance, and regrading, declassification,
and destruction requirements. Review to insure the
safeguarding of classified defense information is
assigned to the National Security Agency. The DuD and
User Agencies must also assign individuals to continually
review the implementation of the order. Although the
document directs these safeguards against the withholding
of informatior from the public that they have a right to
know, it is impossible for one individual or agency to
review all the claszified in existence for content

and analysis.

The DoD expands the order with DoD Directivé 5200.1.
Specific areas which needed clarification are reviewed.
Some of these are code words, photographs, methods of
transmission, and requirements for combat related
operations. Each User Agency expands even further with
specific regulations, but this is a common procedure when
applying general directives to specific situations.

"DoD Instruction 5210.47, Security Classification

of Official Information, defines the technigues and

procedures for classification. Authority to classify is
assigned and derivative classification procedures are

explained. Principles and criteria for classification
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are outlined and a section is devoted to the mechanics
of classificatioﬁ. Review of classified guidance is
directed to be on a yearly basis. This review is supposed
to consider content as well as accounting accuracy.

The standards required by this instruction were
applied to the military upon implementation, ir early
1965. However, the Industrial Security Program was not

included until the recent revisions to the Industrial

Security Regulation and Industrial Security Manual.

Classification lianagement

The first step toward a DoD classification'
managenent program was DoD Regulation 5200.10, dated
26 July 1952. This regulation esteblished a continuing
system for automatically downgrading and declassifying
classified defense information originated by or under the
Jurisdiction of the DoD (and other agencies). All classi-
fied defense information (excluding Atomic Energy Commis-
sion information for our purposes) must, when issued, be
placed into one of four grouprs. The grouping and
euthority is marked on the front of the docurent. See
Figure 1 for the specific group requirements.

Group 1 and 2 documents, because of their sensi-
tivity, will never be automitically downgradsd or
declassified. The problem here is evident. Constant

review and evaluation is necessary to insure the
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FIGURE 1

AUTOMATIC DOWNGRADING AND AUTOMAT1C DECLASSIFICATION CHART

GROUP 1 DCCUMENTS GROUP 2 DCCUWENTS
(I8) (8) (© (28) €))

-

RELIAIN SAME CLASSIFICA-
TION IKDEFINITELY, UNLESS
DOWNGRADED OR DECLAS-
SIFIED BY THE ORIGINATING
AUTHCRITY, CR BY A HIGHER
OFFICIAL IN THS CHAIN OF

COMMAND .
REMAIN SAME CLASSIFICA-
TION INDEXINITELY, UNLESS
DOWNGRADED COR DECLAS-
SIFIED BY THE ORIGINATING
AUTHORITY, OR BY A HIGHZIR
OFFICIAL IN THE CHAIN OF
COuLAND.
GROUP 3 DCCUMENTS GROUP 4 DOCUMENTS
(Ts) (s) (C) (Ts‘> (3) (¢
3 YRS. (?) (C)
6 YRS. (?)
12 YRS. (8) (&) 12 YRS. (U) (U) (U)
24 YRS, (C) :

RELUAIN COCNFIDENTIAL INDEIFINITZLY

UNLESS DICLACSIFIZID EY THE

ORIGINATING AUTHCRITY CR BY A

HIGHZR OFFICIAL IN THE CHAIN CF CCMNAND.
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information is properly classified.

Group 3 ;nd 4 documents do provide for automatic
actions. But, in the rapid pace of our technology today,
the amount of time needed for action seems lnappropriate.
Many classified items today will be obsolete in ten years,
but they would still be classified CCONFIDENTIAL., It is
said that this is the reason that the radar set for the
B-17 bomber is still classified. Spokesmen fbr defense
and industry express hope that the time requirements for
she automatic actions will be reduced in the near future.

No formal DoD classification management program
existed until January of 1963. At that time, DoD
Directive 5120.33% was implemented. It established, under 4
the Assistant Secretary of Defense (Manpower), a |
classification management organization to:

e o oestablish policies, standards and
criteria for the classification and
declassification programs of the DoD
and will be the focal point in the

DoD for resolution of questioms
pertaining to clafsification and
declassification.

With this, the classification management program in the
DoD was begun. It was implemented with the sister
Instruction 5120.34 which establisied the DoD Directorate

' lUnited' States Department cf Defense, Classifica-
tion lianagement Program, DoD Directive 5120,3%
(Washington: Government Printing Office, 8 January 1963),
paragraph II B.

- |
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..of Classification Lianagement., The duties of this agency

included monitoring the classification guides given to

- industry, and iﬁsuring the DD Form 254 used by industry

was reflecting accurate security classifications on a
current basis., This leads us to a discussion of

these items,
II. INDUSTRY CLASSIFICATION GUIDANCE

Industrial Security Regulation

DoD 5220.22-R is the Industrial Security Regulation.

This governs the industrial security relationships of the
Défense Department with industry. Section I, part 3, |
aésigns security cognizance of the DoD industrial security
program to the Defense Supply Agency. This cognizance
implies constant monitoring of the industry program to
include periodic security inspections of the facility.
Uger Agencies are not precluded from making inspections

of contracted firms so long as the proper coordination

is maintained with the cognizant security office. These

inspections are the basis for the firm maintaining its

facility clearance.
Section IV sets the standards for the security

inspections. To achieve uniformity, an Industrial

Security Inspection Checklist (DD Form 696) is used.

Unfortunately, this checklist is of the "yes or no"
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variety with little rocm for general comments.2 A single
reference to classification management is made in that
one question deais with contractor review of DD Form 254
for each current contract. No mention is made of a
contractor classification management program nor is the
inspector really concerned with the techniques of con-
tractor management of classified inventories. ~

Section VII of the regulation deals with security
classification and declassification, but this is rather
descriptive. Actual requirements are explained in the

Industrial Security Manual.

Industrial Security lLianual

The Industrial Security ilanual (DoD 5220,22-M)

was recently revised and is dated 1 July 1966. It has
grown'from a 28 page document into a giant of 236 pages.
Our attention will be focused on Section II, "Handling of
Classified Information." It is this section which expands
(for industry) the reguirements of DoD Instruction 5210.47.
Paragraph 10a defines the intent:

« « JContractors are encouraged to advise

and assist in the development of the

classification guidance ir order that

their technical knowledge may be utilized

and they may be in a better rosition to
anticipate the security requirements

L]

2See Appendix 5 for a copy of this chkecklist.
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under the contract and organize their 3
procedure and physical layout accordingly.

The question is, do negotiations carry out the tenor of
this statement? The answer generally, is a negative
one--especially since security requirements are not
negotiated. At the recent NCMS seminar, however, a few
firms reported excellent success in assisting with
security guidance. These representatives also added that
a great deal depends on the government negotiétor,

a Industrﬁ,has voiced an alrmost unanimoué criticism
against the prsvisions of paragraph lla, "Initial ;
Marking." This paragraph sets the standards for the
marking of classified documents. As an example, the front
and back of the document must be marked with the highest
classification contained therein. Each page will be
marked, top and bottom, with the highest classification of
information contained on either side ¢f ‘the page. Finally,
each paragraphlwill be preceded with a notation [a (18),
(8), or (C) to denote the level of classification, and a
(U) if no classification is involved] identifying the
highest level of irformation found ir the paragrarh., It

is this last provision which has caused industry the

5U'nited States Department of Defense, Industrial
Security ianual for Safeguardirz Classified Inforzation,
DoD 5220.22-K (%ashington: Government Frinting Cffice,
1 July 1966), p. 25.
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greatest distress. Specific problems will be discussed

in chapter 5, bué it must te said that the military has
implemented this provision very successfully.

The computer age has also caused problems, The
manual attempts to deal with procedures for protecting
information stored on computer memory drums and magnetic
tapes, However, a computer is often used for a great
deal of unclassified work such as inventory and payroll,
and so accomplishment of these tasks is often hindered
because of document control, restricted areas, and other
security requirements.

It is not the intent to relate each requirement of
the manual. The purpose of the discussion has been to
acquaint the reader with the expanding nature of each
document as we go from the origzinal directive to the
specific requirements imposed on the contractor, Despite
the troublesome areas discussed, the contractor is given
speéific guidance and, at the same time, is allowed
sufficient latitude for implexenting the requirements
with regard to the individual contract and the nature of
his facility.

DD Form 254

Without exception, every individual working in the

classification field has an opinion of DD Form 254,

Security Reaquirements Cnecklist. It is this form that
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identifies to the contractor the security classification
of the end produdt, and the portions of the contract that
affect the over;all classification. An examination of
this form {which is reproduced in Appendix 4) will
facilitate ics understanding and use. For example, if
the range 6: a missile to be built by the X¥Z Corporation
is designated SECRET by the classifying official, at the
time of request for proposal, request for qubte, or
during the actual negotiation of the contract, the User
Agency should have presented a completed DD Form 254 to
the comnpany. The contract would be identified on the
first page. Then, in section 121, an "X" would be placed
in the SECRET block (with a notation indicating meximum,
mininum, or optimal range). This identifies the specific
part df the project wnich requires protection. If, at a
later date, the classifying official feels that the

range need only to be classified CCNFIDENTIAL, a revised
DD Form 254 would be issued.a Then, upon complétion of
the coniract, a firal DD Form 254 is issued, proportedly
to assist in evaluvating materials that may be retained by
the contractor. If this system appears simple, the

reason is because it is. In fac’, it is too sinple.

4Note that this would be issued and not negotiated.
However, the contractor can reguest an evaluation of the
classification in an atteapt to clarify the iten or
requecst regrading or declassification.
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Taking the above example, we don't know exactly what
makes the range classified. It could be the type of
material used iﬁ the missile housing, the propellant, or
the serodynamic properties of the missile itself. This
absence of detail leads to a great deal of confusion as

wiil be explained more fully in chapter five.
III. SUMMARY

To summarize, the general guidance provided by

the DoD is excellent. The techniques of application

correspond to the philosophy of classification. The
DoD has attempted to keep pace with classification needs,
and with the exception of the autcmatic downgrading and
declassification system, it has succeeded.

However, specific guidanrce given to the contractor

in the form of the Security Requirements Checklist is

definitely not adequate. This hsas additional
consequences in that this is the most crucial portion of
guidance givern to the individual contractor. It seems
that, for once, there is a clear picture of the forest,

‘but difficulty in identifying the individual trees.




CHAFTER IV
INDUSTRY FROGRAMS

To be consistent with the definition of classifi-
cation management presented in the introduction, industry
programs will be described with regard to staffing,
planning, organizing, and controlling. Industry
publications and interviews with industry personnel
provided a great amount of material for this éhapter.

The questionnaire results préved to substantiate the
analysis.

Despite the questionnaire tabulations in Appendix 1,
only a very small percentage of firms have formal
classification management programs. It was felt that
many respondents were defensive when asked about the
existence of such a program as a negative answer might
imply failure to comply witﬁ DoD regulations. The fact is
that classification management on the industry level is
most often conducted as a part-time duty of the industrial

security office.l This task is usually in addition to

1‘I‘he questionnaire substantiates tuis with
question six. bMany ipndustry represzntatives admitted that
although they had a classification management program
on paper, they were unable to devote any time to it
because of more pressing responsibilities.

37
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management of the guard force, personnel clearances,
access control,'ﬁhysical plant protection, and other
areas dealing more directly with traditional security
responsibilities.

Because accountability of TOP SECRET and SECRET
documents is a requirement of all holders, every contractor
assigns an agency to be responsible fbr this task.2. This
is establishad as the company "classification management

program," but one that is a far cry from what the original

definition would suggest.
I. STAFFING

Full-time classification management representatives
are a rarity. The survey reports only sii companies with
such é Jjob descripbioﬁ. Generally, the companies were
ones with large amounts of classified materials. The Jjob

descriptions resembled the Industrial Security Manual when

describing purpose and objectives. Figure 2 presents two
exanples. Salary scales ranged from $600-1100 monthly
dcpending on the size of tke company. No special back-
ground was required, except that a college degree was
important. Experience in the administrative security

field was considered very helpful. However, it is

2Section 7a of Executive Crder 10501 and par. 1l2a
of the Industrial Security ranual. '
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FIGURE 2
TWO CLASSIFICATICN JOB DESCRIPTIONS

1, CLASSIFICATICN MANAGEMEZNT RSPRESENTATIVE

OCCUPATIONAL SUMiIARY

Collaborates in development and maintenance of Division
Clasrification ifanagement Program. Under minimum
supervision acts as prime point of contact within Division
and to customer on classification matters pertaining to
assigned programs or projects. Serves orn joint contractor/
government classification committees as reguired.

Interprets customer classification requiremehts for
assigned programs and prerares detailed classification
guidance for company and subcontractor use.

WORK PERFCRIED

Participates in maintaining a close working relaticnship
with customer technical program offices and affected
government agencies which generate classification
requirements for Division contracts. Serves as required
on customer joint classification committees and study
groups. Keeps supervision apprised as to classification
aspects of assigned programs, including problem areas
and achievements.

Reviews ‘and interprets new contract classificaticn
requirements vith affected . . .project orzanizations.
Prepares and maintains detailed classification guidance
for . . .and customer use, Furnishes . . .employees
with supplemental guidance as necessary to assist them in
making aporopriate classification determinations.
Frepares and documents recommended changes to prime
contract classification requirements.

Is responsible for assigning proper classification to
material and documents reviewed and performns classification
reviews for purposes of downgrading or determining initial
classification of material and documents, '

Coordinates disposition and retirement actions for
classified documentation associated with terninated/
completed prime contracts,
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* FIGURE 2 (CONTINUED)

Indoctrinates and briefs Divisior employees in '
classification management philosophy, Division procedures,
and classification tecnniques.

Advises and confers with engineering, manufacturing and
support organizations in regard to classification
activities for established or propcsed programs.

Prepares and revises on a timely basis classification
specifications for all classifi~»d subcontracts relating
to assigned programs.

Monitors subcontractors (in coordination with
subcontracts and technical organizations) to insure com-
pliance with subcontract classification requirements.|
Keeps Classification Management Representative, Senior .
advised of status or problem areas. !

EDUCATICN AND EXFPERISKCE REQUIRED

Norrmally requires a degree in a technical field or
business adninistration, or the equivalent, and six years
of experience in the field of classification manzgement.
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. FIGURE 2 (CONTINUED)

2, JOB TITLE: CLASSIFICATICN CCNTROL REFRESENTATIVE

NORLHAL RIFORTING RSLATICNSHIP: Corporate Technical
Information Officer

BASIS OF EXEMPTICON: Administration
A, PRIMARY PURPOSE:

Serves as corporate advisor and representative in
matters relating to technical doccument and classified
information control by developing classified
inventory control systems to insure compliance with
corporate policies regarding pertinent contractual
agreements with the Department of Defense.

B. AAJCR DUTIES:

1. Develops; corporate classified information control
‘systems and provides guidance and direction in
their implementation to provide instant
accountability of classified documents at all
locations . . .

2. Frovides guidance and counsel to corporate
personnel, resolving problems associated with
document control procedures such as those
involving document reproductions, handling,
transmitting, recovering, upgrading, and down-
grading by analyzing alterrnate approaches where
only general or vague guidance exists, where
precedent is tctalily lacking, and when special
tact and diplomacy are required to handle
document control problems resulting from
misclassifications. ' '

3. Directs and participates in audits of classified
material inventories st informaztion control
stations to insure conformance with estatlished
control standards; ir this cornection, analyzes
current relevant security recuirements ard
regulations, evaluates current procedures, and
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5.

7.

8.

9.

42

* PIGURE 2 (CONTINUED)

develops()recommendations for improved methods of
classified inventory control to avoid security
violations resulting from recording and

handlirng errors . . .

Assures proper control of classified information
by developing corporate guidelines and procedures
through liaison with the Security hianager . . »
and by evaluating alternate methods of complying
with such requirements to facilitate internal
operating effectiveness while assuring conformance
with legal requirements.

Presents briefings to military personnel and
government contracting agencies regarding
current document control systems and proczdures.

Conducts investigations to resolve quections
involving documents which are not instantly
sighted or which appear to be mishandled or
incorrectly marked; implements corrective
measures to remedy flaws in currsnt document
control procedures and thus prevent security
violations,

Directs the activities of the Classification
Control Assistant in matters pertzining to
classification controls, providing assistance
in the resclution of difficult problems, and
engaging in on-the-jcb training in advanced
phases of new classification controls, plans
and progranms,

Assists the Corporate Technical Infornation
Officer, as required, in the formulation and
implementation of new information conrtrol plans
and prcgranms.

Studies, analyzes and reports on the status of
corporate information control activities.
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difficult to generalize about a minority. It can be said
with reasonable assurance that a career in classification
management woul& be limited with respect to advanceaent
both within and without the corporate structure.

. Classification managemént is often an additional
duty given to an administrative assistant in the technical,
information, administration, or contracts offices. The‘
salary is higher, but total responsibilities are greater.
Bpecific classification duties become less important to
the engineer or administrative assistant because .
advancement lies in his specialty--not classification.

By far, the majority of programs are handled'as a
part-time function of the industrial security office.
This is because the physical accountability of classified
documents is directly related to security, and a
conpronise or loss of a document is a security matter.
However, the marking of documents is usually given to the
administrative office. Document control may or may not
be a part of the security function. The contracts office
usually handles communication regarding declassification
or regrading action. If any content review of classifi-
cation is conducted, it is most likely to be accomplished
by the engineering or technical staff, The industrial
security officer periodically conducts inspections to

insure proper marking, automatic dowrngrading and
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declassification actions, and physical accountability.

In effect, induétrial security personnel are performing
their usual monitor and control functions with regard to
clessification, and these functions are the direct result

of requirenents contained in the Industrial Security

Manual.

Formal classification management prograzs are few
in nunber. The part-time programs are really a hodge-
podge in that the classification requirements are conducted
as a partial responsibility of many unrelated agencies
with no central direction. Few firms are staffed to ful-
£iil the objectives of a good classification management

program,
I1I. FPLANNING

%¥ith the majority of DoD contracts, the ear}iest
time at which the contractor can begin planning for
classification regquirements is receipt of the contract
DD Form 254, or some other pre-performance guidance.

When a firm competes for a classified contract, the
emphasis is on costs and profits. It is doubtful that

the company negotiator considers classification unless the
particular requirements of a specific contract would bring
about radical procedural changes to the firm. Hore

often, the contracts office is unaware of the security

ipplications of accepting a particular project--except




that a certain overhead percentage will be allotted to
security operatiqns.3

Upon receipt of the DD Form 254, classification
information must be disseminated to all interested
sgencies, Three methods are commonly used. The first,
‘and most éimple, is to reproduce the form and send it to
all agencies, The second method involves the extracting
and interpretation of the classification guidance and
putting it into letter form. Thus, the work of interpre-
tation is done at the highest possible level of

management, The third method is the most comprehensive.

It involves preparation of detailed classification guides

which are attached to the DD Fofm 254 and then distributed.

The latter two methods require the firm to be equipped
and staffea to interpret the security requirements., This
reéuiremeﬁt also implies sufficient training and
experience.

When a firm receives a facility clearance, a great
deal of classificaticn planning has been done., For
example, document ccntrol procedures are established and
paysical requirements have been identified. Document
ofigination and marking procedures are developed and

accountability procedures must be defined, This is

5At the NCMS seminar, the figure of 6-8% of total
costs was mentioned as a common appraisal of security
costs.,
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sufficient in a very general sense, but still not
adequate in dealing with individual contracts, It is in '
Planning for the individual contract wherelcosts are most

important but where c¢lassification managzement is given

least consideration.

IIXI. ORGANIZATION

Location of the classification management function
can be in any one of several areas., The administrative
office, technical office, contracts office, and industrial
security office are all used. The survey points to
industrial security as being the most frequent choice.

As has been demonstrated, the actual responsibilities are
divided. One writer says that:
Most professional security managers
acknowledge that classification management
is composed of almost equal parts of security,
technical and contract administration, but
feel that it would be a step backwards for
the whole industrial security program if
classification management develops
outside the traditional security organization.4
But let us chance the tedium of repetition, and develop
8 "box score™ of the classification management program,
On the one side, we will place a function of the program.

OUpposite this, we will place an estimate of which agency

“Bob Donovan, "Classification Management,"
(handout provided to participants at She nd Annual NCKS
Seminar, Los Angeles, 13-15 July 1966).
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in a majority of firms today would have primary
responsibility for this task. Figure 3 demonstrates the

results, The managexert of classified inventories is not

simply a security or "police" function, but is a concept

not easily categorized as belonging to one particular

agency.

To summarize the organizational considera-
tions for the classification function, you
will find that it may be feasible to assign
the operations to any one of various offices.
There are both advantages and disadvantages
in each instance. 1In any event to fulfill
its purpose the office must be equally
responsive to the classification needs of
all company organizations, Maintenance of
close cooperation witn the technical,
industrial security, and document control
organizations is a basic necessity to
classification operations.

IV. CONTROL

Phjsical Accountability

The control of classified material within the
contractor facility is usually under.the jﬁrisdiction of
a classified document control agency. Document humberingJ
storage, custody, receipt, and transmission along with
inventory accourting procedures are the usual tasks of

such an agency. ZExicting systexs are generally centrally

SRobert J. Rushing, "Classification: A Key to
Realistic Security," Industrial Security, VI
(October, 1963), 105.
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FIGURE 3
BOX SCORE OF THE CLASSIFICATICN RESrONSIBILITY
FUNCTION RESPONSIBLE AGENCY
CLASSIFYING (USING DD FCRM 254)  TECHNICAL OZFICE
MARKING CONTRACT ADHINISTRATICN
DISTRIBUTION CF GUIDANCE CONTRACT ADMINISTRATION
INVENTCORY TECHNICAL OFFICE
REGRADING AND DICLASSIFICATICN CONTRACT AD:INISTRATION
ACCOUNTABILITY ' SECURITY OFFICE
DESTRUCTION CONTRACT ADKINISTRATION
COMFLIAKCE SECURITY
TOTALS
CONTRACT AD:#INISTRATICN &4
PECHNICAL OFFICE 2
SECURITY CFFICE 2
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operated and hand contreclled.

Once a do;ument has been properly marked, it is
sent to the document cohtrol division. An accsuntability
number is assigned and the document is placed in an
approved storage container. WYhen the document is needed,
the requestor must show a need-to-know (or authorization,
in the case of a courier) and must sign for the document.
At all times, the classified document control supervisor
must have physical custody of the classified material or
a receipt showing the location and name of the user of
the material. This applies to temporary as well as
long-term assignments.

Systems are being devised to facilitate inventory
and accountability with multi-location control centers
and automated systems., These systems are in an experi-
mental stage, but classification people agree that this
is one area where data processing can be of great benefit.

Control is a prerequisite to any system, but in the
case of TOF SZCRiT and SECRET materials, it is mandz2tory
that the items be accounted for a2t all times.
CONFIDENTIAL materials do not need the same amount of
control; and are often neglected.

Content
Control of document content is not as rigid and,

in many cases, non-existent. Most firms review their




contracts at frequent intervals, and many review all
classified mate}ials as a collateral project. However,
it is felt that the classified reviews are administrative
and cursory, at best, since the individual making the
check does not always have the technical or conceptual
knowledge needed to assess the currency of the assigned

classification.
V. SUMMARY

Classification is a collateral cbjective of the
Defense contractor. He is, in most cases, not staffed
for this function, nor are classificatiorn reguirements
considered when planning for individual contracts.

No universal plan of organization exists. Control for
aCcountability is rigid; but control of content is
ineffectual, It is the latter which allows
ovgrclassification to exist, yet, this is the one
element of classification towards which all
classificacion management programs are directed.

Industry is discovering that classification is
not just a "necessary evil" which must be tolerated
when accepting Defense contracts.' However, the methods
for hardling classified inventories has not generally

been decided uron. Industry management is not yet
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convinced that the same rrinciples of management applied
to the other phaées of operation can be applied to

classification. This remains to be proven.



CHAPTER V
MAJOR DZFICIENCIES IN CLASSIFICATION TODAY

There are several areas of classification today
where serious deficiencies exist. The result of these
deficiencies is overclassification, and, as in a whirlpool,
overclessification is the cause of unnecessary expense
and impedes the flow of information.

The intent here is to identify specific deficiencies

J'fhat exist as a result of the absence of sound management
prabtices. Not every problem can be discussed. However,
several areas have been selected which are deemed uajor

problems preventing effective classification.
I. INDUSTRIAL SECURITY WANUAL

Industry objection to paragraph 11, which requires

classification by paragraph, is unanimous. Such a

j requirenment is said to be time consuming and costly. Also,
the present DD Form 254 falls short of the pinpoint
classification guidance necessary to icplement this
requirement. In most cases, contractors are given a
relatively short amount of time to prepare final bids
for contracts, and parcgraph marking will cause additional

hardships in this process. In one example, a contractor
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mentioned that an engineer had a document of four
paragraphs. Nopé of the paragraphs alone was classified,
but the combination of them on a single page constituted
8 SECRET docurment. Many other contractors have simply
stated that compliance will be too costly.® Despite the
fact that sgch objections were voiced loud and long, the
requirement was not deleted from the manual., The Defense
Bupply Agency and the DoD have agreed to study the matter

further.2

In an attempt to relieve industry of any
unnecessary burden, a substitute measure was authorized.
This aliows a statement ir the front of a classified
document (or attachment of a classification guide) in
lieu of pabagraph markings to specify the nature and
degree of information requiring protection that is
contained in the document.3

Paragraph 13f(1) establishes at what stage central
accountability is required. In effect, this requirement

says that all notes, preliminary drafts, or working

papers classified SECRET or higher must be entered into

1These commeats were compiled by the Aerospace
Industrics Association for presentation at the industry-
government conference at Cameron Station, Virginia, in
January of 1966,

2
X (April, 1966), 21.

3Industrial Security Manual, par. lla, pp. 26-27.
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James A, Davis, "ISH Preview," Industrial Security,




the document centrol accountability system. Industry
claims this to be "obstructive and essentially
unenforceable"” as technical people will withhold any
classification actions until Just before publication.

This appears to be a threat rather than a logical approach.
The fact remains that classified information is Just as
valuable in draft form ag it is in final form. That is

the reason for accountability--to insure control of this
information.

Despite many changes to the manual, a still
unresolved problem is the retention of classified contract
“material after contract close-out. All classified
material :etained (including non-accountable CONFIDENTIAL
information) is subject to repeated inventories and
Justifications. The idea is to disallow uncontrolled
retention of classified documents. In reality, the reason
it is desireable to retain certain information is because
of technical interrelaticnships. Work on one project
often affects another project. Also, companies desire to
retain proprietary information developed in a particular

effort. DoD retorts that the customer (User Agency: has

4Bob Donovan, "A Preview of DoD's New Industrial
Security Manual," Security World, VIII (iarch, 1366), 17.
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pufchased all information relative to the contract and

disposition of such information is at the prerogative of ’

5 -

the customer.,

The Industrial Security kianual is still very much

hardﬁare-oriented. Research énd development concerns,
especially those engaged in basic research, will continue
to have difficulty in meeting the administrative
classification requirements., It is surprising that
greater attention was not given to research as the DoD
was more than willing to listen to industry recommenda-
tions. Industry proposals were not binding on the DoD,
Jet many were incorporated into the revised manual.
Perhaps too much attention was given to detail and.not

enough to concepts and philosophy.
II. DD FORM 254

Little can be said other than the form, as it
exists, is sirply too vague to provide the contractor
with the classification needed to properly perform the
contract. Clerification of the guidance is often

impossible to obtain as contractors expressed considerable

5& lively discussion of this point between industry
and government representatives at the NCKS seminar never
resolved the issue., As it stands, the requirement exists,
much to the chagrin of irndustry.
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difficulty in getting User Agency representatives to make
a decision on specific guidance requests. Furthermore,
time expended iﬁ requesting a decision is expensive--
both to the contractor and tne customer.

A serious DoD study is being conducted at this
time to revise DD Form 254. Suggestions from'industry
have been submitted to the DoD Directorate of Classifica-
tion lianagement and a decision will come at a later date.
However, it is certain that a revision will be made.
This one gap in the DoD guidance program has caused ;2§26

confusion and has greatly contributed to overclassification

as it exists today.
I1I. COST STUDIES

" To management, the proof of the classification
management program lies in cost avoidance. In other
words, what costs will be avoided by a vigorous program?
This necessitates defiring a cost (over the unciassified
cost) of generation, marking, protection, storage,
inventory, transmission, and destruction of classified
material.

An answer to this problem was found in early
iesecrch in the form of a classified document cost

study conducted at the Space Systems TDivision of
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' 6
Lockheed.
a single additive cost for SECRET and CONFIDENTIAL

With a breakdown of direct and indirect costs,

classifications was determined. The resultant totals
were $7.18 yearly for SECRET documents and $2.11 yearly
for CONFIDEKTIAL documents. These fesults were made
public this year in a national news magazine. Hagically,
an edditional cost figure for TOP SECRET documents was
reported to be $10 yearly, but nowhere had this appeared
in the originsal study.7 Then, it was learned that the
indirect costs of personnel clearances, security
education, and plant guards had been assigned to document
costs in tetal. No attexpt had been made to allocate
these costs among all of the various security functions.,
Additionally, no consideration had been given to specific
"first year" costs of classification such as generating
or marking, as opposed to the comntinuing costs of
inventory, storage, and control, For these reasons, an
imnressive set of'figures was invalidated.

However, there was still hope as the questionnaire

included a section on costs. But, as the returns were

. 6"Classified Document Cost Study" (Space Systems
Division of Lecckheed niissiles and Space Company,
IMSC/A703089, Sunnyvale, California, 28 August 1964).

29 7"The Frice of Cecrecy," Newsweek, June 20, 1966,
Pe .
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analyzed, one fact beczame clear. Défense contractors

“ave He bira what classification is costing them. The

variable array ér figures that were hastily scribbled in

the columns indicated a great lack of knowledge of what

compriced thece costs. This was true despite the fact

that the cost elements had been defined in the survey form.
One security representative felt that the cost of

classification wasn't really important. The fact that

the costs existed was enough as they were merely the

result of doing business with the government. But thén,

how can top maragement be convinced that the company

should take a more vigorous attitude toward classification,

when the benefit of destroying over 10,000 documents,

now being needlessly retained, can't be proven?8 Any

costs wnich a company doesn't krow, aren't controlled

9

and uncontrolled costs are a potential drain cn profits.

8‘l‘his, along with other examples of the effects
of classification management on classified inventories,
was verified in personal correspondence, interviers,
and the questionnaire.

9It might be well to acknowledge that Headquarters
Air Force Systems Command conducted a study of industrial
security costs in 1963, However, the results were so
inconclusive that no dissexination has been made of the
results, After reviewing some industry inputs to the
study, it is easy to urderstand the difficulty AFSC
must have had in attempting to correlate all of the
information.
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IV. PROFESSIONAL STATUS OF THE
CLASSIFICATION REPRESENTATIVE

The need for a classification manaéément career
field is hotly debzated. Obponents feel that the field
is too narrow and that classification should be a function
of another field. Proponents of a separate career field
express opinions such as:

e « othe Department of Defense or its
contiactors will never, I repeat, never

have an acceptable Classification kanagement
system unless a clearly defined Classification
Management career field is establishzd

and recognized within the Department ofl
Defense and the contractors facilities.

This is also the view expressed by the National
Classification ianagement Society:

The management of classification has
become, since %orld War II, the occupation of
specialists. Considering the ccmplexity of
classification and its fundamental import to
the country, it is proper and indeed
imperative that classification managenent
be reserved to specialists.ll

The real problem is whether or not the duties of
the classification management representative can be

precisely defiued. A large corporaticn can supvort a

IOR. J. Rushing, "Major Tasks Ahead in Classifi-

cation ilanagement" (presented Septamber 2, 1964, at the
10th Annual ASIS Seainar).

1l”Another Professional Society," editorial,
National Classification Management Society Journal, I
(Spring, -1965), S.
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cléssification management "empire" just from its document
control program.' But, by definition, it is more than
that. One basié need is the interpretation and
preparation of guidance from the DD Form 254. Few firms
can support the téchnical psople for this purpose on a
full—time basis. But, on the other hand, can one person
handle and direct the functions of all the separate
agencies? If the definition of classification management
is‘accepted, then it must be acknowledged that few people
today posséss all of the qualifications. The problem

is not managerial experience, but technical knowledge.

A few large firms have instituted separate classification
management departments with some success.1? Tne duties
are certainly not universally defined within these large
firms. At this date, the salary range is not great and
13

the opportunity for advancement aprears limited.

121t is also this groupr which has done the most
to promnote a separate career field--almost as if to
Justify their position rather than to advance a
profession. .

13One large electronics firm at the recent NCMS
seminar was recruiting with salaries proportedly starting
at $10,000. Experienced people were wary of the offer
as the firm had recently beern caught with some security
violations, and it was felt that once the "heat was off,"
those who had been hired would soon be looking for
work elsewhere.
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" V. PROFESSIONAL ORGANIZATIONS AND PUBLICATIONS

There are two professional organizations currently
dealing with the problems of classification. They are
the American Society for Industrial Sécurity (ASIS) and
the National Classification hanagement Society (NCHS).
The latter organization was formed in 1964--supposedly
due to the lack of emphasis on classification by the
ASIS. The growth of the new organization has been
excellent and its succesé has prompted the ASIS to foqm.
& Classification kanagement Committee. iWhat effect this
will have on the NCMS is not yet known. One thing is
certain, The ASIS is lafger and more influential. Since
-classificgtion management as practiced today is largely
concentrated in the industrial security function, the
ASIS will have a greater representation.

Communication is a real problem in classification.
}The NCMS has been unable to get started in this area.

nly a singie issue of the Journal has been published,.
and it only after some delay. uembers have been quite
disappointed with the organization in this respect, but
attribute it to "growing vains.” On the other hand,

Industrial Security, published by the ASIS has wide
distribution, but only a very small amount of space has

been devoted to classification. The articles are
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generally informative, factual, and void of contrcversy.

A relatively new publication, Security World, ha~ begun

a series on industrial security t¢ include classification
menagenent. The articles have been well written and
cover all asnects of the situation.

A great deal has been accomplished at the NCHS
seminars and ASIS workshops. But annual affairs are not
sufficient. The NCMS is not equipped to handle questions
as they might arise, Théir library is small but growing.
Exchange of informaticn is slow as there is ne designated
agent to direct the efforts. ASIS is well equipped to
handle the flow of information from their exscutive
offices, but their classification winagement prosram is
still in its infancy.

- Professional organizations do exist, but nive been
unable to fulfill their objectives with ve- 't 0
clessification., Publications deiling with the subject
are few in number, Communicationf, especially a
“créss talk" between firms, is virtually non-existent
arnd, thus, possible ideas and solutions to individual

problewms cannot be transmitted.
VI. IMNDUSTRY-GOVIRNUENT CCCPLRATICN

Close cooperation between industry and government

is not noticeable. Despite the fact that government has

;____________
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. 80licited industry help, such cooperation is’rare.
Industry claims»ﬁhat government is not flexible»enough
and the DoD says that industry has just not come forth.

In one sense, this is a prcblem of training.'
Government classification people do not really understand »
industry problems nor do they comprehend the technical
language used by the engineer.. A great deal of
classification is asJigned arbitrarily. There is no-
specialist in classification managezent in government.
At the sare tiﬁe, industry people do not understand
"governmentese"-~-the lanzuage of goverrment,

Another problem again is communication. Routes
of communicaticn are undefined. Tor industry to get a
clarification of secﬁfity guidance, the person to whom
the query will be directed must be known, and a channel
of communication musﬁ be found. Also, the individual

responsible must be willing and able to make a decision.
VII. INDUSTRY INITIATIVE

The majority of firms surveyed designated an agency
or individual to be responsille for classification
manazenent. Few firms, however, were adequately staffed
to insure proper management of classified inventories.
This is especia 'y true with recard to interpretation of

classification guidance and review of inventories for




content analysis. Many representatives admitted that
their firms werg'plagued with excess inventories, bdbut
personnel were Just not available to perform an analysis
and review,

User Agencies express a desire for contractors to
participate in establishirng classification requirements.
However, only one firm is known to have actually
participated in pre-contract negotiations to assist in

14 The survey also shows that only a small

this area.
percentage of contractors allow classification personnel
to assist in contract negotiation. 1In most instances,
the contract DD Form 254 is Jjust reproduced and
distributed wittout any additional guidance. Contract
administrators fail to insure that the customer designates
an individual to be responsible for security clarification.
Generally, it seems that classification requirements are
ignored when planning for individual contracts.
Classification is a responsibility of many areas.
Yet often the firm does not designate an individual or

agency to coordinate tkese functions. By now, the reader

can see that classification managexment is not just

14The success of this one firm failed to impress
other participants at the NCMS seminar. Few contractors
seem willing to spend money before the final contract
agreement regardless of the time and money this might
save at a later date.
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document control and compliance. It is a myriad of other
functions which must be coordinated to prevent
overclassification.

BEven ir a function such as document control,
industry has only begun to take the initiative. Accounting
and inventory are two functions that can %e easily
accompiished by automation, yet only a few firms have
data processed systems. Even with increasing classified
- inventories, countractors still continue to operate using
centralized, hand-controlled systems.

At every turn industry has criticized the DoD for
inadequate direction, which has resulted in
overcléssification. In reality, nuch of the confusion
is due to the lack of iritiastive on the part of industry
to cofrect the situation. The DoD has b.en prepzred to
bargain, so long as the resulting procedures did not
violate the intent of the requirements., Governnent
officials have adnitted a lack of understanding the
problemns of industry, but industry represeﬁtatives heve
failed to go half-way. Cverclassification will notibe

solved by DoD concessions.
VIII. OVERCLASSIFICATICHN

Deficiencies in classification tegin with the
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original classifying authority. The original classifi-
cation must be correct. From there, the problem is more’
complex. Government direction is still not specific
eronch to prevent an auplilicaiion of the problem. But,
more imvortant, industry has failed to understand the
scope of the problem. This is partly due to a failure
in communication and a lack of understandingqfhe results

of overclassification.



CHAPTER VI
CLASSIFICATION MANAGEMENT

The deficiencies presented in the last chapter
can be overcome. There is no simple solution, yet the
methods proposed are common techniques of good
management., The synthesis of proposals presented along
with some new thoughts is not interded as a panacea,

But the presentation of how the management of classified
materials can prevent overclassification will show
possible benefits resulting from a good classification

management program.
I. GOVERNMENT DIRECTION

Even though the Department of Defense is
responsible for establishing the guldelines, a great déal
can be done by industry to improve present procedures.
Since this is where classification originates, any
proposals for improvemeht must also begin at this point.

Industrial Security Lanual

The National Classification Lianagement Society
seminar approached the subject realistically. ileeting
Just two weeks after the new standards had been published,

the Society discussed methods of implementing the
67
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procedures, and denied attempts of members to discuss
methods of avoiding the new requirements. Opinion as to
the possible benefits of paragraph marking was evenly
divided., PFirms that had already experimented with the
procedure testified that the benefits far outweighed the
cost. The Industrial Security Cffice of the Air Force
Systems Command, in a policy letter to its detachments,
said it best:

Paragraph marking has the obvious
advantage of specifically identifying
information which is classified thereby
eliminating unnecessary classification. « « .
This 1s particularly important in the case
of technical reports in view of the
necessity for making frequent extracts
therefrom.1l

Industry has been given sufficient time to implement

this requirement. It appears that industry objections
were based on technique and not philosophy. This greatly
weakened the apparent overwhelming Opposition.2 Marking

requirements still leave something to be desired--

1"Marking of Technical Reports" (Letter from
Headquarters, Air Force Contract Management Division,
Los Angeles, 15 December 1965).

2In an attemrt to further sophisticate this
requirement, Air Force is adding automatic time-phased
downgrading and declassification groupirgs to selected
docunents. Thus, a secret paragraphk falling under the
requirements of group 4 would be preceded by: (S)(Gp 4).
Needless to say, this proposal brought many groans from
. industry representatives.
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especially with regard to fcotnotes, drawings, etc..
Nonetheless, the'idea is sound and industry would do well
by accepting the requirements instead of blind resistance.
Research and development firms do have difficult
problems, but the solution is up to them. Suggestions
as to technique must come from the people closest to
the problem. Constant complaining is definitely not the
solution. The DoD has proven that workable solutions
will be adopted so long as the basic ihtent of classifi-
cation is not violated. .
Retention of classified materials after contract
close-out is a question of need. Neither side is able
to agree in what form the need must be. One‘solution
exists in the Defense Documentation Center. This is a
repository for technical information relating to defense.
Material stored there can be retrieved by a contractor
with the proper need-to-know. To insure that information
is given the widest dissemination, a DDC index is proposed.
Such an index would be cross-referenced by subject,
author, and title. Interested ccntractors could subecribe
to the index so that all classified information would be

available to the contractor when needed.3

3At the present time, the only known index of
classified defense information is sponscred by the Air
Force. However, a more general reference is needed.
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The reviged ISM is much improved. Any problems
are due to procedure, and the DoD has been more than
willing to listen to industry in metters of technique.
DD Form 254

One proposal to the dilemma of inadequate
classification guidance is industry partisipation in
establishing classification criteria during contract
negctiation. Since the contracting officer has difficulty
underﬁtanding tte technical language, the solution seems
to be one of allowing a technical representative from
both sides to bte a part of the negotiating team. These
people would discuss classification requiremsnts. %#ith
this technique, toth sides would better understand tae
reasons for classification. If, for some reason,
additiénal clarification was needed at a later date,
industry would have a government counterpart where

4

quest}ons could be directed. Communication would

certainly be expedited.

The sécond rroposal is to let industry prepare a

draft DD Form 254 with the request for proposal package.

4One Navy Contracting COfficer has attempted to
implement a similiar procedure in that he personally
accepts all questicns related to classification. However,
he admits that no decision is made without consulting his
technical people and so, this proposal wculd seex to
be better.
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' This would then be reviewed by the Contracting Officer
and his enginee:é. dost likely, the DoD DD Form 254
‘would closely resemble the submitted draft. Thus, a small
amount of engineering money spent by the firm before
contract initiation would save a much greater amount
afterwards in attempting to get problems clarified. This
has worked well in the few cases where it has been tried,
and both the firm and the DoD benefited.

. The third prcposal is a detailed classification
guide which would be attachéd to the DD Form 254. This
also fits into the conceprt of the revised DD Form 254
which is under consideration. A cOponf this form is
found in Appendix 6. Zxamination of this form shows that
not only is the checklist format retained, but the greatly
needed specific guidance would also be included.

A combination of all the proposals is the best
solution. Pre-contract negotiation of classification
would be the first step. A draft DD Form 254 would be
submitted by the firm when the contract prorosal was
returned to the User Agency Contracting Cfficer. Then,
at the time of contract acceptancé, a classification
guide, prepared by the User Azgency, would be attached to
the contract DD Form 254, The DD rorm 254 with

attachments would then be a part of the contract.
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II. INDUSTRY IMPLEMENTATION

Principles of management are easy to recite, but
with regard to classification, they must be identified.
There are positive actions that contractors can take to
improve the classification system, Basically, actively
managiﬁg the classified materials from contract negotiation
tarough close-out is the answer. Some specific
reconmendations are proposed in this section.

Classificatiorn Management as a Career

No one individual can possible perform all the
required classification tasks in a firm., It has been
admitted that classification is one task of many
specialties. Emphasis and coordination are nceded, and
this can best be done by a management specialist.

Classification management cannot support a
separate career field. Yet, the management of classified
materials is more than a police furction. The answer is
soméwhat of a compromise.

Personnel trained in general management techniques
would be ideal. W¥What is required is a coordinator--one
who would supervise the varicus classification tasks
verformed by the other agencies. The only specialized

training would be with regard to the Industrial Security

Regulation and the Industrial Security ilanual. These are
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specific documents and not difficult to understand.

. Smaller cémpanies could staff classification
management with a general management type of individual.
This could even be done on a part-time basis so long as
the classification duties were properly emphasized;
Larger cémpanies could possibly support a staff with
direct responsibilities for documegt ¢ontrol and |
accountability. Either way, management must be the
emphasis. Advancement opportunities that ére management-
oriented would be greater than those that are
classification-oriented.

| Staffing for compliance or docurent control hgs
rot proven effective. The firm must insure the coordina-
tion of DD Form 254 interpretation, content analysis
revieﬁs, document control, destruction, and compliance
as the responsibility of an individual or agency. This
is essential before effective planning and §ontrol can
ever be accomplished.

Pre-Conivract Negotiation

Such a procedure has already been suggested with
regard to DD Form 254. However, thic is one point that
cannot be overemrhasized. Classification requirements
can and must be negotiated. Classification representa-
tives should be an intesral part of any negotiating team.

Even a detailed classification guide will be less than
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sufficient if tpe company is not aware of the
classification philosophy used in a particular project.

The firm'must be willing to spend a certain amount
of money prior to final contract acceptance. Such planning
will surely be beneficial in reducing delays and expense
of security clarification after work has started. This
will also allow for a better estimation of class;fication
costs and be reflected in more accurate profit planning.

Professional Organizations and Comnunication

The views expressed by industry with regard to
classification must be consolidated intc¢ a singie,
influential voice. For a number of reasons, the National
Classification Management is the logical choice. Although
it lacks the sophistication of larger organizations, ﬁhe
interest and drive is rresert. The objectives of the
society must be realigned to meet classification needs.

Regional workshops are sugzested. At such
workshors, User Agency representatives could explain
classification philosophy. Lianagement refresher courses
could be conducted by university personnel. A greater
exchange of ideas would be possible and the technigues of
classification could be taugnt. This would also be a good
orientation as well as an excellent means of insuring
industry knowledge of the latest requirements ard
techniques.
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Also, the NCMS must establish a national
headquarters. éuch an agency is needed as a communications
link between pebple with questions and those with possible
answers., | |

Finally, timely and complete information must be
made available to industry representatives. This could
be in the form of a newsletter or a magazine,

The advantage of the NCUS representing classifi-
cation personnel is that the scciety isn't coﬁfined to a
particular career area. It is able to serve the needs
of classification personnel in administratioh, technical
offices, industriel security, and the other specialities,
as well as the classification coordinator. This offers
a great challenge to this young society and the next few
years will determine its success or failure.

Automation

Document control is often cited as the one aspect
of clessification that is most suitable for data processing

5

techniques, Zxperience is proving this to be true. Not
only does automation facilitate inventory, but it can

also be used for relating data to specific contracts and

5Edward G. Goulart, "Classified Document Control:
A Synthesis of the ilements Relating to the Developzent
of an Automated System," unpublished Master's thesis,
Boston College, 1965.
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provide destruction data. Additionally, automated
systems can be used to implement downgrading and
declassificatioﬁ information.6
As automated hardware decreases in size and cost,
smaller firms will be able to participate in these refined
document control systems. Machine-based systems are a
valuable tool in the management of classified inventories.
Unfortunately, the same degree of reliability cannot be
oﬁtained when establishing the classification and
corresponding requirements. PBut, even considering cost
as a factor against an automated document control system,
smaller firms fail to use even the most sinple techniques.7
Control for content cannot be autcrated, but it
can easily be incorporated into an autcmated system.
Aids such 8§ "key word" referencing can be included on

punch card and tape information so that actions of re-

grading and declassification can be easily identified.

6Robert D. Donovan, "An Autorated Document
Declassification System" (presented at the 2nd Annual
Seminar of the Natiocnal Classification iianagement Society,
Los Angeles, 16 July 1966).

7For example, the document numbering system can be
devised to ccntain a wealth of information. A number such
as ©6R-146-102D could referernce the year of origination
(1966), the office of primary responsibility (R?, the
contract to which the document is rslated (146), a
sequential document number (102), and a reference to the
autonatic tire-phased dewngrading and declassification
system (D).

-}
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Costs

There is a cost of classification even if it is a
requisite of doing business with the government. A valid
study is yet to be conducted. Cne survey respondent plans
a cost analysis in the near future. More facts are needed
80 &s to include the smaller firms. DPerhaps a
comprehensive study financed by the DoD would be the
solution. Studies could be made in many firms so that
"representative™ costs could be estimated. No matter
what method is used, the methodology must be agreed upon
by both industry and the DoD before the results can have
any significance.

Sumnary

In effect, industry must staff, plan, organize,
and cbntrol the management of clascsified inventories.
These techniques have worked quite well in other functions
of the.corporate organization. There is no reason why
these same techniques cannot be applied to classification.
As a matter of fact, the absence of any such techniques
has resulted in the majority of deficiencies today which
are rasponsible for an acknowledged overclassification

dilemrnma,
III. CLASSIFICATICON AND INFCRMATION

To what extent classification impedes the flow of
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nformation is a question that cannot be answered., Some

dea of the effect on the scientific community was

iscussed at thé recert NCAMS seminar. The free flow of

nowledge has almost come to a halt. Some of our great

cientists have been restricted from doing work in their

'ields because of security reasons. A great nmistrust has

wisen between the security man and the scientist.8 Some

:laim that too broad an area is considered classified

informaticn and that the real secrets are "devalued."9
One solution already menticned was suggested by

the Wright Commrission many years ago. That was to

2iininate the CCNFIDENTIAL category and protect only the

really sensitive information. Even with regard to more

sensitive scientific information:

General principles can be kept secret for
only a short time. Secrecy does not prevent
the spread of ideas or their rediacovery by
the scientists of other nations,

8Thjs is further emphasized in: Wallace PFParks,
"Secrecy and the Public Interest in Military Affairs,"
George Washingtor Taw Review, October, 1957, pp. %9-4uU.

9Robert D. Donovan, "Science, Security and Informa-
tion" (presented before the Research Security Administra-
tors, Los ingeles, Surmer, 1966), p. 6.

1ODr. Edward Teller ard Allen Brown, "Secrecy is
Not Security," Air force and Space Digest, January, 1961,

P. 93.




This becomes more of a problem as our technology

increases. Each new discovery is more sophistiéatéd
than the last aﬁd possible military implications are
increased. Once classification controls are applied,
developzent ceases.11
This is the one problem that cannot be dealt with
by procedural recommerndations. All ramifications of the
"information explosion" are not yet understood. One thing
is certain; Industry must first reccgnize and identify
the problem. It is not enough for the scientist to_adt--
top management must act. A clarification or restatement
of classificaticn philosophy would be the goal of such
industry action. |
The effect of classification on information‘flow
is the problem of the future. However, action is needed
now as any changes will come only with time. Industry
and the public must act soon before information flow is

hopelessly bogged down and progress stymied.

llThe development of the laser is & good exanmple.
When discovere”, it wss proposed as having the greatest
possibilities ¢f{ any project in recent years. Immediately,
military applications were develored, and it is said that
laser develowncent Las slowed almost to a halt.
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CONCLUSION

Classification requirements have existed quite
some time without the benefit of managerial control.
Procedures were established and developed so that
overclaessification of.official information has grown into
a problem of overwhelming proportions.

The Department of Defense was quick to realize
that the management of classified materials was needed
as a separate program. Although the DoD program is far
from perfect, it has certainly been a major factor in
improving classification guidance. Industry help and
cooperation is sought by all agencies. Government
representatives, for the most part, are listening to
industry complaints and attempting to take corrective
acticn. However, the "diseconomies of scale" are evident
and produce much misunderstanding. Delays are frequent
and lengthy, and unwillingness to change procedures still
exist as problems. Generally, the DoD Directorate of

Classification ianagement has done an excelleat job in

combating these faults. The revised Industrial Security
Manual and socn to be revised DD Form 254 are giant steps

toward accurate and concise DoD direction to the contractor.
80




8l

Industry on the other hand has been slow in
accepting classification as an ordinary function of the
business enterpbise. Ignoring the problem has resulted
in many deficiencies which are now being recognized. A
change in contracting procedures has forced the defense
contractor to carefully examine his costs. The effect of
overclassification is not fully realized dbut at least it

is being recognized. This thesis has identified some of

~the major classification deficiencies and their effects.

Fliminating many of these deficiencies is a matter of
applying the same techniques of management to classifi-
cation that are apvlied to finance, marketing, or produc-
tion. PFollowing the definition preserted in the first
chapter, it is a matter of staffing, planning, organizing,
and controlling. The important feature is that procedural
remedies are available., It ie now up to the initiative

of industry management.

Attention cannot be limited to the past and present
problems., Classification management must also set the
sights toward the future. The effects c¢f classificaticn
on information flow must be brought into focus. It has
been the intent of the thesis to identify the situation
in hopes that toth industry and gzovernment will plan

for action.

Defense contractors need active and vigorous
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classification management programs to cope with the past,
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present, and future problems of classification., The
rewards will be a decrease in the costs of defense

contracts, as well as the benefits of a more efficient

flow of information.
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AFPENDIX 1

Much of the information presented in the body
of the thesis is based on a survey conducted by the
author in July, 1966, Questionnaires were sent to
the defense-oriented firms listed in Appendix 2. Thirty-
seven returns were received representing fourty-one
respondents, This is not a statistical discrerancy,
bﬁt, is the result of the pooling of answers by
larger firms where more than one response had been
requested.

The questionnaire was divided into seven sections.
A strict tabulation or average compilation of each
question would be inadequate., WYhere approprizte,

interpretation of the responses will be offered.
I GENERAL INFCRIATICN

l. Major products or services of your company:

12 - electronics

- aerospace

- research and development
cemzunications

- ordnance

- other

o Lo o o |
i
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2. On what type of government contracts do you
perform?

_19 -~ Hardware
1l - Research and Development

7 - Both
3, With which Defense User Agency are you involved?
4 - Army

_3 - Navy

4 ~ Air Force

219 - A1l
__7 - Other (NASS, AEC, etc.)

4, With which Cognizant Security Cffice are you
associated?

1

S

- Los Angeles

- Boston

- Philadelphia
- San Francisco
- New York

- Atlanta

- Dallas

- St. Louis

- Cleveland

bbb o le le L L

5. Approximate number of persons served by your
security office -
_6 - less than 500
_7 - 501 - 1000
- 9 - 1001 - 3000
_15 - over 3000



II CLASSIFICATION MANAGEKZINT PRCGRAM

6. Is there an office or individuwal in your.
company responsible for supervising or
monitoring the generating, marking, grouping,
control, review, return, and destruction of

classified material?

_33% = Yes
_4 - No

Identify:

.26 - Industrial Security
3 = Classification

3 = Information

1 - Technical

7. Does your company have a classification
management program?

_15 -~ Yes

22 - No
8. If so, is this program conducted:

_6 - on a full-time basis?

__9 - as a part-time duty of:

- contracts?

- security?

- administration?

- other?

9. Under what department or organizational element
is the classificaticn management function
represented?

- Industrial Security

Classification Management

Administretion

Contracts

o bkl
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10, Vhere is the classification management
function located in your organizaticnal
structure?

11.

12,

Most all respondents answered this the same
as the last question.

Is the classification management function
performed by:

9 - an individual?
6 - a group?
Should the security office function and the

classification function in a facility be
separated?

16 - Yes
_19 - To

Those answering negatively felt that
inspection should not be separated from
performance responsibility. The others
felt that the two functions were
dissimiliar in intent.

III CLASSIFICATION MANAGEMENT PERSONNEL

13,

14,

Does your company have employees performing
classification functions as a primary duty?

6 - Yes
_31 - Mo
If so:
what is the title ascribed to these
individuals?
2 - Security Rerresentative
2 - Classification Management Specialist
1 - Classification Guidarnce Representative
1 - Classification Control Representative



98
how many job levels are involved?
__2'— Two
what are the szlary grades involved?
The average is $€00-31000 a month.

15, Do you feel that a classification management
career field is warranted?

_29 - Yes
_12 - No

Those answering in the affirmative felt that
sufficient emphasis was not being given to
classification and that there is a lot to be
done., Those giving a negative answer were
gerierally from smaller firms and expressed
the opinion that a career field would be

too limited.

IV EFFECTS OF CLASSIFICATION WANAGEHZLT
ON CLASSIFIEZD INVENTCRIES

16. Vhat is the approximate amount of classified
material your facility is accountable for?

Number of SECRET documents

SECRET - »d .are

Estimated aumber of CCLFIDXNTIAL
documents

Estimated CCNFIDENTIAL hardrare

/]

17. What is the approximzte rate you are adding
to your SECRET inventories?

18, What is the arproximate rate you are reducing
SECRET inventories through:

destruction?

regrading?

declassification?

transmitted out?




19.

20,

21,

22.

23.

99

These three questions brought out two very
important facts., First, the vast majority
of classified documents are CONFIDENTIAL.

Secondly, the actual inventories of SECRET
materials show a net growth in most firms.

What type of document control system do
you have?
20 - Centralized - one master control center.

9 ~ Partially centralized - several
control centers.,

5 - Decentralized - unit control centers,
Is your document control system:

23 - hand controlled?
6 ~ semi-automated?
5 - data processed?

Do you feel that electronic data processing
techniques are practical for controlling
classified inventories? '

e majority of respondents gave an
affirmative reply. Those with a negative
reply felt that the expense of automated
equipment was too great or that the amount
of classified materials handled was not
great enough to warrant the expense.

Is document control a function of:

_18 - industrial security?

11 - administration?

_6 ~ classification management?
_1 - contracts? ‘

What type of docurent control numbering
system do you have?

(9%



24, Does it provide:

- a means of establishing a document's
year of origination?

- a means of establisning the contract or
office to which the document is related?

an identification of the regrading or
declassification requirements?

The last two questicns demonstrated that
over half of the resprondents used a
consecutive numbering system regardless of
contract, date, etc, Some firms use

very sophisticated systems, A surprising
number of respondents did not answer this
‘question, '

25. How often is a systematic classification
review conducted in your organization?

for accounting for content
accuracy

Exact figures were difficult to tabulate.
Accounting accuracy is required and so
all firms comply with this requirement.
Content review was a procedure in a few
firms on an "as needed" basis and usually
in conjunction with contract review.

26, If you have a specific declassification program,
pPlease describe briefly.

Most firms follcw the automatic system., A
few reported that a coritent review is the
basis for additional guidance being
requested from the originator whevre the
clessification is in doubt,
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27. Vith regard to contract negotiations for your
own contracts and sub-contracts:

- do classification manasement personnel
participate?

are they reviewed by classification
management for impact on company costs?

if classification management personnel
| are on the negotiating team, do they

' participate in all phases of the
negotiations?

o ol

The remaining respondents had a
negative answer or failed to answer
this question.

V COST STUDIES

Costs to be considered are as follows: Direct costs,
secretary processing, document contrel, mail and courrier
costs, and recipient handling costs., Indirect costs of
personnel clearances, security educaticn, personnel
costs (such as guards, industrial security, document
control, classification manzgement, etc.) and materials
costs (such as stamps, filirnz cabinets, locks, safes,
records retention, etc.).

28, %“hat do you estimate as the additional cost
(over unclassified) of generating, accounting,
reproducing, handling, protecting, and
destruction of:

$5-8100 - a SECRET document for the first year?

$1-620 - a SECRET document for succeceding
years?

$.50-£10 - a CONFIDZNTIAL document for the
- first year? B

$.25-52 - a CCNFIDENTIAL document for
succeeding years?

Many respondents did not reply to this
question and some admitted they Jjust didn't
have any idea. A range of the revplies is
given to show the disparity in estimates,
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29, What is the approxirate annual cost to your
company of classified document controls?

$25,000-850,000 was the average answer,

30, Has your company made any c~3t studies in
this area?

__1 - Yes (Lockheed)
_36 - No

One firm indicated a study would be conducted
in the near future.

VI DIFARTMELNT OF DSFENSE DIRLCTIVES

DoD Instructicn 5210.47

31, If you have a copy of this instruction, please
describe any portions of the instruction
that you would feel restrictive from the
contractor pecint of view, the adverse effects
on ycur operations, and suggestions for
improverxent.,

Over ninety percent of the respondents had
no corment. Aany admitted that they 4id
not have a copy of the Instruction.

Industrial Security Reculation - Industrial Security Manual

32. Do you feel that the ISR provides adequate
guidance in preparation of DD Form 2547

-9 ~ Yes
_24 - No

33, What are some of the major deficiencies in the
ISM peratining to classification management?

Some of the replies were:

1. Not enouzh emphasis on classification

R management.
2. Manual is hardrare oriented,

3. Inadequate classification guidance.




&4, Requiring supervisor to determine
necessity, currency, and adequacy to
classifications applied. The
‘supervisor is usually not trained for
this task.

5. Automatic, time-phased downgrading and
declassification system.,
)
34, Please noqz'with brief comment, some areas
of the new ISM which you feel will be
burdensome to the contractor:

€ - paragraph 10c(1l) and (2)(Classification)

- paragraph 11 (Marking)

- paragraph 12 (Record of Classified i
Materials) |

paragraph 12f(1) (Production of
Clascsified Material)

Cther

b o o

DD Form 254

35. Approximetely how many DD Form 254's does
your facility receive annually?
4 - 1 to 10
8 - 11 to 25
7 - 26 to 100
8 - over 100 i
36. What office in the company is responsible for
interpreting the DD Form 254's you receive?
19 - Industrial Security
S - Program Manager
4 - Contracts ,
2 - Classification lanagement



37.

38.

39.

40,

|
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How are the classification requirements
specified in the DD Form 254 made known to
applicable users?

16 - DD Form 254 reproduced and distributed.

9 « Specific guidance published.

10 - A combination of the above.
Approximately how many DD Form 254's does your
facility prepare annually for subcontractors?

17 - less than 25

4 -~ 25 to 50

2 - 50 to 100

2 - over 100
vho is responsible for second tier subcontract
review to insure accuracy?

11 - Contracts
- Industrial Security
-~ Classification idanagement
- Other

o b Lo |

Yhen do you normally receive DD Form 2547

- With RFP or RFQ.

- During negotiations,

- With the Contract,

- After the contract is received.
- On ccmpleticn of the contract,

RENN

If you have experienced delays, what type of
classification guidance is normally received
by the time work has started?

The answers were varied and difficult to
interpret. DD Form 254's are received at
various stages--often there is one at RFP,
another during negotiations and again

& post-final copy on completion of the
contract., With the half-dozen firms that
had experienced delays, a letter in lieu of
the form was usually received.
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41, In your opinion, is the DD Form 254:

_21 - ineufficiently specific?

_6 -~ sufficiently specific?

__2 - applicable to the contract?

2 - adequate for ready interpretation?

42, How could the DD Form 254 be made more
arrropriate to your type of work?

43,

2l - Attachment of a detailed classification

guide,

5 - More specific items.

In your opinion, what can be done by

government and industry to assure more specific
security guidance is given to the contractor
before a contract is issued or a DD Form 254 is
served on the contractor?

1.

Pre-contract negotiations.

Align classification with technical
material.

klake classification personnel more
technically oriented,

Make extensive use of classification
guides.

Allow contractor to submit cla551f1cation
guides with RFP or RFS.

ifake classification a more specific part
of the contract.

44, Note briefly any recommendation you have for
alteration, revision, or replacement of the
DD Form 254,

The two most mentioned were:

1.
2.

Delete checklist format.
Attach a detailed classification guide.

~



Other
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45, Flease note with comment, any otber regulations,

1,
2.
3.

4,
5.

manuals, or instructions that, in your
opinion, need specific improvement.

Few comments were received.
VII OTHER CCLXENTS

Criticisms of the National Classification
Management Society.

Contractor does not participate enough in
preparation of DD Form 254,

Present suidance in not sufficient for quick
decisions,

CONFIDENTIAL is not a worthwhile classification.

Comnunication between industry and government is
very poor. ‘

Many of the specifics presented in the returns were

factual and informative. OCnly a few firms elected to

withhold information of a proprietary nzture. COverall,

the questionnaire returns were a vital and beneficial

supplexent to the research program,



APPENDIX 2

This appéndix contains a listing of the defense
contractors contacted during the research stages of the
thgsis. As questionnaire respondents were not required
to identify the name of the company, actuzl perticipants
cannot be identified, FHowever, this list should serve
to acquaint the reader with the tyre of contractor
firms cortacted.

ACF Industries Aerospace Corporation
Aerojet General Aerolab Development Co.

Airberne Instruments Lab. Aircraft Armaments
American District Telegraph Arthur D. Little, Inc,

Atlantic Research Corp. Autonetics

AVCO " Battelle ilemorial Institute
Bell Aerosystems Belock Instruments

Bendix Boeing

Bunker Ramo Burroughs Corp.
Curtiss-%right Defense Electronics
Diebold Douglas :

EG & G, Inc. Fairchild Camera & Instrument
Fairchild Hiller FuC Corp.

Federal Pacific Electric Garrett Corp. - Airesearch
General Dynazics General Electric

General llotors General Frecision

Grumman , H. Koch & Sons, Inc,
Heliodyne Hercules Powder Co.

Hiller Aircraft Holston Defense Corp.
Honeywell Huzhes Aircraft

IBH ITT-Kellogg

Itek Jet Fropulsion Lzboratory
Kaman Aircraft LTV

Litton Industries Lockheed

Loral Electronics HcDonnell Aircraft
Magnavox Marquardt Corp.
Martin-iarietta Monsanto Recsearch Corp.
¥osler Motorola

National Scientific Labs. Nc~th American Aviation
107
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Northrop

Philco Corp.

RCA

Republic Aviatien
Saratoga Industries
Space General Corp.

Stanford Rescearch Institute

Sylvania

Systexms Scieunces Corp.
Thiokol

Varian

Western =zlectric

108

Olin

Rand Corp.

Raytheon

Research Analysis Corp.
Sheffield kdward Asscciates
Sperry-Rand

Studebaker

System Development Corp.
Texas Instruments

TR%W, Inc.

. Volt Techniczl Corp.

%estinghouse



S APPENDIX 3

DEPARTY.AENT OF DEFENSE

SECURITY AGRCELIENT

Tois ACREEMENT, entered into this

day of 19

by and between THE UNiTeo States o America through the Defense Contract Administration Servicex,

Defense Supply Agency

acung for the Depantment of Defense (Lereinafter called the Govesrument) and (i)

8 corporation organized and existing under the laws of the State of

(i) a pantnership consisting of
(iii) an individual trading as
with its principal office and place of business at

State of
VWITNESSETH THAT:

Warntas, the Goverament, theough the Department of the Army,
the Department of the Navy, and/or the Department ol the Aur
Torce, has in the past purchased ar may in the future purchase from
the Contractor supplies ur services which ate required and neccssary
10 the national defense of the United States, ur may invite bids or
requent quotalinns on proposed coatracts foe the purchase of supplies
or services which are required and nevistary th the national defense
of the United States, anl .

WHEREAS, # 13 essential that certain security messures be taken
by the Coatractor prioe & and sher oo being sccorded access e
classihed wfuemation, and

Wueneas. the parties desire tn define 1nd et forth the precautinns
and speaific safeguards o be taken by the Contractor and the Gov.
erament in order to preserve and manian the secunty of the United
States through the prevention of umproper dislimure ol clasufied
informanon derved from matters affecting the national dufense:
;:m;r'. or any other sct Jethimental tu the wxunty of the Umited

es:

Now, Tuaatronr. in consideratin of tha furegenng and of the
mutual privnises heresn contained. the parties herear agree as folluws:

Sectos 1—3ECURITY CONTROLS

(A) The Contractor sgrees tu provide and maintain a system of
securnity controls withia its ur his own urgemization v sccordance
with the requirements of the Department of Defense Industrial
Security Manual fur Safeguarding Classificd Infurmation - attached
hercto and made s part of this sgreement. subiat. huwever, (1) to
sny revisions of the Manual tequired My the Jemands of nananal
secunty as determined by the Gavernment. nctice f which has heen
furnished w the Contractor, and (1) to mutual agrerments entercd
into by the parties ia urder tu sdapt the Manual te tac Contrator’s
business and necesaary prucedures thereunder  In nrder to place in
eflect such secunty controls, the Contractie further agrees tu prepare
Standerd Prociice Procedures fue s or hus own use, such princdurer
tu be consistent with the Department of Defense Industnal Security
Manual for Safeguarding Classifed Infurmatinon  In the evemt of
any anconsistency between the Coatractie's Standard Pracice Pros
cedures and the Department of Defense Industrial Secunity Manual
for Saleguaeding Clasuhed Tafurmanion s the same may he reviced,
the Manual shall ¢conerol

in the city of

(bereinafter called 1he Contracior).

(B) The Government agrees that it shall indicate when necessary
by secunty classification (Top Secrer, Secrer, o Cowfidensial). the
degtee ul impurtance to the natwnal difunse of snlirmation pectaiming
10 supplies, services, and other matters to be furnished by the Con-
teactor to the Government ue the Guvernment to the Contractor, and
the Government shall give written notice of such security classifica.
tion to the Contractor and of any subsequent changes thereof; pro.
wided, however, that matters requining secunity dlassification will be
assigned the least restesctive secunty classification consistent with
peoper safeguarding of the matter concernad, since overchassification
causes unnecessary opecational delays ead depretiates the impurtance
of correctly classified matter.  Purther, the Government agrees that
when Atomic Energy information 13 involved 1t will when necessary
indicate by s marking addiional 10 the classification marking that
the information s “Restricted Data—Atomic Energy Act, 19467
The Contractor is authonzed to rely on sny letter or other wtiten
nstrument signed by the contracting officer changing the clasuifica.
tion of matter. The Government also sgrees upun weitten applhi.
ation of the Contractor to designate employees of the Contractue
who may have sccess to informatina clawsified Top Secrer or Secret
or to information classified Conhdential when “Restricted Data™ 13
involved. or to martter invulving rescarch, development, ve productiun
of cryptographic equipment, regardiets of ws military clasufication;
and alien employees o have access 10 any classifed marter,

{C) The Cuntra tor agrees that it or he shail Jetermine that any
subcontractor, subbidder. individusl, ue arganization proposed by it
oe hem for the futaishing of supplies ar services which wul invalve
accers tu classifed information o s or his custody hu cxecuted a
Department of Defense Security Agreement which s still in effea,
with any Military Department, prioe to heing acooeded access to such
clasmifed infurmation.

Section 1——INSPICTION

Denigruted representatives of the Guvernment respoauihle fue
inspection pertaining ts snJustris) plant ucurity shall have the nght
tu snipext at reasonable ivrervals the prucedures, methods, aad faaili-
tics utilized by the Contractir in complying with the requirements of
the terms and conditions of the Department of Defense Industrial
Secunity Manual for Saleguanling Classifed Infurmation  Should
the Government, theough ity suthorized representative. determine
that the Contractue's securnity methuals, procedurcs, oe facilities Ju mu
wmply with such requirements, it shall suhmit & waitien eeport
the Contractur sdviving him of the defcicndies

DD, 27441

SOITION OF 1 MAY 84 MAY 8C VIED
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Section I1—MODIFICATION

Modihicstion of this security sgreeinent (ar dustingurshed from ihe
laduiteial Security Manual for Safeguarding Claissfed lafurmarion,
which may be modified in accordance wirh section | of 1hit agreement)
may be made only by written agreement of the parties heteto.

Section IV—-TIRMINATION

This sgreement shall rem.in in effect uaul terminated through the
giving of 30 days’ wntten notice to the other party of intentiun 12
termanate; provided, however, notwithstanding any such termination,
the tetms snd conditions of this sgreement shall continue in effect
0 long ss the Contractor has clasuified information in hus possession
o¢ under his control.

Saction V-PRIOR SECURITY AGREIEMENTS

As of the date hereol, this secunty sgreement replaces and suc-
ceeds any and sll prior secunty of screxy sgreements, undetstand-

ings, snd representativng with repect to the subject matter sacludid
herean, entered into between the Cuatracror and the Dapartment of
the Army, the Department of the Navy, and/or the Departinent of
the Air Force Proveded, That the term “serunty of sectevy agne
ments, understandings, and reprerentauons” shall aut include agrec-
ments, understandings, and representations contained in tontrats fur
the furnishing of supplies or services to the Government heretufure
entered 1a10 between the Contractor and the Department uf the
Army, the Department of the Navy, snd/oc the Depirtinent of the
Asr Force.

Sacten Vi—SECURITY COSTS

This sgreement does not obligste Goverament funds, and the Gov.
esament shall not be lisble fur any costs or clasms of the Cuatractor
stising out of this agreement ur Insttuctions 1ssuld hereunder It 13
tecognized, however, that the partics may provide in other written
contracts for secunity custs which may be pruperly chargeable thereto.

.

* In WreNEss WHEREOP, the parties hereto have executed this agreement as of the day and year first above written:

v
THE UNITED STATES OF AMERICA

By
{Authorised representative of Whe Gavernment)
{Corparetion)
Wrrness By
1ﬁmf
NOTE ~18 eate of eorparsiion, Wwilnemes sel required oo
But sertifcnte baiew must e meapleted  Type or priat
s under oD simastures.
{Address)

Not:.-—Conluelér, il 8 coeporation, should cause the [
provided thet *he same o

ollowing cer Acate to be executed under ste corporate sesl,
Mcer ahall not execute both the agreement and the certificate

CERTIFICATE

'I
of the corparation named as Contractor herein; that

. ceetify that | am the

who signed this agreement on behalf of the Contractor, was then

of 13id corporation, that said agreement
body and 15 within the scope of :t3 corporate powers

(Corporate Seal)

w43 duly signed for and 1n behall of said corporation by authority of wts governing

IRignature)
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APPENDAGE TO DEPARTMENT OF DEFENSE SECURITY AGREEMENT

It is further agreed, on thie

day of 19___ . by and between the United Stutes of America through

the Delense Contract Administration Services, Delense Supply Agency, ucting for the Depurtment of Defense, herein.
sfter culled the Government, and

which hus entered into the Secunity Agreement to which this uppendix i1s made « part that the branches und or
{acilities listed below, owned and/or operated by suid contractor ute included in und covered by the pravisions of
curn reement, gnd Certificate Pertuining to Forciga Affilistion DI Joem 441s

MAME OF PLANY ON FACILITY

NYMBER AND STREET ADDACSS

CITY ANO 3TATE

THE UNITED STATES OF AMERICA . ConTmacTon

L A4

BV Authivised Hogpvosantelive uf Cuntractor)

TiTLe

AUTHOAIIED REPRESENTATIVE OF THE GOVEANWENT

AODNESS

DD o  44l.]

10CT o4

COI1TION OF 1 MOV 62 MAY BE UIEO




. . AFFENDIX &

.
OEPARTMENTY OF DEFENSE (See 3ection M1, Induateial
{300 Section Vil, Indusiteiat SECUR'TY REQU'R EMENTS CHECK LIST Socurity Marmel! lar Safes
Socwrity Regrlation) (CLASSIPICATION SPECIFICATIONS) guerding Claseiliod inter
(POR PRIME AND SUBCONTRACTS INVOLVING CLASSIFIED (NFORMATION) metion)
1, 3 S, FACILITY SECUMITY
CONTRACT NUMBER OR OTHEN CLEARANCE REQUIRED
IOERTIFICATION NUMOER | FOR CONTRACT PEN
THIS f;‘:g::l.l!" (Ptime sentracts swet be sh 70“:‘5:‘:::::".7-)“. DATE F ORMANCE OR FOR AC
Jor 8l subeanicacts) CESS TO CLASSIFIED
- MPORMATION
3 o PRiME ., -
LI OMISINAL CHEER
COMTRACY LisY TOP SCENET
b ecomTmACT LB SUBCONTRACT » -~
(ee 1iam 13 to NEVISED CHECK LisY
identity tuther (Supereedue all previoue sECREY
subcantrecting) lists)
. €. IMVITATION TO BIO OR ACQUESY . <.
IMVITATION PO PROPOSAL FIMAL CHECR LIST
TO 610 ON NE- FOR CONTRACT TEMM-]
QUEST FOR INATION OR COMPLE- CONFIOENTIAL
lmlo’o'u.
b. MAME AMO ADORESS OF COGNIZANT SECURITY OF FICE

$8, NAME AND ADORESS OF PRIME CONTRACTOR

ta NAME AND ADDRESS OF SUBCONTRACTOR (I epplicadle) b NAME AND ADORESS OF COGNIZANT SECURITY OFFICE

{Use ftea 13 te idontily Rathee subcontracting)
7. SECURITY REQUIREMENTS CHECK LIST FOR SUBCONTRACTING FROM THIS :} PRIME CONTRACT C_JSU!CONTRACY wiLl
BE APPROVED BY:

8. USER AGENCY DESIGNEK

b, ADOmESS

0, DEFENSE DOCUMENTATION CENTER SERVICES MAY BE REQUESTED

(J ves Cw~o

9. GENERAL |DENTIFICATION OF THE PROCUREMENT FOR WHICH THIS CHECK LIST APPLIES (/f clasaified, complete this item by
seperste correspondence)

10. PROPOSED PUBLICITY RELEASES SHALL SE SUBMITTED FOR APP/1OVAL PRIOR TO RELEASE [ JLIRECT {_] THROUGH (Speciiy):

TO THE OFFICE OF SECURITY AEVIEW, OFFICE OF THE SECNETAAY OF DEFENIE FOR ALVIEW IN ACCORDANCE WiTh THE
INOUSTRIAL SECURITY MANUAL,
1. RESTRICTED OATA IS INVOLVED IN THIS CONTRACT YES NO

NOTE: Original Check Lists (Jtem Ja) sre suthority for contractors to merk classified information. Revised end Final Check
Lists (/tems Jb and c) are suthority for contrsclors to remerk the regaded classified information, Such sc’ions by conbsctors
shall be teken in accordance with the provisions of paragraph 11 of the Indust-ial Security Manual.

S
FORM
DD 254 EOITION OF 1 OCT 64 MAY BE USED UNTIL EXMAUSTED

t DEC €3
112
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.
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12, CON. |CONFDENTIAL .
INFORMATION PERTAINING TO PERF ORMANCE Tor o AL UN

CMARACTERISTICS, TEST DATA AND DESIGN SECREY SECRET | pipENTIAL [Motiiind Hmd ] o assiFiED

a ACCURACY: LI

(£1)

)

& ALTITUOE:
nH

(2]

€ COUNTER COUMTERMEASURES CAPABILITY:
(1)

[t/

4 OEPTH.
(2]

)

o DESIGN INFORMATION:
o

[c)]

f. FOPMULA OR MATERIAL:
(n

[/

. FPUEL/PAOPELLANT:
(1) tveg

(2) consumPTION

13 caracivy

[}

P LETHALITY/CRITICAL EFFECTS:
(£

(e}

) MAMEUVERAQILITY:
)

(]

1. CPERATIONAL AEADIMESS (Alert) TIME, TIME CYCLC:
n

2

& OMBIT/TRAJECTOAY:
n

Information pertaining to classified coutracts or projects, even though such information is uncisssilied,
shall not be released for public dissemination except as provided by the Industrisl Security Manual,

[e4)

I. AANGE:
n

(el

o

NOTE: For definitions of terms, see [ndustrial Security Regulation, Section VI, or [ndustrial Seounity Manusl, Appeadix 1, .
pearageaph [




1} -
INFORMATION PERTAINING TO PERFORMANCE Tor con CONFIDENTIAL Un.
CHARACTERISTICS, TEST DATA AND DESIGN SECRET SECRET | pioenTiaL | (oditiod Hend | cLassirien
m RELIADILITY
m
1]
» RESOLUTION
H
[t]]
o SIGNATURE CHARACTERMISTICY
]
———
2]
2]
16
» SPEED/VELOCITY:
(1) v s iy
13) cayivineg
N——
(3) YARG-OFF OM LAUNCHING
(4) Lancine
(3) ACCELEAATION AND/OR DECELERATION
4)
3 SYSTEM CAPACIYY
o
[e]]

v TERMINAL BALLISTICS
(X}

[£/]

o THRUST:
(1) cuLass

(3) amxciric

(3) smECIFIC INPULSE

1. VULNERABILITY
o

[t1)

NOTE: For definitions of terms, see Industrial Securit

paragraph |.

y Regulation, Section VII, or [ndustrial Security Manual, Appendix 1,

Information pertsining to classified contracts or projects, sven though such information 13 unclassified,

shell not be released for public dissemination except as provided by the Industrial Security Manual.

pasx 3
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13,
END ITEM PRODUCED UNOER CONTRACT

ToP con. CONFIDENTIAL uN.
SECRETY SECRET | pioemTiaL | [Modited Herd | cLassiFiED

& CLASSIFICATION OF €80 I1TEN

& EXTERNAL VIEW

& MILITARY APPLICATION

4. NUMBERS CONTRACTED

& PAOOCUCTION ANO PROGARAM SCHEDULES

& AATE OF DELIVERY

& NUMBERS OELIVERED

A DEGAEE OF PROTECTION IN TRANSIT

L UNIT COST \

[3

18, ADDITIONAL (Atiach additionel sheets, 1l necoiswy)
-

[ 8

<.

15, REMARKS (Attach edditional sheste 1f necessary and conlirese pasagraph designasiien)

REQUIRED DISTRIBUTION:
CImnimg cCONTRACTOR (Jtom Sa)
) coamizant agcumi Ty orricE (Mtem SB)

., OIRECTON, FEDERAL BUREAY OF INVESTIGATION
[C)wasminagrom, 0.¢. (Only for Itowme la & Ib)

{T)suscomrnacron (Iree §4)
7] COGNIZANT SECUMITY OFFICE (ftem §B)

ADDITIONAL DISTRIBUTION:

o]
a

REFER ALL QUESTIONS PERTAINING TO THIS CHECK LIST
TO THE APPROVING OF FICIAL BELOW

FOREGOING SECURITY REQUIREMENTS CHECK LIST APPROVED 8Y
USER AGENCY CONTRACTING OFFICER OR REPRESENTATIVE.

BCNATURE

TYPED MAME AND TITLE OF APPROVING OFFICIAL

CONTRACTING USER AGENCY AND AODRESS

even though such inforimation 18 unclassified,

rovided by the Industnial Secunty Manual.

Infosination pertaiming 1o classified contracts or projects,
shall not be released for public dissemination except as p
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Sep Section I1, [nduatriel Security Manuel for

SECURITY CLASSIFICATION SPECIFICATION FOR CONTRACTS | Sofeduerding Clasaifiod Infarmation

(Used in Liey of DD Form 253) DATE PREPARED
I, MAME AND ADORESS OF CONTRACTOR 2. PRIME CONTRACT NUMBER
3. SUBCONTRACT NUMBER .

b GENERAL IDENTIFICATION OF THE PROCUREMENT FOR WHICH THIS CHECK LIST APPLIES(I/ clasaitied, complete
thie iterm by seperate correspondence)

b THISSPECIFICATION 1S . DATE OF ASSIGNMENT

A. ORIGINAL ASSIGNMENT FOR:
(Hh PRIME CONTRACT

(2} WUBCONTRACT

0. REVISED ASSIGNMENT

C. FPINAL ASSIGNMENT

5. SECURITY REQUIREMENTS CHECK LIST FOR SUBCON- 7. NAME AND ADDRESS OF COGNIZANT SECURITY OFFICE
TRACTING FROM THIS | PRIME CONTRACT | Sus-
CONTRACT wil.LL BE APPROVED BY:

A, USER AGENCY DESIGNEE

8, abomKss 8. DEFENSE DOCUMENTATION CENTER SERVICES MAY BE
REQUESTED
Cves Two
’
8. Access to or generation of classified information at the level will occur in the
performance of this contract. Therefore, this is a ‘‘classified contract’’ as the term is used in security
regulations.

b. Information obtained and/or reproduced as a result of such access shall be marked and protected in
accordance with the classification assigned.
c. Proposed publicity releases shall be submitted for approval priorto release to:

(Ollice To Which Public Relesses Should Be Submitted)
10. DATA SPECIFICATIONS OR REMARXS

1. NAME AND ADORESS OF CONFRACTING ACTIVITY 12 SIGNATURE(Contracting Officer’s Representative)

13 DISTRIBUTION OF COPIES
) mmive conrmacTon Tl coGNIZANT SECURITY OFFICE T oimEcTom wBI, wase . D C. Tl susconrtmacron

[T} acotTionaL DISTRIBUTION:

FOAM
DD res 88 254.1 REPLACES EOITION OF 1 DEC 63 wii=H MAY BE USED

© Wmas e an anme o e



APPENDIX 5

DEPARTMENT OF CEFENSE

INDUSTRIAL SECURITY INSPECTION CHECK LIST
FOR CONTRACTORS FACILITIES

Fern Appreoved

Pudget Buroeu we. 22.012)

ADDITIONAL SHRET(S)

"' MORE SPACK IS NEEDED UVODFR PARTICULAR ITEWS 1Y TME CNECR LIST, USE
AND JOENTIPY RACH ENTRY TO TWE PERTINENT ([TEW

WaAWE AND AOORESS OF raCiVatY NAuE AND

Tng FaCittry

AQ0RESS QF COwPanmy QPEAArING

NAME AND ADORESS OF Pamgat.
QRGANI ZATION

RAWE OF FaCILITY SECURITY OFFICER

LAST SECURITY 1NSPECTION CONOUCTED BY (Activity and date)

WANES ANO TITLES OF PEASONS IWTERVIESED DuRING SuAv(Yy

SECTION

COnDITION SAT YYSAT

CONDITION

UNSAT NON=APPL

OVER=ALL PLANT SECURITY

SECURING ROUTE OF
FINISNED CLASSISIED
PROOUCTION

ALL WEANS OF SAFEGUARDING
IKLASSIPICED 1wFCRUATION

SECURING OF RESTRICTED
AND CLOSED amfas

viSTITOR CONTROL

A. EVALUATIONS

GUARD STYSTENS

STARDAND PRACTICE PROCEDUAES
MaNUAL (obtain copy) |

K Ceapleted by inspecter)

THE FACILITY mAS CyummEyy

SAFEGUARGING CLASSTRIED tmFORWATION

INDUSTRIAL SECURITY MANJAL FOF

Cvres T3Owe

8. RECOMMENDATIONS

rlll recomasndatisons oill da referenced te the pertinent item jn Sectien )

JATE OF 1NSPECTION
up Ingpection o recomeonded)

TOATE OF NEXT SCREJULED IMSPECTION (17 follee-

llns?!cvlou

TCI NIZANT SECURITY 2FFE1CE ZOMOUCTING

~A-; OF SEC.RITY tuSPECTIN (TPyped or peinted)

SIGNATURY OF SECURITY tRSPECTON

FoM ZN PR 410JS EDITIONS ARE JASOLETE
DDI ot 5*690

IS
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SECTiION 1)

Lo THE CONFPANY nAS OFSIGNATED SECURITY REPRESENA- 2o OELEGATION OF SECLURITY BESPONSIBILITY TO ARSN"N
TIvE(S) wu0 DEVOTEVST EWOUGN TimE TO I1MSURE AOEQUATE [CHIERS OR REPRESENTATIVES BY

SECumITY
:g T ves e T warrren tustaycrions 1) omat snsraycrions ) wowe
;: :;!:lo‘:::si LI “‘h:::lfl (1 5-”“. OF LMPLOYEES 107 secaer SECRet CoOnsrOEnT AL COwPany COMFIOENT I AL
=) FLEARCC FOR

"
""u €, OUSIGRATE CLEARANCE OF SECURITY OFFICER Te SECURTTY QFFICER CLEARED 07 (Nawe of o/fise)
&
<w
- — —
MEuaRrs
ITEM YES] mo 1TEM YES| no 1TEM YES1 ™

1. THERE 1S 1NOICATION OF 2. THERE mavE BEEm RECEWT
B Forgicw oveersnrs, cowreot CRANGES OF QFF/ICERS, DIREC- b",’g:"“ HLSILTION RissEo
8 PR INFLUERCE (if yoo, ladi- TORS O KCY PERSOMMEL (47 2 101“5""2 g, Panscauen

leate snder pecerts) goe, indieste undor Resmarks ~107a (g) OF A P 1.8.0,

a o FACIUITY CLfamanCE 1S 1IN Jo ALL CRANGES (in ltem 3) G EXTRACT OF FORMAL RESO-
O [ACCORDANCE wiTh CuRRENT HEG] WERE REPORTEQ TO COGNIZANT TI0W (deom 3) WA PURNISHED

LaTIONS - LIXT4 4 COGNI2ANTY OFFICE (par d-tv7e.

- e YT L LT TR OV AL DR ) . OQEGACT an0 OATE OF CLEARANCE 9. DATE OF EFFLCTIVE SECURITY
o CLEARED (7 o, indlaate . AGRCENENT

§ ressen wader Rowscka)

S REWARKS

.

-
- e CMPLOYEES WOTIFIED OF TREIM SECURITY RESPONSIGILITIES 87 R. SECURITY EQUCATION PROGRAM CONSIOERED
Eg C warrren wotice T omaL worice ) wone T aseouare ) smaoequate
og 1TEM vES| w0 ITEM YES | o 1TEW vES| w0
e,
B0y rarorers ane penionicatd . POSTEAS ANO PUBLICATIONS TR LA
WLy INOGCTRINATED AS TO TWEIR ARE UTILIZED ' THE SEZu~ IROOETRINATION OF NE® s
E8 securite nesponsipr LTy RITY TRA. S 4G PROGRAM PLovELS

o
gshtunls

K1
“U

1 ITEM YES| »C 1TEm YES] WO 1TEM YES{ w0

1. 800KS AND PAuPMLETS ARE 2. ESPIONAGE CLAUSE 1S USED 3. CONTRACTOR $wOWS

lcomRECTLY wamnEd On STawsED AS AEQUINED AUTHORITY 10 REGRAOE
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APTENDIX 6
PROPOSED DD FCRUS 254 AND DD FCRM 254-1

Many of the recommendations offered by industry
classificaticn representatives have been incorporated
into the DD Form 254 reproduced on the next two pages.
The most significant revision is with regard to term,

. "classificaticn guide." This guide would provide the
specific guidance that hzs been lacking in tne present
form. |

Another possible sclution follows the first
proposal. This DD Forz 254 and DD Form 254-1 has been
prevared by the Classification iianagement Cffice of the
Space Systems Division, Lockheed iissiles and Space
Company. A detailed guide is also proposed. The main
difference in the Lockheed proposal is the addition of a

separate form for subcontracts.
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DEPARTMENT OF DLFENSE
(o0 DOD Indust-iat SECURITY REQUIREMENTS GUIDE (See Inductrial Seaurity
. Manual for Saleguarding
Socwrlty Regulation) (CLASSIFICATION $75CIFICATIONS) Cloasilled Information)
(MFOR PRIME AND SUBCONTRACTS INVULVING CLASSIFIED INFORMATION) l <
Information portaining to classitied contractu or projects, oven though such Inlormstion le uncluesilied, shall not be releaned
for public dissemination except as provided in tho Industrial Security Manual.
| B 2. b 8 ° 4,
CONTRACT NUMBER OR OTHER FACILITY SECURITY
IDENTIFICATION NUMOER C}O!:ZAONGF%:C!TOL#ggo
THL -1 4 w N o
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(:&).c'ouv;n‘kc? a.cvlllg em‘?: ,
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FOR PAOPOSAL TION OR COMPLETION . :
Sa. NAME AND ADDRESS OF PRIME CONTRACTOR b. NAME AND ADDRESS OF COGNIZANT BECURITY OF FICE
8o, NAME ANO ADDRESS OF SUBCONTRACTOR (17 applicable) b, NAME AND ADDRESS OF COGNIZANT SECURITY OFFICK
m_s_g_ ll_:_.v_f? to identlly furthor aubcontenctin?) Py i

7. REFER ALL QUESTIONS PERTAINING TO CONTRACT CLASSIFICATION GUIDANCE TO THE

OFFICIAL BELOW
a. Program/Project Manager or Activity | b. Address/Telerhone Number

F

8. DEFENSE DOCUMEITATION CENTER SERVICES N> 3
a. Requested 1b. Approved ¢c. Field of Interest Register Issued )
suested LY. Approved [ ; 5301

Iy e -
'+ PROPOSED PUBLICITY RELZASES SHALL BE SUDMITTED FOR APPROVAL PRIOR TO RELEASE [ JOIRECT | |THROUGH (Speciiy)t

YO YHE DIRECTORATE FOR SECURITY REVIEW, OF FICE OF THE ASSISTANT SECRETARY OF OEFENSE (Public Allairs) POIt REVIEW

IN ACCCROANCE WITH PARAGRAPH $n OF THE INDUSTRIAL SECURIT™Y MANUAL. e g "
). RESTRICTED CATA IWT22=® INVOLVED IN THIS CONTRACT.H(Il invoived, check ALC/DOD Classiticarion Gutde) ([0 YES L Mo )
!EQUIRED DISTRIBUTION: VL SECURITY REQUIREMENTS GUIDE FOR SUBCONTRACTING FROM
[T] PRIME CONTRACTOR (Tiam Sa) THIS [TJPRIMS CONTRACT ({3 sueCONTRACT WiLL BE
: pe 1ICIA - . 4“,
I cooniZANT SRCURITY OFFICE (Ttem 5) A j:ﬁ“,’.;" OV OFFICIAL BELOW. Moy Eral, nd' J
{. Secwrity Roquirements Guldgiupproved f Deparimnt of )02
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| em——
BIONATURE
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. {Atiached sheets not required) ; .
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: POILO
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cak v ATIFICAT.ON OF THE PROCUREMENT FOR WnilH THIS GUIOZ APPLIES (Il civsaliiad, complote thie Item by seporate
vty . OESCRIDE SUBCONTRACTING BEYOND FIRST TIER.

T N. DESC~IBE SPECIAL SECURITY REQUIREMENTS FOR GONTRACT. (If classifled, complete this ifem by separa‘s corree
tar g relurunce here ). DESCRIBE HERE OR ON ATTACHED LIST CLASSIFIED MATERIAL AUTHORIZED FOR RETENTION.

TACHED CLASSIFICATION GUIDANCE SHEETS, DEFINE SPECIALIZED TERMINOLOGY USED AND IDENTIFY SPECIFIC ITEMS
'ORMATION REQUIRING CLASSIFICATION. ALSO INDICATE CLASSIFICATION ASSIGNED ANO DOWNGRADING -
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. DEPARTMENT OF OEFENSE
SECURITY CLASLIFICATION GU!IDFE
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FINAL CENERATION ANO/OR RECIEPY OF CLAISIFIED DOCUMENTS
FOR CONTRACT TERM-
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