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Why experiment and transform during 
operational exercises? 

• Provide realistic operational environment for testing 
concepts and technologies 

• Leverage operational conditions and standards to 
assess military utility 

• Obtain warfighter feedback to ensure successful 
experimentation and maximum benefits to DoD and 
technology providers 

“Warfighting Experiments are experiments conducted to 
support the development of operational military concepts 
and capabilities”  
 – Logic of Warfighting Experiments, Richard Kass, DoD CCRP 
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USPACOM Experimentation Strategy 

• (U) Focus on Top-down Capabilities-based Approach 
- (U) Focus on Credible Plans and Warfighting Capabilities 

 

• (U) Match emerging technologies & concepts to plan-
based, warfighter requirements & lessons learned   
 

- (U) Leverage other COCOMs & Services experimentation 
efforts 

 

- (U) Use rigorous, combined analysis by warfighters & 
scientists 

 

- (U) Rapidly transition successful technologies to JUONs, 
DCRs, and/or Programs of Record while recommending 
cancellation of low-payoff technologies 

USPACOM GUIDANCE:   “Integrate transformation and mature 
joint experimentation initiatives into appropriate exercises. …” 

. . . . Pacific Joint Training Strategy 
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Design of Experiments (DOE) 

• Systematic approach to scientific analysis 

• Maximizes information gained through 
statistical analysis from fewer experiments 
to optimize resources 

• Analysis of variances achieves high level 
of confidence in results (90 percent or 
greater) 

• Best results attained under controlled 
experimental conditions 

• Use regression analysis to attain high 
confidence in less controlled environments 
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Success Factors for  
Experimentation in Exercises 

• Address critical gaps within the context of the exercise 
scenario 

• Enter exercise planning early in the JELC 
• Consolidate all experimentation inputs  
• Do not detract from exercise/training objectives 
• Obtain unit buy-in and sponsorship for each experiment 
• Focus experimentation approval on the Joint Exercise 

Control Group 
• Be part of the JECG 
• Keep the JECG informed throughout the JELC  

• Publish results with statistical validity and make 
recommendations 
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Warfighting Experimentation with Unmanned Aerial 
Vehicles (UAVs) 

USPACOM Joint Training Strategy 
FY10-13, Appendix C:  

 
“Certain exercises and training events  

provide good engagement and 
operational venues for joint 
experimentation to accelerate the 
development and fielding of new and 
maturing concepts, technologies, 
and procedures in support of 
Commander, US Pacific Command 
theater strategic objectives and 
capability gaps.” 

SOF and USS Michigan (SSGN 727) crew 
learning about Scan Eagle controlled from 
the sub during TS09 

CAPT Masi, NSWG 3, interacting 
with UAV team on USS Michigan 
(SSGN 727) 
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Warfighting  Experimentation with Unmanned 
Underwater Vehicles (UUVs) 

USPACOM Joint Training Strategy 
FY10-13, Appendix C:  
 

“The joint experimentation approach 
ensures the warfighter has a direct 
role in the military utility 
assessment of the technologies 
and provides valuable operational 
feedback to the technology and 
concept developers for iterative 
improvements and rapid spiral 
transformation.” 

HMAS Melville deploying US iPUMA UUV 

The MCMC built iPUMA into his 
mine countermeasures plan and 
directed it like his other assets 
during TS09 
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AtHoc IWS Alerts In Exercise BALIKATAN 

UNCLASSIFIED 

• Description 
– Mass Alerts system 
– Sends short messages via a variety of comms path to a lists 

of users 
• Cell (voice message), Text message, Pager, Email, 

Blackberry 
– Integrated with exercise JTF HQ and AT/FP organizations 

• Purpose 
– Determine effectiveness versus human operator and to 

establish baseline for cost-benefit analysis 
• Assessment Result: Moderate Military Utility 
 

Average Time for a Single Operator to Contact Each Recipient versus Number of 
Recipients
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TRANSFORMATION  
AtHoc has been widely 

deployed in PACOM 
AOR since BK08 
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10  

Test Objectives 

• Develop, test, and evaluate JEPAC-developed 
joint TTP to enhance air combat capability in the 
presence of Advanced EA waveforms 
• Provide an assessment of the combat air forces’ 
capability against Advanced EA 
• Test target information flow from off-board 
sensors 
• Provide test and training methodologies to joint 
Warfighters for countering Advanced EA 
• Test Issue:  To what extent does JEPAC-
developed TTP enable valid BVR engagements by 
a fighter aircraft in an Advanced EA environment? 

Problem Statement Test Products 

The JFC’s ability to engage aircraft is potentially degraded 
by the Advanced EA threat.  Joint TTP do not exist for 
airborne fighters to use cooperative targeting, tactics, and 
off-board sensor data to counter the Advanced EA 
environment. 

• JEPAC-developed counter-EA TTP 
• DOTMLPF Change Recommendation (DCR) whenever test 
results indicate a need for rapid change 
• Technical data and results provided to complementary 
test, training, and operational entities 

Purpose Test Events 

Joint Test for the singular purpose of advancing the 
efficient and effective conduct of air combat in the 
Advanced electronic attack (EA) environment. 

• Exercise NORTHERN EDGE 

Electronic Warfare Experimentation 
Joint Electronic Protection for Air Combat (JEPAC) 



Battlefield Airborne Communications Node (BACN) 
Intra-Flight Data Link (IFDL) Subsystem -- BIS 

• Tech Description: Demonstrates a 
new ISR capability that allows 
interoperability between 5th 
Generation fighter aircraft (F-22s) 
and  Air Force and Navy 4th 
Generation fighter aircraft and Navy 
ships via Link 16 J-series 
messages. 

• TW10, VS10, and NE11 Objectives:  
1. Establish a baseline of passing 
situational awareness information 
from F-22s to other aircraft and ships 
2. Gather latency and accuracy data 
3. Evaluate improvements of the joint 
air to air combat performance enabled 
by F-22 communications with FA-18s 
and F-15s during a tactical scenario 
involving an advanced, numerically 
superior adversary equipped with 
advanced EA 

 
• Special Requirements: 

– BIS equipped Gulfstream II 
– Event participation from       

F-22s, F-15s, and F/A-18s 
– SOCAL OPAREA flight 

corridor  
– EA permissions 
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USPACOM SCADA Limited Objective Experiment Campaign 
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Objective:  

Conduct an LOE to demonstrate ability to harden SCADA networks 
against an IP based MITM attack. 

Approach:  

Apply lessons learned from military C2 network defense. Build VSE 
architecture around critical SCADA infrastructure at INL SCADA test-bed. 
Expose architecture to SCADA savvy red team attackers.   

Participating Organizations:  

• DOE (Idaho National Lab, Sandia National Lab)  

• DOD (Office of Operational Test & Evaluation, Joint Forces 
Command, USPACOM) 

• Industry (Hawaiian Electric Company – HECO, Referentia 
Systems) 

Sponsors:   

USPACOM, DHS, OT&E 
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USPACOM SCADA Defense Experiment Campaign 
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PACOM Limited Objective Experiment (LOE) Campaign Design: 

Three experiments focusing on protecting critical vulnerabilities of a Smart 
Grid enabled SCADA network. 

• Attack against SCADA 

• Man in the Middle  (MITM) attack against EMS to substation 
communications link (2-20 Aug INL) 

• Access through Smart Meters Network 

• Intrusion attack against IP enabled advanced smart meter 
device (summer 2011) 

• Attack through Microwave Link 

• Intrusion / disruption attack through Microwave link 
vulnerability (summer 2011)   
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LOE Experiment 1  
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 “Most relevant CIP experiment proposal I’ve seen all year.” 
   - Sean McGurk, Director for IA, DHS 

Experiment Objectives: 

• Contrast SCADA vulnerability to MITM attack with and without VSE 
protection 

• Measure latency added by VPN architecture 

Variable Factors (Bi-modal) 

• VSE protection: on /off 

• Configuration compliance of key SCADA devices: high / low 

Factors Held Constant 

• Hacker SCADA Knowledge: high  

Defense Against Service Provider-Based IP Attack  
     (Man-in-the-Middle Attack) 
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Summary  

15 

• Importance of network defense to realizing Smart Grid potential  

• Security and Network management of SCADA 
architecture 

• System Data access to support decision making 

• Central Role of HI industry in partnership with DoD, DoE, and 
DHS in achieving full potential of Smart Grid 

 “A variety of domestic and foreign actors have demonstrated the 
ability to steal, alter, or destroy data and to manipulate or control 
systems designed to ensure the functioning of portions of our 
critical infrastructure …. Accordingly, the FCC should create a 
cybersecurity roadmap, extend data collection efforts to 
broadband service providers and establish voluntary 
incentives to improve cybersecurity.”  

      - National Broadband Plan 
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USPACOM Joint Cyber Operations Joint Test 

Providing the environment: 
"This is an investment and this is another test bed to validate new 
concepts to protect our networks, not through boundary fences, 
but through agents that live in the network and look for anomalies 
real time -- a new construct.“ 
   - The Honorable Zach Lemnios, OSD AT&L 
 
Unifying the vision: 
“We have to find ways to normalize how we do operations inside of 
[cyber]space. We have to develop tactics, techniques and 
procedures. We have to develop standardized evaluation that 
allows people to train for missions.” 
   - Robert Butler, Dep ASD for Cyber Policy 
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Experimenting with Cyber  
Technology Solutions 

• Experimentation on VSE Protection of C2 Services 
– Use of IO Range (FY08-10) with robust red-team play 

• Examined External / Insider / DoS threats 
• Assessed security of cross-boundary data sharing 
• Evaluating aligned sensor architectures 

– TF10 & VS 10 
• Operational Demonstrations 
 

• Technology experimentation with hardware and networks 
– Operational Test Authority for POINT/CANDID JCTDs 
– Operational Manager for SCADA network protection 

(SPIDERS JCTD) 
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J81 Cyber Activities in Context 
2008 2009 2010 2011 2012 

TF Cyber War 

DOG STAR 

PACOM Energy 
Project 

POINT / CANDID 
Candidate JCTD 

TF Cyber War 
    
 - Live demo 
 - Aligned sensors 
 - Sensor baseline data 

VALIANT 
SHIELD 

JCO JT&E 
Joint Feasibility Study 

STRATCOM HBSS QRT 

SCADA 
Idaho National Lab 

SPIDERS 
Candidate JCTD 

Approved 
JCTD 

Approved 
JT&E 

TF Cyber War 

TF Demo 
- Tech 

TF Demo 
          - TTPs 

Approved 
JCTD 

-Operational 
Refinements VSE II 

-Plus sensors 
I  JUNE 
    - Penetration 
II  DECEMBER 
    - Cross-boundary 
    - Insider threat 
    - Denial of service 

 

VSE Experiments 

Experiments 

Programs 

TF Cyber 
War 

- JTF Focus 
- Aligned sensors       
  (live network) 

- TPFDD Test 

TRANSCOM 
Movement Protect 

Potential 
Experiment 

- AOC 

- NIPR 
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UNCLASSIFIED 
 

USPACOM Joint Experimentation . . . . 
- Opportunity to improve plan credibility and warfighting readiness 
- Focus on warfighter military utility assessment 
- Catalyst for introducing change and transformation 
- Advocate for improved warfighting capabilities 

- Means to shape DoD acquisition process 
- Effective in leveraging Joint Innovation and Experimentation Enterprise resources 



USPACOM J81 

Joint Innovation and 
Experimentation Division 

http://www.apan-info.net/ 

          Mike Solomon   

(808) 477-7666 

michael.solomon@pacom.mil 
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