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SECTION B. EXECUTION





7.      General






Execution begins when the President decides to use a military option to resolve a crisis. Only the President or Secretary of Defense can authorize the Chairman of the Joint Chiefs of Staff to issue an execute order (EXORD). The EXORD directs the supported commander to initiate military operations, defines the time to initiate operations, and conveys guidance not provided earlier. The Chairman of the Joint Chiefs of Staff monitors the deployment and employment of forces, acts to resolve shortfalls, and directs action needed to ensure successful completion of military operations. Execution continues until the operation is terminated or the mission is accomplished or revised. Execution consists of mobilization, deployment, employment, sustainment, redeployment, and demobilization activities. Intelligence support is crucial to all aspects of execution. For example, counterintelligence (CI) support to force protection and operations security (OPSEC) is particularly critical during mobilization and deployment; intelligence assessments regarding the current status of foreign transportation infrastructure (airfields, seaports, etc.) are vital to the success of deployment and redeployment operations; medical intelligence (MEDINT) enables decision makers to devise protection measures to mitigate combat-related battle injuries and disease and nonbattle injuries during deployment, employment, and redeployment; and intelligence analyses of threats to air, land, and sea lines of communications (LOCs) are critical to sustainment operations. Immediate, precise, and persistent intelligence support to force employment is a particularly important prerequisite for military success throughout all phases of a joint operation (i.e., shaping, deterrence, seizing the initiative, dominance, stabilization, and enabling civil authority) regardless of how the battle evolves. Joint intelligence operations centers (JIOCs) must be familiar with specific phasing arrangements of each command operation plan because the phasing may differ for specific types of operations. See Figure IV-5. During execution, intelligence must stay at least one step ahead of operations and not only support the current phase of the operation, but also simultaneously lay the informational groundwork required for subsequent phases. Execution of joint operations requires optimizing the use of limited intelligence, surveillance, and reconnaissance (ISR) assets and maximizing the efficiency of intelligence production resources and is the ultimate test of the efficacy of intelligence support planning.
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Figure IV-5. Phasing Model







Joint Publication (JP) 4-05, Joint Mobilization Planning, discusses joint mobilization and demobilization in greater detail. JP 3-35, Joint Deployment and Redeployment Operations, discusses joint deployment and redeployment execution in greater detail. JP 3-0, Joint Operations, and JP 5-0, Joint Operation Planning, discuss joint employment in greater detail. JP 4-0, Logistic Support of Joint Operations, discusses joint sustainment operations in greater detail.









6.      Prioritization - (Prioritize Requirements Based on Commander's Guidance)






	
Because operational needs for intelligence often exceed intelligence capabilities, prioritization of collection and analysis efforts and intelligence, surveillance, and reconnaissance (ISR) resource allocation are vital aspects of intelligence planning. Prioritization offers a mechanism for addressing requirements and effectively managing risk by identifying the most important tasks and applying available resources against those tasks. Implicit in prioritization is the realization that some intelligence requirements are more important than others. Also implicit is a realization that some lower priority requirements might not be accomplished due to resource limitations. Effective prioritization is absolutely dependent upon active cooperation and coordination between intelligence producers and intelligence consumers.



a. Intelligence consumers drive the intelligence prioritization effort by identifying their intelligence needs and the relative importance of those needs. Intelligence directorates of a joint staff (J-2s) advise and assist in this effort by recommending intelligence priorities based on the commander's guidance and operational needs. At the operational and tactical levels, prioritization is driven by the commander's identification of priority intelligence requirements (PIRs).



b. An agreed upon prioritization framework provides the basis for optimizing the allocation of limited national intelligence, surveillance, and reconnaissance (ISR) resources among combatant commands. The allocation of national ISR resources should be consistent with Defense Intelligence Analysis Program (DIAP) established priorities and combatant command priority intelligence requirements (PIRs). Without prioritization, competition for ISR resources not only reduces what intelligence could provide, it also inhibits full cooperation among organizations that see themselves as competitors rather than teammates.







CHAPTER V 





JOINT, INTERAGENCY, AND MULTINATIONAL INTELLIGENCE SHARING AND COOPERATION


1.      An Intelligence Sharing Environment







"One of the most gratifying features of recent work in intelligence, and one that is quite unique in its long history, has been the growing cooperation established between the American intelligence services and their counterparts throughout the Free World which make common cause with us as we face a common peril."









Allen Dulles, The Craft of Intelligence, 1963











The success of joint and multinational operations and interagency coordination hinges upon timely and accurate information and intelligence sharing. A joint force commander (JFC) must be capable of coordinating the actions of people, organizations, and resources at great distances among diverse participants, such as allies and coalition partners, other government agencies (OGAs), nongovernmental organizations (NGOs), and state and local authorities. To prevail, the JFC's decision-making and execution cycles must be consistently faster than the adversary's and be based on better information. Being faster and better requires having unfettered access to the collection, processing, and dissemination of information derived from 
all
 available sources. Information sharing, cooperation, collaboration, and coordination are enabled by an intelligence and information sharing environment that fully integrates joint, multinational, and interagency partners in a collaborative enterprise. This type of 
collaborative intelligence sharing environment
 must be capable of generating and moving intelligence, operational information, and orders where needed in the shortest possible time. The architecture supporting this type of environment must be dynamic, flexible, and capable of providing multinational partners and interagency participants rapid access to appropriate data. It must facilitate the capability of the intelligence community (IC) to focus on supporting the JFC and subordinate joint force components and to integrate support from non- Department of Defense (DOD) agencies and NGOs as needed. The intelligence sharing architecture is configured to provide the baseline data needed to support commanders at all levels. Combatant commanders (CCDRs) are responsible for the intelligence sharing architecture for their commands. For contingency operations, subordinate JFCs, supported by their joint force intelligence directorates of a joint staff (J-2s), are responsible for establishing the joint force intelligence architecture required to accomplish the assigned mission.



a. 
An intelligence sharing architecture is integral to all intelligence operations. 
 From planning and direction through dissemination and integration, the architecture supports intelligence functions over the Global Information Grid (GIG). The GIG employs a distributed global network involving various communications systems, computers, space-based intelligence support systems, and their associated resources and technologies.



b. 
A collaborative
intelligence sharing architecture must support the full range of military operations
 and support the intelligence requirements of decision makers, from the President down through the joint force's tactical commanders. The architecture incorporates the policies, procedures, reporting structures, trained personnel, automated information processing systems, and connectivity to collect, process, and disseminate intelligence. It also provides support to natural or man-made disaster relief efforts that require military support.
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7.      The Role of Intelligence in Military Operations






Intelligence constitutes one of six basic groups of joint functions (related capabilities and activities grouped together to help joint force commanders (JFCs) integrate, synchronize, and direct joint operations). Other joint functions include command and control, fires, movement and maneuver, protection, and sustainment. Some functions, such as command and control and intelligence, apply to all operations. Others, such as fires, apply as required by the JFC's mission.



a. Intelligence plays a critical and continuous role in supporting military operations. Advances in computer processing, precise global positioning, and telecommunications provide commanders with the capability to determine accurate locations of friendly and enemy forces, as well as to collect, process, and disseminate relevant data to thousands of locations. These capabilities, combined with the ability to deny or degrade the enemy's ability to collect, process, and disseminate an uninterrupted flow of information, provide the joint force commander (JFC) with information superiority. Likewise, the fusion of all-source intelligence along with the integration of sensors, platforms, command organizations, and logistic support centers allows a greater number of operational tasks to be accomplished faster, and enhances awareness of the operational environment - a key component of information superiority.



b. The most important role of intelligence in military operations is to assist commanders and their staffs in understanding and visualizing relevant aspects of the operational environment. This includes determining adversary capabilities and will, identifying adversary critical links, key nodes, high-value targets (HVTs) and centers of gravity (COGs), and discerning adversary probable intentions and likely courses of action (COAs). Visualization of the operational environment requires a thorough understanding of the characteristics of the operational area and the current dispositions and activities of adversary and neutral forces. It requires knowing the adversary's current and future capability to operate throughout the operational environment based on a detailed analysis of the impact of weather, geography, and other relevant considerations. Most important, visualization requires understanding the adversary's objectives, identifying how the adversary might fulfill those objectives, and determining the adversary's readiness to achieve the objectives. Together, all these factors make a critical contribution to the joint force commander's (JFC's) capability to achieve information superiority. However, intelligence must also enable the JFC to know the potential and probable future state of events well in advance of the adversary. This knowledge allows the JFC to predict the adversary's future COA and scheme of maneuver, and to anticipate adversary actions and plan detailed countermeasures.



c. The use of "red teams" is critical to the ability of commanders and their staffs to understand the adversary and visualize the relevant aspects of the operational environment. Red teams are organizational elements comprised of trained, educated, and practiced experts that provide an independent capability to fully explore alternatives in plans and operations in the context of the operational environment and from the perspective of adversaries and others. Red teams assist joint operation planning by validating assumptions about the adversary, participating in the wargaming of friendly and adversary courses of action (COAs), and providing a check on the natural tendency of friendly forces to "mirror image" the adversary (i.e., to ascribe to an adversary the same motives, intent, and procedures that guide friendly forces).



d. 
Determining the adversary's intention is the most difficult challenge confronting intelligence. 
 The factor which makes this so difficult is the drawing of conclusions based upon the dynamic process of action and reaction between friendly and enemy forces. Clausewitz referred to this as the "process of interaction." He believed that "the very nature of interaction is bound to make it unpredictable." Estimating the outcome of the "process of interaction" requires the intelligence officer to know what future friendly actions are planned and then to simultaneously forecast the following factors: the likelihood of the friendly action being detected by the adversary; how the adversary will interpret the friendly action; the adversary's future capabilities; and finally, how the adversary will most likely react. The long-term projection of adversary intention is particularly difficult because, at the time that intelligence personnel are being asked to determine it, adversaries may not yet have formed their intention, may be in the process of changing their intention, or may not yet have undertaken any detectable action that would provide indicators of their future plans. Moreover, an adversary will often use a deception plan to mislead friendly analysts. A properly trained and augmented red team can reduce the risk associated with long term prediction of enemy reaction by offering alternative perspectives based on knowledge of the adversary's culture, doctrine, capabilities, and other relevant factors.



(1) A simple example of the "process of interaction" is the situation in which an intelligence officer, having detected certain adversary actions and correctly determined the adversary's intention, forecasts that the adversary is preparing to attack. The commander reacts by having friendly forces take appropriate defensive measures. The adversary commander, however, detecting these actions and deciding that attacking is no longer a desirable course of action (COA), cancels the attack. In this example, adversary actions produced a friendly reaction resulting in changes to the adversary's intention. This situation is known as the 
"paradox of warning"
 and is depicted in Figure I-9.
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Figure I-9. The Paradox of Warning







(2) Accurate forecasts should inform the joint force commander (JFC) of the full range of actions open to the adversary and go on to identify which actions are most likely. The JFC must, however, understand the dynamics that are at play in forecasting future events.






12.      Intelligence Support During the Stabilization Phase






Stabilization typically begins with significant military involvement to include some combat, then moves increasingly toward enabling civil authority as the threat wanes and civil infrastructures are reestablished. As progress is made, military forces increase their focus on supporting the efforts of host nation authorities, other government agencies (OGAs), intergovernmental organizations (IGOs), and/or nongovernmental organizations (NGOs).



a. During the stabilization phase, intelligence collection and analysis should transition from supporting combat operations to focus on actual or potential threats to the joint force (e.g., insurgent groups, criminal elements, terrorist cells). Particular attention should be paid to identifying and assessing the leaders of groups posing potential threats to civil authority and reconstruction efforts. Intelligence should also identify critical infrastructure and analyze its vulnerability to disruption by elements hostile to stabilization efforts. Critical infrastructure vulnerability analysis may require coordination and assistance from other government agencies (OGAs).



b. Counterintelligence (CI) support to force protection is critical during the stabilization phase. Host nation authorities, other government agencies (OGAs), intergovernmental organizations (IGOs), and nongovernmental organizations (NGOs) working closely with US forces may pass information (knowingly or unknowingly) to hostile elements that enables them to interfere with stability operations. Likewise, members of the local populace may have access to US bases in order to provide essential services and friendly forces may recruit former regime officials to participate in stabilization efforts. CI elements help screen and vet foreign personnel and investigate instances of compromised sensitive information.



c. Psychological operations (PSYOP) are a critical aspect of stabilization. Intelligence helps assess the relative effectiveness of PSYOP in changing the behavior of the local populace to support civil authorities and reconstruction efforts. Additionally, Defense Intelligence Agency's (DIA's) human factors assessments of the foreign leadership's susceptibility to PSYOP can assist commanders in determining the best courses of action (COAs) to achieve stabilization.






11.      Fusion - (Exploit All Sources of Information and Intelligence)






Fusion is the process of collecting and examining information from all available sources and intelligence disciplines to derive as complete an assessment as possible of detected activity. It draws on the complementary strengths of all intelligence disciplines, and relies on an all-source approach to intelligence collection and analysis.



a. Fusion relies on collection and analysis efforts that optimize the strengths and minimize the weaknesses of different intelligence disciplines. Information is sought from the widest possible range of sources to avoid any bias that can result from relying on a single source of information and to improve the accuracy and completeness of intelligence. The collection of information from multiple sources is essential to countering the adversary's operations security and deception operations. The operations of all collection sources must be synchronized and coordinated to allow cross-cueing and tip-off among collectors.









LESSON IN FUSION: OPERATION GOLDREGEN








On 1 January 1945, the Luftwaffe conducted an attack (Operation Goldregen) against Allied aircraft located on liberated airfields in Belgium. In a postattack assessment, the intelligence staff of the 12th Army Group Headquarters realized they had received adequate signals intelligence (SIGINT) and human intelligence reporting to have provided tactical warning to the commander. The reports, however had not been fused. Highly compartmented SIGINT (based on Ultra communications intercepts) received before the German attack indicated that an "Operation Goldregen" would be launched. However, the SIGINT specialist had no further knowledge regarding this operation or what it entailed. Filed elsewhere in the headquarters, a prisoner of war interrogation report of a former Luftwaffe clerk in Berlin described aspects of Operation Goldregen - a plan to employ low-flying aircraft in large numbers. This stove-piped compartmentalization of single source intelligence resulted in the unnecessary destruction of several hundred Allied aircraft.







SOURCE: RAND Corporation,




"Notes on Strategic Air Intelligence in World War II,"




October 1949















b. All-source, fused intelligence results in a finished intelligence product that provides the most accurate and complete picture possible of what is known about an activity. While the level of detail in single-source reports may be sufficient to meet narrowly defined customer needs, fused reports are essential to gain an in-depth understanding. Because the adversary will engage in deception efforts, analysts should guard against placing unquestioned trust in a single-source intelligence report.






7.      Counterintelligence






Counterintelligence (CI) is similar to, and often confused with, human intelligence (HUMINT), as CI uses many of the same techniques for the information collection. CI obtains information by or through the functions of CI operations, investigations, collection and reporting, analysis, production, dissemination, and functional services. CI is not solely a collection discipline, however, and also acts upon information for both offensive and defensive purposes, in coordination with other intelligence disciplines, law enforcement and/or security elements.



a. The function of counterintelligence (CI) is to provide direct support to operational commanders, program managers, and decision makers. This support includes: CI support to force protection during all types and phases of military operations; detection identification and neutralization of espionage; antiterrorism; threat assessments; counterproliferation actions associated with chemical, biological, radiological, nuclear, and high-yield explosives (CBRNE); countering illegal technology transfer; acquisitions systems protection; support to other intelligence activities; information systems protection; and treaty support.



b. Although counterintelligence (CI) is an activity separate and distinct from foreign intelligence, it supports the foreign intelligence disciplines through its contribution to the indications and warning (I&W) function, by its collection, analysis, and production capabilities, and by maintenance of CI databases.



Counterintelligence (CI) is addressed in detail in Joint Publication (JP) 2-01.2, Counterintelligence and Human Intelligence Support to Joint Operations.









CHAPTER I 





THE NATURE OF INTELLIGENCE


1.      Introduction







"By 'intelligence' we mean every sort of information about the enemy and his country - the basis, in short, of our own plans and operations."









Clausewitz, On War, 1832









Intelligence oversight and the production and integration of intelligence in military operations are inherent responsibilities of command. These responsibilities are performed at every echelon of command and across the range of military operations. Today's technology enables joint force and component commanders and their staffs to access in near-real-time, very large amounts of information relating to every aspect of the operational environment - the composite of the conditions, circumstances, and influences that affect the employment of capabilities and bear on the decisions of the commander. Information will be available throughout the joint force covering an extremely wide range of matters relating to friendly, neutral, and enemy forces and the civilian populace. There will also be an equally large volume of information concerning weather, terrain, cultural influences, and other aspects of the operational environment. This mass of information, when subjected to an analytical process, can be distilled into intelligence to support a predictive estimate of adversary capabilities and intentions. It is this predictive nature of intelligence that distinguishes it from the mass of other information available to the commander.



a. Information is of greatest value when it contributes to or shapes the commander's decision-making process by providing reasoned insight into future conditions or situations. This may occur as a result of its association with other information already received or when it is considered in the light of experience already possessed by the recipient of the information. For example, raw data by itself has relatively limited utility. However, when data is collected from a sensor and processed into an intelligible form, it becomes information and gains greater utility. Information on its own is a fact or a series of facts that may be of utility to the commander, but when related to other information already known about the operational environment and considered in the light of past experience regarding an adversary, it gives rise to a new set of facts, which may be termed 
"intelligence."
 The relating of one set of information to another or the comparing of information against a database of knowledge already held and the drawing of conclusions by an intelligence analyst, is the foundation of the process by which intelligence is produced. The relationship between data, information, and intelligence is graphically depicted at Figure I-1. Ultimately, intelligence has two critical features that make it different from information. Intelligence allows anticipation or prediction of future situations and circumstances, and it informs decisions by illuminating the differences in available courses of action (COAs).
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Figure I-1. Relationship of Data, Information, and Intelligence







b. Intelligence provides the commander with a threat assessment based on an analysis of the full range of adversary capabilities and a prediction of the adversary's likely intention. With predictive, accurate, and relevant intelligence, commanders may gain the critical advantage of getting inside the adversary's decision-making cycle, improving insight into how the adversary will act or react. The commander can therefore formulate plans based on this knowledge and thus decrease the risks inherent in military operations and increase the likelihood of success.



c. Intelligence is not an exact science; there will always be some uncertainty in the minds of intelligence analysts as they assess the adversary, and the commander and staff as they plan and execute operations. Likewise, intelligence, as the synthesis of quantitative analysis and qualitative judgment, is rarely unequivocal and is therefore subject to competing interpretation. It is therefore important that intelligence analysts provide an estimate of the degree of confidence they have in their analytic conclusions. Such estimates of analytic confidence help intelligence consumers decide how much weight to place on intelligence assessments when making a decision. One methodology intelligence personnel may use to assign a confidence level to their analytic conclusions or intelligence assessments is discussed in Appendix A, "Intelligence Confidence Levels."



d. Intelligence includes organizations, processes, and products and involves the collection, processing, exploitation, analysis, and dissemination of information important to decision makers. Intelligence, however, is not an end in itself. For intelligence to have utility, it requires users. Thus, an examination of whether or not intelligence is effective or influential not only depends on the intelligence organizations, processes, and products, but must also consider the users. Explicit user requirements, properly communicated to intelligence agencies, initiate the intelligence collection process. Intelligence products provide users with the information that has been collected and analyzed based on their requirements.






Geospatial Intelligence






APPENDIX B 





INTELLIGENCE DISCIPLINES


1.      Geospatial Intelligence






Geospatial intelligence (GEOINT) is the exploitation and analysis of imagery and geospatial information to describe, assess, and visually depict physical features and geographically referenced activities on the Earth. GEOINT consists of imagery, imagery intelligence (IMINT), and geospatial information. GEOINT encompasses a range of products from simple IMINT reports to complex sets of layered foundation and intelligence/mission-specific data. GEOINT products are often developed through a "value added" process, in which both the producer and the user of GEOINT update a database or product with current information. Advanced geospatial intelligence (AGI), formerly known as imagery-derived measurement and signature intelligence (MASINT), includes all types of information technically derived from the processing, exploitation, and non-literal analysis. AGI does not include the MASINT subelements of radio-frequency, materials, nuclear radiation, geophysical, or radar not related to synthetic aperture radar. The three components of GEOINT (imagery, IMINT and geospatial information) are discussed below.



a. 
Imagery
 is a likeness or presentation of any natural or man-made feature or related object or activity and the positional data acquired at the same time the likeness or representation was acquired, including products produced by space-based national intelligence reconnaissance systems, and likenesses or presentations produced by satellites, airborne platforms, unmanned aerial vehicles, or other similar means (except that such term does not include handheld or clandestine photography taken by or on behalf of human intelligence (HUMINT) collection organizations). It is used extensively to update geospatial intelligence (GEOINT) foundation data and serves as GEOINT's primary source of information when exploited through imagery intelligence (IMINT). Imagery comes in two formats: conventional (film-based, hardcopy, sometimes transferred to electronic format) or electronic (digital, softcopy) as either still or motion. Electronic offers many advantages over conventional including improved timeliness, greater dissemination options, and additional imagery enhancement and exploitation capabilities.



b. 
Imagery intelligence (IMINT)
 is the technical, geographic, and intelligence information derived through the interpretation or analysis of imagery and collateral materials. It includes exploitation of imagery data derived from electro-optical (EO), radar, infrared (IR), multi-spectral, and laser sensors. These sensors produce images of objects optically, electronically, or digitally on film, electronic display devices, or other media. The joint force is able to draw support from a number of platforms and sensors with differing capabilities.



(1) 
Electro-optical (EO) sensors
 provide digital imagery data in the infrared (IR), visible, and/or ultraviolet regions of the electromagnetic spectrum. EO sensors operating in the visible spectrum can provide a high level of detail or resolution but cannot successfully image a target in darkness or, as with EO sensors in general, bad weather. EO offers many advantages over non-digital (i.e., film-based) systems including improved timeliness, greater dissemination options, imagery enhancement, and additional exploitation methods.



(2) 
Radar imaging sensors
 provide all weather imaging capabilities and the primary night capability. Radar imagery is formed from reflected energy in the radio frequency portion of the electromagnetic spectrum. Some radar sensors provide moving target indicator capability to detect and locate moving targets such as armor and other vehicles.



(3) 
Infrared (IR) imaging sensors
 provide a pictorial representation of the contrasts in thermal IR emissions between objects and their surroundings, and are effective during periods of limited visibility such as at night or in inclement weather. A unique capability available with IR sensing is the ability to capture residual thermal effects.



(4) 
Spectral imagery sensors
 operate in discrete spectral bands, typically in the infrared (IR) and visible regions of the electromagnetic spectrum. Spectral imagery is useful for characterizing the environment or detecting and locating objects with known material signatures. Some 
multispectral imagery (MSI)
 sensors provide low resolution, large area coverage that may reveal details not apparent in higher resolution electro-optical (EO) imagery. Map-like products can be created from MSI data for improved area familiarization and orientation. 
Hyperspectral imagery (HSI)
 is derived from subdividing the electromagnetic spectrum into very narrow bandwidths which may be combined with, or subtracted from each other in various ways to form images useful in precise terrain or target analysis.
 
 For example, HSI can analyze electromagnetic propagation characteristics, detect industrial chemical emissions, identify atmospheric properties, improve detection of blowing sand and dust, and evaluate snow depths.



(5) 
Light detection and ranging (LIDAR)
 
sensors
 are similar to radar, transmitting laser pulses to a target and recording the time required for the pulses to return to the sensor receiver. LIDAR can be used to measure shoreline and beach volume changes, conduct flood risk analysis, identify waterflow issues and augment transportation mapping applications. LIDAR supports large scale production of high-resolution digital elevation products displaying accurate, highly detailed three-dimensional models of structures and terrain invaluable for operational planning and mission rehearsal.



c. 
Geospatial information
 identifies the geographic location and characteristics of natural or constructed features and boundaries on the Earth, including: statistical data; information derived from, among other things, remote sensing, mapping, and surveying technologies; and mapping, charting, geodetic data, and related products. This information is used for military planning, training, and operations including navigation, mission planning and rehearsal, modeling and simulation, and targeting.



Geospatial intelligence (GEOINT) is addressed in detail in Joint Publication (JP) 2-03, Geospatial Intelligence Support to Joint Operations.









2.      Principles for Multinational Intelligence Sharing







"It's not a technical issue any more. It's really more about culture and the 'need to share' rather than the 'need to know."









General James Cartwright, USMC Commander, United States Strategic Command 6 April 2005















In most multinational operations, the joint force commander (JFC) will be required to share intelligence with foreign military forces and to coordinate receiving intelligence from those forces. The JFC participating in the coalition or alliance must tailor the policy and procedures for that particular operation based on national and theater guidance. Intelligence efforts of the nations must be complementary and take into consideration the intelligence system strengths, limitations, and the unique and valuable capabilities each nation will have. In some multinational operations or campaigns, JFCs will be able to use existing international standardization agreements (e.g., North Atlantic Treaty Organization [NATO]) as a basis for establishing rules and policies for conducting joint intelligence operations. Since each multinational operation will be unique, such agreements may have to be modified or amended based on the situation. A JFC participating in a coalition or alliance must tailor the policy and procedures for that particular operation based on theater guidance and national policy as contained in National Disclosure Policy (NDP) 1, 
National Policy and Procedures for the Disclosure of Classified Military Information to Foreign Governments and International Organizations.
 NDP 1 provides policy and procedures in the form of specific disclosure criteria and limitations, definition of terms, release arrangements, and other guidance. The following general principles (See Figure V-1) provide a starting point for creating the necessary policy and procedures:
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Figure V-1. Principles for Multinational Intelligence Sharing







a. 
Maintain Unity of Effort. 
 Intelligence personnel of each nation need to view the threat from multinational as well as national perspectives. A threat to one element of an alliance or coalition by the common adversary must be considered a threat to all alliance or coalition elements. Success in intelligence sharing requires that we establish a trusted partnership with foreign counterparts to counter a common threat and maintain a unity of effort.



b. 
Make Adjustments. 
 There will be differences in intelligence doctrine and procedures among the coalition partners. A key to effective multinational intelligence is readiness, beginning with the highest levels of command, to make the adjustments required to resolve significant differences. Major differences may include how intelligence is provided to the commander (jointly or individual Services or agencies), procedures for sharing information among intelligence agencies, and the degree of security afforded by different communications systems and procedures. Administrative differences that need to be addressed may include classification levels, personnel security clearance standards, requirements for access to sensitive intelligence, and translation requirements.



c. 
Plan Early and Plan Concurrently. 
 Joint force commanders (JFCs) need to determine what intelligence may be shared with the forces of other nations early in the planning process. North Atlantic Treaty Organization (NATO) and the United States-Republic of Korea Combined Forces Command have developed and exercised intelligence policies and procedures that provide examples of how multinational planning can be done in advance.



d. 
Share All Necessary Information. 
 Allies and coalition partners should share all relevant and pertinent intelligence about the situation and adversary consistent with national disclosure policy (NDP) and theater guidance. However, information about intelligence sources and methods should not be shared with allies and coalition partners until approved by the appropriate national-level agency.



(1) In order to share critical intelligence information with allies and coalition partners efficiently, US intelligence information should be written for release at the lowest possible classification level and given the fewest possible dissemination restrictions within foreign disclosure guidelines. When information relating to a particular source cannot be shared, the intelligence derived from that source should still be provided to other coalition partners, so long as the information itself couldn't potentially compromise the source. The intelligence directorate of a joint staff (J-2) must establish procedures for separating intelligence from sources and methods. Intelligence production agencies often print highly classified reports in such a manner that compartmented information is separated from intelligence that can be widely disseminated by a "tear line" (the J-2 and component intelligence staff officers keep information above the tear line and disseminate the intelligence below). Having intelligence production agencies use such tear lines will greatly facilitate intelligence sharing.



(2) The joint force intelligence directorate of a joint staff (J-2) must obtain the necessary foreign disclosure authorization from Defense Intelligence Agency (DIA) as soon as possible. J-2 personnel must be knowledgeable of the specific foreign disclosure policy, procedures, and regulations for the operation. The efficient flow of intelligence will be enhanced by the assignment of personnel knowledgeable of foreign disclosure.



(3) Force protection is a mission inherent to any commander, and intelligence support to that mission is critical. Every effort must be made to share any data that could impact the commander's force protection mission.



e. 
Conduct Complementary Operations. 
 Intelligence efforts of each nation must be complementary. Each nation will have intelligence system strengths and limitations and unique and valuable capabilities. Host-nation security services' capabilities, for example, may contribute significantly to force protection. Furthermore, planning with friendly nations to fill shortfalls, especially linguist requirements, may help overcome such limitations. All intelligence resources and capabilities should be made available for application to the whole of the intelligence problem. Establishing a multinational collection management element is essential for planning and coordinating multinational collection operations.



Additional guidance on intelligence operations in multinational operations can be found in Joint Publication (JP) 2-01, Joint and National Intelligence Support to Military Operations. Information on principles and constructs to support multinational operations can be found in JP 3-0, Joint Operations, and JP 3-16, Multinational Operations.















CHAIRMAN'S LETTER



This revised edition of Joint Publication (JP) 2-0, 
Joint Intelligence,
 reflects the current guidance for conducting joint and multinational intelligence activities across the range of military operations. This vital keystone publication forms the core of joint intelligence doctrine and lays the foundation for our forces' ability to fully integrate operations, plans, and intelligence into a cohesive team. The overarching constructs and principles contained in this publication provide a common perspective from which to plan and execute joint intelligence operations in cooperation with our multinational partners, other US Government agencies, and intergovernmental and nongovernmental organizations.



As our Nation continues into the 21st century, joint intelligence organizations and capabilities will continue to evolve as our forces transform to meet emerging challenges. The guidance in this publication will enable current and future leaders of the Armed Forces of the United States to organize, train, and execute worldwide missions to counter the threats posed by adaptive adversaries.



I encourage all leaders to study and understand the doctrinal concepts and principles contained in this publication and to teach these to your subordinates. Only then will we be able to fully exploit the remarkable military potential inherent in our joint teams. To that end, I request you ensure the widest possible distribution of this keystone joint publication. I further request that you actively promote the use of all joint publications at every opportunity.
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SECTION A. PLANNING





2.      General






Operation planning occurs in a networked, collaborative environment, which requires iterative dialogue among senior leaders, concurrent and parallel plan development, and collaboration across multiple planning levels. The focus is on developing plans that contain a variety of viable, embedded options (branches and sequels) for the President and Secretary of Defense to consider as the situation develops. This facilitates responsive plan development and modification, resulting in "living" plans (i.e., the systematic, on-demand, creation and revision of executable plans, with up-to-date options, as circumstances require). This type of adaptive planning also promotes greater involvement with other US agencies and multinational partners. Joint operation planning requires considerable sophistication in understanding an adversary's vulnerabilities, centers of gravity (COGs), and ability to adapt to changing circumstances, in order to influence and shape events and provide options to planners and decision makers.



Joint Publication (JP) 5-0, Joint Operation Planning, discusses joint operation planning in greater detail.





a. Intelligence planning supports joint operation planning and results in three major products; a Defense Intelligence Agency (DIA) produced dynamic threat assessment, a combatant command intelligence directorate of a joint staff (J-2) produced annex B (Intelligence), and a national intelligence support plan (NISP) produced by the Defense Joint Intelligence Operations Center (DJIOC). Together the annex B and the NISP integrate and synchronize the intelligence capabilities of the combatant command and the Department of Defense (DOD) portion of the intelligence community (IC) to answer the commander's focused intelligence needs to help achieve the joint force commander's (JFC's) objectives. (See Figure IV-2.)
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Figure IV-2. Intelligence Planning







b. The Defense Joint Intelligence Operations Center (DJIOC), United States Strategic Command's (USSTRATCOM's) Joint Functional Component Command for Intelligence, Surveillance, and Reconnaissance (JFCC-ISR), and combatant command joint intelligence operations centers (JIOCs) are the focal points for intelligence planning designed to synchronize the efforts of the Department of Defense (DOD) portion of the intelligence community (IC) and to orchestrate the broader IC effort with the theater plan. Intelligence planning provides a comprehensive methodology for integrating intelligence into plans, and focusing IC capabilities on satisfying combatant command intelligence requirements. Intelligence planning should also include collection and production requirements related to critical infrastructure protection. The intelligence planning process is conducted in four phases that correspond to the four joint planning functions discussed in Joint Publication (JP) 5-0, 
Joint Operation Planning:
 strategic guidance, concept development, plan development, and plan assessment (See Figure IV-3).
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CHAPTER II 





PRINCIPLES OF JOINT INTELLIGENCE


1.      Introduction







"Tell me what you know ... tell me what you don't know ... tell me what you think - always distinguish which is which."





General Colin Powell, USA




Chairman of the Joint




Chiefs of Staff, 1989-1993















This chapter combines intelligence theory and operating experience into fundamental principles that are intended to contribute to effective and successful joint intelligence operations. The following principles for conducting joint intelligence activities are appropriate at all levels of war across the range of military operations (See Figure II-1).
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Figure II-1. Principles of Joint Intelligence










13.      Intelligence Support During the Enabling Civil Authority Phase






This phase is characterized by the establishment of a legitimate civil authority that is enabled to manage the situation without further outside military assistance. In many cases, the United States will transfer responsibility for the political and military affairs of the host nation to another authority. The joint operation normally is terminated when the stated military strategic and/or operational objectives have been met and redeployment of the joint force is accomplished.



a. In some situations, intelligence support may remain in place after termination of the joint operation in order to support the civil authority and/or to continue to monitor the situation. As in the deterrence phase, intelligence resources may serve as a valuable tool for demonstrating US resolve and commitment to the host nation. To facilitate this critical role in establishing friendly relations with the new civil authority, intelligence sharing agreements should be promulgated as soon as practicable.



b. Before the operation is terminated, it is important that all intelligence lessons learned are recorded in appropriate databases and are captured in joint doctrine. Likewise, the joint force intelligence directorate of a joint staff (J-2) should ensure that all joint intelligence preparation of the operational environment (JIPOE) products, intelligence assessments, collection plans, and joint force staff counterintelligence and human intelligence element (J-2X) source registries are appropriately archived. This material may prove valuable to operation planning in the event US forces are directed to redeploy to the area.







CHAPTER III 





INTELLIGENCE ORGANIZATIONS AND RESPONSIBILITIES


1.      Defense Intelligence and the Intelligence Community







"The necessity of procuring good Intelligence is apparent and need not be further urged."





General George Washington 26 July 1776











A wide variety of intelligence organizations exist at the national and theater levels that are capable of providing support to joint operations. During most joint operations, joint force commanders (JFCs) will require not only military intelligence, but also intelligence on nonmilitary aspects of the operational environment such as economic, informational, social, political, diplomatic, biographic, human factors, and other types of intelligence. Equally important is knowledge of how all these aspects interrelate to form a systems perspective of the adversary and other relevant aspects of the operational environment. In order to efficiently exploit the wide range of knowledge and other intelligence expertise resident in both Department of Defense (DOD) and non-DOD members of the intelligence community (IC), JFCs and their intelligence directorates of a joint staff (J-2s) should understand the national intelligence structure as well as respective roles and responsibilities of theater and national intelligence organizations. This is increasingly important as new technology facilitates collaborative analysis and production throughout the IC, thus blurring the traditional distinction between joint and national-level intelligence operations.



a. National Intelligence Leadership Structure



(1) 
The Director of National Intelligence
 (DNI) has overall responsibility for intelligence support to the President and the day-to-day management of the intelligence community (IC). Specifically, the DNI establishes objectives and priorities for the IC and manages and directs the tasking of national intelligence collection, analysis, production, and dissemination. The DNI also develops and determines the annual budget for the National Intelligence Program (NIP) and monitors the implementation and execution of the NIP by the heads of IC member organizations. The DNI implements policies and procedures to ensure all-source intelligence includes competitive analysis and that alternative views are brought to the attention of policy makers. Additionally, the Office of the DNI exercises control over the National Intelligence Council, National Counterintelligence Executive, National Counterterrorism Center, and National Counterproliferation Center, and has authority to establish additional national intelligence centers when deemed necessary to address other intelligence priorities, such as regional issues.



(2) 
The Under Secretary of Defense for Intelligence (USD[I])
 is the principal staff assistant and advisor to the Secretary of Defense on all intelligence, counterintelligence (CI) and security, and other intelligence-related matters. On behalf of the Secretary of Defense, the USD(I) exercises authority, direction, and control of intelligence and CI organizations within Department of Defense (DOD) to ensure that they are manned, trained, equipped, and organized to support DOD missions and are responsive to Director of National Intelligence (DNI) requirements.



(3) 
The Director of the Defense Intelligence Agency
 advises the Secretary of Defense and Deputy Secretary of Defense, Chairman of the Joint Chiefs of Staff, combatant commanders (CCDRs), and Under Secretary of Defense (Intelligence) (USD[I]) on all matters concerning military and military-related intelligence and is the principal Department of Defense (DOD) intelligence representative in the national foreign intelligence process. The Director of Defense Intelligence Agency (DIA) also serves in several additional capacities. As Director, Defense Joint Intelligence Operations Center (DJIOC), the Director coordinates intelligence support to meet combatant command requirements and reports to the Secretary of Defense through the Chairman of the Joint Chiefs of Staff. The Director also commands the United States Strategic Command's (USSTRATCOM's) Joint Functional Component Command for Intelligence, Surveillance, and Reconnaissance (JFCC-ISR) which is integrated with the DJIOC and oversees the coordination of global intelligence, surveillance, and reconnaissance (ISR) in support of DOD worldwide military operations. Finally, the Director serves as the Defense human intelligence (HUMINT) Manager and is responsible for coordinating all DOD HUMINT resources and requirements.



(4) 
The Chairman of the Joint Chiefs of Staff
 provides direction to the Joint Staff Director for Intelligence, intelligence directorate of a joint staff (J-2), to ensure that adequate, timely, and reliable intelligence and counterintelligence (CI) support is available to the Joint Chiefs of Staff and the combatant commands.



(5) 
The Joint Staff Directorate for Intelligence, intelligence directorate of a joint staff (J-2),
 is a unique organization, in that it is both a major component of Defense Intelligence Agency (DIA) (a combat support agency) and a fully integrated element of the Joint Staff. The J-2 provides continuous intelligence support to the Chairman of the Joint Chiefs of Staff, Joint Staff, National Military Command Center (NMCC), and combatant commands in the areas of global indications and warning (I&W) and crisis intelligence. The J-2, in cooperation with other DIA elements, provides strategic warning, threat assessments and intelligence-related advice to the Chairman of the Joint Chiefs of Staff. It also exercises staff supervision of the intelligence alert center supporting the NMCC and keeps the Chairman of the Joint Chiefs of Staff apprised of foreign situations that are relevant to current and potential national security policy, objectives, and strategy. During crises, the intelligence support to the NMCC expands as necessary by utilizing DIA assets to form a working group, intelligence task force or, in the case of a major crisis, an expanded intelligence task force. The Joint Staff J-2 is also responsible for representing and advocating combatant command views and intelligence requirements to the Joint Staff and Office of the Secretary of Defense (OSD). The Joint Staff J-2 is also responsible for coordinating with the combatant commands and the Defense Joint Intelligence Operations Center (DJIOC) in staffing all intelligence-related Chairman of the Joint Chiefs of Staff orders (e.g., alert orders, planning orders, warning orders) and requests for forces (RFFs).



(6) 
The Chiefs of the Military Services and their Service intelligence and counterintelligence (CI) chiefs and staffs
 provide intelligence and CI support for departmental missions related to military systems, equipment, and training. They also support national intelligence activities in support of Department of Defense (DOD) entities, including combatant commands, subordinate joint commands, and Service components of those commands. Service intelligence staffs and organizations produce a broad array of products and services (such as weapons system-specific targeting materials) as well as technical expertise in specialized areas such as information operations (IO) and foreign weapons systems. At both the component and unit level, Service intelligence personnel are involved in the operation of intelligence, surveillance, and reconnaissance (ISR) assets and provide tailored intelligence support for weapons system employment.



b. 
The Intelligence Community. 
 The intelligence community (IC) consists of the 16 member organizations depicted in Figure III-1. Both Department of Defense (DOD) and non-DOD members of the IC routinely provide support to joint force commanders (JFCs) while continuing to support national decision makers. However, the focus of national organizations is not evenly split among intelligence customers and varies according to the situation and competing requirements as prioritized by the national intelligence leadership.
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Figure III-1. National Intelligence Leadership Structure







(1) 
Military Members of the Intelligence Community.
 The military members of the intelligence community (IC) consist of the four defense agencies and the four Service intelligence centers discussed below. The Secretary of Defense and Under Secretary of Defense (Intelligence) (USD[I]) supervise the Department of Defense (DOD) portion of the IC and are assisted in their intelligence management responsibilities by the intelligence, surveillance, and reconnaissance (ISR) Integration Council and the Military Intelligence Board (MIB). The ISR Integration Council assists the USD(I) with respect to matters relating to the integration of ISR capabilities and the coordination of related developmental activities of DOD components and combatant commands. The MIB serves as the senior "board of governors" for the DOD portion of the IC and works to develop cooperation and consensus on combat support agency, Service, and combatant command intelligence issues.



(a) 
Defense Intelligence Agency.
 Defense Intelligence Agency (DIA) has oversight of the Defense Intelligence Analysis Program (DIAP) and provides intelligence support in areas such as: all-source military analysis, human factors analysis, human intelligence (HUMINT), measurement and signature intelligence (MASINT), medical intelligence (MEDINT), counterintelligence (CI), counterterrorism, chemical, biological, radiological, nuclear, and high-yield explosives (CBRNE) counterproliferation, counterdrug operations, information operations (IO), personnel recovery, peacekeeping and coalition support, noncombatant evacuation operations, indications and warning (I&W), targeting, battle damage assessment (BDA), current intelligence, systems analysis of the adversary, collection management, intelligence architecture and systems support, intelligence support to operation planning, defense critical infrastructure protection, and document and media exploitation.



(b) 
National Security Agency (NSA)/Central Security Service (CSS).
 NSA/CSS is a unified organization structured to provide for the signals intelligence (SIGINT) mission of the United States and to ensure the protection of national security systems for all departments and agencies of the US Government.



(c) 
National Geospatial-Intelligence Agency.
 National Geospatial-Intelligence Agency (NGA) provides timely, relevant, and accurate geospatial intelligence (GEOINT) support to include imagery intelligence (IMINT), geospatial information, national imagery collection management, commercial imagery, imagery-derived measurement and signature intelligence (MASINT), and some meteorological and oceanographic data and information.



(d) 
National Reconnaissance Office (NRO).
 NRO is responsible for integrating unique and innovative space-based reconnaissance technologies, and the engineering, development, acquisition, and operation of space reconnaissance systems and related intelligence activities.



(e) 
US Army Intelligence.
 The Army Deputy Chief of Staff for Intelligence exercises staff supervision over the US Army Intelligence and Security Command (INSCOM). INSCOM, which includes the National Ground Intelligence Center, provides intelligence support to strategic- and operational-level commanders in the areas of imagery intelligence (IMINT), measurement and signature intelligence (MASINT), signals intelligence (SIGINT), operational and tactical human intelligence (HUMINT), counterintelligence (CI), information operations (IO), general military intelligence (GMI), and scientific and technical intelligence (S&TI). Other organizations include the Army Reserve Military Intelligence Readiness Command.



(f) 
US Navy Intelligence.
 The Director of Naval Intelligence exercises staff supervision over the Office of Naval Intelligence (ONI), which provides the intelligence necessary to plan, build, train, equip, and maintain US naval forces. The National Maritime Intelligence Center consists of ONI, the US Coast Guard (USCG) Intelligence Coordination Center, the Navy Information Operations Command, and detachments of the Marine Corps Intelligence Activity (MCIA) and Naval Criminal Investigative Service.



(g) 
US Air Force Intelligence.
 The Air Force Deputy Chief of Staff for Intelligence, Surveillance and Reconnaissance is responsible for intelligence policy, planning, programming, evaluation, and resource allocation. The Air Force's main production facility is the National Air and Space Intelligence Center. Primary collection, analysis, and production units are organized under the Air Combat Command, the Air Force Warfare Center, and the Air Force Intelligence, Surveillance, and Reconnaissance Agency. Additionally, the Air Force Office of Special Investigations is the Service's main focal point for counterintelligence (CI) activities.



(h) 
US Marine Corps Intelligence.
 The Director of Intelligence is the Commandant's principal intelligence staff officer and the functional manager for intelligence, counterintelligence (CI), and cryptologic material. The Director exercises staff supervision of the Marine Corps Intelligence Activity (MCIA), which provides tailored intelligence products to support Marine Corps operating forces, and serves as the fixed site of the Marine Corps Intelligence Surveillance and Reconnaissance Enterprise.



(2) 
Nonmilitary Members of the Intelligence Community.
 Joint operations require knowledge of both military and nonmilitary aspects of the operational environment. Much of this expertise falls outside the purview of the Department of Defense (DOD) members of the intelligence community (IC). Joint force commanders (JFCs) and their intelligence directorates of a joint staff (J-2s) should be familiar with the roles and responsibilities of the following non-DOD members of the IC.



(a) 
Central Intelligence Agency (CIA).
 CIA's primary areas of expertise are in human intelligence (HUMINT) collection, all-source analysis, and the production of political, economic, and biographic intelligence.



(b) 
Department of State (DOS).
 The DOS Bureau of Intelligence and Research performs intelligence analysis and production on a wide range of political and economic topics essential to foreign policy determination and execution.



(c) 
Department of Energy (DOE).
 DOE analyzes foreign information relevant to US energy policies and nonproliferation issues.



(d) 
Federal Bureau of Investigation (FBI).
 The FBI has primary responsibility for counterintelligence (CI) and counterterrorism operations conducted in the United States. The FBI shares law enforcement and CI information with appropriate Department of Defense (DOD) entities and combatant commands.



(e) 
Department of the Treasury.
 The Department of the Treasury analyzes foreign intelligence related to economic policy and participates with Department of State (DOS) in the overt collection of general foreign economic information.



(f) 
United States Coast Guard.
 The United States Coast Guard (USCG) operates as both a military service and a law enforcement organization and provides general maritime intelligence support to commanders from the strategic to tactical level in the areas of human intelligence (HUMINT), signals intelligence (SIGINT), geospatial intelligence (GEOINT), measurement and signature intelligence (MASINT), open-source intelligence (OSINT), and counterintelligence (CI).



(g) 
Department of Homeland Security.
 The Directorate for Information Analysis and Infrastructure Protection analyzes the vulnerabilities of US critical infrastructure, assesses the scope of terrorist threats to the US homeland, and provides input to the Homeland Security Advisory System.



(h) 
Drug Enforcement Administration.
 The Office of National Security Intelligence collects and analyzes information related to illegal drug production, smuggling, and trafficking.



Joint Publication (JP) 2-01, Joint and National Intelligence Support to Military Operations, provides details of the support that national agencies such as Defense Intelligence Agency (DIA), Central Intelligence Agency (CIA), National Security Agency (NSA), National Reconnaissance Office (NRO), and National Geospatial-Intelligence Agency (NGA), as well as the intelligence organizations of the Services, can provide to joint forces.
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2.      The Purposes of Joint Intelligence






The primary function of joint intelligence is to provide information and assessments to facilitate accomplishment of the mission. This function is supported by more-specific "purposes of joint intelligence" (described below) to guide the intelligence directorate of a joint staff (J-2) staff and those of supporting organizations (see Figure I-2).
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Figure I-2. Purposes of Joint Intelligence







a. 
Inform the Commander. 
 The intelligence directorate of a joint staff (J-2) directly supports the joint force commander (JFC) in planning, transitioning from planning to operations, and conducting assessment of those operations. The J-2 analyzes the adversary and other relevant aspects of the operational environment, and produces threat assessments on a continuing basis to support the commander in creating and/or exploiting opportunities to accomplish friendly force objectives. To maintain the initiative, the JFC will seek to understand and potentially influence the adversary's decision-making process (i.e., the JFC will seek new and accurate intelligence that will enable friendly forces to take effective action faster than the adversary). The J-2 must assess the characteristics of the adversary's decision-making process and identify weaknesses that may be exploited. The J-2 must ensure this critical intelligence is appropriately disseminated in a timely manner to the JFC, staff, and components.



b. 
Identify, Define, and Nominate Objectives. 
 All aspects of military planning are dependent on the determination of clearly defined, achievable, and measurable objectives. In the process of identifying and nominating objectives, the intelligence directorate of a joint staff (J-2) should understand the command's responsibilities; the joint force commander's (JFC's) mission and intent; means available, including host nation and multinational forces, interagency partners, nongovernmental organizations (NGOs), and intergovernmental organizations (IGOs); the adversary; weather; and characteristics of the operational area. Intelligence should provide the commander with an understanding of the adversary's probable intention, objectives, strengths, weaknesses, critical vulnerabilities, human factors, and courses of action (COAs) to include most dangerous COA and most likely COA. The J-2 also recommends objectives based on adversary critical capabilities, requirements, and vulnerabilities; centers of gravity (COGs); and likely COAs. Once these objectives are approved by the commander, the J-2 must continuously review them with respect to the adversary and the changing situation to determine whether they remain relevant to the commander's intent.



c. 
Support the Planning and Execution of Operations. 
 Commanders and staffs at all levels of command require intelligence for planning, directing, conducting, and assessing operations once the objectives, nature, and scope of military operations have been determined by the joint force commander (JFC). This intelligence is crucial to commanders, staffs, and components in identifying and selecting specific objectives and targets with desired and undesired effects, and in determining the means, operations, and tactics to be used in achieving the JFC's overall mission. The intelligence directorate of a joint staff (J-2) then supports the execution of the plan with the strategic, operational, and tactical intelligence needed to sustain the operation, attain joint force objectives, and support force protection.



d. 
Counter Adversary Deception and Surprise. 
 The method by which intelligence directorates of a joint staff (J-2s) and the intelligence staffs of supporting organizations approach collection, analysis, and dissemination will, to a large extent, determine friendly force vulnerability to adversary deception efforts. Despite the apparent weight of evidence and decision-making predisposition, intelligence analysts must remain sensitive to the possibility that they are being deceived and should consider all possible adversary capabilities and intentions. Similarly, analytical approaches that emphasize anomalies characterized by a lack of activity (e.g., absence of seasonal training, important persons missing from ceremonial events) are particularly valuable. To counter adversary deception efforts, intelligence analysts must confirm their analysis using multiple collection sources and proven analytical methods and processes (e.g., use of red teams, devil's advocates, alternative hypotheses).



e. 
Support Friendly Deception Efforts.
 Attacking the mind of the adversary - to mislead, delude, or create uncertainty - helps to achieve security and surprise. Intelligence supports effective friendly information operations, especially military deception, through human factors analysis of the adversary leadership, assessing their beliefs, information environment, and decision-making processes. The intelligence directorate of a joint staff (J-2) also conducts assessments to determine how the adversary is reacting to the friendly deception effort. The process of identifying deception objectives to complement operational objectives should be an interactive process, with the commander in a central role orchestrating the efforts of operations and intelligence resources.



f. 
Assess the Effects of Operations. 
 Intelligence helps evaluate military operations by assessing their impact on the adversary and other relevant aspects of the operational environment with respect to the joint force commander's (JFC's) intent and objectives. Intelligence should assist JFCs in determining if operations are producing desired or undesired effects, when objectives have been attained, and when unforeseen opportunities can be exploited or require a change in planned operations to respond to adversary (enemy) actions.




"Without [intelligence] you would have only your fears on which to plan your defense arrangements and your whole military establishment. Now if you're going to use nothing but fear and that's all you have, you're going to make us an armed camp. So this kind of knowledge is vital to us."









President Dwight D. Eisenhower




1954














2.      Human Intelligence






Human intelligence (HUMINT) is a category of intelligence derived from information collected and provided by human sources. This includes all forms of information gathered by humans, from direct reconnaissance and observation to the use of recruited sources and other indirect means. This discipline also makes extensive use of biometric data (e.g., fingerprints, iris scans, voice prints, facial/physical features) collected on persons of interest.



a. 
Interrogation. 
 Interrogation is the systematic effort to procure information to answer specific collection requirements by direct and indirect questioning techniques of a person who is in the custody of the forces conducting the questioning. Proper questioning of enemy combatants, enemy prisoners of war, or other detainees by trained and certified Department of Defense (DOD) interrogators may result in information provided either willingly or unwittingly.






There are important legal restrictions on interrogation and source operations. Federal law and Department of Defense policy require that these operations be carried out only by specifically trained and certified personnel. Violators may be punished under the Uniform Code of Military Justice.









b. 
Source Operations. 
 Designated and fully trained military human intelligence (HUMINT) collection personnel may develop information through the elicitation of sources, to include:



(1) 
"Walk-in" sources,
 who without solicitation make the first contact with human intelligence (HUMINT) personnel.



(2) 
Developed sources
 that are met over a period of time and provide information based on operational requirements.



(3) 
Unwitting persons,
 with access to sensitive information.



c. 
Debriefing. 
 Debriefing is the process of questioning cooperating human sources to satisfy intelligence requirements, consistent with applicable law. The source usually is not in custody and usually is willing to cooperate. Debriefing may be conducted at all echelons and in all operational environments. Through debriefing, face-to-face meetings, conversations, and elicitation, information may be obtained from a variety of human sources, such as:



(1) 
Friendly forces personnel,
 who typically include high-risk mission personnel such as combat patrols, aircraft pilots and crew, long range surveillance teams, and special operations forces (SOF), but can include any personnel with information that can be used for intelligence analysis concerning the adversary or other relevant aspects of the operational environment. Combat intelligence, if reported immediately during an operational mission, can be used to redirect tactical assets to attack enemy forces on a time sensitive basis.



(2) 
Refugees/displaced persons,
 particularly if they are from enemy controlled areas of operational interest, or if their former placement or employment gave them access to information of intelligence value.



(3) 
Returnees,
 including (returned prisoners of war and defectors, freed hostages, and personnel reported as missing in action).



(4) 
Volunteers,
 who freely offer information of value to US forces on their own initiative.



d. 
Document and Media Exploitation. 
 Captured documents and media, when properly processed and exploited, may provide valuable information such as adversary plans and intentions, force locations, equipment capabilities, and logistical status. The category of "captured documents and media" includes all media capable of storing fixed information to include computer storage material. This operation is not a primary human intelligence (HUMINT) function, but may be conducted by any intelligence personnel with appropriate language support.



Human intelligence (HUMINT) is addressed in detail in Joint Publication (JP) 2-01.2, Counterintelligence and Human Intelligence Support to Joint Operations.








9.      Intelligence Support During the Deterrence Phase






Before the initiation of hostilities, the joint force commander (JFC) must gain a clear understanding of the national and military strategic objectives; desired and undesired effects; actions likely to create those effects; centers of gravity (COGs) and decisive points; and required joint, multinational, and nonmilitary capabilities matched to available forces. The joint force intelligence directorate of a joint staff (J-2) assists the JFC in visualizing and integrating relevant considerations regarding the operational environment into a plan that will lead to achievement of the objectives and accomplishment of the mission. It is therefore imperative that the joint intelligence preparation of the operational environment (JIPOE) effort (initiated during the shaping phase) provide the JFC with an understanding of the operational environment at the outset of the deterrence phase.



a. Intelligence support to information operations (IO) is also critical during the deterrence phase. The adversary leadership structure and decision-making process must be continuously monitored and reassessed to determine what actions may serve as effective deterrents. The receptiveness of foreign target audiences to specific psychological operations (PSYOP) programs should also be continuously assessed to support the overall IO effort.



b. During the deterrence phase, the ongoing joint intelligence preparation of the operational environment (JIPOE) effort is accelerated to focus on monitoring the current situation while simultaneously assessing adversary capabilities to affect subsequent phases of the operation. JIPOE analysts support indications and warning (I&W) by looking for specific indications of imminent adversary activity that may require an immediate response or an acceleration of friendly decision-making processes. JIPOE efforts also concentrate on confirming adversary centers of gravity (COGs) and support the continuous refinement of estimates of adversary capabilities, dispositions, intentions, and probable courses of action (COAs) within the context of the current situation. At the same time however, JIPOE analysts must look ahead and prepare threat assessments to support future operations planned for the seizing the initiative, dominance, and stabilization phases.



c. During the deterrence phase, course of action (COA) development is dependent on detailed target system analyses (TSAs). TSAs identify and detail the functional components within the operational environment which may be influenced to gain a desired effect supporting the commander's objectives. As COAs are developed, targeteers nominate targets to either the joint target list (JTL) or restricted target list (RTL) and place protected objects or entities on the no-strike list (NSL).



d. Geospatial intelligence (GEOINT) support is critical during the deterrence phase. It is essential that any maps, charts, imagery products, and support data - to include datum and coordinate systems - to be used in a joint operation be fully coordinated with joint force components as well as with the Joint Staff, Office of the Secretary of Defense (OSD), and National Geospatial-Intelligence Agency (NGA). The joint force intelligence directorate of a joint staff (J-2) works with the joint force commander (JFC) staff and component command staffs to identify requirements for updated GEOINT products and submits these requirements through the NGA liaison team.



More detailed guidance regarding geospatial intelligence (GEOINT) procedures is contained in Joint Publication (JP) 2-03, Geospatial Intelligence Support to Joint Operations.





e. Selected intelligence operations may also serve as a flexible deterrent option - a preplanned, deterrence-oriented action carefully tailored to bring an issue to early resolution without armed conflict. For example, the deployment of additional intelligence, surveillance, and reconnaissance (ISR) resources in the operational area not only increases intelligence collection capabilities and provides early warning, but may also demonstrate US resolve without precipitating an armed response from the adversary. Likewise, intelligence sharing arrangements, conferences, training, and exercises with the host nation may serve to reinforce US commitment to the host nation thereby deterring undesired adversary actions.



f. Intelligence may also support actions designed to isolate an adversary by identifying their potential allies and sanctuaries. Intelligence may also identify and assess the vulnerability to interdiction of the adversary's sources of support, to include intelligence support from other nations, international sympathizers, and commercial space surveillance assets. Neutralization of selected elements of the adversary's intelligence collection capabilities is particularly important and serves to reinforce their isolation, facilitates their susceptibility to information operations (IO), and at the same time helps protect friendly forces from detection.



g. Intelligence support to civil-military operations (CMO) during the deterrence phase can amplify operations to isolate the adversary. An analysis and assessment of the civil dimension of potential allies or supporters of the adversary may determine what civil engagement actions may serve as effective points of influence. Additionally, analysis of the civil dimension of friendly countries, especially in countries where US forces will require access for subsequent phases, will suggest appropriate civil engagement targets for CMO that may reduce enemy freedom of action while enhancing that of the US operational commander.




