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Foreword

Although conflict, violence, and war endure, the methaliough which political goals are
pursued ar@always evolvingHow this changen the character of confliatill play out and what
the Joint Force must do to prepare to meet the demandsnofrow requires our collective
attention.

Looking ahead, @ampetitive behaviobetween the U.S. and potentiabnd actual- adversaries
will be overt andviolent Butjust as oftenpur interaction with competitossill include attempts
to deter and deny us ostrategic objectives or be marked by ambiguous, but still cograngeiit

of political goalsbacked by the threat or potential of applied military pov@erer the next two
decades, botbvert and ambiguous competitive interactidresveen dissimilar military forces
will be a normal and recurrent conditiimn the Joint Force.

Looking intothis future ischallenging However, tle difficulty in looking aheadloes not excuse

the military professional fromonsideringlhie demands of fute war.As the ultimate guarantor

of the safety and security of the United States, the Joint Force must simultaneously adapt and
evolve while neither discounting nor wishing away the future reality of strife, conflict, and war.

To think about the future usefully, we must describe change in a rigorous and credible way.
Concurrently, we must creatively account for the unexpectestigoging outside theassumptions
andcertaintieghat anchor us to todayhe Joint Force will besoatribute to a paceful and stable
world by developing capabilities and operatioapproaches attuned to the evolving character of
conflict.

Together, we will usehis document- Joint Operating Environment 2035 — to support and
accelerateur future stategy and force planning activities across the Joint Force. It is a primary
source of the problem sets addressed through the forthca@apgione Concept for Joint
Operations and related force development activities. The ideas here should encouragegaedial
about what the Joint Force shodlwandbe to protect the United States, its allies, its partners, and
its interests around the world in 2035.
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KEVIN D. SCOTT
Vice Admiral, U.S. Navy
Director for Joint Force Development



Executive Summary

The Joint Operating Environment 2035 (JOE 2035) is designed to encourage the purposeful
preparation othe Joint Force to effectively protect the United States, its interests, aflessn

2035 For the Joint Force, thinking througte most important conditions ina@anging world can

mean the difference between victory and defeat, success and failure, and the needless expenditure
of human lives and national treasure versus the judicious and prudent application of both to defend
ourvital interests.

This documendescribs the future security environment and proggtie implications of change
for the Joint Forceso it cananticipate and prepare for potential conflicts. do this,Section 1
describes the circumstances that are likehalter the security environmeniext, Section 2
explores how théntersection and interaction of theseganges might impact the character of war
in the future. FinallySection 3provides a framework to think about the full rangdamht Force
missions ad how they may evolve over time.

JOE 2035 illustrates several ideaabout how changes taconflict andwar might impact the
capabilities and operational approacheguired bythe future Joint Forcelhese observations
include:

The future security environment will be defined by twin overarching challenges. A range of
competitors will confront the United States and its global partners and int€ragtsted norms
will feature adversariesthat credibly challenge the rules andgreements that define the
international orderPersistent disorder will involve certainadversaries exploitg the inability of
societies to provide functioning, stable, and legitimate governdwaefrontations involving
contested norms and persistent disoraer likely to beviolent, but alsoinclude a degree of
competition with a military dimension short of traditional armed conflict.

These connected challenges are shaped by a wide range of trends and conditions. The future

World Order will see a number of states with the political will, economic capacity, and military
capabilities to compel change at the expense of othlreksuman Geography, arange of social,
economic, environmental, and political pressures will push states past the breaking point, spilling
over borders and creating wideanging international problemsThe future of Science,
Technology, and Engineering will see otherseachimg fortechnological parity as well agsigning
innovative mixes of high and low technologjyat may allowadversaries to more effectively
challenge U.S. interests

The intersection of trends and conditions reveals the changing character of war. The future

of conflict cannot be understood in terms of individual trensisues and problemstersect
reinforce, and compouratross many diverse areas. Sometimes relationships arebcieagre

often they interact in unanticipated and surprisingsv@liinking through combinations of trends

and conditions over many disciplinalows us to better anticipate changes in the character of
conflict and illuminate why the Joint Force may be called upon to address threats to U.S. national
interests.



Warfare in 2035 will be defined by six contexts of future conflict. In 2035, theJoint Forcewill
confrontViolent Ideological Competition focused on theubvesion or overthrowof established
governmentsThreatened U.S. Territory and Sovereignty will becomeincreasingly prevalent as
enemiesattemptto coerce the United Stataadits citizens.Antagonistic Geopolitical Balancing

by capableadversariesvill challenge the United States over the long term and place difficult
demands on the Joint Force over wadeas of the globéntimidation destabilizationandthe use

of forceby gate and nosstate actors alike witlesult inDisrupted Global Commons andA Contest

for Cyberspace. Internal political fractures, environmental stressors, or deliberate external
interferencewill lead to Shattered and Reordered Regions. EachContext of Future Conflict poses

a troubling problem space for the Joint Force

The contexts, when matched with a range of strategic goals, drive an evolving set of missions.

The Joint Forcenust prepare for a wide range of missions designed to address these cOhi®xts.
set ofEvolving Joint Force Missions must at once protect our national interests, deter conflict,
punish aggression, or defeat adversaries who act across regions, damaifug)ctionsThese
evolving missions will be shaped by a continuum of strategic goals that rangeefctinely
managing security challenges faroactively solving security threats and imposing U.S. preferred
solutions. This span of missions will req&ira diverse set of capabilities and operational
approacks—some of which are not available to the Joint Force today.

The evolving mission set demands new operational approaches and capabilities. Placing too

much emphasis ocontested norms — particularly those higlech and expensive capabilities to
contain or disrupt an expansionist state powenay discount potentially disruptive leand

threats, which have demonstrated a troubling tendency to fester and emerge as surprise or strategic
shock for the United States. Conversely, tilting the balance of force development activities towards
capabilities designed to counfmrsistent disorder may risk a world in which other great powers

or alliances of great powers decisively shift the inteonal order in highly unfavorableays.
Ultimately, the future Joint Force will best contributeatmeaceful and stable world through well

crafted operational approaches attuned to the evolving character of conflict.

JOE 2035 sets the foundation for the future Joint Force. The ideas found withidOE 2035 set

the stage for a more detailed conversation ahoutthe Joint Force can achieve success in the
future security environmeniOE 2035 was written to accelerate new waysr concepts- for the

Joint Force to address the likely needs of future strategy and thus, identify a foundation upon which
enduring U.S. military advantages can be b@Gting forward JOE 2035 will orient a wide rage

of future force devepment activities and provide an analytic bdsisongoing Joint Concept
development efforts, particularly a revision of @apstone Concept for Joint Operations (CCJO).
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Introduction

The Joint Forcdaces two persistent realitieSirst, the security environment is always in flux.
Change igelentlessand occursn all aspects of human endeavigleas about how human beings
should govern one another emerge, spreed then fade away. Advances in scerand
technology progress anmtoliferate. Countries and political groups simultaneously cooperate and
compete based on their relative poweapabilities, interestgnd idealsChange in the security
environment occurs at an irregular pace, and over time small changes compound t@wshatter
assumptionsSecond the pursuit of political objectives through organized violence is and will
remain a feature of the security environment. Strife, conflict, and waedegcto endure through
2035.

The future confounds even the most rigorousnafits to accurately predict how it will unfold.
Because the future is difficult to predict an
belligerents to correct the consequence’s of t|
JOE 2035 provides a space for the Joint Force to think through what we must do to prepare for

this race.To peer into the future in a reliableand ultimately useful way involvesconsideing

possibilities. Thinking in terms of possibilities requires us to strike a delicate balance between a
credible,thoroughdescription of changing trends coupled wiitle couragdo step outside the

certitudes and assumptions of todayl imagine the rangd potential events that mightter ou

world.

Purpose
The purpose 0§OE 2035 is to describe the future security environment circa 2035 and project

implications of change for the Joint Force so it can anticipate and prepare for potential conflicts.
To do this, it poses and then explores three foundational questinewers to thes questions
describe the joint operating environment and suggest ways the Joint Force might prepare for this
future. Theseguestionsare

1 What trends and conditions will shape the future security environment?
1 How will trends and conditions intersect to change the future character of war?
1 What missions will the Joint Force need to conduct in the future?

Scope
JOE 2035 does not predict the future or attempt to forecast specific scenarios or events. Instead, it

develops a range of possibilities about future conflict bymagining the set of factors and
circumstances shaping the future security environment. Thinking disofuture through the lens
of varioustrends,conditions,contexs, and implications encourages an expanatkrstanding

of the scope of the problems facing the JointcEBoas well agpromising avenues to pursue
solutions, and supports a broadppreciation of the implications of change that will confront the
future Joint Force.

JOE 2035 occupies a unique space in the broader effort to prepare the U.S. military for future war.
It does not replace specific planning scenarlng is a backdropdr a range of joint force
development activities across the Department of Defdhdecuses on emerging operational

1 Colin Gray,Another Bloody Century, (2005),p. 43.



challenges that will impact the conduct of joint warfare in 2035. Its joint nature and ability to
consider issues beyond the current Paogr Obj ect i ve Memor andum S upf
efforts to initiate a broad conversation about the future of conflict and what that future means for

the Joint Force.

The story of future conflict and war found in this document is intended to provide artiahp
perspective from which to develop future military capabilities that together can successfully
address a range of U.S. security interests. A neutral view does not, however, imply an academic
or dispassionate view of the threats, challenged oppaunities found within the future security
environment. Rather, thissionof future warfare is articulated and framed from a U.S. viewpoint
and, as such, reflects the concerns, perspectinesinterests of a global superpower with a wide
range of global strateggoals

It is natural that a document such B3E 2035 focuses more onhow the United States might
counter, mitigas¢, or avoid security challengess opposed tdow the United Stas might
capitalize on emerging opportunitiegerthe next two decade¥/hile the world will certainly see
many positive and encouraging changes between now andt@83wint Force must remain alert

to potential threats so it can effectively develod apply military power to defend the United
States.However, he vigilant and guarded view of the future security environment found here
should be balanced blye recognitiorand appreciation of promising opportunities available to the
United States, its allies and partners, and the Joint Force.
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Organization
JOE 2035 consists of three sectiotisat align to the three foundational questions set out in the

purpose(see Figure 1)

1 Section 1: The Future Security Environment 2035. This section identifies howmerging
trendsin three areas- World Order, Human Geography, and Science, Technology and
Engineering — may lead to new and challengimgnditionsthat will redefine the security
environment of 2035.

1 Section 2: Contexts of Future Conflict. This section explores how the trends and conditions
described in sectiof will interact, intersect, compoundr amplify one anotheto create
specificContexts of Future Conflict. Eachcontextillustratesthe character of conflich 2035
the nature opotentialadversaes and thesvolvingmilitary competitive space.

1 Section 3: Implications for the Joint Force. This section identifies the scope and scale of
evolving Joint Forcemissions. These missiorawe derived from the intersection of the
Contexts of Future Conflict described in section 2 with a range of enduring U.S. strategic goals
and their associated military tasks.

Section 1: Future Security Environment 2035
Emerging trends leading to new and challenging conditions

Contested Norms Persistent Disorder

World Order | Science, Technology & Engineering ’ Human Geography ’
1 1 1
Trends | Trends | Trends |
v v v
Conditions | Conditions | Conditions ’

Section 2: Contexts of Future Conflict
The intersection, interaction and amplification of trends and conditions

Violentldeological | Antagonistic Geopolitical | A Contestfor |

Competition Balancing Cyberspace
Threatened U.S. Territory | Disrupted Global | Shattered and Reordered |
and Sovereignty Commons Regions

Section 3: Implications for the Joint Force
The scale and scope of potential Joint Force missions

Adapt to Changing Manage Antagonism Punish Aggression & Impose Change &
Conditions & Impose Costs Rollback Gains Enforce Outcomes
A4

Evolving Missions to
Shape or Contain

Evolving Missions to
Deter or Deny

Evolving Missions to
Disrupt or Degrade

Evolving Missions to
Compel or Destroy

Figure 1. The Organization of JOE 2035.



Section 1 - The Future Security Environment 2035

“The first, the supreme, the most far-reaching act of judgment that the statesman and
commander have to make is to establish . . . the kind of war on which they are
embarking.” 2

Theemerging securityrevironmentcanbedescribedby two distinct but relatesets of challenges

The first iscontested norms, in which increasingly powerful revisionist states and selecistete

actors will use any and all elements of power to establish their ownoketles in ways
unfavorable to the United States and its interests. The secperdistent disorder, characterized

by an array of weak states that become increasingly incapable of maintaining domestic order or
good governancelhese twin challengesrelikely to disrupt or otherwise undermine a security
environment thawill remainlargelyfavorable to the United Statdsit less overtly congruent with

U.S. interests

Contested norms andpersistent disorder are not mutually exclusivd hey frequently intersect and
involve competition with a military dimension short of traditional armed conflict. This competitive
behavior ischaracterized by ambiguitggardinghe nature o particularconflict, opacity of the
parties involvedor urcertainty about relevant policy and legal framewdrks.light of these
changes, the ambiguous but still violent pursuit of political goals will be a normaeeamadent
condition under which the Joint Force will interact with any number of potentiananps over

the next two decades.

What follows is a description dow contested norms andpersistent disorder will manifestin the

future security environment across three thematic aré&lsrld Order; Human Geography; and

Science, Technology, and Engineering. Within each of these areashere are a number of
conditions thatvill defineand shape the future of conflict amar. Eachconditionencapsulate

three or foumilitarily -relevanttrendsthatdescribe the speed and direction of importanhgba

in the security environment . The conditions
critical securityrelated challenges that the Joint Force will likely confront in 2035.

The first thematic area World Order — describes how the international system may change in
terms of state behavior, interstate relationships, and the network of rules, norms and agreements
(both tacit and explicit) that govern these relationships. The settmmdatic area Human
Geography — describes the quantity, characteristics, and distribution of human populations around
the world and how changing demographics and culture may affect the future security environment.
The third thematicarea— Science, Technology, and Engineering — illustrates a set of likely
technological advances and other scientific capabilities that may emerge over the next 20 years
impact thefuture security environment

2 CarlVon ClausewitzPQn War, (trans. Paret and Howard, 1976/1984) p. 88.

3 United States Special Operations Commdind,Gray Zone (9 September 2015), p. 1, and Michael Mazarr,
Mastering the Gray Zone, U.S.Army War College (December 2015).

4 This section oflOE 2035 was derived from a Joint Staf7Jstudy titledAnticipating the Future Security
Environment: Key Conditions for Future Joint Force Operations (May 2015).
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World Order and the Future Joint Force

International relations are distinct in that it is the only form World

of social relationship where violence is commonplace and Order

considered in some sense “normal.”® Vv

) . ) Shifting Strategic
The Joint Force will face a future world order largely dedifby the Relationships
conditions listed in igure 2 Over thenext two decades, many of th
rules and norms governing the international system will cc Powers Pursuing

increasingly under pressure. In a world with no overarching gl Regional Primacy

authority, rules are only as strong as the willingness of state

Regional Powers Attain

follow or enforce them. Soméing powers will be dissatisfied witt Global Reach
the ability of international institutions to accommodate their grow

power and influence.fthermore, they will strive fothe political Evolving Roles of
will, economic capacity, and military capabilities to compel char International Institutions

at the epense of the United States, its allies, partnansl global
interests. Other declining, though still powerful, states will seel ~ Connected Consequences of
insulate themselves from international norms and rules in orde Srelle e e e

create the political space necessary to threaten anckaoeighbors.

Figure 2. Conditions in

o . . . World Order
Shifting Strategic Relationships

A combination of more capable competitors, more dangerous threats, and greater fiscal uncertainty
is likely to make unilateral action by the United States more difficult and potentially less effective

in 2035 Therefore, the United States will continue to pursue collective security arrangements with
a large set of capable anttenideologicallyor culturallycompatible actors. While the strategic
importance of these relationships is likely to grawgersechanges will make them more difficult

to manage and operate.

Shifting strategic relations among a rangeéntérnationalactorsarelikely to result from several
important trends:

1 New poles of economic power. Some emerging economies in the depahg world are
gaining relative toWestern economg to include that of the UniteStates, its traditional
European partnerand Japan. As a result, a multipolar arrangement neigtgrgewhere
several states of comparable economic power cortyrmaanewer foradvantagesover their
competitors.

1 Rebalanced energy security. Large increases in economically viable and proven hydrocarbon
reserves, increasingly accessible through technological advances such as fracking, will
continue to place sharp, downwgstessure on energy prices. However, many importers,
particularly in EasiAsia, will struggleto secureaccess t@nergyresourceshroughreliable
transportation and distribution networks.

1 The weakening of traditional U.S. alliances. Demographi@and fiscalpressurs will continue
to challengeNATO’ s capaci ty Sanecdcdversarigsarbay htierhpy to exploit
perceived fractures within the allian¢e Asia, percptions ofreducedJ.S. commitmeninay

5 Raymond AronPeace and War: A Theory of International Relations (1967), p. 190.
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encouragecurrent allies and partners torpueunilateral militarymodernizationefforts or
explorealternative allianceandpartnerships.

1 The emergence of new partnerships. Many nations, including the United Statesayturn to
“nontraditional?” partnershi ps -govarning edhniovi d e &
groups, norgovernmental organizations, multinational corporations, and perhaps even
friendly local militia groups. The search for unanticipated and atypical pstnilikely be
a common themeparticularlyin the early phases of future conflicts.

In an increasingly multipolar world, the United States is likely to encounter potential adversaries
with the capacity to devote significant resourcesiidary spendhg and the development dfeir

own security partnershipsloweverwith energy prices expected to remain low for the foreseeable
future, many producersvill be unable to exercise as much political diméncial leveragever
energypoor statesThe riseof regional competitors and their network of security partnerships will
likely increase friction within existing U.S. alliances and partnerships. Continued U.S. support of
allies and partners might antagonize regional powers causing them to undertakecesieparate

local rivals from the Wited StatesConversely, any perceived U.S accommodation of competing
great powers may drive away allies and partners as they no longer view the United States as
reliable.

Powers Pursuing Regional Primacy

In the future, some states will increasingge coercion and for¢ée changeegional arrangements

in their favor. Potential adversaries able to avoid or protect themselves from U.S. power projection
will gain the freedom of action to shape the behaviotheir regional neighborssometimes
through violence and coercion. This pressure is likely to take place through large scale
conventional overmatchgainst local rivals combined wittostimposing niche capabilities to
deterU.S.intervention.The ability to hold highvalue assets or critical infrastructure at risk may
constrainU.S. involvement andmprove the prospects for successful coercive strategiksal

or regional levels.

The willingnessand ability of certainpowersto seekregionalprimacyis likely to result from
several important trends:

1 The refinement of state hybrid stratagems. A number of revisionist states will emplayange
of coercie activitiesto advance their national interests through combinations of direct and
indirect approahes designed to slow, misdirect, and blunt successful responses by targeted
states. These hybrid stratagems will be designed to spread confusion and chaos while
simultaneously avoiding attribution and potentially retribution.

1 The intensification of warfare by proxy. Proxies will continue to offer political and economic
advantages such as minimizing the risk of escalation, providing plausible deniability, and
avoiding the costs of direct involvement. Furthermore, shifting alliances and partnerships of
conveniencewill make it difficult to distinguish who is involved in a conflict, what interests
they represent, and why they are fighting.

1 The establishment of regional nuclear deterrents. The next two decades may feature
competitors that pursue a rudimentanyciear capabilityto establisha credible nuclear
deterrent. Some states maBrolifarationelragaytregimeand b r e a |
deploy dozens to hundreds of nuclear weapons on a range of delivery platforms such as
ballistic missiles, submare launched cruise missiles, portable miniaturizedwveapons



A hybrid mix of conventional deterrence and proxy warfare will challenge the ability of the Joint
Force to intervene successfully in support of allies and partners targeted by neagynist
power s. The core attributes of state hybrid
[of] physical and psychological, kineticand ki net i c , combatants and
the operational fusion of conventional and irregular appine< It is likely that Russia will
continueto use the threat of military power to secure regional interests and promote perceptions
that it is still a great poweilran will continue todevelop and leverage regional proxies and
partnersMeanwhile, Cima might develop a more dynamic and adaptive maritime stratizggm
attemptto impose irreversible outcomes for island disputes in the East and South China Seas.

Regional Powers Attain Global Reach

Should competitorsansolichte a measure aégionalprimacy, the next logical step will be to
invest inthe capabilities necessary to assert themsedves farther from their borderdoth
globallyand across region$he leading edge of this new global reach will be investments in more
advanced cyber capiéibes. Strategic attacks will likely focus on disrupting elements of the U.S.
financial infrastructure, where trust and data integrity are paramount. Furthermore, U.S. energy
infrastructure, dependent on industrial control computeightalso be a focsifor adversary cyber
activities.Additionally, a wider and more capable array of missiles, aircraft, swhsselsand
subsurface platforms will extend the physical reach of some powers.

Regional powers attaining global reasHikely to result from several important trends:

1 Increased competition across the air and maritime domains. Some states will assert their
own divergent views aboatcess to angise of the air and maritime commotmkis will most
likely occur within 12to 200 nautical miles of coastlines as saompetitorsestablish new
Air Defense Identification Zones (ADIZ) and continue to obstruct the innocent passage of
reconnaissance and military patrols through their Exclusive Economic Zones (EEZ).

1 Emergence of new spacefaring nations and military competition in space. Many capabilities
previously reserved to superpowarge nowavailable to other states on a commercial basis,
to include Earth observation, optical sensing, sjiesed Internet, and communications
services.A range of antsatellite weapongASAT) able to disrupt or destroy thepace
electromagnetic, angroundsegment®f theseconstellationsvill also become more common.

1 Growth of state-sponsored cyber forces and capabilities. The next decades will see the further
emergence of statgponsored actors and associated organizations with more advanced cyber
warfare @pabilities. Like strategic airpower before it, stdtased cyber advocates will
develop strategies that attempt“leap ovet traditional U.S. military forces and directly
influence the decision calculations of political and military leadership.

The emergence of regional powers with a measure of global reactemnsghe United States to

divert a greater portion of scarce defense resources toward direct homeland defense capabilities
(for example, more extensive air and missile deferetetble epense ofjlobal power projection
capabilities. Furthermore, a demonstrated ability to hold the U.S. homeland at risk may be part of
larger strategies to discourage the United States from intervening in support of allies, partners, or
other global interest$-uture competitive great powers will be active all over the globe, and these

*Frank Hoffman, “ Hybr i dintWwace Quarrery (2808)dp.338.hal |l enges, ”
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highly connected and globaljyresent statesvill make containment, isolation, and blockade
operationsncreasinglydifficult.

Evolving Roles of International Institutions

A number of states around the world are investing in new political, economic, and security
arrangements to reflect their growing power and confidence. Fundamental differences with regard
to natural resource issues, human rights, and responsibilities iratherme, air, space, and cyber
domainswill prevent existing global governance frameworks fradequately managingpme
emerging security challenges. While most rising powers are likely to focus on gaining greater
access and influence within the current international system, somesilates willing to use
violence or coercion to vése certainaspecs of the internatioal order.

Theevolvingrole of international institutionis likely to result from several important trends:

1 Contested international rules. Rising powersncluding for exampleChina, Russia, India,
Iran, or Brazil have increasingly expressed dissatisfaction with their roles, access, and
authorities within thecurrent international system. The inability or unwillingness to
accommodate the aspirationgloésepowers in the future may increasingly cause some states
to challenge or even rejectirrentrulesand norms

1 Erosion of standing institutions of international order. Tension between individual states
puraiing their interests alone and the reflex to subsume some of those interests in pursuit of
common goals ishkely to intensify.Without an overriding sense of commpuarpose states
may be less willing to support collective efforts through standing international organizations
thatmake and adjudicate the rules undenpig a secure and stable international order

1 Emergence of alternative institutions of international order. The use ofinancialinstrumens
of power by the West to disconnect revisionist states will increageirtieentive to pursue
alternativepolitical and economiarrangements. For example udure Shanghai Cooperation
OrganizationNSCO)c oul d represent up to half of the w
economic output, and account for nearly 20 |

The United Statess likely to confront a future security environment2@35whereit could be

forced to contend with new and broadly legitimate international auldsagreementsat it had

little part in making.Increased competition over international rules will bestmapparent in
instances where they are poorly defined, such as the natkeZsf andADIZs, andthe use of

outer spacand cyberspac®r economic and military purposes. Furthermore, a number of states
will chafe againsinternationalagreements that ¢ly perceive to levy differerfand unfair)rights

and responsibilities on states such as the Nuclear Nonproliferation Treaty (NPT) or Intermediate
Range Nuclear Force (INF) Treaty. This promises to increase the potential for daragetous
unstable armsadng behavior among military competitors.

Connected Consequences of Fragile and Failing States

There will be additional instances of weak states becoming failed stéatess future While the

specific circumstances behind each failure will differ and include a mix of real or perceived
corruption, economic inequality, and ethnic/religious discrimination, the root cause of these
conflicts will often be traced to the inability or univigness of central governments to provide
effective and legitimate governance. Consequently, as internal authority is challenged and begins
to collapse, violence is likely to occur in the form of sectarian singeirgencyor civil war.



The broad and ahgerous consequences arising from fragile or failing staitdgely to result
from several important trends:

1 Continuing internal collapse of weak states. Some central governments will find it
increasingly difficult to maintain power and control over their populations as groups object to
mistreatment and neglect. While some disenfranchisedtsi actors will have legitimate
grievances, other groups wékploit failures by the central government as a justification to
seize more power, important resources, or strategic territory.

1 Fracturing of weak states by external powers. The steady erosion of the willingness and
ability of some states to prioritizethe r s soseremray over other issues is likely to
continue into the foreseeable future. Certain revisionist states are likely to view the fracturing
of weaker states as an expedient way to change various regional balances of power in a manner
unfavoralte to U.S. interests.

1 Uncontrolled spread of weapons of mass destruction. It is likely that terrorist, insurgent or
criminal groups will eventually obtain chemical, biological, radiological, or even nuclear
weapms within the next two decade¥/hile they mght develop WMD by converting
commercially available materials, a more likely possibility is the seizure of weapon stockpiles
in a fragile state that can no longer maintain positive contritd afsenal.

1 Inability to contain infectious disease. There s likely to be ateady rise in the incidence and
severity of infectious disease outbreaks. While even relatively strong and stable states may
struggle to respond to pandemics, weak states will confront significant challenges containing
outbreaks due to adequate surveillance and early warning, weakened public health systems,
and the absence of trained doctors and nurses.

As states erode and fail, the danger is not sirif@ypotential foadverse effects at the local level,

but more importantly for thednited States, what their collapse does to the broader world. Failing
states create dangerous, tragareal ripples with other, lonterm global consequences. For
example, nosstate actors may acquire and employ chemical, biological, radiological, @anucl
weapons in unexpected and unrestrained ways designed to inflict the greatest damage possible
against the United States and its allies. Furthermore, the inability of weak states to effectively
respond to epidemics may require external interventionderdo contain and prevent the glbba
spread of infectious diseases.



Human Geography and the Future Joint Force

“Time and again it has been in the wake of the decline of empires, in contested borderlands,
or in power vacuums, that the opportunities have arisen for genocidal regimes and policies.
Ethnic confluence, economic volatility, and empires on the wane; such was and remains

the fatal formula.”’

The Joint Force will face a future soaaltural world largely

defined by the conditiondepicted in Kjure 3 The future security
environment will feature large as of the globe where state
struggle to maintain a monopoly on violence and individu
identitiesare no longer based exclusively on a senselofsical

location. Individuals and groups will connect and socialize globe
Widespread @nomic growth will raise millions out of poverty int
longer and more comfortable lives. However, a richer human w
lacking legally constituted and legitimate wgrnance mayjead to

dissatisfaction, violence, and even the emergence of vic
transnational ideologies that disrupt local, state, or regic
governments. Growing wealth can also stress food, water, en
and other resources, causing higher pricessanrtages which may
translate into instability, civil conflict, and the failure ¢
governments. Fractured and failed governments may tran

disorder more broadly or become geopolitical opportunities

more weltordered and aggressive states.

Intensifying Consequences of Population Growth and Migration

Human
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Figure 3. Conditions in
Human Geography

By 2035, the global population is expected to increase by another 1.8 billion people to a total of
nearly 9 billion people, with almost all of this growth occurring in the developing woddargely
centered in urban areag/hen properly harnessed, population increases urbanizatiorcan
translate into stronger economic development and expansion. However, massive population
growth and migration might stress governments to the breaking wharethey are unable to

effectively manage

resour c e sUneguablatesned econontich e i r

growth andthe lack ofopportunityare alreadyinducing unexpected migrant flowstressg
recipient states and linmity theprospect$or growth and developmeit places they leave behind.

The intensifying consequences of population growth and migratelikely to resulfrom several

important trends:
9 Asymmetric population growth patterns. T h e

center

of gravity

continues to shift from the developed world to the developing world. The highest growth in
population is likely to occur in Africavhile the populations of most countries in South Asia
and the Middle East are expected to continue rising, with India sumgaShinaas early as

2022as the most populous nation on Earth.

1 Mass migration and irreconcilable immigrants. The mixing of new people, ideas, culture,
and ideologes can result in unrest and conflict between those moving in and native citizens.

7 Niall Fergwson,The War of The World, (2006),p. 646
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Many re@iving nations will be incapable of integrating new immigrants, which might lead to
disenfranchised, insular immigrant communities and the broader emergence of politically
irreconcilable and potentially violent insurgent groups.

1 Mass migration and rejected immigrants or minorities. As more immigrants enter more
countries around the world, they are likely to demand political representation. However, some
states will be unwilling to accommodate new immigrants and risk inciting unrest among local
populationsiting of immigrant demands. This unwillingness to assimilate immigrants might
cause some to become resentful of perceived failures by the host society.

The future security environment isdily to feature large, culturallynassimilated urban enclaves
andphysically isolated refugee camps in many regions of the world, where immigrants often have
profound cultural, religious, and economic differentresn theindigenous populations. Some
immigrants entering a country may disrupt areas within their hosttgatithey are not treated
equally or perceive they are being treated unequally. Conversely, tension between the aspirations
and goals ofmajority andminority populations might ultimately cause the majority population to
become hostile and apply terraviplence or other coercive instruments of the state against
minority populations. The resulting instability, strife, and confidikely to lead to even greater
migration as refugeellee to bettergoverned or more economically viable areas of the world.
Ultimately, his may imply a future with morevalls and barriers, frequent offshore patrols by
maritime agencies and naviesmdintrusive surveillance operations designebtetter contrband
manage the flow of migrants.

Urban Concerns as Global Security Issues

Humanity is now a predominantly urban species. Urbanization will likely continue to increase into
the foreseeable future, with some 60% of thégl@opulation living in citieuusually neabceans

by 2035. The pace of urbanization is expected to be the fastest inntodaie income countries.

Many cities are likely to see significant and consequential economic, political and social advances.
However, some cities will struggle tope with the challenges posed by poverty and inadequate
or aging infrastructure.dadoxically, theadopton of information technologiewill outpace the
provision ofadequate transportation, sanitation, and other neceskaties)g poor urban areas

heavily instrumented and connected to the globalrin&tion environment as o d amost s
developed cities.

The increased importaa of urbansecurity issues the futuresecurity environmens likely to
resultfrom several important trends:

1 Demand for food or water exceeding local capacity to affordably deliver. Demand for
supplies of food and water in the developing world will continue to increase. Many nations
depend on the largesse of-ndh patrons or statewned domestic oil companies to mainta
their fiscal solvency. However, fiscal imbalances could prevent these states from meeting
payment requirements in order to maintadlequateubsidies.

1 Expansion of under-governed urban spaces. The continued rapid and unplanned growth of
many urbarareas is straining the ability of local governments to provide adequate services,
governance, and security. These poorly governed urban zones are more likely to permit the
development of black markets, which facilitate the illicit flow of goods, curream@yhuman
trafficking.
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1 Emergence of global cities as international actors. As urbanization continues to proceed
globally, it will likely be accompanied by the continuing rise of global cities as centers of
power, sometimes influencing their host natierad at times transcending them altogether.

As global cities develop greater economic and demographic power, people may associate their
identity more closely with their city rather than their country of residence.

Urban environments will remain an extresnehallenging location for the Joint Force to operate.
Alienation, poverty and disorientation of formerly rural residents interacting with more
cosmopolitan urban citizens may increase the potential for criminal anergjatey activities as
well as thedevelopment of urban insurgent groupbese dversaries will use urban areas to
negatel.S. standoffreconnaissance and strike advantagesregting sheltered locatiohsdden
within urban clutter. The Joint Force will either fight or attempt to coratdirersaries within and
across usan agglomeratiornthatsprawl over hundreds of square mjle located itittorals, and
contain tens of millions of people. They will typically feature subterranean infrastructure,
shantytowns, and skyscraper canyons in varying states of functionalitlisaeolir. This buik

up environment can degrade or reduce mobility as well agfdetieeness ohdvancedveapons,
communication systems, and intelligence, surveillance, and reconnaissance (ISR) capabilities.

Evolving Ideological Conflict

Identity is defined as the set of characteristics by which a person is recognizable or known. Humans
define their identity in many ways, including religion, ethnicity, race, language, gender, tribe,
class, occupation, geography, and nationality. Increispegmeable national borders mean that
human society willdiscovermany more ways for ideas, images, narratiaesl messages to
propagate inn the future However, nore contact between cultures is just as likely to result in
negative consequencespasitive. People of all cultural and ideological persuasions are frequently
repelled or even disgusted by new ideas, culfunesustoms aspposed to beingttracted by or
inquisitive of them.

Evolving ideological conflicis likely to result from seve important trends

1 Declining legitimacy of state authority. Under pressure from internal corruption or external
stressors, state authorities in many parts of the world will be unwilling or unable to provide
the level of support their citizens expect. §mismatch between relatively welff state
authorities and those displaced and disrupted by globalization or other shocks will result in
strife and conflict.

1 Rapidly shifting group identities. Group identities will likely change rapidiy the future as
the speed and capabilities of information technologmesease.Advanced information
technologieswill lead to new and faster ways to form, build, and maintain cohesion and
common purpose among memberagfoup. Consequently, it will become easier tditipe
and expand groups and ideas, irrespective of geographic proximity.

1 Increasing ideological polarization. Transnational ideological bonding and/or repelling will
create significant barriers to critical discourse and perpetuate a lack of understamdling
empathy for alternative beliefs, values, and norms. Groups that fit comfortably within a single
political entity may, through increased polarization, no longer have the capacity to resolve
differences through common political processes.
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Shifting ideological affiliations could lead to new and surprising fractures in societies. Rapidly
shifting groups may mobilize populations by encouraging greater intolerance, prompting urban
political paralysis, and orienting their members on radical but stitrest violence in the service

of political ends. Terrorists, insurgent groups, and stptmsored proxies are likely to take
advantage of a range of polarization techniques to reinforce their messages or to create favorable
conditions within which to opate. This environment will ultimately lead to new forms of
“shadow” governance where organizations the U

ful fildl c -+ ahd pmlelematicallyn azeeselen as legitimate by the local population. These
groups will build regional and global networks around sets of ideas, forged and disseminated
wi thin cyberspace, wi t h a range o f “online

nationalism as a source of legitimacy for many.

Alternative Hubs of Authority

Over the next two decaddhlgedistribution of power will continue to transition away from a state
centric world towards a muidtevel, multrnodalmode| characteried by competition for control

and influence between different institutions, groupsl iadividuals.By 2035, \arying kinds and
degrees of economic, informational, and ideological power will be exercised kstateractors

such as nowgovernmental organizations (NGOs), private corporations, extremist groups, or
empowered individuals thahay include celebrity figures and the wealthy. As a result, formal
governing organizations and mechanisms within states will become increasingly less effective,
while informal networks will increase their capacity and capability to control or drive ititarah

and domestic outcomes.

The emergence of alternative hubs of authasitikely to result from several important trends:

1 An accelerating diffusion of power. The power of the state is likely to be eroded by an array
of nonstate actors who will b@creasingly capable of distributing and diffusing control over
outcomes away from states at global, national, and local levels. Future conflict will involve a
greater number of actors, both state aadiqularly nonstate entitiesdue toa continuing
diffusion of power.

1 Cooperation/convergence among terrorist and criminal organizations. Despite differing
goals and objectives, terrorist groups arthinal organizationwill converge at times to plan
or complete a particular operation of common intef@spendent on very local conditions,
the linkage between criminal and terrorist groups is likely to increase in both geographic terms
and in terms bspecialization such dsgistics, financeand security

1 Globalized criminal and terrorist networks. Techndogy designedo maintain anonymity
such asThe Onion RouterTOR) or the Invisible Internet Proje¢t2P) as well as improved
encryption techniques will allowlicit networks to evade detectioand expand operations.
Globalized criminal and terrorist entities are likely to amass significant financial resources
and demonstrate the ability to challenge traditional state economic and military capabilities.

Future conflict will center on an array of organizations filling spaces vacated by states. Some
terrorist organizations will leverage and exploit illicit activities such as drug smuggling, human
trafficking, and even poaching to develop new lucrative ssuf funding for their violent
activities. Conflict resulting from a more integrated crimitaalorist group nexus will not
necessarily lend itself to a purely military solution, as financial flows and movement across many
legal jurisdictions transcendilitary boundaries and authorities. As the line between terrorist and
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criminal activities continues to blur, the transactional connections between aangke of
unlawful organizations is also likely to blur the distinction between law enforcement araaymil
operationsTheJoint Force may find it more difficult to distinguish between allies and adversaries,
and determine who really matters, who to engage, and who to support.

The Rise of Privatized Violence

States will find it increasingly difficult to maintain a monopaly the use of forcePrivate and
nonstategroups in the absence of strong or legiate statesyill increasingly turn to violence to

advance theipolitical, social, ideological, or econoc goals Sub-state and transnational actors

will be enabledyy the ability to rapidly share information through mobile devices and associated
social media platform<Collective action angopularmovementswhich once tookonce took

months or yearso buld, will be catalyzed in hoursSmall determined groups or even lone
radicalized individuals wil!/| continue to wiel
to disrupt the political and social order of a nation.

Therise ofprivatizedviolenceis likely to result from several important trends

9 Adaptive irregular/sub-state adversaries. Adversaries will continue developing capabilities
to avoid or withstand U.S. technological overmatch. Many criminal and terrorist groups are
likely to combine ratively cheap, accessible, apdtentiallydisruptive technologies such
as social media, smartphones, 3D printing, robotic and autonomous sydiehsgrade or
even defeat U.S. systems in the future.

1 Disruptive manufacturing technologies and the urban arsenal. The proliferation of
technology and a wide range of manufacturing capabilities in many urban areas will likely
continue over the next two decades and migad tonovel advances, to include pervasive
intelligence, surveillance, and reconnaissamstruments and relatively cheapd simple,
yet effectivestrike assetsuch as 3D printed drones or sophisticated IEDs

1 Weaponization of commercial technologies. Over the next two decades, a greater number of
people will become connected and beginake advantage of mobile technologies. Driven
largely by expected advances in computerization, miniaturization and digitization, potential
adversaries will likely have greater access to more sophisticated weaponry that does not
require sophisticated userseffectively employ.

Transnational criminal organizations, terrorist groups, and other irregular threats are likely to
exploit the rapid spread of advanced technologies to design, resource, and execute complex attacks
and combine many complex attacktitarger, more sustained campaigns. Potential adversaries
might leverageeommercially available cell phone and networking capabilitiassiee reattime
propaganda through social media that portrays the Joint Force in a negative manner and highlights
acual or perceived injustices. Or, the Joint Force might be confronted by a more lethal battlefield
as potential adversaries use basic but effective strike assets to impose significant costs on units
conducting urban combat operations. However, in the futugeJoint Forcecould leverage
technology todisrupt, deny and defeat these systems, using many of the same asymmetric
techniques that adversaries currently employ against the United States.
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Science, Technology, and Engineering and the Future Joint Force

“The future of warfare is not synonymous with future technology, but warfare must always
have a technological dimension.

The Joint Force will face a future technological landscape  sgience, Technology

largely defined by the conditiorepicted in Kyure 4 The U.S. & Engineering
approach to highechnology warfare over the pasto decades Vv
has encouraged the development of asymmet

. . . ; Multidisciplinary Scientific
unconventional, irregulaand hybrid approaches by adversarie Research

Adversariewvill continueto innovate by applying varying mixe:
of high and low technologies to frustrate U.S. interests i The Significance of Systems and
military forces By 2035 the United States will confront a rang Systems Integration

of competitorsseekingto achievetechnological parity in a

Emerging Measure/Countermeasure

number ofkey areas.Adversaryforces will beaugmented by Competitive Spaces
advancedCJ/ISR andinformation technologies, lethptecision

strike and area effeasteaponsandthe capacity to fieldirst-rate Proliferated
technological innovatiam The cumulative result will be & Information Technologies

si t uat i o rOuriforces fach theosdry, real ‘possibility of
arriving in a future combat theater and finding themselves facing
an arsenal of advanced, disruptive technologies that could turn
our previous technological advantage on its head — where our Figure 4. Conditions in Science,
armed forces no longer have uncontested theater access or Technology & Engineering
unfettered operational freedom of maneuver.”®

Emergence of New High-End,
Capital Intensive Capabilities

Multidisciplinary Scientific Research

By 2035, many important scientific advances will result from an emphasis on how differing
phenomena interact and how seemingly divegsknological domains relate to one another. They
will frequently take place where two or more disciplines converge, particularly in the rapidly
evolving areas of biology, robotiesd autoomy, information technology, nanotechnologynd
energyt® Many cansequential technological changes are less likely to emerge from a Department
of Defense lab or single research institution, but from ongoing work across clusters of collaborative
research and development effertypically geographically dispersed andrsgtimesntemational

in nature.

This evolving approach to fundamental scientific research is likely to result from several important
trends:
1 Applied metamaterials. Metamaterials are manmade, thtBmensional composite materials
that reliably manipulatelectromagneticadiation Widespread metamaterial applications will

8 Colin Gray,Another Bloody Century, (2005),p. 98.

 Deputy Secretary of Defen&obertWork, Remarks to the National Defense University Convocdthargust 5,
2014).

10 National Defense University has described the potential forihiglact technological change as occurring along
five major themesBiology, Robotics, Information Technology, Nanotechnology and Energy (or BRINE). James
Kadt ke and Li nt Ghallenges bflAcceldrating TechHhaolicalcChange: Security Policy and

Strategy I mplications of Parallel Scientific Revoluti ol

National Security Policy, p. 1 and 7.
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lead to new means of signature conttbé development dbw-probability interceptctive
sensorsthe application ohigh-resolution panar lensesandthe use otompact antennas.

1 Exploitation of unique material properties at the nanoscale. The ability to make and modify
materials at the nanoscale will allow manufacturers to take advantage of many new properties.
Anticipated advances in nanomaterial technologies (combined withgbargirovements in
metamaterials) suggest that more complex composites and bespoke nvaiteeialsrgewith
properties engineered precisely to optimize performance.

1 Fuels and batteries with increased energy density. Advances in energy syster(articularly
those based on hydrocarbons) will likely be evolutionary, and expected improvements in
energydensity may enable advances in directed energy weapons, inttredsger time of
unmanned vehicles, lead to more effective sensors, and reduce thedsizeigint of man
portable systems.

1 Biochemistry and biological engineering. New techniques tedit and modify the genome
may allow scientists to harness organisms or biological sysemmgeapons aio perform
engineering tasks typically impracticaith conventional method$-uture advances might
include the constiction of new biological partbraincomputer interfacegr the redesign
of natural biological systente manufacture drugs, chemicals, materiatfood

Economic and military advaages will accrue to those nations with dense university clusters, a
community of businesses that transform primary research into usable prototypes, and education
systems that encouragm®llaboration,experimentationand innovation. Furthermore, because
research clusters are frequently international iruregtnovel scientific advances may not be
claimed by single nationg he United States must focus on understanding the areas that research
clusters are investigating and be willing to explore how the @pmn of multidisciplinary
scientific discoveries might augment and upgrade (or erode and obsolesce) its current portfolio of
capabilities. Future force development activities must be capable of interacting with research
clusters, anag&ncourag these alsters toresearch technologies that may leadlitinct U.S.

military advantages.

The Significance of Systems and Systems Integration

The corollary to change in multidisciplinary basic research at the engineering level is the
importance of systems integration to make emerging technologies economically or militarily
useful. Effective technology integration into military operatiomgjuires the capacity to bring
together many differentapabilitiesinto a coherent, purposeful wholeven bday, the largest,

most capable states struggle to match their ability to develop individual technologies with the
ability to integrate these technologieto a single systenBy 2035 improvements to individual
devices, tools, or platforms will likely become less important than the system architectures which
allow dissimilar capabilities to work together coherently.

The significance of systesrand systers integration is likely to result from several important
trends:

1 Additive manufacturing goes global. Additive manufacturing processes in both the
commercial and government sectors will likely grow and proliferate to an arcayrgfetitor
states, terrorist and criminals. These capabilities will perthe@mass customization of payts
thedevelopment of lighter and stronger componéhesuse ofapid reverseengineeringand
a reduedneed for expensive and vulnerable supply chains and warehousing facilities.
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1 Evolution of autonomous robotic systems. The next two decades will ssignificantadvances
in autonomy and machine learning, to include the emergence of robots working together i
groups and as swarnidew and powerful robotic systems will be used to perform complex
actions,make autonomous decisiortgliver lethal force, provide ISR coveragmdspeed
response timesver wider areas of the globe.

1 Open source design. Greater conectivity between states, groups, and individuals will
facilitate more sharing of ideas and designs, which users can then modify, change, or
otherwise improve to optimize them for their own purposes. By 2035, a new shared design
“ecosystem” mavigle aemde tange of tustompzable plans for a range of
hardware, to include defense and military applications.

91 Emergence of micro/nano-satellites and near-space capabilities. Micro/nanasatellites as
well as ultrahigh altitudeaircraft and ballons, will continue to replace large satellites
because they are considerably cheaper and faster to build and [@besbadvances will
likely lead to improved reliability, with networks of small satellige®l stratospheric swarms
performing the tasks prewisly reserved exclusively for large satellites.

In 2035, military advantages will nonly be derived from a single technology algofrom the

integration of many technologies in systemic and coherens.\iky example, the (now) rapid

advance of selfiriving cars is as much about the wide availability of cheap GPS andhadity

terrain maps a# is the development of ehoard environment sensing capabilities. This suggests

the need to better integrate geospatial data with military robotic systems in theFuttivermore

rat her t hanofcfi’vidpm@lni ctastpiionns f r olopment dfforts,ar y r
militaryt echnol ogi cal chimmgas watdvVarmees spome from
investments in technayes for nommilitary purposes.The disruptive potential of this
development will fully emerge when adversaries begin to raxpat with the design,
construction, and speedy refinement of a range of IEDs, drones, firearms, or other weapons.

Emerging Measure/Countermeasure Competitive Spaces

Technological change will result in neypes of competitive interactiormnong militaryforces.

The most pressing of these will be thentest of* hisdl e v s . s ‘ori then lzhitlefield.
Adversaries willcontinue tooffset U.S. airpower and other lomgnge strike advantages by
developing weklprotected underground facilities, harderigsgr optic networks, and numerous
high quality decoysboth virtual and physicalThey wil also focus on developing lofrgnge

strike capabilities and an evolving array of sensor and missile technologies to limit U.S. power
projection capabilities. Regial reconnaissanestrike complexes will target the expensive, few,
and/or easily locatable bases and platforms wgluioh currentU.S. forward presence relies.

Evolving measure/countermeasure competgianme likely to result from several importargnds:

1 Proliferation of advanced radio-frequency weapons. Advances in phasedrray technology
will facilitate the development of beafacusing systems, which will permit higiowered
radio frequency (HPRF) weapons to degrade or destroy very preciselg vensidirectional
systemsThis will lead to new applications for area denial, crowd control, and the destruction
of a range of electronic equipment

1 Availability of non-nuclear EMP. Nonrnuclear electromagnetic pulse (NNEM®gapons
will allow for the disciminate and precise targeting of a range of electrelmased systems.
The next two decades will see thessapons integrated into aground and surface systems
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providingadversaries theapability to disrupt, degragand disable components of U.Sdan
allied C4/ISR network.

1 Robotics as a force multiplier. Emergingautonomousobotic systems are being increasingly
used to augment, rather than simply replace, individuals and platfeh@sugmentation of
human systemwith robotics particularlyswarming, will permit longer duration missions,
enable greater lethality, improve the ability to protect capital platforms from atack
increase individual human and unit performance

Advances in electromagnetic warfare techniques will provide netvads to engage the circuitry

and software of weapons systems, suggesting the emergence of rapidly evolving senser/counter
sensor battlesElectronic warfare will be a raceon by the force that can swiftly identify,
understandandoptimize signals tacounter radar and sensor systefise search for weak signals
against cluttered backgrounds will m@gmentedby enhanced data processing and storage, as well

as large scale interpretive computing capabilifiesthermore, the proliferation of sensors ighk

to encourage the development of small and/or stealthy robotic systems that operate below detection
thresholds. As industriacale robotics manufacturing evolves, future warfare may see a rebalance
away from militaries built around the few, expensiaad highlycapable platforms to many,
cheap, and “good enough” systems.

Proliferated Information Technologies

Very powerful information technologies will be widely available around the world by,2035
including wireless handheldr even brairinterfaceddevices with advanced levels of connectivity.

More modern developing states will continue to construct comprehensive national information
technology infrastructures consisting of fikgstic and cellular networks that far exceed the
current state of the arPotential competitors will have access to huge volumes of commercially
available geospatial and other geophysical data that once cost billions and was available to only to
the richest and most technicaltpmpetent countries.

Proliferated informatiortechnologes ardikely to result from several important trends

1 Regional C3/ISR parity. Potential adversaries will likely develop and depkxgvanced
C3/ISR capabilitiethat can beoupled tgrecision and area weaponAs a range of sensors,
information networks, information processing, and data fusion capabilities becomes widely
available to potential adversaries from highd states to lowend insurgent and irregular
forces, U.S. militaryorces may be identifiedracked, targeted, aradtackedat range.

1 Exploitation of C3/ISR vulnerabilities. Technologies that can damage, spoof, confuse, or
disrupt integrated battle networks will become increasingly available. U.S. and partner C3/ISR
systems will require enhancsygstem protectiargreater network redundan@and automated
defenses capable of reacting in a highly dynamic environniéet Joint Force mighalso
exploit the opportunity to target adversary netwdakkingsufficient hardeimg or protecion.

1 Advanced information analysis and exploitation. Growing digital interconnectednesand
the |Iinking of the Internet to the physical
will further increase the amount of information generated, processedstored. Future
software developments are likely to focus on new algorittamd optimization techniques
will assist in making sense tifese largelatasets

1 Quantum information science. The successfubdevelopment of quantum computersght
increasele ability to understand, model, and predict behaviors of very complex sygteims
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as weather, economics and finance. Additionally, quantum cryptography will lead to new
encryption and decryption techniques, which may significantly enhance communications
electromagnetically cluttered or denied environments.

By 2035, people will continue to willingly adgignificantamounts of their own personal data to
public networks, including fulmotion video. However, the way information is transmitted,
protected— or made vulnerable- will change dramatically. Adversaries will have improved
mapping and observation capabilities beyond their borders, and they may have the ability to better
understand the basing, disposition, and capabilities of U.S. forces. Bomndrntification
(perhaps at range) may strip away the anonymity that enables insurgents to blend into a society
or will allow future adversaries to identify, track, isolate, and target individual U.S. political or
military leaders. Meanwhile, new dataterrogation techniques will enabletter understanding

of patternsand permit largescale inferences about the behaviors of societieartalyzing
geographic data, purchasing and financial information, and other relevant information.

Emergence of New High-End, Capital Intensive Capabilities

Although cheap, pervasiyvend proliferatedapabilitiessuch as personal information technologies

or small autonomous aerial vehicles attract a great deal of attention, a number of expensive,
investmentheavy techalogies will emergeby 2035 that may provide significant military
advantagesMany of theseadvanced and highly capable technologiés only be accessible to

states with significant financial and scientific resources as well as extensive industrial and
manufacturing infrastructure. Thus, tfascination with small and cheapust be balancealyainst

an appreciatiorfor capitatintensive weapons and industrial technologies with the potential to
dramatically alter the strategic landscape.

High-end capitatintensivemilitary capabilitiesare likely to result from several important trends

1 Deployment of >100 KW electrical lasers. Electrical laser systems will l®me smaller,
lighter, and cheapegndthe introductiorof femto- and picesecond pulsewill lead to novel
sensors and effectdltra-precise, multiple shot, @aponized lasers widlasilyachieve>100
KW, permittingstealthyengagements at longer ranges with less dwell time required to achieve
effects.

1 Breakthrough energy. Many energy devepment efforts focus on making current systems
and processes more efficient, often producing significant but incremental improvements.
However, research into groundbreaking technologies has the potential to radically impact the
future of energy. Innovativdusion, solar, and biofuel technologies might lead to the
development of highly mobile, lighter weight, and more efficient power sources.

1 Hypersonics. It is probable that one or more states will fieldgerational hypersonic weapon
system within the néxwo decades. Likely to achieve speeds in excess of one mdequerd
on nonballistic flight paths functional hypersonic systems will improve the range, accuracy
and lethality of offensive global strike capabilities and have the potential to disrupt portions
of anttaccess / area dendpabilitiesas well agnissile defense systems.

New highend military technologies will likely have the largest and most imatedmpact in the

air and space domains. As the deliverable power of laser systems continues to increase, they will
become extremely usefirh derying the air domain to fragilereadily detectableonventional
platforms as well as guided and unguided mang of all typesinlesseffectivecountermeasure
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materials and functions are developdeurthermore, the combination of advanced power
generation and electrical laser systems may provide extensive advantages in controlling the air and
sensor battle fronow Earth orbit stratospheric air vehiclesr land / sea platform&Expensive

but powerful compact power generation coupled with new energy management will also
potentially enable the use of railguns. Ultimately, the ability to increase the speedspfagero
engagements across the board will present significant challenges, particularly if coupled with the
autonomous lethal decisianaking capabilities that adversaraag more likely tamploy

Summary
This section described a range of individual tretidd will likely convergeto producea set of

conditionsacrosswWorld Order, Human Geography, andScience, Technology, and Engineering.
Competitor states and some powerful 1state actors will increasingly challenge the rules that
underpin the current global order. Meanwhile, fragile states will become increasingly incapable of
maintaining order. Moreover, anticipated scientific and tmehradvances will likely lead to
greater parity among a range of international actors thus allowing potential adversaries to more
effectively challenge U.S. global interest@gether, these conditions illustratentested norms
andpersistent disorder in the future security environment.

While it is important to establish a baseline description of the emerging security environment,
looking into the future is never this straightforwarthe simple identification of trends and
resulting conditions is not sufficient to understand the changing character of conflict and explore
reasons why the Joint Force might be required to support U.S. interests at hoalecauihy
addressingontested norms andpersistent disorder. In reality, trends and conditions do not exist
independently, but are closely related to other evolving trends and conditions. Sometimes these
relationships are clear, but more often, they interact in unanticipated andgsuhngrising ways.

Section 2 explores how the individuatends and conditiondescribed within théhree thematic

areas— World Order, Human Geography, and Science, Technology and Engineering — may
intersect,compound or amplify one anotheto create sixContexts of Future Conflict. These

contexts are enechanism to illuminate why future conflict and war may occur and to describe the
evolving character of conflict in 2035. They are padictionsbutinsteadaredesigned to assist

in “.rwsndending the potenti al contours..in whioc
adversaries will fight [by exahtining] myriad

LFrank Hof f man TaemGteatRRavampGla TrendstShaping“Future Confliéar on the Rocks (8
October, 2014).
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Section 2 - Contexts of Future Conflict

“Context decodes the origins, meaning, character, and consequences of warfare.”’*?

Conflict and war in 2035 cannbt understood by th@mple identification of &et ofindividual
trendsand conditions Instead, the intersection and interaction of many discrete trends and
conditions will ultimately change theharacter of future conflict and illuminate the reasons why
the Joint Force may be called to address threats to U.&tional interests. In fact, conflict in
2035 is likely to be driven by six specific and unicqumembinations otrends and condition's

Each of thes€ontexts of Future Conflict creates a troublingroblem space for th&oint Force
Theyinclude:

1. Violent ldeological Competition. Irreconcilable ideas communicatexhd promotedby
identity networks through violence.

2. Threatened U.S. Territory and Sovereignty. Encroachment, erosion, or disregard of U.S.
sovereignty and the freedom of its citizens from coercion.

3. Antagonistic Geopolitical Balancing. Increasingly ambitious adversaries maximggztheir
own influence whileactivelylimiting U.S. influence

4. Disrupted Global Commons. Denial or compulsion in spaces and plaaeailable to all but
ownedby none

5. A Contest for Cyberspace. A struggle to define and crediblgrotect sovereigry in
cyberspace.

6. Shattered and Reordered Regions. States unable to cope withtérnalpolitical fractures
environmental stresss or deliberatexternalinterference.

Each contexincludeselements of botlgontested norms andpersistent disorder. However, the
relative importance will vary depending on tobjectivesof potential adversaes and the
capabilities available to thendissatisfaction with the current set of international rules, norms,
and agreements will cause revisionist actorméketheir own— and attempt to enforce them
Meanwhile, thdoss of legitimacy or strength by governing authorities will peothier actor¢o
effectively employ coercion and violence in pursuipofver or to furthetheir beliefs.

Furthermore, th€ontexts of Future Conflict should not be viewed in isolation. The Joint Force
will almost certainly operate within and across multiple contexts at any given time. Additionally,
it is likely to encounter escalating situations characterized by sudden and rapid trabstticren
contexts. Thus, as a group, the contexts supportdévelopmentof integratedoperational
approacheto specific military problems particularly as actual adversaries develop and execute
strategies thgtosechallenges across several contexts.

Thechallengesiescribed within and across tGentexts of Future Conflict are not necessarily
preferred nor are they inevitablEarough its strategic decisiontje United Statesvill actively,
and sometimes inadvertently, influence how trends and wonsliunfold— and thus the severity
or probability of conflict and war within these contexteereforgthe successfldpplication of

2 Colin Gray,Another Bloody Century, (2005), p. 55.
13 This section oOE 2035 was derived from a Joint Staff7Jstudy titledContexts of Future Conflict:
Opportunities and Challenges for the Future Joint Force (September 2015).
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militarypower wi l |l be closely lIinked to the Joint
engagemenh the ewlving security environment.

Context 1: Violent Ideological Competition

Ideologies are a set of principles upon which a group legitimizes its claim to power, combined
with the goals (societal, religious, economic, security) they purport to ptirklemlogies become

a strategic matter for the nation when specific ideas are paired with violence and coercion against
the United States, its allies, partners, and interests. The purposes of conducting war through violent
ideological competition are to ctast rival ideologies for legitimacy; to contend for the allegiance

of certain local populations; to motivate likeinded followers to participate in political actien
sometimes, but not always violently; and to construct new-troster and transnatiohgolitical
arrangementdn 2035,the United Statewvill confrontidentity networksthat are constructed in
cyberspaceseachtransregionallyacross national

bound_arlesand are _Cap_able ofch_allenmg state Irreconcilable ideas communicated and

authority orthe |nst|tut!onal, social and cultal promoted by identity networks

structures that underpin a peaceful, orderly wol through violence.

Violent Ideological Competition

Character of Conflict

“The empires of the future are the empires of the mind... ”*®

Within this context, conflict and war are likely to occuridentity networks communicate and
promote irreconcilable ideas through violence. Although war always contains an ideological
component, the expansion@mmunities omotivated, likeminded individuals who are willing

to resort to violence to further a shared vision or cause will amplify teesity and transregional
scope of violent ideological competition in 2035. Identity networks will become increasingly more
capable of reaching out locally, regionally, and globally to express diverse beliefs, including ethnic
or social consciousness antigeus or social change, all achieved through violence.

Using an array of multimedia capabilities and broad access to the Internet, giibinesable to
mobilize, connect, and coordinate over wider,“gontiguous areas. The same global information
environmentthat allows ideas to be shared widely wallso permit groups to form, plan, and
conduct campaigns of violence more rapidbyer wider geogpphical areas, anth a more
coherent and sustained way tha&ancommon today.Furthermore new means to encrypt
communications over both the public Internet anchad mesh networkwill securely connect
large numbers of persons predisposed to violence.

Violent ideological competition at the sshate level willlikely involve distributed identity
networks avoiding states and selectively mirroring their governance functions, such as engaging
in trade and taxatiorBome identity networks may not seek tptcae the state, but to avoidHt
making the environment safe for criminal activity. Flows from illicit activities may fuel insurgent
groups or otherwise allow hostile organizations to carve out autonomous zones for uncertain or
illegal purposes, as wedls build military capabilitiethat rivalor even surpasthose of their host
states.

4 Mark Haas The Ideological Origins of Great Power Politics, (2005),p. 5.
1> Winston Churchill, 1943 Speech at Harvard Commencement.
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Nature of Potential Adversaries

The future Joint Force will confront a range of adversaries focused on expressing ideas and beliefs
through violenceThe mostprobablecompetitionwill continue to be centered on violent identity
networks advocatingadical interpretations of the Islamic religion foedon the rejection of
established governments in the Middle Eagpposition tocontinued U.S. and Western
involvement inthis region, andhe construction of a revolutionary state in the Sunni waithése
groupswill rely on thepolitical activation ofboth middle-class professionals and disaffected
youth, andare currentlyexemplified by an array of violent extremist ongaations (VEOS) such

as Al Qaida or the Islamic State.

The future security environment may also witness the emergence of new ideological appeals to
violence. Anarchist, hackeor environmental groups may embrace violent action in concert with
computemetwork attacks or industrial and economic disruption in support of radical political or
social change. Europe, for example, may see the emergence of violent nativist organizations
opposed to immigration. To the extent that violent political action ieped as successful, other
religious, cultural, or political groups may follow suit and mimic successful operational and
tactical approaches.

This context also has a state level component, as a number of countries such as Russia, China, and
Iran will continue toactivate, guide, and direct identity networks, including foreign proxies, to
further their own national interests as well as to avoid overt military engageMany
authoritarian regimes also perceive the array of social and politiGatiaegions that are part of a

free society as destabilizing and threatening. Each fears being overthrown through revolution, both
peaceful and violent, and often teeles thatorganizations ithe Westareengagingn ideological
competition that poseaa svere threat to the stability of their regimes.

Military Competitive Space

“In a post-modern society power [is] being exercised through networks. They could
mobilize a mass of connected individuals towards a desired objective, allowing them to
surge together and out-flank the controlling devices of a vertical bureaucracy.”®

Military competitionwithin this contexfocuseson the ability of identity networks to use ideas to
coherently manipulate the mental processes, emotions, feelings, perceptioagiots, and
decisions of theiintendedtarges. These ideas will be transmitted and reinforced through a
combination of narratives, strategic communication techniques, propaganda, and the tailored
application of terrorist strikes, raids, cykmtacks and other covert or overt military activities.

The purpose of thesefforts is to change the behavior of targets, to isolate them from outside
support, and to deter the involvement of the United States or application of the Joirit' Force.

Adversary information operations will focus on evolving their messages, goals, aspirations, and
objectives and adapting their narrative strategies to affect a variety of friendly, neutral, and hostile
audiences. Information warfare and propaganda effalitb@weinforced by military activities and
violent action, and may increasingly focus on individual citizens, deersalers, or service

16 John MackinlayThe Insurgent Archipelago, (2009), p 138.
YAntulio Echevarria I 1, “ WadkSsArnoyfWarlCdllege £008)npdZ®T HE War of
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members within the hited Statedgtself as adversaries improve their ability to match online
personas with physicdbcations. As a result, the need to develop new narratives and novel
depolarization techniques favorable to the United States will become more critical.

New manufacturing capabilities combined with an emerging ability to program inexpensive and
widely avalable computer processors may allow identity networks to rapidly build and field
sophisticated weapons that may not require sophisticated users to effectively employ. Greater
access to sophisticated weaponry will enable small unit, distributed attaicksg raver wide

areas; the disruption or destruction of forward operating bases and embassies; and the targeting of
key infrastructure, cultural monuments, schools, hospjikses of worshimr military personnel

and their familiesvithin the United Sdtesand living abroad

Furthermore, instead of owdf affairs, terrorist attacks in the future might become coordinated
and sustained campaigns with rapidly shifting methods and targetscontiauingspread of
technology will provide greater opportunities for potential adversaries to design, resource, and
execute complex attacks and combine many complex attacks into larger, more sustained
campaigns. For examplsimultaneousnulti-city and multilocaion operations might involve
coordinated small unit assaults, improvised and intelligent explosive device placements, and sniper
attacks.

The basic asymmetry at play in this context is that while identity networks have few visible targets
or infrastructue to defend, the United States, its allies and partners often have expensive and hard
to-replace infrastructure and culturally or politically important symbols that can be easily attacked.
As such, it can be difficult to deter adversaries and bring deasilitary power to bear against
them.Additionally, these networks may be able to force the United States to dedicate increasingly
scar@ resources on expensive defensive measuaber than global power projection
capabilities.

Context 2: Threatened U.S. Territory and Sovereignty

The United States consists of 50 states and 14 administered territories, including coastal waters,
maritime exclusive economic zones, and airspaces (up to sixty miles) adjacent or contiguous to its
territory. Defense of the United States is st protection of the physical integrity tifisterritory,

but also the protection &f.S. citizens and critical infrastructuté The United Statesias endured
attacks and raids on its territory in the past. Amorger®, these have included the burning of
Washington, D.C. by invading British forces in 1814, the surprise attack on Pearl Harbor in 1941,
and the terrorist attacks on New York and Washington in 2001. All underscore the enduring
requirement for military qgaabilities and operational approaches to physically defend U.S.
sovereign territory and citizenry against a wide

ran_ge of forelg_n military operatlonm .2035’ the Threatened U.S. Territory & Sovereignty

United Statesvill confront an mc_reasmg_umber Encroachment, erosion, or disregard of

of state and nostate actors with thevill and U.S. sovereignty and the freedom of its

capabilites to threaten targets within the citizens from coercion.

homelandand U.S. citizers with the ultimate

intention to coerce.

18 Joint Publication 27, Homeland Defense, (29 July 2013), p.-L.
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Character of Conflict

“...Defenses cannot achieve perfect safety...Just increasing the attackers’ odds of failure
may make the difference between a plan attempted or a plan discarded. The enemy also
may have to develop more elaborate plans, thereby increasing the danger of exposure or
defeat.

Within this context, conflict and war are likdtyoccur as adversaries become increasingly capable
and willing toencroach, erode, or otherwise disregard U.S. sovereignty and the freedom and
autonomy of its citizens. Today,defense of the homelafdcuses on placing military capabilities

as far forward apossible toreassure alliegroviding a layered defense of the United States
monitoring the aerospace and maritime approaches to North America, and establishing credible
nuclear deterrence capabilities to dissuade att&aktshermore, ilsoincludessupport to civil
authorities for domestic disaster response operations and potential support to law enforcement to
repel VEO attacks within the U.S.

The United States faces a futseturityenvironment in which it must maintain the capacity to do
these tings while also preparing for adversaries that will develop more numerous and varied
capabilities to hold U.S. citizens and global commitments at risk. Within this contekiniteel
Statesnust simultaneously protect against an increasing range ofjificiiéieats tats homeland

while encouraging the greatest degree of autonomy within the international system where the
freedom and autonomy of others are often perceived as an existential threat.

Individual American citizens to include key political, economic, or military figures will be subject

to information warfareeinforced by violencefocused on influencing broad public opinion or
manipulating their decision calculus. Often, these coereigics will be difficult to distinguish

from criminality because the same globalized world that empowers the United States also blurs
the line between criminal entities and terrorist gro@yportunities to partner between a wide
range of unlawful organaions will continue to complicate and confuse the distinction between
law enforcement and military action within the United States, particularly when these networks
cross borders.

Nature of Potential Adversaries

The future Joint Force will confront a igaofadversarieattemptingo breach U.S. border@ver

the next two decades, there will be a significant evolution in-tange strike weapons capable of
ranging the U.S. homeland. Russia will modernize its land, air, andased intercontinental

nud ear forces. China’s recent I ndustri al and
again be a regional hegemon and global power may result in new nuclear doctrine emphasizing
first use and a counter force approach, versus its current countedealuee and capabilities.

Future delivery mechanisms might include hypersonic missiles;rbomge cruise missiles, and
ballistic missiles with maneuverable warheads, all designed to penetrate U.S. defensive systems.

The purpose of state adversary istveents in global strike assets capable of reaching North
America is to threaten key targets within the United States during a conflict. Although the risk of

19911 Commission Report, p. 383
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direct assault on the U.S. homeland by traditionally organized, equipped, and commanded military
forces operating at the direction of a national political authority is probably far lower than most
other threats, it has not gone awkypreign powers mafocus strikes or raids on target$ich

result in larger systemic effects against l&&nomic or power projecticzapabilities

Some subor transnational groups see the United States as underwriting world order and believe
that delivering catastrophic damage to the U.S. homeland will serve to divert U.S. military power
from interdictingthem overseas. VEO and irregular/special operations forces (SOF) networks are
likely to have the capacity to organize, train, and equip within the U.S. itself. Thestat®n

actors may launch attacks within the homeland to prevent the United Statastédering with

their goals and objectiveslthough this strategy has historically failed, its frequent appearance
suggests that weaker adversaries still believe they can deliver a blow against the homeland that
may keep the United States from engaging.

Military Competitive Space

“...we can expect that future attacks will aim at both large-scale casualties and symbolic
targets.../they seek] high body counts, go after iconic targets, and cause economic
damage. The terrorists will continue to demonstrate tactical adaptability, which will make
it difficult to plan security measures around past threats or a few threat scenarios.
Terrorists innovate.”?°

Military competition within this context will revolve around the ability of adversaries to influence,
deter and coerce the United States through the credible threat of violence against its homeland
and citizensThefrequency and array of adversary deterrent operatomdikely to increaseo

include snap nuclear exercises, bomber flights, and strateginmaissance overflights into U.S.

ADIZs as typically conducted by Russia. China may conduct similar global deterrent operations
through maritime presence operations near U.S. territories and bases throughout the Pacific. From
time to time, even smaller riegal powers such as Iran and North Korea may attempt deterrent
missions.

The Joint Force will needn array of capabilities to complicate or defeat the deterrent strategies
of adversaries. These will include aerospace awareness sensors and layeriidtantiissile
systems, but also maritime capabilities to counter patrols by adversary submarines -aaddeng
unmanned submersibles used against underwater infrastruictlWweS. territorial waters and
Exclusive Economic @nes. Creating these capalmg will naturallyincrease the incentives for

the United States to divert already scarce defense resources away from its own global power
projection capabilities to focus more on homeland defense measures.

Adversaries may also attempt to disrupt the ability of the United States to coneisetasnilitary
operations through attacks on major nodes of the global trade andckogestwork such darge
container ports or major airports. Some adversarightralso attempt to attack military bases and
facilities to disproportionate degrae the ability of the United States to generate, deploy, and
maintain the Joint Force. The development of small, smart, cheap, autonomousnigegand
highly-capable sysims operating in the air, land, sea, and undersea environments may further

20 RAND Corporation;The Lessons of Mumbai, (2009),p. 21
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complicate the homeland defense mission by providing relatively cheap strategic attack options to
both state and nestate actors.

In the future, the Joint Force may confront higaarmed violent extremisteperatingin the
homeland armed with small drones and weapons delivery devices built withegtielf
components, using additive, thrdenensional, and other sophisticated manufacturing techniques.
This may allow terroristrad statesponsored Special Forces to sgdherate capable units within
the United States. These forces might be abtedatesmallunit overmatch against local police,
and perhaps, sustain smsflale but violent attacks, to include the use of smarsI&ihovel
biological and chemicalieapons

The basic asymmetry at play is that adversaries will be able to credibly threaten to strike the United
States and increase the costs of foreign engageidversaries will threaten thi@omeland not
to physicaly destroy the United States, or even in anticipation of materially hindering its economic

or military potential, but rather to change
for foreign military operationsAt times, these operations mhg purposelyambiguous in nature
toi ntentionally complicate the Joespotd. Force’' s

Context 3: Antagonistic Geopolitical Balancing

No state has succeeded in completely replacing the international system with-apgiobig
empire, and even a large and powerful state like the United States cannot entirely control or dictate
the course of global affairs. Historically, powerful statesealways encounted resistance to

their strategic objectives and attempts to restrict their freedom of action. This resistance may
include the fielding of deterrent military capabilities or the development of alternative military
alliances and partndmps. It may also take the form of offsetting technological initiatives,
increased industrial development, ideological subversiomtonventionalwarfare, or other
propaganda activitieS.he United States will be challenged to protect allies and intexssisd

the world while simultaneously avoiding security dilemmas and managing potential escalation to
open conflict with other competitor statés.2035,the United Stategouldfind itself confronted

by several states with diverging, conflicting, c

opposing interests who may form activ  Antagonistic Geopolitical Balancing
coalitionsthat present coordinated resistance | ezl Eoies 6 EsEEs

U.S. influence, presence, and power projectic  MXimizing their own influence while
around the world actively limiting U.S. influence

Character of Conflict

“If the three land masses of the Old World can be brought under the control of a few states
and so organized that large unbalanced forces are available for pressure across
the ocean fronts, the Americas will be politically and strategically encircled

Within this context, conflict and waarelikely to occuraspowerful and increasingly ambitious
adversaries actively work to maximize their own influence while excluding or limiting U.S.
influence. Until quite recently, the application of active balancing activities against the United
States was limited in scope asdale The relative power of th&nited Statesmmediately

2 Nicholas Spykmamdmerica’s Strategy in World Politics (1942) p. 448.
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following the collapse of the Soviet Union, a growing economy, a systeraoicals coupled with

a formidable global basing network, and the very visible display of U.S. military power in the first
Gulf War induced a significant amount of caution in competitors wishing to challenge the United
States, its allies, partners, inteezand overall global position.

Over the next two decades, the United States will likedyntain its positioras the single most

powerful actor on the world stage. However, while no power or coalition of powers has yet
emerged to openly oppose U.S. global influence and reach, the United States will operate in a
world in whichits overall economic and military p@wy and that of its allies and partngnsay not

grow as quickly apotential competitorsThe rise of economic ne@eer competitors outside of

the U.S. alliance system is critically 1 mpor
militatypower ...and a reliable way to ®gain a militar

As some states fully emerge as leading actors in the globalized ecoth@yyre likely tagain a

new sense of power and confidence with each scientific, economic, and adumlemat.
Inevitably, this success will encourage them to advocate their own ideas about how economic and
strategic relations with other states should be governed. The United States will encounter powerful
statesreaching forregional supremacy, rearranging bensl and constructing new economic and
political arrangements. They will attempt to hinder the ability of the United States and its allies to
work together and actively try to isolate key alliance members. Furthemnilgbyencourage or
coerce them to &ve the alliance structure altogether.

Nature of Potential Adversaries

For the foreseeable future, the rising economic and cultural power of some Asian countries,
particularly China, is breeding new and more expansive political and geostrategic ambitions
backed by growing military power. In other areas, the historical logic of imperialism, sometimes
accelerated by economic and demographic decline, is leading to reactive aggression designed to
blunt or erode U.S. influence regionally. Examples includeiRass s r enewed pol it
aggression in Europe, the Caucuses, and Centr
inthe Middle East;andort h Korea’s ongoing efforts to det
to the Republic of Korea.

Revisionist states will béncreasinglydissatisfied with the current Westederived notion of
international order. For example, Vladimir Putin noted that in the Russian view, uncontested
Western | eadership means an onefeal(s) satetbecauseanb env
one can feel that internati on al?Inlthasecases, stitésk e a
may use military power to establish (or reestablish) local spheres of influence, create buffer states

or regions which aresubordinate and/or dependent on the local hegemon, and disconnect
neighboring states from the broader global economic and political system.

Major state competitors will trp weakertraditional U.S. alliances dake advantage of perceived
fracturesto expand their regional power. Although seemingly insignificant today, organizations
such as the Shanghai Cooperation Organization and the Eurasian Economicduitdgmnow as

22 John Mearsheimefhe Tragedy of Great Power Politics (2014) p. 142.
2Vl adimir Putin, as quoted in Robert Kagan, “The End of
the Nineteentfi The New Republic, (April 23 2008).
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China, Russia, India, and others turn to these multinational groups to rededeational rules in

their favor. Russia, China, and other revisionist states may also increasingly partner and coordinate
with each other or with smaller, but militarfctive partners such as Pakistan or North Korea.
Russia is likely to extend its infénce and control in Eastern Europe and Central Asia by
presenting itself as the security partner of choice. In Asia, China attghtpt toveaken alliances
andcompelneighbomg statedo recognize its hegemony in the region.

Military Competitive Space

“We have to recognize that there are two authoritarian nuclear-armed regimes dominating
the Eurasian landmass, and they are using or threatening to use a broad spectrum of force
against their neighbors. ?*

The military competitive spadeerewill primarily be markedbye ncount er betwean a *“ z (
war and peacfand] the United States must be able to conduct many different types of missions

wi t hi n t®ICantpetitorestates.are likely to employ hybrid stratagems using a confusing
combinaion of direct and indirect approaches to contest U.S. global interests. These approaches

will be designed to avoidovert commitment to major foreign operations, minimize the risk of
escalation, provide plausible deniability, and avoid the costs of dinegvement. They may be
characterized by credible threats to take and hold key terrain near their borders, an intensification

of warfare by proxyandthe employment of new technologicatiglvanced military capabilities

Further, these conflicts will feateiregional nuclear deterrence in support of conventional military
operatonm nd a desi r e toavoid escalattbn wit thef UnitechStapes. ’

Several state adversaries will be able to threaten and quickly take key territory or terrédnemnear
borders, using conventional, mechanized combined arms femes;headelly Special Forces
andevenlocal proxy insurgent groups. Once in control of an objective, these states will then deploy
sophisticated and layered air defenses, advancesadamd unmanned aircraft, lofrgnge
ballistic and cruise missiles, submarines, surface ships, electromagnetic jamdspsofersand

cyber techniques to hold and protect these territories while simultaneously keeping the United
States and its allies at a distance.

Complementing the ability to seize and hold key terrain, some strike assets will be physically
located withinanadverar vy’ s homel and, raising the possibi
attacked by U.Sor alliedforces.This consolidation of regional hegemony on land théngive

some states the strategic depth to invetitemaval, air, cyber, and otherpabilitiesnecessaryo

build credible power projection capabilitizsdassert themselgdarther from their bordersvhile

largescale, open economic warfare between major states is unlikely, some states might use more
limited, andcovert tacticssuch @ sanctions, blockades, sabotage, and corporate espiagaigst

local targets, all protectathderanumbrella of longrange strikecapabilities

Furthermore, thdJnited Stateswill likely see a number of states that can generate military
advantages locallyn ways that match or even excehdt of theJoint Forceand its partners. U.S.
superiority in hightech warfare will be met by asymmetric, unconventional, and hybrid respon

24Lt. Gen. James Kowalski, Deputy Chief Strategic Comn{aédiune 2015).
S pencer C8nChdlecHeads Prevail in the U.S./China Military Relatibi$® Bridge (19 June 2015)
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from adversaries, as opposed to countering the United States on a tectinyelegynologyand

platformby-platform basis.* Mor eover , rapid globalization ar
| owered the barriers for [ &wadvanded msilitag cdpabititiesst at e
or i nexpensive but highly &effective &%ymmet

Accelerating efforts by adversaries to apply a varietyesftechnologies Wl threaten tdrustrate
the Joi nt For @aen'stsategicand opetatyonat distarcds.o s e

The future Joint Force will be challenged to break the power projection capabilities of adversary
states, including modern mechanized forces on land and sophisticated naval forces at sea, all
protected by advancederospace and electromagnetic jammargd spoofingcapabilities.
Furthermore, a number of adversaries will invest in hypersonic weapons, and the first nation to
successfully deploy an operational system will gain significant military advantages due to the
speed at which targets can be engaged. Functigpar$onic systems will ultimately provide a
regional strike capability which might potentially disrupt Joint Force power projection.

Context 4: Disrupted Global Commons
Prosperity of the United States depends upon its largely uncontested abilitgse and use the

gl obal commons, which consist of those areas
to much of Thhecgmmbes”includes spaces at sea
territorial waters (generally defined as 12 esilfrom a coastal baseline), and outer space
(particularly in orbit from 60 to 22,300 miles above the surface of the Earth). Additionally, the
electromagnetic spectrum particularly access to signals for communications, position,
navigation, and timing must be considered part of the commé&i®pen and accessible global
commons are the pillars of the current international economy and empower states that use them to
conduct commerce, transit, scientific study, or military surveillance and prederiz@35 the

United Statewill find itself challenged in parts
of the global commons as states and some n
state actors assert their own rules and nor|
within them?®

Disrupted Global Commons
Denial or compulsion in spaces and
places available to all but owned by none.

Character of Conflict

“Since men live upon the land and not upon the sea, great issues between nations at war
have always been decided—except in the rarest cases—either by what your army can do
against your enemy’s territory and national life, or else by the fear of what the fleet makes
it possible for your army to do.”*°

%®Shawn Brimley, Ben FitzGerald and Kelly Sayler, *“ Game
St r a Ceater for'a New American Security Disruptive Defense Paper (September 2013).

2Barry Posen, “Command of the Common s iInterfatiomal Qecurityi t ary Fo
Vol. 28, No. 1 (Summer 2003), Posen attributes the origin of the term to Alfred Thayer Mahan, whxedeke

sea as “a wide common, over Thhinfleemce ofitearPowarappn Histarg:s i n al |
1660-1783. (Boston: Little, Brown and Co., 1890), p. 25, while the According to the United Nations Environment

Program (UNEP), globalcononns ar e “domains that | ie outside the poli

2 This context deliberately excludes cyberspace, which is described in d€taiitaxt 5: A Contest for
Cyberspace, on page 36.

29 Scott Jasper (edQonflict and Cooperation in the Global Commons (2012).p.2.

30 Julian CorbettSome Principles of Maritime Strategy. (1918), p. 12.
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Within this context, conflict and war wilkely revolve around thdenial of or compulsion within

spaces and places available to all but owned by none. The international norm of free and open
global commons is principally underwritten by the political influeand military power of the

United States. Since the end of World War 11, the United States assumed chief responsibility for
protecting the commons, establishing shared rules and norms for their use, and encouraging wide
recognition and support for thesdes and norms by other statd$he United States relies on
unrestricted use of the global commons to connect with its allies and partners and support its
interests and commitmenrasound the worldTherefore, the United States dedicates considerable
effort and military resources to ensure the global commons remain open, stable, and protected.

Thiscontextdescribes a future environment in which access and use of the global commons cannot
be taken for granted. As states become more capable of operatiimg tvit commons, they are

likely to develop— and attempt to enforcetheir own rules and norms for acceptable use of the
commons. This might include new interpretations of freedom of navigation at sea or the assertion
of new economic rights in disputedrtinental shelf zones. They may also institute restrictions in
aerial approaches to their homeland or try to deny the operation and use of satellites in orbit. Some
states might also selectively regulate, jam, or otherwise deny electromagnetic frequenaies

that may be incompatible with U.S. strategic interests.

The commons in 2035 will be more congested, contested, and compétitilteough the United

States is not likely to lose access to the commons as a whole, it will encounter an increasing number
of states able to threatem restrict its freedom of action in the commons. Successful efforts to
disrupt or deny use of the seas, space, and the electromagnetic spectrum will degrade the ability

of the United States to connect with the global economy, support allies, and link military forces
together over wide areas. Denial of the commons, taken to its logical conclusion, lkmuld a
adversaries to isolate the United States from friends and allies around the world. Control of the
commons by adversaries woultenallow them to eventually project power from the commons

into the United States itself.

Nature of Potential Adversaries

The United States can expect some statesgmenforang their own interpretations of acceptable
behavior in the air and maritime commofs/er the next two decades, an increasing number of
stateswill enhane their ability to monitor and patrol thar and sedarther offshore. This will
include a range of surveillance and patrol activities in strakegationssuch as the East and South
China Seaandthe Indian Ocean, and near strategic maritime choke points to include the Straits
of Hormuz, Malaca, Sudra, and Lombok, and the Red, Yellow, and Okhotsk Tease will be

an elevated risk of many different forces colliding or otherwise interfering with one amother
these areapotentially disrupting international commerce.

The United States wilalso be increasingly encumbered by regulatory restrictions in maritime
zones within 12 to 200 nautical miles of coastlines. Some states will attempt to extend
administrative control over commercial activities transiting their continental skal§ andeEZs.

They will use new legal constructs to hinder or obstruct the innocent passage of reconnaissance
and military patrols by other states, outside of generally recognized 12 mile territorial limits. These

31 Sustaining U.S. Global Leadership: Priorities for 21% Century Defense (2012), p.2.
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will be backed by increasingly capable and numeealy&rsarymaritime assetsncludingpatrol
aircraft,coast guardessels, anddvanced undersea warfare capabilities

The maritime, air, and space commons are connected by the electromagnetic (EM) spectrum.
Signals at various frequencies in the EM speutare used for a number of purposes, including
radar imaging sensors, cell phone networks,Fhgignals, simple AM or FM transmissions, and
position, navigation, and timing signdfsAlthough traditionally governed by national rules within
national tertory, conflicting views between states about assured use of important parts of the
electromagnetic spectrum, particularly during crisis and war, is likely to lead to active competition.
Adversaries willattemptto maintain their use of the EM spectrum l@hldenying it to others.

Military Competitive Space

“Of particular concern [is] the proliferation of...technologies designed to counter U.S.
military advantages and curtail access to the global commons. "33

By 2035, command of the commons will translate into significant military advantages, and the
ability to operate in and througtll of the commons will be central to the design of military forces.

The cumulative effect of broader adversary reach into thermms may be to increasingly slow,

hinder, and erode their use by the United States for economic and political purposes. In the future,
parts of today’' s free and open c activeoppostormay be
to existing norms, theaturation of antaccess and area denial capabilities, and the development

of new power projection capabilities to control and manage these spaces.

Theimplications of increasing adversaailitiesto bothsee and reach into the commons will be
particularly acute in the air and sespaces near their borderBhe Joint Force can expect
competitorgo increasinglychallenge US. presenceMany states are expecteddevelophighly

capable ISR assets, including UAVs and advanced radars, to find and t&cfotdes. The
application of offensive electronic warfavell be usedto jam, spoof, blind, or dazzle U.S.
platforms. Additionally, use of the air domain may be increasingly contested by high power laser
and microwave weapons, which are especially effecigainst fragile airframes, sensors, and
electronic components. Some states might also position advanced air and missile defense systems
in protected locations, such as homeland territories or indigenous islets, to deny freedom of
movement to the Joirorce.

The space commons is the primary medium of military communication, data transmission and ISR.
Although the United States currently possesses a pronounced advantage-iaspdcgensors,
Russia, Chinaand other nations have developed increasingly capable -spaed C3/ISR
systems Competition in orbit (even during peacetime) will be intense, highlighted by satellites
maneuvering to hinder the operations of other satellitestlaital jammingandtheuse of ground

based lasers to dazzle or destroy imaging sensotsre adversaries willsohave the capability

32 The electromagnetic spectrum describes the full range o ringadiation frequencies delivered via photons, and
spans radio waves, microwaves, millimeter waves, infrared (IR) radiation, visible light, ultraviolet radiatigs, x
and gamma rays. It is a physical phenomenon defined by the frequency, powsneaoifithe radiation in question.
Joint Concept for Electromagnetic Spectrum Operations (18 March 2015), p. v.

33 National Military Strategy of the United States of America (2015).
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to deploy blockers and grapplers to impede the free operation of commercial and military satellites
andthey will use ASATweapons launcheat space assetsom the ground as well &iom other
satellites.Ultimately, this maygenera¢ space debrigeading to aunaway chain reactiowhich
destroy other satellites and threatathe integrity of many important orbits.

The neauncontested &edom to operate on the setdwoughthe air, in orbit and over the
electromagnetic spectrum has provided the United States with a high degree of freedom of
maneuver and the ability to securely trade with partners around the world. It has also when
necesary allowed the Joint Force fwoject powerandconcentratdorce in order to effectively
conduct military activities on other continents. However, it is very unlikely that future adversaries
will allow U.S forces to move through the commons to forward positions and awaipecet

U.S. onslaught as, for example, the Serbs or Iragis did in the past. The next two decades will see
adversaries building the capacity to control approaches to their hom#tamaigh the commons,

and later, translating command of the nearby commons into the connective architecture for their
own power projection capabilities.

Use of the commons is central to influencing events abroad, and as the sea, air, space, and
electromagetic capabilities of others grow, competitors will increasingly use the commons for
their own military purposes. In the future,
featuing seabed, subsurface, surface, and aerial unmanned, autonomousplakfoese will be

used to observe more of the commons at high resolution and complicate defensive efforts.
Conflicts in the commons will feature repeated attempts by adversaries to mutually disrupt one
another’ s power -poftemfroengeai dstances,anm dolevéldp and sately use
bases at home and within the commons themselves to influence events on land.

Context 5: A Contest for Cyberspace

The United States depends on an interdependent network of information technology thas include
the Internet, telecommunications networks, computer systems, embedded processors and
controllers— and the data, information, and knowledge that is stored in and flows through these
systems-for its economic, industrial, societal, and military wiedling. This domair-cyberspace

—has emerged as a significant setting within which strategic competiticsypiake.The United

States will continue to be involved @nglobal struggle to define and defend this domain. State
actors will attempt to make clealistinctions between sovereign and rsmvereign parts of
cyberspace, while cybaapable nofstate actors, hacktivists, atherindividuals might take
action to complicate or ignore these distinctions altogeth@035,the United States will neetb
defendits sovereign cyberspace, protect the ur~

of nonsovereign cyber commons, and contrt A Contest for Cyberspace

key parts of cyberspace (both sovereign and nc 5 struggle to define and credibly protect
sovereign). sovereignty in cyberspace.

Character of Conflict

“...because cyberweapons are not overtly violent, their use is unlikely to fit the traditional
criterion of interstate war; rather, the new capability is expanding the range of possible
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harm and outcomes between the concepts of war and peace—with important consequences
for national and international security...”**

Within this context, conflict and waarelikely to occur asstatesstruggle to define and credibly

protect sovereignty in cyberspace. Defining the boundaries that exist between sovereign and non
sovereign areas has always been difficult, contentious, and ussalyed through wain each

of the terrestrial domains (land, sea, and air), the delineation of boundaries, aigtits
responsibilities took time to fully establish, was (and continues to be) contested, and eventually
required the creation of basic amditually acceptable rules and norms governing their Tise.

Treaty of Westphaliawhich defined the modern notion of the naton at e and nat
sovereignty was explicitly desi gnaaddwartUltimatelg,w ok t he r
violence out of the hands of individuals, privateers, milifiand mercenaries, and imposed
reciprocal responsibilities on states to reco

Rules and norms are poorly established in cyberspace. Thus, the same dfredates defining

and defending sovereignty in cyberspace is likely to play out over the next several decades
Although frequently referred to as part of the global commons, few Americans believe that
government and DoD systems, corporaavorks or personal banking and financial accounts are
“owned by none, accessible to all?” according
commons® The reflex to think of cyberspace as a commons is perhaps reflectiive désign

philosophy underpinning thimternet which is based on shared standards, an open exchange of
information, and accessibility.

Today, the cyber domain is so integral to the basic infrastructure dhitexl States and the larger
global economythat actios to deny, degrade, or desy parts of ithavethe potential to create
intolerable security problemsThe contest in cyberspace will continue to be fraught with
misperception and miscommunication, particularly with regard to the proportionality of damage
caused by cybeattacks and equivalent consequences in the other domains. By 2035, international
normsmight be created and adopted that define what is sovereign versus what is common in
cyberspace. As a result, a range of cyber activities will be increasingly and more comprehensively
linked with national security strategies.

Nature of Potential Adversaries

The United States and other states will certainly wish to survive and thrive in cyberspace.
However, i n an environment where the differen
ill -defined, there will be a greater degreamibiguity,friction, conflict, andwar with a wide range

of cybercapable actordlot all states will take the same approach to cyberspace céiamever,

many competitor states, reacting to the growth of the informaittdnand uncontrolled global

Internet, will continue taevelopcybes ecur ity organizations and in
“Great Firewall” to pr ot e monitot doreestic opponentand c a | C )
control the flow of information within their borders.

In many places, the next fedecades will see the development of cyberspace with more
authoritarian characteristiéscused orimiting access, connections, and compatibility with the

34 Lucas Kello,“The Meaning of the Cyber Revolutiorinternational Security, (2012).
¥See “Context 4: Disrupted Global Commons

above.
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rest of the world For example, anew draft Chinese cyber lavi s f o...tmpréseave e d
cyberspace sovereignty, national security and societal public interest.”*® Here, military cyber
forces will assist national authorities to del
to construct and enforce the protocols and rules governing its @uer@atid use at home.
Ultimately, the more active control of cyberspace by authoritarian powers may provide them a
distinct military advantage.

The cyber forces and activities of many states will also likelydeelto stress or fracture the social

and political cohesion of competitors. Some adversaries will develop cyber strategies and
informationrelated capabilities designed to influence the perceptions and decision calculations of
their opponents. Proficiency inyber operations will provide states a rather precise set of
capabilities to potentially affect the attitudes, behaviors, and capabilities of other states at great
distance, persistently, and relatively cheaply. Furthermore, cyber activities by foreggastd

hacker groups are likely to be extremely personal as adversaries attempt to influence key U.S.
political, businessand military leaders through targeted information warfare.

Military Competitive Space

“Cyber power projection...refers to the capability of a government to intimidate other
nations and implement policy by means of force from cyber actions or the threat thereof. ™’

The intersection of cyberspace and sovereignty will lead tomedesof conflict. Dependence

on a range of capabilities in this domain coupled with the vulnerability of -®yimled systems

to exploitation presents an assailable flank which competitors are likely to probe, infiltrate, and
potentially attack. Thisontestfor cyberspace will involve any digital, codaabled system that

can communicate, emit, connect, or sense. States will likely use cyber operations to safeguard their
own critical national infrastructure while simultaneously attempting to influence, didegrade,

or perhaps even destroy that of their competitors.

A growing number of states will have extensive offensive cyber forces at their disposal to disrupt
the smooth and efficient functioning of cybmnnected systems. In the future, state mylitard
security organizations will increasingly use crbssder network and wesite disruptions to cause
social unrestAttacks will work to undermine the trust and data integrity that are central to
advancedocietes particularly financial, legabndtechnical infrastructure. This competition may
also feature strategic surveillance as well as industrial and scientific espionage. Additionally, the
competition may involve disrupting data, networks, #melphysical systems of competitors to
gain economicmilitary, and political advantages.

Adversaries may also attempt to conduct a strategic cyber campaign directly against the U.S.
homeland focused on degrading critical systems and assets. The Joint Force will likely have a role

36 Draft Cybersecurity Law (ChinaJhis law asserts the need to maintain cyberspace sovereignty through national
measures such as real name r egi starnadt iacsns ifsaotra ndcoenmie sttoi ct hce
for dealing with criminal investigations, review of cybersecurity practices of key telecommunication operators by

the Cyberspace Administration of China (CAC), and the collection and storage of user data within China

Seealso,Council on Foreign Relationsttp://blogs.cfr.org/cyber/2015/07/08/chirasw-cybersecurityaw/.

Kevin Coleman, “ Aggr essi o@onflictrand Coogerationsinthe Glebal Cominons, J as per
p. 110.
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in protecting the intedy of critical networks, cable transports, servers, the software that supports
financial systems, and natiorsgcurity related information as it would other sovereign parts of
the United States. This competition will likely feature the increased atulitdhamage important
industrial machinery, and to inflict physical damagéoth widely or precise as necessary
through connected and compromised robotic and autonomous systems.

Some states may also integrate cyber warfare capabilities at the o@gratidriactical levels of

war, attempting to degrade military networks in order to adversely affect the Joint Force as it
deploys or operates in the field. Cyberspace adds a new dimension to the future security
environment, allowing military operations teach across the globe and down to the individual
desktop, server, router, or controller chipset level. Where land and naval power intersect in two
dimensions, air and space in three, cyberspace intersects with other domains in thousands, or even
millions of ways. This presents many new vulnerable points through which weapons systems, and
the circuitry and software upon which they rely, will be directly engaged.

In the future, the physical structure of cyberspace will be extremely vulnerable to attack by a
array of destructive weapons, including kygbwer microwave munitions and laser systems which

are increasingly effective against digitized, miniaturized, and integrated circuits. Additionally,
hypersonic weapons and robotic swarms will increase theotefmgonflict and will be countered

by the development of artificial intelligence for battlespace characterization and management. The
Joint Force will be required to consider the nature of these advanced artificial systems and how to
both defeat and pratesystems that reside within the cyber domain.

Context 6: Shattered and Reordered Regions

The inability of states in certain areas of the world to provide stable and legitimate governance
will continue to be a significant cause of conflict and war infthere. Stressed by the pace of
eonomic and geopolitical change and not possessirfiicient margins to absorb or adapt to
future shocksweak states might be unable or unwilling to take advantage of commercial
opportunities within the global economd.lack of education and infrastructure might preclude
participationin some casesvhile autheitarian governments might also purposely attempt to
isolate its people from external influendeurthermore local populations will, througtsocial

media, be able to readily the contrast the failure of their governments with economic growth and
opportuniy in other parts of the worldn 2035,

the United States will confroatsteady decline in Shattered and Reordered Regions
the legitimacy of state authorities unable t States unable to cope with internal political
adequatelyovernin many parts of the world. fractures, environmental stressors, or

deliberate external interference.
Character of Conflict

“...a number of states have erupted into mass violence stemming from internal conflict.
Some of these crises are ethnic conflicts. Some are civil wars. Others take on the form of
revolutions. Many result in complex humanitarian emergencies. Though the dynamics may
differ in each case, all of these conflicts stem from social, economic, and political pressures
that have not been managed by professional, legitimate, and representative state
institutions. 8

38 U.S. Fund for Peacé€&ragile States Index, (2015).
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Within this context, conflict and waare likely to occur astates are unable to cope with internal

political fractures, environmental stressors, or deliberate external interference. As governments

fail to provide a regular legal frameworti, developeconomic stabilityto adequately respond to
mantmade and natural disasters, aodprotecttheir citizens they will become susceptible to
violent politicalaction Ultimately, multiple internal pressures might eventually cause a state to
shatter, a condition where the central government is no longer capable of providing effective and
legitimate governancereating security threatisat might affecheighbors andpreadegiorally.

Weak and fragile states might become the target of more capable external powers that will
increasingly exploit internal political, ethnic, or economic fractures to futtiedr own strategic
interests. States under stress may also shatter due to these external pressures. Additionally, these
states once shattered, may then be forcibly partitioned, subdued, or reconnected by more powerful
states, or even very capable rsiae or transnational actors. Moreover, damage resulting from

the chaos of shattered and reordered regions is not limited to the areas ostensibly under the control
of the weak state, but will have consequences for the wider international system.

Conflict in this context will have a significantban dimension. The lack of connections between
new urban migrants and established social structures can potentially lead to friction among
sectarian or ethnic groups, and potentially result in the sectionicigesf by religious or ethnic
affiliation. Alienation of populations within these areas caused by both poverty and the
disorientation of formerly rural residents interacting with more cosmopolitan urban citizens may
increase the potential for criminal agdngrelated activities as well as the development of urban
insurgent groupsFurthermore, the economic, social, and political unravelling ofitg,
particularly amegacity would overwhelm the capacity of most states and global humanitarian
response comunities to effectively respond.

Nature of Potential Adversaries

Ineffective governance ineak states can ultimately lead to the emergence eftsi actorsrho

oppose oseek taoverthrowruling authorities While some groups will have legitimageevances
against the statethes will exploit weakness by the central government as justification to seize
power, resources, or strategic territory. Increasingly, national borders may be challenged as
unresponsive to local political aspirations. Congatly, as internal authority is challenged and
begins to collapse, violence is likely to occur in the form of sectarian strife, ethnic conflict, or even
civil war.

Shatteredstatesare often safe havens for criminal and extremist organizations, protheiingwn

type of order, however violent or illegitimate. Criminal networks in these environments serve as
critical hubs to global black markets that traffic in drugs, weapons, and people. Furthermore,
criminal activity within these shattered zones canobee the de facto economy of extremist
organizations operating in the region. Left unchallenged, these criminal networks might become
capable enough to challenge the sovereignty of even functioning states.

Shattered regions can also lead to the emergehe®lent groups that sustain themselves by
disrupting resource and trade routes, which can causedeaiee damage or negative letegm
geopolitical consequences. For example, shattered sovereignty in Somalia allowed for poaching
by international fislng companies and the subsequent decimation of the Somali fishing industry.

37



This in turn led to the creation of local Somali militias to protect their fisheries. These groups then
transformed to condugtiracy against international shipping off the HornAdfica. Eventually,

these disruptions encouraged even more consequemtdlfar reaching effects, including
accelerating thee-emergence aflobal Chinese naval power.

Military Competitive Space

“More and more of what goes on in other countries matters for the health and safety of the
United States and the rest of the world. Many of the new dangers—such as health
pandemics and transnational terrorist violence—stem from the weakness of states rather
than their strength.”®

A wide range of insurges, transnational extremists, and other states are likely to exploit failures

by central governmentsThis environment will includa shifting array of alliances, partnerships,

and relationships featuring, among others, transnational terrorist orgamszagiobal cyber

activist networks, private military firms, mercenary groups, and seipgowered individuals.

Newf or ms of “ s hadokély emerge evhereaorganigations thel United States
deems illegal or illegitimate begin to fulfill citizens need s, and probl emat.
legitimate by the local population.

Urban centers may become sources of power for insurgent groups by linking them to the wider
global black market economy, as they seek to seize control and providegguasiace.
Ungoverned urban zones are likely to permit the developmer@wobr expandeblack markets,
including illicit flows of goods, drugs, weapons, currency, and human trafficking. As distinctions
between terrorist financial operations and crimiaetivities continue to blur, the transactional
connections between unlawful organizations are likely to confuse the distinction between law
enforcement and military action. Additionally, the potential exists for betsmurced terrorist
groups to operateore freely across geographic boundaries and exploit jurisdictional gray areas.

Competitor states will exploit weak sovereigimyneighboring statet® assert the preeminence of
their own national interests apdtentiallyincorporateshatteredegionsinto their own spheres of
influence. These assertive states will attempt to recorfnggiie and failing stateso their
economic and political systems and employ a variety of means to interfere in the internal affairs
of those states. They will do so byploiting the information environment, creating pretexts for
action through propaganda, political subversion, and the targeted coercion of leadership.

In some cases, open intervention, including the outright invasion of a sovereign neighbor nation
might occur and lead to largecale, stat®n-state conflict. However, there is a greater likelihood

that stronger states will expand their use of covert and irretadacs against weaker neighbors

in an effort to internally fracture them. For example, rédgdmactured states around the Russian
periphery present a number of levers that Russia may use to expand its influence and reorient
economic and political interests. Strong external powers may also seek to fracture weak states as
a way to undermine U.$egional interests or distract the United States from other more important

or consequential priorities.

®John I kenberry, “ ADewmboracy, (Bunumer2@a)r Maki ng, ”
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The Joint Force must be prepared to assist in developing the capacity of partner nations that are
most likely to be threatened by external states abUhS. forces do not have to respond to every
crisis. If and when conflict eventually occurs between a partner nation and external threat, the
United States is not likely to initially deploy a large ground force. In these situations, the Joint
Force willbe called upon to bolster the government of a failing stateorking with and through

host nation security forces to contain and eventually defeat insurgent or separatist movements.
Facilitating the local capacity to legitimately govern and be resiirettte face of external and
internal shocks will require lontgrm, clearly understood commitments.

Summary
This section descriloesix individual Contexts of Future Conflict. Eachcontext illustrates a

particular aspect of conflict in 2035, the natufepotential adversariesand thelikely military
competitive spacd.ooking across the contextsagly suggestthe United States will engage in
multiple, simultaneous, and usually trenegjional conflicts involving a broad range of actors.
Many adversare will selectivelycontestand supportinternationalrules and normsvhile also
encouraging odisruptingsocial, economic and political ordesised on the scope of their strategic
interests and cultural perspectivddoreover these adversaries are fkeéb field advanced
weaponryleadingto potentially increased deterrent, coercive, and warfigteffert

Togetherthese largandglobally connecteg@roblem set$eaturingmorecapableadversariesvill
placedifficult demands orhe United StatesThe Joint Forcewill be challenged to botprotect

the global order as currently configured and to resist or discouragerbnd intensification

of political and social disordearound the globeFurthermore protection of open and broadly
favorable internationalorms and suppofor a stable political ordewill be highly dependent on
popular perceptions, attitudes, and broad acceptaintteir legitimacy. Across all contexts, the
ability to engage with ides and to link the application of physical military power to international
legitimacy and good governance wiktermine theffectivenessind sustainabilitypf Joint Force
operations.

Individual contexd arenot sufficient to fully understand the misssotine Joint Force will need to
conduct in the futuref-or this reason, the next sectionJ@iE 2035 describeghe full range of
likely missions by linking each context to four endurihgs. strategic goals and four associated
high-level military tasksThe intersectiorof eachContext of Future Conflict with the pairing of
strategic goal and supporting military task results in a disorstgonthatdescribes what the Joint
Force may need to dgpivena specificsituation In reality, the future will notpresent itself in such

an orderly way. Conflict wi | | remai n, as funcert&in, manable, vand z
intertwined” andattributes of more than ormntextmay be in play aany given timeHowever

as a set, thinkage of contexdto strategic goalandmilitary tasks provides acomprehensiveiew

of the range ofoint Forcamissionsand how thearelikely to evolve throug2035

S
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Section 3 - Implications for the Joint Force

“Political leaders think in terms of policies and options. Geopolitics teaches us to think in
terms of constraints and limits.”"*

The United States will face a wide range of emergimagd often unforeseenchallenges in the
future security environmenméaturingboth contested norms andpersistent disorder. Specific U.S.
strategicand military objectives to address these challenges will be many, -fagltted, and
tailored to a specific time, place, and set of circumstamt@sever,the JOE relies oa range of
strategic goal$o describethe oveall terms of national commitment aadticulate aracceptable
end state for any particul@r.S. strategic endeavorhese are:

1. Adapt to changing conditions —ensure the United States can adequately cope with emerging

changes in the security environment.
2. Manage antagonism and impose costs —discourage changes to the security environment that
are unfavorable to the United States.
3. Punish aggression and rollback gains —block and undo changes to the security environment
that are dangerous disruptiveto the United States.
4. Impose change and enforce outcomes — introduce desired changedo the security
environmenthat are favorable to the United States

This range ofstrategic goals suggedtiffering levels of engagement, commitment, or overall
posture by the United Statédoreover, ths range ofjoals represest continuunand may change
over time as a particular situation evolves. At the low end of tmireaum, the United States

might reactively manageecurity threats or otherwise respond to the consequences of natural and
humanitarian disasters. At the high end, the United States mighttively solvea security
problem by imposing a U.S. preferred solution that forces an adversary to accede to its will.

The role of the Joint Fordsto apply military powerto support the achievemaenitstrategic goa
in concert with other elements of national powkr effectivelypursuethis range ofgoals the
Joint Force condusfour types ofenduring military tasks against an array of competiamiin
response to a range of phenomeéerheseare

1.

2.

3.

4.

Shape or contain to assist the United States with coping and adapting to changed international
security conditions.

Deter or deny to managehe antagonistic behavior afompetitorsor to impose costs on
competitors oadversaries taking aggressive action.

Disrupt or degrade to punish aggressive action by an adversary or to force an adversary to
retreat from previous gains.

Compel or destroy to impose desired changes to the international security environment and
subsequently enforce those outcomes.

To appreciatehe bradth and depth avolvingmilitary missions, theange ofstrategic goals and
their associated military tasks must be examined acro€ottiexts of Future Conflict. The set of

40 George FriedmarGeopolitical Journey Part 1, (8 November 2010)
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evolving Joint Forcamissions found in the remainder &éction 3 is specifically derived by
examining the intersection of strategic goals and their associated military tasks Watmtides
of Future Conflict (see kgure5).

Range of Strategic Goals

Adapt to Changing Manage Antagonism Punish Aggression Impose Change &
Conditions & Impose Costs & Rollback Gains Enforce Outcomes
Enduring Military Tasks
Shape or Deter or Disrupt or Compel or
Contain Deny Degrade Destroy
Violent Ideological Competition
Threatened U.S. Territory and Sovereignty
] o ] ]
Antagonistic Geopolitical Balancing
Disrupted Global Commons
A Contest for Cyberspace

Shattered and Reordered Regions

Figure 5. Enduring Strategic Goals, Military Tasks, and Contexts of Future Conflict

Thesamissions areot prioritized nor déheyindicate the particuldikelihoodthe Joint Force will
conductany one of them However, as a set, the missions provide a basis for a more detailed
discussion about the operational approaches and capabilitidsetfatire Joint Force may require

to successfully addressontested norms and persistent disorder within the future security
environment.

Adapt to Changing Conditions

In the future, the United States may chaos@anager be compelled toope withcertain security
challengegather tharcomprehensivelgolvethem In these situationshe Joint Force wilkeek

to limit the consequencesf disruptions to an orderly global security environmé&tihen the
United Statesnustadapt to changing conditiorthe military tasks associated with this enduring
strategic goal are:

1 Shape. To employ the Jiat Force to influencéhe course of events or to mitigate the negative
consequences of competitor initiatives or successes.
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f Contain. To employ the Joint Force to check the spread of adver:

Sha
influence and controt or halt the negative consequences of st COnptgigr
failure. ||

Global
While the United States is neither intereste@or capable gfresisting, TiLznEe
countering or stopping all violent political actiothat may occuaround .
the world the Joint Forcenustbe prepared t@ortain local or limited %?::;e”:;gﬁf
conflicts or shape transregionand global issues so they do not u

deteriorate into larger, more consequential olreghese cases, the JOir iiary support to Alliances
Force will conduct missions designed to shape or comaiarging or and International Law
chronic challenges withisecurity environmentFigure 6 illustrates the ||

potential missions the future Joint Force may conttushape or contain  Freedom of Navigation
and Overflight

: . : |
Evolving Missions to Shape or Contain Miltary Support fo

The Joint Force must be prepared to cond@tdbal Influence to Cyber Resiliency
understand and blunt adversary use of ideas, imame$ violence

designedo manipulate the United States and its allies. This should inCl  Nencombatant Evacuation
persistent intelliggece and data collection operations to identify acti and FHA
ideo[ogica_l networks and proper]y classify thei_r motivations, stru,cmrn@ Figure 6. Missions to
relationships. The Joint Force will requirelaselinkage between ongoing  spane and Contain
information operations against adversary networks and the disc._._

application of lethal strikes and protective, defensive efforts méoreie broader national counter
naratives designed to protedirergthen and promotdree and open societiesThis mission
entailsa degree of cultural and social understanding buttakstechnical capabilities to listen,
analyze, and process information owdynamic, encrypted networks. However, rather than
expensive and potentially risky iestments by the Joint Force in cultural expertise, containing
violent ideologies might better rely on the fusion of U.S. technical capabilities with the human and
cultural expertise provided by foreign partners.

The threat of destructive and violent agtgons on U.S. soil will be persistenteality in the future
security environment. The future Joint Force is likely to play an importantaolenimize the
consequences of attacks on the United States or its embassies abroad. Therefore, it must be
prepared to condudfonsequence Management to credibly demonstrate the ability of the United
States to overcome attackgainstthe homelandand sovereign territories his will include
providing assured communications, logistics, ISR, personnel recovery, and engineering
capabilities to law enforcement and civil authorities in response to fespmsored attacks
against critical infrastructure, civilian populations,aultural landmarks. In extreme cases, the
Joint Force will be required to mitigate the effects of WMD attacks within the United States by
providing specialized CBRN capabilities, to inclutee characterization of biological and
chemical agentandpernneland infrastructurelecontamination.

In the future, several aggressive states will challenge the U.S. system of alliances and partnerships,
or seek to successfully change international rules in their favor. Consequently, the Joint Force must
be pre@ared to providéMilitary Support to Alliances and International Law. For this missionthe

Joint Force should reinforce existingsupporthe development of new alliances and partnerships

in anticipation of adversary initiatives. This might include #bdity to understandadversary
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objectivesrelative to thenorms and rules they wish to charaged informU.S. leaderfiow they

are beingchallenged by forceracomprehensive stratagem. These operatsbtiasiidinclude the

close pairing of precisesituational awarenessapabilitieswith information warfareor public
messagingo influence targeted audiencesand broader global populatian&dditionally, the

Joint Force should be prepared to conduct a range of security cooperation activitiesde incl
military engagements, joint exercises, and perhaps new basing and joint support arrangements.
This might also include working with competitor statepotentially China, Russia, Iran, and
others—in order to shape and influence their initiatives.

The Joint Forcenust be prepared to condukrieedom of Navigation and Overflight in theglobal
commongo directly support open international norms anthtbrectly challenge thaitiatives of
competitors, particularly in areas where they might have significant military advantages such as
the maritime spaces close to their borders or within jammed EMS environments. Specifically, the
Joint Forceanayconduct ambiguouactionsand deeption operations with lowsignature assets to

avoid direct confrontation with a competitor, while still demonstrating U.S. resolve to use and keep
open the commons for military and civilian purposes. In parts of the commons mititarigsted

by adveraries, the Joint Force should encourage preferred rules and norms through a range of
information and sensor warfare operations designed to confuse adversaries, avoid triggers for more
open conflict, and force the misallocation of military resources by ettops. Furthermorehis

mission islikely to involve international stakeholders so the Joint Force should be prepared to
work closely with allies and partners.

The future security environment will continue to feature a range of adversaries attampliage
political behavior by conducting damaging or disruptive cydttacks. The Joint Foromust
minimize the consequences of threatened or successful cyberattacks against the Unites$ States
allies, and partnetsy conductingMilitary Support to Cyber Resiliency. This missionwill require

cyber support to U.S. government and civilian organizations, allied nations, and other international
partners that crediblyeinforceshe resilience of cybetependensystems anadhfrastructure This
includesacapacity to reliably communicate, compute, starel retrieve critical data that outpaces
adversaryefforts to deny these capabilitieBurthermore, the Joint Force should develop the
capacity to work with a range of nontraditional partners such ast@ro@npanies or cyber
activists to offset adversary operations in cyberspace, for example, by identifyimgeaiditting
adversary cyber operatives.

The future security environment will present humanitarian catastrophes on a scalaytiesarf

the ability of the United States tompletely address all of the associated negative consequences
However, the Joint Force must be prepared to condatombatant Evacuation and Foreign
Humanitarian Assistance in orderto protect U.S. citizens aelieve the worst suffering from a
deteriorating security situation. Here, the Joint Force must first limit U.S. exposure to threats
emanating from a failed or failing state by protecting or evacuating U.S. citizeby dafénding
keyfacilities in semiopposed or opposed environments, often within powerful A2/ADgarcted
rocket, artillery, missile, and mort§6-RAMM) envelopes. Furthermore, the Joint Force may
conduct operations to encourage neighboring states to limit the spread of disorderaitecha f
failing state, such aproviding assistance witithe managment ofrefugee movements and
dispositions. Finally, some shattered states may feature the intentional use or accidental release of
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chemical biological, radiological or nuclearweaponsin these cases, the Joint Force may be
required to mitigate the effects of WMD use in the midst of a civil or international conflict.

Manage Antagonism and Impose Costs
There will be instances when the United Statélsresolve tooppose the

aggressive activities of state and rsiate actors- whether overt, covert, DS‘:;; '
or a hybrid mix. In these cases, the Joint Force will be required to rure u
actively and forcefully resist adversaries and discourage unfavor  pefense against
changes to the security environmeéhthen the United States decidies Subversion
marage an antagonistcompetitoror impose costs on adversary courses ||
of action the military tasks associated with this endustrgtegigyoal are Natgmtal Strategic
eterrence
1 De_t_er. To employ the Joint Force to prevent or discourage adverc=-- Ext:ded
action. Deterrence
1 Deny. To employ the JoirfEorce to refuse adversary use nfaready |
seized or controlledbjective. e B
Stabilization
The Joint Force must be prepared to protect and defend key U.S. intereste 1l
against adversaries who attemptsttape or otherwise alter tisecurity R

environmentt the expense of the United States or its allemsequently, pefense

the future Joint Force will conduct missions to deter or deny adversi =~ "M

. . . . .. . ilitary Support to
from engaging in coercive strategies or benefiting from conflict andbyva Foreign Partners
raising the potential costs of their iacts above what they are prepared tc
bear.Figure7 illustrates the potential missions the future Joint Force me
conduct to deter or deny.

Figure 7. Missions
to Deter or Deny

Evolving Missions to Deter or Deny

The Joint Force must be prepared to condefense against Subversion. Thesemissionswill
discourage both state and rstate ideological networks from taking political and military actions
to undermine the military, economic, psychologicalpolitical strength or morale of the United
States, its alliesind partners.They will featurean integratedmix of global activities and local
operationgo strengthen and protect the stability and integrity of key foreign partimgially,
information operations designed to weaken adveisérgtivesby encouraging local competition
among existing ideological networksll simultaneously motivatlocal resistance to competitor
networks. Furthermore, to counter the wide rangngversiveefforts of states and terrorist
groups, the Joint Forcmay conduct synchronized and coordinated Foreign Internal Defense,
Security Force Assistance, and potentialigonventionalvarfare across several threatened states
and jurisdictions. Tis mission should focus on denying adversaries visible victories and
demonstating the capacity to reject their desired objectives.

The foundation for U.S. survival in a world of nuclear states is the credible capability to hold other
nuclear great powers at risk, which will be complicated by the emergence of more capable,
survivable, and numerous competitor nuclear forces. Therefore, the future Joint Force must be
prepared to condudtlational Strategic Deterrence. This ircludes leveraging layered missile
defenses to complate adversary nuclear planninigelding U.S. nuclear forces capable of
threatening thdeadership, military forces, and industrial and economic asdesotential
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adversariesand demonstrating the readiness of these forces through exercises and other flexible
deterrent operains. The Joint Forceust alsadeter state and nestate adversaries from pursuing
terrorist attacks against the homeland. This will likely feature intelligence and data collection with
domestic agencies and international partners to identify and track domestic terroristsecombi
with the use of punitive strikes and raids to disconnect them from their sources of foreign support.

As a number of states seek to extend their power and influence more broadly, they are likely to
threaten U.S. global interests and commitments ardahadworld. The Joint Force must be
prepared to condudixtended Deterrence to assure allies and partners and to raise the cost to
adversaries who threaten critical national interests. Assurance and deterrence in a world of many
capable regional powers wikkquire the Joint Force to apply active and passive security measures,
including the development of credible expeditionary and power projection capabilities, protected
forward basing, joint nuclear assurance missions, and a range of fixed and deplajtre m
presence postures. In the fututtee Joint Force shoultbe capable of reducing the likelihood or
impact of coercive diplomacy that seeks to exclude U.S. influence or access. Specifically, the force
should be prepared to cooperate with allies teppt competitor initiatives or prevent threats
from expanding through combineBoreign Internal Defense Security Force Assistance
unconventional wdare, and show of force operations directed against an aggressive adversary.

The Joint Force must be prepared to con@lobal Commons Stabilization to deter adversaries

from contestingree useof the seas, air, space, and electromagnetic spectitugsanissionswill

hinge on a Joint Force capable of conducting intelligence operations with allies and partners to
develop awareness of competitor activities in the commons including establishing a common
operating picture, but also identifying and analyzing trendk ailvanced pattern recognition
capabilitiesto better understand the difference between regular traffic and impending military
closure or interdiction Furthermore, the Joint Force must be capable of protecting national
objectives in the global commonsspée the use ofasymmetric, unconventional, and hybrid
approaches by competitors to assert new claims and exercise more control in the commons. This
will require operations that impose costs on adversaries who impede free use of the commons,
such as tarded electromagnetic and space denial measures, the enforcement of sanctions, or the
establishment of electromagnetic exclusion zones.

As more devices, systems, and national infrastructure are connected to cyberspace, critical systems
will be targeted by @dversary cyber weapons. In order to deter adversaries from violating U.S.
interests in cyberspace and deny their ability to interdict critical U.S. cyber systems, the future
Joint Force must be prepared to condattonaland alliedNetwork Defense. Thesemissionswill

require steadgtate information operations in support of national cyber deterrence strategies that
communicate the resiliency of critical U.Systems and infrastructure, while protectthgir
vulnerabilities. Key actionsnay include the elvelopment of a Bpartment of Defenseyber
umbrel | a; the creation of a national “cyber
sharing efforts; contributions to national level cyber exercises; the development of hardened
networks; and reinforcedordination with domestic law enforcement.

The future security environment will feature adversaries undermining the integrity of states or
taking advantage of a state that is failing. The Joint Force must be prepared to dbihithrgt
Support to Foreign Partners to bolster or reinforce the government of a failing state. During these
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missions the Joint Force might conduct unconventional warfare, working with and through host
nation partners, to support the reestablishment of domestic order, includingetioé technical

and human capabilities to identify, traekd isolate foreign agents and proxies. Furthermore, the
Joint Forcemay conduct peacekeeping opeéoais to separate combatartsto protect atisk
populations, including the creation of no #gnes or humanitarian safe zones. The Joint Force
should also be prepared to preempt terrorist, insurgerdriminal groups attempting to obtain
chemical, biological, radiological, or even nuclear weapons in a collapsing state. The Joint Force
might berequired to conduct operations in potentially denied areas to neutralize, seize as&ture
render safe fissile materials and warheads, and chemical/biological agents and precursors.

Punish Aggression and Rollback Gains
The United States may determine it is necessary to take back or offset

i : . : Disrupt
by adversaries attempting to change the international system thr [')Z;F;dgr
violence.Thereforethe Joint Force must be capable of blocking adversary u
courses of actignexacting consequences for their aggression, i Global
impeding their ability to continugursung offensive or coercivactivities Counterterrorism
When the United States decidésnust punish an aggressaor rollback ||
adversarygains the military tasks associated with thigdaring grategic Protective
. Spoiling Attack
goal are: =
1 Disrupt. To employ the Joint Force to interrupt or impede the progr % farnee”
of adversary initiatives, including retaking adversary objectives. m
1 Degrade. To employ the Joint Force to lower in quality or vathe ] TS
capabilitiesandpossessionsf adversaries Defense
||
The future Joint Force will conduct missions designed to disrupt Cyberspace
, . . Disruption
adversary’s ability t o pur sue Nt —bl e
environment or physically degrade their capacity to secure objecti =~
. . . . . Defense Support to
Furthermore, it mustlo this against competitors with very large ai Stabilization

capable militaries, that areften sheltered under a nuclear umbrelle
protected by other political or military factors, concealed by disper:
networks, or operate amongst the peopigure8 illustrates he potential
missions the future Joint Force may conduct to disrupt or degrade.

Figure 8. Missions to
Disrupt or Degrade

Evolving Missions to Disrupt or Degrade

The Joint Force must be prepared to condikibal Counterterrorism to disrupt violent
ideological organizations or degrade their ability to threaten U.S. interests. This will include
intelligence and data collection operations to identify and understand what adversary networks
value and steadstate offensive cyber opei@ts to erode their ability to coordinate activities.
Additionally, the future Joint Force will leverage persistent surveillance and strike operations
against extremist groups to desynchronize their operations and temporarily inteerupse of

safe haens. This missiommight also include the use of defensive actions to block offensive
operations by adversary netwonkbile simultaneouslyaisng their costs to achieve a particular
objective and local or regionallyfocused counterinsurgency to elimi@asocietal sources of
support Furthermore, the Joint Force is likely to conduct operations against violent extremist
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groups in politicallysensitive and nepermissive environments, where adversaries havadotv
but effective air defense and other A2/&Bpabilities.

The U.S. homeland will be increasingly vulnerable to a wide range of emerging adversary strike
capabilities. Therefore, the Joint Force must be prepgarednducta Protective Spoiling Attack

in order to disrupt adversary operations against the United States or its citizens and to degrade their
ability to credibly threaten both. Thesaissionswill include protection of the aerospace and
maritime approaches to the United States from hypersomipans, highly maneuverable ballistic
missiles, stealthy cruise missiles, and small, snaartl autonomous surface and subsurface
platforms. Furthermordhe Joint Force must be capable of contributing to the identification and
disruptionof global terroris groups, state sponsored proxies, criminal networks, and other threats
capable of clandestinely organizing, armiagd operating within the United States. This might
include actions to forcibly disconnect these groups from their sources of foreigntsunmhading
offensiveoperationghrough the electromagnetic spectrum and cyberspadisdoanizeand/or
interrupt adversary attacks against the homeland.

Future adversaries are likely to conduct offeaoperations to seize key objectivesytect gas

through advanced A2/AD capabilities, ardtablish standff by leveragng flexible nuclear
deterrent capabilities. In these situations, the United States might be inclined to disrupt or degrade
countervailing powers or coalitionshile avoiding costprohibitive, potentially catastrophic
escalation. Consequently, the Joint Force must be prepared to c@lidogk Maneuver and

Seizure to defend important interestgtakekeyterrain or seize critical objectivesaptured by an
adversary.n these missions the Joint Forcewill delay further adversary aggression through
defensive actions while simultaneously conducting targeted strikes and raids to disrupt adversary
initiatives. To reverse adversary gains, the Joint Force will conduct entry aperagstablish
lodgments with effective air defense umbrellas, and use other offensive operations to seize terrain
from adversaries who will be increasinglypeble of assembling very capable military forces.
Finally, the Joint Force must prepare fffiease operations to rollback adversary gains and restore
the status quo.

The Joint Force must be prepared to con@lobal Commons Defense to disrupt the ability of
adversaries to interditheseas, air, space, and electromagnetic spectrunthernwisedegradean

adv er shlity yo' operate in the commons in ways unfavorable to U.S. interests. These
missionsmight involve the creation of forwaprojected multi-domain blockades to impede
adversary use of the commons. The Joint Force will estabksie #realenial zones through a
flexible combination ofsurfaceand subsurfaceea control capabilitiegir defense measures,
offensive space operations, and electronic warfaris. mission idikely to be complicated by an
adversary’ s tspasitiooetl onssovereigh eerritaryg @ the deceptive placement of
sensor systems on commercial platforms, to include space assets. Despite these challenges, the
Joint Force must maintain the ability to conduct targeted command and control warfare, counter
ISR operations, and discriminate sensor interdiction and spaoofialj commonsFurthermore,

the Joint Force should be capable of responding to the threat of adversaries creating debris fields
in important orbits. e Joint Force shoulelxplore ways t@nhance operations the commons

by leveraginganticipated advances in lomgnge robotic and autonomous systems.
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Anticipating that more adversaries around the wdddnclude both state and nstate actors,

will develop advanced capabilities to threaten critical U.S. interests in cyberspace, the Joint Force
must be prepared to condu@yberspace Disruption to attack adversary assets and impede their
ability to adversely affedheunrestricted use of cybergmaby the United States. Offensive cyber
operations will impose costs on adversaries by identifying and exploiting their cyber
vulnerabilities, and may include distributed denial of service attacks, targeted cyber denial
measures, and actions to physicaiypair military systens through cyberspacadditionally, the

Joint Force may conduct proportional crostomain operations to physically damage an
adversary’s cyber infrastructure, using weapo
cyber defensesnd specifically strike their critical cyber infrastructure. Furthermore, these
operations should be coupled with defensive cyber efforts to block adversary responses, and might
include the use of autemous or serrautonomousyber defense systems or tivation of war

reserve networks when peacetime networks are unavailable.

The future security environment will feature wetganized states or even powerful rgiate

entities seeking to take advantage of weak and fragile states. In certain situations, the United States
might want to prevent an adversary from violating the integrity of a state or block an adversary
from benefitting from an already shattered stateegion. Therefore, the Joint Foroayconduct

Defense Support to Stabilization to disrupt an adversary attempting to take advantage of a
disordered state or region. Thesissionanight focus on strengthening local partners by isolating

and degradingdversary proxy forces through unconventional warfare or targeted strikes and raids.
Furthermore, the Joint Force might conduct blocking operations designed to impede the sources
of external influence, contrgand support to local proxies. This may include enforcement of
multi-domain exclusion zones, the use of ciogader punitive raids, or military support to a local
resistance movement opposing the targeted adversary. Finallyniessensmay also include
activities to prevent adversaries fromizegy and using fissile materials and warheads, and
chemical/biological agents and precursors.

Compel or
Destroy
Impose Change and Enforce Outcomes u
In the most dangerous casssme adversaries will pursue strategic goi —
that are intolerable to the United States. In tlvasesthe Joint Force will Neutralization
force complianceéby adversarieso a new and sustainable equilibrium ||
protectedby the United States, its allieand partnersWhen the United Homeland Threat
States decideto impose change and enforce preferred outeprite 2
military tasksassociated with this enduring strategic goal are: |
Major Sustained
i Combat
1 Compel. To employ the Joint Force to force an adversary to mentany -
or physically submit to U.S. preferences, priorities, and arrangem Global Commons
9 Destroy. To employ the JoinForce to render adversacapabilities Exclusion
physically unusable or to cause its politicalmilitary structures to ||
cease to exist as a distinguishable entity. Cyberspace

Control

The Joint Forcemust be prepared to fully defeat adversadeectly
threatening the United States or the global systemall@fs, rules and
norms that it supportsy ensumg that they are no longer willing or able¢-

to present a threat 10.S. interests. Consequently, the Joint Force w  Figure 9. Missions to
Compel or Destroy

Peace Enforcement and
Military Governance
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conduct missions designed to compel adversaries or destroy their physical capacsigtto re
preferred U.S. political outcomdsigure9 illustrates the potential missions the future Joint Force
may conduct to compel or destroy.

Evolving Missions to Compel or Destroy

In the future security environment, the United States might decide tlaatieufarly virulent and
violent organization with totalitarian or genocidal goals is incompatiblethétiexistence or safety

of free societiesIn these cases, the Joint Force must be prepared to camdopiehensive
Terrorist Neutralization in order to destroy a violent identity network or comfeto forgo
violence in support of their political objectiveShe missionto destroy terrorist groups and
neutralize their ideological aspirations will involve multiple, simultaneous, and global
counterterrorism operations integrated with law enforcenedfdrts and national messaging
initiatives. The Joint Force must have the capacity to conduct wide ranging, sustained offensive
operations to render the capabilities of adversary networks physicaisable and permanently
eradicate adversary safe havens. In certain areas, the Joint Force may also conduct
counterinsurgency operations and military governance across multiple regieredicate the
military and political structures of adversary netkso

Future adversaries may threaten the United States with imminent WMD or other conventional
attacks against its homeland or citizens. Such an attack, particularly with one or more nuclear
deviceswould present an exceptionally grave threat to natiseelrity. As such, the Joint Force
must be prepared to condittameland Threat Elimination to terminate the capacity of adversaries

to strike the U.S. homeland, and later compel them to att&terms of capitulation. These
missionswill require promptglobal strike capabilities and a range of forwhesed assets to
engage and destroy adversary air, aad land forces capable of reaching the U.S. homeland. This
includes the ability for the Joint Force to fight through the deterrent stratédgieslearcapable
adversaries. In extreme cases, the Joint Force might be called on to combat adversary forces
operating within the homeland by augmenting law enforcement, or in the worst case, via major
combat operations should adversary forcesatin U.Ssovereign bordersr seize U.S. territory.

A future state or coalition of states mayhrough weakness or overreaelaunch operations to
inflict the greatest damage possible against the United States and its global iltesastscases,

the JointForce must be prepared to condMjor Sustained Combat to destroy a countervailing
power, allianceor partnership or compel them to recognize U.S. interests. Tiiesmnsshould

seize the initiative byeducing adversary defenses at range, falby the use opeedy, targeted
offensive actions to destroy adversary global and regional strike assets, to include nuclear
capabilities. Combined offensive operations will then be required to seize key terrain from
adversaries and permanently eradicatestasce. Theseampaignanust account for the global
presence and influence of powerful adversaries,thagmay be multiyear conflicts that are
unlikely to be won quickly orcheaply Eventually, the Joint Force may engage in military
governance to imposE.S. preferred political and military structures on adversary territory,
including postconflict reconstruction and assistance.

In certain situations where adversaries pose intolerable threats to the global commons, the United
States may elect to discazut them from one or more of the commons and eliminate their ability
to influence these domains. The Joint Force must be prepared to c&idbak Commons
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Exclusion in order to enforce open and frese of the seas, air, space, and electromagnetic
spectrum and compel the recognition of U.S. favored norms and rules within them. This will likely
include multtdomain offensive operations using coordinated and simultaneous electronic, cyber,
space and kinetic actions to eradicate adversary capabilities @atifluence or affect the
commons. Concurrently, the Joint Force may launch operations to force the withdrawal of
adversaries from the commons by damaging critical assets including attacks on launch facilities;
economic and financial nodes; position, igation and timing satellites; naval vessels; and-land
based aerial strike assets. The Joint Force must also protect the commons and enforce U.S.
preferred norms through a range of convoy operations, integrated air and missile defenses,
maritime mine warfag, and subsurface combat.

Cyberspace provides an avenue to inflict severe damage on the United States by manipulating
networks, the machines connected to networks, andélas transmitted over them. In maages,
theuseof cyber coercion against thenlted States will be intolerable. Therefore, the Joint Force
must be prepared to condu@berspace Control to eliminate an adversary's ability to define and
defend their interests in cyberspace and force them to recognize U.S. views on its use. Cyberspace
control operations will frequently integrate cyber and-ngber capabilities. In coordination with

law enfocement agencies, offensive operations may be required to identify, targetapture or

kill adversary cyber operatives. Offensive op
cyber infrastructure and capabilities, which might include ary afrkinetic strikes combined with
simultaneous electronic, cyhemnd space warfare actions. Finally, the Joint Force imapse
cybermilitary governance, includinthe introduction olU.S. cyber rules and laws on captured
adversary networks to includde control of domain names, access and registration, and
administration of key systems.

The consequences of state or regional failure may be so dire that the United States decides to
impose an enduring and stable order. Consequently, the Joint Forckenuspared to conduct

Peace Enforcement and Military Governance to destroy an insurgent force resisting a legitimate
government or to compel an external adversary to recognize the integrity and authority of a
particular state. This might include countstingency operations to eliminate local resistance to
state authority, taking advantage of advanced biometric capabilities, big data pattern recognition,
and persistent ISR to support the separation of combatants from noncombatants. The Joint Force
may alsoconduct peace enforcement operations to terminate a conflict and impose compliance
with an internationally recognized settlement. Both counterinsurgency and peace enforcement will
include stability operations, and perhaps limited military governancegstore the political
authority of a state or multiple states. Above all, the Joint Force should have the capacity to deploy
a historicallygrounded ratio of forces to governed populations if called upon to decisively restore

a failed or failing state, oredelop capabilities that effectively replicate these ratios (for example,
remotely piloted or autonomous infantry/patrol robotic systems).

Summary
This section described a rangesoblvingmissions that the future Joint Force may be required to

conduct in 2035The missionspresented at the intersection ofSUstrategicgoals with the
disparateContexts of Future Conflict should notbe viewed as a clearly defined, preciaad
discreteset Rather they should be vieweds a potential vocabulary for tievitable strategic
dialoguethat must occubetween future military planners and thealitical leadership.
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To secureéhebroadesinterests of our Nation, political leadevdl demand real options from their
military. In turn, military leaders require clear strategic guidameel assurancehat political
leaders understand@hat military power carfeasibly achieveand the consequences afsing
military power.This range of mésions is a start point for that future dialogige dialogue whose
outcome is shaped by the force development activities of {@éafigure 10).

Range of Strategic Goals

Adapt to Changing Manage Antagonism Punish Aggression Impose Change &

Conditions & Impose Costs & Rollback Gains Enforce Outcomes
Enduring Military Tasks
Shape or Deter or Disrupt or Compel or
Contain Deny Degrade Destroy
Evolving Joint Force Missions
Global Defense against Global Terrorist
Influence Subversion Counterterrorism Neutralization
Consequence National Strategic Protective Homeland Threat
Management Deterrence Spoiling Attack Elimination

Military Support to Alliances
and International Law

Freedom of Navigation
and Overflight

Military Support to
Cyber Resiliency

Noncombatant Evacuation
and FHA

Extended
Deterrence

Global Commons
Stabilization

Network
Defense

Military Support to

Global Maneuver
and Seizure

Global Commons
Defense

Cyberspace
Disruption

Defense Support to
Stabilization

Major Sustained
Combat

Global Commons
Exclusion

Cyberspace
Control

Peace Enforcement and

Foreign Partners Military Governance

Figure 10. Evolving Joint Force Missions

It is unclear whether thiuture Joint Force can be proficient at employing military foaoeoss

this entire mission sdéb simultaneoushand effectivelyaddresscontested norms and counter
persistent disorder with currently projected capabilities, operational approgches fiscal
resources. Military investments to prepare for the future security environment require
consequential decisions about relative priorities and possible risk. Further, these decistdyes m
based on the ability to asseBsstrate, and defeapposing militarystrategies which first requires

an understanding of why nations and groups take the momentous decision to go to war.

Placing too much emphasis eontested norms — particularly those highech and expensive
capabilities geared to contaim disrupt an expansionist state powemnay discount potentially
disruptive lowend threats, which have demonstrated a troubling tendency to fester and emerge as
surprise or strategic shock for the United States. Conversely, tilting the balance of force
development activities towards capabilities designed to copatsistent disorder may risk a

world in which other great powers or alliances of great powers decisively shift the international
order in ways highly unfavorable to the United States, itssalind partners.
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Conclusion

“The primary purpose of any theory is to clarify concepts and ideas that have become, as
it were, confused and entangled.**

Although waris itself an enduring feature of the human condition, the character o alarays
evolving. This change in the character of war demands our attention. The emerging security
environmentcan be describeldy simultaneousind connected challengesontested norms and
persistent disorder. The evolution of these challenges in the security environment of 2035 will be
evident acros®vorld Order; Human Geography; andScience, Technology, and Engineering.

Competitor states and some powerful 1state actors will challenge the rules that updethe
current global order. Meanwhile, fragile states will become increasingly incapable of maintaining
order.Moreover, anticipated scientific and technical advances will likely lead to greater parity
among a range of international actors thus allowpntential adversaries to more effectively
challenge U.S. global interests.

Trendsand conditions wiltonvergeand intersegtreatng six specificContexts of Future Conflict
that describe thecharacter of future conflict, the nature of potentmlversaries, and the
characteristics of the military competitive spaéeiture conflict will feature more capable
adversaries placing difficult demands on the Joint Force over wide areas of thé&gttiiermore,
the effectivenessind sustainabilitypf Jant Force operationever time will be highlydependent
on popular perceptions, attitudes, and broad acceptditiceir legitimacy.

When linked to an understandingtbé potential range of fututé.S. strategic goals amshduring
military tasks, theContexts of Future Conflict enable the identification of likelyoint Force
missions. The scope of these missions reflects the need to simultaneously addresd thgkats

to favorable global order with the need to confront disruptivedoa threats emeirgg from a
disordered worldHowever, the missions should not be viewed as a clearly defined, precise, and
discrete set, but rather, a start point for a dialogue between military planners and their political
leaders.

The outcome of this dialag will be shaped by the force development activities of tottag.
unclear whether the Joint Force cansimaultaneouslyproficient at addressingpntested norms

and persistent disorder with currently projected capabilities, operational approacties fiscal
resources. Therefore, the United States roossider military investments that acknowledge there
may be times when it is more appropriate to margigbal security problems as opposed to
undertaking expensive efforts to comprehensively solve them.

JOE 2035 is designed to encourage the purposeful preparation of the Joint Force to effectively
managethis reality. Itsets the stage for a more detailed conversation dmouthe Joint Force

can achieve success in the future security environrfd®it2035 was written to accelerate new
ways— or concepts- for the Joint Force taddress the likely needs of future strategy thus,
identify a foundation upon which enduring U.S. military advantages can be built.

41 Carl VonClausewitz On War. (trans. Paret and Howard, 1976/1984), p. 132.
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