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Exhi bit R-2, RDT&E Project Justification DATE: February 2005

APPROPRI ATl ON/ BUDGET ACTI VI TY R-1 | TEM NOVENCLATURE

RDT&E, Def ense- W de/ 05 I nformati on Systens Security Program (1 SSP) PE 0303140K
COST (in MI1ions) FY04 FYO05 FY06 FYO7 FY08 FY09 FY10 FY11
I nformati on Systems Security 7.673 5.014 0 0 0 0 0 0
Program/ 1A01

A. Mssion Description and Budget Item Justification: The DI SA Information Systems Security Program (1SSP) is focused
on desi gning and depl oyi ng proactive protections, deploying attack detection, and on perform ng Infornation Assurance
(I'A) operations to ensure that adequate security is provided for infornmation collected, processed, transnitted, stored,
or dissem nated on the @obal Information Gid (A G@. These efforts include tasks associated with affordi ng protection
to tel econmuni cations, information systens, and information technol ogy that process sensitive and classified data as
well as efforts to ensure the confidentiality, authenticity, integrity, and availability of the information and the
systens. The information provided here denonstrates how DI SA supports the DoD | A Strategic Pl an.

DI SA protects information by safeguarding data as it is being created, used, nodified, stored, noved, and destroyed, on
t he conmuni cati on networks, within the enclave, at the enclave boundary, at the client, and within the conputing
environnent. This ensures that all information has a | evel of trust commensurate with m ssion needs. The RDT&E
portion of DISA’s ISSP budget focuses on the security aspects of the Defense Message System (DMS). These funds are not
duplicative of, but rather are additive to, work being done by the DMS in PE 0303129K. In FY 2004 to support the

requi renent to devel op and i npl enment protection control techni ques, DI SA established efforts to: identify secure
software architectures that use security patterns and multiple levels that are integrated with standard w rel ess

i nfrastructure; devel op secure routing protocols for ad hoc wirel ess and sensor networks; investigate and identify the
benefits of performng wireless and wired network intrusion detection using data nining; devel op protocols and

net hodol ogi es for bionetric identity management on wirel ess networks; test | A cryptographic prinmtives and protocols;
identify inprovenments to personnel identification schenes; devel op a network managenent ri sk managenent framework; and
define an organi zationally based security assessment tool to nmonitor conpliance with policies and processes. To
support devel opment and depl oynent of protection capabilities across the enterprise, in FY 2004, DI SA devel oped
security tools that use shareware, new technol ogi es, enbedded Conmercial - Of f - The-Shel f (COTS) products, and encryption
aut hentication, access control, and password storage and handling techniques to inprove the d obal Conmand and Contro
System Joi nt (GCCS-J) security posture; devel oped bridge products for transitioning Conmon Operating Environment (COE)
based mi ssion application | egacy systems into the Net-Centric Enterprise Services (NCES) environnent; and added strong
aut hentication of directory read operations and conpl eted Directorates for Software Engi neering (DSE) devel opnent on

t he Def ense Message System (DMB). In FY 2005 DVMS will increase protection of audit |ogs and update products for
stronger napping of Public Key Infrastructure (PKlI) identity for access control decisions within the FORTEZZA server.
Starting in FY 2006 the effort will be entirely funded through PE 0303129K, due to realignnent of program el enents
within DI SA. This program el enent is under Budget Activity 5 because it involves the devel opnent of major upgrades that
i ncrease the performance of existing systens.
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B. Acconplishnents/ Pl anned Program

Systens Engineering & Integration FY 04 FY 05 FY 06 FY 07
Subt ot al Cost 2.739 1. 000 0. 000 0. 000

RDT&E funds support basic Systens Engi neering activities of both the PMO (including contractor support) and the Prine
Integrator, and are critical to conpletion of worldw de fielding and sustaining of DVMS. The supported tasks include
Program and Systenms Managenent to conduct technical assessnents/anal yses of new comercially avail able security
features, and incorporate theminto DM5. |In addition, changes are nmade to DMS products, docunentation, and procedures
to ensure continued conpliance with evolving security policies, including inplenentation of Security Technica

| mpl enent ati on Gui des (STIGS), Security Policy Translation Tables (SPTTs), and Security Policy Information Files
(SPIFs). During FY 2004 through FY 2005, the Prine Contractor inplenents and fields systemcapabilities through a
series of coordi nated Product and Mai ntenance Rel eases. Future DVMS Rel ease 3.0 mmi ntenance rel eases will provide
additional critical enhancements to the organizational messaging capabilities provided in Release 3.0. This basic core
of activity upgrades will keep the current DVMS high grade systemup to date with technol ogy, m nimize any further

di vergence from COTS, and provide the basis for full Intelligence Community (IC) and tactical inplenmentation, fina
AUTODI N cl osure, Allied interoperability, and transition to Next Generation Messaging. DISAis working closely with
the Joint Staff, Services, and Agencies as well as with industry, to ensure satisfaction of DoD’s Command and Control
(C2) nessaging requirements through convergence of DVS security mechanisnms with emergi ng conmercial capabilities.
System Security enhancenents shall al so be provided, per OSD gui dance contained in the DVS M|l estone |1l (GENSER)
deci si on nenmorandum DI SA devel oped the foll owi ng products for the GCCS-J: shareware security tools, new technol ogi es,
enbedded Commerci al - O f- The- Shel f (COTS) products, encryption, authentication, access control, and password storage and
handl i ng techni ques to inprove the security posture of the GCCS-J. Devel oped and fiel ded software and docunentation
that mitigates/fixes security vulnerabilities identified in previous certification and accreditation testing.

Test Support: FY04 FY05 FY06 FY07

Subt ot al Cost 3.159 1.114 0. 000 0. 000

The Joint Interoperability Test Command (JITC) provides DMS integration test support for all new DVS rel eases. Each
DMS rel ease contains both Information Assurance (1 A) and non-1A functionality, and as such, portions of the
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Devel opnental Testing involve testing of functionality specifically geared to information security/assurance. Problens
found during testing may result in "fixes" in the formof Problem Trouble Reports (PTRs) or Information Assurance
Vul nerability Alerts (1 AVAs), any of which nmay pertain to infornation security/assurance. RDT&E funds are programred
to provide testing support to include Devel opnent Test and Eval uation (DT&E), Operational Test and Eval uati on (OT&E)
test equi prent, assessnent of | AVAs, and devel opnent of security products and nmeasures to protect DMS against a variety
of systemvulnerabilities. DMS will support a series of security tests and devel op plans of action to address security
risks as security threats change. |In FY 2004 and FY 2005, DVS wi |l devel op a process and provide a plan of action that
addresses i nmpl enentati on of NSA recommended security enhancenents as a result of an ASD (NII) mandated security
assessment. DMB will continue to support JITC security tests and devel op plans of action to address security risks.

Security Features: FY04 FY05 FY06 FYO7

Subt ot al Cost 1.775 0. 000 0. 000 0. 000

Provi ded engineering efforts to identify robust solutions for the Secure Tel ecomruni cati ons Networking Initiative by
perform ng security readi ness reviews on voice data networks, researching and devel oping a Security Technica

| mpl ementation Guide (STIG for use on the nodes of voice networks, and exam ni ng net hods of securely nmanagi ng Voice
over Internet Protocol (VolP) networks. NCES |IA Security features include devel opnent of bridge products fromthe
COE to the NCES environnent.

Congr essi onal Adds: FY04 FYO05 FY06 FYO7

Subt ot al Cost 0. 000 2.900 0. 000 0. 000

I nformati on Assurance Trend/ Metric Analysis Support, and Center for Secure Tel ecomruni cati ons.

B. Program Change Sunmary: FY04 FY05 FY06 FYO07

Previous President’s Budget 6.688 2.493 0.000 0.000
Current Subm ssion 7.673 5.014 0. 000 0. 000
Total Adjustnents 0. 985 2.521 - -
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Change Summary Expl anati on:

FY 2004 change is due to bel ow t hreshol d reprogranmm ng.
FY 2005 change is due to Congressional Adds and undi stributed Congressional reductions to the Defense-Wde RDT&E
appropri ation.

C. Oher Program Fundi ng Summary:

FY 04 FY 05 FY 06 FY 07 FY 08 FY 09 FY 10 FY11
Operati ons and Mai nt enance: 116. 048 99.981 174.253 175.739 168.223 180.451 178.792 171.230
Procur enment : 30. 360 46.618 27.072 20.847 21.476 27.946 31.059 32.982

D. Acquisition Strategy:

Public Key Enabl ement activities are emerging in DoD and the comrercial marketplace. Tinme and materials contracts
provide maximum flexibility, as this work is unprecedented and difficult to assign firmfixed price and specific |evel
of effort in advance. |IT integration conpanies with A as a core conpetency will assist DoD in addressing the
challenge of PK Enabling DoD’s mission critical applications while keeping in step with COTS evol ution.

The overall DMS strategy is based upon the fundanental prem se that COTS products will continue their evol ution through
the constant refresh of comercial technology. To mamintain an interoperable system DMS will continue to use a single
contractor as an overall integrator. Contract Adm nistration is under a fee for service arrangenent by the DVS

Contracting OFfice, which is based at Maxwell Air Force Base (MAFB)-Gunter Annex, Alabama (AL). Additionally, DVMS
utilizes contract vehicles within DI SA to acquire other equi pment and services to support the inplenentation of DVS
such as the Next Generation Contract. All contracts have been conpetitively awarded and provi de support in the

foll owi ng areas: program planning and control; analytic services of the DV5S systemintegration; organizational

nessagi ng; tactical deploynent; operations; configuration managenent; and training and | ogistics. These contracts also
provi de support for fielding of Virtual Private Networking (VPN) technology that will protect the DVS backbone.
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There are several strategies for the acquisition of products and services:

a. Odering of DM5S hardware, software, integration, engineering, and technical services fromthe DV5 Lockheed Martin
contract.

b. Standard commercial products and services required to acconplish DMS inplenmentation are bought via existing GSA
Schedul e or other high volunme/ID-1Q contract vehicles. Specialized security products (such as H gh Assurance CGuard
(HAG and Certificate Authority Workstation (CAW are provided by NSA and i ncorporated as Governnent Furni shed

Equi pnrent (GFE) by the integrator

c. MTRE as a Federally Funded Research and Devel opnent Center (FFRDC) provides systens engi neering and integration
support for the DVS conmunity, applying engineering discipline and principles to DMS in function areas of system
architecture, technical strategy, programstrategy, and program execution

d. Pragmatics Corporation will provide engineering and technical services in support of the Secure Tel ecomunications
Network Initiative.

E. Performance Metrics:

The following Metrics are being collected and tracked in support of the G obal Command Control System (GCCS):
1. Sites and devel opers that are applying and executing GCCS-J security processes and nethodol ogi es.
2. Nunber of Applications devel opers successfully applying docunents and assessnment tools.

The following Metrics are being tracked in support of the Net-Centric Enterprise Services (NCES) program

1. Measure the value that NCES adds by devel opi ng applications that pull the right information at the right tine, and
in the right format to meet the war fighter’s operational/tactical needs.

2. Conpressing decision cycles by providing near real-tinme connectivity/computing power for war fighters and other
nati onal security users to enhance collaboration and parallel vice sequential actions.
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The following Metrics are being tracked in support of the DMS program

1. Assessnent of all Infornation Assurance Vulnerability Alerts (1 AVAs) and the devel opnent of the required security

products and neasures to protect

DMS agai nst al |

currently has 24 Key Performance Paranmeters to nmeet critical

Staff requirenents docunent.

system vul nerabilities.
oper ati onal

DMS is funded through PE 0303129K, which
requi renents contained in the validated Joint
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[ DATE:
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APPROPRI ATI ON/ BUDGET ACTI VI TY
RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT
I nformati on Systems Security
Program (1 SSP)/ PE 0303140K

PROJECT NAME AND NUMBER

I nformation Systens Security Program /| A01

Cost Cat egory Contract
Met hod &
Type

Product Devel opnent CPFF,

Systens Engineering and FFP/c

I ntegration

Syst ens Engi neering CPAF/ SS
FFRDC

Systens |ntegration CPFF/ C
CPFF/ C
CPFF/ C
T&M C

Engi neeri ng/ Techni cal T&M C

Servi ces

Subt ot al Product
Devel opnent

Test and Eval uati on

Operational Test & M PR

Eval uation

Test and Eval uati on

Security/ Devel opnent al M PR

Test & Eval uation

Per f orm ng Tot al FY 05 FY 06 FY 07 Tar get
Activity & PYs FY 05 Awar d FY 06 Award FY 07 Awar d Cost to Tot al Val ue of
Locati on Cost Cost Dat e Cost Dat e Cost Dat e Conpl ete Cost Contract
Lockheed Martine 31.571 1. 000 05/ 05 0.000 NA 0. 000 N A 0. 000 32.571 32.571
Conpany,
Manassas, VA
Dat a Systens 0. 980 0. 000 N A 0.000 NA 0. 000 N A 0. 000 0. 980 0. 980
Anal ysi s
Fai rfax, VA
M TRE, 0.584 0. 000 N A 0.000 NA 0. 000 N A 0. 000 0.584 0.584
Arlington, VA
SAIC, Arlington, 2. 489 0. 000 N A 0.000 NA 0. 000 N A 0. 000 2. 489 2.489
VA
UNI SYS, 1. 300 0. 000 N A 0.000 NA 0. 000 N A 0. 000 1. 300 1. 300
Arlington, VA
Booz, Allen & 0. 336 0. 000 N A 0.000 NA 0. 000 N A 0. 000 0. 336 0. 336
Ham | t on,
McLean, VA
SRA, Fairl akes, 2.528 0. 000 N A 0.000 NA 0. 000 N A 0. 000 2.528 2.528
VA
Pragmati cs, 1.775 0. 000 N A 0.000 NA 0. 000 N A 0. 000 1.775 1.775
McLean, VA

41. 563 1. 000 0. 000 0. 000 0. 000 42.563 42.563
Joi nt 3.746 0. 000 11/ 04 0.000 NA 0. 000 0. 000 3.746 3.746
Interoperability
Test Command, Ft
Huachuca, AZ
Joi nt 2.577 0.700 10/ 04 0.000 NA 0. 000 0. 000 3.277 3. 277

Interoperability
Test Command,
I ndi an Head, MD
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[ DATE:
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APPROPRI ATI ON/ BUDGET ACTI VI TY
RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT
I nformati on Systems Security
Program (1 SSP)/ PE 0303140K

PROJECT NAME AND NUMBER

I nformation Systens Security Program /| A01

Cost Cat egory Contract
Met hod &
Type

Security/ Devel opnent CPAF/ SS

Test & Eval uation

Security Test & M PR

Eval uati on

Conduct Security Test & CPFF/ C

Eval

EAM Hybri d Sol ution M PR

Subtotal Test and

Eval uation

Congr essi onal Adds TBD

TOTAL

Per f orm ng
Activity &
Locati on

Dat a Systens
Anal ysi s

Fai rfax, VA
Nat i onal
Security Agency

Conput er

Sci ences Corp

Fal | s Church, VA
JITC

I ndi an Head, MD

TBD

Tot al FY 05 FY 06 FY 07 Tar get
PYs FY 05 Awar d FY 06 Award FY 07 Awar d Cost to Tot al Val ue of
Cost Cost Dat e Cost Dat e Cost Dat e Conpl et e Cost Cont r act
0. 753 0. 000 N A 0.000 NA 0. 000 0. 000 0. 753 0. 753

0. 400 0.414 01/ 05 0.000 NA 0. 000 N A 0. 000 0.814 0.814

0. 100 0. 000 04/ 05 0.000 NA 0. 000 N A 0. 000 0. 100 0. 100

0. 000 0. 000 10/ 04 0.000 NA 0. 000 N A 0. 000 0. 000 0. 000
7.576 1.114 0. 000 0. 000 0. 000 51. 253 51. 253
0. 000 2.900 TBD 0.000 NA 0. 000 N A 0. 000 2.900 2.900
49. 139 5.014 0. 000 0. 000 0. 000 54. 153 54. 153

UNCLASSI FI ED

R-1 Line Item No. 101 Page 8 of 10




UNCLASSIFIED

Exhibit R-4 Schedule Profile

Date: February 2005

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-Wide/05

Program Element Number and Name
Information System Security Program (ISSP)
PE 0303140K

Project Number and Name

Project ISSP/IAO01

2009

Fiscal Year 2004 2005 2006 2007 2008 2010 2011
1i2i3: 4 2:i 3 1i2i3i 4| 1i2 3i4| 1: 2:3:i4 2i3i4 | 1i2:3 2i3
DMS Products
Begin Dvipmnt of 3.0/
in Dulpmnt of 01 1/\ 1 AN
Begin Dvipmnt Test /\
of 3./MR1 - MR3

3.0/MR1-MR3
Operational Test
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Exhibit R-4a Schedule Detail DATE: February 2005
APPROPRIATION/BUDGET ACTIVITY PROGRAM ELEMENT PROJECT NAME AND NUMBER
RDT&E, Defense-Wide/05 Information System Security Program (ISSP) PE ISSpP / IAO01

0303140K

Schedule Profile FY 2004 FY 2005 FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011

DMS Products

Begin Development of 3.0/MR2 - MR4 10 & 40 10 & 40
Begin Development Test of 3.0/MR1 - 40 40

MR3

3.0/MR1-MR3 Operational Test 20 - 30 20 - 30
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