UNCLASSI FI ED

DATE: February 2004
Exhi bit R 2, RDT&E Budget Item Justification

APPROPRI ATI ON BUDGET ACTIMVITY R-1 | TEM NOVENCLATURE

RDT&E, Def ense- W de/ 05 Informati on Systens Security Program (1 SSP)/P. E. 0303140K
CCST (in mllions) FYO3 FY04 FYO05 FYO06 FYO7 FYO08 FY09

I nformati on Systens Security 18. 005 6. 688 2.493 0 0 0 0

Progran | AO1

A Mssion Description and Budget ItemJustification: The Information Systens Security Program (1 SSP) provides for the protection and
defensive operation at the tactical, operational, and strategic |evels and assures availability, confidentiality, and reliability of
mssion data as it is processed and traverses DOD s networks. DI SA has the responsibility to ensure the Aobal Information Gid (A QG
contai ns adequate protection against attack and robust dynam c network capabilities are maintained to allow DOD to nove toward a conmon
goal: a joint force — persuasive in peace, decisive in war, and preemnent in any formof conflict. Therefore, the role of the IA
programis to inprove the information superiority posture of the DOD. This program provi des the DOD-wi de security architecture,

techni cal inplenentation strategy, and current security operations — proactive, routine, and crisis-response. Wth the exception of somne
d obal Command & Control System - Joint (GCCS-J), Public Key Enabling (PKE) and Common Qperating Environnment (COE) Security efforts, the
RDT&E portion of DI SA' s | SSP budget focuses predom nantly on the security aspects of the Defense Message System (DVB). These funds are
not duplicative of, but rather are additive to, work being done by the Defense Message Systemin PE 0303129K. DMVM5 is the Warfighter’'s
nessage system and as such is a val ue added service of the Aobal Information Gid (@G, and provides secure, accountable, and reliable
nmessagi ng and directory service. The DVS Programwas established to meet Joint Requirements Oversight Council (JROC) validated nmessaging
requirenents. It is a flexible Commercial -Of-The-Shelf (COIS) based application providing nulti-nedia nmessaging and directory services
that incorporates state-of-the-art messaging, directory, security, and nanagenent technol ogies to provi de automated access controls for
conpartnents, code words, and caveats using Allied Comunications Protocol (ACP) 120 inplenentation of the Common Security Protocol

(CSP). DISAw Il incorporate the DOD Public Key Infrastructure and state-of-the-art information security products such as Certificate
Authority Wirkstations (CAW), H gh Assurance Quards (HAGs), and Firewalls. New or inproved hardware and software nust be prototyped and
tested to ensure DVB responds to the Services' denmands for secure commercial nessaging capabilities. Miltiple security |evel

t echnol ogi es, based upon H gh Assurance Quards, must be incorporated to provide secure interoperability between nmessagi ng encl aves of
differing security classifications. In FYO4 & FYO5 these DVS security services will continue to be devel oped, inproved, and integrated
into the product. |In FYO3, DVS delivered Mintenance Release 1 to DVS Rel ease 3.0, which provided conmmercially avail able security
updates and ot her changes to nmintain conpliance with evol ving DOD security policies, thereby inproving upon organi zati onal nmessagi ng
capabilities provided in Release 3.0. As a result of MIlestone Decision Authority (MDA) direction, DISADVS reprioritized FY 2003
programactivities to focus on tinely devel opnent and
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Item Justification

DATE: February 2004

APPROPRI ATI QV BUDGET ACTIVITY
RDT&E, Def ense- W de/ 05

R-1 | TEM NOVENCLATURE
Informati on Systens Security Program (1 SSP)/P. E. 0303140K

COST (in nillions)

FY03

FY04

FY05

FY06

FYO7

FY08

FY09

I nformati on Systens Security

18. 005

6. 688

2.493

0

0

0

0

Progran | AO1

inmpl enentation of Directory Security Enhancenents mandated by OSD. DMS will continue to use PE 0303140K funding in FYO4 & FYO5 for the
purchase of HAGs, CAW, FORTEZZA cards and readers to incorporate security related functionality within the Mintenance Rel eases (MRs).
Wthin the MR, DVB will continue to support a series of security tests and devel op plans of action to address security risks. There are
no deliverables that are specifically and singularly related to | A; each deliverable works in conjunction with the DV5 product. Sone
deliverabl es include the follow ng: System Evolution/Integration and Interoperability Engineering, System Security (including security
pat ches and incorporation of Infornation Assurance Vulnerability Alerts (I AVAs), and Security Technical Inplenmentation Quide (STIGQ
conpliance). DWMs funds progranmed in PE 0303140K conti nued devel opnent and i ncorporation of energing Information Security technol ogi es
required to sustain generational enhancenments inherent to a COTS-based strategy and maintain security vigilance. Additionally, D SA
pursued an effort involving PKI, which is not related to its DM5 work. In this effort, Public Key Enabling (PKE) initiatives were
investigated for the purpose of providing engineering solutions for PK enabling network access control and other network devices using
COTS products. The goal was to deliver PK enabl ed Bl ackberry and ot her Personal Digital Assistant (PDA) devices to the operational
community. Engineering efforts to identify robust solutions for the Secure Tel ecommuni cati ons Networking Initiative are planned for in
FY2004. This programel ement is under Budget Activity 5 because it involves the devel opment of major upgrades that increase the
performance of existing systens.

Acconpl i shnent s/ Pl anned Program
DVB Systems Engi neering:
Subt ot al Cost

FY 05
0. 661

FY 03
8.911

FY 04
2.529

RDT&E dol | ars support basic Systens Engineering activities of both the PMO (including contractor support) and the Prime Integrator, as
are critical to conpletion of worldwi de fielding and sustaining of DMS. The supported tasks include Program and Systens Managenent to
conduct techni cal assessnents/anal yses of new commerci al available security features, and incorporate theminto DV5. In addition,
changes are made to DVB products, docunentation, and procedures to ensure continued conpliance with evol ving security policies, including
i npl enentation of Security Technical |nplenentation Quides (STIGS), Security Policy Translation Tables (SPTTs), and Security Policy
Information Files (SPIFs).
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During FYO3 through FYO5, the Prime Contractor inplenments and fields systemcapabilities through a series of coordinated Product and

Mai nt enance Rel eases. FY03 funds delivered and supported fielding the first Rel ease 3.0 mai ntenance rel ease, containing critical
functionality required for closure of the DVMS Transition Hubs (DTHs). Future DVS Rel ease 3.0 nmintenance rel eases will provide

addi tional critical enhancenents to the organi zational nessaging capabilities provided in Release 3.0. This basic core of activity
upgrades will keep the current DVB high grade systemup to date with technol ogy, ninimze any further divergence from COTS, and provide
the basis for full Intelligence Community (1C and tactical inplenmentation, final AUTCDIN closure, Allied interoperability, and
transition to Next Ceneration Messaging. DISA is working closely with Joint Staff, Services, and Agencies as well as with industry, to
ensure satisfaction of DOD's command and control (C2) nessagi ng requirenents through convergence of DVB security mechani sns with energing
comrercial capabilities. System Security enhancenents shall al so be provided, per OSD gui dance contained in the DV M| estone |11
(GENSER) deci si on nmenor andum

Directory Security Enhancerents FY 03 FY 04 FY 05
Subt ot al Cost 0.910 0. 000 0. 000

As a result of MI|estone Decision Authority (MDA) direction, DISA DVS reprioritized FY 03 programactivities to focus on tinely
devel opnent and inplenmentation of Directory Security Enhancenments mandated by OSD. The enhancements were delivered as a software

mai nt enance rel ease.

Test Support FY 03 FY 04 FY 05
Subt ot al Cost 3. 168 3. 159 1.832

The Joint Interoperability Test Command (JITC) provides DVS integration test support for all new DVB rel eases. Each DVB rel ease contains
both Informati on Assurance and non-1A functionality, and as such, portions of the Devel opmental Testing involve testing of functionality
specifically geared to information security/assurance. Problens found during testing may result in "fixes" in the formof Problem
Troubl e Reports (PTRs) or Infornation Assurance Vulnerability Alerts
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I nformati on Systens Security 18. 005 6. 688 2.493 0 0 0 0
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(I AVAs), any of which may pertain to information security/assurance. RDT&E dollars are programmed to provide testing support to include

Devel opment Test and Eval uation (DT&E), Operational
Vul nerability Alerts (IAVAs),
vul nerabilities.
tests and devel op plans of action to address security risks as security threats change.

Test and Evaluation (OT&E), test equipnent, assessnent of Information Assurance

and devel opment of security products and nmeasures to protect DVB against a variety of system

DV5 Rel ease 3.0 MRL and Directory Security Enhancements were tested in FY 03. DVS will support a series of security

In FYO4 and FYO5, DVB will devel op a process and

provide a plan of action that addresses inplenentati on of any NSA recommended security enhancenents as a result of an ASD (NI'l) mandat ed

security assessnent. DWVB will continue to support JITC security tests and devel op plans of action to address security risks.
Security Features FY 03 FY 04 FY 05
Subt ot al Cost 5.016 1. 000 0. 000

Publ i ¢ Key Enabl enent (PKE):

Provi des eval uati ons of PK Enabl ed applicati ons and mret hodol ogi es

Secures interoperable products across DOD that | everages the DOD PKI Security services for authentication and access control.
Upgrades of the Arny and Air Force SIPRNet and NI PRNet authentication and access control.

Joi nt devel opnent partnership with Mcrosoft for secure collaboration, email, and directory services.

Provi des engi neering solutions to achi eve sean ess secure conputing fromdesktop to | aptop to handhel d devi ces, thereby providing

continuity and availability of services.

community to provide secure capability to PDAs and thereby extendi ng PKI

security readi ness reviews on voice data networks,
t he nodes of voice networks,

and ot her Personal Digital Assistant (PDA) devices to the operational

into the wirel ess environmnent.

Provi des engineering efforts to identify robust solutions for the Secure Tel ecommuni cations Networking Initiative by perforning
researching and devel oping a Security Technical |nplenmentation Quide (STIG for use on
and exam ni ng net hods of securely nanagi ng Voice over Internet Protocol (VolP) networks.

Del i ver PK enabl ed Bl ackberry, Common Access Card (CAQ),
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APPROPRI ATI ON BUDGET ACTIVITY R-1 | TEM NOVENCLATURE
RDT&E, Def ense- W de/ 05 Informati on Systens Security Program (1 SSP)/P. E. 0303140K
COST (in mllions) FY03 FYo4 FYO5 FY06 FYo7 FY08 FY09
I nformati on Systens Security 18. 005 6. 688 2.493 0 0 0 0
Progran | AO1
B. Program Change Sunmary: FYO03 FY04 FYO05
Previ ous President’s Budget 17. 814 5. 987 2.499
Current President’s Budget 18. 005 6. 688 2.493
Total Adjustnents 0.191 0.701 (0.006)

Change Sunmary Expl anati on:

FY 2003 change is due to bel ow threshol d reprogranmm ng.

FY 2004 change is due to a congressional increase of $1.0 mllion for the Secure Tel ecommuni cations Networking Initiative,
congressional reductions to the Defense-wi de RDT&E appropriation as well as bel ow t hreshol d progranm ng.

undi stri but ed

FY 2005 change is due to revised fiscal guidance.
C. Qher Program Fundi ng Summary:

FY03 FY04 FY05 FY06 FY07 FY08 FY09
Qperations and Mi nt enance: 150. 026 131. 529 171. 597 197.290 205.550 204.860  209. 358
Procur enent : 46. 095 22.790 44. 827 37. 429 29. 817 29. 868 34. 837

D. Acquisition Strategy:

Public Key Enabl enent activities are energing in DOD and the comercial marketplace. Time and naterials contracts provi de nmaxi mum
flexibility, as this work is unprecedented and difficult to assign firmfixed price and specific level of effort in advance. IT
integration conpanies with 1A as a core conpetency will assist DOD in addressing the challenge of PK Enabling DOD s m ssion critical
applications while keeping in step with COTS evol ution.

GATE Technol ogies International, Inc. will performPhase 1 of a three-phased devel opnent approach to engi neer and devel op a worKki ng
prototype of the authentication technol ogy hardware/software.
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The overall DVB strategy is based upon the fundanental prem se that COTS products will continue their evolution through the constant
refresh of comercial technology. To maintain an interoperable system DVB will continue to use a single contractor as an overall
integrator. Contract Administration is under a fee for service arrangenent by the DVM5 Contracting Office, which is based at Maxwel|l Air
Force Base (MAFB)-CQunter Annex, Al abama (AL). Additionally, DVS utilizes contract vehicles within DI SA to acquire other equi prent and
services to support the inplementation of DVM5 such as the Next Generation Contract. Al contracts have been conpetitively awarded and
provi de support in the follow ng areas: program planning and control; analytic services of the DV5 systemintegration; organizati onal
nmessagi ng; tactical deploynent; operations; configuration nmanagenent; and training and |logistics. These contracts also provide support
for fielding of Virtual Private Networking (VPN) technology that will protect the DVS backbone.

The DV5 enpl oys several strategies for the acquisition of products and services:

a. Odering of DM5 hardware, software, integration, engineering and technical services fromthe DVS Lockheed Martin contract.

b. Standard conmercial products and services required to acconplish DVE inplenentation are bought via existing GSA Schedul e or ot her

hi gh volune/1D-1Q contract vehicles. Specialized security products (such as H gh Assurance Quard [HAG and Certificate Authority
Wirkstation [CAW) are provided by NSA and i ncorporated as Governnment Furni shed Equi pnent (GFE) by the integrator.

c. MTRE as a Federally Funded Research and Devel opnent Center (FFRDC) provi des systens engineering and integration support for the DVS

communi ty, appl ying engineering discipline and principles to DVB in function areas of systemarchitecture, technical strategy, program
strategy, and program executi on.
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Exhibit R-3 Cost Analysis

DATE: February 2004

APPROPRI ATI ON/ BUDGET ACTI VI TY
RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT
Informati on Systens Security Program (I SSP)
PE 0303140K

PROQJIECT NAME AND NUMBER
Information Systens Security Progranm | AO1

Cost Category Contract
Method
& Type

Product Development

Systems Engineering and Integration CPFF,
FFPIC

Systems Engineering CPAF/
SS

FFRDC
Systems Integration CPFF/C
CPFF/C
CPFF/C
T&M/C
Engineering/Technical Services TBD
Subtotal Product Development
Test and Evaluation

Operational Test & Evaluation MIPR
Test and Evaluation

Security/Developmental Test MIPR
& Evaluation

Performing Total FY 04
Activity & PYs FY 04 Award FY 05
Location Cost Cost Date Cost

Lockheed Martin Company, 28.608 2.963 05/04 .814
Manassas, VA

Data Systems 0.980 0.000 N/A 0.000

Analysts

Fairfax, VA

MITRE, Arlington, 0.584  0.000 N/A 0.000

VA

SAIC, Arlington, VA 1.054 1.000 03/04 0.000

UNISYS, Arlington, VA 1.300 0.000 N/A 0.000

Booz, Allen & Hamilton, 0.336 0.000 N/A 0.000

McLean, VA

SRA, Fairlakes, VA 2.528  0.000 N/A 0.000

TBD (via NexGen) 0.000 1.225 03/04 0.000
35.390 5.188 814

Joint Inter- 3.746 0.000 N/A 0.289

operability

Test Command,
Ft Huachuca, AZ

Joint Inter- 1.577 1.000 10/03 0.471
Operability Test

Command,

Indian Head, MD
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FY 05 Target
Award Cost To Total Value of
Date Complete Cost Contract
05/05 0.000 32.385 32.385
N/A 0.000 0.980 0.980
N/A 0.000 0.584 0.584
N/A 0.000 2.054 2.054
N/A 0.000 1.300 1.300
N/A 0.000 0.336 0.336
N/A 0.000 2.528 2.528
N/A 0.000 1.225 1.225
11/04 0.000 4.035 4.035
10/04 0.000 3.048 3.048
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Exhi bi t

R-3 Cost Anal ysis

DATE: February 2004

APPROPRI ATl ON/ BUDGET ACTI VI TY

RDT&E, Def ense- W de/ 05

PE 0303140K

PROGRAM ELEMENT
Informati on Systens Security Program (I SSP)

PROQJIECT NAME AND NUMBER
Information Systens Security Progranm | AO1

Cost Category Contract Performing Total FY 04 FY 05 Target
Method Activity & PYs FY 04 Award FY 05 Award Cost To Total Value of
& Type Location Cost Cost Date Cost Date Complete Cost Contract
Security/Development Test CPAF/ Data Systems Analysts 0.753 0.000 N/A 0.000 N/A 0.000 0.753 0.753
& Evaluation SS Fairfax, VA
Security Test & Evaluation MIPR National Security Agency 0.000 0.400 01/04 0.147 01/05 0.000 0.547 0.547
Conduct Security Test & Eval CPFF/C Computer Sciences Corp 0.000 0.100 04/04 0.260 04/05 0.000 0.360 0.360
Falls Church, VA
EAM Hybrid Solution MIPR JITC 0.000 0.000 N/A 0.512 10/04 0.000 0.512 0.512
Indian Head, MD
Subtotal Test and Evaluation 6.076 1.500 1.679
TOTAL 41.466  6.688 2.493
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Exhibit R-4 Schedule Profile Date: February 2004
APPROPRIATION/BUDGET ACTIVITY Program Element Number and Name Project Number and Name
RDT&E, Defense -Wide/05 Information System Security Program (ISSP) Project ISSP/IA01

PE 0303140K

Fiscal Year 2003 2004 2005 2006 2007 2008 2009

1123411213412 3|42 23|4[2{2|3 4| 1|2|3|4|1]2]|3

Dvipmnt of 3.0/
MR2-MRA4 /\ A A

Dvipmnt Test of
3/MR1-MR3 A A

3.0/MR1-MR3
Operational Test A A, /\ A A A
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Exhi bit R-4a Schedul e Detail

DATE: February 2004

APPROPRI ATl ON/ BUDGET ACTI VI TY

PROGRAM ELEMENT

PROJECT NAME AND NUMBER

Devel opment of 3.0/
MR2 — MR4

Devel opnent Test of
3.0/ MR1 — MR3

3.0/ MR1- MR3 Oper ati onal
Test

RDT&E, Def ense- W de/ 05 I nformati on System Security Program (| SSP) 1SSP / 1 A01
PE 0303140K
Schedul e Profile FY 2003 FY 2004 FY 2005 FY 2006 FY 2007 FY 2008 FY 2009

1Q & 4Q 1Q & 4Q 1Q & 4Q

4Q 4Q 4Q

2Q - 3Q 2Q - 3Q 2Q - 3Q
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