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Joint interoperability is vital in order for the combatant commanders (CINCs)
to effectively prosecute military actions. Numerous Department of Defense (DoD)
documents, including the Goldwater-Nichols Act, have attempted to address the
importance of interoperability and expedite its implementation through clear and
specific directives. Unfortunately, the documentation has also created major hurdles
for the geographic CINCs by giving them responsibility for improving joint
interoperability without giving them the authority to do it. This situation has
existed for decades and has hindered the CINCs ability to effectively fight as a joint
force.l Because of this, it is clear that in order to effectively employ the joint force,
the geographic CINCs must exert greater influence on joint interoperability.

To this day, DoD is still attempting to increase joint interoperability through
written documentation. Given the history of this problem, it is unlikely that new
documents will have any greater effect than the previous ones. Itis also unlikely
that the disconnect between DoD responsibility and authority for joint
interoperability will be overcome in the near future. Given this environment, it is
critical that the CINCs take the situation into their own hands and use the authority
that they do possess to influence and thereby increase joint interoperability. This
paper offers four recommendations which the geographic CINCs can use to gain the
necessary influence to dramatically improve joint interoperability.

JOINT INTEROPERABILITY-- RESPONSIBILITY / AUTHORITY DISCONNECT

Equipment interoperability is vital for the proper functioning of the joint

force. In order for the CINC to adequately prosecute a campaign, he must “ensure



that (his) joint operations are integrated and synchronized in time, space and
purpose....”2 This means that the CINC must make certain his forces are enabled to
execute coordinated action through the use of compatible equipment. Though the
term "joint interoperability" is common, there is no definition for it in current joint
publications. For the purposes of this paper, joint interoperability is defined as the
ability to exchange information directly and satisfactorily between equipment in
order for the joint forces to execute the commander’s mission.3

Seemingly self-evident, interoperability is quite complex in execution. In the
context of the U.S. military, joint interoperability continues to be one of the biggest
challenges our armed forces face...# The interoperability challenge ranges from the
independent development of air refueling connectors® to the more complex problem
of incompatible command, control, communications, computers, and intelligence
(C41) systems aimed at integrating and networking the joint battlespace. Currently,
U.S. military systems are largely stovepiped with little insurance that they would
work in concert with their sister service equivalents.5 When forces arrive in theater
with incompatible weapon and sensor systems, the CINC is clearly handicapped in
his ability to command, control, and fight his joint force.

The CINC is responsible for ensuring maximum interoperability of his
assigned forces; unfortunately, he lacks the requisite authority to adequately rectify
the problem. The, Unified Action Armed Forces (UNAAF), the cornerstone document
for joint operations, emphatically states that "commanders are responsible for

ensuring the maximum level of interoperability" of their assigned forces. However,



the same document places the overall authority to implement joint interoperability
with the Chairman of the Joint Chief of Staff (CJCS).8 As long as the governing
documents of the armed forces continue to maintain this obvious disconnect, joint
equipment interoperability will continue to be an artificial obstruction to success in
joint battles. To ensure an interoperable joint force, the geographic CINCs must
have greater influence on joint interoperability.

Some argue that joint interoperability is not a problem in the U.S. military.
They contend that despite past problems with cross-service equipment
compatibility, the modern U.S. fighting force is a completely integrated fighting
machine. Successes in Operations DESERT STORM, NOBLE ANVIL, and
ENDURING FREEDOM demonstrate the superior ability of the U.S. military to
prosecute campaigns as a completely interoperable entity. Though this argument is
compelling, closer analysis demonstrates its flaws.

Though the U.S. military has enjoyed successes, recent military actions have
been prosecuted either against a militarily incompetent foe, such as Saddam
Hussein, or with such overwhelming force that the handicaps incurred from lack of
joint interoperability did not seriously effect the outcome. Nonetheless, the after
action reports of the these operations all identify significant joint interoperability
issues that if left unattended could result in defeat or significant loss of life as the
military reorganizes based on past victories.® To avoid possible military disaster in
future joint conflicts, significant advances must be made in implementing joint

interoperability.



JOINT INTEROPERABILITY — LESSONS LEARNED

The recognition of a joint interoperability responsibility/authority disconnect
is not new to the DoD. In fact, DoD has used doctrine as a means to educate, task
and implement interoperability for decades.l® The effectiveness of this approach has
met with mixed results, and on balance, DoD's history of implementing
interoperability has been poor.11 A more complete examination of the
documentation that has guided joint interoperability and ensuing joint operations
demonstrates the challenges associated with joint interoperability.
Vietnam Era

During the 1960's, the principal guidance for joint equipment interoperability

was outlined in DoD's Interoperability Directive 4630.5. The directive established

policy and procedures to ensure that command, control, and communications (C3)
equipment interoperated across the joint force. As a matter of policy, the military
departments were required to develop and procure equipment that was either
compatible or common when fulfilling similar operational requirements. A further
objective of the policy was to “minimize the addition of buffering, translative, or
similar devices for the purpose of achieving workable connections.”12

The directive clearly delineated the responsibility and authority for joint
interoperability. It stated that, the principal staff assistants to the Secretary of
Defense (SECDEF) were required to implement the policy during budget and
funding reviews. The service secretaries were directed to assure that a copy of each

operational requirement was provided to, and coordinated with, the other services,



the CINCs, and the CJCS. The CJCS was tasked to describe the criteria and
standards necessary to achieve compatibility among automated tactical
communications and control systems in joint operations.13

However, despite the clear guidance provided by the DoD Interoperability
Directive, problems with joint interoperability continued to plague the CINC.
During a House Armed Services Committee hearing on close air support (CAS), it
was revealed that Air Force pilots could not talk with ground forces in order to
conduct coordination necessary to release ordnance. The Army and the Air Force
had independently designed and fielded incompatible radios that operated in two
different frequency bands -- an error that seriously degraded joint interoperability.14

From the example, it is clear that the services were not committed to realizing
joint equipment interoperability. The result of these joint interoperability
disconnects was additional planning requirements on the CINC and his service
components, which necessarily diminished combat effectiveness. Because the
individual services are not always putting the joint requirements first, the
geographic CINCs must exert greater influence on interoperability in order to
effectively employ the joint force.
Cold War Era

During the cold war the most significant document aimed at rectifying the
problems with joint interoperability was the Goldwater-Nichols Department of
Defense Reorganization Act of 1986 (GNA). In the early 80's, greater awareness

among senior officers and the recent military failures of DESERT ONE, Beirut, and



Grenada, prompted Congress to reorganize the DoD through the passage of the
GNA.15 The GNA was designed to implement several key articles that would
require cooperation from service chiefs and delineate clear and authoritative
command for the CINCs, resulting in significantly improved joint interoperability.

Congress listed twenty-six specific provisions they wanted GNA to
accomplish, and of these, three specifically addressed issues impacting
interoperability. First, the GNA required the CJCS to advise the SECDEF on the
extent to which the program recommendations and budget proposals of the military
departments would conform to priorities established by the CINCs. Second, the
GNA sought to strengthen and expand the "full operational command" authority of
CINCs. Finally, the GNA specified that the functions of the military departments to
man, train, and equip must be undertaken to meet the operational requirements of
the combatant commands.1¢ Clearly, Congress designed the GNA to grant more
influence to the CINC on matters affecting joint interoperability.

The GNA received its first field test five years later when the United States
found itself in a large-scale war requiring a large-scale deployment. Operation
DESERT STORM proved to be a full test of joint interoperability. Though ultimately
an overwhelming victory for the United States, DESERT STORM demonstrated
serious problems with joint interoperability. First, air tasking order (ATO)
development and dissemination was hampered by a lack of an integrated,
automated system capable of reaching all coalition air forces. Second, stovepiped

intelligence and command information systems, concentrated on supporting



national and theater commanders at the expense of providing timely, crucial
information at the tactical level. Finally, a myriad of assorted and incompatible
communications systems, specifically multi-channel and switched systems, single
channel radio systems, and communication encryption incompatibilities were
intensified by limited quantities of critical communications assets (i.e. satellite
communications (SATCOM)) and cohesive procedures for spectrum management.l?

Ultimately, the Central Command CINC, (General Norman Schwarzkopf)
was able to overcome the interoperability problems that plagued his joint forces, but
only through individual ingenuity and only after deployment. Though he was a
joint force commander, he did not have the authority to properly integrate his force
prior to hostilities. Thus while, theoretically solving the responsibility/authority
disconnect, the GNA has had little practical effect on the problems of joint
interoperability.
Post Cold War Era

In the post-Cold War era, the DoD has vigorously approached the challenge
of joint interoperability. Most significantly, in 2000, the CJCS issued an instruction
(CJCSI 6212.01B Interoperability and Supportability of National Security Systems, and
Information Technology Systems) that established strict procedures for the command,
control, communications, and computers (C4) Systems Directorate (J-6) to
implement the verification of the interoperability requirements of information
technology systems.18 The objective of this instruction is to codify the development

of C4 systems that meet the essential needs of U.S. forces and are interoperable with



existing and proposed systems.1® Above all, systems that are built for US forces are
for joint, combined, and coalition use.2 The CJCS designated Joint Forces
Command (JFCOM) as the "joint force integrator" to evaluate the sufficiency of
interoperability from a CINC's perspective, using the universal joint task list and the
joint mission-essential task list as tools.2! CJCSI 6212.01B includes explicit
instructions on the handling of interoperability challenges facing the armed forces,
and it tasks organizations with identifying and addressing interoperability
problems.

Though the DoD has committed significant resources to examining problems
of joint interoperability, it seems that little has changed to improve operational
responsiveness. For example, the All Service Combat Identification Evaluation
Team (ASCIET), established in 1994 to address shortfalls and concerns related to
identifying entities on the battlefield, has concluded that joint interoperability
remains less than optimal. ASCIET exercises, typically two weeks long and
including over 5,000 joint force participants,22 demonstrate that many
interoperability problems that existed during DESERT STORM still plague the joint
force. Many ASCIET after action reports cite the inability of the joint force to
effectively share a common air picture, the incompatibility of C4l systems and the
difficulties in integrating legacy and new technologies as common difficulties in
joint exercises. For example, ASCIET after action reports from 2000 state, there has

been "no significant improvement in situational awareness and combat identification



in the ground combat arena since Desert Storm."23 The report continues that,
"Interoperability shortfalls continue to plague the air defense community."24

Current DoD publications are comprehensive and directive in addressing
problems of joint interoperability, and, if DoD were able to adhere to the guidance
outlined in these documents, interoperability would be drastically improved.
However, decades of directives, orders, instructions, and law have not changed the
fact that we are not at the desired level of interoperability. In fact, some argue that
interoperability is getting worse. The most startling trend is one that was identified
by the current Deputy Director for Systems Interoperability in the Office of the
Under Secretary of Defense. The Deputy Director stated that after action reports
from the geographic CINCs are "replete with interoperability problems™5, and that
recent “exercise results have tended to show worsening interoperability.”¢ There is
no doubt that interoperability is still a major problem with our joint forces; joint
exercises and operations indicate that we have made little improvement since the
increased focus on interoperability starting in 1992.
Current Interoperability Efforts

The latest CJCS Instruction on interoperability designated United States Joint
Forces Command as the primary joint force integrator.2’” Additionally, JFCOM is
responsible for providing trained forces to the other CINCs while assuming a
significant role in implementing JV 2010 and 202028 There is no doubt that JFCOM
is leading the pack on interoperability but, without control over service funding, the

services will continue to modernize at their own pace working off of their individual



service prioritized list of acquisition programs.2® Interoperability continues to be
one of the biggest challenges the military faces primarily because the services
continue to operate with legacy systems. As, General Bell (JFCOM, J-6) said, "If we
are going to realize the vision of Joint Vision 2020, we have to do some things, and
we have to start now."30 Mr. Money who is the current Assistant Secretary of
Defense (ASD) for command, control, communications, and intelligence (C3I)
recently said, "each of the services has been developing its own systems aimed at
networking the battlespace, but these systems largely have been stovepiped with
little assurance that they will work in concert with their equivalents in other
services."™1

The most recent attempt by DoD to address the responsibility/authority
disconnect in joint interoperability occurred on October 12, 2001. The Deputy
SECDEF Memorandum on "Command and Control Legacy Interoperability Strategy
and Milestone Action Plan” gave OSD, CJCS, CINCs, and the services until March
29, 2002 to complete specific actions which identify critical C2 shortfalls, identify
opportunities for consolidation or elimination and develop measures to determine
success in overcoming legacy C2 interoperability shortfalls.32 The goal for DoD is to
have legacy systems with "critical command and control functions” interoperable by
the end of fiscal year 2008.32 Given the history of interoperability, there is no reason
to believe that this document will provide any real relief for the CINCs.

It is certain that a lot of energy has been expended in order to improve

interoperability. Although the Congress, CJCS, and services have all produced
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orders and guidelines mandating joint interoperability, the CINCs continue to
receive forces with incompatible equipment. Because of the continued disconnect
between desires of joint interoperability and the reality of service-to-service
incompatibility, it is clear that in order to ensure the deployment of an integrated

joint force, the CINC must actively influence joint interoperability.

Some argue that the documents were not designed to solve the joint
interoperability problems; they were designed to serve as overarching guidance.
They point to the fact that the joint forces have been wining wars without the higher
levels of joint interoperability called for by these documents and suggest a “do not
fix it unless it is broken” policy.

The future concept of war fighting depends on increased joint
interoperability. The CJCS says in Joint Vision 2020 that he "mandates™34 the joint
force of 2020 to be interoperable in the areas of communications and information
sharing and further, he considered it "essential” in order to maximize the force in
2020.3> Because of the future of war fighting requirements for the CINCs it is clear
they must wield greater influence on implementing joint interoperability.

THE CINCS INTEROPERABILITY CHALLENGES

The preceding analysis paints a grim picture of the current state of joint
interoperability. First, joint interoperability is not going to be eradicated without a
fundamental cultural change within DoD that will ensure that the CINCs are
provided with the necessary joint interoperable equipment for the completion of

their missions. Examination shows that this cultural change will not happen
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quickly; therefore, the CINC must take near-term actions to improve joint
interoperability. The CINC is the best candidate to lead this change because he has
the greatest interest in its success as the person responsible for the potential loss of
lives that incompatibility could cause and because he knows the problems caused by
failed interoperability on a firsthand basis.

Second, the interoperability problems facing the CINC require his immediate
attention. The joint interoperability problem will grow more difficult as stovepiped
systems continue to be added. The J-6 for the Joint Chiefs of Staff, Lieutenant
General Kellogg commented recently that "interoperability remains the biggest
challenge facing the services, as a new legacy system is born every day" and the joint
task force concept "is a big scam™ until interoperability problems are overcome.36 In
addition, by Lieutenant General Kellogg's count, more than 130 people in the U.S.
Defense Department believe they are in charge of interoperability. Every system
that is added before the CINC implements interoperability controls will make
interoperability more difficult and more costly to attain.

Finally, the CINCs must be the principal force in proactively influencing
operational interoperability. The CINCs have a unique ability to view and address
interoperability problems because of their unique perspective.
RECOMMENDATIONS TO THE CINC

Though the challenges of joint interoperability are daunting, there are several
immediate actions that the CINC should take in order to influence joint

interoperability in his area of responsibility (AOR). First, the CINC must maintain
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strict documentation of existing interoperability problems. The CINC and his
service components sponsor numerous exercises each year that provide
opportunities to expose interoperability problems. The opportunity to structure all
or a part of these exercises to maximize the uncovering of interoperability issues
would increase the awareness of the war fighters and create pressure within their
respective services to develop and fund corrective actions. Documentation can also
be used to gain and maintain "pressure” on the CJCS, who is currently responsible
for joint interoperability, and provide documentation to the Joint Staff and the Joint
Universal Lessons Learned (JULLS) database.

Second, the CINCs should dictate strict interoperability requirements for
forces earmarked for deployment to their AOR. These established interoperability
requirements would have three major benefits. They would provide the CINCs with
increased interoperability, provide a proven interoperability standard to the DoD
and joint staff, and provide a standard to assist in ranking interoperability problems.
Interoperability will be increased through detailed specifications and expectations
being known by component commanders before they arrive in theater. These
specifications need to be detailed enough to be useful to the tactical units to assist in
determining potential interoperability issues. In the past, CINCs have accomplished
this with varying levels of detail and success;?’ however, doing this will provide the
CINC with a force that is better prepared for combat upon arrival in theater. Also in
doing this, the CINC could provide a proven interoperability standard to the

Department of Defense Chief Information Officer, the Assistant SECDEF for C3l, in
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order to facilitate the timely implementation of an effective architecture. The CINC,
therefore, would establish his own interoperability standards, which outline C4l
requirements that units need to comply with before they deploy to his theater. Of
course, if all CINCs used the same standards, "global interoperability” would
increase.

Third, the CINC should lobby for the creation of a discretionary fund for the
establishment of detachments capable of easing interoperability difficulties. These
detachments would be led by members of the CINCs' staff and representatives from
the component commanders, but they would also have other interoperability
personnel (i.e. Defense Information Systems Agency (DISA), Joint Staff (J-6), etc.)
imbedded in the detachments as the issues they face will be extremely diverse and
require access to all supporting agencies. In addition, the documented use of
specific hardware and software used to increase interoperability will be beneficial
for the first recommendation.

Finally, the CINC should incite action by raising awareness at the highest
political and military levels. The leadership at the DoD and joint staff knows that to
really effect interoperability cultural change is required. General Myers, Vice CJCS
recently indicated that for the U.S. military to reach its interoperability goals a "far-
ranging cultural change"38 would be required. More specifically he went on to say
"It will take a change of culture probably on the scale of the culture change that
occurred when the [U.S.] Air Force became independent of the Army."3?

It is difficult to create cultural change in any institution; therefore, debate for
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change must be public, be vigorous, and clearly demonstrate the critical
shortcomings of the current state of joint interoperability. History shows that this
tactic has been successful in the past as in the case of General David C. Jones who
was on the joint staff for eight years, four as the Chairman. Starting his second term
as the Chairman he started discussing his ideas for how to change the Joint Chiefs of
Staff. He received no support from the Secretary of Defense, several of the service
secretaries and most of the service chiefs. Regardless, he pursued his beliefs and
wrote an article that was published in the Armed Forces Journal International in
March 1982. This article was widely read by Congressmen and others, and as a
result today we have the Department of Defense Reorganization Act of 1986.40 We
need to continue his efforts and continue to change for the better.

Great strides toward effective employment of the joint force would occur if
the geographic CINCs were to implement these four recommendations: document
interoperability discrepancies, establish regional interoperability standards, develop
a discretionary fund for interoperability, and raise awareness at the highest levels of
the government.

CLOSING

For years, the CINCs have had sufficient documented ability to effect positive
change in joint interoperability. However, progress has not occurred because only a
handful of people have been proactive and creative enough to make the system
work towards this crucial goal of joint interoperability. General David C. Jones and

his 1982 article are a great example. The recommendations outlined in this paper
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follow in the same spirit and, if implemented, will eventually lead to the cultural
change necessary for joint interoperability to stay in the forefront of future

operations.
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