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ABSTRACT 

CREATING A DEPARTMENT OF DEFENSE STRATEGIC 
INFORMATION SUPPORT CENTER by MAJ Erin J Gallogly-Staver, USA 40 
pages. 

The U.S. Armed Forces needs a new organization capable of remaining 
competitive in an ever-expanding global information environment, adapting to reach both 
illiterate and technologically-sawy audiences of the 21st Century, developing information 
strategies to shape the global information environment, and responding to positive and 
negative information within the global information environment. The U.S. military must 
shed its Cold War organization, policy, doctrine, and equipment and prepare for the 21 
Century. If the military fails to adapt, some other non-military organization may take its 
place. The new organization may have the expertise, but not the loyalty or deployability 
that a Department of Defense Strategic Information Support Center (D-SISC, pronounced 
DEE-SEC) could have. 

Interagency coordination regarding information activities conducted by the 
military and other government organizations is episodic at best. Currently, there is no 
standing organization at the military strategic level to conduct interagency coordination 
and deconfliction between military and other governmental information activities. 

In an environment of shrinking budgets, increased operational tempo, and 
continued downsizing, the U.S. Armed Forces must change to meet the needs of the 2V 
Century and Joint Vision 2010. Recent history demonstrates that the side with the ability 
to rapidly present its policy, strategy, and position to a variety of audiences in a coherent 
manner achieves an information advantage. A single organization, such as the DoD 
Strategic Information Support Center, from which military information activities can be 
coordinated, integrated, deconflicted, and synchronized is a step in the right direction. 
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I: INTRODUCTION AND BACKGROUND 

Your leaders are not strategic thinkers. They said, "Let's bomb Yugoslavia and then 
figure out what to do next." 

Yugoslavia President Slobodan Milosevic 

Current events support the hypothesis that the United States is losing the 

information war with Yugoslavia leader, Slobodan Milosevic. Dr. Kenneth Allard, a 

retired U.S. Army colonel and information warfare expert, comments that Yugoslav 

government ministers are "doing a better job getting on our air than we are getting on 

theirs. It clearly shows they understand the importance of an information campaign." 

At the end of April 1999, over six weeks into the Allied air operation, the state- 

run radio and television stations were still operational in Yugoslavia even though "NATO 

officials have insisted that propaganda—along with the special police—is one of 

Milosevic's two keys to power."3 On the day prior to the start of the Allied air operation, 

the Yugoslav government shut down opposition radio and television stations and began to 

broadcast state-run programs over the opposition channels. Additionally, "Mr. Milosevic 

has expelled Western journalists and cut off television links" and his Information 

Ministry reviews the material broadcast by the few remaining reporters. In Yugoslavia, 

government sources continue to proffer the story that the Kosovar Albanians "are not 

refugees because of us Serbs. They are running away from the bombs. The American 

propaganda is a complete setup."5 

"Even Belgrade's antiwar propaganda is markedly Western. Billboards borrow 

Nike's slogan in urging NATO to 'Stop the Bombs. Just Do It."'6 According to Dr. 

Jacob Kipp, analyst at the U.S. Army's Foreign Military Studies Office, the Yugoslav 



government has contracted Serbians, who work for Coca Cola, to help it with its 

information campaign. 

While the United States has a robust informational element of power, recent 

experience demonstrates that the United States is unable to use this power to its 

advantage. The American media continues to question the efficacy of air operations 

without the credible threat of ground forces.7 General Klaus Naumann, head of NATO's 

military committee, even commented, "So far in military history, we have not seen an 

operation which was successful by using air power exclusively." Historian and author, 

John Keegan, describes the failure of "air control" throughout history from the British 

bombing of Iraq in 1920, through the strategic bombing campaign against Germany in 

World War Two, to Vietnam.9 By day seven, the U.S. military was answering questions 

about its ability to maintain the bombing operation due to shortages of cruise-served 

missiles.10 Former senator Sam Nunn argues, "We've got to find better tools, because 

when you really are trying to affect the hearts and minds of people—not conquer 

territory, not kick somebody out of a country, because this is their country—then you 

have an obligation to think through your strategy. . . . We should have been trying to turn 

the Serbian people against Milosevic before we started bombing." 

If the U.S. government and military are not satisfied with their current approach 

of "minimal resource investment for marginally effective strategic information 

programs," then some corrective action should be taken.12 An alternative is to 

promulgate a national information strategy similar to the ones articulated in the 

Reagan/Bush-era National Security Strategy documents and create a Department of 

Defense Strategic Information Support Center. 



Historical Perspective 

Interagency coordination regarding information activities conducted by the 

military and other government organizations is episodic at best Currently, there is no 

standing organization at the military strategic level to conduct interagency coordination 

and deconfliction between military and other governmental information activities. 

Although there have been organizations in the past that were given the charter to oversee 

U.S. government information activities, they were undermanned, underfunded, and used 

marginally.13 

Currently there is an ad hoc group, the International Public Information Core 

Group chaired by the State Department and composed of members of several government 

organizations involved in information activities, that meets to coordinate interagency 

information activities. Upon approval of the Presidential Decision Directive on 

International Public Information (PDD-IPI), the Core Group will "manage or oversee 

international public information activities. ... and raise appropriate issues for Deputies' 

Committee-level decision." 

The following government documents and previous organizations establish policy 

and historical precedent for aDoD Strategic Information Support Center. 

• National Security Decision Directive (NSDD) 130, U.S. International 

Information Policy (March 1984)   . 

• 1985 and 1990 Psychological Operations Master Plans. 

• State Department-War-Navy Coordinating Committee (SWNCC) (October 

1946). 



• National Security Council's Psychological Operations Coordinating 

Committee (March 1986). 

• Several ad hoc National Security Council information management groups, 

such as the Sub-Group for International Information established to develop and 

coordinate the U.S. government information program during the initial stages of U.S. 

involvement in Bosnia. 

A first step is for the U.S. Armed Forces to create an organization at the military- 

strategic level to integrate, coordinate, deconflict, and synchronize military information 

activities within the Department of Defense and with other government organizations 

conducting information activities. The majority of the capabilities required to establish a 

DoD Strategic Information Support Center exist within the U.S. Armed Forces; 

unfortunately, many of the organizations with complementary capabilities are competing 

with each other for limited resources. A joint center can leverage current capabilities and 

future technologies to gain efficiencies being lost by continued downsizing of the U.S. 

Armed Forces and deconflict competing agencies' efforts. 

The proposed DoD Strategic Information Support Center, composed of military 

units and organizations that analyze, plan, or conduct strategic and operational 

information activities, would: 

• develop information strategies to shape the global information environment in 

a way favorable to U.S. interests, policies, and strategies. 

• provide a capability to respond to events that occur within the global 

information environment. For example, neutralize information that is in contravention 

and highlight information favorable to U.S. interests, policies, and strategies. 



• coordinate DoD information policy with theater Commanders-in-Chief and 

with other government agencies; 

• coordinate, integrate, deconflict, and synchronize all DoD information 

activities; 

• coordinate, integrate, deconflict, and synchronize its information activities 

with other U.S. government organizations that conduct information activities. 

If the DoD Strategic Information Support Center existed today, it would propose a 

military information strategy for actions in Kosovo to the ad hoc International Public 

Information Core Group. The Center would encourage other U.S. government 

organizations to develop information strategies that would support or at a minimum, not 

counter, the military information strategy. Further, it would coordinate all the military 

organizations and units, such as public affairs units, Service and Joint information 

warfare organizations, computer emergency response teams, and psychological 

operations units, involved in analyzing, planning for, and conducting information 

activities. The goal would be to have a coherent, well-thought out information strategy to 

counter Milosevic's disinformation campaign and help achieve U.S. and NATO 

objectives. 

The planning worksheet (Figure 1) is a simple example of how the DoD Strategic 

Information Support Center would coordinate, integrate, deconflict, and synchronize 

military information activities. It would use similar tools to coordinate DoD's 

information strategy with those of other U.S. Government organizations' strategic 

information activities. 



PHASE A: Description PHASE B: PHASE C: 
(Projected Timeframe) Description Description 

(Projected Timeframe) (Projected Timeframe) 
1.JP0C 1. 1. 
2. video 1 2. 2. 
3. disseminate on local TV 3. 3. 
4.D+1 4. 4. 
5. themes 1 & 2 5. 5. 
6. USIS 6. 6. 
1. Multi-Media & Combat Camera 1. 1. 
2. still & video footage 2. 2. 
3. document violations 3. 3. 
4. D-5 - D-2 4. 4. 
5. provide footage to JPOC 5. 5. 
6. JPOC & Public Affairs 6. 6. 
1. Computer Support Activity 1. 1. 
2. vulnerabilities assessment 2. 2. 
3. computer defense ops 3. 3. 
4. D-5 - D+2 4. 4. 
5. prevent interference 5. 5. 
6. JPOC, MM&CC 6. 6. 
1. Joint 10 Support Center 1. 1. 
2. assessment report 2. 2. 
3. assess affects 3. 3. 
4. D+2-D+10 4. 4. 
5. assess 5. 5. 
6. JPOC, USIS 6. 6. 

l=Organization, 2=Product,: NAction Taken, 4=Timeframe, 5=Purpose, 
6=Coordination Affected Comments 

Figure 1. Example Planning Worksheet 

Definitions 

This monograph uses the following definitions complied from numerous 

interviews with serving and retired government officials. Strategic information 

includes all information activities conducted by the U.S. Government to achieve its 

national security objectives. Information activities include international public 

information, special information activities, technical information operations, and 

Department of Defense information operations.    International public information 



includes public affairs, public diplomacy, and international military information, formerly 

called strategic psychological operations, designed to affect foreign audiences in ways 

favorable to U.S. interests.   "The term 'international military information' is a U.S. 

government interagency-approved term for describing what used to be known as 

'strategic psychological operations'."16 Whenever Department of Defense psychological 

operations are supporting a U.S. government-led strategic information activity, the term 

psychological  operations will be replaced with  international  military  information. 

Special   information   activities   are National   Security  Council-led   compartmented 

Department of Defense psychological operations, also known as the Overt Peacetime 

Psychological Operations Program (OP3)     Technical information operations are 

National  Security Council-led compartmented information operations conducted by 

government organizations, such as the Central Intelligence Agency, National Security 

Agency, Department of Justice, or Department of Commerce.   Department of Defense 

information   operations   are   actions   taken   to   affect   adversary   information   and 

information systems while defending one's own information and information systems. 

Capabilities  and  activities  used  to  conduct  DoD  information  operations  include 

operations security, psychological operations, military deception, electronic warfare, 

physical destruction, computer network attack and defend, public affairs, and civil 

affairs.17  Most DoD information operations are conducted at the operational or tactical 

level.   However, planners of DoD information operations should coordinate, integrate, 

and deconflict operations with planners of strategic information activities.    Figure 2 

graphically depicts the relationship among these terms. 



Figure 2. Terms of Reference 

Evaluation Criteria 

This monograph uses several evaluation criteria to evaluate how a DoD Strategic 

Information Support Center can meet the needs of the Armed Forces in the 21st Century. 

The criteria seek to evaluate whether the Center enables the U.S. Armed Forces to shape, 

prepare, and respond to and within the environment envisioned in Joint Vision 2010. 

These criteria are integration, speed, flexibility, and synergy. 

Joint/Interagency integration is defined as an organization in which elements of 

more than one Service participates and conducts liaison with other organizations of the 

U.S. Government. This concept extends even to leadership skills, where "the dynamic 

nature of joint operations in the 21st Century battlespace will require a continued 

emphasis on developing strong leadership skills .... and the continuing refinement of 



force structure and organizations (that) will require leaders with a knowledge of the 

1 X 
capabilities of all four services." 

Speed is defined as "less 'startup' time between deployment and employment" 

than the current organizational structure allows. Currently, innumerable Joint and 

Service organizations, such as the Joint Command and Control Warfare Center (JC2WC), 

the Land Information Warfare Activity (LIWA), 4th Psychological Operations Group, 

193 d Special Operations Squadron, and public affairs units in the Reserve Component, 

augment an ad hoc organization formed to provide strategic information support at the 

military strategic level. At the operational and tactical levels, these same organizations 

deploy elements to a theater Commander-in-Chief s or Commander, Joint Task Force's 

staff and component commands. While all these organizations plan and/or conduct 

information activities, there are currently no formal procedures by which to coordinate, 

integrate, deconflict, or synchronize their operations. "This continued ad hoc approach to 

coordinating, integrating, deconflicting, and synchronizing US Government strategic 

information has adversely impacted timely, accurate, and effective informational 

activities conducted in Bosnia over the long-term." 

Organizational flexibility is defined as the ability to offer numerous and multi- 

functional force packages to meet the informational needs of the supported commander. 

For example, a force package comprised of analysts, planners, support personnel, and 

operators who can plan for and conduct psychological operations, public affairs, and 

computer network defense. 

A new organization must demonstrate synergy. Its value added must be greater 

than the sum value added of its component parts.   It must be capable of remaining 



competitive in and adapting to an ever-changing global information environment and in 

the face of decreasing military budgets. 

Assumptions 

This monograph makes five assumptions. First, that the manpower allocated to 

current information organizations are sufficient to create a DoD Strategic Information 

Support Center. Second, that current policy and legal restrictions will be modified to 

meet 21 Century requirements. For example, there are no acquisition constraints 

prohibiting purchase of and modification to off-the-shelf equipment for military use. 

Third, current Service parochialism will concede to the spirit of jointness promulgated in 

Joint Vision 2010. Fourth, the Presidential Decision Directive on International Public 

Information (PDD-M) is approved. Lastly, Cold War Reserve Component activation 

procedures will be revised to meet time-sensitive requirements of the 21st Century.21 

The New Global Information Environment 

The authority and control of traditional Westphalian nation-states continue to 

wane in the current information-age. Non-nation state actors, such as multi-national 

corporations, global nongovernmental organizations, and terrorist, drug, and organized 

crime organizations, continue to grasp more power traditionally associated with nation- 

states. The elements of national power—diplomatic/political, economic, military, 

social/cultural, and informational—are no longer the sole purview of recognized nation- 

states. With commercially-available technology, such as space-based communications, 

and the near-instantaneous availability of information, non-nation-state actors have 

increasingly more power. (See Figure 3.) Witness the power Osama Bin Laden, the 

Saudi millionaire and terrorist, demonstrated recently against the United States.   The 

10 



Department of State links Bin Laden to the U.S. Embassy bombings in Kenya and 

Tanzania in 1998. Subsequent to the bombings, the United States launched cruise missile 

attacks against Bin Laden's headquarters in Afghanistan and a factory in Sudan. The 

United States claimed the factory was used to produce weapons; Sudanese authorities 

claimed the factory produced medicine.22 Similarly, Somalia warlord, Mohamed Farrah 

Aidid, used his technological inferiority to his advantage against superior U.S. forces. 

The result? U.S. forces withdrew from Somalia after eighteen servicemembers were 

killed and the body of a serviceman was drug through the streets of Mogadishu. Did 

Aidid have a comprehensive information strategy to discredit U.S. forces or was it sheer 

luck? The U.S. government and the Armed Forces must adjust their policies, strategies, 

organizational structures, and processes to remain relevant and to effectively deal with 

the new global information environment. 

Westphalian Elem ents Inform ation- 
Model of Age 

Nation -State: Model 
Pow er - territorially 

defined - M ulti-national 
- civil & POLITICAL/ corporations 
m ilitary DIPLOMATIC - NGOs 
service ECONOMIC - Terrorist/drug/ 

-sovereign MILITARY crim inal orgs 
-com m on INFORMATIONAL 

- Asym m etric 
identity 

- shared d uties 
warfare 

SOCIAL/ - Com m ercial 
& benefits CULTURAL space-based 

telecom m un ications 

Figure 3. New Global Information Environment 
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Threats in the 21st Century 

According to Major General Robert Noonan, Commanding General, U.S. Army 

Intelligence and Security Command, the United States will face three distinct types of 

threats: peer competitor, asymmetrical regional hegemons, and warriors. China, Russia, 

and Japan are the likely peer competitors by 2016. North Korea, Iraq, and Iran are three 

countries in which a regional conflict is likely. Warrior threats are those true believers or 

opportunist who will ignore laws, exploit chaos, and have little to lose relative to their 

21 
enemies. Terrorist organizations, insurgent forces, or drug and criminal organizations 

describe a warrior threat. These adaptive threats will have access to commercially- 

available technology, such as Iridium, encryption, and imagery, and technology available 

from black markets, such as sophisticated weapons systems and their associated 

technology. As demonstrated by operations in Kosovo, Belgrade-based hackers ping 

NATO computer systems and "may move on to more damaging activities such as 

downloading press releases and overhead imagery available on the (NATO) site, 

tampering with them, and then releasing them as official policy."24 These threats are 

unlike any threat previously encountered; they will study U.S. strengths and weaknesses 

and attempt to attack the United States in ways for which it is ill-suited to respond or 

react. 

12 



H: CAPABILITIES REQUIRED 

We're quite sure that we only hit military vehicles the next day NATO spokesman 
Jamie Shea acknowledged that the pilot made a mistake. 

USIA and NATO 

"To retain our effectiveness with less redundancy, we will need to wring every 

ounce of capability from every available source. That outcome can only be accomplished 

through a more seamless integration of Service capability. To achieve this integration 

while conducting military operations we must be fully joint: institutionally, 

organizationally, intellectually, and technically."26 A DoD Strategic Information Support 

Center can enable this mandate set forth in Joint Vision 2010. 

The capabilities required for a DoD Strategic Information Support Center are 

multi-dimensional and are not present in any one single organization in today's Armed 

Forces. However, the capabilities required exist within the Armed Forces; Chapter in 

provides information on units currently available in the inventory. This chapter provides 

a brief description of the required capabilities. 

Collection 

The DoD Strategic Information Support Center would require two types of 

collection: traditional intelligence collection and pre-production collection. Traditional 

intelligence collection includes basic and current intelligence. Analysts collect basic and 

current intelligence in open-source or unclassified sources, such as the Internet or literary 

journals, and classified sources, such as Intelink. 

Basic intelligence includes historical reports, longitudinal studies, archival 

records, academic research, and official transcripts. A multitude of government and 

academic  institutions  collect,  evaluate,  collate,   and  disseminate basic  intelligence 

13 



information. For example, the Central Intelligence Agency publishes biographical 

sketches; the U.S. Information Agency conducts extensive studies on foreign media and 

audiences. Academic institutions have volumes of data on foreign cultures, 

demographics, histories of virtually every ethnic group, tribe, or otherwise cohesive 

group, and infrastructure. International organizations also collect information on the 

culture, infrastructure, and geography of countries in which they operate. The Center for 

Army Lessons Learned (CALL) is creating an organization, the University After Next 

(UAN),which attempts to leverage academic and other institutions to the benefit of the 

U.S. Army. 

Current intelligence is used to update basic intelligence. Analysts procure current 

intelligence from some of the same sources used to extract basic intelligence, for 

example, the Defense Intelligence Agency or the Joint Command and Control Warfare 

Center. Planners need both types of intelligence from classified and open sources to plan, 

execute, and evaluate information policies, strategies, and campaigns. 

Unlike order of battle intelligence required by general purpose military forces, 

planners developing information policies, strategies, and campaigns require people- 

oriented intelligence. For example, an infantry division primarily wants to know the 

strength, capabilities, composition, and disposition of the enemy unit it is facing; 

whereas, information planners need intelligence on a target's leadership, decision-making 

process, and communication's architecture to include hardware, software, and firmware. 

They need to know what factors compose the "will" of the target audience. 

Pre-production collection includes materials used to produce products. Video 

footage, still photographs, newspaper articles, and interviews are examples of input used 

14 



to produce products. The Desert Storm psychological operations video, "Nations of the 

World Draw a Line in the Sand," disseminated throughout the western world and 

smuggled into Iraq used video footage provided by the Joint Combat Camera Center and 

several Service public affairs organizations. The DoD Strategic Information Support 

Center must also have an archival system that can systematically warehouse high 

volumes of data and imagery and retrieve that data for developing multi-media products 

in near real-time. 

Analysis 

DoD Strategic Information Support Center analysts conduct analysis based on 

collection capabilities of the global information environment to determine potential 

problem areas that information activities could deter, contain, or otherwise influence to 

best serve U.S. national interests.  Analysts also evaluate on-going information policies, 

strategies, and campaigns to determine their effectiveness.  The capabilities required of a 

strategic analyst are more complex than those required for a general purpose military 

analyst.   The strategic analyst must be well-versed in systems theory and complexity 

theory.  Most important of all, he must understand the linguistic and cultural nuances of 

target audiences and the subtleties of U.S. foreign policy and their relationship to U.S. 

information strategies rather than strictly the capabilities of a weapon system.    For 

example, analysts must be familiar with the format, content, and layout of the diverse 

products available within cultures.   They will use this information to assist personnel 

produce products, such as television commercials and newspapers, to which a target 

audience would be receptive. 

15 



Technical analysts will be required to assess the communication's architecture of 

target audiences to determine ways to input information into the system and remove 

information to determine success of the information campaign. This diverse group of 

analysts will require access to highly-classified policies and plans and access to national 

level decision-makers. 

Production 

The DoD Strategic Information Support Center will require a wide variety of 

production assets both on-hand and available at a short notice for world-wide 

employment. It must be capable of addressing innumerable targets over every medium to 

include print, audio, visual, digital, and virtual. Some production facilities, such as print 

plants, television studios, or computer centers may lend themselves to out-sourcing and 

government contracts. The Center must maintain some organic assets that are deployable 

and are capable of operating in austere environments. Operators must be proficient in the 

latest technology within their production genre in order to compete within the new global 

information environment. Technicians must also be available for deployment on short 

notice. It may not be feasible to recruit and retain certain highly-technical experts in the 

Armed Forces. However, the Center could ensure those capabilities are available either 

through contracts or experts on retainer. Recent experience in Bosnia demonstrated that 

the U.S. military lacked expertise required to produce television spots; fortunately, 

television producers and master camera operators were available through a government 

contract.27 

Units deployed forward should also have a reach-back capability to send draft 

products between the forward-deployed location and home station.   Current technology 

16 



exists to facilitate reach-back operations. Satellite time required to support reach-back 

operations is expensive. Several different Department of Defense organizations, such as 

the Armed Forces Radio and Television Service, the intelligence community, and the 

combat camera centers, are buying satellite time for their missions. The time has come 

for pooling resources and buying large Department of Defense blocks of satellite time, 

five to seven years into the future, to save money. The Department of Defense Strategic 

Information Support Center, in coordination with the Defense Information Support 

Agency, could play a significant role in centralizing requirements for satellite time, 

especially during a crisis when urgent priorities must be accommodated. 

Dissemination 

The requirements for dissemination are similar to those required for production. 

The DoD Strategic Information Support Center will require both organic and out-sourced 

dissemination platforms. Dissemination platforms must run the gamut of today's 

commercially-available equipment to include manned and unmanned aircraft, radios, 

televisions, computers, holograms, balloons, and people. An operator's imagination and 

the target audience's communications architecture should be the only limits on 

dissemination platforms. The platforms must be rapidly deployable and capable of 

operating in austere conditions under both permissive and non-permissive, hostile 

environments. 

Simulation 

The Center must have a simulation capability to conduct nodal analysis, conduct 

pre-tests of its products, and integrate its planning process. Analysts would analyze the 

target audience in a systematic way to determine its weaknesses and vulnerabilities to 

17 



Strategie information activities. For example, the target audience may be the leaders of a 

country that are trying to produce weapons of mass destruction. A simulation would 

conduct a nodal analysis to determine how the country would produce a weapon of mass 

destruction. The country may need technical expertise and materiel from outside 

suppliers. It would construct facilities with known characteristics to conduct research, 

development, acquisition, and testing of the weapon system and its associated precursor 

materiel. The simulation may determine that the best way to negate the target audience's 

plans is to influence the supplier of a precursor material, such as high-grade steel used to 

build a testing facility. Similarly, a simulation could analyze the target audience's 

communications architecture to determine vulnerabilities to strategic information 

activities. Finally, a simulation could assist planners in the pre-test phase of analysis and 

in developing and assessing an information campaign within the planning process. For 

example, a pre-test conducted in the target audience's location could be broadcast live 

using a reach-back capability. Analysts would receive immediate feedback that could be 

used to modify products and assess an information campaign. These simulations would 

be similar to models and simulations currently used by a variety of military organizations. 

Command and Control 

The command and control structure for the DoD Strategic Information Support 

Center must be robust and capable of operating in a variety of physical, political, and 

cultural environments simultaneously. The Center should be located in the vicinity of the 

Military District of Washington to facilitate coordination with senior military leaders and 

to participate in the interagency process. The base at which it is located should have 

sufficient communications architecture to support a variety of both unclassified and 

18 



classified   global   communications,   such   as   video   teleconferencing   and   satellite 

communications facilities. 

The headquarters should be joint with rotating director and deputy director from 

the Services providing the majority of assets. For example, if U.S. Army and U.S. Air 

Force personnel fill the majority of the positions within the organization, then an Army 

and Air Force officer should rotate between director and deputy director. 

Like any military organization, the Center should have a staff commensurate with 

its size to provide normal administrative and logistical functions. However, the staff 

should seek to leverage technology in an attempt to downsize bureaucratic overhead. 

Some expertise not germane to daily operations may lend itself to contracts and out- 

sourcing. The Center should seek training with industry for its personnel to help keep 

them abreast of current technologies and commercial standards. This training would 

complement formal training military members receive within the military training 

system. 

The plans and operations sections should be staffed with senior individuals with 

persuasive communications experience. These staff officers must be technically 

proficient and culturally savvy in multiple genres. For example, a planner may have 

served previously as a psychological operations officer and received training with 

industry in television production and desktop publishing. Another planner may have 

public affairs expertise and experience with Armed Forces Radio and Television Service. 

Yet another planner may be a Foreign Area Officer with expertise on the National 

Security Council staff.   The key to the planning and operations sections will be their 
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breadth and depth of experiences in persuasive communications, current technology, and 

foreign cultures. 

There should be senior liaison officers stationed with major information 

providers, such as the Department of State, United States Information Agency, Central 

Intelligence Agency, and the National Security Agency. Similarly, liaison officers from 

the DoD Strategic Information Support Center should co-locate with the theater 

Commanders-in-Chief to assist them with their Theater Information Campaigns. Finally, 

liaison officers may be required at other government organizations, such as the 

Congressional Liaison Office, the Federal Bureau of Investigation, the Department of 

Commerce, and the Drug Enforcement Agency, as the situation dictates. 

Linguists 

Critical in today's multi-lingual global information environment is the 

requirement for highly-proficient linguists. The DoD Strategic Information Support 

Center must be able to support all of the Center's operations. It would use linguists to 

collect and analyze information, and produce and evaluate products in foreign languages, 

and provide interpretation support to the Center. Although a pool of trained linguists are 

needed to plan and execute information activities, some linguist support may offer itself 

to experts on retainer. Contracts for translation could be let or linguists at universities 

could be kept on retainer for languages used infrequently. 
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HI: CURRENT CAPABILITIES AVAILABLE 

Ultimately, the effectiveness of the Iraqi propaganda effort reached even the White 
House. Without realizing it, the president, too, succumbed to those images of suffering 

Iraqis when he called off the (1998) U.S. attack. 
Ralph Peters 

The organizations described below provide the majority of information support to 

or conduct of information activities for the Services and regional Commanders-in-Chief 

Other generic organizations, such as maintenance and communications units, can provide 

support requirements that are not unique to the DoD Strategic Information Support 

Center. 

Joint and Service Information Warfare Organizations 

Currently, the Army, Navy, and Air Force all have an information warfare 

organization designed to provide information operations, information warfare, and 

command and control warfare support to the Service component commander and other 

Service organizations. These information organizations have similar capabilities- 

analysis of adversary signals, computer network defense functions, electronic warfare, 

and planning. Each organization's mission and capability are highlighted below. 

Joint Command and Control Warfare Center 

The Joint Command and Control Warfare Center, a subunified command of U.S. 

Atlantic Command (USACOM), provides information operations support to "unified 

commands, joint task forces, functional and service components, and subordinate combat 

commander .... (and to the) Office of the Secretary of Defense, the Joint Staff, the 

services, and other government agencies"29 The Center provides full spectrum 

information   operations   support   to   include   Commander-in-Chief   support   teams, 
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wargaming and simulations, Red Team, exercise support, vulnerability assessment, 

doctrine and joint tactics, techniques, and procedures, and maintenance of numerous 

databases. The support teams "provide a pool of expertise that the Commanders-in-Chief 

can call upon to help with planning, course of action development, (and) targeting 

options .... (They) also augment the special technical operations (STO) personnel found 

in the joint force headquarters for integration and deconfliction of compartmented and 

non-compartmented requirements "30 The Center also has several electronic warfare 

simulations that planners use to plan for and evaluate information operations. 

Land Information Warfare Activity 

The Land Information Warfare Activity (LIWA), a field operating agency of the 

Department of the Army under the command of the U.S. Army Intelligence and Security 

Command (INSCOM), provides information operations, information warfare, and 

command and control warfare support to land component and separate Army commands. 

It also conducts liaison with other Service and Joint information warfare centers to 

develop and sustain interoperability. 

Its mission is to "provide operational information warfare and command and 

control warfare support ... to facilitate the planning and execution of information 

operations."31 The Land Information Warfare Activity provides Field Support Teams 

(FST) to assist Army commanders plan for C2 attack, C2 protect, and battlefield 

deception. Subject matter experts from command and control warfare disciplines— 

psychological operations, deception, operations security, electronic warfare, and physical 

destruction—comprise the multi-discipline teams that have access to national-level 

intelligence databases.32 The Land Information Warfare Activity also operates the Army 
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Computer Emergency Response Team (ACERT) Central and the Army Reprogramming 

Analysis Team-Threat Analysis (ARAT-TA). 

The ACERT coordinates C2 protect actions and responds to intrusions. Regional 

Army CERTs located at Eighth U.S. Army in Korea, U.S. Army Pacific (USARPAC) in 

Hawaii, and a continental United States CERT at Fort Huachuca, Arizona comprise the 

ACERT Central. These regional CERTs are co-located with network operations centers 

(NOCs) that are responsible for operating and maintaining the communications 

architecture. Major Pat Scribner, Field Support Team Leader at LIWA uses a plumbing 

analogy to describe the relationship between the CERTs and NOCs: "The NOCs are like 

plumbers who lay and maintain the pipes. The signalers fix the pipes and are not 

concerned about the loss (of information). The CERTs look at loss of water and sewage 

(information) and where the pipes are broken"33 The ACERT Central operates in 

concert with the other Service Computer Emergency and Intrusion Response Teams. 

The ARAT-TA in support of commanders and combat/materiel developers, 

identifies and reports changes in worldwide signature information that may require the 

rapid reprogramming of Army target sensing systems.34 The ARAT-TA is co-located 

with the 68th Tactical Support Squadron at Eglin Air Force Base, Florida. The U.S. Air 

Force conducts the majority of signature analysis and reprogramming of all the Services. 

The Director, LIWA is also the Commander, Army Forces (ARFOR) of the newly 

created Joint Task Force-Computer Network Defense (JTF-CND) at Space Command 

(SPACECOM). Space Command is the joint proponent for computer network defense. 

It remains to be seen how this new charter will affect organizations currently tasked to 

conduct computer network defense functions. 
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As currently organized, the Land Information Warfare Activity has 281 personnel. 

It is pending an increase to 300 in fiscal year 2000: 125 military, 86 government 

employees, and approximately 89 government contractors. 

Fleet Information Warfare Center 

The Fleet Information Warfare Center (FIWC), a subordinate command of 

Atlantic Fleet (CINCLANTFLT), provides information operations, information warfare, 

and command and control warfare support to the U.S. Navy. Their primary focus is on 

computer network defense and electronic warfare. The FIWC provides fleet 

augmentation to the Carrier Battle Groups (CVBG) and Amphibious Ready Groups 

(ARG). Currently, only the CVBGs have an Information Operations Commander who 

works with the intelligence and operations staff for situation development, planning, and 

execution. The Commander has no operational assets, but may exercise tactical control 

of any forces assigned to conduct information operations, information warfare, or 

command and control warfare.35 

FIWC's computer network defense program is composed of three activities: 

vulnerability analysis and assistance, intrusion detection system monitoring, and Red 

Team. These C2 protect activities are designed to determine vulnerabilities, identify 

intrusions into information systems, raise awareness, and provide training. The Naval 

Computer Incident Response Team (NAVCIRT) is the Navy's central reporting point for 

all intrusion incidents; it also coordinates with the other Services' computer emergency 

response teams and other government agencies. 

The FIWC also maintains electronic warfare databases and conducts 

reprogramming of target sensing systems after identification of changes in signatures. 
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This is the same function performed by the LIWA's ARAT-TA and the Air Force's 68th 

Tactical Support Squadron. 

The U.S. Navy has radio broadcast equipment that deployed to Bosnia in support 

of Operation Joint Endeavor. These assets are available for tasking, but they have limited 

production and broadcast capabilities compared to Air National Guard and U.S. Army 

information operations assets, such as the EC-130E, Commando Solo, and the 

Transportable AM Transmitter-lOkw (TAMT-10).36 The Navy is considering contracting 

out for this capability for its ship and shore forces. 

Air Force Information Warfare Center 

The Air Force Information Warfare Center (AFIAVC) develops, maintains, and 

deploys information operations, information warfare, and command and control warfare 

capabilities to Air Force major commands. The 1,000 military and civilian personnel at 

AFIWC perform five functions: operations support, database maintenance, modeling and 

analysis, engineering analysis, and mission support. "It provides technical expertise for 

computer and communications security and is the Air Force's focal point for tactical 

deception and operations security training. The AFWIC also organizes, trains, equips 

and deploys teams; develops and maintains databases and applications; performs 

vulnerability analysis of (U.S.) electronic systems; and protects (U.S.) command and 

control against adversary attacks." 

The AFWIC also includes the Air Force Computer Emergency Response Teams 

(AFCERTs) that provide "real-time operational network intrusion detection and 

perimeter defense (and) .... coordinates the AFWIC s technical resources to assess, 
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analyze,    and   provide   countermeasures    for   computer    security    incidents    and 

vulnerabilities."38 

The Center also has several command and control warfare/information warfare 

models and simulations used by warfighters and the testing and acquisition communities. 

The models are generally used in the electronic warfare and communications security 

fields. 

Other Information-Type Organizations 

The Armed Forces have a multitude of organizations that plan for, conduct, 

analyze, and/or support information operations. The units described below are the major 

units involved in information activities. 

Deception and Operations Security 

The Service information warfare organizations provide deception planning 

support to Service Component and separate Service commands, whereas the Joint 

Command and Control Warfare Center (JC2WC) provides deception planning support to 

joint forces. However, there are several special planning staffs and units with deception 

planning expertise that could support information activities conducted by the Department 

of Defense.39 

Electronic Warfare 

Each of the Service information warfare organizations and the Joint Command 

and Control Warfare Center have electronic warfare capabilities.   These organizations 

coordinate with tactical and operational units that conduct electronic warfare to deconflict 

operations and synchronize the Joint Restricted Frequency List. 
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Psychological Operations 

All military psychological operations capabilities are in the U.S. Army save the 

EC-130E Commando Solo, an airborne dissemination platform, located in the Air 

National Guard. Approximately eighty percent of psychological operations units are in 

the Reserve Component; the 2d and 7th Psychological Operations Groups comprise the 

Reserve Component structure. The 4th Psychological Operations Group (Airborne) 

located at Fort Bragg, NC is the only Active Component psychological operations unit. 

As such, this unit is a strategic asset which supports U.S. national objectives worldwide 

and is the military's only information operations asset dedicated to psychological 

operations. Although the majority of operations conducted by the Group fall within the 

tactical to operational levels, the impact of their operations are often felt at the strategic 

and national levels. During Operation Uphold Democracy in Haiti, the Central 

Intelligence Agency airdropped thousands of transistor radios five days prior to the 

intervention so Haitians could listen to broadcasts conducted by Commando Solo. 

Here, a national information asset, the Central Intelligence Agency, and a military 

information asset, the 4th Psychological Operations Group, worked closely to conduct 

successful operations. Perhaps the emerging integration of psychological operations' 

military assets and other informational assets at the national level will cause a relook into 

the creation of a Joint Psychological Operations Center discussed in the Secretary of 

Defense approved 1985 Psychological Operations Master Plan. 

Information Operations 

The Air Force's 690th Information Operations Squadron operates an Information 

Operations Center that integrates and conducts information operations.    The Center 
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provides worldwide situation awareness by coordinating with national and theater 

intelligence centers, providing "Operations Reachback" services to deployed forces, and 

develops information warfare indications and warning for the Department of Defense. 

Their "CYBERWATCH" program maintains databases of foreign information warfare 

incidents based on the Defense Intelligence Agency's warning indicators, identifies 

foreign doctrine, capabilities, and intentions in the area of information warfare, and 

correlates the Defense Information Systems Agency (DISA) and Service CERTs data42 

Combat Camera and Visual Information Support 

Each Service has its own combat camera (COMCAM) unit and there is a Joint 

Combat Camera Center (JCCC) that is "the central reception center for all Department of 

Defense combat camera still and video imagery."43 Joint and Service combat camera 

units deploy visual information teams to collect and document Department of Defense 

operations and exercises, provide support to public affairs and information operations, 

assist in the development of situational awareness, and conduct surveillance and 

reconnaissance and battle damage assessment. The Joint and Service combat camera 

units, composed of both Active and Reserve Component servicemembers, have a variety 

of still and video capabilities. 

Under Department of Defense Directive 5040.4, Joint Combat Camera Program, 

the Service combat camera units forward all still and video imagery to the Joint Combat 

Camera Center. The Center then catalogs and archives the material for approximately 

one year. It then transfers the footage to the Defense Visual Information Center (DVIC), 

the Department of Defense's central repository for images, where it is stored and 

safeguarded for approximately ten years at March Air Reserve Base, California.   The 
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Center is currently preparing to put its archived collection on the Internet; the products 

will be available to all Department of Defense customers for use in visual information 

products. For example, public affairs officials use the footage collected by the combat 

camera team currently deployed to operations in Bosnia in national level briefings. 

Similarly, the psychological operations community uses footage obtained by the combat 

camera units in psychological operations products. Although the Joint Combat Camera 

Center falls under the Office of the Assistant Secretary of Defense for Public Affairs 

(OASD-PA), organizations outside the purview of the public affairs community use its 

products. 

Linguists 

The 300th Military Intelligence Brigade, Utah Army National Guard, provides 

linguist support to the Intelligence and Security Command (INSCOM), Department of the 

Army, theater Commanders-in-Chief, and the Department of Defense. They can provide 

intelligence production support, translation, and interpretation support in over thirty 

languages. Five-soldier teams comprised of officers, warrant officers, and enlisted 

soldiers with a variety of language-based intelligence military occupational specialties 

(MOSs) are capable of worldwide deployment. The Brigade has a Special 

Compartmented Information Facility (SCIF) that has a variety of communications means 

over which to transfer intelligence products or provide language support. 

Although there are several small detachments in the Army Reserve with language 

skills, the 300th Military Intelligence Brigade is the only language unit with significant 

collection, analysis, production, and dissemination capabilities. 
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IV: CONCLUSIONS and RECOMMENDATIONS 

Nothing is more dangerous in wartime than to live in the temperamental atmosphere of a 
Gallup Poll, always feeling one's pulse and taking one's temperature. 

Winston Churchill 

Of the five elements of national power—diplomatic/political, economic, 

social/cultural, military, and informational—the informational element of power is the 

only element without an articulated strategy. The United States has a national military 

strategy, a foreign policy articulated by Department of State representatives and 

documents, and economic policies promulgated by the Council of Economic Advisors. 

The informational element, however, exists across all elements of power and has no one 

organization as its proponent. The United States Information Agency (USIA) provides 

information about U.S. foreign policy, institutions, and way of life to foreign audiences, 

but it does not have authority over other government organizations that conduct 

information activities. The same holds true for the military. Currently no one military 

organization has the charter to oversee military information activities. 

Military Information Activities: Proponents, Policy, & Doctrine 

Space Command (USSPACECOM) has responsibility for the newly formed Joint 

Task Force-Computer Network Defense. Special Operations Command (USSOCOM) 

has responsibility for psychological operations. Three different Assistant Secretaries of 

Defense (ASD) are proponents for different military information activities: psychological 

operations under ASD-Special Operations and Low Intensity Conflict (ASD-SOLIC), 

public affairs under ASD-Public Affairs (ASD-PA), and information operations under 

ASD-Command, Control, Communications, and Intelligence (ASD-C3I). Similarly, 

there is at least one Department of Defense Directive (DoDD) for each information 
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activity.45 Unfortunately, none of these Directives is tied into a coherent policy or 

strategy. The Department of Defense should promulgate an overarching Directive that 

addresses military strategic and operational information activities. From this document, 

Chairman of the Joint Chiefs of Staff Instructions (CJCSI) and doctrinal manuals could 

articulate military policy and doctrine. 

Organizational Structure 

Figure 3 depicts a recommended Department of Defense organization, the DoD 

Strategic Information Support Center (DoD-SISC pronounced DEE-SIK), for planning 

and conducting military strategic and operational information activities. This new center 

leverages technology, streamlines bureaucracies, eliminates mission redundancies, and 

seeks to integrate the efforts of various Department of Defense organizations. This new 

organization would not require any addition to the current force structure. It may, 

however, facilitate cuts in organizational staffing requirements due to the synergy gained 

by complementing capabilities. 

Mission and Functions 

The Department of Defense Strategic Information Support Center would provide 

an integrated strategic information support function. It would coordinate, integrate, 

deconflict, and synchronize the operations of DoD organizations which conduct strategic 

and operational level information activities. Several current organizations would provide 

a few manpower billets to establish this integrated center. For example, the U.S. Army 

Civil Affairs and Psychological Operations Command (USACAPOC) headquartered at 

Fort Bragg, NC would provide the one-star deputy commander billet; the Active 

Component, such as U.S. Atlantic Command (USACOM) or U.S. Special Operations 
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Command (USSOCOM), would provide the two-star commander billet. This two-star 

billet would rotate among the Services that provide organizations to the DoD Strategic 

Information Support Center. Eventually there would be a formal Joint Manning 

Document based on the requirements set forth in Joint Vision 20JO. 
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Figure 3. Recommend Organizational Structure 

Headquarters Section 

Creating a sub-unified command under Atlantic Command (USACOM) is a 

logical choice for a number of reasons. First, USACOM is the joint force provider and 

integrator, and joint doctrine proponent. Second, it has a staff that routinely conducts 

coordination with the interagency. Third, it is physically the closest Commander-in- 

Chief to Washington, DC which facilitates face-to-face interagency coordination.46 

Fourth, it currently has several joint commands, two of which are the Joint Command and 

Control Warfare Center and the Joint Warfighting Analysis Center. 

As the joint force integrator, USACOM synergistically blends "technology, 

systems, and doctrine from the different military departments.    This integration will 
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improve interoperability, and enhance joint force capabilities."4 Upon approval of the 

Presidential Decision Directive on International Public Information (PDD-IPI), a 

document "intended to coordinate the U.S. government's numerous public relations 

offices ... to counter future barrages of hate propaganda anywhere in the world" will 

create two new posts at the State Department—an Undersecretary of State for Public 

Diplomacy and a Senior Coordinator for International Public Information.48 The DoD 

Strategic Information Support Center would be a U.S. military link into the interagency 

process in accordance with the Presidential Decision Directive on International Public 

Information.49 
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Figure 4. DoD-SISC Headquarters 

The   Defense   Information   Support   Activity   (DISA)   would   provide   all 

communications support to the headquarters.   This two-star headquarters would have 

operational control of all assigned units.   Figure 4 depicts the headquarters and staff of 

the DoD-SISC.   The staff would be lean and leverage current organizations to provide 
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support. For example, the J2, intelligence, section would leverage existing capabilities 

currently available at the Defense Intelligence Agency and subordinate units' intelligence 

and information collection capability, such as those found in the Joint Information 

Operations Support Center (formerly the JC2WC) and combat camera units. The J4, 

logistics, section would coordinate logistics for the joint commander. Logistics is a 

Service responsibility so the DoD-SISC would coordinate with the Services to ensure his 

commander's needs were considered. The J6, command, control, communications, and 

computers (C4), section would maintain the C4 architecture for the Center in coordination 

with the Defense Information Support Activity. 

Joint Task Force-Information Operations 

At the direction of the Secretary of Defense, the DoD-SISC could establish a Joint 

Task Force for Information Operations (JTF-IO) responsible for military information 

activities for an operation. This joint task force would be comprised of subordinate units 

to meet the needs of the supported Commander-in-Chief For example, U.S. European 

Command (USEUCOM) would receive a JTF-IO comprised of elements from the Joint 

Psychological Operations Command, Computer Network Defense Activity, Joint 

Information Operations Support Center, and Service Information Operations 

organizations. This JTF would provide information operations support to the supported 

Commander-in-Chief and subordinate component commanders. It would have a reach- 

back capability to the DoD-SISC's Multi-media Support Center, Strategic Studies and 

Counter-Propaganda Center, and the Joint Warfighting Analysis Center. Pooling 

requirements for expensive satellite time and buying blocks of time well into the future 

will save the U.S. government significant sums of money. 
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Joint Psychological Operations Center 

The Joint Psychological Operations Center, a one-star psychological operations 

command, also to be located at Fort Belvior, Virginia would conduct tactical, operational, 

and strategic psychological operations.50 Current psychological operations forces would 

be reconfigured to make best use of this asset. Some production members from the print 

and audio/visual units would move to the DoD Multi-media Support Center. 

Strategic Studies, Counter-Deception, Special Plans and Operations Security 

Some civilian members of the 4th Psychological Operations Group's Strategic 

Studies Detachment would create the DoD Strategic Studies and Counter-Propaganda 

Center with members from the Defense Intelligence Agency's Human Factors Analysis 

Center and the Detection of Foreign Deception office. 

Members, staffs, and organizations of the Armed Forces with deception planning 

expertise would comprise the Joint Special Plans and Operations Security Office. 

Multi-Media Support and Combat Camera Center 

Production resources and dissemination assets from the 4 Psychological 

Operations Group, Joint and Service combat camera units, and the Armed Forces Radio 

and Television Service (AFRTS) would compose the Multi-Media Support and Combat 

Camera Center. Some of the capabilities of these organizations are duplicative, such as 

television and radio production and dissemination capabilities. The Center could pool 

equipment, modernize equipment, and leverage the technical expertise currently 

dispersed among numerous disjointed organizations. 

The Center would have world-class radio and television production and 

dissemination facilities that would rival Cable News Network's capabilities.  The Center 
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would perform the archival functions currently performed by the Joint Combat Camera 

Center and the Defense Visual Information Center. The archived footage would be 

shared by all information activities. Both public affairs and psychological operations 

units could still maintain autonomy while executing operations, however, they could 

share expensive, highly technical production assets. 

DoD Computer Support Activity 

The Computer Support Activity would incorporate all Department of Defense 

organizations currently performing or possessing the capability to conduct computer 

network attack, computer network defend, and computer emergency response team 

operations. Currently, the Joint community and the Services each have their own 

computer network defend and computer emergency response team organizations. 

Additionally, there are regional Service computer emergency response teams performing 

those same functions. By combining these organizations, their expertise could be 

leveraged to the benefit of the Armed Forces. The Services would still receive support, 

however, the administrative overhead required to man, maintain, and sustain an 

organization could be streamlined.52 

Modeling and Simulation 

The Joint Warfighting Analysis Center (JWAC), a subordinate unit of U.S. 

Atlantic Command, would provide modeling and simulation support to the DoD Strategic 

Information Support Center. It would be the Armed Forces central modeling and 

simulations organization for information operations. It would receive personnel and 

equipment involved in modeling and simulations from the Joint and Service information 

operations organizations.   The Center would harness the technical expertise currently 
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scattered among several organizations that perform similar modeling and simulations 

functions. The synergistic benefits gained by grouping these experts under one 

organization far outweighs any costs associated with moving equipment and personnel. 

In most cases, the people and equipment would remain in their current location, however, 

they would respond to one organization with the responsibility to perform modeling and 

simulations functions. 

Joint and Service Information Operations Centers 

Aside from moving some personnel out of the joint and Service information 

operations centers to other organizations within the DoD Strategic Information Support 

Center, they would remain the same. In some cases, the Commanders-in-Chief and 

Service Components would receive the support previously provided by the joint and 

Service information operations centers, but from a different organization. For example, 

the Services would receive computer network defense support from the Computer 

Support Activity instead of their individual Computer Emergency Response Teams. 

Similarly, the Joint Warfighting Analysis Center would provide modeling and simulation 

support instead of each Service information operations center. 

Evaluation 

This monograph uses several evaluation criteria to evaluate how a DoD Strategic 

Information Support Center can meet the needs of the Armed Forces in the 21st Century. 

These criteria are integration, speed, flexibility, and synergy. Joint/Interagency 

integration is defined as an organization in which elements of more than one Service 

participates and conducts liaison with other organizations of the U.S. Government. 

Speed is defined as less 'startup' time between deployment and employment than the 
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current organizational structure allows. Organizational flexibility is defined as the 

ability to offer numerous and multi-functional force packages to meet the informational 

needs of the supported commander. Synergy is defined as achieving greater results than 

the sum benefits or at less cost than those benefits or costs of the composite 

organizations. 

As stated previously, there is no one military organization responsible for 

information activities. Additionally, there is no single staff to which the U.S. 

Government Interagency can turn to receive information on policy, doctrine, or current 

military operations as related to information activities. Three Assistant Secretaries of 

Defense and two Commanders-in-Chief have responsibility for the disparate military 

information activities. The DoD Strategic Information Support Center would provide one 

organization to which the Interagency could coordinate, integrate, deconflict, and 

synchronize U.S. Government strategic information activities with military information 

activities. 

This lack of unity at the highest level impedes the speed at which Commanders- 

in-Chief and component commanders receive support from military organizations 

involved in the planning, conduct, or assessment of information activities. Additionally, 

there is much confusion within the military as to the relationship among these various 

organizations. For example, during operations in Bosnia, a Division commander tasked 

the Land Information Warfare Activity to develop and disseminate psychological 

operations products. The Activity has neither the charter nor the expertise to accomplish 

that mission. As desktop publishing and access to national level intelligence becomes 

more readily available,  a danger exists that untrained individuals will attempt to 
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accomplish a mission for which they are untrained. Similarly, the current archaic 

approval process used for psychological operations is a prime example of the timeliness 

problem. During Operation Desert Shield/Storm, the approval process took over four 

months. The Armed Forces must be capable of rapidly responding to the information 

needs of its commanders. An organization such as the DoD Strategic Information 

Support Center would rapidly tailor support to meet the needs of warfighting 

commanders. 

The supported commander would state his requirements in the form of missions 

and the DoD Strategic Information Support Center would tailor packages to meet those 

requirements. For example, it would build a Joint Task Force for Information Operations 

(JTF-IO) composed of personnel from its subordinate organizations to meet the needs of 

the supported commander. The Commander, JTF-IO would be responsible for 

coordinating, integrating, deconflicting, and synchronizing the operations of the JTF in 

accordance with both the Theater Information Strategy and U.S. Government strategic 

information activities. 

Currently there is a dearth of experience in the art and science of persuasive 

communications, computer network defense operations, and technical analysis resident in 

the U.S. military. It must harness the expertise it has within several disparate 

organizations to achieve synergy. The Joint Special Operations Command, a subordinate 

command of U.S. Special Operations Command, sets the precedent for this type of 

organization. One in which highly-specialized experts are resident in one organization 

and are available to Commanders-in-Chief within a short time frame. 
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Conclusions 

In an environment of shrinking budgets, increased operational tempo, and 

continued downsizing, the U.S. Armed Forces must change the way it is organized, 

trained, and equipped to meet the needs of the 21st Century and Joint Vision 2010. 

Recent history demonstrates that the side with the ability to rapidly present its policy, 

strategy, and position to a variety of audiences in a coherent manner achieves an 

information advantage. The U.S. Government recognizes this fact and is taking steps to 

"leverage information to prevent or mitigate foreign crises and to promote policies in the 

global information environment."53 The military must also adapt to this changing global 

information environment. A single organization, such as the DoD Strategic Information 

Support Center, from which military information activities can be coordinated, 

integrated, deconflicted, and synchronized is a step in the right direction. 
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