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ABSTRACT

to Ie this itudv, Operational conctrs are defind fr em•r•ancy operations

at local, state, and federal levels of civil defense. Types of actions

to be taken by operations centers and the information for decisions about

these actions are identified.

At the local level, an organization for emergency operations is

assumed, and required types of messages ana PresLore" data are determined.

Probable message lengths are determined frcrimoral mespAoPA, "id the

frequency of messages are estimated for various environmental conditions

(such as after some blast or fire damage and prior to the arrival of

fallout), A staff organization and procedures for decision making are

described, and responsibilities for information processing, storage,
and display within staff sections are given. Requirements for shelter-
operations center comnunications in the assumed organization are deter-

mined, and the effect of additional factozs on communication requirements

for specific civil defense organizations are shown.

Types and estimates of the volumes of messages to be provided to

state and regional emergency headquarters, and staff responsibilities

for information processing at these headquarters are also given.

Major recommendations of the study ere (1) that the message formats

and reporting procedures developed in the study be made part of the

Federal Civil Defense Guide; (2) that the methods for information system

analysis described in the report be used in the development of prototype

77- emergency information systems for specific local and atate organizations;

and (3) that the civil defense emergency information system at the national

level be considered and designed as part of the overall national emergency

information system.

S. . .A•• • .. . ... : l ...... . : .. ... • ... . ...
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e y0r th. h been a civil derense program -).n
th.n Unitcd States, the objective of which has been to minimize the
`fzcts of a rnuclear attsck or other major civil disaster. Under this

prcr'-'o, •['.•tera hsave been identified, marked, and ctocked; warning
,..-'-elCnped; rsadiation monitoring iretru'ne.nts procured end

.. - p c'•nn&.! trin-d for ,;ariccis civil deifense responsibilities;
g ...,nncy operations centers established in so,= locations; coammnications

and other types of equipnent provided; and research conducted.

However, no systerm has been formulated for collecting, processing,
and disseminating information that will increase the probability that

2___ c , : .. ustc e: -"-!PK -ct i r n . . I c .E L
or other civil di.-.ster, seems irninent or occurs. it has been the pu-
poz: of L ]. Ztudy to heamp for-late what this information system shold
be.

:n Thaeo cf tU, stud•y,- the general procedures for defining an
" -,ia...n yccn ' i .entified, information requirements to be met

vthe iv. Defense .argnc,, Infor-mation System (CDEIS) were qualitatively
..... . ... . . ts for exchange of information during an

t ... ,.'ph ,or Of t..e 5tudy, the objcct~vn was to define
--. ci -. typ~es of informat-on required at local, state, and

f -!ve o• o--.'n.,• operntions, and to define cn Information
-oration, The system was to be defined in

tc rv~-c a•

., .. Ic, and voluae of messages;

of in an operations center, and records anl

displays needed,

11, SUlWRY

it .. I..1-ed tbhst the basic reason for the informetion system,
le ti sunppiy infor-mation required for the condu~ct of emnergen~cy

~ 'i~on. Cns oen~1  it waa necessary to begin wit"' a concept of
t -'" . -o .bz condu,:ted in an emergency azi the nctivns rpqe.iri,.

onon£•ez• at locai state, and fed'rsl leve';s o0 civi! defe-aso 'Act".,,.'
W-,•re cosnide-rez to inelude not only the coordination of Gr-a,•,tionIl
activilieq but the provision of advice and information that w-tld be of
uce in decEntralized or individual decisions.

R- . .. Brooks, G. H. Otto, D. H. Fishban. --ad J., E. I'alkeic, Jr.,
%za- i of a Civil Defn~s Inf ormaion _ .7semo Phase 1. Final •,po

R-c..-124. Durham, North Carolina, Research Triangle Institute,
•-•" •-' -9,154.



Sth. local level, actions to be take'a at the e~ergenc-7 operaticns
center (EOC) would depend, of course, on tiz specific capabilities of

-o-,ture ccondt..on t te populition. Less obviously, actions to bc
tk~n ;:'culd nd on the nature of the E0C staff and its capabilities

for decision makinag.

Kence, in order to determine the actions for which informaticn t,,ould
be needed, it was necessary to make at least som general assum-ptions
about the operational forces (such as the police); the posture of the
population (for example, that the na2jority would be in shelters having
organization and cominication to the EOC); and the makeup and
decision-msking procedures of the BCC staff.

With these assumptions, it was possible to identify a considerable
number of actions for which information would be needed. These actions
could be groured into three Seneral categories:

(1) Those dealing with immediate threats to the population;

:2) Those dealing with indfrect threats to the population;

(3) Those dealing with the maintenance of control, coErunications,
and transportation routes.

Basic types of informition needed for making decisions about thre•e
types of actions were then identified. Sorm of this information coujld
b• prestod at the ECO prior to an emergency. Other information would

h ýD !.• t7n... Ln t... d to the EOC by messages. ?robable sources of tCse
•-:-,a ý7 . c -r . dentifted from among the asaurd ele~nts (shelters,

Srequi:ement were then allocated to vorious types of
basic nrsageS (e.g., unscheduled situation reports) to be submitted by

rn- . ... such as requests from a shelter manager or !nstruc-
i •." '-he KC to en operating element, were considered to be I"ipc!ia'l

.of messages bstween two locations was easti'mted (in
the basie i h of sazTple n sages of various types and estirmtes
of t.ia ý-•-•ueucy with which such =ssages would be transmitted. Peek
loadz of messages between shelters and other elements of the atsured
organization an. the EOC were estimated for certain conditions (such as
o......ent to shelter).

In att-npting to identify the volume of ievsages to be transmitted,
it buzaru apyarent th•at the availability of the Eergeta7y Broadcaz• Sy atet
Mz~J) ~wold ) en I porta•,t factor. itsa a ilsollity coM-d reds cc the

rw':-1ber o1 messages to z!km.L-nts from the FOC, and by usintg it to identify
ypes of irlformation needed or not needed, the ECC staff could iniluence

the volume oý- inacomig mTasea V.



1.7 ~'~' ~ ~ .. : ?-an, ch v~e; uz-d 'n d ~.w:3tOl
* EC. Is$ agn~.ona EC-,a, and a Thcr

-1-13 `. .n 2`, 7~,:tfir c2ý local ECC's were lentifie -d,

n ~ ~ c eto -ýor inforrt~itn pv~ccc,,3n1g7 and 2iOagc-

~:-~ l hrel, thr, actci .s to be tnken i'- civil de'-ns,
c re less~ concer-ned !with s-pecific ard irinedi-e-e conditi-oz

i;h:nn t ½7cal =16 State levelz. It ý,'as assumedc, howo,
i,-:n ae '-CgiOrS Can a-tSiSt in ~'tgciVil defenOSC OLjct~e x: :~2n

:-on;,itions and in advising stati3, and. by participating with feder~al
;i-ercie s in coordinwAting federal and state activities. Information re-

~ for re~ional ben-l~arters were defined and types of unscheduled
reorts -o be ocit- by state, hesd mjrt-ersla .er identified.

Ih- zoncept ,),L op'erations and t~he procedures for defining the systemr
are discussed in detail i-n Chapter 2.

A siystematic analysis is provjded of the types of informnation~ that

4:~.~j':lilkely to be needed by civil defenae organizations in a ~dsra
* typ os rnid est i La tes voloz1e w o

t YU1nc~ to 'be transm~itted to 170!' a at th,: local lcva l and
'a a~d rergionnl emergency headquiarters (ERl's) in order to provAide

inlo-=tlon. it also specifies the data to bo prestored.

;ýoz L]ý-cribes otherý types of messages that can -be expecetd to
CC-177. :nicntion requirements , and the estimated loads of all s~gzc

~ s~nesr;,cifie: elements of the civil defense organization unndc~r
~ critin~.The relative me-rits of teletype and telephone cmoýeo

Pr~~in -zozed1Aren and st-aff resoanonibilities aren Su~gvera,-A
pin'.- f the requi~red information from incomning masaes

'"1data.

NY.Pvaýense E-mngency Inform-ation System shou.ld bs dsfigaed
* -~ to rcwtde! an information bas~e 'ar decislaon that uiat be

ZO i~ecii defansa objectives. Reporting requ~Jreniants s
~.....r~-aceor- any emeargency, and com~znicationr ic~ln

-77.ireee th,ý 7-ig-inn--ng of an r~gency, in order to lr~surt that
t~r~~r~info~cma-ion base can be d6eveloped at. the E~mergenncy opara-

-o,7ici~ co-nt'erz and eme~rgency headquarte-ra wi..hin.1the civil. defen~e

2ý 7>a ýJvr of radndo or special measages, -and tha --. fic-iency of
cc: n!ý- cei14i.cc,-.s,-.-.-l vi1l be -Influenced by tlie efZficlency vwith which this



W i- a p e c t o .. .. .. . .. . a r p 7 c i f - z F

S ....... •a ;•m :em byd• Z.,o~rcaphic ;aspects of th,, Ie ire

V1.7O tb t ,ý ZI ' w

GC~ivil Defens •g.nc.... -- ..-.o o

fc: f~'""Ilt J.1 c~11'1.nct_ and satff -cocedu~res.
6. The requirement3 for inforvmtion at the national level of the
ci~vil defense organization -re Influenced by the rcspcnmibilities of
all gove-nment depart-nents and agenc!.s for emergency operations.

c .. t......i.e Energency lnrformation System t,'" be
designed as part of a nationil emergeticy information System.

7, t t ,, -.7, conpies0 of telephone mms,, is rn - .. ,fc .... nt
u1 cif c- ,Icrt=e1-1.:- , A cc2,rhensivve study i' naccsary C' Cr•ise-

iz, a cwt on fle 1 wi, thin enrergo'cy c-

: Ct!X.. "r-tc 'c cf the ...gencv Broedcaat Sslez,, 'as
•.... - ene upc- the inforA ti4n -ystem , rr'•t3 Ther-

y .... C" ...... ... ...

pl.a .n . . this oy. ,eai Mest b,? C0a3.s t, h .....tb ....
'i' .,n ZEmrgsncy i eormation System.

9. The - e of Nudet reports as a method for deriving informnticn abcut
the t";" . f pcstattack population and rescurces is cf rof tion~ble
vaT.ue,� ; -:i's rr•ohnbabe c'ffectiveness should be systermnticA.ly ,

-~-..... :~.zs Ir'I- frunrd 'in Chpe 7.

i. The e: cledres advanced in this report should be Used under the
of, OCD to develop a prototype information syztem for existing

&il defense organizaticns in onre or more local areas. The perfcrmance
o5 thir system chould then be evaluated in well-planned emerci'es in

.o... .- define th- zethodology before it is r cec•7:d for

T. f zh. tc , e•.r. 's ... defined ond cvnated at,
'cva, vi"Tio of'b tf no~inProceeving ",rd decislon-1

-,-Is containted in this report should be evluot ýeo eit. r
7 arnnlytical imthods or exerciacs.

SSpeeifl formts fo-: nnscheduled shelter situation reporte and fcý.ms
.. • .... . ... c.,o at FOC, should be developed and incorporated



k-&,cj .u 1ccal- civil cxsfrrnc planning so that prior to

hon oucht ''-aniity can 5a pr:ovizd by the EFS in cupport of their

5. The :n• of centetrs within areas or districts of large states as
tnformntion co11ections points should be studied.

5. The MiceO:i of Civil Defe•iz• shculd recccmend a study of the require-
zents for iaformation at the :tergency hesdquarter: of oil f:coral depart-
... t. anj n.ennien in keepiug with their rasigned anoiils a
firnt step in determnining how federal staffs and comunications ray be
most efficiently used in a netional emergency.

7. A study 3hould be conducted to estimste the timeliness and accuracy
achievable by a ccm~uter-bnaed ditnge assessment system and the timeliness
of accuracy obtainable by las: oophisttcated systeri.

40



Chapter 1

•- ..... .. . ..... ... ..... .. I tr, oductio , a.nd S u r-- -.

... FPRPOSE OF Am STUVD

SFor a number of years, there has been a civil defense program in

the United States, the objective of which has been to minlmize the

effects of a nuclear attack or other major civil disaster. Under this

program, shelters have been identified, marked, and stocked; warning

systems developed; radiation monitoring instrumnats procured and
Sde p l o ye d ; p e r s o n n e l t r a i n e d fo r v a r i ou s c i v i l d e fe n s e r e sp o n s i b i l i t ie s ;

emergency operatina canters established in some location&.- comme•dations

and other types of equipment provided; and research conducted.

However, no system has been formulated for collecting, processing,

and disseminating information that will increase the probability that

these elements of civil defense are used effectively if a nuclear attack,

or other civil disaster, seems imminent or occurs. It has been the pur-
pose of this study to help formulate what this information system should

be

In Phase I of this study,- the general procedures for defining an

information system were identified, information requirements to be met
by the Civil Defense Emergency Information System (CDRIS) were qualitatively

se"ated, and existing concepts for exchange of information during an

emergency were analyzed.

In this, the second phase of the study, the objective was to define

more specifically the types of information required at local, state, and
federal levels of emergency operations, and to define an information

system to provide this information. The system was to be defined in

terms of.

(1) Types, flog and volume of messages;

(2) Flow ',f information in an operations center3 iord records and

displays needed.

E. R. Brooks, G. H. Otto, D. H. Fishman, and J. E. Walker, Jr.
Analysis of a Civil Defense Information System, Phase I, Final
Report, R-OU-134. Durham, North Carolina, Research Triangle
Institute, December 1964.
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11. SIVOIAIY

A. Aprcach

ti i ffi i creason lor teFjor u onSseS,,would he to supply information required for the conduct of emergency
operations. Consequently, it was necessary to begin with a concept of

the operations to be conducted in an emergency and the actions requiring

decisions at local, state, and federal levels of civil defense. "Actions"

were considered to include not only the coordination of organizational

activities, but the provision of advice and information that would be of

use in decentralized or individual decisions.

At the local level actions to be taken at the emergency operations

center (KOC) would depend, of course, on the specific capabilities of

operational organizations (such as the police force) and on the defensive

postaZre or ccodition of the populatiou. "aas obviously, accions to be
taken would depend on the nature of the ROC staff and its capabilities

for decision making.

Hence, in order to determine the actions for which information
S~would be needed, it was necessary to make at least some generatl assump-

tions about the operational forces (such as the police); the posture

of the population (for example, that the majority would be in shelters

having organization and commnication to the EOC); and the makeup and

decision-makng procedures of the EOC staff.

With these assumptions, it was possible to identify a considerable

number of actions for which informat:ýon would be needed. These actions

could be grouped into three general categories:

(1) Thoe dealing with immediate threats to the population;

(2) Those dealing with indirect threats to the population;

(3) Those dealing with the maintenance of control, communication,

and transportation routes.

Basic types of information needed for making decisions about these

types of actions were then identified. Some of this informatibn could

be prestored at the EOC prior to an emergency. Other information would

have to be transmitted to the NOC by messages. Probable sources of these

messages were identified from among the assumed elements (shelters,

police, institutions, etc.).

Information requirements were then allocated to various types of

1-2

I .



t

basic messages (e.g., unscheduled situation reports) to be Submittod by

these elements.

Other messages, such as requests from a shelter manager or instruc-

tions from the EOC to an operating element, were considered to be "special"

messages. The volume of messages between two locations was estimated on

the basis of lengths of sample messages of various types and estimates

of the frequency with which such messages would be transmitted. Peak

loads of messages between shelters end other elements of the assumed

organization and the EOC were estimated for ce,'tain conditions (such as

movement to shelter).

In attempting to identify the volume of messages to be transmitted,

it became apparent thai. the availability of the Liergency Broadcast system

(EBS) would be an important factor. Its availability could reduce the

number of messages to elements from the EOC, and by using it to identify

types of information needed or not needed, the EOC staff could influence

the volume of incoming messages.

At the state level, a similar approach was used in determining the
] ~information to be provided from local EO}C's, state agencies, and other

sources. Types of messages and the formats for summary status reports

for providing this information from local EOC's were identified. The

responsibilities of staff sections for information processing and storage

were also defined.

At the federal level, the actions to be taken in a civil defense

emergency are less concerned with specific and immediate conditions

than at local and state levels. It was assumed, however, that civil
defense regions can assist in meeting civil defense objectives by estimating

conditions and in advising states, and by participating with federal

agencies in coordinating federal and state activities. Information re-

quirements for regional headquarters were defined and types of unscheduled

reports to be sent by state headquarters were identified.

The concept of operations and the procedures for defining the system
are discussed in detail in Chapter 2.

-
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A systematic analysis is provided of the types of infor-ation that

bare most likely to be needed by civil detense organizations in a widespread

disaster. The report specifies types and estimates volumes of "basic"

messages that will need to be transmitted to EOC's at the local level and

to state and regional emergency headquarters (EH's) in order to provide

this information. It also specifies the data to be prescored.

The report describes other types of messages that can be expected to

impose comunication requirements, and the estimated loads of all messages

between some specific elements of the civil defense organization under

Sgiven conditions. The relative merits of teletype and telephone modes

of transmission are compar-d.

In addition, procedures and staff responsibilities are suggested

for the development of the required information from incoming messages

and prestored data.

1. The Civil Defense Emergency Information System should be designed

primarily to proflde an information base for decisions that must be

made to achieve civil defentr_ objectives. Reporting requirements must

be specified in advance of any emergency, and communications discipline

exercised from the beginning of an emergency, in order to insure that

the required information base can be developed at the emergency opera-

tions centers and emergency headquarters within the civil defense

organization.

2. The volume of random or special messages, and the efficiency of

cowunications, will be influenced by the efficiency with which this

information base is established.

3. Peak loads of message traffic at the local and state level will

probably occur during the relatively short period in which shelters

are being occup4..,d,

4. Requirements for communications must be determined on the basis

of the .rganizational and geographic aspects within a specific area.

The place of shelter complex headquarters and headquarters for areas

within a state are also determined by geographic aspects of the area.

1-4I
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5. In view of the uncertainty of the effects of a nuclear war, the

Civil Defense Emergency Information System must be designed to provide

Sfor flexibility in co nicaciona and staff procedures.
S6. The requirements for information at the national level of the

civil defense organization are influenced by the responsibilities of

all government departments and agencies for emergency operations.

Therefore, the Civil Defense Emergency Information System must be
designed as part of a national emergency information system.

7. Preparation of written copies of telephone messages,is an inefficient

use of communications. A comprehensive study is necessary of decision-

making procedures and information flow within emergency operations

centers or emergency headquarters.

8. The availability and use of the Emergency Broadcast System has

an important influence upon the information system requirements. There-

fore, plans for this system must be consistent with the plans for the

Civil Defense Emergency Information System.

9. The use of Nudet reports as a method for deriving information about

"the status of postattack population and resources is of questionable

value, and its probable effectiveness should be systematically determined.

Expanded conclusions are found in Chapter 7.

D.

1. The procedures advanced in this report should be used under the

direction of OCD to develop a prototype information system for existing
civil defense organizations in one or more local areas. The performance

of this system should then be evaluated in well-planned exercises in

order to better define the methodology before it is recommended for
use by civil defense planners at state and local levels.

2. If the total system is not defined and evaluated as recommended
above, variations of the staff information processing and decision-

making procedures contained in this report should be evaluated either

by analytical methods or exercises.

3. Specific formats for unscheduled shelter situation reports and forms

for recording information at EOC's should be developed and incorporated

in the Federal Civil Defense Guide.
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4. Specific procedures for the use of the Emergency Broadcast System

should be developed in local civil defense planning so "ht prior to1

an emergency, local civil defense organizations will know approximately

how much capability can be provided by the EBS in support of their
L-- operations.

5. The use of centers within areas or districts of large states as

information collection points should be studied.

6. The Office of Civil Defense should recoenad a study of the require-

mtments for information at the emergency headquarters of all federal depart-
ments and agencies in keeping with their assigned reaponsibillties asaM-

first step in determining how federal staffs and communications oay be

most efficiently used in a national eraergency.

7. A study should be conducted to estimate the timeliness and accuracy

achievable by a computer-based damage asoessment system and the timeliness

of accuracy obtainible by less sophisticated systems.

1-6
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Chapter 2

.rocedure in Defining the Civil Defense Emergency Information System

I, INTRODUCTION •

In this chapter, general concepts of civil defense emergency opera-

tions and information systems to support these operations are first stated.

Procedures are described that can be followed in defining the types and

volume of messages to be transmitted and the information processing to be
performed at an EOC or EH. Finally, limitations of the procedures in de-

fining the system for specific organizntions are noted.

II. GENERAL CONCEPT OF CIVIL DEFENSE MERGENCY OPERATIONS

- In the event that a nuclear attack upon the United States seems
imminent, activities will be initiated that are identified here as civil

defense emergency operations. Some of these operations will be the

acceleration of the present non-emergency activities, such as the placement
of supplies in shelters. Other activities would be undertaken such as the
broadcast of waraing, the movemefit of people to shelter or other less

vulnerable locations, and actions to reduce the vulnerability of utilities

and supplies.

If in ittack occurs, it is reasonable to expect that in some geo-

graphic areas, it will be possible to conduct firefighting, rescue, and

othei: types of emergency operations to further limit the effects of the
attack. in all areas, it will be desirable to supply advice and informa-

tion to the population.

Civil defense plans prcvide that local emergency operations be

cordinated or directeu at pre-established emergency operations centers

(EOC's) that have some fallout protection. The actions taken at EOC's
will be under the control of peacetime government officials. Public ser-
vices such as the police, fire, and highway departments, and volunteer

organizations such as the Red Cross, will be used where available. Civil

defense officials and workers will be used to assist in the coordination

of operutions and to perform special tasks for which they have been trained,

Civil defense emergency operations could also begin with the threat of,
or the occurrence of, a natural disaster or a nuclear accident. These
would impose less stringent requirements for decisions, but the same
decision-making proLesses can be followed as would be followed in the
event of a nuclear attack.
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principally radiological monitoring and management of public fallout shelters.

Wffhen available, military units may also be used for missions under the

direction of the EOC.
The above concept of operations applies to an EOC at the local or

county level of government. State civil defense emergency headquarters

(EI's} would provide information and advice to--nd coordinate the activ-

ities of--local EOC's, state operating agencies (such as police and

highways), and assigned military units. For emergency operations, states

may be divided into civil defense areas, each having its own headquarters.

Coordinating and supporting the activitiea of the state EOC's would

be the headquarters of the eight federal civil defense regions and the

National Civil Defense Headquarters. Thus, in accordance with the opera-

tional policies stated in the National Civil Defense Emergency Operations

Plan, each level of government will support those at the next lower

echelon.

More detailed descriptions of local, state, and regional organizations

are given in Chapters 3, 4, and 5 respectively.

III. CONCEPT OF THE CIVIL DEFENSE EERGENCY INFORMATION SYSTEM

The Civil Defense Emergency Information System (CDEIS) that is con-

sidered in this report is intended to provide:

"(a) A means by which an emergency operations center (EOC) or other

civil defense emergency headquarters (RE) can receive data and

develop information necessary for decisions in keeping with the

objectives of civil defense;

(b) A means by which directives, advisories, and information may

be provided by an EOC or EH to elements in its area or to other

EOC's and ER's.

In an emergency, the CDEIS will not be the only means of information

exchange. At the local and state levels of goverment, operational units

(such as the police) will also have operations centers and communication

capabilities. At the federal level, departments and agencies with emergency

responsibilities will have their own offices and have communication systems

available for their use. In additi.on, at all levels, a broadcast capability

will exist through the comercial radio nets and the local stations that

constitute the Emergency Broadcast System (EBS).
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These elements will be extremely important in the collection and

dissemination of information, but will not be organic parts of the CDEIS.
SHowever, the CEIS must provide for interfaces with theme systems.

The CDEIS will operate from the time that operations centers or head-

quarters are occupied under emergency conditions until there is no need

42-- for emergency coordination of activities, or until normal means of control

will he reestablished.

IV. GENERAL PROCEIURE FOR EFITNING THE CIVIL DEFENSE EMERGENCY
INFORMATION SYSTEM

A. Determining Information Requirements

The information that the CIEIS is to collect or develop depends upon

the actions for which decisions will be needed. The vature of these actions

depends in turn upon:

(1) The general objectives of civil defense emergency operations;

(2) The types of environment in which operations will be conducted;

(3) The govermnent level conducting the civil defense operations.

Three general objectives of civil defense emergency operations were

assumed in this study:

(1) To reduce direct threats to life, including the blast and thermal

effects of weapons, fallout, fire spread, floods, and exposure

)to extreme envirotrental conditions;

" (2) To reduce indirect threats to life resulting from lack of food,

water, housing, electrical power, medical and sanitation facilities

and services, and from failure to replace inventories or to restore

services. Breakdowns of morale and order could be other indirect

threats to life;

(3) To maintain government or control, and communications and trans-

portation links that will be necessary to accomplish (1) and (2).

The types of environments in which civil defense emergency operations

will be conducted are usually described by time with respect to nuclear

attack; that is--preattack, transattack, and postattack.
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These ttime-envirommental are sufficient to determine the types of

actions to be taken at state and higher goverment levels; but at the

local level, it is necessary to define time-envirorn•ents more precisely.

In this report, we use the following four time-onviromaents:

(11 From the occupancy of the EOC to the occurrence of direct

effects or fallout;

(2) After direct effects, but prior to fallout;

I (3) IDring the occupancy of shelters;

(4) When short sorties from shelters are permissible for the begin-

ning of recovery operations.

Required actions are finally determined by the levcl of government

at which emergency operations are being conducted. The information system

t was considered for three levels of government: local, state, and federal.

A local civil defense organization might serve a city, a county, or

some small geographic area such as a district within a county. In the

analysis of the local civil defense information system in Chapter 3, it

was assumed that the local organization would serve a city of about 100,000

population.
At the federal level, the eight regional headquarters are staffed in

peacetime, and all are expected eventually to occupy hardened sites.

Consequently, regional headquarters are considered to be of more concern

than the national headquarters in defining the information system at the

federal level, and the place of the information system at the national is

only briefly considered.

Actions at each level of the three levels of government were tabulated,

and are found in the following chapters. Actions included the provision

of information and advice as well as the coordination and direction of

operations, such as movement to shelter. Types of information necessary

for decisions about each of these actions were listed. For soae actions,

thirty or more differing types of required information are listed.

B. Basic Message Requirements

Much of the "information base" that is needed for actions that

can be anticipated must be created fuom data that are contained in
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prespecified types of messages, which will be designated in this

report as "basic" messages. These messages may be of the following

types:

Unscheduled situation reports about a particular type of
event that has occurred (such as the arrival of fallout) or
a situation that has been identified (e.g., the location of
a traffic blockage);

On-call situatior reports in response to a request from
the operations center for informatf.on about a capability
or a condition;

Scheduled suMpary status reports in accordance with an
e•tablished schedule and containing a summary, of capa-
bilities and conditions;

Scheduled Radef reports in accordance with an established
schedule for radiological monitoring reporting.

Unscheduled situation reports were further categorized by their

subject, such as an "initial shelter situation report" or "out-of-

shelter population report".
Finally, messages are categorized by their urgency of trans-

mission. A "flash" message is to be sent as soon as possible and is

given precedence over all uther communications. A "priority" message

is considered to have the next highest transmission precedence. All

other messages are considered to be "routine".

In the analysis, each type of information that could not be pre-

stored was identified by at least one type of message by which it

could be provided.

2. Lengths

The lengths of unscheduled situation reports were determined

by the preparation and word count of sample messages of specific

types.

The lengths of schcduled status summary reports were determined

by preparation of detailed formats of messages and the estimation

of the number of words in each section of the report. The lengths

of abbreviated forms of summary status reports, such as might be

transmitted when complete information could not be provided, or when

some conditions are unchanged since the last summary report, were

also determined.
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Lengths of Radef reports were determined from sample messages

in the reporting procedures described in the Federal Civil Defense

Guide.

3. Number and Frequency of Basic Messages

The number of unscheduled situation reports to be sent in a

given period of time by any element of a civil deftnse organization

will depend upon the type of reporting element, the number of changes

in the situations to be reported, and the number of messages about

a particular change in situation.

Estimates of the number of unscheduled messages from a shelter

were determined from estimates of upper and lower bounds of the

probability of the occurrence of conditions at a shelter requiring

the reports and estimates of the maximum and minimum number of reports

concerning a particular condition.

For other parts of the local civil defense organization, such as

police, hourly maximium and minimum numbers of messages of various types

were estimated directly.

Numbers of nessages of various types in a period of high message

traffic from a local EOC to the state headquarters were also esti-

mated. No attempt vis made to define the numbers of messages from

other possible elements of state civil defense organizations, since

states vary greatly in size and population.

C. Requirements for Other Messages

Provision must be made in the CJeIS for requests and inquiries to

the operations center orr headquarters from organic elements and for requests,

information, or instructions from the operations center to these elements.

Such transmissions were considered to be "special" messages.

The number of special messages and their length depend on a number

of factors. Obviously they are influenced by the effectiveness with which

basic messages are provided. For example, if basic messages have been

received that enable the staff of a local operations center to determine

the situation with respect to fire, decisions can be made and announced

that way forestall a shelter manager's request for firefighting equipment

or inquiry as to whether the fires are of such a nature that the shelter

should be abandoned.
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The number of special messages is also affected by:

(1) The availability of the Emergency Broadcast System (EBS) for

messages that apply to more than one elamant. Obviously if

information can be broadcast over a separate system, the com-

munication load on the CDIIS will he reduced.

(2) The capability within these elements for decision making. The

greater this capability for decision making, the less direction
that will have to be provided by the CDEIS.

In general, however, since the basic messages include information

about situations that require actions concerned with immediate threats to

life or resources, the greatest number of incoing special messages will

not have a high message transmission precedence, and may be transmitted

at times when the system has a low volume of flash and priority basic
S~messages.
SD. Determination of Peak Message Loads

In order to determine communication requirements, it is necessary to

know as accurately as possible the greatest density of basic and special

messages with transmission precedence, and in what time period this maximum

will occur. Estimates of these "peak loads" of traffic for some elements of

civil defense organizations were made, based on estimates of the length of

time during which certain conditions would occur and the numbers and lengths

of messages to be exchanged during this time.

The principal part of this load was judged to be basic messages,

since as noted earlier, special messages will tend to be of low precedence

and can be delayed in transmission or can be excluded from the information

system altogether by broadcast instructions, such as "Send no more inquiries

about missing persons until further announcement over this station". Obviously,

the effective use of message precedence will be important in preventing over-

loading of communications in peak periods.

E. Requirements for Messages Between EOC's or EH's and Other Elements

The CDEIS must also provide for exchange of information with non-

organic elements, such as EOC's in adjacent areas, tilitary units, or

higher headquarters.
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The types and numbers of messages to higher headquarters are largerly

set by the needs of the higher hndquarters for information. Thus, the

requirements for communication between a local EDC and a state ER are

determined principally by the state's rejuirements for basic messages.

The messages between headquarters in adjacent areas are dependent

upon geographic and economic factors and the degree to which joint

roperations are planned and possible.
. Messages between EOC's or Efi's and militar-y ut~it wIi depend upon

the geographical location of those units and their operational capabilities.

r F. res toxe i Tinformation

a Prestored filesa documents, and maps c.n be used in addition to messages

Sto provcde Information for decisions. npecific itnmd of information to be

prestored st the operations centers or headquarters at the local, state, and

regional s pevel were summarized from the worksheets on which Information

requirements were listaff Taisatored information then did not generate

hany communication xbeqthrpent.
G. Informatio~n P rocessina and Display Requirements

Procedures to be used in information processing depend upon the makeup

of the staff of the ErC or emergency headquarters and the general concept

of decision making that is followed.
Assumptions were made as to how civil defense functions would be

represented in the staff orfanization. At the local level, it was assumpd

that there would be staff sections with the responsibilities for:

(3) The protection and relocation of rhe population, whether in

or out of shelters (designated as the Populatlon-Shelter

e tiSection).

(2) The coordination af deepen o peratioal units such as police,

fcrefighting, and road maontenance (dtshinated the Emergency
Services Section).

(3) The protection of, and maintenance of records concerning,
S~Supplies and important facilities such as hospitals (designated the

S~the Logistics Section).

S(4) The collection and development of information on environmental

I conditions, particularly continuing threats and the effects of

nuclear attack ,-r ",tural disasters (designated the Intelligence

Section).
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I
(5) The control of the operations center and the making of decisions

about coordinated actions (designated the Executive Section).

Some modifications of this staff organization were made as seemed

desirable at the state and regional level.

It was also assumed that, while centralized control of operational

decisions was necessary, the staff members should participate in the
S~decisioa-zakig procedure by:

(1) Identifying situations for which actions on the part of the

operations center might be necessary;

(2) Determining the feasibility of specific activities;

(3) Evaluating the relative effectiveness and cost (in terms of

utilization of limited resources) for alternative activities.
In keeping with these assumptions as to staff organization and

4 decision-naking procedures, responsibilities were assigned to individual

staff sections for developing and transmitting required information by

keeping and analyzing files and displays.

In suimary, the general procedure that was followed in defining the

CDEIS was to:

(I) Identify probable actions to be taken by civil defense organi-
zations at local, state, and regional levels of. government;

(2) Identify the information required for decisions about these
S~actions;

(3) Identify the types and subjects of basic messages by which

this information could be provided to EOC's or EH's from their

organic elements;

(4) Estimate the amount of communication traffic generated by

these messages under particular conditions;

(5) Identify other types of messages (special messages) between

the EOC's and EH's and their organic elements;

(6) Estimate the maximun or peak periods of message density be-

tween major organic elements and EOC's or ER's;

(7) Identify the types of messages to be exchanged between EOC's

or ER's and nonorganic elements, such as military installaticus

and higher headquarters;
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(8) Identify, tn the basis of assumed staff organizations and general

"procedures for decision making, responsibilities of staff sections

for developing information and waIntainiig files and dtsplays.

V. LIMITATIONS OF THE PROCEDURE

In the following chapter, the procedure described above is followed

in analyzing requirements for the CDEIS at the local level. Similar pro-

cedures, though in less detail are used in defining an information system

for state and regional levels in Chapters 4 and 5, respectively.

However, some factors influencing the development of the CDETS are

specific to the organization and location. A.zzordingly, results derived

by this procedure are not completely generalizable. At the local and state

level, factors such as geography, the dispersal and protection of the popu-

lation, and the economy of the area will influence the types of actions to

be taken. For example, if an industrialized area surrounded by other urban

areas and an isolated residential community experience the same attack con-

ditions, there could be significant differences in the actions requiring

decisions. These factors will also affect tht location of shelters and

other operating elements, and consequently the routing of messages.

The requirements for the CDEIS are also influenced by the type of

operational elements that may exist in a particular area and especially

by their means of control. For example, all communities can be expected

to have police forces, but these forces may be deployed and controlled

in quite different ways. The means of contrcl may vary from a hardened

control center with sophisticated data transmossion and processing capm-

records are kept and ccoiunication is by unsophisticated links shared with

other users. Obviously, the degree to which information gathering, deci-

sion making, and control can be accomplished by an operating force or ele-

ment will influence both the types of actions requiring decisions at the

EOC and the type and number of messages that will be exchanged with that

element.

Methods for analysis of alternatives of information development and

flow in a specific organization are to be found in the technical literature
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of information systems. A number of methods were reviewed for their app1i-

"cation to the CDEIS. Of these, a method by Langefors seemed to have some

application. However, the detailed analysis of flow of information within j
the local organization that was assumed, could not be done in the time avail-

!. able for the study.
S~In the analysis of shelter-to-gDt communication requirements for the

assumed organization, all shelters were required to report directly to the

EOC. However, this is not necessarily the optizm procedure. An analysis

t: of factors that determine whether a shelter complex headquarters should be

used as an internuediate reporting point is provided in Appendix A.

The organization of the EOC or El and the concept of decision making

that is followed will influence the types of actions that will be taken and

subsequently, information requirements. Under one concept, for example, the

EOC would only inform the public and operational units that a bridge is

blocked by disabled vehicles; under another concept, the staff action would

be to organize a force to clear the bridge. The concept of staff organiza-

tion and decision making will also determine the methods and equipment for

information processing, storage, and display.

Finally, in the definition of a CDEIS for a particular location, there

Smust be consideration of other specific elements that may be sources or

recipients of information. Principal among these at the local level are

headquarters of other civil defense organizations, military installations,

and state agencies. At the state aid federal level, there may also be

headquarters of federal departments and agencies from which information can

be obtained and to which it may be sent.

In brief, it is impossible to design the emergency information systems

for any place without consideration of the organization of civil defense

elements, the EOC or EH staff organization, and decision-making procedures.

All must be considered as parts of a single system for meeting the objectives

of civil defense emergency operations.

B. Laugefors, Some Aivroaches to the Theory of Information Systems, Nordish
Tidskrift for Informarions Behaudling (Denmark), Vol, 3, No. 4 (1963),
pp. 229-254.

2-11



Chapter 3

The Civil Defense Emergency information System at the Local Level

I. INTRODUCTION
A. Scope of the Chapter I

The objective of this chapter is to describe in detail the steps

by which a local CDEIS is defined, using the general procedures identi-

Sfied in the preceding chapter.

in order to provide an organizational framework for the system,

a fairly definite local organization was assumed. However, to have de-

fined specific operational, control, and cormmunication capabilities

would have been extremely time-consuming and would not have increased

the applicability of the system so defined to other possible or-

ganizations.

No specific attack environments were used as a basis for determining

specific situations that would require a transfer of Information. Instead,

for four emergency time-environments, estimates were made of the upper

and lower limits of numbers of messages of particular types between an

element (such as a police headquarters or a shelter) and the EOC. Even

had specific attack environments been considered, the number of occurrences

of a specific situation to be reported (such as a traffic blockage) would

still have to he estimated.

Consequently, only approximate limits on the quantity of various types
of information to be exchanged during given time periods can be established.

However, the process of analyzing the system requirements even in

this manner resulted in defining;

(1) Specific types and formats of messages and prestored informs-

tion that should be provided to local EOO's;

(2) Reasonable peak loads of messages between the EOC and shelters;

(3) Activities that should be accomplished by staff sections at

EOC's in developing an information base upon which to base

decisions.
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B. Organization of Local Civil Defense

There are many ways in which local civil defense may be organized

in the political subdivisions of a state. A aivil defense organization

may be provided for a single city or town, for a trt of a city, for a
group of communitics, for a county, or for a pa f a county. Since
all of these organizations may deal with similar & -ations and take

similar actions, there has been no attempt to cornsiar each possible

type of organization separately; each may be considered as a "local"

civil defense organization.

In order to provide a framework for defining a local system, a

fairly definite local organization was visualized. The i.rganLzation was

assumed to serve a city of about 100,000 population, having the following

operational elements:

Occuoted shelters;

UniLs and control centers for mobi-e mergeocy services, including

police,
fire,

ambulance and rescue,

road maintenavce,

water,

electricity and gas,

telephone;

Hospitals and medical centers;
Other occupied institutions (e.g., jails);

Transportation control centers and terminals;
Specified industrial plants, warehouses, and storakle areas

(e.g., for earth-moving equipment);

Radef monitoring stations not co-located with any of the above.

The following related elements were also assumed, although not

organic parts of the system:

A commercial zadie station of the Emergency Broadcast System (EBS),

Military units,

EOC'a in adjacent areas and the state civil defense headquarters,

Terminals of the National Warning Syst.,m,

3-2



The principal element for coordination and control of emergency

operations at the local level will be the Emergency Opeations Center (EOC).

It will be under the direction of local government officials, assisted

by their civil defense staffs.

At the EOC, information from the elements of the civil defense or-

ganization will be collected and evaluated, and through these elements

actions will be coordinated, ard advice and information provided.

k_ The operating staff at the EOC is considered to be grouped into the

following sections:

1. An Executive Section, headed by the chief of the local govern-

ment or his representative. He may be assisted in matters of

policy by an advisonr' staff composed of representatives of the

local government and the community. This section will include

V the civil defense director and may exercise supervision over

communications.

2. An Intelligence Section, with the responsibility for identifying

and evaluating the general conditions existing in the emergency--

damage, fires, radiation, and other threats.

3. A Population-Shelter Section, which will be concerned with con-

ditions of the population, whether in public shelters or not.

4. An Emergency Services Section, concerned with maintaining and

employing mobile services of various types. This section will

contain representatives of fire, police, and other emergency

services.

5. The Logistics Section, t.oncerned with supplies of important

resourcee, hospitals and other institutions, and transportation.

II. DEFINITION OF THE SYSTEM

A. Purpose of the System

The information system for local civil defense emergency operations

must provide procedures and equipment for:

(1) Providing necessary information to the EOC from elements of the

4 organization and external related elements, such as EOC's of

( adjacent areas;



(2) Storing, processing, and displaying information for decisions

at the ROC;

(3) Providing necessary information from the EOC to the elements

of the organization and to related external elements.

B. Information Requirements

K The basic information that the information system is to provide t-

the LOC is determined by the types of actions that the EOC can be expected

to perform in meeting the three objectives of civil defense operations:

(1) to reduce direct threats to life;

(2) to reduce indirect threats to life;

(3) to maintain government or control and communications and trans-

portation links that will be necessary to achieve (1) and (2).
SInformation reurmnswill vayaccording to the four fairly

definite time-environments described in Chapter 2:

Time-environment A: from the time of occupancy of EOC to the time

of the first weapon detonation of concern to the EOC;
Time-environment B: from ihe weapon detonation to the arrival of fallout;

Time-environment C: from the arrival of fallout until limited operations

become possible;

Time-environment D: from the time that brief sorties from shelters first

will be possible for emergency missions to the time that non emergency

means for control and direction are established.

The worksheets contained in Table 3-I, indicate the information

requirements for decisions about possible actions to be taken by a local

EOC in meeting the three objectives in these four time-environments.

C. Requirements for Basic Messages Between Shelters and the ROC

I. s

In Table 3-I the types of information to be contained in basic

messages from shelters are identified. This information may be trans-

mitted by one or more of the following message types:

(1) Unscheduled situation reports to be forwarded when certain

events or conditions occur or are observed;

(2) On-call situation reports to be provided when requested

by the EOC;
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by ) scedle statu summary report and Radef reports to be• transmitted at pre established time.

SUnscheduled and i-call situation reports may be further categorized
,.•by the following sub-, tat

Shelter -rorting the fact that the shelter is open

and ready for cupants.

-i Shelter occu a! level - indicating when the shelter is full
or when movement into shelter has ceased at least temporarily.

Initial habitability - providing an initial estimate of adequacy
of space, supplies, and ventilation.

Change in habitability - reporting sign•ficant changes that
Z affect the probability of continuing occupancy of the shelter.

Relocation - plans for, or accomplishment of, move from a
particular shelter.

Condition of occupants - indicating important change in physical
or psychological condition of significant numbers of occupants.

Area environment - reporting major obstacles to traffic movement,
occurrence of major damage, appearance of fire or other threat

• in area.

4 Out-of-shelter population - reporting outside population in
need of direction, control, or rescue.

Out-of-shelter resources - reporting damage or threats to im-
portant resources outside the shelter.

All of the above message categoriee contain information of

iimmediate importance, and are considered to be "priority" messages

in transmission.

Two categories of situation reports that are already designated

in civil defense plans as FLASH messages are:

Fallout arrival - sent according to Federal Civil Defense Guide.

Nudet reort- reporting observation of nuclear detonation.
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It can also be anticipated that some types of information will

not be needed immediately and can be provided by on-call routine

messages of the following types:

Space or ppulation conditions - noncritical conditions that
can be useful in subsequent relocation decisions.

In-shelter supplies - amounts of designated items of supply on
hand.

Manpower types - availability of designated types of manpower.
Area conditions - status of area roads, transportation and

other resources not needed for immediate operations.

Summary status report& ehculd also be submitted by each shelter.

The time and frequency at which such reports are submitted should

be specified by the EOC, depending upon the particular situation.

These summary reports will generally not provide critical, informa-

tion that has not already been reported by some other type of

message.
Radef messages will also be submitted according to the pre-

planned schedule.

The information to be supplied by shelters to provide an infor-

mation base are related to message types in Table 3-I1.

2. Message Length
In order to determine probable lengths of basic messages,

sample messages were prepared and word-counts made. These sample

messages are found in Appendix B.

The samples of various types of unscheduled priority messages

and on-call routine messages do not vary greatly in theix lengths,

and average about 40 words. The sample initial statu3 summary

report contains approximately 160 words, and subsequent situation

reports contain about 80 words.

Radef reports from shelters also are basic messages. It is

assumed that the messeges will be in the form prescribed in the

Federal Civil Defense Guide. About 10 words will be required to

i*

Lowest transmission precedence is routinke.
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Table 3-I1

IDENTIFICATION OF INFORMATION REQUIREMENTS WITH SHELTER MESSAGE TYPES

Information Requirement Message Type
Status of radio receivers (EBS, RACES) PSI, PS2, P84, SS

Special communication links (to other shelters, RACES, etc.) PSI, PS3, PS4, SS
Nuclear detonation observation FS2

New blast, fire damage in area P97, RS4, SS

Traffic and road conditions PS7, RS4

Electric power status PS4, SS

Water system status PS4, PS7, SS

Shelter management status PSI, PS2, PS4, SS

Area control and order PS8

Shelter opening PSI

Shelter occupancy conditions PS2, RSI, SS

Relocation of shelter occupants PS5

Shelter protection PS3, PS4, SR

Shelter habitability, including sanitation PS3, PS4, RS1, SS

Sheltez supplies PS3, PS4, RS2, SS

Shelter population - physical condition, morale PS6, RSI, SS

Out-of-shelter pop'n. - shelter status, movement, rescue needs PS8, SS
Fallout arrival FS1

Radiological condns. PS7, S9, SR

Fire spread, flood PS7

Transportation availability RS4

Survival supply inventories in area PS9, RS4

Special types of manpower RS3

Names of separated persons RS1

Key to Message Types
Unscheduled and On-Call Priority Flash Messages Scheduled Messages
Situation Reports qeRSIOSetropen FS1 - Fallout arrival SS - Status Summary

PS2 - Occupancy level FS2 - Nudet observation SR - Radef Rate
PS3 - Initial habitability

On-call Routine Situation ReportPS4 -Change in habitability
PS5 - Relocation RS1 - Space or population
PS6 - Condition of occupants RS2 - In-shelter supply
PS7 - Area environment RS3 - Manpower type
PS8 - Out-of-shelter population RS4 - Area conditions
PS9 - Out-of-shelter resource statu!s
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report radiological dose rate, and about 15 words to report total

dose as well as rate.

4i The sample messages provide for no redundancy in content and

no inefficiency on the part of the transmitter. To compensate for

this, it is assumed that the actual messages will be 20% greater in

length than the sample messages. An additional 10 words are con-

sidered necessary for acknowledgement by the receiver of the message.

3. Number of Messages

Some messages, such as a shelter open message or report, will

occur only once from any shelter. Summary status reports will be

provided at regular intervals. (Present plans specify once every

24 hours, but it may be desirable to have such summary reports more

frequently in the first day or two of shelter occupancy.)

The number of most unscheduled or on-call priority messages will

depend upon the frequency of occurrence of the particular situation

which they report. In order to obtain some approximations to the

number of messages of these types from shelters, upper and lower

bounds on probabilities that the situation would occur at least once

were estimated. Upper and lower bounds on numbers of messages that

might occur concerning such a situation were also estimated.

The lower probability bound was then multiplied by the lower

bound on number of messages, and the upper przbability bound by the

upper bound on number of messages of each type in order to provide

an upper and lower limit or the numbers of each specified type of

unscheduled priority message from one shelter during each of the

four time-environments. It is assumed that on-call priority mes-

sages would occur about one-third as often as the unscheduled

priority situation reports.

The probability of occurrence and the numbers of on-call routine

situation reports were estimated, as were the upper and lower bounds on

the numbers of these messages.

Table 3-I11 summarizes the estimates of numbers of unscheduled

basic messages from a shelter for each of the four time-euvironments

considered.
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4. Message Density

To be meaningful in defining system requirements, message re-

quir•ements must be represented as measage density during intervals

of time. Maximum density cannot be determined solely on the basis

of the four tine-environments considered, for they are indefinite

in length. The time from occupancy of the EOC to the occurrence of

a weapon detonation of concern to the EOC may be extremely short,

or it may be several days if there is such an occurence at all. The

time from the occurrence of a weapon detonation to the arrival of

fallout may vary from about an hour to six hours or more. The

other type of environments - continuous shelter occupancy and sortie

from shelter - may each last for an indefinite number of days.

Consequently, message density must be estimated for mnre definite

time intervals. The three time intervals during which a peak load

of traffic from shelters are most likely to occur are:

(1) Xn movement to shelter;

(2) Immediately after direct effects have been experienced;

(3) 7n the period after fallout has subsided to the point

where brief sorties from shelter are possible.

Of these, the movement to shelter period is considered to

result in maximum basic message density. In every community, there

is a high probability that there would be a somewhat simultaneous

movement to shelter. In this period, an appreciable uUmber of mes-

sages must and can be transmitted from each shelter to the EOC to

insure that the movement is accomplished as efficiently as possible.

On the other hand, following direct weapon effects, only when

there is damage to some fraction of the shelters will the EOC need

to be informed so that it can take action. When all shelters have

sustained important effects, the EOC would be likely to know this

without individual messages. if •a also unlikely that all shelters

in an area will be reporting the beginning of out-of-shelter opera-

tions at the same time.

For the movement to shelter period, both the time and the num-

ber of messages from e•c.h shelter can be reasonably well established.

3-20



Community shelter plans are presently based on travel times of one-

half hour in urban areas, and one hour seems to be a reasonable time

limit in which the initial messages from sheiters will be received.

The initial messages can be expected to consist of the following:

Shelter open report, 1;

Shelter occupancy level, I to 3;

Initial habitability, 1;
T_7 Out-of-shelter population, 0 or 1;

Area environment, 0 or 1;

Out-of-shelter resources, 0 or 1.

Thus three to eight basic messages might be expected during

the movement to shelter period and this period might be expected

to last about one hour.

D. Requirements for Basic Messages Between Emergency Services and the EOC

1. Types of Messages

Because of the mobility of their operating units, an important

source of information at the local level will be the emergency services,

including police, fire, utilities, and road repair. Units of such

services will have radio equipment for communicating to their emerg-

• - ency control centers. These control centers may be located at the

EOC, but it is assumed that they are not, and that the civil defense
information system will include communication to these centers, but

not to individual units.

The information to be provided to the EOC by these centers can

be allocated to the following types of unscheduled or on-call priority

messages:

Initial status - describing the control, communication, and overall
operating capability of the service. This message will be sent
as soon as possible after the emergency plan for the service has
been put into effect.

Change in status - reporting any significant change in the capa-
bility of the service; for example, loss of communication to
operational units.

Area environment - reporting the occurrence of a condition that
will influence operations or threaten population or important
resources; for example, damage to roads or spread of fires.
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population status - reporting movement, disorder, or casualties

involving significant numbers of people either in or out of

designated shelters.

Critical resource status - reporting threats to, or change in

condition of, an important resource; for example, trucks con-
taining food abandoned in an area where there are fires.

Other civil defense element - reporting changes in the status of

another part of the civil defense organitation; for example,

location of recently abandoned road repair equipment or inability

of a shelter or other element to communicate directly with the EOC,

Periodic status summary messages and Radef reports from desig-

nated monitoring points may also be provided to the EW from control

centers of the emergency services. There will also be reports of

mobile radiological monitoring from the emergency services, and

these will be furnished on an on-call basis. In Table 3-tV, the

information required from emergency senrvices is related to the

above types of basic messages.

2. Message Length

Sample basic messages of the above types are given in Appendix S.

While there is a somewhat greater variation in the length of

these messages than in the messages from shelters, most messages

would require about 50 words. As in the case of shelter messages,

the mespages from the emergency services as given do not provide

for any inefficiency or redundancy in transmission. Consequently,

the average length of a basic message is estimated to be about 70

words.
3. Number of Messages

The number of basic messages to be reported from an emergency

service during a particular time-environmunt depends principally upon:

(1) The mission and coverage of the emergency service force

(for example, under most conditions there will be more police

cars than road repair crews deployed);

(2) The duration of the time environment.

In estimating the number of messages from emergency services,

a city of 100,000 population was assumed. In an actual city of

this size, it was determined that the following approximate numbers
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Table 3-IV

• IDENTIFICATION OF INFORMATION REQUIREMENTS WITH EMERGENCY SERVICE MESSAGE TYPES

(POLICE, FIRE, UTILITY, ROAD REPAIR)

Stau of ra&io Zeceivcrs in centar, units _ EI, 1t2, zS

New blast, fire damage PE3

Nuclear detonation observation FE2

Traffic and road conditions PE3, PE4

Utility break or restoration of service PES

Major sanitation problems PE3

Location and status of operational units __ PEI, FE2, ES

Location and status of unattended vehicles and equipment
of other services PE5

Need for direction and control - other services or shelters PE6

Status of direction and control - own service _PEI, ?E2, ES

Road maintenance requirements ___2

Traffic control requirements RE2

Capabilities for assigned missions PEI, PE2, ES

Capabilities for special mission (including decontamination) ___PE2

Status of population not in designated shelters PE4

Radiological conditions PE3, ER, ES

Arrival of fallout FEI

Mass fire - rate, direction of spread PE3

Flood - rate, direction PE3

Significant movement of population - numbers, direction PE4

Disorder, out of shelter population PE5

Availability of supplies for shelter improvement RE2

Availability of supplies of survival items RE2

Equipment needed for restoring operating capability PE2, RE2

Availability of manpower types KF1

Key to Message Types

Unscheduled or On-Call Priority Flash Messages
SSituation Reports FEI - Arrival of fallout

PEI - Initial mission capability FE2 - Nudet observation
PE2 - Change in mission capability -Call Routine Situation Reports
PE3 - Area environment
PE4 - Population status REI - Population Status
PE5 - Resource or installation status RE2 - Resource Status
PE6 - Other elements

Scheduled

ES - Status summary
ER - Radef report
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of emergency units with two-way communication could operate in an

I emergency:

Fire - 15 to 20 uniLs (fire companies and special vehicles);

Police - 30 to 50 units (primarily patrol cars);

Telephone repair - 80 to 120 units (cars and trucks);

Electric and gas repair - 40 to 50 units (cars and trucks);

Road repair or public works - 3 to 10 units (cars and trucks);

Ambulance service - 4 units.

Possible lengths of time-environments A (prior to damage or

fallout), B (post damage but pre-fallout), and D (sorties from

shelter) are used as the basis for estimating the numbers of basic

messages orginating at the control center of the emergency services.

These estimates are given in Table 3-V. Estimates are not made for

the C (in-shelter) time-envirorment, since operations by mobile emergency

service units will be unlikely during this period.

It will be noted that the estimated numbers of messages are

not proportional to the length of the times assumed. This is be-

cause soee reports will be sent regardless of the length of the

period, and some situations (such as a change in status) will tend

to occur less frequently while the same general condition or time-

environment continues to exist.

4. Density

Table 3-V indicates the estimated numbers of situation reports when

the time-environments A and B are as short as one hour. If messages

originate within this one hour period in a particularly non uniform

manner, the load at any one time period can be smoothed by the con-

trol center for the emergency service. Messages in time-environment

D will be dispersed over a much longer period.

Consequently, a one-hour long time-environment B is found to be

the period of greatest density of messages from each of the emergency

services.

In determining communication requirements, in addition to these

messages, it will be necessary to provide for special messages 3

such as directives or instruction to the emergency center from the

EOC. These types of messages are treated later in this chapter.

3-24

,I•. • • p • ..r . • .o • , - . . .. .. .. .... . .. .. ..



Table 3-V

ESTIMATED NUMBER OF BASIC SITUATION REPORTS FROM EMERGENCY SERVICES

Police Fire Water Gas/ Telephone Road Ambulance

Electric Repair6 Time-Environment A

Mission Capability 2-5 2-4 1-2 1-2 1-2 1-3 i-3

VTEnvironment 5-15 2-5 0-1 1-4 1-4 2-5 1-3

Population 5-20 2-4 0-1 4-10 4-10 2-4 3-8

iResources 2-8 1-2 1-2 2-8 2-8 1-5 1-3

Other Servjices andI
Installations 2-10 1-3 0-1 2-5 2-5 1-3 1-3

Total 16-58 8-19 2-7 10-29 10-29 7-20 7-20

Tine-Environment. B
(1-6 bra.)

.. Mission Capability 5-15 3-12 2-5 3-8 3-8 2-6 3-12

Environment 5-25 5-20 1-3 5-15 5-15 2-5 2-5
Population 3-35 2-5 1-3 3-10 3-10 2-5 3-10

Resources 3-10 2-5 1-3 3-10 3-10 3-10 2-5

Other Em. Services 2-5 2-5 1-3 2-5 2-5 1-3 1-3

Total 18-70 14-47 6-17 16-48 16-48 10-29 11-35
ik.

Time Environment D

(1-5 days)

4Mission Capability 10-30 3-12 2-5 2-10 2-10 3-10 5-20

Environment 10-30 8-30 2-5 10-30 10-30 5-20 5-20

Population 10-30 5-20 2-5 10-30 10-30 5-20 5-20

Resources 15-40 5-2U 2-5 10-40 10-40 5-20 2-10

Other En. Services 5-15 2-5 1-3 5-15 5-15 2-5 2-5
Radef 10-30 5-15 2-10 5-20 5-20 5-15 2-10

Total 60-175 28-102 11-33 47-145 47-145 25-90 21-85
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iE Reouirements for Basic 'essages Bet-ween OtUQv Facl lies an the EF)C

. Types of Messages

Hospitals and o~ite rc~uphid un ua d waignatel wre-

houses, transportation centers, and industrial facilities will be

responsible for contributing •, the basic information at the EOC'.

The types of messages for providing this Liformation will be the

sane as LhosC of the emergency srvices.

Table 3-VI shows the allocation of the basic information re-

quirements to message types.

2. Length of Messages

Sampie meszages from i-sta'lationas of the above types arc
gilren in Appendix B. The average lengths of unscheduled messages,

as determined from the samples, will not differ significantly from

those from emergency services. Summary status reports and Radef

repoits will be similar in length to those from shelters; that is,

about 160 words for the initial Murmnary status report, 100 words for

subsequent reports, and 10-15 words for a Radef report.

3. Numbers of.Messages

The num'er of unscheduled priority messages to be dispatched

from any installation during a given time-environment will depend

upon its location, its mission, the nature of the attack, and the

length of the time-environment.

Estimated numbers of basir unseheduled messages from installations

for time-environments A, B, C, and D are shown in Table 3-VII.

In addition, installations will submit scheduled summary status

reports and Radef reports when they are designated as monitoring

stations

4. Density

Maximum density of messages is, as in the case of messages from

emergency services, determined from the estimates of messages during

one-hour time-environments. From Table 3-VII, it is seen that tne

peak load of basic messages will occur in time-environment B.

F. Basic Messages From Scurces Outside the Local Civil Defense Organization

Sources outside the local civil defense organization can provide

messages containing basic information for decisions.
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Tab!e 3-Vi

IDENTIFICATION OV' 7FORMATION REQ1. RKEXNT S WIT4` MrSSAGE TYPES FR.0 !NSTALLAIiL&5
(HOSPITALS AND OT'HER OCCUPIED INSTITUTIONS, WAREHOUSES

TRANSPORTATT)N CENTERS, DESIGNATED INDUSTRIAL FACILITIES)

SLatus of radio receivers IS, PI, PI2

Status of control and key officials IS, PII, P12, RI1

Condition of occupants P11, P12

New blast, fire damage P13

Nuclear detonation F12

Traffic, road conditions P13, R12

Electrical power IS, P12

Fallout Arrival FII
Radiological conditions IR, P13

Capability for emergency mission IS, P11, P12

Equipment and transport vehicles IS, PII, P12, P15,
RI2

Survival supplies at installations IS, PII, P12, R12

Fire spread, flood, disorder in area P13

Sanitation conditions P12, P13

S.,ecial manpower categories_ P11, P12, RII

Survival supplies in area P15, R12

Population in area P14, RII

Condition of other emergency services aud installations P16

Unscheduled or On Call Priority Flash Messages

Situation Reports Fil - Arrival of fal.out

PII - Initial status F12 - Nudet observation
P12 - Change in status

PT3 - Area environment On-call Routine Situation Reports

P14 - Outside population status RII - Population status
P15 - Critical resource status R12 - Resource status

PK6 - Other element

Scheduled Reports

IS - Summary Status

IR - Radef Rate
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Tablc 3-Vil

ESTIMATED NUMBERS OF BASIC MEqSAGES - HOSPITALS AND OTHER INSTTI"itONS

Time Environment

SB C D

_o-_shrSt- (u-6 lihrs.) (1-1 dav _ (1-5 days)
Hospitals

Opc:rationa Status 2-8 2-8 2-20 4-15

Area Environment i-3 2-5 5-30 3-10

Population 2-10 3-8 3-15 5-2u

Resources 2-8 3-8 3"15 5-20

Other Civil Defense Elements 1-3 1-3 3-20 2-5

Total 8-32 11-32 16-200 19-70

Other Institutions

Operati.juil• Status 2-5 1-4 2-15 2-8

Area Environment 1-3 2-5 5-30 3-10

Population 2-5 2-5 3-15 5-20

Resources 2-10 3-10 3-15 10-30

Other Civil Defense Elements 1-3 1-3 2-10 2-5

Total 8-26 11-27 15-85 22-73
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". I itary uni t- in Litt area o f a |oca[ civil elie or -a izati 0n

wi I L need to communicate to the F(.C and report their availability for

missions as designated in prearranged military stipport plans. Military

units may also provide warning o[ fatlout approach and information

about major roads and movement of people.

EOC'8 ia adjacent areas will provide radiological warning, movement

of opulaticn, and information about their operatLional capabilities.

It will be necessary for the Emergency Broadcast System (EBS) station

that is ýo piovide service for a particular local organization to provide

to the EOC of that organization reports of its availability and capability

for broadcasting.

Finally, higher headquart.rs (such as the state civil defense head-

quarters or a state area headquarters) will be expected to provide warning

of fallout approach and advice and information to assist the local EOC

in its decision making.

Another possible source of basic information that may be available in

some communities is the wire service of an organization such as the Asso-

ciated Press. This link, if established, is a one-way link and is not

considered part of the civil defense emergency information system.

The numbers and density of messages from the above sources will depend upon

the specific organization and its operating capabilities. In any case,

the num[er of basic messages will be small compared with the

number that should be Provided by elements of the local civil defense

organization.

G. Other Messages

In addition to providing for basic messages supporting types of decisions

that can be anticipated, the information system must also provide for

the transmission of special messages from the EOC providing directives

and special instructions. The availability of the EBS will be important

in reducing the number of such messages.

However, the EBS may not always be available, and directives and 4

special instructions will usually require transmission with a minimum

of delay. Therefore, provision must be made for these messages in com-

potations of peak traffic load. 4

Estimates of the number of urgent messages containing directives
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z-- F-7-talt irztturriofs 47- nr' ,t bzthr~ Kt* ttv -,rarozt, Crgnrt-ý cirrtz

arc shown in Table 3-VII I The numbers are shawn for tbe one and six-hour

dtlr. tioyls of tirl-tpnvironmpnts A and A, wli ch were- also used in es timaLig

numbers of basic mebsages. Messages iii time-environments C and D, because

of the length of these periods, will not significantly influence pe.k load.

Table 3-VIII

ESTIMATED NUMBERS OF URGENT MESSAGES CONTAINING DIRECTIVES OR SPECIAL INSTRUCIIONS

Time Environments
A B

(1-6 hours) (1-6 hours)
Organic Element

Police 5-25 5-25

Fire 3-1.0 5-10

Water Service 1-3 2-3

Gas/Electric 2-3 5-10

Telephone 2-3 5JI0

Road Repair 3-10 5-10

Ambulance 3-10 5-20

Hospital• '2-5

Other Installations 2-4 2-5

Other types a! special messages Lo be considered in determining

communication requirements are:

(i) Requests and inquiries to the EOC from elements of the local

organization and other organizations for information, advice,

and assistance;

(2) Messages between civil defense elements and the EOC regarding

conditions or capabilities applying to specific non urgent

situations.

The volume of these messages will be largely influenced by the

quality of the information base that has been provid%.d by the specified

unscheduled and scheduled messages. qpecifically, adequate basic

information will enable the EOC staff to anticipate conditions and an-

nounce policies or provide informition that will reduce the numbers of

both inquiries to the EOC and other messages that are unimportant in in-

tluencing the emergency situation. For example, if the overall fire
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cap,. lit tv can he de t emined and Arnounced . Requ.sts for assistjince not

c;rd-:e,• ,'i! t_ p11n cm ,s; he forestalled. hvcn I f such a re-

quest is sent to thu EOC, the staff members know that they need not colltbect

additi)nal informnztion to deal with the satuation.

No additional communications need '- be provided specificaliv for t'vle

misc'AlIaneous requusts and exchanges of inforrnaci'in concerning non urgent

situations if, afte7 providing for basic messages and urgent special messages

iat peak periods, t'here will be significant contnunication capacity avail-

• le at other times

Such a <gnu cant capacity would he available in the case of

EOC-shelter communications. The great variation that could exist in

basic message traffic is apparent from the estimates earlier in the

chapter. There wl1 be brief periods of time, such as during movement

vc shelter and immediately after direct effects have been experienced,

when most shelters may have changes of condition and capabilities to

report; there will be much longer periods of time when conditions and

capabilities of nost shslAters will not be changing and basic message

traffic will be low. Unless shelters are completely incapable of

dealing with their proble:Qi, Lhe amount cf low7 rree'eence traffic ahnuld

noc be so great as to use all of this capacity.

For other elements of a local civil defense organization, the pio-

portion of capacity unused for basic messages or urgent directives may

not be so high as for shelters. However, since these organizations will

have more speciaiized concerns and are likely to have experienced per-

sons in command, the occurrence of other types of messages can be ex-

pected to be low.

H. Information Processing at the EOC

i. Decision Making

It is not assumed that all dec'sion making will be concentrated

in one person or in the Executive Section of the EOC. Rather, it

is assumed that the members of all sections will observe the infor-

mation available, ard evaluate the needs for action of some type,

the feasibility of alternative actions, and the value of feasible

alternatives. Upon making these decisions, the staff section (or

its head) may proceed to 4.nplement the decision by:
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(1) ltutonil-.g 'r advi±;inw. eleents outside o! Lhi-. FO(;

(2) Modifying a plan;

(3) Directing or coordinating an action.

Other possible decisions are, of course, to take no action or

"", delay action while attempting to get additional iiformation,

In many cases, more than a single section must ue involved

ut the decisions before an action can be implemented. In these

<ases, the decisions of the staff section will be inputs to

centralized decision making by the head of governmtent and the

Executive Section.

The decisions will then be made on the basis of the overall

situation. One result of the decision may be to delegate the in-

plementation of the decision to one or more staff sections.

2. Generai Concept of Infcrmation Processing

In keeping with the above concept of decision making, each

section of the staff must review the information describing its

own situation and the overall situation.

In Jeveloping this information, each section (Executive,

Population-Shelter, Intelligence. Emergency Services, and Logistics)

will maintain flies, maps, forms, and displays. Prior to an

emergency, these will contain required prestored information.

There is sae advantage, in addition to lower equipment cost,

in having telephone rather than teletype links with shelters. At

the EOC, telephone equipment may be more easily used in the Popula-

tion-Shelter Scctio ,. ;`iere verbal messages can be transferred

directly to records or displays. In addikion, unessential verbal

transmissions may be screene6 out and urgent transmissions may be

directed immediately to the proper staff individual without the

ptinting out and transfer of hard-copy.

This flexibility is also important when the common-user cir-

cuits connect a number of organization elm-:ents to the EOC. It

is not important whe.n there is a single-uter circuit, such as a

terminal of the police communication net.
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will be ilmmediate1v switchld cck the appropriate sta lI section. in-

formation contained in these messages will be entered i mediately

on the appropriate records of the staff section.

Radio a-d teletype messages in hard copy received over coranon-

user circuits will be directed from the message center to the appropriate

staff section or sections.

Each section will thus build up its specialized information

base. Information pertinent -o the overall situation will be trans-

mitted to the Inteiligence Section either verbally, by brief written

message, or by means of an overlay on which intoritation is

plotted. The Intelligence Section will integrate Radef and damage

re:,;orts and warning from other headquarters in a map readily avail-.

able to all staff sections.

The Executive Section will coutinually observe and evaluate

the operation of the information system.

Ar. t•ternal message format will be useful in efficiently pre-

senting information about specific situations requiring decisions.

Such a format for exchange of information within the EOC is co3-

rained in Figur! 3•-1. ,

Figure 3-2 is a schematic representstion of the flo of incam-

ing messages and the decision process in a local EUC. In the chart,

messages are shown entering the EOC through the Message Center. How-

ever, telephone calls are not written out at the Message Center, but

are transferred imnediately to the appropriate staff section. Each

staff sectiom (including the Message Center) maintains files and

displays on its awn situation. Vhe situacion intelligence kept by

the varicus sections is continually coocdinated with that of other

sections,.

All sectic%ýs, in view of the current situation will make decisions

as to the need (V), feasibility (F), and value (V) of possible actions

(including that of obtaining more information).
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T1o nt Fill :d I r, Wlh f- N, - I
EL;tahIi •1hL] hy h---As, '-,'d or ,..o it is
Appropriatv S.ctý( , ---- D,.L Iifltd that thi ý,jt.ssag-
within EOC Applies to Some Previ.ous Situatiwoi.

*~ ~i~i' ; 2 3 4 Situation No_ _

EOC INTERNAL MESSAGE

1 TO: ,•esaga

SUBJECT: Date

T Time __--ocail Time

FROM_:

,MESSAGE:

RECOMMENDED ACTION:

To be Filled in
When Required
by Appropriate

Recommended by <--section

HESSAGE INSTRUCTION

Section Routing Order Action Reg. For Your Info.

Exec. 0 0 0

Intell. Li Li _I

Emer. Serv. C] 3 C]Logist. 0 01 03

L-Insures Proper Routing and Action

Fig. 3-1 Ba,,ic Message Form for Internal MeEsages in the Local EOC.
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If the decision is that some action shouid be taken, the action

may be implemented by the Emergency Services, Logistics, or Population-

Shelter Sections if it .s in keeping with the overall priorities and

: _rict"On that hav. bccn c~iLablizscd and daco. not rcquirc c -ntral

coordination. The decision may be to inform or advise, to modify

a plan, or to coordinate or direct nn hction. If centralized coordina-

tion isi necessary, the decision will be made by the Executive Section.

The Executive Section may also delegate the necessary action to oue

or more of the staff sections. Am,,ig che necessary actions may be

the attempt by the l-essage Cente.r to collect more infouraticn.

It should be noted that a possible decision in every case is

that no action be taken.

3. Responsibilities of Staff Sections for Information Processing

a. General

Each of the five major staff sections (Population-Shelter,

Intelilgence, Ewergency Services, Logistics, and Executive)

will have certain prestored basic information and will use in-

formation contained in messages to update continually the basic

information upon which they will base their decisions.

In order that the most efficient use is made of available

staff personnel, there should be flexibility in duty assignment.

For example, a person assigned as a Radef analyst may help

tc, record information on shelter status during movement to sHel-

ter and prior to the arrival of fallout.

b. Population-Shelter Section

Information to be prestored at the Population-Shelter

Section will include:

The Community Shelter Plan

A tabular listing of data on each shelter, including lo-
cation, spaces (by PF if available), level of stocking,
telephone numbers and other means of communication, and
monitoring equipment (Figure 3-3 provides a format for
the recording of sucht information);

Names and methods of reaching those assigned as
shelter managers and staff members;

Lists of non-NFSS shelters, providing estimated nrumber of spaces
and PF if available;

3-36



I- i

4,1

0

41.

• •~-4

Ti

Qý M

.nn

S~o

4-k 4

ca 41.

-. A0

- -4

X CA

Cd~

00

-40

S .; 3-37

i~

i 0- .



'Naps showing the firu ratLin,, or s,ý;,: ,Lhber indicatiomi oi

iire vulnerabi1lyv ,il various sect[ions o0 the comwunitv;

Documents contain inl methods ior hasty shelter i lbprovement

Location and amounts of reserve or unal located shelter stocks;.

As messages are received from shelters, the tables listing

thir capabiIities are updated. Information about threats to

the population and movement of groups of people is plotted on

maps that slhow the fire vulnerability.

The Population-Shelter Section will continually review

information to determine actions that might be necessarty to pro-

tect or to relocate the population. It will also estimate supply

requirements and availability, and methods for meeting supply

needs will be coordinated with the Logistics Section.

This section, when not otherwise engaged, may seek to deter-

mine the location of persons who are separated from their families

by requesting reports from shelters.

c. Intelligence Section

The Intelligence Section will have prestored for emergency

use the following:

Weapons effects tables and other documents that describe
radiological effects;

Methods for estimating fallout intensity and dose over time;

Maps of the area showing major roads, facilities, and radio-
logical monitoring stations;

Maps of the area adjacent to that under the control of the EOC;

Tabular forms for recording messages from Radef monitors.

The Intelligence Section will plot radiological monitoring

readings and maintain maps as prescribed in the Federal Civil

Defense Guide. Breaks or traffic interruptions on major trans-

portation links will be plotted on large maps, as well as other

damage and current threats (such as fire).

An important function of this section is to make detailed

analyses of radiological effects that might be expected from

movement in fallout during relocation of the population or in

the performance of some emergency service.
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The maps of areas surrounding that of the EOC will be used

to show conditions that may influence future conditions in the

area of the EOC.

d. Emergency Services Section

Included in the prestored information maintained at the

Emergency Services Section will be:

Operational plan for each emergency service;

Operational plan for military support;

Operational plans for mutual support with adjacent civil
defense organizations;

Special maps for each emergency service, showing control,
supply, and service installations and other information,
such as the distributicon lines for electric power;

Tables indicating the operational elements for each emergency
service and their normal locations, communication mode,
and assigned emergency equipment (such as for Radef monitoring);

Manuals and other documents describing monitoring pro-
cedures and d t-, mination procedures.

The capabilititc' each of the various services will be

updated as messages are received. The section will determine
the needs for control, repair. and restoration of capabilities.

Plans for feasible actions, indicated by needs and capabilities,

will be prepared cooperatively by representatives of individual

emergency services.

e. Logistics Section

The Logistics Section will have prestored a copy of the

Logistics Annex of the emergency operations plan and information

as to the location and amounts of the following resources:

Shelter stocks not previously distributed ;
Radio, radiological monitoring, and decontamination
equipment not assigned to shelters or emergency services;

Mobile power generator&#

Major food stockpiles;

Packaged Disaster Hospitals;

Medical stocks other than those in the Packaged Disaster
Hospitals;

Major stocks of fuel;

Earth-moving equipment and construction materials;

Major transportation pools and dispatch centers.
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During emergency operations, the Logistics Sectioni -Jill

updnte the files of resources. Based on information from other

sections, the section will determine how these resources can

most effectively be allocated and the time that the requir-ments

for particular resources are likely to exceed those available

in the area controlled by the EOC. The section will prepare

plans for use and replacement of resource inventories! and the

use of transportation,

f. Executive Section

Prestored information within the Executive SecLion will

include:

The local emergency operations plan;

The operations plan of the headqu&rters to whic!' the
EOC reports;

The operations plan for military support;

Mutual support plans with adjacent headquarters;

Names and peacetime locations of EOC staff members if not
contained in the emergency operations plan;

The local telephone directory.

The Executive Section will continually review the local
plan and policies and modify these in keeping with the existing

situation, which will largely be determined from the Intelligence
Section displays. It will, with the Assistance of the message
center staff, maintain a display indicating status of communi-

cation channels.

The Executive Section wil2 evalaate actions that have
been planned by other staff sections and assign priorities

and responsibilities for their completion. This section will

also evaluate the operation of the information system, and
through direct messages or broadcasts, make modification in

the flow of messages.

It will evaluate information and requests from higher
and adjacent headquarters, and with staff advice, w~ll co-
ordinate actions with other headquarters.

The Executive Section will prepare the unscheduled and
scheduled messages that are required by higher headquarters.
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g. Staff Manning and EOC Layout

The number of p2rsonnel required for collecting, processing,

and using information in an EOC will be influenced principally

by the size of the area that the EOC serves and by the organiza-

tion of operating elements for ci-vil defense. Some general

estimates of the staffing requirements can be made for the or-

ganization that was assumed earlier.

The Executive Section will include the head of government,

the civil defense director, and two or more assistants.

The Emergency Services Section will include a coordinator

or operations chief, one or more assistants, and representL.tives

of police, fire, road maintenance, electric power, and telephone

service.

The Logistics Section will have a logistics officer and

possibly one or more assistants, and coordinators for transpor-

tation, medical services, and for food and other supplies.

The Intelligence Section will have a chief, at least three
Radef personnel, and one or more persons responsible for display

of the general situation.

The Shelter-Population Section will have a chief and one

coordinator for each 8 to 12 shelters. During periods of peak

message traffic between shelters and the EOC, personnel with

other primary assignments may be needed for handling of in-co-ng

calls.

The Message Center Section will be manned by a chief, an
assistant, and one or more telephone switchboard operators.

There will also be a need for radio operators, and the num-

ber of these will depend largely upon which emergency services

will have radio equipment at the center. Representatives of

state and federal agencies (such as the Department of Agriculture),
and officials of local organizations may also be at the EOC as

advisors. These, however, are not considered to be necessary

to the operation of the information system.

Estimated staff requirements for a city with about 100 shel-

ters are as follows:

3-41



Ex.ceu t i;e St' I:•tm'

Emergency St'rv ices -

Logist ics
Inte II igence
Population and S!eltcr 10
Message Center 3

34 + radio operators

Operating staff requirements are for one shift only.

However, between peak acti'VtiLs,full operational manning wil .

not be necessary, and consequently the total operating staff

will not need to be three times, or possibly even two cimes,

the numbers indicated above. Flexibility in staff assignments

will reduce staff numbers. However, only realistic staff exer-

cises can provide reliable indicators of staff needs.

The arrangement of the EOC influences the efficiency with

which the information can be exenanged and decisions made. The

arrangement shoyni in Figure 3-4 has these advantage.-

(I) The groups which rely principally upon ralio communi-

cations are closest to the message center through

which radio communications will be processed;

(2) The Emergency Services and Logistics Groups, which

may have overlapping functions such as the repair

and decontamination of a facility, are adjacent;

(3) The Executive Section occupies a central location;

(4) The overall situation display is visible from all groups.

t. Other Factors in Determining Communication Requirements

The previous discussion of message requirements provided a basis
for determining the communication needed between single elements of the
civil defense organization and the EOC. However, other factors need to

be considered in order to have an effective system.

First there must be consideration of the statistical aspects of the

messages and their sources. This can best be illustrated by a computation

of the number of telephone circuits required for use by shelters.

The peak load of traffic from shelters was earlier reasoned to be

during the movement to shelter period, and it was estimated that between

three and eight basic messages per shelter would be required during

that time.
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Central Displays

N ~Tntplligence

N. 7

", \ /

Emeigency •\ / Population-

Section Section

or Exccutive Agency and Community
"-S Section Representatives

Message

Center Radio Room

Fig. 3-4. Sample Physical Arrangement of a Local
Fmergency Operations Center
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Seven messages would sc t to 1)- a reasonable averave number on

"i"10h to base coismunication needs. li is couLd !-, imde up u,i five basic

nessages and two qpeciai me-sages.) h'rcy-fivv seconds is allocated to

each message, providiog 30 seconds f,'i a 60-word message aud 15 seconds

for ring and transfer ot call at the EdKt. A Poisson distribution of

initiation of calls is assunaed. Figure 3-5 shows the numbrr of circuits

required for a cow-inatlor; of numbers of shelters, time ot the movement-

to-shelter period, and the probability that a call results in a busy

signal.

For 100 shelters, a one-hour movement-to-shelter period and a .1

probp6Uitv of busy signal, there is a requirement for 13 telephone

circuiLts.

'ihis is based on the assumption that each shelter will communicate

directly with the EOC. However, from the various elements of a civil

defense system, messages could be routed in many different ways. In

order to determine the most effective way, alternative organizations

and procedures for collecting and combining data would have to be

compared.

During the study, consideration was given to the use of the shelter

complex headquarters as a node in the information system. It was found

that the amount of redundancy of information in shelter messages, as well

as the nusber of shelters, determines the effectiveness of using the shel-

ter complex headquarters in the reporting system. The discussion of these
fa~t.rs is given in Appendix A.

Iu zbe design of communications for emergency operations, it is

necessary to consider the vulnerability and the reliability of the routes

and u~itching centers or exchanges that are to be used in communication.

These can only be determined from evaluation of commnunication nets in

specific conmmunities.

Finally, communication requirements must not be established inde-
pendently of the program for the training of operating and communication

personnel ini the procedures and priorities of message transmission.

As noted previously, it is not necessary to transcribe telephone
messages, Data contained in prescribed messages may usually be
entered directly on forms in the EOC.
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t

N -- number of shelters reporting to EOC

t duration of movement-to-shelter period

v = number of telephones required in EOC, corresponding to specified pr.obability,

p, of busy signal when shelter calls EOC

Assumptions: seven 3/4-minute calls per shelter during the movement-to-shelter

period (otherwise, replace N/t byg 'TN/lOt, where • = number of calls per.•

shelter, and individual calls are assumed to be • minutes in length); Poisson

initiation of calls.

Fig. 3-5 .

NUMThBER (v) OF TELEPlIONES NEEDED IN ThE EOC AS A FUNCTION OF hIJM1BER (N) OF SHELTERS,

DUPaTION (t) OF NOVF&MNT-TO-SHELTER PERIOD, AND PROBABILITYf (p) OF BUSY SIGNAL
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-- ii. APPLICATION TO SPECIFIC LOCAL CIVIL DEFENSE ORCANIZATION

In summary, what has been provided in this chapter is as follows:

(1) Basic information for decision making in local civil defense

emergency operations was identified;

(2) Types of basic messages to be transmitted between specified

elements of a civil defense organization were identified and

approximations were made of these message lengths;

(3) Ranges of numbers and1 maximum density of messages between

elements anvd the EOC were estiuated,

(4) Types of information to be prestOred at the EOC were identified;

(5) Organization and methods for decision making at the EOC were

apc-ned, and proc'dujcac for routing and processing information

were derived;

(6) Estimates of numbers of staff personnel were made and a layout

of the operations room suggested.

While what has been done will be helpful in defining an information

system in a local community, it will not be sufficient.

Completely efficient routing and volume of messages can only be

determined from:

(1) Complete definition of the information that is required; this

complete definition depends upon the particular conditions

with which the civil defense organization is to deal;

(2) Definition of the particular operating organization that will

be employed, and specific control and information distribution

capabilities within the elements of that operating organization;

(3) The geographical distribution of the elements of the organization,

and its effects on message redundancy and system vulnerability

and reliability,

Efficient methods of information processing can only be determined

when considered together with the decision-making staff and decision-mak-

ing procedures.

In this chapter, assumptions were made about the type and number of

operational elements reporting to the EOC, and it was assumed that the

staff would be divided into functional sections, each having some
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information processing and decision-making reTSponsibiitc. , towic- ... ,

geographic aspects were not considered , an, no attempt was marci to ist

specific conditions that might occur as a result of an attack.

Consequently it is desirable to analyze tne applications of the

principles given here in one or more specific comunxnities in which operating

and control capabilities, including communication modes, are defined exactly

and the time sequence at likely emergency conditions are more cieariy es-

tablished than ir this report.

In addition, it is desirable to investigate further the process of

staff decision making. It is believed that the cooperative procedures

briefly described here are reali;tic and will be effective, but more study

of ways in which decisions may be reached in an emergency environment

is important.

In the chapter, the importance to information system requirements of

the availability of the Emergency Broadcast System was noted. However,

there cannot be separate stations to serve every local civil defense

organization. In addition, they will serve as part of the net to provide

for state, region, or nationwide broadcasts. Consequently, directors of
individual stations will be forced to make decisions about the precedence

of messages that he is asked to broadcast for local EOC's. Another problem

is that EBS-transmitted instructions may be heard and followed by those

for whom they were not intended. Consequently, while the use of the EBS

may be important and even essential for civil defense activities, clear

working agreements need to be. made and followed in order that it be used

effectively.

Because of the uncertainty as to conditions that will exist and

means for dealing with them, local plans for civil defense emergency

operations should emphasize the need for flexibility in the information

system. Over time, some categories of information will become more im-

portant and others less important. As a consequence, communications in-

tended for one purpose may be diverted to another purpose. Information

processing assignments and methods should also be subject to modification

to meet the needs of the particular situation at the EOC.

In conclusion, while this chapter advances certain concepts (such

as requirements for message types to provide basic information) that will
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he important in an efficient informatioen system, more research and

anatysis remain to be done in order to define an information system for

local civil defense operations. Even than, the system will need to be used *

in a flexible manner in order to meet the needs for information in a changing

situation.

I
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Chapter 4

The Civil Defense Emergency Information System at the State Level

I. INTRODUCTION

A. Scope of the Chapter

This chapter identifies:

(1) The information that must be provided to a state civil defense

headquarters to enable it to perform its missiov of supporting

local civil defense .perations;

(2) The form and length of messages to be used in reporting the

(3) required information from subunits (a county or a city);

(3) Estimates of the volume of traffic to be anticipated between

a local EOC and the state headquarters;

(4) Types of information to be submitted by state agency field

establishments (SAFE's) such as a state police headquarters

and by military units.

A staff organization is assumed and the responsibilities of various

sections of this organization for developing information are stated.

No attempt is made to state the communication or data processing

equipment needed in a state of a given size. As in the case of local

civil defense organizations, the information system must be designed to

make use of the communications and control capabilities of its organic

elements and to provide intermediate reporting or control points where

they will improve the operation of the total system.

B. The State Civil Defense Organization

Each state will be responsible for the conduct of civil defense

emergency operations within its boundaries. Some states will be divided

into civil defense areas, each with a headquarters for emergency operations.

Control of the civil defense organization will be under the governor or

Mhi designated representative.

The major elements of the state civil defense organization will be:

State agencies such as the state police, having emergency
responsibilities. Operational control points of these agencies
will be designated as state agency field establishments (SAFE's);

Local civil defense organizations, as identified in the pre-
vious chapter;
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Military units under the command of the state adjutant general;

Headquarters of state civil defense areas, if they are part
of the state organizational plan.

State civil defense organizations can coordinate activities with

other states in accordance with mutual assistance pacts and through the

federal regions, the organization of which is given in the next chapter.

The preattack warning system and the Emergency Broadcast System will

be important adjuncts to the civil defense operating capabilities of the

state.

C. Operational Concept

The state civil defense organization will have the same major ob-

jectives as those of local civil defense; that is, to reduce the effects

of both immediate and indirect threats to life and to maintain the necessary

control, communication, and transportation links.

Obviously, local EOC's will be more able than state headquarters

to direct emergency operations such as movement to shelter, firefighting,

and rescue. 'However, the state organization can contribute significantly

to the objectives of civil defense by:

(1) Coordinating activities of political subunits, state agencies,

and federal representatives in meeting immediate threats to

life. Examples: assisting in movement of groups from a community

with inadequate shelter to a community with surplus shelter;

assigning state units with mobile radiological monitoring capa-

bility to identify safest routes for remedial movement from an

adjoining high-fallout area,

(2) Coordinating activities of political subdivisions, state agencies,

and federal representatives in activities to sustain life.

Example: joint efforts of communities to repair a water reser-

voir or harvest a crop.

(3) Warning and informing the population of hazards originating

both outside of state and within the state.

(4) Assisting in reestablishing emergency control centers or EOC's

and communications in areas where they have become inoperable.

The units that may be made available will be indicated in military
support plans of the states.
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(5) Establishing priorities in case of competing demands for an

intrastate resource or facility (e.g., electric power, hospital

services).

(6) Informing population of the strategic situation and availability

of resources.

More specifically, actions to be taken by state emergency headquarters

in fulfilling these functions are as follows:

1. For maintaining government and control

a. Maintaining and reestablishing communications wit! state

areas' headquarters (if any), subunits, State Agency Field

Establishments (SAFE's), military, and OCD region;

b. Assisting subunits to maintain and reestablish government

and control;

c. Maintaining and reestablishing designated transportation

routes;

d. Establishing priorities for actions by subunits and SAFE's;

e. Providing on-call information as required by OCD region and

neighboring states;

f. Providing scheduled summary reports to OCD regions, and
neighboring states.

2. For meeting direct threats to life

a. Providing attack warning;

b. Assisting in achieving maximum shelter utilization;

C. Providing Radef warning to subdivisions;

d. Providing warning against major fires and floods;

e. Providing warning against chemical and biological hazards;

f. Coozdinating use of available forces for combating fire, or

flood, decontaminating important facilities, and performing

rescue operations;

g. Assisting local organizations to maintain law and order by

broadcasts and coordination of police and military units;

h. Coordinating movement of population from one area to another.

3. For meeting indirect threats to life

a. Coordinating forces for protection of essential resources

and facilities;
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b. Planning atand coordinating the distribution of essential

resources and inventories;

c. Planning and coordinating medical services;

Sd. Planning and coordinating restoration of essential facilities;

e. Assisting in maintenance of morale;

f. Coordinating with federal authorities regarding priorities and

distribution of resources.

D. The State Civil Defense Headquarters

The control of emergency operations at the state level will be cen-

tered at the state civil defense headquarters. It is assumed that the

following will be included in the operating staff at this headquarters:

(1) The governor or his representative and his immediate staff;

(2) The director of civil defense and his staff;

(3) The heads, or their representatives, of state agencies with

emergency assignments;

(4) The state adjutant general and his staff.

Evidently there are wide differences in the ways in which the

operational staffs of state civil defense headquarters can be organized.

One state plan shows 32 separate representatives of agencies reporting

to the civil defense director and through him to the governor. Another

plan has the staff broken into essentially two units, operations and

logistics, with public information and communications groups acting as

internal services.

Since there is no "standard" organization, the organization shown

in Figure 4-1 was assumed. This organization is similar to the organiza-

tion assumed for the EOC at the local level, and such similarity can pro-

mote effective exchange of information.

II. SYSTEM DEFINITION

A. Purpose of the_System

The information system at the state level is primarily:

(1) To provide information to the state headquarters from local

EOC's and from state agencies not having their own communications

to the state headquarters;
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(2) To combine prestored information and information obtained by

-- messages from within the organization and from interfaces with

other systems in order to present a comprehensive description

of situations and capabilities for dealing with these situations;

(3) To provide information and direction to operational units and

other headquarters.

B. Information Requirements

As in the case of local civil defense, it is important to distinguish

between requirements for basic information and requirements for special

information. Basic information is information required for initial decisions

about foreseeable actions, but not all information that may be eventually

required to perform a particular action. Thus, a civil defense headquarters

will need to know the status of control, communication, roads, the popula-

tion and resources to be protected, threats to the survival of the popula-

tion and resources, and the availability of manpower, resources, and organiza-

tional units for dealing with these threats.

Much information that might be transmitted to a civil defense head-

quarters in an emergency situation may be of interest, but will not be

of use in decision making. Facts such as the death of a local official,

the rescue of some scores of people from damaged buildings, or the

failure of a shelter manager to report to his assigned place will not

assist in decision making at the state level. On the other hand, the

following types of information will be useful in deciding actions to be

taken:

(i) The inability of a county EOC to receive reports from radio-

logical monitoring stations (if the gap in knowledge of the

radiological situation is important for operations, the state

must attempt to provide mobile monitoring capabilities, possibly

by aircraft);

(2) Inability of an EOC to communicate with the EBS when it is

important to provide the population with general information

for increasing protection against fallout (in this case, the

state may be able to establish communications with the EBS and

provide the necessary instructions for broadcast);

(3) Uncontrolled movement of numbers of persons out of a city into

other areas.

4-6



Table 4-I provides a list of possible actions to be taken by state

civil defense headquarters and the basic information needed for these

decisions. It will be noted that the time-environments for which the

r requirements are stated differ fron those used in the analysis of

informatton requirements at the local level. This is because, except

in very small states, environmental conditions will be variable in space

and time throghout the state. For example, for only some communities

will there be a period of recovery from direct effects prior to the arrival

"of fallout; some communities may be conducting out-of-shelter activities

for recovery it the same time others in the same state cannot emerge even

briefly from shelters.

Therefore, for the state level, three general time-environments are

sufficient to distinguish information requirements: preattack, or the

time before any effects of an attack are experienced; transattack, or the

time when damage and fallout conditions are changing rapidly throughout

the state; and postattack, or the time after weapons no longer are arriving

and dost early fallout is down.

C. Message Requirements for Subunits

I. Basic Messages
a. Types I

Subunits of the state civil defense organiz&tion that are

to report to the state civil defense headquarters (whether

directly or through an area headquarters) will utilize the

same types of basic messages as those used by elements of the

local civil defense organization in reporting to the local EOC.

Thus there will be:

Unscheduled and on-call priority situation reports,

Scheduled sumary status reports,

Radef reports,

Routine situation reports.

As for the local information system, unscheduled situation

messages may be further identified by their subject, such as
S~*

control and commupication, environment, and population.

A Nudet report (giving the approximate location, yield, and height of
burst of a nuclear detonation) is considered as a form of an environmental
message.
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A description of the types of material to be included in

various unscheduled and on-call situation messages is given in

Table 4-11.

b. Lengths of Messages

The initial EOC status report will be brief, principally

informing the state headquarters that the local EOC is staffed

and taking initiil actions to establish an operating capability.

A message of about 75-100 words is sufficient for providing

this information.

Other unscheduled and on-call situation messages would

be limited to a specific subject, and messages of 30-50 words

can describe such situations. As in the case of messages to

the local EOC, some allowance in communication capability must

be made for redundancy within these messages and for acknowledge-

ment by the receiver.

It is desirable that the summary status messages be sub-

mitted according to a prearranged format. This will insure

not only that the required information is transmitted by the

local EOC, but will simplify the procedures for distributing

the information in the message to the state headquarters staff.

A suggested format for the summary status messages is given
in Table 4-111. On this sample format are indicated probable

word lengths of various parts of the report. However, it is

apparent that complete information about each of these subjects

may not be useful at all times to the state civil defense or-

ganization, even if it is available for transmission. There-
fore, items to be included in an abbreviated (or Type B) summary

status report are indicated by asterisks in Table 4-111. When

all items are included, it is a Type A report.

State plans may specify the normal form of a summary status report,
and exceptions in reporting may be announced by EBS or by messages
to the local EOC's.
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Table 4-II

UNSCHEDULED PRIORITY OR ON-CALL MESSAGES - LOCAL EOC TO STATE HEADQUARTERS

Initial EOC Status Report

(Submitted when staff members are present and have begun assigned

tasks in emergency plan)

Person in charge

Communication links established

Operation capabilities being established (e.g., all police are
being called to duty, etc.)

Actions being taken with regard to population (e.g., population
is being urged to stay in homes and prepare for movement to
shelter)

Control and Communication Status Report

(Submitted to report a significant change in any of the following)

Location of EOC

Communication link to state

Capability of EOC to operate

Capability for communications to operating elements

EBS performance or availability

Threats to significant numbers of people or critical resources that
cannot be met by capabilities under control of local EOC.

Environment Report

(Submitted to report any of the following)

Observation of nuclear detonation (Nudet report)

Occurrence of damage from weapons to at least some specified percent
of structures or area

Outbreak of mass fires

Fires or floods that can spread to other areas

Breaks in predesignated major transportation links

Sanitation problem threatening large area

(Continued)



Table 4-1I (Continued)

Population Report

(Submitted to report any of the following)

Major change in shelter status (e.g., persons assigned to shelters
are moving to shelter)

•. Movement of large groups into or out of area

Breakdown of order or morale

Operational Capabilities Report

(Submitted to report any of the following)

Significant change in operational capabilities (e.g., creation of
auxiliary police force to control disorders)

Capabilities for restoring specified facility (on-call only)

Capability for conducting specified operation (on-call only)

Resource Report

(Submitted to report any of the following)

Loss of electric power, water, gas

Change in conditions or capabilities of hospitals or other
important installations

Damage to installation or resource predesignated by state plan

4I
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Table 4-111

SAMPLE FORMAT

LOCAL EOC SUMMARY STATUS MESSAGE

(Words)
(5) * Message Source

I. Control and Communication

EOC Staff

(10) * Head of government is (present) (not present but in communication)
(not available)

(0-101 * Name and nonemergency assignment of person in charge if not
head of government

Operating Staff Potential

(5) * For present tasks: (adequate) (not adequate)

(5) * For expected tasks: (adequate) (not adequate)

(0-5) * If necessary, can staff be augmented by persons available in area?
(yes) (no)

(0-15) Staff skills needed, but not available

EBS Performance

(5) * Able to receive EBS broadcast at EOC?

(5) * Percent of operating shelters able to receive EBS broadcast

(5) * Can you communicate with EBS station?

(5) * Availability of EBS for message broadcast? (nevgr) (sometimes)

Other Area Communication

(10-20) * Overall status: (e.g., major breakdown in telephone system)

(continued)

Include only these items in a Type B message.
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VA
i• TabLe 4-I11 (Continued)

t: (10) Percent of operational shelters with no 2-way communication
to EOC___

(5-15) Other emergency elements wth no 2-way communication to EOC

(15-20) * Radio nets now operating in area

i X_ _ _ _ . ... __ _ _...

(0-20) For communication links not operating:

Link Estimated time to restore

Otber Area Control

(1O-30) Status of other control centers:

Police
4 Fire

Public Works

SI. Environment

t (10-20) * Overall status (e.g., heavy damage, but no fallout yet)

(20-40) Blast and fire damage su-aary specific

%. of area Major Installations
Heavy damage
Moderate damageS~Light damage

(5-20) Status of predesignated roads known to be blocked

Location Cause Estimated time out

(0-40) Remaining major fire threat, probable effects, and ability to meet.

Radiological conditions

(10-25) * Overall status!
% fae Designated

7oaeInstallations

(30-50) High level
Moderate level
Low level

V, (10-20) Weather conditions affecting operations (extreme cold, heat, winds)

4-19 (continued)



Table 4-111 (Continued)

II. Population

(10-20) * Overall status: (e.g., all sheltered and no problems)

(20) Shelter status: Approximate numbers in

NFSS shelters

Basements and secondary shelters

Homes with no shelter

(0-40) Population in transit (groups of 500 or more)

Numbers Direction or destination Mode

(0-15) Expected available shelter for persons outside community
(spaces)

Casualties

(10-20) (approximate)

Dead

Serious injury

Light injury

Probable numbers of new
casualties due to fallout

Morale and order

(10-30) * Present general situation

Situation expected within next 24 hours

(10-20) (unknown) (will improve) (major disorders) (major morale
problems) etc.

IV. Operational Capability

(10-20) * Overall status - (e.g., no outside operations possible due to fallout)

Specific status (fire, police, utility repair, mobile medical units, etc.)
Fire Police etc.

(40-60) Adequate for present missions? -- --

Adiquate for anticipated missions?

Can additional capability be
created in area?

Can assistance be provided for
other areas?

4-20 (continued)



Table 4-I11 (Continued)

(0-40) Specific mLisions for which outside assistance is needed

L V. Resources

( (10-30) * Overall status (e.g., no problems foreseen for 30 days)

(10-30) Food inventories - days of supply remaining

capabilities in area for restoring
capabilities

(10-20) Medical - types of resources for which shortages exist or are anticipated

(0-20) types of resources in excess available for transfer to other
-- arenas_ _

(15-50) Water supply - status of storage system

status of distributioh, system

Missions required to restore
water system

Will outside assistance be needed?

(20-30) Hospitals - General status: (e.g., skeleton staffs at all hospitals)

Facilities are (adequate) (inadequate) for (existing)
(anticipated) numbers of casualties.

(10-30) Utility plants - Status of predesignated plants

(10-30) Manufacturing plants- Status of predesignated plants

S(20-50) Transportation - Numbers and types needed but not aittainable fur
(specify type of mission)

Numbers and types available for missions outside of area.

(10) Motor fuel - Estimate of days until supply is exhaunted by anticipated
needs.

(10) Heating fuel - Estimate of days until supply is exhausted by anticipated
needs.

(15) Housing - Estimated needs for housing (units)

fDoes area have capability area for creating
new units?

Available housing for persons from outside
4 area (spaces)

VI. General

(0-40) * Problems requiring assistance not covered in above.

(20-50) Actions being coordinated directly with other communities.
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V

In order to conserve coinmunicaLion capacity, information

should not be repeated in succeeding sumnary status messages.

Where there has been no change, this fact alone should be re-

ported. Consequently, Type A summary status reports may also

vary in length, depending upon the degree to which the situation

has changed since the last message of this type.

Requirements for Radef reports from local organizations to

the state headquarters are defined in the Federal Civil Defense

Guide. In general, the EOC in each subunit is to transmit a

flash message upon the arrival of fallout in the area of its

responsibility and messages every twelve hours for the first

48 hours giving dose rate by sections of that area. A report
of fallout arrival can be transmitted in a message of 10 words,
and the prescribed dose rate report can be transmitted in a

message of about 30 words.

The types of messages from local EOC's to state, and their

word lengths, can be summarized as follows:
Initial EOC Status 75-100 words

Other unscheduled or on-call
priority situation reports 30-50 words

Type A summary status message
(trans- and postattack situations) 500-1100 words

Subsequent Type A summary status
messages (relatively stable situations) 250-650 words

Type B summary status messages
(trans- and postattack situations) 200-400 words

Radef - fallout arrival 10 words
Radef - dose rate in local area 30 words

As noted before, in translating message requirements into

communication requirements, some allowance must be made in addition

for redundancy in messages, for inefficiency in transmission, and

for acknowledgement by the receiver of the message.
2. Special Messages

Special messages between state headquarters and local EOC's

will consist of:

(1) Inquiries and requests to and from local EOC's;
(2) Reports from loca'. EOC's regarding unforeseen conditions

or providing additional information;
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(3) Information, advice and directions to local EOC's from the

state headquarters.

As in the local information system, the subject, ienth, and num-

ber of special messages Into or out of the state headquarters will be

greatly influenced by the amount and quality of the information provided

by basic messages. The potential capability 7f the state civil defense

lheadqLters for taking actions to assist local units will also affect

the exchange of information between it and local EOC's. It can be

expected that, if the state civil defense organizttion is effective,

there will be many special messages regarding the distribution and

replacement of particular stocks of resources for survival. Such

messages will necessarily be much longer than situation messoges in

which the status of resources only is reported.

After some point, however, as state government operations are

restored, there will be less and less need for actions by the state

civil defense emergency headquarters, and consequently less and less

need for special messages.

3. Density of Message Traffic

In the preattack period, the greatest density of messages from

local EOC's to the state headquarters will probably occur soon after

the EOC's are manned. At this time, an EOC would be expected to

transmit its initial status report and soon after this, changes in

the status of communication and control, operational capabilities,

and the population, all of which require priority messages. Requests

and inquiries and other special messages are highly likely soon after

the EOC is manned.

Since the local EOC's will probably be occupied at approximately

the same time according to a state wide readiness plan, a high volume

of traffic could be generated during a relatively short time. In a
period of one hour, each local EOC in a state may have for reporting
an initial status report, two or more unscheduled or on-call priority

reports, and several priority special messages. During the same

period, the state headquarters could have for transmission to an EOC

one or more priority special messages. These messages would range

from 30 words to more than 100 words in length.
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Following the occurrence of direct weapo ffe&Bs, a local EOC

can be expected to generate a number of unsche, 1 priority situation

messages, reporting changes in environment, popula on, and operational

*:apabilities. The density of traffic to state hojadquarters will be

influenced by the length of time during which weapons effects are

experienced by the various communities.

Another period in which high message density could occur is that

in which scheduled summary reports are being transmitted. Some messages

of other types would also be generated during the same time period.

Finally, a high message density can be expected as local EOC's

determine their supplies of and requirements for resources necessary

for survival. These reports,as noted earlier, would be made by

special messages.

4. Other Consfderations in the Design of Local-State Communications
In design of communications for an information system, there

must be cootsideration of alternative equipment, routing, and control,

as well as the density of originating messages.

Teletype has some important advantages over voice transmission

in communication between state and local EOC's. A considerable

number of the messages from the local EOC are likely to be special

messages involving more than one staff section. Such messages will

not follow a specified format and cannot be recorded efficiently

manually. Messages to local EOC's from state headquarters may arrive

at a time of stress and concern with local problems, and some verbal
messages are likely to be inaccurately recorded.

Teletype also uses available circuits more efficiently than does

voice transmission because of their duplex (siunultaneously send and

receive) and automatic transmit (when lines are open) capabilities.

The flexibility of the telephone which permits direct transfer

of information to the appropriate staff seclion, is not so important

at state level as at local level since the state will have less

capability for immediate actions to influence situations.

in determining local-state communication requirements, it is

important co consider the use of intermediate centers for aggregating

information. Tn large states, even if area headquarters have no operating

capability, they could perform a necessary service in filtering the large
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number of massaage that might originate and otherwise saturate the

communication capabilities of the state civil defense headquarters.

Finally, intelligent control of reporting must be exercised,

or almost any amount of equipment may prove inadequate for communication

between local and state civil defense headquarters. One type of control

that has been noted earlier is the specification of abbreviated forms

of summary status messages. Another important form of control is

the establishment and observance of message precedence and times for

submitting stimmary status reports, for in this way some leveling of

the total traffic load could be achieved.

D. Messages From Other Sources

Units of state agencies throughout the state can be important sources

of information. Some agencies such as the state police and the state high-

ways department, have their own communication nets. Others may utilize a

combined communication net.

Consequently the state civil defense emergency information system

can receive necessary information by messages from a control center,

such as the state police headquarters that is separated from the civil

defense headquarters or from an interface with the system at the civil

defense headquarters.

Whether by transmitted messages or by internal messages at the state

headquarters, the following types cf information should be reported by

state agencies:

Stetuq of major opterational units and installations;

Status of predesignated resources of these agencies;
Nudet reports;

Significant changes in the environment at designated installations
(e.g., arrival of fallout, fire);

Changes in status of significant groups of the population (mass
casualties, breakdown of authority, mass movement);

Significant changes in the capability or the condition of operating
forces or control centers of subunits or of other agencies.

To the state agencies will be transmitted information that will be

important for their planning or coordination of operations.

Military units within the state under the control of the state Adjutant

General will have their own military communication net, and the state

civil defense headquarters must provide for an interface with this net.
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The types of information to be provided from military units are the same

as those that are to be provided by the state agencies.

Neighboring states will provide messages of the following type:

Priority messages giving information on approach of fallout, fire,
or flood;

Priority messages an interstate movement of large population groups;

Summary reports of the condition of the state (The summary report
may be transmitted over the regional communication net to regional
headquarters and adjoining states simultaneously.)

E. Information Processing at State Headquarters

1. Prestored Information

Principal types of information to be prestored at state civil

defense headquarters are:

The state emergency operations plan, including the plan for a
military support; plans of major subunits;

If not included in the operations plan, a file of locations of
state agency and military installations and their communication
links; and locations of the EOC's of subunits of the state;

The amounts and locations of federal and state stockpiles;
other important inventories of items necessary for survival;

Maps of power distribution and telephone lines;

Maps showing major roads, rail lines, and airfields;

A file giving the location and capacities of hospitals, including
PDH's, and other major state institutions;

Files giving the location and capacity of NFSS shelters;

EBS stations and methods of communicati6n with them;

Instruction manuals-f or shelter improvement, decontamination,
distribution of food, and other probable operations in an

S~emergency;

Names and normal locations of key personnel of state agencies
assigned emergency responsibilities;

Names and normal locations of local government and civil defense
officials.

2. Staff Responsibilities in Information Development

a. Population-Shelter Section

The Population-Shelter Section will be responsible for

developing and evaluating information about the general status

of the population and for estimating needs for resources

and manpower. Among the specific activities of this section

will be the following:

Maintain and update file of shelter availability and

utilization by city or c~nty;
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Estimate major areas of shelter deficiency;

Maintain file of population status (relative numbers ofI casualties, unsheltered, etc.);

Prepare estimates of requirements for food, medical,
housing by area of state;

Tabulate in~ormation on availability and requirements
for special manpower skills.

b. Intelligence Section

The I'telli.ence Section will be responsible for determining

and displaying the overall situation in the state. It will perform

the following activities:

Maintain map of state, showing areas of damage, mass fires,
and boundaries of levels of fallout;

Maintain map of status of major transportation links and
airports in the state;

Maintain map showing status of local control, communication
and electric power;

Maintain display of present and predicted weather in state
areas;

Maintain file of radiological monitoring stations and
capabilities;

Maintain file of mobile radiological monitoring capabilities;

Evaluate specific threats to population groups and inform
other sections.

c. Operations Section

The Oparations Section will include in its activities the

following:

bMaintain and update the warning and communication plans;

Maintain file of the status of state operating units and
their control capabilities;

Maintain a plan for military support and a file of the
status of military units and their control;

Maintain a file of major operations in progress (e.g., re-
location of population groups, firefighting, medical
assistance);

Maintain file of deficiencies and surpluses in operational
forces of subunits;

Analyze method for effective use of operational forces in
coordinated actions.

d. Logistics Section

Responsibilities of the Logistics Section in developing

information will include the following:
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I
IMaintain files of the location and status of stockpiles
under federal and state control;

Maintain files of the location and status of other major
invcntorics of items necessary for survival;

Maintain file of predesignated equipment for emergency
use (e.g., power generators);

Maintain files of the status and capabilities of designated
"emergency production facilities.

e. Administrative Section

The Administrative Section will be responsible for the following:

Evaluate internal flow of information at the state headquarters;

Prepare reauests for assistance from region;

Prepare status reports to region;

Recommend reassignment of personnel to facilitate infor-
mation development.

III. APPLICATION TO SPECIFIC STATE CIVIL DEFENSE ORGANIZATIONS

The preceding description of a state civil defense information system

has been largely conceptual.In any particular state, the civil defense

information system must be integrated with existing information systems of state

agencies that would also be used in an emergency. Consequently, no specific

definition of the flow of information can be given without defining a

complete state operating system. To do this would be fruitless, since there

are many ways in which state information systems will in actuality be organized.

The size of the state and the existing operational structure of the

state agencies will also influence the makeup of the state civil defense

headquarters staff and the methods used there for decision making.

The effect of dividing the state into civil defense areas for either

control or information gathering and the preferred geographic limits of

those areas should also be considered concurrently with the consideration

of the civil defense information system.

Each state therefore should examine its own peacetime organizational

and communication system, and its geographic, political, and econcmic

structure, and on the basis of these develop the organization for emergency

operations and its accompanying information system.

In the definition of this information system, the message types

and formats, and the information processing responsibilities defined

in this report should be included.

4-28
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Chapter 5

Information for civil Defense Emergency Oeerati4, ns at the R&,ioaial Level

1. INTRODUCTIC1

A. The Role of the Rexion in Civil Defense Emergency Ogerations

The eigi-t regional headquarters provide the means by which the federal

government can most directly influence the conduct of civil defense emer-

gency operations. At these headquarters on a full-time basis are repre-

"sentatives of the Office of Civil Defense and representativea of other

federal departments and agencies, and liaison is maintained there with

the six armies of the continental United States.

The missions of civil defense at the federal level, as stated in both

regional emergency operations plans and the National Emergency Operations

Plan, are to "assist state and local governments in preparing for and con-

ducting emergency operations designed to:

(1) 'Ake maximum effective use of available shelter against radia-

tion;"*

(2) "Execute appropriate countermeasures and actions to save lives

and protect property...;
S~(3) "Repair and restore utilities and facilities essential to life

saving operations."

These missions are in keeping with the general objectives of civil
;:- defense that have been assumed for the local and state levels; that is,

S(1) To reduce direct threats to life;

(2) To reduce indirect threats to life;

(3) To maintain government or control and communications and trans-

portation links.

Because regions have no legal authority over states and because, un-

like local and state organizations, they have no operational units, they

will not be concerned with directing emergency activities. However because

regional headquarters, through field representatives assigned to individual

states may have knowledge of existing civil defense capabilities and have

7* Civil Defense Regions 5 and 6 correspond to the Fifth Army; Regions 7

and 8 to the Sixth Army; each other region corresponds to a single army.
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" • ~means for emergency communication to the states, these headquarters can *

S~have an important role in coordinating the activities of state civil
defeIse organizatioas and military units asaigned civil defense responsi

bilities.

Figure 5-I shows the place of the region in the organization of civ-Ll

defense.

B. The Regional Headquarters Staff

The normal staffs of regional civil defense headquarters include

personnel assigned t. field operations, communications, training, fi-

nance, and other administrative duties. Within the field operations

section are persons assigned as representatives to individual

states. All of the above personnel will have responsibilities for

"serving as members of the staff for conducting emergency operations.

In addition, representatives of the various federal government de-

partments and agencies are assigned to civil defense headquarters.

Among these are representatives of the Department of Commerce, the

Department of Labor, the Department of Agriculture, the Atomic Energy

Commission, the Federal Aviation Agency and the General Services
Administration. These representatives constitute the Regional Civil

director of the region to develop policies and implement actions in

support of the emergency operations centers within the states. In

addition, one or more representatives of the Army will be present

at the headquarters.

Various ways are given in the plans of the eight regions in which

the staffs are organized for emergency operations. The organization

that was assumed for this study is similar to those found in all of

the regional plans, but is identical with none. The staff assumed is

as follows:

An Executive Section consisting of the Regional Director, his deputy,
and other assigned personnel.

An Operations Section consisting of the Director of Field Operations,
field representatives to the states of the region, and other person-
nel. This section will analyze incoming reports and establish opera-
tional priorities and coordinate military support to the states and

mutual support between states.
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An Intelligence Section to maintain information about the overall
situation, particularly weapon dampZe, radiological conditions,
and conditions of transportation links. The Intelligence Section
will also have responsibility for warning and maintenance of the
War Room.

A Logistics Section that will summarize supplies of and requirements
for essential resources. This section will coordinate with the RCDCB
in recommending actions with regard to scarce resources for maintaining
life.

A Communications Section that will have responsibility for the
message center,for communications,and for the operation of the
internal information system.

An Emergency Information Section with responsibility for preparing
information for broadcast and for preparing reports to the national
headquarters.

In addition, there will be administrative and support personnel who

are not directly participating in emergency decision making.

II. DEFINITION OF THE INFORMATION SYSTEM

A. Purpose

The purpose of the information system for emergency operations at

the regional level is (1) to provide to the regional headquarters from
state civil defense organizations information required for planning and

coordinating actions to be conducted by federal government representatives;

(2) to provide a means for consolidating, evaluating,and distributing

information received at the regional headquarters from states and other

sources; and (3) to provide a means for transmitting to states informa-

tion and advice that will be useful in their emergency operations.

B. Information Requirements

The information to be provided to regional headquarters is determined
by the actions that might be taken at that headquarters. As for the local

and state organizations, these actions can be divided into three major

types. The actions to be taken at regional level within these types are:

1. For maintaining government and control

a. Maintain and. reestablish conimunications with states,
federal agency field establishments (FAFE's), and the military;

5
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b. Assist the states to maintain or reestablish governaent

and control;

c. Assist the states to maintain and or reestablish important

transportation links.

S2. For meeting direct threats
a. Assist in providing attack warning;

b. Assist in insuring maximum shelter utilization;

c. Assist in providing radiological warning;

d. Assist in providing warning against major fires and floods;

e. Coordinate interstate movement of major population groups;

f. Coordinate interstate flood or fire control activity,
5. E~stablish priorities for allocation of resources and assist

in obtaining support from federal agencies, military, or
other states.

3. For meeting indirect threats

a. Advise on actions to protect essential inventories and

facilities;

b. Advise and assist in distribution of essential inventories;

c. Assist in or coordinate the provision of medical and welfare

services;

d. Assist and coordinate actions to restore important facilities;

e. Advise and assist in maintaining morale and order;

f. Establish priorities or supplies and coordinate assistance

Y from Zederal agencies, military groups, or crther states.

The information requirements for these actions and sources from which

they may be supplied are stated in the work sheets given in Table 5-I.

C. Message Requirements

1. From State to Region

a. Types of Messages

As at the state and local level, certain basic types of

information should be received at the regional level through

unscheduled priority situation messages. There are four general

subjects that these messages may cover:

Government and control,

Environment (including Nudet reports),

Population,

Supplies services and facilities.
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Conditions that should be reported under each of these

subjects by unscheduled situation reports are shown in Table

States will also submit scheduled summary status reports

containing information in the same four subject areas. Table

5-II1 provides a suggested format for such messages. Tatble 5-1V

is a sample of such a report.

It will be noted that the format of the summary report

differs from that which is now specified in regional plans in

several respects. First, there is no separate format for pre-

attack and postattack situations. Certain elements of the re-

port may be omitted, however, in the preattack condition.

Next, the format suggested in this report is much more

structured than that given in civil defense regional plans.

This will assist those preparing the report at state level

and facilitate distribution of the report to the appropriate

sections of regional headquarters. Obviously, detailed specifi-

cation of what is to be included also tends to reduce message

length.

Finally, the suggested format provides for flexibility in

reporting by allowing the region tc provide direction as to the

detail that is desired under differing conditions. General

estimates of surviving resources may be all that are necessary

or possible to obtain early after an attack. As more information

becomes available, the states can be advised of the detail to

be provided in the summary report.

On-call messages or reports will also be required from

states. Types of basic information that can be supplied by

on-call reports are as follows:

Radef condition at specific locations;

Casualty estimates;
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Table 5-11

UNSCHEDULED PRIORITY SITUATION REPORTS - STATE TO REGION

I. Government and Control

When state EOC becomes operational, moves, or terminates operations.

When communications are lost or restored to an adjacent state or
to a large area .f a state.

When government or control is terminated in a major population
center or restored.
Threat to government or control in major population center or in

a wide area.

11. Environment

Nudet report.

Arrival of fallout at a major population center or at

Flood condition affecting another state.I
Extreme conditions threatening large umbers of lives, not
previously reported (including chemical and biological agents).
When a major interstate traffic link is broken and will require

more than * hours to restore.

When a major interstate traffic link is restored

III. Population

Movement to shelter ordered or advised in state or in major areas
of state.

"Interstate movement of large numbers of people, not previously
reported.

Evidence of widespread problems of morale.

People leaving shelter in state or in major area of state.

IV. Supplies, Services and Facilities

Loss of najor stocks of food or medical items or significant
change in days-of-supply estimates.

Damage to facilities predesignated by region as critical.

Need for medcal facilities, supplies, or mobile medical units.

When electrical power is lost or restored in a major population
center or over a wide area.

Place can be specified by regional headquarters.

5-11

•,I



Table 5-111

FORMAT FOR SCHEDULED SUMMARY STATUS REPORT - STATE TO REGION

Word Range

Part I. Government and Control

20-50 A. State Headquarters or EOC. 4

1. EOC: present manning, expected changes.

2. Other element- of government: present location, expected
changes.

50-150 B. General Communications and Control Capability (by area of state).

20-150 C. Specific problems in maintaining government, control or communica-
tions and assistance needed.

Part II. En~irune

50-150 A. Damage (other than radiation).

Areas or counties, and major cities with heavy, moderate,or

light damage** to structures.

50-150 B. Radioactivity.

Areas or counties and major cities with heavy, moderate or
light radiation.*k

50-150 C. Fires, floods (by area).

1. Affecting other states: location, direction of spread.

2. Specific problems and assistance needed.

20-50 D. Extreme weather conditions (by area).

Specific problems and assistance needed.

100-200 E. Transportation Link&. I
1. Interstate links.

a. Breaks or traffic conditions causing delays of more
than hours.

b, Expected change on situation.

2. Other specific operational problems and assietance needed.

F. Electrical Power.

50-100 1. Interstate (by area).

a. Existing conditions.

b. Expected changes.

0-lO 2. Other specific operational problems and assistance needed.

* (continued)
Pciat disaster only.

Basis for rating to be supplied by region.
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1 0Table 5-111 (continued)

Word Range

Part I11. Population (by area)
• 100-200 A. Status of major *** population groups threatened.

Present situation:

Expected situation:

Actions being taken:

Specific assistance needed:

50-100 B. Major population groups in transit.

Present numbers and locations:

Expected situation:

r Actions being taken:

Specific assistance needed:

150-200 C. Major housing and shelter availability and needs.

50-200 D. Morale.
•' Present situation:

Expected situation:

Actions being taken:
Specific assistance needed:

100 E. Casualties (by area).

Part IV. Sup-_L-es, Services and Facilities.

100 A. Status of food (by area)

In average days of supply:

Replenishment potential:

Actions being taken:

Specific problems and assistance needed:

100 B. Status of Water (by area).

In average days of supply:
Replenisbment potential:

Actions being taken:

Specific problems and assistance needed:

(continued)
S~*

Post disaster only.

Basis for rating to be supplied by region.

Numbers to guide reporting to be determined by situation and specified by region.

5-13
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Table 5-I11 (continued)

Word Ranje

150-250 C. Status of medical supplies.

Items in greatest demand:

Items with critical shortages:

Steps being taken to meet shortages:

150 D. Status of heating fuel.

In average days cf supply:

Replenishment potential:

Actions being taken:

Specific problems and assistance needed:

100-200 E. Status of medical services.
Specific problems and assistance needed (by areas)

50-100 F. Status of Vehicle Fuel.

Part V. General

0-200 A. Problems of state government not covered in above.

0-200 B. Actions being taken in coordination with other states.

51
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Table 5-IV

SAMPLE STATE SUMMARY REPORT

7State____

__ •For time period ending

1. A. 1. EOC fully manned; no change expected.

2. Governor at _ ; cannot move to EOC.

B. Area 1. Most of area under control of local govts.; some
breakdown of wire communication.

: Area 2. Little operational capability; communications to north
part of area by radio only.

Area 3. No capability for control in city of ; communications irtact.

Area 4. etc.

C. Request reps, of Fed. gov't. at be sent to

City of to assist in reorganizing government.

II. A. Heavy Damage: , , counties

and cities of

Moderate , _ __ , , counties and cities of , __

Light: , -) - _, __, counties and cities of

B. Heavy Fallout: ,_, counties and city of _

Moderate,___ , __ __ __ counties and cities of

C. Area 1. Fire, 5 mi. front at , __ , moving northeast at 2 mph.

Area 3. Flood, on River 5 mile below Dam; moving 25 mph.

D. Extreme cold conditions in Areas 3, 4, 5

E. 1. Interstate blocked by downed overpasses at and

will be cleared in 1.2 hours.
2. All bridges across River at down; no military

bridge units in state.

F. Power out in areas 2 & 4 due to transmission line damage; 4 days

or more to resture fully.

(continued)
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Table 5-IV (Continued)

S III. A. Area 1. 70% of survivors have adequate shelter; must move about

people now in shelter because of uncontrolled fires;

assistance needed in obtaining agreement of of (state)

to accept these people,

Area 2 - (similar)

B. Area 5, 15,000 people moving north along interstate Route

approaching (state). All will be casualties to fallout.

F C. Area 4. Housing for refugees available in military barracks

at

D. Area i. No problem.

Area 2. Many feel that it is no use remaining in shelter, since

instruments indicate low radioactivity levels; broadcasts by

governor being made to explain sit-Ton.

Area 3. (similar)

E. (% of Preattack)
Prob. Add'l.

Deaths Radiological injured

Area 1 10 25 20
Area 2 20 20 30
Area 3 5 5 10
Area 4 2 10
Area 5 2 5 10
State 10 20 25

IV. A.

Food Level Replenishment Potential

Area 1 42 days No immediate
Area 2 36 days 5 days at food processing plant
Area 3 80 days 2 days from surviving cattle; dairier

have limited production
Area 4 20 days No immediate
Area 5 30 days No immediate

B. Water (similar to A).

"C, Medical Supplies (similar to A).

D. Fuel (similar to A).

(continued)
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Table 5-IV (Coninued)I

E. Area 1. All facilities and services overloaded.

Area 2. All facilities and services overloaded.

Area 3. Somne mobile units being sent to Area 2. -

Area 4. No units or services available.

Area 5. Some mobile units being created to go to (state).

F. Area 1. One-fourth of motor vehicles have need for fuel,

Area 2. Diesel fuel needed for trucks and

Area 3, 4, 5. same as Area 2.

V. A. Have inadequate staff to enforce rationing if it is ordered.

B. None yet.

5-171
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¶
Population status in vicinity of installation or reporting
point, i.e., shelter conditions, morale, immediate needs;

Progress in restoring facility or transportation link;
Location of major uncommitted capabilities (e.g., houaing,
transportation, with or without crows, medical services
and equipment).

Radef messages will also be submitted to region from stations

of the Federal Monitoring Network in accordance with the Federal

Civil Defense Guide.

b. Message Volume

Estimated average word length of the priority situation

messages as given in Table 5-I1 is 50 words.

The ranges of message lengths in various sections of the
summary status report for a state with five areas are shown on

the format in Table 5-I11. Total message lengths for status

messages based on these word ranges would be

preattack - 1100-2300 words

initial postattack - 1400-3000 words

subsequent postattack - 600-1500 words

The volume of priority and on-call messages to be transmitted

during any one period between a state and a region will depend,

of course, upon the size of the state, the extent of attack effects,

and the rapidity with which changes are taking place.

Due to the limited capability of regions for taking immediate

actions, most messages from states (with the exception of Nudet

reports) can tolerate some delay in transmission. Consequently,
it will not be necessary to provide for very high traffic densities.

It is estimated that the maximum number of messages per day

from each state to a region during the transattack and postattack

periods will be:

ona summary status report - 1400 to 3000 words;

fifty unscheduled priority situation reports 50 words ea'h;

twenty special messages - 50-200 words each.
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2. Military Headquarters an(' Federal Aigency Field Es~ablishments

to Region

Priority messages will also be sent from military headquarters

and tederal agency field esablishmanit. Thcsc tuclude:

"report of fallout arrival;I;" Nudet or major damage report;
flood or windstorm not previously broadcast;
absence of civil government or control;
break in designated transportation link, estimated time to repair;
traffic delay in designated traanportation link (delays
anticipated of more than H hours).

On-Call messages from military headquarters and FAn's would

contain the same types of information as provided by on-call messages
from states.

3. Region to Region

Messages will also be expected from adjacent regions. These

would include the following types of basic information:

fallout approach warning;
flood, fire warning;
major breaks in interregional transportation links;
requests for supplies and resources;
response to requests for supplies and resources.

4. National Civil Defense Headquarters to Region

Types of information to be received from the national headquarters

are:

strategic situation reports, indicating the probability of
the start or termination of a nuclear exchange;

tactical warning to supplement National Warning System;
warning against fallout, flood or other conditions when

receipt of warning from another region is doubtful;
damage assessment summaries.

The strategic situation report would, in a preattack period,

provide an indication of the types of actions to be taken and their

urgency. In the postattack period, it would reduce uncertainty

about the overall recovery problems.

Damage assessment summaries should provide the following infor-

mation about states adjacent to the region:

general radiological environment;
status of government and control in major centers;
major needs for support;
capability for providing support.
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Detailed zrligt!.tes of l orfe& popnilariAn and other recooirces

io more distant regions arc not important.

The desirability cf the nstional headquarters furnishing a region

with machine-computed estimates of the condition of population and

Sresources, based on u�det reports, has never been proved. Nudet

reports may be used by the regional heaaquarters staff for making

quick estimates of the status of resources, and it is difficult to
see how estimates from the national aeadquarters will be significantly

more reliable to improve the making of decisions. Therefore, in

conaidering information processing at regional headquarters, such an

input is not included.

D. Staff Informatior Processing and Arrangement

The column "staff action to develop information" in Table 5-1,

is the basis for determining the responsibilities of various staff sections

for developing information.

In compilfng those responsibilities, it soon became apparent that it

would be desirable to have the Operations Secticn divided into elements,

each represeŽnting a single state. Needs for Dperations in each state conli

be more clearly determined on the basis of that partf.cular state's situation.

Region-wide planning of operations may not be possible, and most decisions

(at least in the early emergency period) may apply only to a limited part

of the region.

Since these state elements at the regional, headquarters will process

all types of information pertaining to their assigned state, the processing

requirements can probably be best identified if they are divided into the

same categories as prevlously t13d for messages; that is, government and control,

environment, population, and supplies, services, and facilities. Table

5-V gives the responsibility of state field representatives. The

Intelligence Section will process and display much of the same informa-

tion that i.; handled by the state elements of the operations center.

However, by displaying the information on a region-wide scale, conditions

that require coordination between states or direction by the region are

more readily apparent. Table 5-VI summarizes duties of this section.

The responsibilities of other sections of the EOC are more specialized.
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•TE Table 5-V

S 3Z FIELD, R L •SEATIVS
RESPONSIBILITIES FOR INFORMATION DEVELOPMENT

(Attached to Operations Section) I S~Analyze

Maintain and Maintain and and Summarize
GoVfernment Update File D Situations

State Hq. or EOC Capability X
Government or Control in Major

Areas oi SLaLe X X
Alternate Sites for Gov't, or

Control X
Alternate Capabilities for

Gov't. or Control (Personnel,
Units) x

Readiness Cenditions X
in State

Communications

Available Communications
Links to State ' X

Alternate Communications
Capability X X

Environment

Damage (amount and location) X X X
Radioactivity Intensity and Area X X
Major Transportation Links

Condition and requirements
to restore x X

Actions being-taken to restore X

Fire, floods
dLoc'-,, directfon X X

Count,"-:-:.r availabie
Countermeasures being taken X

Weather Conditions X X

Population (by area of state)

Movement of Major Groups X X
General Status of Population X X X
Shelter Utilization:

excess X X
requirements X

Housing
availability X X
requirements X

Morale X x

(continued)
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Table $-V XContinued)

Analyzc
Maintain and Maintain and dnd Summarize

_ Update File Update Display Situations

Supplies, Services and Facilities

Electric Power
Condition ol major elienmets K X F

Actions to restore, estimated time A

Critical Supplies
Identification (types) x

Requirements (by type)
Location and cond'n. of

major crtocks x X
Actions taken to protect

or conp'-_ie x

Transportation Service (by area)
Availability X
F~quirements X

Critical ?acilities
Location and condition X K

Actions taken to protect X
and restore X

Other

Military Units (by type)
Location and availabilicy X
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Table 5-Vi

INTELLIGENCE SECTION
RESPONSIBILITIES FOR INFORMTION DEVELOPMENT

. Analyze
Maintain and Maintain and and Summarize
Update File Udat nifis V Situations

Readiness ConditionsI

Damage - by area and
F severity

Radioactivity - by area
and intensity Xx

Fire-Floods by area and
severity X X

Transportation Links
Location of breaks in critical .j

links xX
Action. being taken to restore X

Electric Power
Areas out x x x
Actions being taken to restore X

I Weather -by areas X x
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The Logistics Section will coordinate information about supplies, services,

V •and facilities obtained from the state field representatives and the

representatives of the federal agencies who are part of the Regional Civil

Defense Coordinating Board. The Communications Section will maintain and

evaluate information on the condition of communication links and the opera-

tion of the information system itself. A subsection of the Operations

Section will have the responsibility for maintaining information on aru-a

tual support operations being conducted by the states and Ly the military 4
and support of the various states.

Members of the Regional Civil Defense Onordinating Board will maintain

files on the resources for which their respective agencies are responsible,

and will periodically provide esti,'ates of requirements for transportation

and other services necessary for th-..r operations.
It should be note-A that it is impossible to determine tn advance all

of the information that may be of sufficient importance to require a cen-

tral display. However, the use of overlay techniques gives the display

zyztem, ih flexibility that w•ill be required.

The overlay method has been mentioned earlier in the chapter on the

local system. It envisions the recording of many kinds of information

on transparent overlays for a map used throughout the center. The over-

lays can then be superimposed to provide a display combining any desired
Strypes of information.

A format for internal exchange of information at the regional head.-

quarters is Phown In Figure 5-2.

E. •utgoing MessaRes

Messages to states, FAFE's, military commands and other regi,-!.s will

principally consist of:

Relay of strategic information from the national headquarters or
warning system;

Advisories or answers to requests;

Requests for missions or resources;

Requests for reports on specific resources or capabilities.
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I

Regional summary status messages will also be transmitted to the i
i national civil defense headquarters and to headquarters of adjacent regions. t

F. Othet Fictors Influencing the Information System at Regional Level
A regiwtal civil defense headquarters has communication links with

all or nearly all tederal departments and agencies with emergency re-

sponsibilities, Table 5-V~i shows the links that exist at one regional

headquarters and their capacities. If these capacities are only partially

used, they could easily overload the capability of a r,2gional headquarters

for processing the information received. There will be a great
amount of redundancy in the information received and requested unless com-

munication plans for all users of these communication channels are carefully

developed and followed.

Essential to such a development of plans is a delineation of definite

responsibilities of each department and agency for developing and providing

information, followed by exercises in which all users of the system par-

ticipate.

52
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• ~Chapt•-!r 6

T:e ivi Defense Information System.At, the National ve1

1. CGONCEPT F EDMRGENCY OPERATIONS AT THE NATIONAL NEADQUAITh•4S

While at the regional level, persons with responsibilities for the

emergency operations of athcr departwmnts and agencies will be co-located

with civil defense offices; the national civil dafansf& haadquartera will

probably remain physically separated from the heads of federal departments

and agencies. While ýhe regioaal civil defense information system will

AIrprobably be. the center of all information gathering activities in the I

region, nate niional headquarters will be only one of a number of national

information gathering agencies.

In an emergency, communications will be established at least to each

region, to the Office of Defense Resources (0DR) and to the National

Military Comana Systems Support Center (M*CSSC). The staff will assist

in maintaining, or if necesadry reestablishing, a civil defense op2rational

headquarters in each region, and will work with these regional headquarters,

the military, and the headquarters of appropriate federal departments and

agencies in order to maintain governmaet at, and communications with the

states.

The function of "damage assessment" is assigned by executive order

to the Office of Civil Defense. Flash Nudet reports will be the first

information received. Thnse will be used in making an early assessment

of the effects of nuclear attack or other national disaster. As new infor-
mation is received, ei7her through unscheduled reports from regions or
other sources and from summary status reports from regions, the assessment
will be revised. In keeping with the objectives of civil defense, the

national headquarters will give priority to evaluating tLe effects of the

disaster on the pepulation and resources necessary for their itmdiate

survival.

The headquarters staff will, cooperate with the staffs of regional

headquarters and federal departments and agencies in establishing priorities

This concept expands somewhat that given in the National Emergency Plan,
Federal Civil Defense Guide, Part G, Chapter 2, Appendix 2, September 1966.

Under current plans, the Office of Emergency Planning is to form the
It nucleus of the ODR.
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for actionS, advisin4 - uat govrv,.nerit ,, e-nd In co',rd Arit .13j mil it ary Y1r

it will a•Lo assist the ODR in identifying needs for resourrý, end ir

eltablighine priorities foLý thieir usýý.

The national headquarters will also forward to the regic-.s the strategic

and tactical warning, as provided by the military and other iniponal

sources, and the naticinwi estimates of conditions. It will assr in pre-

paring nationwide broadcast t maintain mrale and inform the public of

actions to be taken to save lives and property.

II. SYSTENM ±&EtjuýttNts

The National Civil Defense Headquarters, in keeping with the National

Plan and the concept of operations described above, will need information

concerning:

(I) Significant chalges in the capability of state governmena- and

federal agency field establishments to deal with the effects of

a disaster;
(2) Significant changes in the enviroiment (particularly fallout)

in large areas;

(3) Changes in tie status of major population groups;

(4) Major civil/military operations proposed or underway and politl

cal or economic impediments to such operations;

(5) Significant changes in inventories and facilities important for
maintaining life in the inmediate future.

The number of resources for which information is reýuired, and the

detail of information depends upon the interpretation of the damage assess-
ment responsibility of the Office of Civil Defense. Other federal depart-
ments and agencies have responsibilities for amergency planning and damage
assessment of specified resources. It would therefore seem unnecessary
for the national civil defense headquarters, and possibly beyond its capa-

bility, to attempt to analyze the status of a great variety of resources.
However, as far as is known, there is no limitation on the damage assess-

ment responsibility of the civil defense organization. Without such a
limitation, it is impossible to be specific as to the information require-
ments at the national civil defense headquarters.

6-2
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is. Frstor-d Infortmatiolt

It is desirable for the nationel headquartars to have, before the

emergency, Int<,rmation concerning the following.

Eergnicy wa~rning ar-d cornanunication procedures,
• Emergency plans for co~ordination with othe-r federal agencies,

Plans for restoration of government and zontrol in large areas,

Alternative plans for nationwide redistribution of resources,

Location of installations of parti,.•,ua importance to populationi • survival.

lIn formation about population distribution and shelter space should

also be prestored at the national headquarters in order to assist in prc-

attack emergency decisions as to shelter needs, and postattack estimates

of population status. Requirements for prestored information about other

resources will depend upon the definition of the damage assessment responsi-

bilities.

C. lnco Me ssaRea

Regional headquarters will be the primary source of the information

required at the national headquarters. This can be provided by unscheduled

and on-call situation reports and by summary status reports. Nudet reports,

as noted earlier, are considered a type Gf unscheduled situation report.

Mhe formats of summary reports from state to region can be followed

in the reports from region to national headquarters, with data summarized

by states rather than by smaller areas. The messages to be received from

the eme.rgency headquarters of other federal departments and agencies will

depend upon the capability of these headquarters for collecting informa-

tion needed by the civil defense headquarters. As at the regional level,

much redundant or unuseable information could be received by massages

from other headquarters unless the information to be transmitted is speci-
fied in advance.

D. Information Processing

Present concepts of information processing at the national civil

defense head~quarters are evidently based upon the use of a computer for

early determination of conditions of the population and resources. In

this method, the computer, using prestored weapons effects tables, calcu-
S~lates the redii of varying levels of blast and thermal effects. For a

surface burst, using available wind data, the computer determine4 the

probable spread of fallout.
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I The location and vulnerability of the sheltered population and many

resotorces are also stored in the computer and their status is computed

using the weapons effects as derived from Nudet information. In this

manner, the conditions of specific population groups and resources can be

estimated and used in decision making.

The information resulting from this method of information develop-

ment may contain major inaccuracies for the following reasoab.

(1) The location 9nd hardness of the population aad othir rc•-curcea

at the time of weapon detonation cannot be precisely represented,

and may be inaccurately represented, in the computer file.

(2) Even with automated Nudet determination, which is possible only

in a small part of the country, there will be inaccuracies in

the computed weapons effects. Other types of Nudet determina-

tion will be more inaccurate.

(3) Even with perfect Nudet information, the effect of fire spread

cannot be known accurately, and other secondary effects such as

flood and secondary explosions cannot be determined at all.

(4) Nudet information will not be available to the computer in one

convenient batch, and until all weapons are reported, analysis

must either be delayed or it will provide, an incomplete presenta-

tion of conditions.

Stanford Research Institute has been developing, under OCD Work Unit

4615A, a method of estimating surviving population and resources that does

not depend solely on Nudet information. Direct reports of damage are con-

solidated and evaluated by automated means to provide a continual refine-

ment of the estimates.

However, the method of information processing at the national head-

quarters must ultimately be determined on the basis of the required type

and detail of information about resources. As noted above, Jhis has yet

to be established.

E. Staff Organization for 1mhruency Opera tion

In considering the staff requirements for developing information at

the regional level, it was found desirable to have state coordinators to

handle all information pertinent to their assigned states. It seems that

such an arrangement of the staff would also be desirable at the national

level, with et-ordinators assigned to each of the eight regions. These

would constitute the Operations Section.
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Other secttian of the t.-ergepcy "-'f rhat are consistent with the

probable concerns of the national headquarters are:

An Lntellijence Section, for maintaining information, and assessing

the radiological environment and other general conditions affecting

_population.

A Logistics Section, for maintaining information on nationwide require-

.,ients for resources important for immediate survival. This section

would maintain coordination with the appropriate federal departments

and agencies.
A Communications Section.

An Executive Section, including elements for liaison with the HMSSC

and NREC.

F. Other System Considerations

A number of communication links between the National Civil Defense

Headquarters and regional headquarters already exist (see Table 5-VIl).

These links, however, must be used by other federal agencies. Priorities
for use of these communication means are already established. In other

words, there already exists a structure for a national emergency informa-

tion system, and the civil defense information system at the national level

must be compatible with this system. Conversely, in the design of the

overall national emergency information system, the information require-

ments for civil defense at the national level will need to be carefully

defined in keeping with the assignment of emergency responsibilities

among all government agencies.
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Chapter 7

The Overall System. Conclusions, and Recommendations

I. OVURALL SYST-1 C•IA•ACTE."MSTCS

A. Introduction

In the previous chapters, the characteristics of information systems to

. support civil defense emergency operations at the local, state, and federal

levels were described. These systems must be coordinated to constitute

an overall system that will be effective in serving the information needs

- at all levels of government.

B. Uternal Flow of Information

t.. Figure 7.-1 shows the main flow vi information occurring within the

overall system. Headquarters of each level of the civil defense organization

will aggregate and evaluate information on hand and that received by messages

in order to create an information ";t- to support its own decision making,

and forward required information -o zaext higher headquarters and to

other headquarters. Each headquarters will also supply advice and instruc-

tions to lower headquarters and, when necessary, to the public through

the EBS. The capability of the EBS has not been evaluated in this study,

but the substantial effect of this capability on the requirements for CDEIS

communications has been noted.

V The capabilities of the various information systems with which the

4 CDEIS could interface at various levels will also be important considera-

tions in further analysis of communication requirements.

Figure 7-1 does not show possible variations in the flow of infor-

mation between headquarters. For example, some shelters may report through

shelter complex headquarters, and local BOC's may report to county or

state area headquarters, rather than directly to the state. The desired

reporting routes, as noted earlier in this report, will depend upon specific

geographic and organizational considerations.

C. Characteristics of Communications

Because of the many types of environments in which it must operate

and the changing functions that it may be called upon to support, CDEIS

communications must possess a flexibility beyond that of most information

systems. It is possible tc identify certain types of information that
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will be important in creating and in maintaining an information base for

emergency operations. However, it is not possible to identify in advance

the types and detail of information that will be most important at all

times during the emergency.

Consequently, it is not desirable to attempt to design single purpose

communication channels. For example, it may be important for a police

radio net to provide shelter communications during some pert of the emerg-

ency, but not at others. Flexibility in the use of existing comunication

capability will be necessary to effective operations.
For efficient use of communication channels, a strict commnication

discipline must be observed from the first so that the specified basic
i• messages may enter the system. As an information 1)ase is created, the

decision makers at EOC's or ER's can decide what situations are of most

concern, and use available communication capacity for requesting and

obtaining the necessary types of information. If communication capacity

is overloaded with non essential information (no matter how interesting) the

system may never be able to recover and operate effectively.

D. .nformation Process=ng and Decisior ?4kins

Because of the variability of decision situations, the system must

depend largely upon human information processing at all levels. Staff

r members who will process data to develop the information base will also be

part of the decision-making process. That is, they will be making estimates

of conditions determining the need for action, and of the feasibility and

value of specific actions. However, there will be centralized coordination

of the decision-making process and central determination of priorities of

actions.

The organization of the staff at the various levels will be consistent

with the needs for decision making. At the local level, the staff will be

organized into sections for emergency services or operations, logistics or

supply, shelter and population, and intelligence. At the regional level,

the decision making will be based upon the needs of individual states,

since most conditions of the population or resources must be dealt with

most often by smaller geographical areas than a region. At the state level,

the organization will depend upon the size of the state and upon the

potential capability of are a or other sector headquarters for decision

making and actions.
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At every level, there will be a section concerned with developing

intelligence about the general situation in the entire area of concern.

This intelligence will be represented in tabular and map displays that

can be quickly comprehended. Specific information that is developed by

other sections of the staff will be compared with or integrated with the

representations of the general situation periodically. Integrations of

information can be facilitated by the use of transparent overlays.

11. CONCLUSIONS

The objectives of the study were to define the types of infoTmation

required at local, state, and federal levels of civil defense emergency

operations, and to define an information system in terms of

(1) types, flow, and volume of messages;

(2) the flow of information in an operations center and the records

and displays needed.

In view of these objectives, the following conclusions were reached:

1. Specific types of messages must be provided to local emergency

operations centers and emergency headquarters at other levels

of government in order to provide and information base for

decisions. Specific instructions must be provi.ded prior to the

emergency to insure that such reports are transmitted. Strict

communication discipline is necessary at the beginning of an

emergency to insure that these messages are sent and received.

2. Communication capacity must also be provided for other types of

messages, such as inquiries and special instructions. The potential

volume of such messages will be influenced by the effectiveness

with which the information base is created and used in anticipating

situations and needs for additional information.

3. The peak load of messages between shelters and the local EOC

and between EOC's and state emergency headquarters, will probably

occur during the movement to shelter period.

4. In determining the overall requirements for an information System

in a particular location, there must be consideration of:

(a) The organizations for support of emergency operations and

their control and informatiop systems;
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(b) Geographic and economic aspects of the area under the control

of the operations center, and the accompanying threats to and

vulnerability of the operating civil defense system;

(c) Shelter status of tne population, which affects not only the

method of routing information, but the situations that might

occur and about which information will need to be provided.

5. As showu in Appendix A, the value of shelter complex headquarters

as components of the reporting system will depend largely upon the

geographic distribution of shelters.

6. The use of area of district headquarters within a state as collecting

points for information may be of considerable value in some states.

7. Because of the great number of environments in which it may be

necessary to operate, a local or a state civil defense emergency

11inlormation system must be flexible in communication and staff

proce-'ures in order to respond to unforseeable information require-

ments. Since this flexibility is obtained primarily through human

information processing and control, training of staff personnel

in information system concepts and procedures is essential.

8. Types of messages of use in decision making at regional and national

civil defense headquarters can be defined. However, because the

national civil defense headquarters will be only one of the

locations at which national decisions will be made in an emergency,

and because of the demands on common communication links, the

civil defense emergency information system at the national level

must be tailored to be a part of the total national emergency

information system.
S9. The flow of information, and data processing methods, munt both be

compatible with decision-making procedures and staff organization

at rivil defense emergency headquarters at all levels. Hwever,
there has evidently been no comprehensive study of alternative

decision-making procedures and staff organizations.

10. If telephone is the principal source of messages, the preparation

of hard copies at the message center will be inefficient compared

with the switching of incoming calls to a section that can record

the information directly on tabular forms or displays.
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I
11. The Fhergency Broadcast System can play an extremely important role

in • U• uez•ir• the civil defense eiSgency information system by

I providing both a means for disseminating information and advice

and for providing instructions for reporting. Consequently, effective

employment of th,. Emergency Broadcast System must be planned for

in the design of an information system for any particular location.

12. Nudet reports .nd computer-based damage assessment elone aill

provide inaccurate information about postatrtek conditions, and

there is no evidence of the level of accuracy to be anticipated.

It ts dodbtEul if eutimates of resource status obtained in this

way couid be used in decisions at region.

13. in view of the many factors that influence the effectiveness of

the civil defense emergency information system at the state and

local level, it is infeasible to define communication requirements
for one particular organization that could be readily "scaled"
to define the requirements for other organizations.

Ill. RECOMMENDATIONS

Major recomeniations of the study are that:

1. The procedures advanced in this report should be used under the

direction of OCD to develop an information system for existing civil

6dfwze organizations in one or more local areas. The performance

of this system should then be evaluated in vell-planned exercises

in order to better define the methodology before it is recommended

for use by civil defense planners at state and local levels.

2. Spec.fic formats for unscheduled shelter situation reports and

forms for recording information at EOC's should be developed and

incorporated in the Federal Civil Defense Guide.

3. The O1fice of Civil Defense should recommend a study of the require-

ments for information at the emergency headquarters of all federal

departaeuts and agencies in keeping with their assigned responsibilities

as a first etep in determining how federal staffs and communications

may be more efficiently used in a national emergency.
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Appendix A

Macroscopic Organizational Structure of the Local Civil Defense
Emergency Information System

i. ALTERNATIVE COG-QqUNI:ATiONS CONFIGUR1ATIo1S - AE SHELTER C CONCETr

As the number of shelters in a local civil defense system increases,
it becomes necessary to consider the effectiveness of routing messages from

shelters through an intermediate control point, such as a shelter complexIF
headquarters. a

SBasically, there are two reasons for routing messages through such

a headquarters. First, a certain class of messages may he highly redun-

dant, i.e., s•veral messages in that class may include the same information.

(Note that a message class can be highly redundant, and yet no individual

message in the class would necessarily contain redundancy.) For example,

a single fire may be reported by a number of different shelters. By

routing calls from shelters located near each other through a shelter

41 complez headquarters, superfluous messages can be eliminated, and the

load on the EOC message center is thereby reduced. A second (and not

unrelated) reason for roating messages through intermediate shelters is

that the shelter complex headquarters may be able to deal with certain

problems. Such a situation corresponds to a certain amount of decentraliza-

tion of decision making.

We shall now present an analysis to illustrate the effect that a

shelter complex structure has on the redundancy of message classes and

on the extent to which shelter complex headquarters can handle certain

situations.

Let us denote the total number of shelters under the EOC by N, and

let us assume that the N shelters have been divided into S groups, or

* -complexes, where each complex contains an approximately equal number of
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geographically contiguous shelters. One shelter in each complex is

designated the headquarters for the shelter complex, and messages from

shelters in a complex are sent to the shelter •uwLv haaquartars. To

samp1  1 the analysis, we shall assume that each complex contains N/S

shelters, that each complex covers the same area, and that the S corn-

pleses form a gridwork of S squares. Although these assumptions are

unrealistic, the results obtained will apply even if they hold approximately.

We shall assume that N is rather large, say N Z 100. WL shall refer to

S, the number of shelter complexes, as the uan.. The results to be de-

rived are valid for S not less than 4 and preferably S at least 9.

II. REDUCTION OF MESSAGE CLASS REDUNDANCY

We shall first consider the redurlancy problem. We shall examine

the situation in which messages from shelters in geographic proximity

are likely to contain some of the same Information. For example, if a

number of fires are burning in the city, a given fire may be reported

by more than one shelter in the same area. Shelters located far away

are assumed to have little chance of reporting the same information.

We shall characterize this situation by a parameter r called the

natural redundancy of the message class. The value of r is the expected

proportion of all messages which would be superfluous if every message

generated in a shelter were reported directly to the EOC. That is, if n

messages (of a certain situation category) are prepared in shelters for

transmission to the EOC, then (l-r)n of them are expected to contain non-

redundant information, and rn of them are expected to be regarded as

unnecessary by the EOC. Alternatively, we may describe this situation

by the statement that on the average, i/(l-r) shelters report each

situation,
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7- We suppose that whenever a shelter comCplex headquarters receives

if n mepagee providing information which it knows has already been trans-

mitted to the EOC, then that redundanz message is not transmitted.

We shall now derive an expression for the redundancy of the message
c.

class (as received in the EOC) after the preceding message-screening

"procedure is employed. This redundancy will be referred to as the net

redundancy, and will be denoted by R. That is, 14 is the expected pro-

portion of redundant messages reaching the EMO from shelter complex mewad-

quarters when each shelter complex headquarters filters out all calls

which it recognizes to be redundant.

-- We shall employ a geometrical argument to obtain an expression for

4R. In the model to be employed, we shall represent a situation as a

square (of size to be determined later) whose sides are parallel to the

sides of the gridwork of shelter complexes, and we shall represent the

occurrence of a situation by a random placement (i.e., according to a

1 two-dimensional uniform distribution) of this square on the grid. We

represent shelters in the complex by grid squares of equal area. If we

represent the lei!gth oC the side of the situation square by t(t > 0), then

f' the probability distribution function of the number x of shelters toucl"cA

* iby the situation square (i.e., of the number of shelters observing the

situation) is given by

(1-a)2 if x (+l) 2

P2c(I-a) if x (tqvl)Y + (6+0);

A0 otherwise;

I 
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,There t = 'a, r is the integral part of t, and a is the fractional

part of t. It can be shown that the expected number of shelters observing

a situation is given by

E(x) -(1 + t)

and the natural redundancy, r, is thus given by

r ( (( ) 2

SE(x) (it() 2

Solving the preceding equation for t in terms of r, we have

When calls are screened by shelter complex headquarters, the net

redundancy R corresponding to a natural redundancy of r is given by

R £ + t 'S• -; 2

(I + t (1 + t 2

i.e,, we have replaced t by t/iN=NIS in the expression for r, since

a shelter co'plex contain N/S shelters. Now when S - 1, R should be

equal to 0, and when S -N, I should be equal to r. To satisfy these

boundary conditions, it is convenient to replaee SI/ by p - (S-I)/-(N-i}

in the expression iur R. Thus we have

i A-4
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The quantity p is approximately the proportion of all shelters which

are shelter complex headquarters. We shall refer to p as the relativil

Span. If we plot R versus r and p for selected values of p(.25, .5,

and .75), we obtain Figure 1.1. For small values of S(say S 10) when

H - 100, the value of R given by the above formula tends to be too

large, particularly if r is not very stmll (say r > .25).

One of the conclusions to be derived from Figure B-1 is the

following: By employing a shclter complex system with relative span

p -. 1 (i.e., 10 percent of all shelters are shelter complex headquarters),

then the redundancy of message classes is reduced by approximately a

factor of 2 for .25 < r < .75. Thus for a city with 100 shelters, the

preceding analysis indicates that we will reduce the redundancy by a

factor of 2 if we have about 10 shelter coulaxes approximately of equal

size if .25 < r < .75. For message classes with very small r, there is

little benefit, and for such message classes, direct reporting from

shelters to the WOC would be desirable,

Associated with the use of a shelter complex system, there are

certain costs. First, massages reaching the EOC which originated in

shelters other than shelter complex headquarters are delayed by routing

through the shelter complex headquarters. 7his cost is not great if the

shelter complex headquarters can quickly relay calls to the KOC from

shelters. Second, there is an increase in the usage of the commnications

equipment. In fact, even though a number of calls may be screened out,

Ao5
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the total number of calls (from shelters to shelter complex headquarters,

and from shelter complex headquarters to the EOC) using the shelter

complex system will always exceed the number of calls if shelters report

directly to the EOC. The expected total nzmber of calls made Per

situation is

Ii

(=r-) + Tj]

The number of redundant calls is thus E-i and the communications equip-

ment usage redundancy is thus

E-1
R eSe I

1
=1-. -s 1 +-I

To make RI a function only of r and of p - (S-1)/.N-1), we replace S/N

by (S-1)/CN-I) in the first terst in the densitor, to obtain

R - Re ( ,p> = -1+ -_ • 1 -
- + N-1l

Figure B-2 contains a plot of R versus r and p. Ftom that figure, we
a

may conclude that if the redundancy is small, equipment usage redundancy

increases substantially for p - .1, (e.g., for S - 11 and N - 101). if

r is large, many calls are sorted out and relatively few calls are made in

the shelter complex headquarters to the ROC, so that the increase in equip-

ment redundancy is not great.
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It is useful to express redundant communications equipment usage

in terms of the fractional increase, I, of equipment usage, with respect

to the usage if all shelters report directly to the EOC. Since tat,

number of calls per situation if each shelter reports directly to the

EOC is 1/(l-r), and the number of calls per situation if a shelter

complex system with p .1 is used is (1-I) , + 1-= '*I-r) then I iz given by

(lS (717) + 1
I- +_ -r -r -rX _

l-r

l-r S-1
Y-R -IN

A plot of I versus r and p w (S-l)/(n-l) appears in Figure 3-3. For

p - .1, the percentage increase in usage of equipment is approximately

(1-r)lO0 for r small (say < 3/4). (For r close to zero, equipment usage

would increase by 100 pereent--i.e., would double.)

The benefit of a shelter compler system corresponding to redundancy

reduction is that the EOC message center receives fewer calls corresponding

--to each situation. Froum the p-recediLg graphs, it is seen that the benefits

are small and the costs high (in terms of equipment usage) if r is small.

The use of a shelter complex system is beneficial (with respect to redundancy

reduction) only for message classes with high natural redundancy, r (say

r > 3/4). Such high redundancy is most likely Lu occur for messages that

report area conditions (area environment, populatior and resources outside

of shelter) and the shelters are concentrated in a small area.
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The next aecti=n will discuss the second purpose for which a

shelter complex headquarters system cau be used.

111. HMLMG OF PROM W:TMIN SUME CaMLM BY
THE SHELTER COM4FEX HEADQUAMERS

The second rea&on, mentioned above, for structuring shelter-to-

EOC commmications in a shelter complex configuration applies if it is

desired to decrease the analytical burden of the EOC by alloing shelter

complex headquarters to handle certain problems. For the purposes of the

present analysis, we shall assume that a shelter complex headquarters can

handle a certain problem if all the shelters involved in dealing effectively

with the problem are contained in the complex. As above, we define a

parameter o (corresponding to r), called the relative problem Mznitude,

such that the aumber of shelters contained in a square grid section

containing all shelters involved in the determination and solution of

the problem is 1T(1-0). he square grid section of 11(1-o) shelters

contains not only those shelters which report a particular situation to

the shelter complex headquarters, but any other shelters involved in the

problem and its solution.

Employing the same stochastic model as before (i.e., problems occur

randomly on the grid of shelters), then the fraction, F, of problems not

falling wholly within the shelter complex is given by

F01-- (1-t -/N2

where t 4 =00-1. Replacing SIR by p - (S-I)/11-1) as before, F becomes,

- F(o.p) =1- [1 1 -, ) 4 i ]2
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,iigr :,; -4 contains a plot of F versus 0 and p. Whereas reasonable"

values of r would probably be < 3/4, reasonable values for 0 are much

larger, say as large as .9. Such is the case because relatively few shelters

would b to observe the same situation, whereas ten shelter

could easily be inrvolved in the solution of a problem. Larger values of

o are hence included in Figure B-4. For a relative span of p - 1, and

w~all (say .ý 3/4), the fraction of problems not falling wholly within the

shelter complex is approximately mne-third as large as if no shelter complex

system is used. 1hat is, two-thirds of the usual problem load of the EOC

can be handled by shelter complex headquarters, in the sense that all the

shelters involved in the problem and its solution fall within the shelter
complex (by the term "usual", we mean that the EM har~tles all problems

other than those affecting only one shelter.) As o increases, a smaller

and smaller fraction of problems fall wholly in the conplex. (This last

fact illustrates a shortcoming of the model used in the analyses presented

above, namely that F achieves the value 1. Realistically, we should expect

F <1 no matter how large the value of o or how small the value of p. This

shortcoming arises from the fact that we have used, for given 0 (or r),

squares of fixed size to represent problems (or situations). A more

realistic analysis, which would overcome this drawback, would employ a

probability distribution of problem sizes (or situation sizes). For values

of p (or r), that are somewhat less than 3/4, the results of either

anilysis are expected to be similar, however.)
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Since reasonable values for p for a city of 100.000 would likely be

as large as .9, it appears on the basis of the present analysis, that for

a city with 100 shelters and approximately 10 shelter complexes, the use

of shelter complex headquarters for handling problems would be quite

limited, if it is desired to achieve analysis of high caliber,

For sprawling cities, or for county EOC systems, the value of p could

be small, and the value of the shelter complex headquarters for handling

certin problems could be considerable.

IV. SUMMARY

The above analysis indicates that the value of a shelter complex

headquarters as a mode in reporting procedures depends upon the probable

redundency of shelter-originated messages; as a control center, its value

depends upon the extensiveness of problems with regard to shelter location.

This type of analysis may be applied in the design of the information system

and in establishing operational procedures for a particular local area. It

is possible that shelter complex headquarters in the same commmity would

perform information filtering or control tasks at some times, but not at

others, as announced by the local EOC.
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Appendix B

I. Sample Messages - Shelter to EOC

Uuwnmchuied Priority

PSI Shelter Open

SHELTER OPEN REPORT. SHELTER BRAVO SEVENTEEN AT MAT3 ANDT)

BROAD N(M OPEN AND CAN RECEIVE OCCUPANTS. AM COMUNICATING

FROM 733-1331, CAN ALSO USE 733-1335. SELtR MANAGRR IS

NOT PRESENT. STANDARD BROADCAST RECEIVER IS RECEIVING ESS
BROADPCAST, THIS IS PATRO01"NA FOGARfY, WILL STAkW aY UNTIL

SHELTER OFFICIALS ARkIVEt
Approximate le-ngth - 60o

PS2 - Shelter Occupancy

SHELTER OCCUPANCY REPORT. SHELTER BRAVO SEVEIfN AT MAIN

AND BROAD. 125 OF 400 SPACES OCCUPIED. NO NEW ARRIVALS

IN LAST TEN MINUTES. !111S CALL FROM 733-1331. STEVEN

SATTERFIELD NOW IN CHARGE AS SHELTER MANAGER.

Approximate length - 45

PS3 - Initial Habitability

SHELTER HARITABILITY REPORT. SHELTER BRAVO SEVENT.EN.

SHELTER NOW HAS ABOUT 350 OCCUPANTS. CENTRAL SPACE ON

SECOND FLOOR IS OCCUPIED BY HEAVY DATA PROCESSIPG EQUIPM .

I AH LOOKING FOR OTHER SfACE WHICH CAN BE IADE INTO HIGH

PF AREA. SUPPLIES APPARENTLY OKAY. WE CAN NOW MO9UNICATE

BY CITIZEN'S BAND RADIO. MANAGEMENT STAFF IS PRESENT.

OCCUPANTS S.RE EXCITED BUT APE WILING TO TAKE INSTRUCTIONS.

SAtTEBIRPILD.

Approximate length - 65

(continued)
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I. Sample Messages - Shelter to EOC (continued)

PS4 - Change in Habitability

(1) THIS IS BRAVO SEVMFTFFN. POWER FAILURE HAS CUT OFF

VENTILATION IN BASEMENT AREA, _ OPERATED PANS ARE

NOT KEEPING TEMPERATURE DOWN. CAN M0oU SOME OCCUPANTS

TO AREAS ON UPPER FLOORS AND WILL DO 80 AFTER RADIATION

CHECK. SATTERF1ELD,

Approximate length - 40

(2) TIlHS IS BRAVO SEVXNTM. FALL 0? StnILDINC CRACKED BY

BLAST. DO MOT KNOW OF A-1I WAY TO DETERMINE IF IT WILL

COLLAPSE. RADIATION LEVEL OUTMSTD IS ESTD(ATED TO BE

1OR PER HOUR. WATER IS ALSO SEEPING INTO RASMET AREA

FROM BROKEN WATER MAIN. SATTERFIELD.

Approximate length - 45

PS5 - Relocation

THIS IS SHELTER BRAVO SEVENTEEN. DAMAGE TO BUILDING HAS

MADE ALL BVT PART OF BASMENT UNSATISFACT)RY FOR SHELTER.

I PLAN TO MOVE ALL 380 PERSONS TO BUILDING AT 120 BROAD

3T2ERT. OUTSIDE RADIATION LEVEL IS ESTIMATED AT lOUPH.

WILL USE EXPEDIENT METHODS FOR PROTECTION IN NEW LOCATION.
SATTENIELD.

Approximate length - 50I PS6 - Condition of Occupants
(1) THIS IS BIAVO SEVENTEEN. SOME PERSONS IN SHELTER ARE BE-

COMING DROWSY AND SOME SEEM TO BE UNCONSCIOUS. TEPERATURE

READINGS IN MOST AREAS IS AbOUT 80 DEGREES AND VEWfIUATION

SEEMS ADEQUATE. SATTERFIELD.

Akproximate length - 30

(2) THIS IS BRAVO SEVMEN. PEOPLE ARE BECOMING KR!TLESS ANY)

NERVOUS. FEAR THAT T7X WILL BE DISORDER. AM TRYING TO

GET SOME ACTIVITY STARTED AND AX INVWSTIGATING THE POSSIBILITY

OF SHORT STAYS IN LESS PROTECTED AREAS OF BUILDING WHEME

THERE WILL BF LESS CROWDING. I BELIEýE ENCOURAGEMENT OVER

EBS WILL BE HELPFUL. SATTERFIELD.

Approxisate length - 50

B- 2 (continued)



II

I. Sample Messages -- Shelter to EOC (continued)

PS7 - Ares Environment

(1) 1WIS IS !%ELTER BRAVO SEVENTEEN. REPORTS OF NUE ARRIVALS

ARE THAT TRAFFIC IS BLOCKED AT MAIN STREET AND CASTLE

DR!VE BY DISABLED VEHICLES. PEOPLE ARE LEAVING VEhiCLES

IN STPEET AND PROCEEDING TO SHELTER. SATTERFIELD.

Approximate length - 35

(2) THIS IS SHELTER BRAVO SEVENMEEN. SMOKE AND SOME FLAMES

FPJM FIRES CAN BE SEEN ABOUT ONE QUARTER MILE NORTH OF

THilS SHZLTER. WIND DIRECTION IS FRPM EAST TO WEST.

SATTERFIELD.

Approximate length - 30

PS8 - Out-of-shelter Population

THIS IS SHELI;IR BRAVO SEVENTEEN. PEOPLE THAT HAVE BEEN

MOVING ON FOOT ALONG MAIN STREET ARE NOW SITTING DOWN IN STREET.

SEEM TO BE ABLE TO MOVE BUT WAITING FOR THEIR INSTRUCTIONS.

SATTER"IELD.

Approximate length - 35

PS9 - Out-of-shelter Resources

THIS IS BRAVO SEVENTEEN. ARRIVALS REPORT THAT THERE ARE

A NUMBER OF TRUCKS STANDING OUTSIDE THE SUPERMARKET AT

17TH AND MAIN WITH VEGETABLES, MILK, AND OTHER SUPPLIES

THAT WILL SPOIL UNLESS REFRIGERATED OR USED IMMEDIATELY.
SATTERFIELD.

Approximate length - 40

(continued)
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I. Sample Messages - Shelters to EOC (continued)

On-Call Routine

RSI - Space or Population Conditions

THIS IS BRAVO FOURTEEN. THE MAJORITY OF THE OCCUPANTS HAVE

(1) RECEIVED LESS THAN 30R. MANY HAVE LESS THAN 5R. MOST

ARE ANXIOUS TO BE GETTING OUT OF SHELTER AND TO BEGIN

DECONTAMINATION AND RECOVERY. WE ARE USTNG SP'4CP HAT

I1(ARKED FOR SHELTE. BROW.

Approximate Length - 45

(2) THIS IS BRAVO TWELVE. MOST HAVE RECEIVED NEARLY 10OR-,

AND SOME SICKNESS HAS OCCURRED. Tfii~ki LS LITTLE SPACE

AVAILABLE FOR MOVEMENT WITHIN THE SHELTER. AREA OUTSIL•.

OF THOSE MARKED ARE STILL RECEIVING AT LEAST 1OR PER

HOUR. DESIRABLE TO MOVE SOME OCCUPANTS TO OTHER SHELTERS.

GOLDWATER.

Approximate length - 50

RS2 - Shelter Supplies

THIS IS BRAVO FOURTEEN. WE HAVE THE FOLLOMING FOOD STOCKS

REMAINING FOR THE 620 PEOPLE IN SHELTER. 3,700 DAILY RATIONS,

3,000 GALLONS OF WATER IN CONTAINERS PLUS SOME TRAPPED
WATER. BROWN.

Approximate length - 35

RS3 - Special Manpower

THIS IS BRAVO FOURTEEN. WE HAVE THE FOLLOWING NUMBERS OF

REQUESTED TYPES OF MANPOWER. PHYSICIANS - 2.

NURSES - 4. ELECTRICAL UTILITY REPAIR - 4. HEAVY TRUCK

DRIVERS - 3. TELEPHONE REPAIR - 7. FIREFIGHTING - 4.

POLICE - 1. BROWN.

Approximate length - 35

RS4 - Out-of-shelter Conditions

THIS IS BRAVO FOURTEEN. SURVEY OF IIMEDIATE NEIGHBORHOOD

SHOWS THAT THERE ARE ABOUT 500 PERSONS APPARENTLY IN GOOD

CONDITION, ABOUT 1,000 WITH INJURIES, AND ABOUT 500 DEAD

OR DYING. MEDICAL ASSISTANCE COULD BE USED. OUTSIDE RADIATION

LEVEL IS BELOW IR PER HOUR IN MOST PLACES.

BROWN.
Approximate length - 50

B-4 (c .ntimed)
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I. Sample Messages - Shelters to EOC (continued)

Scheduled Shelter Summary Status Report (Initial)

THIS IS BRAVO 17. SUMMARY STATUS REPORT.

OCCUPANCY - SURVEYED SPACES - 630; OCCUPANTS - 648

CONDITION OF OCCUPANTS - QU=ET AND ORDERLY. 31 SICK AND DISABLED

hABITABILITY - VENTITATION SYSTEM OPERATING ON EMERGENCY POWER GENERATOR;

SANITATION PROBLEMS INCREASING

INTERIOR DOSE RATE - TWO TO FIVE R PER HOUR

TOTAL DOSE - HIGH 25; LOW 5

SUPPLY• FOOD - ELEVEN DAYS WATER - NINE DAYS PLUS SOME TRAPPED WATER

MEDICAL 23 TYPE A KITS

AREA ENVIRONMENT - SMOKE STILL IN AREA NORTH OF SHELTER, NOT INCREASING.

MAIN STREET BLOCKED BY STALLED VEHICLES

AREA POPULATION - LARGE NUMBERS IN BUILDING ON MAIN STREET THAT ARE NOT

MARKED AS SHELTERS; SM(E INJURED

AREA RESOURCES - NO ELECTRICAL POWER, GAS OR WATER SUPPLY. GROCERY

STORES IN AREA HAVE BEEN EMPTIED

VEHICLES AND FUEL FOR MOVEMENT OF ALL OCCUPANTS AVAILABLE

COMMUNICATIONS - STANDARD BROADCAST RECEIVERS OPERATING ON SCHEDULE TO

SAVE BATTERY LIFE: RACES TRANSCEIVER IS OPERATIONAL

AND ON STAND-BY

PROBLEMS - CONTI/N'UING OPERATION OF POWER GENERATOR. FUEL FOR ABOUT
30 MORE HOURS OF OPERATION AVAILABLE IN BUILDING

Approximate length - 160

(continued)
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I. Sample Messages - Shelters to EOC (continued)

Scheduled Shelter Summary Status Report (SubseauentF

THIS iS BRAVO 17. SUMMARY STATUS REPORT.

OCCUPANCY: NO CHANGE

COND1ij.ON OF OCCUPANTS: GENERALLY QUIET - MINOR CMPLAINTS DUE TO

CROWDIOG. SICK AND DISABLED 34

HABITABIL:TY: DIFFICULTY IN KEEPING TEMPERATURES DOWN AND ADEQUATE

VENTILATION

DOSE RATE ONE-HALF TO TWO R PER HOUR

TOTAL DOSE ESTIMATED 10 TO 5OR

SUppLy - FOOD: 9 DAYS WATER: 8 DAYS
NO OTHER CHANGES

AREA POPULATION: SOME MOVEMENT OUTSIDE: INDIVIDUALS SEEKING WATER

AREA ENVIRONMENT AND RESOURCES: NO CHANGE

COMMUNICATION: NO CHANGE

PROBLEMS: HAVE BEEN SHUTTING DOWN GENERATOR FOR SHORT PERIODS TO SAVE
FUEL. ABOUT 12 HOURS OF FUEL REMAIN. WILL SEND OUT VOLUNTEER
TEAMS TO GET FUEL FROM CARS BEFORE SUPPLY IS GONE.

Approximate length- 100
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II. Sample Messages - Emergency Services to EOC

Unscheduled PrLori-ty"

PEI Initial Emergency Status.

TIS IS POLICE CONTROL. WE HAVE FULL OIERAI3 CgRZ. SUPPLIES

ARE SUFFICIENT FOR TWO WEEKS. HAVE RADIO CONTACT WITH STATE

POLICE HEADQUAUrERS, THE COUNTY SHERIFF'S OFFICE, TPE CITY TRAFFIC

CONTROL CENTER, AND ALL PRECINCT HEADQUARTERS B1T 8TH STREET.

25 PATROL CAR UNITS ARE IN ASSIGNED AREAS. 5 UNITS AVAILABLE

HERE. HENRY.

Approximate length - 55

P22 Change in Status.

THIS IS POLICE CONTROL. HAVE LOST RADIO CONTACT WITH ALL

SUBSTATIONS. OPERATORS BELIEVED TO BE SEEKING ETTER SHELTER.

HENRY.
Approximate length - 20

ES Status Summary.

THIS IS POLICE CONTROL. WE HAVE ABOUT FORTY SQUAD CARS

NOW OPERATING. MOST ARE IN THE NORTHEAST SECTION OF TOWN

WORKING WITH FIRE SQUADS IN RESCUE AND DECONTAMINATION. HAVE

SIX SQUAD CARS AND TWENTY POLICE IN RESERVE AT 8TH STREET

PRECINCT. CAN COMMUNICATE WITH ALL CARS OVER POLICE NVT.
HEqmY.

Approximate length - 50

PE3 Area Environment.

THIS IS POLICE CONTROL. FIRE HAS BROKEN OUT IN BUILDINGS IN

OAK LANE SHOPPING AREA AND IS SPREADING NORTH TOWARD NEWGATE

SCHOOL WHICH IS BEING USED AS A SHELTER. FOOD STORES IN AREA

ARE ALSO THREATENED. HENRY.

Approximate length - 40

114 Populati.on Conditions.

THIS IS POLICE CONTROL. LONG LINE OF TRAFFIC MOVING OUT OF
(1) CITY IN BOTH LANES OF SOUTH BOULEVARD. MOVEMENT SPEED APPROXI-

MATELY 20 M.P.H. MOST CARS HEAVILY LOADED. HUM.

Approximate length - 30

(contimied)
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II. Sample Messages E mnergency Services to AOC (Continued)

(2) THIS IS POLICE CONTROL. MANY PEOPLE TRAPPED AY COLLAPSE OF

BUILDINGS IN 500 BLOCK JONES STREET. VOLUNTEERS DIGGING

WITH HANDS AND SMALL TOOLS. EARTH-MOVING EQUIPMENT CAN BE

USED IF IT CAN BE PROVIDED. ABOUT 50 SERIOUSLY IVIJURED ARE

BEING TREATED BUT NOT BEING MOVED. HENRY.

Approximate length - 45

PE5 Area Resources.

(1) THIS IS POLICE CONTROL. PEOPLE HAVE BMEW FILLING WATER CON-

TAINERS FR04 FIRE HYDRANTS IN BROOKLYN AREA. FLOW HAS DROPPED

SERIOUSLY OR NEARLY STOPPED AT MOST PLACES. UNABLE TO FIND

ANI BROKEI MAINS IN THIS AREA. HENRY.

Approximate length - 35

(2) THIS IS POLICE CONTROL. THERE ARE AT LEAST 5 LOADED REFRIGERATOR

CARS PROBABLY CONTAINING MEAT, AT THE CROSS STREET STATION. NO

EQUIPMENT AVAILABLE FOR FORCING CARS OPEN. NO TRUCKS OR PERSONNEL

FOR MOVING FOOD. HENRY.

Approximate length - 35

PE6

THIS IS POLICE CONTROL. CREWS HAVE LEFT TELEPHONE REPAIR TRUCK
S~AT HANES AND JONES STREET. TELEPHONE LINES DOWN IN THAT AREA.

Approximate length - 25

B-8
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Ill. Sample Messages - Installations to EOC

Unscheduled Priority

PIt - Initial Status Report.

THIS IS NORTHSIDE HOSPITAL. 32 NURSES, 12 DOCTORS, 10

OTHERS ON DUTY. 110 OF 300 BEDS ARE OCCUPIED BY PATIENTS.

WE ARE MOVING OPERATIONS TO CENTER AREA OF BUILDING FOR

FALLOUT PROTECTION. FD1 AND SUPPLIES INTACT. HAVE RADEF

EQUIPMENT READY FOR MONITORING. CAN CO1MUNICATE BY RACES

NET IF TELEPHONE IS OUT.

Approximate length - 55

TAIS IS THE AHCO PLANT. PLANS FOR EMERGENCY OPERATIONS ARE

BEI•N IMPLEMENTED. SOME MAINTENANCE AND SUPERVISORY PERSONNEL

(2) ARE ON HAND AND OTHERS ARE EXPECTED. FAMILIES ARE MOVING

INTO SHELTER AREAS. CAN COMMUNICATE BY RACES NET IF TELE-

PHONE IS OUT. HAVE SUPPLIES FOR 1,200 PERSONS FOR TWO WEEKS.

Approximate length - 50

P12 - Change in Capability.

TIIS IS NORTHSIDE HOSPITAL. WATER SUPPLIES AND ELECTRICAL
POWER HAVE BEEN DISRUPTED. HAVE STAVTED EMERGENCY GENERATORS.

HAVE FUEL FOR 32 HOURS OF OPERATION. WATER SUPPLIES WILL ONLY

LAST FOR 3 OR 4 DAYS. TWO OF DOCTORS HAVE LEFT TO JOIN FAMILIES

AT SHELTERS.

Approximate length - 45

(Messages reporting change in area environment, population,
resources, and other emergency services will be similar
to those of Emergency Services.)
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IV. Sampie Messages -Special

THIS IS SHELTER BRAVO SEVENTEEN. THE NUMBER OF PERSONS WAITINO

BY SEVERAL HUNDRED. CA O OSOMETHINGTODRCTHMO

OTHEMR SHEILTERS?7

Directive: EOC to Shelter.

ANNOMNE T0V THOSE OUTSIDE SHELTER THAT ADDITIO14AL SHELTER SPACT

IS AVAILABLE AT THlE FOLLOWING BUILDINGS: 200 DOMIN4ION STREET,

310 EAST STREET, AND 348 EAST STREET. LISTEN TO EBS ANNOUNCDEIIZS

FOR ADVICE AS TO ARRANGEMENT OF SHELTER SPACE.'

Inquiry: Shelter to EOC.

THIS IS SHELTE BRAVO SEVENTEEN.* ARE BULLDOZES AVAILABLE IN

THIS AREA FOR USE IN LOOSENING DIRT FOR IMPROVING SHELTER?

Advisory: BOG to Shelter.

BULLDOZERS PROBABLY NOT AVAILABLE. IMPLEMENT OTHER EXPEDIENT

MEASURES FOR SHELTER IMPROVEMENT AS DESCRBED IN SHELTER

MANAGER MANUAL. TIME AVAILABLE BEFORE FALLOUT ARRIVAL AT YOUR

SHELTER ESTIMATED AS FORTY MINUTEES,

Inquiry: Fire Headquarters to EOC.

THIS IS FIRE WHEADUAMR. RAVE EQUJIPMENT AT STATIONS 2 AND 8

IF CREWS CAN BE ASSEMBLED. HOW MANY REGULAR OR AUXILIARY FIRE-

MEN ARE IN SHELTERS NEAR THESE STATIONS?

Inquiry: EOC to Specific Shelters.

REPORT NOMI= OF REGULAR AND AUXILIARY FIREMEN WHO CAN BE USED

UNTIL FALLOUT ARRIVAL.

(continued)

B-10

41_ ___ __ __



IV. Sample Messages - Special (continued)

Response to Inquiry: Shelter to EOC.

THIS IS BRAVO SEVENTEEN. FIVE FIREMEN HEM. FOUR WILLING

TO REPORT FOR DUTY AT NEARBY STATIONS.

I-.11
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identifted.
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requAred types of messages and presto;ed data are dacerued. rcba&blAes age
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Operations canter zon• nnicatiow in the as'imd organization are detm •jsd, and
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Njor raaemendations of ttsa study ari (1) that the nas'sse formats and ceport
!Ag proceaures dore'lopad in the study be made part of the Federal Civil fefause
Guide; (2) that the nathcla for informatiwt system analysis described in the report
1e usd in the devwlopmett of prototyp% emergency information rystms for specific
Local and state qrgsnizaciolsiaAnd (3) that the civlil defense eamns inati on.
syst" at the national levi 6 considered and designed a" part f.l the onra*flDD 1473
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